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Gender Equality and the First Amendment 
Amy Adler 
Amy Adler is the Emily Kempin Professor of Law at New York University School of Law, 
where she teaches Art Law, First Amendment Law, and Feminist Jurisprudence.  NYU awarded 
her its Podell Distinguished Teaching Award in 2015.  Adler’s recent scholarship addresses an 
array of issues such as the legal regulation of pornography, the First Amendment treatment of 
visual images, and the moral and intellectual property rights of artists.  A leading expert on the 
intersection of art and law, Adler has lectured about these topics to a wide variety of audiences, 
from attorneys general to museum curators to the FBI.  Adler graduated from the Yale Law 
School, where she was a senior editor of the Yale Law Journal.  She graduated summa cum laude 
from Yale University, where she was elected to Phi Beta Kappa and where she received the 
Marshall Allison Prize in the arts and letters.  Adler clerked for Judge John M. Walker Jr. of the 
US Court of Appeals for the Second Circuit and worked as an associate at Debevoise & Plimpton 
before joining the NYU Law faculty. 

Anita Allen 
Anita L. Allen is an expert on privacy law, the philosophy of privacy, bioethics, and 
contemporary values, and is recognized for scholarship about legal philosophy, women’s rights, 
and race relations.  She is a graduate of Harvard Law School and received her PhD in Philosophy 
from the University of Michigan.  She was the first African American woman to hold both a PhD 
in philosophy and a law degree.  She was an Associate Attorney with Cravath, Swaine and 
Moore.  At Penn she is the Vice Provost for Faculty and the Henry R. Silverman Professor of 
Law and Professor of Philosophy.  She was elected to the National Academy of Medicine in 
2016.  In 2010 she was appointed by President Obama to the Presidential Commission for the 
Study of Bioethical Issues.  Her books include Unpopular Privacy:  What Must We Hide 
(Oxford, 2011); The New Ethics:  A Guided Tour of the 21st Century Moral Landscape 
(Miramax/Hyperion, 2004); Why Privacy Isn’t Everything:  Feminist Reflections on Personal 
Accountability (Rowman and Littlefield, 2003); and Uneasy Access:  Privacy for Women in a 
Free Society (Rowman and Littlefield, 1988), the first monograph on privacy written by an 
American philosopher.  Allen, who has published more than a hundred scholarly articles, book 
chapters and essays, has also contributed to popular magazines, newspapers and blogs, and has 
frequently appeared on nationally broadcast television and radio programs.  She is active as a 
member of editorial, advisory, and charity boards, and in professional organizations relating to 
her expertise in law, philosophy and health care.  Allen is the President of the American 
Philosophical Association, Eastern Division. 

Corey Brettschneider 
Corey Brettschneider is Professor of Political Science and Public Policy at Brown University, 
where he teaches courses in political theory and public law.  He is also visiting professor at 
Fordham Law School.  Brettschneider has also been a visiting professor at The University of 
Chicago Law School and a visiting associate professor at Harvard Law School.  He received a 
PhD in Politics from Princeton University and a JD from Stanford University.  He is the author 
of The Oath and the Office:  A Guide to the Constitution for Future Presidents (W.W. Norton, 
2018), When the State Speaks, What Should It Say? How Democracies Can Protect Expression 
and Promote Equality (Princeton University Press, 2012), and Democratic Rights:  The 
Substance of Self-Government (Princeton University Press, 2007).  Brettschneider is the author 
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of a casebook, Constitutional Law and American Democracy:  Cases and Readings (Aspen 
Publishers/Wolters Kluwer Law and Business, 2011).  His articles have appeared in the Texas 
Law Review, Northwestern Law Review, Political Theory, and American Political Science 
Review.  His writing for a popular audience has appeared in the New York Times, Politico 
Magazine, and TIME.  He is also a frequent commentator on constitutional issues for BBC 
Newshour and BBC World television. 
 
Susan J. Brison 
Susan J. Brison is Eunice and Julian Cohen Professor for the Study of Ethics and Human Values 
and Professor of Philosophy at Dartmouth College.  She has held visiting positions at Tufts, New 
York University, and Princeton, where she is currently a Visiting Professor of Philosophy, and 
has been a Mellon Fellow, a National Endowment for the Humanities Fellow, and a Member of 
the School of Social Science at the Institute for Advanced Study in Princeton, New Jersey.  The 
author of Aftermath:  Violence and the Remaking of a Self (Princeton University Press) and co-
editor of Contemporary Perspectives on Constitutional Interpretation (Westview Press) and Free 
Speech in the Digital Age (forthcoming, Oxford University Press), she has also published 
numerous articles on gender-based violence and on free speech theory. 
 
Susan Buckley 
Susan Buckley is Senior Counsel in Cahill Gordon & Reindel LLP’s litigation practice group.  
She has a national litigation practice with a particular emphasis on communications law and the 
rights of the press.  During the course of her career, Susan has represented media entities and 
journalists in cases involving the prior restraint doctrine, press access issues and the reporter’s 
privilege and has defended journalists in defamation and privacy cases, copyright matters and 
litigation concerning restrictions on newsgathering activities.  Susan has served on the 
Governing Board of the American Bar Association’s Forum on Communications Law, the 
Communications and Media Law Committee of the Association of the Bar of the City of New 
York and the Media Law Committee of the New York State Bar Association.  Susan is named 
among the top First Amendment litigators in New York by Chambers USA, The Legal 500 and 
Euromoney’s Benchmark Litigation and has been listed among the Best Lawyers in America in 
the field of First Amendment Law for more than ten years.  Susan received her undergraduate 
degree from Mount Holyoke College and is a graduate of the Fordham University School of Law 
where she served as an Editor of the Fordham Law Review. 
 
Danielle Citron 
Danielle Citron is the Morton & Sophia Macht Professor of Law at the University of Maryland 
Francis King Carey School of Law where she teaches and writes about information privacy, free 
expression, and civil rights.  Professor Citron is a visiting professor at Fordham University 
School of Law and will be a visiting professor at Harvard Law School in 2019.  Professor Citron 
is an internationally recognized privacy expert.  Her book Hate Crimes in Cyberspace (Harvard 
University Press 2014) was named one of the “20 Best Moments for Women in 2014” by 
Cosmopolitan magazine.  Professor Citron has published book chapters and more than 25 law 
review articles.  Her opinion pieces have appeared in major media outlets, such as the New York 
Times, The Atlantic, Slate, Time, CNN, The Guardian, New Scientist, and New York Daily News.  
In 2018, she was named a UMD Champion of Excellence.  Professor Citron is an Affiliate 
Scholar at the Stanford Center on Internet and Society, Affiliate Fellow at the Yale Information 
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Society Project, a Tech Fellow at NYU’s Policing Project, and a member of the Principals Group 
for the Harvard-MIT AI Fund.  Danielle works closely with tech companies such as Twitter and 
Facebook and federal and state lawmakers on issues of online safety, privacy, and free speech.  
She is the Chair of the Electronic Privacy Information Center’s Board of Directors.  Professor 
Citron graduated from Fordham University School of Law in 1994 and Duke University in 1990. 
 
Elisa D’Amico 
Elisa D’Amico is a litigation partner at K&L Gates with a focus on technology, media & 
communications, and privacy law.  She recently launched the firm’s Digital Crisis Planning & 
Response practice, where she counsels corporations, universities, and other institutions on how 
to proactively plan for and manage digital crisis situations.  In 2014, Ms. D’Amico co-founded 
the Cyber Civil Rights Legal Project (cyberrightsproject.com), a global pro bono project that 
provides free legal help to victims of nonconsensual pornography.  From her Miami office, she 
manages a team of 100 lawyers in the US, UK, and Australia, with the goal of empowering 
victims to fight back, and to regain control of their online identities and their lives.  Elisa is a 
graduate of Fordham University School of Law. 
 
Jeanmarie Fenrich 
Jeanmarie Fenrich is the Director of Special Projects in Africa for the Leitner Center for 
International Law and Justice at Fordham Law School.  She has conducted field research and 
authored publications on issues related to legal pluralism, customary law systems, gender 
equality in marriage, adultery and property rights, domestic violence, LGBTI rights, UN human 
rights mechanisms, and discrimination faced by women with HIV/AIDS under domestic and 
international human rights law.  Jeanmarie graduated magna cum laude from Fordham 
University School of Law where she served as Editor-in-Chief of the Fordham Law Review. 
 
Mary Anne Franks 
Dr. Mary Anne Franks is a professor of law at the University of Miami School of Law, where 
she specializes in free speech, privacy, cyberlaw, and criminal law and procedure.  She is also 
the President of the Cyber Civil Rights Initiative, a nonprofit organization that uses the power of 
law, policy, and technology to protect equal rights, and the drafter of the first model criminal 
statute on “revenge porn.”  She is the author of the forthcoming book The Cult of the 
Constitution:  Guns, Speech, and the Internet (Stanford Press 2019).  Dr. Franks holds a J.D. 
from Harvard Law School as well as a doctorate and master’s degree from Oxford University.  
She is a co-producer of the 2015 documentary Hot Girls Wanted. 
 
Carrie Goldberg 
Carrie Goldberg is a victims’ rights attorney and founder of C.A. Goldberg, PLLC.  Her 
Brooklyn-based law firm fights for victims of online harassment, sexual assault, and stalking—
online and offline—and fights against those who think they can get away with it, as well as 
institutions that facilitate harm.  Her work has put her up against the NYC Department of 
Education for punishing young girls of color for reporting their sexual assault, and she recently 
obtained a near $1 million settlement from the DOE for the firm’s underage client.  She is also a 
vocal advocate for holding tech companies accountable for the rampant abuse that occurs on 
their platforms; her client’s case Matthew Herrick v. Grindr LLC, currently in the Second 
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Circuit, strongly challenges Section 230 of the Communications Decency Act, a 1995 law that 
immunizes tech from liability. 
 
Michele Goodwin 
Michele Goodwin is a Chancellor’s Professor at the University of California, Irvine, where she 
directs the Center for Biotechnology & Global Health Policy.  Michele is currently a Visiting 
Professor at the University of Virginia.  She serves as an Executive Committee member of the 
national ACLU and the executive boards of two affiliates. 
 
Abner S. Greene 
Abner S. Greene is the Leonard F. Manning Professor of Law at Fordham Law School, where he 
has taught since 1994.  He was awarded Teacher of the Year in 2002.  He currently teaches First 
Amendment, Federal Courts, and Criminal Law.  In 2012, Harvard University Press published 
his book Against Obligation:  The Multiple Sources of Authority in a Liberal Democracy.  In 
2001, NYU Press published his book Understanding the 2000 Election:  A Guide to the Legal 
Battles that Decided the Presidency.  Greene has published widely on constitutional law, 
primarily the First Amendment (speech and religion).  He graduated from Yale College and 
Michigan Law School, and then clerked for Chief Judge Patricia M. Wald of the D.C. Circuit and 
Justice John Paul Stevens of the U.S. Supreme Court. 
 
Virginia Heffernan 
Virginia Heffernan is a columnist, critic and author, most recently, of MAGIC AND LOSS:  The 
Internet as Art (Simon & Schuster).  She writes a weekly opinion column for the LA Times and a 
monthly culture column for WIRED. She also serves as host of Slate’s “Trumpcast.”  In 2002, 
she received a Ph.D. in English and American literature from Harvard. 
 
Kate Klonick 
Kate Klonick is an Assistant Professor at Law at St. John’s University Law School and an 
Affiliate Fellow Resident Fellow at the Information Society Project at Yale Law School, Data & 
Society, and New America.  Her research and writing looks at networked technologies’ effect on 
the areas of social norm enforcement, torts, property, intellectual property, artificial intelligence, 
robotics, freedom of expression, and governance.  Her work on these topics has appeared in the 
Harvard Law Review, Maryland Law Review, New York Times, The Atlantic, Slate, The 
Guardian, and numerous other publications. 
 
Sylvia Law 
Sylvia Law is the Elizabeth K. Dollard Professor of Law, Medicine, and Psychiatry Emerita at 
New York University School of Law and Co-Director, of NYU Law’s Arthur Garfield Hays 
Civil Liberties Program.  Law went to NYU Law in 1965 because, as a white woman and 
crackerjack organizer, she could not get a job focused on economic inequality.  At NYU Law, 
Norman Dorsen, then the de facto legal department of the ACLU, gave her opportunities to do 
civil rights litigation through the Arthur Garfield Hays program.  She also worked with poor 
women on the Lower East Side, and developed Goldberg v. Kelly (1970), and other welfare 
rights cases, as an organizer and lawyer.  In 1970, Edward V. Sparer, General Counsel to the 
National Welfare Rights Organization, enlisted her to create the Health Law Project at the 
University of Pennsylvania.  Sparer’s theory was that deep change for equality required cross-
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class issues, like health care, rather than income support for the most poor.  In 1973 she joined 
the NYU Law faculty to teach and write about health care financing.  In 1983, Law became the 
first lawyer in the United States selected as a MacArthur Prize Fellow.  Professionally, she was 
late to feminism.  After Roe v. Wade (1973), some states denied Medicaid coverage for women 
seeking abortions.  Law “knew” that was illegal under the Medicaid Act and the Constitution, 
but the Supreme Court and the culture rejected those claims.  She has nurtured creation of many 
reproductive rights organizations. 

Robin A. Lenhardt 
Robin A. Lenhardt is a Professor of Law and the Founder and Faculty Director of the Center on 
Race, Law & Justice at Fordham Law School.  Professor Lenhardt specializes in matters 
pertaining to race, civil rights, family, and citizenship.  In addition to Fordham, she has held 
teaching positions at Columbia Law School, the Georgetown University Law Center, and the 
University of Chicago Law School.  Before entering legal academia, Professor Lenhardt held a 
number of positions in the private and non-profit sectors.  A law clerk to U.S. Supreme Court 
Justice Stephen G. Breyer and Judge Hugh Bownes of the U.S. Court of Appeals for the First 
Circuit, Professor Lenhardt was formerly a Counsel in the Washington, D.C. office of Wilmer, 
Cutler & Pickering, where she was a member of the litigation team that defended the University 
of Michigan in the Grutter v. Bollinger and Gratz v. Bollinger affirmative action lawsuits.  
Professor Lenhardt received a Skadden Foundation Fellowship to work as a staff attorney for the 
National Lawyers’ Committee for Civil Rights and was employed as an attorney advisor in the 
U.S. Department of Justice’s Office of Legal Counsel.  She later returned to the DOJ to review 
civil rights issues as part of President Barack Obama’s transition team.  Professor Lenhardt’s 
scholarship has appeared in numerous books and journals, including the California Law Review, 
Iowa Law Review, New York University Law Review, and UCLA Law Review.  Professor 
Lenhardt is currently co-editor of a book entitled Critical Race Judgments:  U.S. Opinions on 
Race and Law that will be published by Cambridge University Press.  She holds an A.B. degree 
in English from Brown University; a J.D. from Harvard Law School; an M.P.A. from Harvard 
University’s John F. Kennedy School of Government; and an L.L.M. from the Georgetown 
University Law Center. 

Linda C. McClain 
Linda C. McClain is Professor of Law and Paul M. Siskind Research Scholar at Boston 
University School of Law, and affiliated faculty with BU’s Kilachand Honors College and 
Women’s Gender and Sexuality Studies Program.  She teaches family law, feminist legal theory,  
a “works-in-progress” gender, law, and policy colloquium, and an undergraduate seminar on 
legal controversies over marriage, families, and gender.  In 2016–2017, she was a Laurance S. 
Rockefeller Faculty Fellow at the University Center for Human Values, Princeton University; 
she is a former fellow in Harvard University’s Edward J. Safra Center for Ethics.  Her current 
book project is The Rhetoric of Bigotry and Conscience:  Past and Present Controversies over 
Marriage and Civil Rights (under contract with Oxford University Press).  Gender equality as a 
political and constitutional value has been a concern of much of her scholarship, including 
developing a liberal feminist analysis of the respective role of families and government in 
fostering persons’ capacities for democratic and personal self-government and developing free 
and equal citizenship, in The Place of Families:  Fostering Capacity, Equality, and 
Responsibility (Harvard University Press, 2006); defending an account of constitutional rights, 
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responsibilities, and virtues synthesizing feminist, liberal, and civic republican concerns, in 
Ordered Liberty:  Rights, Responsibilities, and Virtues (Harvard, 2013) (with James E. Fleming); 
and exploring the gap between the commitment to gender equality and the persistence of 
inequality, in Gender Equality:  Dimensions of Women’s Equal Citizenship (Cambridge 
University Press, 2009) (co-edited with Joanna Grossman).  Professor McClain has a B.A. from 
Oberlin College; an M.A. from University of Chicago Divinity School; a JD from Georgetown 
University Law Center, and an LL.M. from New York University School of Law. 
 
Helen Norton 
Professor Norton’s scholarly and teaching interests include constitutional law, civil rights, and 
employment discrimination law.  Before entering academia, Professor Norton served as Deputy 
Assistant Attorney General for Civil Rights at the U.S. Department of Justice, and as Director of 
Legal and Public Policy at the National Partnership for Women & Families.  She served as leader 
of President-elect Obama’s transition team charged with reviewing the Equal Employment 
Opportunity Commission, and is frequently invited to testify before Congress and federal 
agencies on civil rights law and policy issues.  She has been honored with the Excellence in 
Teaching Award on multiple occasions and was appointed a University of Colorado Presidential 
Teaching Scholar in 2014.  She holds a J.D. from Boalt Hall School of Law at the University of 
California at Berkeley, where she served as Associate Editor of the California Law Review, and a 
B.A. from Stanford University, where she graduated with distinction. 
 
Suzanne Nossel 
Suzanne Nossel is Chief Executive Officer at PEN America.  Since joining the organization in 
2013, she has overseen a doubling of the organization’s staff and budget and the strengthening 
and expansion of membership, research and advocacy, and public programs.  Prior to joining 
PEN America, she served as the Chief Operating Officer of Human Rights Watch and as 
Executive Director of Amnesty International USA.  She has served in the Obama Administration 
as Deputy Assistant Secretary of State for International Organizations, leading US engagement 
in the UN and multilateral institutions on human right issues, and in the Clinton Administration 
as Deputy to the US Ambassador for UN Management and Reform.  Nossel coined the term 
“Smart Power,” which was the title of a 2004 article she published in Foreign Affairs Magazine 
and later became the theme of Secretary of State Hillary Clinton’s tenure in office.  She is a 
featured columnist for Foreign Policy magazine and has published op-eds in the New York 
Times, Washington Post, and LA Times, as well as scholarly articles in Foreign Affairs 
Magazine, Dissent, and Democracy, among others.  Nossel serves on the Board of Directors of 
the Tides Foundation.  She is a former senior fellow at the Century Foundation, the Center for 
American Progress, and the Council on Foreign Relations.  Nossel is a magna cum laude 
graduate of both Harvard College and Harvard Law School. 
 
Catherine Powell 
Catherine Powell is a full Professor at Fordham University School of Law and an Adjunct Senior 
Fellow in the Council on Foreign Relations, Women and Foreign Policy program.  Her prior 
experience includes stints in President Barack Obama’s White House National Security Council 
as Director for Human Rights as well as Secretary of State Hillary Clinton’s Policy Planning 
Office.  Earlier, Powell was founding director of both the Human Rights Institute and the Human 
Rights Clinic at Columbia Law School, where she was on the faculty as a clinical professor. 
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Virginia Ryan 
Virginia, a proud 1989 graduate of Fordham University School of Law, worked in public finance 
in the first six years of her career.  After a 16-year career break, she redirected her practice to 
higher education, consulting at Fordham University’s Office of Legal Counsel, then serving in a 
temporary administrative role at Columbia University before starting at Barnard College’s Office 
of the General Counsel where she is now Associate General Counsel. 
 
Nadine Strossen 
Nadine Strossen, a chaired professor at New York Law School, is a widely recognized expert on 
constitutional law and civil liberties.  The immediate past President of the American Civil 
Liberties Union (1991–2008), she now serves on the ACLU’s National Advisory Council, as 
well as the Advisory Boards of the Electronic Privacy Information Center, Foundation for 
Individual Rights in Education, and Heterodox Academy.  The National Law Journal has named 
Strossen one of America’s “100 Most Influential Lawyers,” and several other national 
publications have named her as one of the country’s most influential women.  Strossen’s book, 
Defending Pornography:  Free Speech, Sex, and the Fight for Women’s Rights (Scribner) was 
named a New York Times “notable book” of 1995.  Her 2018 book, HATE:  Why We Should 
Resist It with Free Speech, Not Censorship (Oxford University Press), has earned praise from 
ideologically diverse readers, including Harvard Professor Cornel West and Princeton Professor 
Robert George. 
 
Nabiha Syed 
Nabiha Syed is Vice President and Associate General Counsel at BuzzFeed.  Nabiha has been 
described as “one of the best emerging free speech lawyers” by Forbes magazine.  Prior to 
BuzzFeed, Nabiha was an associate at Levine Sullivan Koch & Schulz, a leading First 
Amendment law firm, and was named the First Amendment Fellow at the New York Times.  She 
has worked on legal access issues at Guantanamo Bay, Cuba; counseled on whether to publish 
hacked and leaked materials; and advised documentary filmmakers through the Sundance 
Institute Documentary Film Program.  She is the co-founder of the Media Freedom and 
Information Access legal clinic at Yale Law School.  She was named as a “40 Under 40 Rising 
Star” by the New York Law Journal in 2016, and was a finalist for the Outstanding Young 
Lawyer of the Year Award from the International Bar Association in 2017.  Nabiha is a graduate 
of Johns Hopkins University, Yale Law School and Oxford University, which she attended as a 
Marshall Scholar, as well as a non-resident fellow at both Stanford Law School and Yale Law 
School.  She serves as the Vice Chair of the Student Press Law Center, as the Treasurer for 
Upturn, a board member of MuckRock, and is on the American Bar Association 
Communications and Media Law Committee. 
 
Olivier Sylvain 
Olivier Sylvain is a Professor of Law at Fordham University School of Law where he teaches 
Legislation & Regulation, Administrative Law, Information Law, and information law related 
courses.  He is the Director of the McGannon Center for Communications Research.  He is also 
affiliated with the Center for Law and Information Policy and the Center on Race, Law, and 
Justice.  Olivier’s academic interests are chiefly in information and communications law and 
policy.  He has written a variety of law review articles, symposium pieces, essays, policy papers, 
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news articles, op-eds, and blog posts on current controversies in communications policy, online 
intermediary liability, privacy, and copyright.  He is part of a team of legal scholars, research 
engineers, and social entrepreneurs to whom The National Science Foundation in fall 2017 
awarded a three-year one-million-dollar grant to prototype an “edge-cloud” network that is to be 
owned and operated as a “commons resource” for Harlem residents.  Before entering academia, 
Olivier was a Karpatkin Fellow in the National Legal Office of the American Civil Liberties 
Union in New York City and a litigation associate at Jenner & Block, LLC, in Washington, D.C.  
He is on the board of directors for the New York affiliate of the ACLU and teaches a class on 
modern American literature for local incarcerated men. 
 
Lynne Tirrell 
Lynne Tirrell is an Associate Professor of Philosophy at the University of Connecticut, where 
she is also affiliated with the Human Rights Institute.  Previously, Professor Tirrell was a 
professor in the Philosophy Department at U Mass Boston, and UNC Chapel Hill.  She has been  
a visiting professor at the University of Pittsburgh (2018) and Wellesley College (2004–2005).  
Her research lies at the intersections of philosophy of language and politics, particularly in the 
politics of discourse and the ways that linguistic practices influence or shape social justice or 
facilitate injustice, with a special focus on the role of linguistic practices in preparing, inciting, 
and executing genocide.  Her research on the 1994 genocide of Tutsi in Rwanda has involved 
ongoing research trips to Rwanda. and to the ICTR in Tanzania.  Tirrell’s articles, on the politics 
of discourse, hate speech, genocide, transitional justice, apology, forgiveness, feminist theory, 
metaphor, and storytelling, have appeared in numerous journals, and edited collections.  Recent 
publications include “Toxic Speech,” “Authority and Gender:  Flipping the F-Switch,” 
“Genocidal Language Games,” “Apologizing for Atrocity,” “Transitional Justice in Rwanda,” 
and “‘Listen to What You Say’:  Rwanda’s Post-Genocide Language Policies.” 
 
Keith E. Whittington 
Keith E. Whittington is the William Nelson Cromwell Professor of Politics at Princeton 
University.  He is author of Speak Freely:  Why Universities Must Defend Free Speech and the 
forthcoming Repugnant Laws:  Judicial Review of Congress from the Founding to the Present.  
He is currently completing two books, The Idea of Democracy in America, from the American 
Revolution to the Gilded Age and Constitutional Crises, Real and Imagined. 
 
Benjamin C. Zipursky 
Benjamin C. Zipursky is Professor of Law at Fordham University School of Law, where he holds 
the James H. Quinn ’49 Chair in Legal Ethics and has twice served as Associate Dean (2001–
2003; 2010–2013).  A leading scholar in torts, jurisprudence, and legal ethics, Zipursky has 
taught as a visiting professor at Columbia Law School, Harvard Law School, Vanderbilt Law 
School, and New York University’s Department of Philosophy.  His book Recognizing Wrongs 
(co-authored with John C.P. Goldberg) will be published in 2019 by Harvard University Press. 
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LETTER
From Our Executive Director

PEN expresses deep appreciation for the contributions of senior researcher EJ Graff who con-
ducted the primary investigation and interviews for this report and contributed substantially to 
case studies and early dra"s. Her insights and perspective were integral in shaping the report. 
We are grateful for the contributions of Director for Free Expression Research and Policy, 
Katy Glenn Bass, who oversaw the early conceptualization of the project and supervised the 
research phase. Her intellectual and practical contributions were significant and superb.  Interim 
Director Roger Normand shepherded the dra" from early stages through to completion. He 
took on a herculean task with intelligence, gusto and good cheer. We very much appreciate 
the participation of Adeline Lee, a 2016 graduate of Wellesley College, who helped inspire this 
report and contributed greatly to shaping it. In the final weeks Free Expression Coordinator 
Omar Safadi, a 2016 graduate of the University of Chicago, stepped in to help finalize the dra", 
working with smarts and diligence. 
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accused of harassing students by exposing them to racism, 
sexism, colonialism, and sexual violence.12 

Alarm Bells for Speech
Recent incidents have raised significant concerns about the 
heated climate for intellectual life on U.S. campuses and the 
implications for the rising generation of college-educated 
Americans. Lawyer, writer, and cultural critic Wendy Ka-
miner, whose early work on pornography helped reconcile 
feminist concerns with free speech issues, has said:

What we are seeing is not just phobias about language. 
We have gone way beyond political correctness and 
are seeing a real decline in critical thinking. If you don’t 
know the difference between quoting a word and 
hurling an epithet, then you don’t know how to think.13

In a widely read essay in The New York Times Sunday Re-
view section titled “In College and Hiding From Scary Ideas,” 
published in March 2015, journalist and cultural critic Judith 
Shulevitz raised similar concerns for a generation at risk:

People ought to go to college to sharpen their wits 
and broaden their field of vision. Shield them from 
unfamiliar ideas, and they’ll never learn the discipline 
of seeing the world as other people see it. They’ll be 
unprepared for the social and intellectual headwinds 
that will hit them as soon as they step off the campuses 
whose climates they have so carefully controlled.14

Kaminer, Shulevitz, and dozens of other journalists, 
academics, and free speech advocates have expressed 
genuine angst over what they see as coddled students’ 
intolerance for dissent and offense. Many have dispar-
aged the proliferation of new concepts such as “trigger 
warnings,” “microaggressions,” and “safe spaces.” Greg 
Lukianoff, president of the Foundation for Individual Rights 
in Education (FIRE), a leading libertarian free speech ad-
vocacy group based in Philadelphia, teamed up with social 
psychologist and NYU Stern professor Jonathan Haidt to 
write a September 2015 cover story in The Atlantic called 
“The Coddling of the American Mind,” in which they wrote:

The current movement is largely about emotional 
well-being…. [I]t presumes an extraordinary fragility 
of the collegiate psyche, and therefore elevates the 
goal of protecting students from psychological harm. 
The ultimate aim, it seems, is to turn campuses into 
“safe spaces” where young adults are shielded from 
words and ideas that make some uncomfortable. 
And more than the last, this movement seeks to 
punish anyone who interferes with that aim, even 
accidentally. You might call this impulse vindictive 
protectiveness. It is creating a culture in which every-
one must think twice before speaking up, lest they 

INTRODUCTION
Free Speech Controversies on Campus

The dean of students at the University of Chicago sends 
an open le$er to incoming first-year students pu$ing them 
on notice that the campus will not issue warnings before 
controversial or upse$ing materials are taught and will not 
disinvite speakers as a result of student protests.1 

The University of Missouri’s football team goes on strike 
to protest what activists declare is the administration’s 
failure to address the pervasive culture of racism on cam-
pus.2 In the tumult, campus activists are recorded on video 
shouting away a student photographer, declaring their 
outdoor gathering a “safe space.”3 

At Yale, a viral video captures a student screaming at 
a professor who was serving as her residential adviser, 
calling him “disgusting” for not supporting her views on 
whether the campus should deter the wearing of offensive 
Halloween costumes.4 

A Columbia student protests what she believes is the 
university’s failure to respond adequately to her accusation 
of rape5 against a fellow student by carrying a ma$ress 
with her everywhere she goes on campus as part of a 
senior thesis project.6 The accused student files a federal 
lawsuit accusing Columbia of enabling the protest and 
thereby depriving him of equal educational opportunities.7 

An Oberlin assistant professor of rhetoric and compo-
sition studies is accused of posting anti-Semitic material 
on her Facebook page and is suspended from teaching 
pending an investigation as activists around the country 
call for her dismissal, citing the posts as evidence of a 
resurgent anti-Semitism on campus.8 A fund provided by 
a leading law firm to support student activities at Harvard 
Law School is terminated a"er money from the account 
is used to support the purchase of pizza for an event 
discussing “The Palestine Exception to Free Speech: A 
Movement Under A$ack”; reports indicate that the firm 
did not want to be associated with programs sponsored 
by the event organizer, Students for Justice in Palestine.9 

These campus controversies raise serious questions 
about how rights to free speech, freedom of assembly, and 
academic freedom intersect with the quest to address some 
of the most vexing challenges of diversity and inclusion 
faced by students, faculty, and administrators. Students (and 
sometimes faculty) at dozens of campuses have protested 
invitations to campus speakers whose ideas or actions they 
find offensive, sometimes culminating in the withdrawal 
of speaking invitations.10 Faculty and students alike have 
drawn protests or been publicly shamed for emails, op-
eds, or posts on social media that are considered offen-
sive, distasteful, or even merely clumsy.11 Faculty say they 
fear accidentally offending the most sensitive students and 
confess to omi$ing controversial books from their syllabi—
books they had intended to examine critically—lest they be 
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face charges of insensitivity, aggression, or worse.15

The ripple effects of these controversies are being felt 
widely. According to an August 2015 story in The New York 
Times, recent campus contretemps touching on speech have 
contributed to a fla$ening of or decline in alumni donations at 
certain colleges. The story describes alumni donors to institu-
tions such as Amherst College in Massachuse$s as troubled 
by what they see as university administrators’ indulgence of 
oversensitivity, incivility, and a disregard for traditions. As 
New York Times columnist Anemona Hartocollis reported:

Alumni from a range of generations say they are 
baffled by today’s college culture. Among their 
laments: Students are too wrapped up in racial and 
identity politics…. [M]en are being demonized by 
sexual assault investigations. And university ad-
ministrations have been too meek in addressing 
protesters whose messages have seemed to fly in 
the face of free speech.16

At Princeton, there was a statistical drop in alumni dona-
tions a"er students unsuccessfully demanded the removal 
of Woodrow Wilson’s name from campus buildings.17 The 
University of Missouri lost $2 million in alumni donation 
pledges due to much publicized student protests.18

Whose Speech Are We Talking About, Anyway?
Other journalists, advocates, and academics have countered 
that these free speech concerns are not only overblown 
but also misguided. In their view, the most potent danger 
exposed by current debates on campus is not the restric-
tion of academic freedom or freedom of speech but the 
failure of those in authority to redress the harms suffered 
by people of color, victims of sexual harassment and assault, 
and others whose voices have historically been marginal-
ized or silenced on campus. They have argued that the 
aggressive language used by some free speech advocates 
is dismissive of valid concerns and aimed at reinforcing an 
entrenched, outdated power structure. Far from threat-
ening free speech, they argue, student activism today falls 
squarely within the American tradition of using free expres-
sion and civil disobedience to advance social change. To 
speak of coddled students, they maintain, is to turn a blind 
eye to the vital imperatives of racial and gender justice that 
have surfaced in these debates—ideas that are central to 
American society as a whole, not only to college campuses.

Historian and writer Jelani Cobb wrote in a November 
2015 essay in The New Yorker, “Race and the Free Speech 
Diversion”:

Of the many concerns unearthed by the protests at 
two major universities this week, the velocity at which 
we now move from racial recrimination to self-righ-
teous backlash is possibly the most revealing. The 

unrest that occurred at the University of Missouri and 
at Yale University, two outwardly dissimilar institutions, 
shared themes of racial obtuseness, arthritic institu-
tional responses to it, and the feeling, among students 
of color, that they are tenants rather than stakeholders 
in their universities. That these issues have now been 
subsumed in a debate over political correctness and 
free speech on campus—important but largely sepa-
rate subjects—is proof of the self-serving deflection to 
which we should be accustomed at this point.… The 
default for avoiding discussion of racism is to invoke a 
separate principle, one with which few would disagree 
in the abstract—free speech, respectful participation 
in class—as the counterpoint to the violation of princi-
ples relating to civil rights. This is victim-blaming with 
a so"ware update.19

Writing in November 2015 for The Hill, American Univer-
sity professor Jon Gould agrees, casting concerns about 
speech as a media-fueled distraction from a more funda-
mental and essential discussion of racism:

In turning the a$ention to speech restrictions, we 
miss the larger story of what led to student activism 
in the first place. Back in the 1980s, students of 
color protested against the “’so" racism’ of jeers, 
affronts and slights,” and yet 30 years later, we’re 
still talking about the same behavior. To be sure, 
we now have different names for it, like implicit 
bias and microaggressions, but when the student 
body president at Missouri reports multiple racist 
slurs hurled at him, when a feces-drawn swastika 
appears on a dorm wall, heck, when the police make 
arrests for death threats against African-American 
students, it’s evident that colleges still have more 
to do in repelling racism and hateful acts.20

Gould chastises commentators for their misplaced 
emphasis on relatively minor infringements on speech 
and beseeches them to a$end to the urgent indications 
of resurgent racism that he places at the heart of campus 
controversies.21 

Tensions on Campus
The current tensions surrounding intellectual freedom 
on campus are enmeshed in a larger debate in the United 
States about diversity, inclusion, inequality, and language. 
As the U.S. becomes increasingly diverse, with racial mi-
nority groups poised to account for a majority of the U.S. 
population in the coming decades,22 a series of pressing 
questions have arisen about how to guarantee the rights 
of all regardless of race, ethnicity, religion, gender, sexual 
orientation and gender identity, disability, and myriad other 
personal a$ributes. These have given rise to fervent de-
bates over how to balance the interests of the country at 
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States and worldwide. We champion the freedom to 
write, recognizing the power of the word to transform 
the world. Our mission is to unite writers and their allies 
to celebrate creative expression and defend the liberties 
that make it possible. PEN America’s work centers on 
freedom of speech and a profound commitment to open 
intellectual inquiry. We work to defend those principles 
through research, advocacy, and campaigning on behalf 
of individuals whose rights are threatened and denied. 
But PEN America’s purpose also encompasses elevating 
unheard voices and fostering dialogue across geographic, 
racial, ethnic, and religious boundaries. We do so through 
programs like the annual PEN World Voices Festival, the 
United States’ only festival of international literature; and 
the PEN America prison writing program, which allows 
the incarcerated to have a voice in society. We are an 
organization of writers and those who love literature that 
is commi$ed to the defense of free expression for all.

For PEN America, the campus speech debates raise press-
ing concerns over how to reconcile the imperative of creating 
inclusive, equal societies in which all voices can be heard with 
the bedrock principle of protecting free speech. Our point 
of departure is that both of these objectives are compelling 
and worthy of respect and that, through reasoned efforts and 
dialogue, more can be done to allow them to comfortably 
coexist. Our aim is to shed light and spur thinking about how 
to nurture a campus community that allows for academic 
and social discourse that is truly inclusive and transcends 
boundaries, but also protects speech to the utmost.

To be$er understand the climate and concerns on cam-
puses, PEN America undertook an investigation into the 
apparent chasm that has opened up between student ac-
tivists and free speech advocates. We broach this issue out 
of a sense of related concerns that are deeply embedded in 
our mission: that these controversies are giving students a 
false sense that the speech of some takes priority over that 
of others; that ideas of freedom of speech and freedom of 
association are becoming dangerously dissociated, when in 
fact they depend heavily on each other; that the liberal values 
of free speech, non-discrimination, and inclusion are being 
needlessly and unhelpfully pi$ed against one another; and 
that a rising generation may be turning against free speech 
because some of its more forceful advocates have been cast 
as indifferent to other social justice struggles. Before these 
developments deepen and harden, PEN America hopes to 
open up a wider, more searching dialogue that can help all 
sides in these debates be$er identify common ground and 
be$er build on their shared appreciation of the university 
as an essential foundation for building a stronger and more 
open American society. 

In addition to reading deeply and widely about these is-
sues, we commissioned a researcher to travel to three cam-
puses—Yale, UCLA, and Northwestern—to conduct lengthy 
in-person and telephone interviews with student activists, 
administrators, and faculty, as well as outside experts on 

large, individual communities, particular minority groups, 
and individuals. Questions are also raised about how, in 
an increasingly multicultural nation, members of a campus 
community can communicate across vast divides in expe-
rience and worldview; about when demands for respect or 
civility become intolerance for disagreement or ratification 
of an unequal status quo; about when calling out offensive 
behavior shades into an oppressive atmosphere of polit-
ical correctness and even censorship; and about at what 
point—if any—the rights of individuals to provoke and offend 
through speech should be subordinated to the imperative 
of creating group environments that are welcoming and hos-
pitable to all. As historian and Yale College dean Jonathan 
Holloway asked in an interview with PEN America: ”Whose 
speech ma$ers enough to be defended?”23

At times these controversies have led some groups of 
students to question the value of free speech itself. Students 
have asked whether free speech is being wielded as a po-
litical weapon to ward off efforts to make the campus more 
respectful of the rights and perspectives of minorities. They 
see free speech drawn as a shield to legitimize speech that 
is discriminatory and offensive. Some have argued that free 
speech is a prerogative of the privileged, used to bu$ress 
existing hierarchies of wealth and power. Some have gone 
so far as to justify censorship as the best solution to protect 
the vulnerable on campus.24 These a$itudes risk giving free 
speech a bad name. If a new generation comes to see it as an 
ossified, irrelevant, even inimical concept, core freedoms that 
have been vigilantly guarded throughout American history 
could be in peril. Free speech advocates face an urgent task 
of articulating how to reconcile unfe$ered expression with 
acute demands for greater equality and inclusion and, indeed, 
how both goals are mutually complementary and reinforcing.

The controversies also tie in closely to mushrooming 
debates in society at large over the interplay of issues of 
race, marginalization, and freedom of speech. These include 
the decision by National Football League quarterback Colin 
Kaepernick and other athletes to protest racial injustice by 
si$ing down when the national anthem is played, as well as 
the September 2016 controversy over author Lionel Schriv-
er’s address to a writers conference in Brisbane, Austra-
lia, arguing that fiction writers’ own gender, ethnicity, and 
life circumstance should not constrain them from writing 
about characters wholly unlike them. Several members of 
the audience walked out in protest, conference organiz-
ers programmed a counter-panel, and there were reports 
that Schrivers’s remarks were expunged from the confer-
ence website. As students graduate, their a$itudes toward 
speech will permeate society at large, influencing how a 
new generation of teachers, scholars, courts, and citizens 
view the balance between sometimes competing values.

The Role of PEN America
PEN America stands at the intersection of literature and 
human rights to protect open expression in the United 
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administrators caught in the middle of controversies, to 
step back and probe for larger principles to help gov-
ern how these controversies can be most effectively ad-
dressed. In our conclusions and recommendations we have 
a$empted to digest the many important points raised by 
all sides and to suggest some guidelines that may help 
everyone be$er navigate their resolution. 

Report Content and Structure
Including this introduction, the report has ten main sections. 
Section II provides a concise overview of the legal framework 
for free speech on American campuses. Section III summa-
rizes the demographic trends on campuses and in the U.S. 
more broadly, and the implications for a more diverse student 
body. It closes with an overview of cases involving student 
protests and free speech concerns. Section IV describes the 
controversial, new language of harm, including the concepts 
of microaggressions, trigger warnings, and safe spaces, and 
provides the views of experts from all sides of these de-
bates. Section V summarizes recent cases and controversies 
regarding speech in the context of efforts to address sexual 
harassment under Title IX. Section VI presents the views 
of prominent free speech advocates critical of the growing 
restrictions on college campuses; Section VII presents the 
contrasting views of academic supporters of multiculturalism. 
Section VIII analyzes the roles of social media and new tech-
nologies in both spreading and sensationalizing the conflicts, 
and describes the financial pressures that have weakened 
the faculty role in university governance. Section IX offers 
three emblematic case studies: 1) the skirmishes over free 
speech and race at Yale in connection with the Halloween 
email, 2) conflicts between Boyco$, Divestment, Sanctions 
activists and pro-Israel groups at UCLA, and 3) administrative 
overreach during a Title IX investigation at Northwestern. Fi-
nally, section X sets out PEN America’s Principles on Campus 
Speech, a set of conclusions and recommendations aimed at 
reinforcing free speech, equality, and inclusion.

these subjects, probing their beliefs and actions about pro-
test and free speech on campuses today.

PEN America’s goal is to bring objective facts, in-depth 
perspective, and nuance to these issues, aiming to move 
the discussion toward a shared view of how liberal rights 
and values can be protected and advanced on college 
campuses. In this report we will describe representative 
conflicts and incidents and examine the main themes of the 
commentary on each. We will also offer three case stud-
ies based on our in-depth investigations: skirmishes about 
free speech and race at Yale; about anti-Semitism and the 
Boyco$, Divestment, Sanctions movement directed toward 
Israel, at UCLA; and about the implementation of Title IX, 
the law that bars sex discrimination at educational insti-
tutions receiving federal funding, at Northwestern. In the 
main body of the report, we have a$empted to do justice 
to the viewpoints of multiple sides in these controversies, 
spelling out their positions—o"en in the words of those 
who espouse them—to explicate the thoughtful reasoning, 
real-life experiences, and heartfelt concerns that animate 
so many participants in these debates. In these sections we 
try to refrain from making judgments, allowing the reader 
to weigh the competing views and appreciate the nuances 
advanced on all sides. That said, these topics are sprawling, 
and new incidents are sprouting all the time. In this report 
we have tried to balance a concern for thoroughness with 
the imperative of producing a document that we hope can 
be read and digested. We apologize in advance for the many 
important voices, views, incidents, details, and experiences 
le" out due to constraints of space.

We offer our conclusions and recommendations in a 
spirit of humility and openness, hoping that this report 
serves above all as an impetus for campus discussions 
about how best to address the challenging issues that 
students, faculty, and administrators confront. With ev-
ery week seeming to bring a new incident, it is difficult 
for journalists, much less college students, faculty, and 

Students protest against hate speech
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SUMMARY
PEN America Principles on Campus Free Speech

The PEN America Principles on Campus Free Speech begin on page 62; below is a preview of some key precepts:

 OVERVIEW

•  While free speech is alive and 
well on campus, it is not free from 
threats, and must be vigilantly 
guarded if its continued strength 
is to be assured. 

•  While current campus controver-
sies merit a$ention and there have 
been some troubling instances of 
speech curtailed, these do not rep-
resent a pervasive “crisis” for free 
speech on campus.

•  The dialogues, debates, and efforts 
at greater inclusion taking place on 
many campuses have the potential 
to help root out entrenched biases  
that have impeded the participation 
of members of marginalized groups. 

•  These conversations and con-
troversies have the potential to 
unleash and amplify new and 
important voices that can enrich 
debates on campus and in wider 
society, thereby expanding free 
speech for everyone’s benefit. 

•   At times, protests and forms of ex-
pression are treated as if they are 
incursions on free speech when 
in fact they are manifestations of 
free speech. 

•  Free expression should be recog-
nized as a principle that will over-
whelmingly serve not to exclude 
or marginalize minority voices, but 
rather to amplify them.

 THE CAMPUS CLIMATE

•  University administrations must 
look hard at how physical barriers, 

historical traditions, inequalities, 
prejudices, and power dynamics 
can weigh against openness, and 
take concrete steps to alleviate 
those burdens. 

•  Campus discourse should be predi-
cated on the presumption of respect 
for differences, including differences 
of view that cause disagreement.

•  Respect entails an obligation to 
understand what may cause of-
fense and why, and to avoid such 
words and actions, even if no of-
fense is intended. 

•  While violence and threats are 
never appropriate, vociferous, ad-
amant, and even disrespectful argu-
ment and protest have their place.

•  An environment where too many 
offenses are considered impermis-
sible or even punishable becomes 
sterile, constraining, and inimical 
to creativity.

 CAMPUS SPEAKERS

•  Once a body has decided to extend 
an invitation to a campus speaker, 
the choice to withdraw it must meet 
far more stringent criteria. 

•  Except in the most extreme cases, 
concerns over threats of violence 
or the potential outbreak of vio-
lence should not be grounds for 
canceling a controversial speech 
or event. 

•  That a campus event may be col-
ored by protests should also not be 
a factor in a decision to withdraw 
an invitation. 

•  When a speaking invitation sparks 
protests, those who object and wish 
to protest should have an opportu-
nity to make themselves heard. 

•  Protesters should not be permi$ed 
to shut down or shout down the 
speech, preventing others from 
hearing the speaker. 

 CALLS TO PUNISH SPEECH

•  Institutions should be careful to avoid 
any form of discipline or punishment 
solely for legally protected speech.

•  While demands for punishment 
themselves constitute protected 
speech, calls to punish speakers 
for their speech have a chilling 
effect and are usually inimical to 
an open environment for ideas.

  MICROAGGRESSIONS  
AND THE LANGUAGE  
OF HARM

•  The increasing diversity of college 
populations requires a wider con-
scientiousness of how words are 
understood by different groups 
of listeners. 

•  The task of fostering a more inclu-
sive environment—and calling out 
language that undercuts it—cannot 
be le" only, or even primarily, to 
students who are members of mar-
ginalized groups.

•  University administrators should 
encourage all students to be sen-
sitive to the ways that their words 
can unintentionally hurt others and 
should show sensitivity in their own 
communications. M
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University of Missouri student leader Jonathan Butler  
at a Planned Parenthood rally on campus

•  University policies regulating every-
day speech or a$empting to define 
insults for the entire community 
are intrusive and risk prohibiting or 
even simply disfavoring permissible 
speech.

 TRIGGER WARNINGS

•  If professors wish to offer students a 
preview of troubling content to come 
in a syllabus, the university should 
not prevent them from doing so. 

•  Universities cannot and should not 
position themselves institutionally 
to ensure that every possibly upset-
ting encounter with course material 
is averted. 

•  Universities should therefore leave 
the question of trigger warnings 
or any other sort of alerts about 
course material up to individual 

faculty members.

 SAFE SPACES

•  It is the obligation of the university 
to foster an environment in which 
violent, harassing, and reckless con-
duct does not occur and respect is 
encouraged.

•  It is neither possible nor desirable 
for the campus to offer protection 
from all ideas and speech that may 
cause a measure of damage. 

•  “Safe spaces” on campus should be 
entered into voluntarily by students 
wishing to associate with a certain 
group, not created or imposed to 
exclude unwelcome views. 

•  Campuses should enable and even 
support the creation and protection 
of spaces established by students—
such as clubs, organizations, or even 

small gathering areas based on com-
mon themes and lifestyles. 

•  The campus as a whole and seg-
ments thereof that are intended 
for all—such as dorms, residential 
colleges, classrooms, and cafete-
rias—must be kept physically safe 
but intellectually and ideologi-
cally open.

  SPEECH AND SEXUAL  
HARASSSMENT

•  There is no contradiction between 
advocating for more stringent mea-
sures to address sexual harassment 
and assault on campus and insist-
ing on measures to protect free 
speech and academic freedom.

•  The U.S. Department of Education’s 
Office of Civil Rights should clarify 
that the so-called “hostile environ-
ment” standard for sexual harass-
ment cannot be determined solely 
on the basis of subjective percep-
tions that speech is offensive. 

•  Universities should reiterate the cen-
trality of academic freedom when 
they address issues of harassment.

  THE PLACE OF SPEECH  
ON CAMPUS 

•  There is both a need and an op-
portunity for expanded education 
and mobilization on issues of free 
speech on campus. 

•  All groups supportive of free speech 
should redouble their efforts to en-
sure that campus free speech is a 
cause that engages students from 
across the political spectrum.

•  Institutions and funders with an 
interest in supporting free speech 
should invest in the next generation 
by underwriting grants for work to 
build awareness and appreciation 
for free speech on campus.M
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tailored to the circumstances. The American Bar Asso-
ciation has done a detailed analysis of the constitutional 
constraints on prohibiting and punishing harassment on 
campus, observing that:

Individuals have a First Amendment right to harass 
anyone they want, in the lay sense of the word 
“harassment” as irritating or tormenting someone, 
though the rights of school and college employees 
to do so in their professional capacities are narrower 
than the free speech rights of students. Yet, when a 
person is called a “fag” or any other derogatory term 
or epithet, or demeaned based on an immutable 
characteristic so o"en and so publicly that it im-
pacts his or her peaceful enjoyment of the school 
or campus, then the right to peaceful enjoyment is 
the highest priority, and there is no First Amendment 
right to engage in discriminatory harassment.35

Freedom of Expression in International Law
Under international law, freedom of expression is pro-
tected by Article 19 of the Universal Declaration of Human 
Rights and Article 19 of the International Covenant on 
Civil and Political Rights (ICCPR), to which the U.S. is a 
state party:

Everyone shall have the right to freedom of ex-
pression; this right shall include the freedom to 
seek, receive and impart information and ideas of 
all kinds, regardless of frontiers, either orally, in 
writing or in print, in the form of art, or through 
any other media of his choice.36

Even states that have not ratified the ICCPR are obli-
gated to respect the human right to free expression, which 
has “through time and universal acceptance… risen to the 
level of customary international law, including Article 19, 
and is therefore binding on all states.”37

International law, including Article 20 of the ICCPR 
(“Any advocacy of national, racial or religious hatred that 
constitutes incitement to discrimination, hostility or vi-
olence shall be prohibited by law”38) is more permissive 
in terms of prohibiting hate speech and incitement than 
the U.S. constitution, allowing restrictions on, for exam-
ple, incitement to hatred and discrimination.39 Under 
U.S. law, by contrast, the only form of incitement that 
can be restricted is incitement to imminent violence. 
When it comes to free expression, the U.S. Constitution 
is generally recognized as offering the most protective 
standard in the world for speech.40 

Legal Protections for Freedom of Expression on 
American Campuses
The First Amendment prohibits government agencies and 
departments from restricting free speech, with very limited 

LEGAL! 
FRAMEWORK
Free Speech at U.S. Universities

Freedom of Expression in U.S. Law
Freedom of expression in the United States is protected 
by the constitution. Under the supremacy clause, the con-
stitution, federal laws, and ratified international treaties 
constitute the “supreme law of the land” and override any 
contradictory laws or policies at the state or local levels.25 
Free speech is a bedrock legal and political value in the 
U.S. and a defining element of American identity, binding 
together a diverse nation through a shared commitment 
to an open society.

The First Amendment provides that:

Congress shall make no law respecting an estab-
lishment of religion, or prohibiting the free exercise 
thereof; or abridging the freedom of speech, or of 
the press; or the right of the people peaceably to 
assemble, and to petition the government for a 
redress of grievances.26 

The First Amendment is a cornerstone of American law, 
politics, and culture, considered first among equals in the 
Bill of Rights. In a landmark decision wri$en by Justice 
Benjamin Cardozo in 1937, the Supreme Court termed 
free expression “the matrix, the indispensable condition 
of nearly every other form of freedom.”27 The court has 
been especially protective of hateful and offensive speech, 
even by extremist groups such as the American Nazi Party 
and the Ku Klux Klan.28 In a 2011 case overturning a jury 
verdict against the Westboro Baptist Church for organizing 
virulently homophobic protests at the funeral of a gay 
soldier killed in Iraq, the court underscored the centrality 
of protecting unpopular views:

Speech is powerful. It can stir people to action, 
move them to tears of both joy and sorrow, and—as 
it did here—inflict great pain. On the facts before 
us, we cannot react to that pain by punishing the 
speaker. As a Nation we have chosen a different 
course—to protect even hurtful speech on public is-
sues to ensure than we do not stifle public debate.29

The Supreme Court has carved out several narrowly 
defined exceptions to First Amendment protection, in-
cluding fighting words,30 threats and intimidation,31 ob-
scenity,32 defamation,33 and harassment.34 The Supreme 
Court has permitted restrictions on speech judged likely 
to incite imminent violence. It also permits constraints 
on harassment, though any such restrictions on speech 
must be content and viewpoint neutral and narrowly 
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The essentiality of freedom in the community 
of American universities is almost self-evident…. 
Teachers and students must always remain free to 
enquire, to study and to evaluate, to gain new ma-
turity and understanding, otherwise our civilization 
will stagnate and die.49

Courts have generally ruled in favor of university profes-
sors in challenges to curriculum selection.50 In Linnemeir 
v. Board of Trustees of Purdue University, the 7th circuit 
found in favor of the university faculty in approving a par-
ticular senior thesis topic, stating, “Classrooms are not 
public forums; but the school authorities and the teachers, 
not the court, decide whether classroom instruction shall 
include works by blasphemers.”51 This ruling exemplifies 
the type of deference courts afford faculty on challenges 
to curriculum selection.52 

University Speech Codes
Some universities have responded to tensions on campus 
by adopting speech codes that prohibit forms of hateful 
or offensive speech.53 Starting in the 1980s, schools have 
adopted these codes in an effort to balance the educa-
tional value of free speech against the value of providing a 
safe and supportive community for all students. In recent 
years, speech codes have been challenged in courts, o"en 
successfully, for being vague and overbroad. 

Over the past two decades, courts have overturned 
speech codes at a dozen colleges and universities.54 In 
2008, the 3rd Circuit struck down Temple University’s 
sexual harassment policy that regulated speech.55 The 
court stated the school, which is a public university, must 
show that the speech at issue will cause “actual, material 
disruption before prohibiting it.”56 In finding Temple’s pol-
icy facially overbroad, the court concluded, “The policy 
provides no shelter for core protected speech.”57 The 3rd 
Circuit’s conclusion that the policy did not protect “core 
protected speech” has been a consistent refrain in the 
speech code cases.

FIRE reports that, in addition to these court cases, there 
have been a number of se$lement agreements reached 
with schools to amend overly restrictive speech codes.58 
Yet despite their consistent inability to stand up to court 
challenges, a FIRE study found that almost 50 percent 
of the 440 colleges and universities they surveyed still 
maintain “severely restrictive” speech codes.59 This does 
not indicate that these speech codes are legal, only that 
their legality has not been tested in court. FIRE statistics 
also show that campus speech codes are in retreat, with 
few universities adopting new codes and some acting to 
retire existing ones. 

exceptions. Public universities are therefore obligated 
to uphold the First Amendment when it comes to stu-
dents or members of the public. The Supreme Court has 
generally treated employees of public academic institu-
tions “almost identically to all other public employees,”41 
meaning that they are technically subject to the so-called 
public-employee speech doctrine. That doctrine allows the 
government to limit the speech of individuals who are in 
its employ unless the speech meets a two-part test: the 
person must be speaking in personal, not official, capacity, 
and the speech must relate to a “ma$er of public con-
cern.”42 In Garce$i v. Ceballos, the Supreme Court held 
that when public employees’ speech was pursuant to their 
official duties, the constitution did not protect their speech 
from employer discipline (job duties test),43 although the 
9th Circuit has since ruled that the job duties test does not 
apply to “speech related to scholarship or teaching.”44 The 
full scope of First Amendment protection for the faculty 
of public universities has not yet been adjudicated by the 
Supreme Court.

Judicial decisions upholding academic freedom on the 
basis of the First Amendment apply only to public cam-
puses, where the administration represents the state.45 
Private colleges are free to restrict academic freedom and 
free speech as they see fit. While private colleges that re-
ceive federal funding are required to comply with federal 
anti-discrimination law, notably Title IX, they are not con-
strained by the First Amendment from imposing restrictions 
on speech.

In practice, however, most private schools, advertise 
themselves as places where students are challenged to think 
in critical and open-minded ways.46 Moreover, academic 
freedom is protected by a range of measures beyond the 
First Amendment. As the American Association of Univer-
sity Professors (AAUP) has noted, “At private institutions 
… the First Amendment does not apply, but professors at 
many institutions are protected by a tapestry of sources 
that could include employment contracts, institutional prac-
tice, and state court decisions.”47 

The Supreme Court has recognized the special role of 
the university as it relates to freedom of speech, calling 
American colleges and universities the “vital centers for 
the Nation’s intellectual life,” with the crucial responsibility 
of preparing the next generation of informed citizens.48 
The concept of academic freedom, and its connection to 
free expression, was addressed in a landmark 1957 Su-
preme Court opinion in Sweezy v. New Hampshire, writ-
ten by Chief Justice Earl Warren, holding that the First 
Amendment protected a lecturer at the University of New 
Hampshire from having to answer to the state legislature 
about allegedly subversive activities on campus:
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and the percentage of American Indian/Alaska Na-
tive students rose from 0.7 to 0.8 percent. During 
the same period, the percentage of white students 
fell from 84 percent to 59 percent.62

In recent years, other forms of diversity on campus have 
also achieved wider recognition and inclusion through 
legislation, legal rulings, and greater social acceptance. 
New measures have been taken to examine and foster 
greater socioeconomic diversity on campuses.63 The rights 
of lesbian, gay, bisexual, and transgender (LGBT) students 
have won increased recognition as part of a society-wide 
transformation that has led to the legalization of gay mar-
riage, the rapid expansion of LGBT families, and—albeit 
more slowly—the recognition of the rights of transgender 
individuals to basic health care and control over how their 
gender identity is acknowledged and framed. Universities 
have implemented policies for gender inclusion, including 
a proliferation of gender-neutral bathrooms.64 The need for 
additional steps to realize the rights of disabled students 
has also received more a$ention as universities implement 
adaptations that foster inclusion.65

These tectonic demographic shi"s are remaking American 
electoral politics, popular culture, consumer habits, and 
more.66 So it’s no surprise that they have helped propel new 
demands and debates over how colleges and universities 
evolve to address them. While many of the debates over 
campus policies and environments implicate values that 
transcend gender, race, and other social boundary lines and 
would be important regardless of shi"ing campus demo-
graphics, these trend lines have accelerated conversations 
that might otherwise have been deferred or sidestepped.

A!CHANGING! 
AMERICA
A Changing Campus

According to a 2014 Pew Research Center examination of 
census data published in “The Next America: Two Dramas 
in Slow Motion,” the U.S. population in 1960 was 85 per-
cent white; in 2010 it was 64 percent white; and by 2060, 
if current trends continue, it will be 43 percent white—
bringing us to what many have called a “majority minority” 

America.60 Pew found that Latinos make up 16 percent of 
the nation. Black Americans (a term that includes not just 
African Americans but immigrants from the Caribbean, 
Africa, and elsewhere in the African diaspora) make up 12 
percent. Another 5 percent are Asian. Roughly 13.1 percent 
of the U.S. population was born outside the United States, 
and immigrants and their U.S.-born children amount to 
about a quarter of the U.S. population. Just over half of 
Americans who are foreign-born, or 52 percent, are from 
Mexico and elsewhere in Latin America; a quarter—26 
percent—are from Asia, especially China and India, and 
that percentage is rising.61 

College populations reflect these shi"ing demographics. 
According to the National Center for Education Statistics: 

From 1976 to 2013, the percentage of Hispanic 
students rose from 4 percent to 16 percent, the 
percentage of Asian/Pacific Islander students rose 
from 2 percent to 6 percent, the percentage of 
Black students rose from 10 percent to 15 percent, 

Students march for Black Lives Ma!er in 
Minneapolis, Minnesota
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of speech and viewpoints, including those that may be of-
fensive. Just 22 percent say they favor colleges prohibiting 
speech that could be offensive or biased against certain 
groups. Yet 69 percent say colleges should enact policies 
to restrict slurs and other language that’s intentionally of-
fensive to certain groups; 63 percent say that such policies 
could extend to restricting Halloween costumes based on 
stereotypes. Yet only 27 percent say that colleges should 
be able to restrict speech expressing political views that 
might offend or upset certain groups. Forty-nine percent 
say that an expectation that the press would be unfair 
in its reporting is a legitimate reason to deny the media 
access to a campus protest.71

As a leading professor at a major public university put 
it, his campus, “once again, is at the center of a raging 
national controversy—this time over the issue of ‘multi-
culturalism’ and what its enemies call ‘political correct-
ness’—a storm that I believe to be, at bottom, about the 
shifting sands of racial privilege. It is also about the future 
of American education: what happens in Berkeley, one of 
the nation’s largest public universities and the bellwether 
of social change and innovation in academia, will affect 
all of us.”72 These sentences were written 25 years ago, in 
1991, by Berkeley sociology professor Troy Duster. While 
recent campaigns for inclusion and equality on campus 
may have some new goals and new language, they form 
part of a long tradition—dating back to the 1960s, if not 
before—of students and universities striving to adapt 
campus culture to better reflect increasingly diverse 
populations.

Young people arrive at college today from vastly dif-
ferent backgrounds, cultures, and levels of economic 
and even physical security. Their understanding and 
expectations of the college experience, of the role of 
the administration, of the position of faculty, and of the 
attitudes of fellow students may diverge wildly. When 
encountering classmates who may seem unfamiliar, some 
students gravitate toward what they already know. PEN 
America spoke with Liat Menna, a UCLA student, who 
articulated this experience:

You enter campus, and you enter your predeter-
mined communities. You come from your house, 
and go exactly to that community that’s similar to 
your home. You don’t really learn about other com-
munities yet, and you don’t learn their issues, and 
their sensitivities, and their challenges. I think that’s 
really been a reason for a lot of hostility on campus, 
is that people just don’t understand what are trig-
gers for other communities, and what’s offensive.73

In a piece published on December 12, 2015, New York 
Times columnist Frank Bruni blamed colleges for failing 
to do more to bridge the divisions that derive from dif-
ferences of upbringing:

Colleges and universities have long recognized the im-
perative not just to diversify student population, but also 
to make campuses more open and hospitable for students 
from varied backgrounds, as well as to create curricula 
and approaches that prepare students for a highly diverse 
nation and world.67 Elite schools actively recruit students 
of color and students from economically disadvantaged 
backgrounds. Many state schools serve student popula-
tions in which large segments are the first generation in 
their families to be born in the United States, the first 
generation to go to college, or both. 

The adaptations to rising diversity have included 
changes in university administration, student life, cur-
ricula, disciplinary procedures, academic support, faculty 
recruitment training, and virtually every other facet of 
university life.68 

Several recent studies have examined how increasingly 
diverse university populations regard freedom of speech. 
No study of these issues is perfect, and valid methodolog-
ical questions can be raised that suggest that this data 
should not form the basis of too many firm conclusions.69 
That said, the survey results are interesting. An October 
2015 study by McLaughlin Associates conducted for the 
William F. Buckley program at Yale, based on a September 
2015 survey of 800 undergraduates nationally, revealed 
that 70 percent of students rank free speech at their col-
lege or university as “very” important to them personally. 
Eighty-seven percent say they approve of the job their uni-
versity is doing in protecting free speech. Seventy percent 
say they support the university doing more to promote 
“the diversity of opinions” on campus. Approximately half 
of those surveyed say that they have had the experience 
of being “intimidated’ when sharing views and opinions 
that differed from those of their professors or instructors. 
Sixty-three percent of those surveyed think that “political 
correctness” on campuses is a problem, whereas just 28 
percent do not think so. And yet, in the same survey, 51 
percent of students say they support “speech codes” with 
just 36 percent opposed. Sixty-three percent favor “trigger 
warnings,” with just 23 percent opposed. Just 68 percent 
are able to identify which of the 27 amendments to the U.S. 
Constitution is devoted to free speech, and just 52 percent 
are aware that the First Amendment protects hate speech. 
Among those surveyed, 72 percent favor disciplinary ac-
tion for a student or faculty member who “uses language 
that is considered racist, sexist homophobic or otherwise 
offensive.” Fi"y percent of students support (and just 40 
percent oppose) colleges banning political cartoons that 
“would criticize any particular religion, religious figures 
or ethnic groups.”70

A second study of college students on free speech, 
conducted by the Knight Foundation and Washington’s 
Newseum in early 2016, surveyed more than 3,000 stu-
dents. Seventy-eight percent say they favor an open 
learning environment that exposes students to all types FI
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death.”79 The rescinded invitation came in response to pro-
tests involving not only students but also leading national 
Muslim American organizations that described Hirsi Ali, 
who is of Muslim heritage, as a “notorious Islamophobe.”80 
In the face of the outcry, Brandeis said that it had not 
properly ve$ed her writings prior to issuing the invitation 
and, once it had done so, could not “overlook that certain 
of her past statements are inconsistent with Brandeis 
University’s core values.”81 Brandeis president Frederick 
M. Lawrence indicated that she would be “welcome to 
join us on campus in the future to engage in a dialogue.”82

Other disinvited speakers included conservative com-
mentator Ann Coulter at Fordham83 and former secretary 
of State and current Democratic presidential candidate 
Hillary Clinton at the College of St. Catherine84. Students 
and faculty have protested the choice of countless other 
speakers, including activist Angela Davis at Sea$le Uni-
versity85, former Congressman Tom Tancredo at Ameri-
can University86, former Vice President Dick Cheney at 
American University87, former Governor of Massachuse$s 
Mi$ Romney at Liberty University88, New Jersey Gover-
nor Chris Christie at Rutgers89, then–Secretary of Health 
and Human Services Kathleen Sebelius at Georgetown90, 
former Mayor Michael Bloomberg at Harvard,91 Islamic 
feminist Asra Nomani at Duke92, and former NYPD com-
missioner Ray Kelly at Brown93.

Campus controversies over speakers reveal complex 
a$itudes about whose ideas should be welcome on cam-
pus. To some, the university is a place where all views—
even repellent ones—should be heard. For others, it’s a 
home environment for students and should be kept free 
of voices and messages that elicit feelings of disquiet and 
offense. In some cases the opportunity to speak reflects 
the university’s tacit approval of the speaker’s viewpoint, 
and those who object believe they have an obligation 
to protest to counter the perception of campus-wide 
endorsement. While some controversies end in distin-
vitations, withdrawals, or even speakers being shouted 
down, others culminate in polite displays of speech and 
counterspeech, with everyone having their say.

Racist Historical Figures and the Demand to Replace 
Names And Symbols
In recent years students, sometimes joined by faculty, 
on a number of campuses have mounted campaigns to 
rename or recast buildings, schools, residential colleges, 
sports teams, and official seals that have troubling histor-
ical associations.94 For instance, at UC Berkeley, students 
objected to buildings named a"er Confederate slavehold-
ers and munitions makers. The Daily Californian quoted 
one leading activist:

It’s a daily reminder that Black students are not re-
spected on campus.... It’s hypocritical of UC Berke-
ley to name a building a"er Martin Luther King, 

[E]ven if a school succeeds in using its admissions 
process to put together a diverse student body, it 
o"en fails at the more important goal that this diver-
sity ideally serves: meaningful interactions between 
people from different backgrounds, with different 
scars and different ways of looking at the world.74

These controversies are intense, hard-fought, and the 
subject of widespread debate in academic circles and 
beyond, whether they are construed as a failing of uni-
versities to do more to address the needs of their highly 
diverse populations, as excessive demands on the part 
of students for a too comfortable campus life, as natural 
tensions that are the inevitable result of demographic and 
social change, or as vital debates that will help the next 
generation birth a more just society. 

Taxonomy of a Controversy: Categories  
of the Campus Free Speech Debate
Campuses have witnessed a variety of incidents that have 
given rise to concerns about the climate for free speech 
on campus. While the incidents that have occurred are 
too many and diverse to catalog comprehensively, the 
following section aims to offer an overview of the primary 
ba$le lines.

 
Protests Against Campus Speakers and Honorees 
At Smith, a"er students and faculty protested the work of 
the International Monetary Fund and the college’s choice 
of its managing director, Christine Lagarde, as commence-
ment speaker, Lagarde pulled out, she said, “to preserve 
the celebratory spirit of commencement day.”7576 Also 
facing protests, former secretary of State Condoleeza Rice 
withdrew her decision to speak at Rutgers’s graduation, 
saying, “Rutgers’s invitation to me to speak has become a 
distraction for the university community at this very spe-
cial time.” Under similar circumstances, 77 former deputy 
secretary of State Robert Zoellick declined an invitation 
to speak at Swarthmore, former UC Berkeley chancellor 
Robert J. Birgeneau at Haverford, and former presidential 
candidate Ben Carson at Johns Hopkins.78

In recent years, on scores of campuses, students—o"en 
joined by supportive faculty members—have protested 
choices of commencement speakers and recipients of hon-
orary degrees, as well as guest speakers at seminars and 
lectures. Students have demanded that their celebrations 
not be marred by—and their tuition money not be spent 
on—speakers who embody ideas or represent institutions 
the students believed to be odious. 

In some cases, universities themselves have responded 
to protests against invited speakers by withdrawing their 
invitations. Brandeis withdrew its offer of an honorary 
degree to author and activist Ayaan Hirsi Ali, who, in ad-
vocating for women’s and other human rights under Islam, 
once called the religion “a destructive, nihilistic cult of 
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permissible speech have been drawn along political lines.
In November 2015, five students in a University of Kansas 

communications course filed complaints claiming that As-
sistant Professor Andrea Quene$e’s use of the word “nig-
ger” when discussing slurs wri$en on the walls of another 
college campus had contributed to a hostile environment 
in her classroom.105 Although Quene$e was cleared of 
a charge of racial discrimination, in May 2016, following 
widespread calls for her ouster, the university announced 
that her position would be terminated, declining to com-
ment on the reasons other than to say the decision was 
unrelated to the complaints regarding race.106 

In October 2015, Claremont McKenna College Dean of 
Students Mary Spellman sent an email to a Latina student 
saying that she, as dean, “would work to serve those who 
‘don’t fit our CMC mold’”—a comment that was interpreted 
to mean that Latino students do not fit the standard mold 
of the university population. Widespread protests and 
calls for Spellman’s termination ensued. She apologized 
but resigned within a month, describing her decision as 
the “best way to gain closure of a controversy that has 
divided the student body and disrupted the mission of 
this fine institution.”107

In February 2016, conservative students at Georgetown 
University Law Center said they were “traumatized, hurt, 
shaken and angry,”108 a"er Professor Gary Peller sent out 
a campus-wide email critical of the legacy of recently de-
ceased Supreme Court justice and Georgetown alumnus 
Antonin Scalia. Peller’s email was an effort to rebut several 
campus-wide missives extolling Scalia’s legacy. Two profes-
sors who are considered politically conservative, Randy 

and then have buildings named a"er slave-owning 
racists and colonizers.95

In response to student activists, Amherst College agreed 
to eschew its unofficial mascot “Lord Jeff,” a colonial-era 
military figure who became the target of protests because 
he advocated giving Native Americans smallpox-infested 
blankets to kill them off.96 In 2016 both Harvard97 and Yale98 
replaced the title “master,” which had been used to refer 
to heads of residence halls and residential colleges, with, 
respectively, “faculty dean” and “head of college,” dissoci-
ating themselves from a term that was once used by slaves 
to refer to their owners. A commi$ee formed at Harvard 
Law School voted to replace the school’s long-standing 
seal, which included images from the crest of a slaveholding 
family.99 And Georgetown agreed to rename two buildings 
named for former university presidents who helped arrange 
to have slaves sold in the 1830s to pay the school’s debts.100 
Georgetown recently announced that it will offer admissions 
preference to the descendents of these slaves.101

Yale, on the other hand, stoked outrage among some 
students with its decision not to rename Calhoun Col-
lege, named a"er the prominent slavery advocate John 
C. Calhoun, saying, “We cannot erase American history.”102 
Yale now reports that it has convened a new commi$e 
to review that decision again.103 Princeton seems to have 
decided once and for all to maintain Woodrow Wilson’s 
name for its school of international affairs and a residential 
college, despite his support for racial segregation in the 
federal civil service.104 

While these protests over names and symbols may not 
implicate speech, they have become flashpoints in the 
struggle over how universities adapt to changing student 
populations and demands. To some observers, they can 
appear as brazen efforts to redraw the college campus in 
a politically correct image that is oblivious to—and even 
rewrites—history and tradition. To others, they are a log-
ical, new front in the drive to eradicate the vestiges of 
universities’ complicity in the troubled racial history of 
the United States and to create an environment free of 
discriminatory iconography.

 
Censuring Faculty and Administrators for Speech
In the past few years there has been a spate of incidents 
in which faculty, including some with tenure, have been 
disciplined and censured as a result of their speech. In 
most cases, the speech in question is alleged to have been 
emotionally injurious to students or to have contributed 
toward a “hostile environment” that deprives students 
of their right to an equal education. Even in some cases 
where no dismissal has resulted, the outcry surrounding 
such acts of speech has been intense enough to cause 
the faculty member voluntarily to resign. These cases 
have given rise to a climate of insecurity and recrimination 
among faculty, some of whom feel that the bounds of 
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the Black Lives Ma$er movement. Minority student orga-
nizations demanded that she be sanctioned. Even a"er 
she apologized and met with those groups, the student 
body president suspended her from service on the gover-
nance body for 50 days.113 FIRE reported that in December 
2016, Colorado College suspended and banned student 
Thaddeus Pryor from campus for nearly two years due 
to a comment he posted on the anonymous social media 
application Yik Yak. Pryor had replied anonymously to the 
hashtag “#blackwomenma$er” on Yik Yak, saying, “They 
ma$er, they’re just not hot.” His comment was found to 
violate the college’s policies on “abusive behavior” and 
“disruption of college activities” and resulted in his sus-
pension until late August 2017.114

While FIRE has reported a plateau or even decline in 
the adoption of official campus speech codes, student 
must still be wary of acts of speech that may prompt 
reprisals.115 Empowered student bodies, such as govern-
ments with the power to make appointments or allocate 
funds, do not always recognize their obligation to protect 
free speech and avoid enacting speech-based punish-
ments. When they act in these capacities, students can 
be de facto arbiters of permissible speech on campus, 
resulting in chilling effects for fellow students whose 
ideas may be considered unwelcome. University admin-
istrations and student governments have struggled with 
whether and how to police acts of speech by students 
that, despite being private and informal, may nonetheless 
cause offense or even subjective feelings of harassment 
for other students.

Expanding the List of Unmentionables 
Several incidents in recent years have prompted a con-
cern that certain ideas are being systematically driven off 
campus in an effort to foster greater inclusion. Topics and 
perspectives that have arguably become all but off-limits 
on some campuses include politically conservative views, 
pro-Israel views, anti-Israel views, criticisms of aspects of 
Islam, critiques of affirmative action, and the questioning 
of “rape culture,” among other topics.

It is fair to acknowledge that there are some categories 
of thought—white supremacist, eugenics, or fascist ide-
ology, for example—that are broadly considered beyond 
the pale on U.S. campuses and, according to most people, 
rightly so. There are also categories of speech—climate 
change denial, for example—that may still claim a place 
in mainstream discourse, though many believe it should 
not. That certain beliefs become widely discredited and 
take on a kind of ideological pariah status is not new. But 
there is increasing concern that those categories are ex-
panding, not because the views in question are universally 
discredited but because they are considered politically 
unpalatable by vocal minorities or even majorities who, 
rather than simply disagreeing with the sentiments ex-
pressed, seek to deter and punish the expression.

Barne$ and Nick Rosenkranz, claimed that Peller’s email 
was inimical to the climate for free speech on campus 
and could intimidate students from citing Scalia’s ideas. 
Writing for New York magazine, Jesse Singal observed, 
“What’s fascinating is the way Barne$ and Rosenkranz 
are adopting campus le"y-speak in the service of a con-
servative argument.“109 

In June 2015, a professor writing pseudonymously un-
der the name ”Edward Schlosser” contributed an essay 
to Vox entitled “I’m a Liberal Professor, and My Liberal 
Students Terrify Me,” suggesting that such incidents have 
had a widespread chilling effect. His contention was that 
students’ hypersensitivity to language and to personal 
offense had changed his own and others’ approach to 
teaching and writing: 

I once saw an adjunct not get his contract renewed 
a"er students complained that he exposed them to 
“offensive” texts wri$en by Edward Said and Mark 
Twain. His response, that the texts were meant to 
be a li$le upse$ing, only fueled the students’ ire and 
sealed his fate. That was enough to get me to comb 
through my syllabi and cut out anything I could see 
upse$ing a coddled undergrad, texts ranging from 
Upton Sinclair to Maureen Tkacik—and I wasn’t the 
only one who made adjustments, either.110

In the course of our research, PEN America heard re-
peatedly that because traditional protections for academic 
freedom may not cover all categories of speech, and some 
forms of speech can lead to reprisals, faculty members 
are taking new precautions in what they teach, write, and 
say. The chilling effect is not hypothetical; faculty members 
identify specific courses, books, and topics that they no 
longer teach, like rape law and classic works including 
Greek Mythology, out of concern that they may cross the 
line into speech that is in some way actionable.

Sanctioning the Speech of Students
In October 2015, the student government of Wesleyan 
University in Connecticut threatened to cut the Wesleyan 
Argus student newspaper’s funding in half a"er it published 
a student op-ed criticizing the tactics of the Black Lives 
Ma$er movement, and eventually did vote to reduce the 
paper's work-study stipends and redirect funds to other 
campus publications deemed to represent more diverse 
points of view.111 Argus Editors Courtney Laermer and Jess 
Zalph wrote in an editorial that the decision to recall funding 
“is just one in a series of a$empts to undermine our inde-
pendence as a newspaper and to remove financial support, 
a movement that began early last semester, when the paper 
published a controversial opinion piece.”112

In July 2016, a"er a sniper killed five police officers in 
Dallas, a University of Houston student government vice 
president wrote a Facebook post perceived as dismissing 
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professors fired, anti-occupation student activists sus-
pended and threatened with expulsion, pro-Palestinian 
groups de-funded, and even discipline for students for 
the ‘crime’ of flying a Palestinian flag.”121

Efforts to exclude speech based on viewpoints have 
occurred on all sides of the Israel-Palestine issue. Conor 
Friedersdorf reported on a 2016 incident in which Gail 
Hamner, a Syracuse University professor, disinvited film-
maker and NYU scholar Shimon Dotan from a conference 
on religion and film. He had been invited by a conference 
organizer based at another university to screen a film on 
Israeli se$lers in the West Bank at the conference to take 
place at Syracuse. Hamner wrote to Dotan withdrawing 
the invitation and saying that she had been “warned” that 
“that the BDS faction on campus will make ma$ers very 
unpleasant for you and for me if you come.” She described 
herself as “caught in an ideological matrix and by my own 
egoic needs to sustain certain institutional affiliations.” 
With the revocation being based not on Hamner’s own 
views or assessment of the film (which she admi$ed to 
never having seen), Freidersdorf judged that “the deci-
sion was made in a strikingly anti-intellectual manner, with 
Syracuse colleagues speculating that other members of 
their community would persecute them merely for inviting 
a filmmaker to show his work.” Friedersdorf further notes 
an irony that the result of disinviting Dotan was a missed 
opportunity to screen a film that portrays Israeli se$lers 
in a highly critical light, a fact that was lost in the reflexive 
fear about screening any film by an Israeli director dealing 
with a sensitive subject.122

Trump and Israel are not the only taboo subjects on some 
campuses. “Rape culture,” for example, is a term that, ac-
cording to Women Against Violence Against Women, was 
“coined by feminists in the United States in the 1970’s” to 
“show the ways in which society blamed victims of sexual 
assault and normalized male sexual violence.” On some 
campuses, scholars and speakers who question or deny the 
existence of rape culture have stirred so much opprobrium 
that their perspective has become taboo. When Wendy McEl-
roy, a scholar at the Independent Institute who is critical 
of the concept of rape culture, was scheduled to take part 
in a debate at Brown, her impending presence sparked an 
uproar. McElroy was scheduled to debate author Jessica 
Valenti, whose writing has substantiated the existence of 
a rape culture. Rather than simply let the debate play out, 
Brown’s president, Christina Paxson, sent a campus-wide 
email rebu$ing McElroy’s views123 and scheduled a program 
entitled “The Research on Rape Culture” at the same time 
as the McElroy-Valenti debate.124 The campus group that had 
organized the original debate wrote that “it is an unse$ling 
precedent for our president to use her position to decide 
what counts as acceptable discourse.”125

In March 2016 at Emory University, messages supportive 
of presidential candidate Donald Trump were wri$en in 
chalk on campus walkways. Protests ensued, including 
from students who said that the pro-Trump messages made 
them feel unsafe—or even constituted a direct threat to 
their safety—due to Trump’s views about racial minorities, 
immigrants, and Muslims.116 The university administration 
came out in support of the protesters. In the a"ermath, 
Emory junior Tyler Zelinger wrote:

The emotional state or political opinions of one 
individual on campus have been institutionally ver-
ified as superior to the political beliefs or emotions 
of another. This is not inclusion in any sense of the 
word.… To dismiss political opinion based on one’s 
interpretation of it as offensive or inflammatory, 
regardless of how justified those interpretations 
may be, is to make an assumption that is literally 
unverifiable.… A pro-Trump opinion, by this logic, is 
not a political one but a racist one.... It is also the 
belief that I consider to be most dangerous. Like 
it or not, supporting Trump is a political opinion.… 
The most powerful weapons against this man will be 
the rights to political speech and open dialogue.117

When Trump’s campaign slogan, “Make America Great 
Again,” was posted on the Skidmore College campus, the 
ma$er was referred to the college’s Bias Response Group, 
which found that postings in the classrooms of female fac-
ulty of color constituted “racialized, targeted a$acks.”118 The 
finding raised questions about whether a student Trump 
supporter might be considered guilty of a racist a$ack for 
hanging a major-party presidential campaign poster in a 
dorm room shared with other students whose race or eth-
nicity has been targeted by the Trump campaign.

Journalist Glenn Greenwald and others have argued that 
criticisms of Israel risk being forced off-limits on certain 
campuses. In September 2015, Greenwald described what 
he characterized as a concerted, heavy-handed campaign 
by the Board of Regents to expunge criticisms of Israel 
from the campuses of the University of California system 
through political and financial pressure. He recounts ef-
forts to adopt a system-wide speech code that—“in the 
name of combating ‘anti-Semitism’—would formally ban 
various forms of Israel criticism and anti-Israel activism.” 
Greenwald argues that the definition of anti-Semitism 
that the Board of Regents had mooted was overly broad, 
encompassing virtually any critiques of Israel, its govern-
ment, or its policies.119 In the end the board voted against 
a blanket censure of anti-Zionism.120 In February 2016, 
Greenwald and reporter Andrew Fishman described a “na-
tionwide censorship effort [that] has seen pro-Palestinian 
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ethnic origin.128 As The New York Times noted in a March 
2014 article: 

This is not exactly the language of traditional rac-
ism, but in an avalanche of blogs, student discourse, 
campus theater and academic papers, they all re-
flect the murky terrain of the social justice word 
du jour—microaggressions—used to describe the 
subtle ways that racial, ethnic, gender and other 
stereotypes can play out painfully in an increasingly 
diverse culture.129

In recent years, a number of universities, including the 
University of California system130 and Clark University,131 
have released official guidances on microaggressions, o"en 
including lists of examples132 that they encourage faculty, 
staff, and students to avoid. Some commentators see a 
suppression of free speech. In a June 2015 Daily Beast 
article titled “The University of California’s Insane Speech 
Police,” Robby Soave argues:

[W]hen university administrators make preventing 
offense the paramount goal—and automatically ap-
ply the terms “racist” and “sexist” to perfectly mild 
forms of speech—free speech enthusiasts have ev-
ery reason to worry. That’s because a distressingly 
high number of universities are perfectly willing to 
resort to abject censorship to protect the delicate 
feelings of the easily offended, even though the 
First Amendment expressly prohibits them from 
doing so.”133 

The Case For Recognizing Microaggressions: Harms 
Are Genuine and Must Be Addressed
While many observers have pointed out problems with 
the concept of microaggressions, academics have studied 
their effects for years. Their research substantiates the 
long-term harm that can result from seemingly minor and 
inadvertent slurs.134 

Writing on the harmful effects of microaggressions, 
UCLA professor Daniel Solorzano maintains that that the 
“micro” in microaggressions does not signify the small 
magnitude of aggression but the fact that it happens in 
the quotidian lives and practices of individuals.135 

In a 2012 American Psychological Assocation article 
titled “Travyon, Troy, Sean: When Racial Biases and Mi-
croaggressions Kill,” John Jay College of Criminal Justice 
psychology professor Kevin Nadal presents years of clin-
ical research on the physical effects of microaggressions 
among people of color, including immediate distress or 
anxiety, depression, general feelings of hopelessness, low 
self-esteem, negative affect, physical pain, and/or fatigue.136 
Other researchers have found evidence that such encoun-
ters can negatively impact school and test performance.137 

When PEN America spoke with Jerry Kang, a UCLA 

THE!NEW! 
LANGUAGE! 
OF!HARM
Microaggressions, Trigger Warnings, 
Safe Spaces 

The schoolyard retort to offensive speech was “sticks and 
stones may break my bones, but words will never hurt 
me.” No longer. In an age when online and offline bullying, 
racist demagoguery, and social media trolling are daily 
topics of conversation, there is little doubt that words 
can do harm. But the extent of this harm and what to do 
about it are subjects of intense debate. As the nation’s 
diversity has increased, activists have advanced new 
language and concepts to discuss new speech-based 
frictions on campus and press for their redress. Several 
relatively new terms and concepts—including microag-
gressions, trigger warnings, and safe spaces—have come 
to the forefront of campus controversies. Critics have 
argued that student campaigns for greater recognition of 
these concepts are misguided, inimical to the role of the 
university, and at odds with the principles of liberalism 
and openness. Other scholars and student groups, while 
recognizing that any term can be misused, have articu-
lated the value of these notions and contended that they 
are not inherently contrary to free speech norms. These 
concepts cut across multiple categories of speech-re-
lated controversies on campus, in some cases generating 
conflicts in and of themselves.

The Debate Over Microaggressions 
“Microaggressions” is a term coined in 1970 by research 
psychologist Chester A. Pierce to describe “relatively 
innocuous” jabs (i.e., not as obvious as violence, overt 
segregation, or denial of voting rights) that, over time, 
have a harmful cumulative effect of what he described as 
“unimaginable magnitude.”126 In 2007, research psychologist 
Derald Wing Sue and his coauthors published a widely 
cited article about the term, defining it as follows: 

Microaggressions are the brief and commonplace 
daily verbal, behavioral, and environmental indig-
nities, whether intentional or unintentional, that 
communicate hostile, derogatory, or negative racial, 
gender, sexual-orientation, and religious slights and 
insults to the target person or group.127

In a December 2011 interview, Sue described typical ex-
amples of microaggressions, like the woman who clutches 
her purse extra tight when riding in an elevator with a 
black man or a tone-deaf inquiry into an Asian American’s 
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such as Chief Wahoo or Pocahantas, they report 
less self-esteem and “fewer achievement-related 
possible selves”? Did you know that most Ameri-
cans implicitly associate Asians with “foreign,” and 
that such associations predict the likelihood of giv-
ing national security jobs to Asians?139 

Advocates of increased attention to learning environ-
ments maintain that such harms necessitate concerted 
action to address them. Because microaggressions are 
widely used, sometimes unknowingly, these advocates 
believe it is appropriate for the university to assume 
the responsibility of pointing them out and discouraging 
them in order to foster a more welcoming and inclusive 
environment.

Focus on Microaggressions Is Misplaced: Amounts to 
Pernicious Policing of Speech 
In June 2015, UCLA law professor Eugene Volokh argued 
in The Washington Post that the University of California’s 
long list of microaggressions (including “America is the land 
of opportunity”; “Everyone can succeed in this society, if 
they work hard enough”; and “Affirmative action is racist”) 
wasn’t merely about potential offense: 

It’s about suppressing particular viewpoints. And 
what’s tenure for, if not to resist these a$empts to 

law professor and vice chancellor for equity, diversity, 
and inclusion, he said that the cumulative effect of these 
subtle dismissals was important to bring to the surface: 

Words actually do ma$er, and anyone who suggests 
words don’t ma$er hasn’t studied history, psychol-
ogy, propaganda, media.… Regardless of an author’s 
intent, words could have consequences in all kinds 
of ways, especially when they echo and repeat. 
They can create an environment that make you feel 
different, or out of place, and they can undermine 
an equal learning environment. If there’s any real 
value to the microaggressions discussion, it is to 
point out that words can ma$er in ways that you 
might not realize, and you should just understand 
the consequences of your actions.138 

Kang writes an occasional online column about diversity 
in which he has addressed the harms related to unequal 
learning environments, which can come from microaggres-
sions, implicit biases, and stereotype threats:

Did you know there’s a phenomenon called “ste-
reotype threat” that can actually inhibit students’ 
performance when negative stereotypes about 
them are in the air? Did you know that when Native 
American students are exposed to Indian “mascots” 
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confusing.  What’s more, the confusion seems likely 
to needlessly increase the tension between the 
person experiencing the grievance and the person 
who is ostensibly responsible.145

He added that the term itself was confrontational and 
therefore potentially counterproductive: “When a person 
is engaged in objectionable behavior, publicly shaming 
rather than engaging them causes them to become de-
fensive or hostile in turn.”146 

Critics of the concept of microaggressions worry that 
a focus on these slights can lead to intrusive and chilling 
policing of campus speech and that it encourages vic-
tims of slights to focus unduly on even the most minor 
harms. They also believe that this focus unproductively 
sows conflict between people who may not be remotely 
at odds but accidentally stumble into language that 
causes offense, then triggering a stronger-than-war-
ranted reaction born of a commitment not to tolerate 
microaggressions.

The Debate Over Trigger Warnings
Trigger warnings provide advance notice that a class 
discussion or curricular material will address subjects 
that may be traumatizing for some students. The concern 
about trigger warnings is primarily that the demand for 
their use may inhibit or deter some professors from ad-
dressing complex or fraught subjects, especially those 
involving terms or ideas that could conceivably be con-
strued as verbal harassment under Title IX. There are 
also concerns that such warnings induce students to look 

stop the expression of unpopular views? But I’m 
afraid that many faculty members who aren’t yet 
tenured, perhaps even quite a few tenured faculty 
members as well, will get the message that certain 
viewpoints are best not expressed when you’re 
working for UC, whether in the classroom, in casual 
discussions, in scholarship, in op-eds, on blogs, or 
elsewhere.… A serious blow to academic freedom 
and to freedom of discourse more generally, cour-
tesy of the University of California administration.140

Social psychologist Jonathan Haidt wrote on his blog 
about a new sociology paper suggesting that the concept 
of microaggressions grew out of a new “victimhood cul-
ture,” in which being oppressed raises one’s moral status.141 
This leads to a tendency to exaggerate outrage at small 
offenses, calling on a third party to intervene, while simul-
taneously reinforcing an identity centered on an individu-
al’s status as damaged, weak, and aggrieved. Citing Bradley 
Campbell and Jason Manning’s article “Microaggressions 
and Moral Cultures,” 142 Haidt wrote: 

The key idea is that the new moral culture of vic-
timhood fosters “moral dependence” and an atro-
phying of the ability to handle small interpersonal 
ma$ers on one’s own. At the same time that it weak-
ens individuals, it creates a society of constant and 
intense moral conflict as people compete for status 
as victims or as defenders of victims.143 

Haidt and Greg Lukianoff argue that the unwarranted 
a$ention on microaggressions exacerbates political divi-
sions between students:

The recent collegiate trend of uncovering allegedly 
racist, sexist, classist, or otherwise discriminatory 
microaggressions doesn’t incidentally teach stu-
dents to focus on small or accidental slights. Its 
purpose is to get students to focus on them and 
then relabel the people who have made such re-
marks as aggressors.144 

In a similar vein, Conor Friedensdorf posted at The At-
lantic, “Why Critics of the ’Microaggressions’ Framework 
Are Skeptical,” arguing not only that it was inaccurate and 
misleading to term minor unintentional slights as “aggres-
sions” but also that such an intolerant approach was likely 
to increase conflict:

Aggression is “hostility” or “violent behavior” or 
“the forceful pursuit of one’s interests.” If there’s 
going to be a term for behavior that is burdensome 
partly because the o"en well-intentioned people 
who do it are blind to its wrongness and cumulative 
effect, baking “aggression” into that term is hugely 
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the possibility that someone in their midst may have endured 
the experience under discussion, so that they can speak 
with care.154 

Cornell University assistant professor Kate Manne:

Trigger warnings are nothing new. The practice origi-
nated in Internet communities, primarily for the ben-
efit of people with post-traumatic stress disorder. The 
idea was to flag content that depicted or discussed 
common causes of trauma, like military combat, child 
abuse, incest and sexual violence. People could then 
choose whether or not to engage with this material.

But trigger warnings have been adapted to serve 
a subtly different purpose within universities. In-
creasingly, professors like me simply give students 
notice in their syllabuses, or before certain reading 
assignments. The point is not to enable—let alone en-
courage—students to skip these readings or our subse-
quent class discussion (both of which are mandatory 
in my courses, absent a formal exemption). Rather, it 
is to allow those who are sensitive to these subjects 
to prepare themselves for reading about them, and 
be$er manage their reactions. The evidence suggests 
that at least some of the students in any given class of 
mine are likely to have suffered some sort of trauma, 
whether from sexual assault or another type of abuse 
or violence. So I think the benefits of trigger warnings 
can be significant…. It’s not about coddling anyone. 
It’s about enabling everyone’s rational engagement.155

In February 2014, the University of California at Santa 
Barbara student government passed a resolution asking for 
trigger warnings on syllabi.156 According to a piece in The 
New York Times by the resolution’s sponsor, Bailey Loverin, 
then a second-year student, the request was aimed to yield 
warnings that would alert anyone who has had such traumatic 
experiences as molestation, sexual assault, family violence, 
suicide, or war so that they could “be prepared to face un-
comfortable material and could be$er contribute to the 
discussions or opt to avoid them.”157 

In May 2015, the Organization of American Historians pub-
lished a roundtable that asked history professors to discuss 
how best to teach about violent and troubling events. 
Angus Johnston, adjunct assistant professor at Hostos 
Community College, CUNY, wrote: 

We have a responsibility to take reasonable steps 
to ensure that students don’t experience trauma 
in the classroom, and we can do that in a variety 
of ways. Among them are these: We shouldn’t 
goad students gratuitously or capriciously. Shock 
for shock’s sake is rarely pedagogically useful, and 
can alienate students in ways we don’t intend. We 
should also give students notice if we know that 

upon controversial or provocative material as potentially 
trauma-inducing, distorting how they respond to it. Others, 
however, see the warnings as conducive to a comfortable 
classroom environment and of a piece with other kinds of 
content labels that have long been taken for granted, such 
as movie ratings. 

Trigger warnings are defined by the Oxford Dictionaries 
this way: “A statement at the start of a piece of writing, video, 
etc., alerting the reader or viewer to the fact that it contains 
potentially distressing material (o"en used to introduce a 
description of such content): Trigger warning: sexual assault 
discussed very bluntly.”147

In a comprehensive December 2015 report titled “What’s 
All This About Trigger Warnings?” the National Coalition 
Against Censorship148 defined them as follows:

For purposes of the survey, trigger warnings were de-
fined as “wri$en warnings to alert students in advance 
that material assigned in a course might be upse$ing 
or offensive. Originally intended to warn students 
about graphic descriptions of sexual assault that it was 
thought might trigger post-traumatic stress disorder 
(PTSD) in some students, more recently trigger warn-
ings have come to encompass materials touching on a 
wide range of potentially sensitive subjects, including 
race, sexual orientation, disability, colonialism, torture, 
and other topics. In many cases, the request for trig-
ger warnings comes from students themselves.”149

For Trigger Warnings: Foster Greater Ease in  
Learning and Support for Students Who Have  
Undergone Trauma
Faculty and student proponents proffer various rationales 
for trigger warnings. As journalist Katie Rose Guest Pryal 
explained in Women in Higher Education in March 2013, 
such warnings are seen as a way to help students who have 
suffered traumatic experiences avoid some of the reactions 
documented in the medical diagnoses of pos$raumatic stress 
disorder (PTSD).150 The growing awareness of trigger warn-
ings could arise from the increased social knowledge and 
acceptance of PTSD as a legitimate mental disorder.151 In 
the context of the classroom, according to Pryal, warning 
students who have survived rape that a book may contain a 
vivid discussion of sexual assault is aimed to avoid a situation 
wherein the student encounters such disturbing material 
unprepared, and may be forced to relive some of the past 
trauma she endured. 

Other students, writers, and professors argue that the 
warnings are merely a ma$er of thoughtfulness and consid-
eration for the diversity of students and their experiences.152 
They enable students to prepare to encounter troubling 
material and ease their participation in course work and 
class discussion, proponents argue.153 Kathryn Pogin, a North-
western graduate student, told PEN America that she finds 
value in the concept in that it makes all students aware of 
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warnings are antithetical to the university’s core educa-
tional mission of preparing students for the intellectual 
rigors of the outside world, where challenging ideas and 
differences of opinion must be tolerated and respected:

Particularly in an academic context, there’s some-
thing infantilizing and inherently anti-intellectual 
about flagging every potentially disturbing work 
with a trigger warning. The trigger warning is an 
engraved invitation to opt out of a challenging in-
tellectual experience. To the extent trigger warnings 
proliferate, they encourage habits of mind that are 
not conducive to intellectual inquiry.160

Along similar lines, writer Jenny Jarvie wrote in a March 
2014 article in The New Republic called “Trigger Happy” 
that “[t]he trigger warning signals not only the growing 
precautionary approach to words and ideas in the uni-
versity, but a wider cultural hypersensitivity to harm and 
a paranoia about giving offense.161 

In August 2014, the American Association of Univer-
sity of Professors (AAUP) issued a report, “On Trigger 
Warnings,” opposing them on the grounds that they harm 
both academic freedom and the intellectual engagement 
necessary for education: 

[E]ven voluntary use of trigger warnings included 
on syllabi may be counterproductive to the educa-
tional experience. Such trigger warnings conflate 
the exceptional individual experience of trauma 
with the anticipation of trauma for an entire group, 
and assume that individuals will respond negatively 
to certain content. A trigger warning might lead 
a student to simply not read an assignment or it 
might elicit a response from students they other-
wise would not have had, focusing them on one as-
pect of a text and thus precluding other reactions.

Some discomfort is inevitable in classrooms if the 
goal is to expose students to new ideas, have them 
question beliefs they have taken for granted, grap-
ple with ethical problems they have never consid-
ered, and, more generally, expand their horizons so 
as to become informed and responsible democratic 
citizens. Trigger warnings suggest that classrooms 
should offer protection and comfort rather than an 
intellectually challenging education. They reduce 
students to vulnerable victims rather than full par-
ticipants in the intellectual process of education. 
The effect is to stifle thought on the part of both 
teachers and students who fear to raise questions 
that might make others “uncomfortable.”162

Haidt and Lukianoff warned that trigger warnings offered 
precisely the wrong solution to the problem of trauma, 

upcoming material may be emotionally or psycho-
logically challenging. And we should be alert to 
students’ personal responses to material presented 
in class and be ready to engage with such responses 
where appropriate.158

In the same roundtable, writer and historian Jacqui 
Shine commented:

I don’t think that trigger warnings have ever been a 
controversial subject of discussion among academ-
ics. I don’t think historians have a responsibility to 
“protect” anyone from even the most difficult truths 
of the past. I do think that we have an obligation 
to grapple with them and to teach and talk about 
them. Quite separately, we also have an obligation, 
not to keep our classrooms “safe,” but, at minimum, 
to consider the conditions under which we ask stu-
dents to think and learn and to consider how we 
ourselves create those conditions.… Students live 
full lives outside of our classrooms, ones that some-
times include personal trauma. I think what some 
students are asking for here is a fuller consideration 
of that one fact.159

Erik Baker, a Northwestern student activist who gradu-
ated in 2016, believes that trigger warnings can foster, rather 
than deter, student engagement with difficult material:

 [T]he psychological phenomenon of shu$ing down or 
disengaging is something that is really underestimated 
by a lot of critics of trigger warnings. Regardless of 
whether or not you slap a trigger warning on a book 
that’s in the curriculum, if someone’s a survivor, and 
there’s a book about rape, there’s a decent chance 
they’re not going to read the book. That was just as 
true today as it was 25, 40, however many years ago. 

Proponents of trigger warnings believe that they foster 
not just a more comfortable classroom environment but a 
more constructive one. They believe that by offering sign-
posts for challenging material to come, faculty can signal 
respect to affected students, encourage other students 
to likewise be mindful of others’ sensitivities, and ensure 
that students are prepared to confront material that may 
be difficult for them. Where faculty members do not see fit 
to adopt trigger warnings of their own accord, some advo-
cates would situate this responsibility with the university.

Against Trigger Warnings: Challenging Material  
Is What College Is All About; It Needs No  
Special Label
The push for trigger warning on campus has provoked a 
torrent of critical comment. In May 2014, cultural com-
mentator Kathleen Geier wrote in The Baffler that trigger 
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administrators was of particular concern to non-tenured 
and contingent faculty.

Opponents of trigger warnings see them as a danger-
ous step along the slippery slope of warnings, red flags, 
and prohibitions that will circumscribe the subject ma$er 
taught in college classrooms. They question the social sci-
ence rationale for trigger warnings, arguing that they will 
lead students to avoid rather than engage with material 
that may echo their own traumas, deferring recovery. They 
are concerned that trigger warnings prejudge how students 
may react to course material, depriving the class of the 
chance for authentic and unfiltered responses. 

The Debate Over Safe Spaces
At schools across the country, including Oberlin, UCLA, 
NYU, and UC Berkeley,167 students have demanded des-
ignated “space spaces” such as dedicated dorm floors or 
student centers devoted to the interests of, for instance, 
students of African descent, where those in the minority 
can gather with the expectation of being temporarily in the 
majority, among others with similar experiences or points 
of view.168 While there is li$le debate that universities 
bear an absolute responsibility to keep their campuses 
physically safe, when it comes to psychological and emo-
tional safety the questions become more fraught. This is 
particularly in instances when dangers to physical and 
emotional safety for vulnerable students overlap. 169

The Oxford Dictionary defines a safe space as: “A place 
or environment in which a person or category of people 
can feel confident that they will not be exposed to dis-
crimination, criticism, harassment, or any other emotional 
or physical harm: Women’s refuges provided a safe space 
for victims of domestic violence.”170

Discussing the rape culture debate at Brown, which led the 
university’s president to help arrange an alternative gathering 
in an adjacent room, Judith Shulevitz described the desig-
nated safe space: “The room was equipped with cookies, 
coloring books, bubbles, Play-Doh,” and other accoutrements 
of childhood, offering those a$ending the debate a retreat 
for when they got too distressed to keep listening.171 

During the fall of 2015, University of Missouri students 
of color and their allies held a series of protests against 
racial discrimination on campus. One of the organizers, 
graduate student Jonathan Butler, launched a hunger strike 
demanding that the university president resign. In solidar-
ity, the university’s varsity football team refused to play. 
Within days the president and chancellor had resigned. 
The protesters who had been camping out on the univer-
sity quadrangle celebrated and pushed away a student 
journalist who was trying to photograph their gathering, 
saying that their outdoor convening was a “safe space,” 
and that they wanted to be free from journalistic scrutiny.172

The concept of a safe space is not always limited to a 
specific site, moment, or group; its sometimes encom-
passes the entire campus. At Yale, as discussed in the case 

since some psychologists have wri$en that desensitiza-
tion—engaging with rather than avoiding the stimulus that 
reminds the trauma sufferer of the original event—is health-
ier and more likely to foster recovery in the long term:

[T]he very idea of helping people with anxiety 
disorders avoid the things they fear is misguided. 
Students who call for trigger warnings may be 
correct that some of their peers are harboring 
memories of trauma that could be reactivated by 
course readings. But they are wrong to try to pre-
vent such reactivations. Students with PTSD should 
of course get treatment, but they should not try 
to avoid normal life, with its many opportunities 
for habituation. Classroom discussions are safe 
places to be exposed to incidental reminders of 
trauma.… And they’d be$er get their habituation 
done in college, because the world beyond college 
will be far less willing to accommodate requests for 
trigger warnings and opt-outs.

The expansive use of trigger warnings may also 
foster unhealthy mental habits in the vastly larger 
group of students who do not suffer from PTSD or 
other anxiety disorders. People acquire their fears 
not just from their own past experiences, but from 
social learning as well. If everyone around you acts 
as though something is dangerous—certain neigh-
borhoods, novels depicting racism—then you are 
at risk of acquiring that fear too.163 

Others point out that while trigger warnings may be 
problematic, they don’t merit alarm because they’re not 
widely used. The December 2015 report by the National 
Coalition Against Censorship (NCAC) was subtitled, “The 
emerging campus free speech problem might not be all 
that it seems. It could be worse.”164 The NCAC received 
survey responses from more than 800 members of the 
Modern Language Association and the College Art Associ-
ation. Many faculty were concerned about the possibility 
that some requests for trigger warnings were cloaked 
requests to avoid controversial material and could chill 
intellectual engagement. But the NCAC found that fewer 
than 1 percent of respondents said their home institutions 
had a policy on trigger warnings, 7.5 percent reported 
that students had requested such a policy, and 15 percent 
reported individual requests for warnings.165 While 62 per-
cent of respondents said they thought trigger warnings 
had or would have a negative affect on academic freedom, 
more than half said that they had voluntarily provided 
less formal “warnings about course content.”166 The sur-
vey revealed widespread agreement that the decision of 
whether or not to use warnings should be the exclusive 
prerogative of individual instructors and not influenced by 
department heads, deans, or administrators. Pressure from 
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it is, like so many other rights, one that has always 
been inalienable to them. They wrongly assume 
we all enjoy such luxury and are blindly seeking 
something even more extravagant. They assume 
that we should simply accept hate without wanting 
something be$er. They cannot see that what we 
seek is sanctuary. We want to breathe.175

In January 2016, Morton Schapiro, president of North-
western, published an article in The Washington Post 
titled “I’m Northwestern’s President. Here’s Why Safe 
Spaces Are Important,” which argued that safe spaces 
mean nothing more than the right to eat together at 
lunch or have a cultural center where a group can relax 
among others with similar interests, experiences, and 
backgrounds. He told an anecdote about a proposal to 
relocate the university’s multicultural affairs office in 
the Black House, a black student center, which elicited 
powerful opposition:

One black alumna from the 1980s said that she and 
her peers had fought to keep a house of their own 
on campus…. [S]he said, we should put that office 
elsewhere, leaving a small house with a proud his-
tory as a safe space exclusively for blacks.

A recent white graduate agreed. She argued that 
everyone needed a safe space and that for her, 
as a Jew, it had been the Hillel house. She knew 
that when she was there, she could relax and not 
worry about being interrogated by non-Jews about 
Israeli politics or other concerns. So why is the 
Black House an issue in the eyes of some alumni 
who write saying that we should integrate all of 
our students into a single community rather than 
isolate them into groups? I have never gotten a 
single note questioning the presence of Hillel, 
of our Catholic Center or any of the other safe 
spaces on campus.176

Yale College dean Jonathan Holloway feels that the 
concept of safe spaces has been badly misinterpreted, 
as he explained in an interview with Time magazine in 
December 2015:

Students calling for a safe space are not saying 
they want their classroom to be a safe space. They 
know the class is going to be a place to push and be 
pushed, where unusual or different ideas are going 
to be put out there and they have to wrestle with 
them. What the students are talking about when 
they say they want a safe space is, “I would like to 
be able to come back to my college if I forgot my 
ID, and somebody is going to let me in because they 
recognize me, instead of being that black kid at the 

study included in this report, administrators and faculty 
were challenged by students for failing to make particular 
residential colleges, and perhaps even the campus as a 
whole, a safe space.173

Eitan Peled, a UCLA student whom PEN America in-
terviewed, demonstrates the amorphous and sometimes 
elusive meaning of safety implied by the concept of safe 
spaces. When asked what it means to “be safe,” he replied: 

It means a lot of things. It means knowing that I can 
walk around during the day or at night freely from 
point A to point B. Being able to express myself as 
I wish on campus, speak my mind, write my mind. 
Wear what I want to wear.… So it’s a spafe space 
where I can do that. Go home at night, close the 
door behind me, feel safe at home. I mean , there’s 
a lot of different places.

For Safe Spaces: Students Need Places to Retreat 
and Be Free From Offense
Safe spaces have their influential defenders. Stanford 
University comparative literature professor David Palum-
bo-Liu argued in Buzzfeed that federal law mandates that 
the campus be a safe place when it comes to racism and 
other forms of denigration: 

Much of the talk about safe spaces amounts to 
justifiable demands for true, unhampered access to 
education. Here, “safe” means you do not have to 
negotiate racist slurs, denigrating behavior, and ad-
ministrations that give lip service to both diversity 
and antiracism. And this kind of safety is promised 
to students by Title VI of the Civil Rights Act of 
1964, which is enforced by the Department of Edu-
cation and bans racial discrimination at institutions 
that receive federal financial assistance.174

Roxane Gay, a writer and associate professor of English 
at Purdue, wrote in The New York Times:

Safe spaces allow people to feel welcome without 
being unsafe because of the identities they inhabit. 
A safe space is a haven from the harsh realities peo-
ple face in their everyday lives.… Those who mock 
the idea of safe space are most likely the same 
people who are able to take safety for granted. 
That’s what makes discussions of safety and safe 
spaces so difficult. We are also talking about priv-
ilege. As with everything else in life, there is no 
equality when it comes to safety.

While no one is guaranteed absolute safety, and ev-
eryone knows suffering, there are dangers members 
of certain populations will never know.… Those who 
take safety for granted disparage safety because 
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to that. Were he alive, Patrick Henry would no doubt 
inform [UC Berkeley] Chancellor Dirks that “Give me 
liberty insofar as we feel safe and respected asking 
for it!” doesn’t quite have the same ring to it.179

Judith Shulevitz points out that certain safe spaces on 
campus have historically been useful to activists working 
to build movements and plot campaigns—for example, the 
feminist consciousness raising circles of the 1960s. But the 
concept as applied on campus today has mushroomed to 
impinge on open discourse. She wrote:

Now students worry whether acts of speech or 
pieces of writing may put them in emotional peril.… 
But while keeping college-level discussions “safe” 
may feel good to the hypersensitive, it’s bad for 
them and for everyone else. People ought to go 
to college to sharpen their wits and broaden their 
field of vision. Shield them from unfamiliar ideas, 
and they’ll never learn the discipline of seeing the 
world as other people see it. They’ll be unprepared 
for the social and intellectual headwinds that will hit 
them as soon as they step off the campuses whose 
climates they have so carefully controlled. What will 
they do when they hear opinions they’ve learned to 
shrink from? If they want to change the world, how 
will they learn to persuade people to join them?180

Writing in an August 2016 piece called “The Fine Line 
Between Safe Space and Segregation,” Atlantic senior 
associate editor Emily Deruy noted that safe spaces can 
lead groups of students to reject encounters with those 
with different views and backgrounds: “While many see the 
creation of safe spaces for black students, LGBT students, 
and other minorities as a positive step toward helping 
them navigate campus, others see it as re-segregation 
and a step backward.”181

Opponents of safe spaces worry that these enclaves are 
inimical to open intellectual exchange, create cocooned 
se$ings inhabited by the likeminded, and will impair stu-
dents’ preparation for the world. They argue that students 
who inhabit safe spaces will be impoverished in terms of 
their intellectual experience on campus and dependent on 
environments that do not test their ideas or force them to 
hone their beliefs based on rigorous interchange.

gate who can’t get in because he’s forgo$en his ID.” 
They just want to be students. The safe space issue 
has really been bent beyond recognition from the 
way I understand it.177

Defenders of safe spaces believe that subjecting students 
to offenses based on their identity undercuts their ability 
to participate fully and confidently in campus life, depriving 
them of their right to educational equality. In addition to 
emotional and psychological safety, safe spaces can provide 
physical safety for minority groups, like the LGBT commu-
nity, who statistically face more discrimination than their 
heterosexual peers. Some argue that aspersions cast on the 
need for safe spaces come disproportionately from those 
whose status, race, ethnicity, or sexual orientation renders 
them inherently be$er protected than others. 

Against Safe Spaces: Assured Emotional Safety on 
Campus Is Inimical to Intellectual Openness
In a high-profile guesture that quickly became a rallying cry 
for those who believe that student activists have gone too 
far, University of Chicago Dean of Students John Ellison 
sent a strongly worded le$er in August 2016 to all incom-
ing members of the class of 2020 before they arrived on 
campus. The le$er was an unequivocal defense of free 
speech and a reaction to the new language of harm: “Our 
commitment to academic freedom means that we do not 
… condone the creation of intellectual “safe spaces” where 
individuals can retreat from ideas and perspectives at 
odds with their own.”178

Writer Mark Hemingway, in his Eugene C. Pulliam lec-
ture at Hillsdale College on March 17, 2016, argued that 
safe spaces jeopardize free speech, and the riskiest kind 
of speech—speaking truth to power—has nothing to do 
with safety:

It is emphatically not true that the right to free 
speech depends on whether you are in a “safe 
space,” a concept college kids like to talk about 
but doesn’t really exist. Rather, the entire notion 
of America stands or falls on the assertion that our 
absolute right to free speech predates and stands 
apart from any authority that threatens it.

History is full of heroes and martyrs who can testify 
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by students on other students if the harassment is seri-
ous enough and if it creates a “hostile environment” for 
students.190 To ensure compliance with the law’s complex 
requirements, OCR has issued several “Dear Colleague” 
le$ers—administrative guidelines—and distributed them 
to nearly all universities.191

The stakes for universities are high. Those that fall under 
the cloud of a Title IX investigation may face unwanted 
media scrutiny and reputational damage, not to mention 
fines and penalties. By June 2016, the OCR was pursuing 
about 300 active investigations into complaints of sexual 
violence or harassment against about 200 universities.192 
While no institutions have actually lost federal funding for 
non-compliance, those facing investigations and lawsuits 
have had to expend millions of dollars for litigation and 
a$orney’s fees.193

The 2011 Dear Colleague Le"er
Many commentators trace the recent spike in campus 
speech controversies involving sexual harassment to the 
OCR’s April 2011 “Dear Colleague” le$er, which signifi-
cantly altered the way institutions of higher education 
are required to evaluate and respond to student charges.

Across the country, students had mobilized to protest 
the failure of their universities to adequately protect vic-
tims of sexual harassment and assault. Surveys showing 
disturbingly high levels of sexual abuse throughout public 
and private universities received widespread media cov-
erage, sparking a national debate over physical safety on 
college campuses.194 The numbers were and are alarming:

In a 2009 study, 19 percent of undergraduate women 
reported that they had been sexually assaulted or 
had experienced an a$empted sexual assault while 
they were students. Another study found that nearly 
14% of undergraduate women had been sexually 
assaulted at least once during their time in college.195

The 2011 Dear Colleague le$er highlighted these statis-
tics on the first page:

The statistics on sexual violence are both deeply 
troubling and a call to action for the nation. A report 
prepared for the National Institute of Justice found 
that about 1 in 5 women are victims of completed or 
a$empted sexual assault while in college. The report 
also found that approximately 6.1 percent of males 
were victims of completed or a$empted sexual as-
sault during college.… The Department is deeply 
concerned about this problem and is commi$ed to 
ensuring that all students feel safe in their school, so 
that they have the opportunity to benefit fully from 
the school’s programs and activities.196

The 2011 le$er established new guidelines for university 

ENFORCING! 
TITLE!IX
Sexual Harassment and Free Speech

Some of the most controversial incidents on American 
campuses have arisen in the context of Title IX, the land-
mark federal civil rights law prohibiting gender and sexual 
discrimination in American education.182 The enactment of 
Title IX, signed into law by President Nixon in 1972, marked 
the culmination of years of concerted campaigning by 
women’s rights advocates to address pervasive discrimina-
tion against women in hiring and employment practices at 
universities as well as to require equality in scholarships, 
financial aid, and other policies.183 The statute reads:

No person in the United States shall, on the basis 
of sex, be excluded from participation in, be denied 
the benefits of, or be subject to discrimination un-
der any educational program or activity receiving 
Federal financial assistance.184

For several decades after its passage, the primary 
impact of Title IX was seen in the requirement that 
universities expend equivalent resources on men’s and 
women’s sports, inaugurating a dramatic expansion in the 
athletic opportunities available to collegiate women.185 
While public universities were immediately subject to 
Title IX, numerous regulations and court rulings were 
required to clarify precisely what the law required at 
private universities.186 In 1987 Congress passed the Civil 
Rights Restoration Act, which specified that universi-
ties that receive any federal funds, including money for 
student financial aid, must comply with civil rights laws 
in all areas, not just in the particular program or activity 
that received federal funding. The 1987 law extended the 
reach of Title IX to encompass virtually all U.S. universi-
ties, public and private.187

Title IX and Sexual Harassment
Investigations into alleged violations of Title IX are carried 
out by the U.S. Department of Education’s Office of Civil 
Rights (OCR).188 Since the 1990s, Title IX has become a 
powerful instrument to address sexual harassment and 
violence on campus. The justification for addressing ha-
rassment under this law is that “sexual harassment of stu-
dents, including sexual violence, interferes with students’ 
right to receive an education free from discrimination and, 
in the case of sexual violence, is a crime.”189

Since its passage in 1972, the scope of Title IX has ex-
panded significantly as a result of judicial and administra-
tive interpretation. A series of Supreme Court precedents 
have extended it to cover sexual harassment perpetrated 
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members were disciplined or fired by their universities 
for speech that was determined to create a hostile en-
vironment.203

Echoing the concerns of free speech advocates, the 
AAUP report highlighted the problem of conflating speech 
and conduct: 

The OCR’s separation of sexual harassment from 
hostile environment creates a seemingly limitless 
definition of harassment that encompasses any 
“unwelcome conduct” (including speech).… The 
collapse of the distinction between speech and 
conduct is glaring. We are not free speech absolut-
ists. We are saying that the danger of saying that all 
forms of speech are potentially sexual harassment 
is that it violates academic freedom, because there 
is no investigation into what is appropriately reg-
ulated speech and what is not. The line between 
discomfort and harassment has been blurred.204

Several of the co-authors of the AAUP report inter-
viewed by PEN America are prominent and accomplished 
academics who have played leading roles in advancing 
women’s rights, including through Title IX, over many years. 
Historian Joan Wallach Sco$, professor emerita at the In-
stitute for Advanced Study, told PEN that recent changes 
have gone too far, creating warped incentives and distract-
ing from the core purpose of Title IX. She contended that 
administrators—in their anxiety to avoid the bad publicity 
and potential economic penalties of being investigated 
by OCR, let alone found in violation—have mistakenly 
come to treat verbal disputes involving personal pain and 
discomfort as actionable harassment. Sco$ further noted 
that administrators were handing down excessive penal-
ties to those found to violate the overbroad definition 
of sexual harassment, a classic case of chilling speech 
through administrative overreach based on vaguely de-
fined legal standards. Sco$ termed this response a “sex 
panic.” Faculty now worry that oversensitive students 
could charge them with creating a hostile environment 
by, say, asking disquieting questions about the limits of 
consent during a discussion of rape law. Sco$ said that 
some faculty members have changed their syllabi to ensure 
that students won’t encounter ideas that could elicit such 
harassment claims.205

The AAUP report described a reinforcing cycle of chilled 
speech: Administrators are incentivized by their fear of 
OCR scrutiny to overreact to student concerns over of-
fensive speech, and faculty are incentivized to keep quiet 
on controversial topics that might enmesh them in an offi-
cial inquiry with inadequate due process protections and 
dangerous career consequences. It described a “sharp 
increase in the number and scope of OCR’s investigations 
and findings that universities have violated Title IX … a 
frenzy of cases in which administrators’ apparent fears of 

compliance, broadening the definition of sexual harass-
ment to encompass not only offensive conduct but also 
offensive speech “of a sexual nature” that creates a “hostile 
environment” for education.197 This conflation of conduct 
and speech lies at the root of recent Title IX controversies. 

The guidelines also stressed schools’ obligation to be 
proactive: “In addition to ensuring full compliance with 
Title IX, schools should take proactive measures to prevent 
sexual harassment and violence. OCR recommends that 
all schools implement preventive education programs and 
make victim resources, including comprehensive victim 
services, available.”198 The OCR also required offending 
institutions to take immediate remedial steps once a hos-
tile environment was found to exist:

If a school determines that sexual harassment that 
creates a hostile environment has occurred, it must 
take immediate action to eliminate the hostile envi-
ronment, prevent its recurrence, and address its ef-
fects. In addition to counseling or taking disciplinary 
action against the harasser, effective corrective 
action may require remedies for the complainant, 
as well as changes to the school’s overall services 
or policies.199 

The 2011 Dear Colleague le$er further stated that stu-
dents should be encouraged to report sexual harassment 
to authorities as soon as the unwelcome sexual conduct 
takes place, even if it does not create a hostile environ-
ment, in the hope that it can be nipped in the bud.200 The 
OCR has since elaborated on the broadened definition of 
harassment set out in the 2011 le$er. In a 2013 resolution 
decision reached with the University of Montana in Mis-
soula, OCR clarified that “sexual harassment is unwelcome 
conduct of a sexual nature” and found fault with Montana’s 
wri$en policy for “improperly suggest[ing] that the con-
duct does not constitute sexual harassment unless it is 
objectively offensive.” 201

AAUP Report on Title IX
In June 2016, the American Association of University Pro-
fessors presented a report outlining its free speech con-
cerns with Title IX called “The History, Uses and Abuses 
of Title IX.”202 The authors of the report and many of 
those who have voiced support for it underscore that 
they recognize the vital importance of Title IX writ large, 
and also specifically as an enforcement mechanism to 
combat sexual harassment. Their quarrel is with the spe-
cific interpretation set out in 2011, which can turn lawful 
and protected speech into grounds for legal complaints, 
lengthy investigations, and even punitive sanctions. While 
offering strong support for the imperative of ending sexual 
discrimination in American education, the AAUP report 
catalogs a long list of faculty complaints with Title IX, cit-
ing several high-profile campus incidents in which faculty 
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Buchanan sued, as The Chronicle of Higher Education 
reported.210 Her lawsuit asserted that Louisiana State 
based its decision to fire her on an overly expansive defi-
nition of sexual harassment shaped by federal guidance 
that oversteps the law. Citing the university’s own policies, 
Buchanan’s complaint says, “No suggestion has ever been 
made that Professor Buchanan engaged in any kind of 
‘physical behavior of a sexual nature,’ ‘quid pro quo ha-
rassment,’ or ‘sexual discrimination’ of any kind.” Instead, 
it says, “the purported violations of LSU policies were 
based entirely on occasional comments that some later 
claimed offended them.”211 

Goldberg documented another instance of Title IX over-
reach, in which tenured sociology professor Pa$i Adler 
was forced to stop teaching at University of Colorado at 
Boulder. Students of her class on deviance in American 
society reported feeling uncomfortable a"er witnessing 
“a skit, in which teaching assistants, former students and 
friends collaborate on scripts about various figures in the 
prostitution world, then act them out in front of the class.”212 
Her role-playing exercise was reviewed by the university’s 
Office of Discrimination and Harassment, which found it 
to be a “risk” to the university in that it could potentially 
form the basis for a complaint of harassment under Title IX. 
Provost Russell Moore wrote a campus-wide email about 
the case, saying: “Academic freedom does not allow fac-
ulty members to violate the University’s sexual harassment 
policy by creating a hostile environment for their teaching 
assistants, or for their students a$ending the class.”213 

Risa Lieberwitz, a co-author of the AAUP report, feels that 
these cases have created “a high fear environment” among 
her colleagues and notes the “irony that feminist women are 
the targets of these publicized cases, partly because they 
teach uncomfortable topics like sexual deviance.”214

Against: Overbroad Definition of Harassment  
Chills Speech, Hampers Teaching and Impairs  
Campus Environment
The expansion of Title IX’s definition of harassment at the 
expense of academic freedom has been widely criticized 
by a growing chorus of free speech advocates—not only 
on campus but across the country. These critics maintain 
that the combination of OCR interpretations that allow 
speech to be construed as conduct; that recognize harms 
from subjectively offensive speech; and that require con-
duct to be reported and investigated even when it does 
not rise to the level of creating a hostile environment can 
and has led to a broad chilling of academic speech. There 
are concerns that, absent reform, current applications of 
these Title IX provisions incentivize teaching and learning 
in the lowest emotional registers, avoiding texts or themes 
that provoke, challenge, or test boundaries. The problem 
is compounded, in the view of critics, by OCR’s failure to 
acknowledge, or even mention, the critical role that free 
speech plays in the educational mission of universities. 

being targeted by OCR have overridden faculty academic 
freedom and student free speech rights.”206 

The conclusions of the AAUP report were damning: 

As currently interpreted, sexual harassment con-
sists not only of sexual misconduct but also of 
speech that creates a “hostile environment.” When 
speech and conduct are conflated, however, the 
constitutional and academic freedom protections 
normally afforded speech are endangered. We do 
not argue that speech can never create a hostile 
environment nor that all speech is protected, only 
that ma$ers of speech are difficult to negotiate 
and always require a$ention to First Amendment 
guarantees and to considerations of academic free-
dom. We do argue that questions of free speech 
and academic freedom have been ignored in re-
cent positions taken by the Office for Civil Rights 
(OCR) of the Department of Education, which is 
charged with implementing the law, and by college 
and university administrators who are expected to 
oversee compliance measures.207

Tenured Professors Fired
Many commentators say that the most chilling cases of 
campus speech involve discipline taken against tenured 
professors for speech on campus. Journalist Michelle 
Goldberg reported in an article titled “This Professor 
Was Fired for Saying ‘Fuck No’ in Class”208 that Louisiana 
State University had fired a tenured professor because the 
language she used in class was sexually inflected enough 
to create a hostile environment:

On June 19, Teresa Buchanan, a tenured associate 
professor of education at Louisiana State Univer-
sity, was fired from the school where she’d taught 
for twenty years for using off-color language. Her 
alleged offenses included saying, in class, “fuck no” 
and making a joke about sex declining in long-term 
relationships, as well as using the word “pussy” in 
an off-campus conversation with a teacher.… 

A faculty commi$ee determined that there was 
no evidence that her words were “systematically 
directed at any individual.” Nevertheless, the com-
mi$ee said her language created a “hostile learning 
environment” that constituted sexual harassment. 
It recommended that she be censured and noth-
ing more, concluding: “The stress already inflicted 
on Dr. Buchanan by the … hearing process itself is 
seen as an adequate punishment, given the nature 
and apparent infrequency of the noted behaviors.” 
The administration rejected that and decided to go 
further, dismissing her.209 
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sexually tinged speech in the classroom may itself amount 
to harassment.219

Contingent and non-tenured faculty are particularly 
exposed. Scott, an author of the AAUP report, told  
PEN America:

Untenured professors and the adjuncts who are 
on year-to-year contracts, the contingent faculty, 
are the most vulnerable. They don’t even have to 
be told why they’re not being renewed. AAUP’s 
argument is that tenure is the best protection, but 
it hasn’t protected cases from coming up. Laura 
Kipnis, Pa$i Adler, and Teresa Buchanan all had 
tenure. We quote a couple of deans in the report 
who say: When it’s tenure versus OCR, OCR will 
win. OCR trumps tenure protections every time.220

Former ACLU president Nadine Strossen, in a 2015 
lecture at the Shorenstein Center on Media, Politics and 
Public Policy, emphasized the extent of the pressure that 
OCR investigations place on all schools, even those with 
financial means to pay potential penalties:

By threatening to pull federal funds, the OCR has 
forced schools, even well-endowed schools such as 
Harvard, to adopt sexual misconduct policies that 
violate many civil liberties.… In short, campuses are 
pressured to punish as harassment any expression 
with any sexual content that anyone subjectively 
finds offensive, no ma$er how unreasonably or ir-
rationally.”221

Strossen summarized the case against Title IX overreach 
by citing a string of high-profile examples involving the 
discipline of faculty where, in her view, universities have 
trampled on free speech:

The Naval War College placed a professor on admin-
istrative leave and demanded he apologize because, 
during a lecture that critically described Machiavelli’s 
views about leadership, he paraphrased Machiavelli’s 
comments about raping the goddess Fortuna. 

The University of Denver suspended a tenured pro-
fessor and found him guilty of sexual harassment 
for teaching about sexual topics in a graduate-level 
course in the course unit entitled “Drugs and Sin in 
American Life from Masturbation and Prostitution 
to Alcohol and Drugs.”

A sociology professor at Appalachian State University 
was suspended because she showed a documentary 
film that critically examined the adult film industry.

A sociology professor at the University of Colorado 

Prior guidance from OCR did make reference to the im-
portance of upholding academic freedom and free speech 
in the course of Title IX enforcement.215 

As the Foundation for Individual Rights in Education put it:

With regard to freedom of expression, the April 4 
le$er fails to explicitly acknowledge that colleges 
owe free speech rights to their students. It also fails 
to recognize the fact that truly harassing conduct 
(as defined by the law) is distinct from protected 
speech.… The reason this lack of clarity is so im-
portant (and so disappointing) is that many colleges 
already enforce vague and overly broad sexual ha-
rassment policies, and o"en confuse speech pro-
tected by the First Amendment with speech or 
conduct that is actually punishable as harassment. 
With its lack of guidance on this issue, OCR’s April 
4 le$er compounds these problems.216 

The National Coalition Against Censorship agrees that 
the 2011 Dear Colleague le$er has resulted in actions 
by university administrators that impinge upon free ex-
pression. On June 11, 2015, its executive director, Joan 
Bertin, submi$ed comments to the U.S. House Judiciary 
Commi$ee, writing:

In our view, in an otherwise laudable effort to 
eliminate discrimination in education, OCR has 
adopted an expansive and vague definition of ha-
rassment that encompasses speech that is clearly 
protected under the First Amendment. Given its 
enforcement powers, and the threat of charges, 
investigations, and possible disciplinary action, this 
effort to prevent discrimination has reached well 
beyond what the enabling statutes—as interpreted 
by the Supreme Court—envisioned and has instead 
created a climate of fear on college and university 
campuses that not only threatens free speech and 
academic freedom but also undermines the edu-
cational environment and the cause of equality. 217

Commentators have serious concerns that the recent 
OCR interpretations of Title IX have had a broad and 
damaging impact not just on the intellectual climate on 
campuses but also on scholarly and social interactions 
among students, and between students and faculty. 
High-profile stories about professors being disciplined 
and dismissed as a result of errant speech subjectively 
considered offensive has put faculty on notice that even 
a fleeting slip-up could prompt an investigation with dra-
conian consequences.218 Critics argue that an environment 
where students have become highly sensitized to offense, 
faculty are on guard lest they trigger complaints, admin-
istrations are averse to risk and fearful of liability, and 
the OCR stands ready to investigate any complaint of 
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misinterpretation. The 2011 DCL never uses the word 
“speech” and only uses the word “verbal” in connection 
with “conduct of a sexual nature.” AAUP also claims that 
it refers to a speech-based hostile environment when 
it does not. However, it makes us wonder if the authors 
of the report think that evaluations of alleged sexual 
harassment should never consider the verbal com-
ponent of conduct, in the interest of protecting free 
speech and academic freedom. That would obviously 
be a very problematic stance. Not all forms of speech 
conduct are protected in this way under the law.226

The le$er also pointed out a serious concern relating 
to free expression that was not addressed in the AAUP 
report, namely high rates of retaliation against those who 
report instances of campus rape and assault, deterring 
those who fear a loss of job security or other benefits from 
speaking out. Campuses concerned about legal liability 
and public reputations can discourage reporting as well.227

The OCR directly addressed, and dismissed, the criti-
cism that its enforcement policies infringed on academic 
freedom and speech. In an April 2014 “Frequently Asked 
Questions” document relating to sexual violence, it wrote: 

When a school works to prevent and redress dis-
crimination, it must respect the free-speech rights 
of students, faculty, and other speakers. Title IX 
protects students from sex discrimination; it does 
not regulate the content of speech. OCR recog-
nizes that the offensiveness of a particular expres-
sion as perceived by some students, standing alone, 
is not a legally sufficient basis to establish a hostile 
environment under Title IX.”228

was forced to retire early because of a class in her 
course on deviance in which volunteer student assis-
tants played roles in a scripted skit about prostitution.

A professor of English and film studies at San Ber-
nardino Valley College was punished for requiring 
his class to write essays defining pornography. Yes, 
that was just defining it, not even defending it.222

For: Title IX’s Current Approach to Harassment and 
Speech as an Essential Tool to Combat Rampant 
Rates of Harassment 
The Department of Education’s approach to speech and 
harassment has its defenders. Advocates for aggressive 
enforcement of Title IX point to the shocking prevalence 
of sexual violence and discrimination on campus to justify 
the need for intense vigilance against even early manifes-
tations of conduct that could evolve into harassment. A 
public white paper issued by prominent law professors and 
scholars in support of the OCR’s recent actions began by 
noting that “three decades of research showing epidemic 
levels of sexual harassment at colleges and universities”223 
is sufficient to validate robust enforcement, arguing that: 
“If the 2011 DCL came as a surprise to any school it could 
only have been because that school had not been paying 
a$ention either to what OCR had been regulating as sexual 
harassment or to what was happening on its own campus.”224

The white paper described the long-term harms suffered 
by survivors of sexual violence and harassment—especially 
those re-victimized by schools failing to provide them with 
proper support and access to justice:

Evidence shows that many victims are at serious 
risk of experiencing a downward spiral of damaging 
health, educational and economic effects.… The cost 
that school cultures of masculine sexual aggression 
and entitlement impose on women, girls and gender 
minorities compel action, and we applaud the OCR 
for taking such action. Indeed, as an Office for Civil 
Rights, OCR must act to redress injuries that such a 
culture disproportionately inflicts on certain groups of 
students based on gender and various intersectional, 
multidimensional identities (emphasis in original).225 

A number of prominent feminist university professors 
have also challenged the AAUP report’s assessment that 
Title IX investigations jeopardize free speech. Faculty 
Against Rape, an ad hoc association with more than 300 
professors and civil rights activists, released a public le$er 
criticizing the AAUP report for factual and legal errors and 
disputing its central contention that the OCR is conflating 
protected speech and sexual harassment:

We believe that the AAUP’s claim that the OCR’s 
2011 DCL “conflates conduct and speech” is a 
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institutions’ handling of their complaints, and who 
then, logically, ask the office charged with ensuring 
equal educational opportunity to help them and 
students like them to find redress.232

In fact, some advocates call for OCR to expand rather 
than limit its mandate, arguing that the severity and perva-
siveness of harassment, particularly in light of new social me-
dia platforms, warrant broad and aggressive measures that 
should not be forestalled by concerns over free speech.233 
An October 20 le$er sent by more than 50 women’s rights, 
gay rights, and other civil rights groups to then–secretary 
of Education Arne Duncan and his deputy for civil rights 
complained that “many schools have shirked these legal 
obligations by citing vague First Amendment concerns.”234 
The le$er urged measures to intensify the application of 
Title IX, particularly to target social media sites such as Yik 
Yak that allow users to post anonymously. The le$er stated 
that these applications were being used to:

harass, threaten, and a$ack their peers while hiding 
behind a perceived shield of anonymity. So far, aca-
demic institutions have not adequately responded 
to this new phenomenon, essentially allowing stu-
dents to engage in sex- and race-based harassment 
that would otherwise be prohibited by Title IX and 
Title VI.235  

In the view of Title IX defenders, rather than being 
guilty of administrative overreach and the chilling of 
speech, the OCR is simply fulfilling its statutory man-
date. The National Women’s Law Center has complained 
that the OCR “is facing unwarranted criticism for doing 
its job” to redress the disturbing prevalence of sex-
based discrimination on campuses and urged “the De-
partment to continue helping schools understand their 
legal obligations.”229 

To make ma$ers worse, these critics point out that 
OCR’s budget has been slashed in half since 1980 while 
student complaints have tripled.230 This has created a 
large backlog of cases and heightened the imperative 
of transferring the onus of policing harassment from the 
OCR to the universities themselves, as well as the need to 
emphasize prevention. The OCR sets a goal to complete 
cases within 180 days, but in 2014 the average time to 
resolve a complaint was 1,469 days, up from 379 days in 
2009.231 As the white paper points out:

OCR is not initiating these complaints—victims are. 
At times, critics of the 2011 DCL seem to suggest 
that OCR has created a problem that schools must 
then solve, but the but the problem originates at 
the schools themselves. The problems is the thou-
sands of students who are assaulted and harassed 
each year, and who feel re-victimized by their 
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The scene in Columbia [Missouri] and the recent 
scene in New Haven share a similar structure: jeering 
student mobs expressing incredulity at the idea of 
political democracy. As far as the students are con-
cerned, they represent the cause of anti-racism, a fact 
that renders the need for debate irrelevant…. They 
are carrying out the ideals of a movement that regards 
the delegitimization of dissent as a first-order goal. 237

Writing for the Atlantic, writer and social critic Cait-
lin Flanagan discerned notes of Stalinism in the campus 
conflicts, writing that while mainstream comedians have 
become leery of campus gigs for fear of triggering a po-
litically correct backlash against their jokes, the moral 
authority is being ceded to those who invoke free speech 
to protect bigotry: 

O, Utopia. Why must your sweet governance always 
turn so quickly from the Edenic to the Stalinist? 
The college revolutions of the 1960s—the ones that 
gave rise to the social-justice warriors of today’s 
campuses—were fueled by free speech. But once 
you’ve won a culture war, free speech is a nuisance, 
and “eliminating” language becomes a necessity…. 

Meanwhile—as obvious reaction to all of this—frat 
boys and other campus punksters regularly flout the 
thought police by staging events along elaborately 
racist themes, events that, while patently vile, are 
beginning to constitute the free-speech movement 
of our time.238

Atlantic staff writer Conor Friedersdorf wrote in Novem-
ber 2015 about what he called the “new intolerance” on 
campuses.239 He called activists at Yale “bullies” for their 
angry response to assistant house master Erika Christakis’s 
email questioning a campus directive on avoiding offense 
in Halloween costumes. To Friedersdorf her email was “a 
model of relevant, thoughtful, civil engagement”:

Hundreds of Yale students are a$acking them, 
some with hateful insults, shouted epithets, and a 
campaign of public shaming. In doing so, they have 
shown an illiberal streak that flows from flaws in 
their well-intentioned ideology….

Their mindset is anti-diversity, anti-pluralism, and 
anti-tolerance, a seeming data-point in favor of April 
Kelly-Woessner’s provocative argument that “young 
people today are less politically tolerant than their 
parents’ generation.”240

Even some who are sympathetic to the demands of stu-
dent protesters have questioned certain of their tactics. 
In a January 14, 2016 essay in The New York Review of 

SPEECH!IN!A! 
STRAITJACKET
Concerns for Expression on Campus 

The dozens of incidents described above and countless 
others on campuses nationally have spurred a ra" of writ-
ings, speeches, and commentaries outlining a series of 
critiques of the current intellectual and social climate 
on American college campuses. The major categories of 
concern can be summed up as follows.

Liberalism Under A"ack 
A number of commentators have sounded the alarm that 
freedom of thought is being policed with dictatorial de-
termination and that conformity of ideas is replacing the 
liberal principle of open intellectual inquiry that is at the 
core of the role of the university. They cite dangers to the 
intellectual climate on campus, to the principles being 
instilled in the next generation of graduates and to the 
values that animate American polity writ large.

Washington Post columnist Catherine Rampell wrote 
in October 2015 in response to the Wesleyan student 
newspaper controversy: 

Crippling the delivery of unpopular views is a 
terrible lesson to send to impressionable minds 
and future leaders, at Wesleyan and elsewhere. 
It teaches students that dissent will be punished, 
that rather than pipe up they should nod along. It 
also teaches them they might be too fragile to tol-
erate words that make them uncomfortable; rather 
than rebut, they should instead shut down, defund, 
shred, disinvite.236

Writing in New York magazine, Jonathan Chait articu-
lated these risks, and the risks that political correctness 
poses to democracy, in an article entitled “Can We Start 
Taking Political Correctness Seriously Now?”:

The reason every Marxist government in the history 
of the world turned massively repressive is not be-
cause they all had the misfortune of being hijacked 
by murderous thugs. It’s that the ideology itself 
prioritizes class justice over individual rights and 
makes no allowance for legitimate disagreement…. 

American political correctness has obviously never 
perpetrated the brutality of a communist govern-
ment, but it has also never acquired the powers that 
come with full control of the machinery of the state. 
The continuous stream of small-scale outrages it 
generates is a testament to an illiberalism that runs 
deep down to its core… 

http://heterodoxacademy.org/2015/09/23/how-marcuse-made-todays-students-less-tolerant-than-their-parents/
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expected to act as both protectors and prosecutors? 

… It prepares them poorly for professional life, 
which often demands intellectual engagement 
with people and ideas one might find uncongenial 
or wrong. The harm may be more immediate, too. 
A campus culture devoted to policing speech and 
punishing speakers is likely to engender pa$erns 
of thought that are surprisingly similar to those 
long identified by cognitive behavioral therapists 
as causes of depression and anxiety. The new 
protectiveness may be teaching students to think 
pathologically…

The recent collegiate trend of uncovering allegedly 
racist, sexist, classist, or otherwise discriminatory 
microaggressions doesn’t incidentally teach stu-
dents to focus on small or accidental slights. Its 
purpose is to get students to focus on them and 
then relabel the people who have made such re-
marks as aggressors…245

In August 2014, the AAUP ’s Commi$ee A on Academic 
Freedom and Tenure issued a report on trigger warnings 
that said: 

The presumption that students need to be protected 
rather than challenged in a classroom is at once in-
fantilizing and anti-intellectual. It makes comfort a 
higher priority than intellectual engagement… 

Some discomfort is inevitable in classrooms if the 
goal is to expose students to new ideas, have them 
question beliefs they have taken for granted, grap-
ple with ethical problems they have never consid-
ered, and, more generally, expand their horizons so 
as to become informed and responsible democratic 
citizens. Trigger warnings suggest that classrooms 
should offer protection and comfort rather than an 
intellectually challenging education. They reduce 
students to vulnerable victims rather than full par-
ticipants in the intellectual process of education. 
The effect is to stifle thought on the part of both 
teachers and students who fear to raise questions 
that might make others “uncomfortable.”246

In June 2016 in the New York Times, columnist Frank 
Bruni quoted Nate Kreuter, an assistant professor of En-
glish at Western Carolina University, as saying:

‘[W]e’ve contributed to the weakening of stu-
dent resilience, because we’re so willing to meet 
their needs that they never have to suffer. That 
makes them incredibly vulnerable when things 
go wrong, as they invariably do.’ He was speaking 

Books, “The Trouble at Yale,” Georgetown Law Professor 
David Cole wrote:

The emergence of a nationwide movement for racial 
justice, in which students have been inspired to voice 
their grievances and challenge the status quo, is a 
welcome change from the much-bemoaned apathy 
of previous generations. But … the students have 
sometimes sought to suppress or compel the expres-
sions of others, a fundamentally illiberal tactic that is 
almost certain to backfire, and that risks substituting 
symbol for substance in the struggle for justice.241

A number of 
commentators have 

sounded the alarm that 
freedom of thought is 

being policed  
with dictatorial 
determination. 

Fostering a Culture of Victimhood
A series of articles published between 2014 and 2016 
shared the view articulated perhaps most vividly by Sco$ 
Greer of The Daily Caller who, in November 2015, wrote 
that students were “whiny babies” a$empting to stay within 
a cocoon of protection from any possible offense.242 By 
talking about their feeling “unsafe” because of offensive 
speech, he argued, students have not only lost perspective 
but are conflating emotional distress with actual physical 
harm, retreating from vigorous engagement with differing 
and even objectionable ideas, and nurturing a self-fulfilling 
pathology within themselves.243 

Among the most prominent exponents of this point of 
view are Greg Lukianoff and his coauthor psychologist and 
New York University business professor Jonathan Haidt in 
their widely discussed September 2015 Atlantic cover story, 
“The Coddling of the American Mind.”244 The pair argued 
that this hypersensitivity and self-protectiveness are crip-
pling both students’ mental health and their ability to learn: 

What exactly are students learning when they spend 
four years or more in a community that polices unin-
tentional slights, places warning labels on works of 
classic literature, and in many other ways conveys 
the sense that words can be forms of violence that 
require strict control by campus authorities, who are 

http://www.nytimes.com/2016/06/23/education/in-college-turmoil-signs-of-a-changed-relationship-with-students.html
http://www.nytimes.com/2016/06/23/education/in-college-turmoil-signs-of-a-changed-relationship-with-students.html
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In a November 2015 article in The Atlantic, Conor Frie-
dersdorf urged students to understand—and universities 
to teach—that students possess far greater power and 
authority than they may recognize or claim:

[These ideas] ought to be disputed rather than 
indulged for the sake of these students, who need 
someone to teach them how empowered they are 
by virtue of their mere enrollment; that no one is 
capable of invalidating their existence, full stop; 
that their worth is inherent, not contingent; that ev-
eryone is offended by things around them; that they 
are capable of tremendous resilience; and that most 
possess it now despite the disempowering ideology 
foisted on them by well-intentioned, wrongheaded 
ideologues encouraging them to imagine that they 
are not privileged.250

In his November 2015 article in Tablet Magazine, “Per-
son Up, Yale,” Yale graduate and adjunct professor Mark 
Oppenheimer describes students who “have elected to 
suspend their adulthood, to put it in escrow for four years, 
and to willingly bow before the judgment of their elders.”251 
He suggests that students have been overly focused on 
seeking solutions from administrators, rather than taking 
ma$ers into their own hands: “If ending racism (or racist 
Halloween costumes) is your goal, it will actually work 
be"er to shame students who wear such costumes than to 
ask commi$ees to send annual emails… I would beg these 
students—my students—to look at us, their teachers and 
administrators, and ask themselves: Do you really want 
more of us? More control, more intrusion, more say-so?”252 

Writing in December, 2014 in Inside Higher Ed, former 
Barnard College President Judith Shapiro notes “a ten-
dency toward what we might see as self-infantilization 
on the part of students, who are now in the habit of 
seeking formal institutional support and approval for the 
kinds of activities they used to be capable of managing 
themselves.”253

The American Enterprise Institute points out that this 
emphasis on top-down solutions could have concrete fi-
nancial costs for students. They have argued that the big 
winners in the current bout of campus protests will be 
administrators who will be able to justify adding multiple 
non-faculty positions to university rosters in order to deal 
with student demands, passing on the costs to students 
in the form of higher tuition and fees.254

Poor Preparation for Adult Life 
Numerous analysts and commentators have voiced con-
cern that the current controversies will result in a gen-
eration of students who lack resilience and are poorly 
prepared to navigate the personal and professional dimen-
sions of adult life. These issues are compounded by what 
some see as the problem of upper middle class “helicopter 

in the context of sharp upticks at many colleges 
in the number of students reporting anxiety and 
depression and turning to campus mental health 
clinics for help.247 

In May 2014, cultural commentator Kathleen Geier wrote 
in The Baffler specifically about trigger warnings:

But, particularly in an academic context, there’s 
something infantilizing and inherently anti-intel-
lectual about flagging every potentially disturbing 
work with a trigger warning. The trigger warning is 
an engraved invitation to opt out of a challenging 
intellectual experience. To the extent trigger warn-
ings proliferate, they encourage habits of mind that 
are not conducive to intellectual inquiry.248

Some argue that the emphasis on students as vulnerable 
victims is exiling certain difficult subjects from campus con-
versations and curricula. Harvard University law professor 
Jeannie Suk Gersen wrote in The New Yorker that students 
seemed increasingly anxious about classroom discussion, 
particularly about sexual violence. She bemoaned the fact 
that this anxiety was chilling the teaching of rape law, which 
feminists had fought so hard to add to the curriculum:

[Student women’s organizations] also ask criminal-law 
teachers to warn their classes that the rape-law unit 
might “trigger” traumatic memories. Individual stu-
dents o"en ask teachers not to include the law of rape 
on exams for fear that the material would cause them 
to perform less well. One teacher I know was recently 
asked by a student not to use the word “violate” in 
class—as in “Does this conduct violate the law?”—be-
cause the word was triggering. Some students have 
even suggested that rape law should not be taught 
because of its potential to cause distress.249

These commentators worry that current campaigns and 
concepts risk turning the university from an intellectual 
breeding ground to a psychological nurturing ground. They 
are concerned that overemphasis on vulnerabilities may 
exacerbate rather than ameliorate student anxieties.

Denying Agency to Students 
Some critics are concerned that the top-down solutions 
sought by students—campus-wide policies, administrative 
interventions, disciplining of those responsible for errant 
speech—cedes too much power to university administrators, 
depriving the students of the ability to shape their own com-
munities and denying them of a sense of agency required 
to solve one’s own problems. They worry that by favoring 
solutions that center on official intervention to enforce 
social norms or change a$itudes, students are ceding power 
and giving in to centralization and even authoritarianism.
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conversations—in classrooms and in proverbial late-
night bull sessions—about questions that might veer 
into controversial territory. Questions like: Is sexual 
orientation hard-wired or a personal choice? How do 
you tell the difference between cultural mixture and 
cultural appropriation? And is the Black Lives Ma$er 
movement achieving its objectives?

Snyder goes on to argue that by declaring some argu-
ments functionally off-limits on campus, the quality of 
intellectual discourse writ large will be compromised:

If colleges and universities shrink from engaging 
with materials students find too sensitive, con-
troversial or offensive, the growth of their critical 
thinking skills will be severely stunted. We already 
have a tendency to misrepresent ideas that we dis-
agree with. And that’s when we actually expose our-
selves to them. Only 16 percent of college students 
say Americans do a good job at “seeking out and 
listening to differing viewpoints from their own.” A 
“just say no” approach to “objectionable” materials 
will turn us into intellectual sloths. Without the 
stimulation to interrogate our basic assumptions 
or to consider alternatives to our preferred expla-
nations, our own ideas will devolve into pathetic 
caricatures. If you are in favor of affirmative action, 
for instance, how sophisticated can your position 
really be if you refuse to engage with the claims 
and evidence advanced by its critics?258

Writing for the Williams Record in early 2016 Williams 
College Art History Professor Michael Lewis decries what 
he calls a “blacklist” of speakers blocked from airing their 
views on campus. He offers a personal cautionary tale 
about the risks of declaring certain opinions and per-
spectives—or even political candidates—out of bounds. 
He recounts being in college during the administration of 
Jimmy Carter, during which time:

I never heard the slightest suggestion that mighty 
shi"s in American public opinion were underway 
that would lead to the Ronald Reagan landslide of 
1980. My professors probably were unaware of their 
omission. But by being unable to give students a 
fair and well-informed summary of the basic tenets 
of the Reagan platform, other than a mocking cari-
cature of it, Haverford failed in its duty to prepare 
its students for American life.259

Free speech advocates argue that the exclusion of certain 
ideas and perspectives from campus discourse not only 
violates principles of free expression, but also impoverishes 
the university intellectual environment in ways that can 
cause lasting damage to students and to public discourse.

parents” who hover over their children’s every move; cer-
tain commentators worry that this trend unhelpfully pro-
longs childhood and adolescence, delaying the time at 
which young adults are ready to handle themselves in the 
world. Lukianoff and Haidt ask: “What are we doing to our 
students if we encourage them to develop extra-thin skin 
just before they leave the cocoon of adult protection?”255

In Newsweek, writer and journalist Nina Burleigh sug-
gested universities were at risk of sending their students 
off into the world woefully under-prepared:

Graduates of the Class of 2016 are leaving behind 
campuses that have become petri dishes of ex-
treme political correctness and heading out into 
a world without trigger warnings, safe spaces and 
free speech zones, with no rules forbidding of-
fensive verbal conduct or microaggressions, and 
where the names of cruel, rapacious capitalists are 
embossed in brass and granite on buildings across 
the land. Baby seals during the Canadian hunting 
season may have a be$er chance of survival.256

The Universe of Acceptable Speech on Campus  
Is Shrinking 
Some commentators are concerned that the net effect of 
protests, online outcry and even pointed forms of count-
er-speech is to relegate certain legitimate viewpoints, 
a$itudes and ideas to the outer margins of campus life. 
The fear is that such an approach can shut down inquiry, 
deter dissent, and reify orthodoxies that do not deserve to 
be above question. The concern is that ideological fervor, 
rather than forceful reasoning, is what has drawn these 
new and narrow boundaries of permissible speech. 

In July 2015, writing for Newsweek about efforts in the 
United Kingdom to expunge radical extremism from uni-
versity campuses, Thomas Sco$o decried efforts to delimit 
the acceptable bounds of speech, arguing that free speech 
rights exist to safeguard precisely that speech that may 
be most vulnerable to censure:

The right to free speech exists precisely to protect 
whatever speech the majority finds abhorrent and 
so is inclined to censor. Many of the ideas that led 
to substantial moral progress in history emerged 
out of viewpoints that swam against the currents 
of public opinion. And as John Stuart Mill famously 
noted, even odious ideas can lead to progress, as 
we sharpen our understanding of the truth by ob-
serving its “collision with error” in public debate.257

Jeffrey Aaron Snyder of Carleton College writing for 
Inside Higher Ed, notes some of the topics and views that 
students may hesitate to voice. Students, he writes, are:

understandably   reluctant   to have frank 

http://www.knightfoundation.org/media/uploads/publication_pdfs/FreeSpeech_campus.pdf
http://heterodoxacademy.org/problems/
http://www.bartleby.com/130/2.html
http://www.bartleby.com/130/2.html
http://www.intelligencesquaredus.org/debates/free-speech-threatened-campus
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In “The Big Uneasy,” a May 30, 2016 article in The New 
Yorker, staff writer Nathan Heller concluded that while 
certain specific student demands, including for more cul-
turally authentic ethnic food choices in the cafeteria, may 
come off as pe$y, the student protests on campus could 
be seen as an effort to hold the college to its ideals: 

I began to wonder whether they were noticing an 
ideological incongruity some older people weren’t. 
A school like Oberlin, which prides itself on being 
the first to have regularly admi$ed women and 
black students, explicitly values diversity. But it’s 
also supposed to li" students out of their circum-
stances, diminishing difference… 

“This is the generation of kids that grew up being 
told that the nation was basically over race,” Renee 
Romano, a professor of history at Oberlin, says. 
When they were eleven or twelve, Barack Obama 
was elected President, and people hailed this as a 
national-historic moment that changed everything. 
“That’s the bill of goods they’ve been sold,” Romano 
explains. “And, as they get older, they go, ‘This is 
crap! It’s not true!’ ” They saw the deaths of Michael 
Brown, Eric Garner, Tamir Rice. And, at schools like 
Oberlin, they noticed that the warm abstractions of 
liberalism weren’t connecting with the way things 
operated on the ground… 

The kids in college now could be called the Fire-
brand Generation. They are adept and accom-
plished, but many feel betrayed by their supposed 
political guardians, and aspire to tear down the web 
of deceptions from the inside.262

In a dialogue with three college presidents published in 
the Huffington Post in Davidson College President Carol 
Quillen said of student protesters: “I don’t think they’re 
saying ‘fix my problem’ or ‘my feelings are hurt, you need 
to tell the person to say sorry’ … I think they’re saying ‘you 
make claims about what you believe in and we would like 
you to live in a way that reflects your values. That’s what you 
ask us to do.’”263 “That’s fair enough,” Quillen concluded.264

Tackling the Unfinished Business of Civil Rights 
Writing for Slate in November 2015, Harvard Law Pro-
fessor Tomiko Brown-Nagin commented that an incident 
of vandalism of portraits of African-American professors 
at the law school did not trouble her. She came of age in 
the 1970s South where far worse manifestations of racism 
were commonplace. But rather than dismissing a campus 
culture where lesser forms of discriminatory conduct are 
now the basis for widespread outcry, Brown-Nagin lauds 
current campaigns for drilling into the bedrocks of racism 
that previous efforts le" regre$ably intact:

MORE!SPEECH)! 
BETTER!SPEECH
Pushing Campus Expression Forward

Student protesters, supportive faculty members and some 
outside observers and administrators have pointed to a 
range of ways in which current student protests and de-
bates are propelling greater awareness of social justice 
concerns on campus and promoting a more inclusive and 
equal campus environment. While some supporters of 
current campaigns may acknowledge certain instances 
of overreach that could impinge upon speech, these risks 
are judged less significant than the positive effects of a 
student body that is mobilized to address persistent forms 
of racism, sexism and other forms of injustice on campus. 
In fact, some argue that students are forging new dynam-
ics in academia, that rather than curbing speech they are 
creating new arenas for free discourse; that the hysteria 
over trigger warnings and the ilk is at best misplaced and 
at worst elitist. These interpretations include the following 
lines of reasoning: 

Students’ Demands Foster a Fuller Realization of the 
Liberal Values that Universities Espouse
Some students believe that a gap exists between their 
university’s articulated ideals and the experience on cam-
pus, a gulf that misleads students and betrays supposed 
core values. In a speech written by a group of students 
and delivered at a November 2015 protest by students of 
color on the Cornell University campus, Noelani Gabriel, 
’16 appealed to the vision of the university’s founder:

If this institution truly expects to uphold the val-
ues of Ezra Cornell’s utopian institution on a hill, it 
will realize that ‘any student, any study’ should not 
be an empty quip, but a promise of a full, whole-
hearted, and steadfast commitment to ensure that 
every student in every school and college has the 
resources, the love, and the support to survive and 
thrive the rigors of our institution and the trials and 
triumphs of life.260

Then Yale senior Aaron Z. Lewis wrote of the fall 2015 
campus controversies in Medium, saying 

The protests are not really about Halloween costumes 
or a frat party. They’re about a mismatch between the 
Yale we find in admissions brochures and the Yale 
we experience every day. They’re about real expe-
riences with racism on this campus that have gone 
unacknowledged for far too long. The university sells 
itself as a welcoming and inclusive place for people of 
all backgrounds. Unfortunately, it o"en isn’t.261
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older generations of African-Americans can be dismissive 
of current students’ demands regarding racial equality, 
“suggesting they’re ‘whiny’ and ‘entitled.’”266 Demby notes 
that “it’s because so many older black folks survived a 
gantlet of racial jankiness in college that they’ve adopted 
a “kids these days” a$itude toward today’s protesters and 
their grievances.”267 His piece, entitled The Long, Neces-
sary History of ‘Whiny’ Black Protesters in College, argues 
that despite that sentiment, current student campaigns 
are the rightful heir to the storied movements that led to 
racial inclusion on campus decades ago:

[A]gitation for more resources, more active inclu-
sion, more safe spaces and more black faculty has 
been a through-line for black students on univer-
sity campuses for generations. Indeed, a young 
man named Barack Obama engaged in exactly this 
sort of demonstration as a Harvard law student in 
the early 1990s.And for as long as black students 
have been asking for these accommodations, 
critics have been painting them as unreasonable, 
entitled and dangerous.268

With respect to campaigns to more fully address the 
problems of sexual harassment and assault on campus, 
some commentators have likewise situated the moves in 
the context of broadening and more evolved recognition 

They are asking whether universities that profess a 
commitment to access for students of color—or what 
I call “quantitative” diversity—will address demands 
for improving relational experiences in daily campus 
life—or what I call “qualitative” diversity.

Students of the current generation are drilling 
down on the qualitative aspects of diversity. Their 
critique of campus life poses a profound challenge 
to those who have never seriously contemplated 
how inclusion might or should change institutional 
practices inside the classroom and outside of it. 
Judging from the concerns expressed by groups 
on many different campuses, I gather that students 
hope to achieve four major components of quali-
tative diversity: representation, voice, community, 
and accountability… 

The conversations are hard, in part, because the stu-
dents are talking about race at a far more demanding 
level than is usual for most people.… The students 
are asking society to engage diversity at a deeper 
level: inquiring not merely about how campuses 
should look, but what diverse campuses should do 
in terms of classroom and community dynamics.265

In a piece for NPR, blogger Gene Demby noted that 

Students march for racial justice
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will necessitate new, sometimes awkward, sometimes 
disruptive adaptations and considerations.271

William H. Frey, author of “Diversity Explosion: How 
New Racial Demographics are Remaking America” has also 
linked student demand and tactics to population shi"s. 
Writing for the Los Angeles Times in December, 2015, he 
noted that today’s diverse crop of college graduates faces 
a tighter job market and far greater income disparities than 
did the white majority baby boomers of the 1960s. He also 
notes that the appetite on the part of aging boomers to 
make substantial investments to foster economic oppor-
tunity for future generations is limited:

These facts, and America’s inevitable demographic 
future, put recent campus protests into sharp per-
spective. The complaints voiced by black, Latinos 
and other minority students (and their white allies) 
strongly indicate that a racially prejudicial envi-
ronment still exists at four-year colleges, which re-
main more white (61%) than the students in the K-12 
pipeline. Yet it is imperative that minority students 
succeed at these colleges. These slow-to-change 
institutions must successfully invest in diversity, 
making minorities’ contributions, voices and con-
cerns central to their educational mission.272

In January 2016 the American Council on Education 
fielded a survey of college presidents to inquire about 
the racial climate on campuses. The survey generated 
responses from 567 college and university presidents. The 
study reported that: 

Seventy-five percent of four-year presidents and 
62 percent of two-year presidents believe high-pro-
file events (e.g., those related to #BlackLivesMat-
ter, immigration, Islamophobia) increased the 
campus-wide dialogue or dialogue within certain 
groups. As one president wrote, “The national is-
sues have manifested at my campus as a genuine 
focus on eliminating the disparity in student aca-
demic achievement by ethnicity and on being more 
proactive in diversifying the faculty.”273

College presidents also indicated that issues of race are 
being given greater priority than they were just three years 
ago, with 44 percent of two-year and 55 percent of four-
year presidents indicating as such. In terms of concrete 
actions that had received increased emphasis, the most 
common steps cited were measures aimed at increasing 
student, faculty and administrators.274 

Many university presidents and senior administrators 
consider pressure from student demands to have a pos-
itive and ameliorating effect on the school. In June 2016, 
Frank Bruni of the New York Times reported that Oberlin’s 

of the severity and consequences of sexual assault. In the 
New York Times, as noted above, Judith Shulevitz argued 
that Brown anti-sexual assault activists were infantilizing 
themselves by creating a “safe space” into which those 
“triggered” by a debate on rape culture could retreat.269 
Journalist Amanda Marco$e, in a March 23, 2015 response 
to Shulevitz entitled, “Are College Campuses Really in the 
Thrall of Le"ist Censors?” is uneasy with the form of that 
the “safe space” in question took, but maintains that the 
rationale behind it was legitimate:

If you’ve been raped and seen your rapist walk away 
without any punishment—which is the experience 
of the majority of rape victims—being told that your 
trauma isn’t real or valid in this way can be severely 
upse$ing. In that context, a safe space isn’t just a 
shelter from disagreement. It’s a place where you 
can pull yourself together a"er hearing demeaning 
rhetoric. A"er all, if you don’t want to deal with the 
discussion at all, you don’t need a “safe space.” You 
would just not go to the debate in the first place. 
You don’t need a time-out area for those who don’t 
time-in… There is a way both to keep healthy de-
bate going and acknowledge that people who have 
suffered trauma might need a li$le emotional help… 
People who try to silence disagreement should be 
called out for that. But taking a time-out during a 
heated, extremely personal debate is nothing to 
be ashamed of.270

Renegotiating the Campus for a Majority  
Minority America
With rapidly changing demographics both on campus and 
nationally, some renegotiation of the bounds of the permis-
sible in discourse is an inevitable and healthy adaptation 
to a changing America, some commentators argue. NPR 
blogger Gene Demby characterizes campus protests and 
tensions over race as a natural product of demographic 
shi"s on campus and across the nation:

[T]he increased volume of this fall’s protests comes 
on the heels of profound demographic shifts in 
American higher education over the past few de-
cades. More Americans are going to college across 
the board, but enrollment among blacks and espe-
cially Latinos has jumped dramatically since the mid-
1990s. And even as colleges and universities tout 
that their incoming freshman classes will be their 
most diverse ever, the high schools that produce 
each new freshman crop remain thoroughly and in-
creasingly racially segregated. What we’ve seen in 
this year’s campus turmoil is the inevitable collision 
of these trendlines… making space for black and 
brown people in the name of diversity can’t work 
without preparing for the fact that their presence 

http://www.pewresearch.org/fact-tank/2014/04/24/more-hispanics-blacks-enrolling-in-college-but-lag-in-bachelors-degrees/
http://www.pewresearch.org/fact-tank/2014/04/24/more-hispanics-blacks-enrolling-in-college-but-lag-in-bachelors-degrees/
http://www.slate.com/articles/news_and_politics/politics/2014/05/brown_v_board_of_education_60th_anniversary_america_s_schools_are_segregating.html
http://www.slate.com/articles/news_and_politics/politics/2014/05/brown_v_board_of_education_60th_anniversary_america_s_schools_are_segregating.html


AND!CAMPUS!FOR!ALL"!DIVERSITY#!INCLUSION#!AND!FREEDOM!OF!SPEECH!AT!U$S$!UNIVERSITIES 39

was to shi" the burden of such an explanation from stu-
dents to the administration. Doing so would free students 
to focus on their studies and activities and also allow them 
to avoid awkward and potentially contentious encounters 
centered on taking fellow students to task for a$ire seen 
as racist or otherwise offensive.

David Palumbo-Liu, the Louise Hewle$ Nixon Profes-
sor and Professor of Comparative Literature at Stanford 
University has argued in Buzzfeed that “safe spaces” are a 
necessary form of compensation for students of color and 
others from minority groups who bear a disproportionate 
burden in having to represent their identities on campus 
for the benefit of others:

Students of color are exploited for their “diversity” 
and told they cannot ask for anything in return… At 
universities, I have witnessed and heard of cases 
of trans people asked about their genitalia, female 
students’ complaints about sexist language in the 
classroom greeted with smirks or eye-rolling, sense-
less generalizations about lower-income students 
defended completely with dubious anecdotal evi-
dence, and students of color told they are too sen-
sitive and egotistical when they dare to dispute 
racist stereotypes. 

Students of color and others are asked to act as 
unpaid instructors of their race or identity. If they 
object to a particular point, professors o"en say, 
“Well, then, tell us what the real truth is, educate 
us.” (Yes, my colleagues actually say this.)

Students tell me that they don’t necessarily mind 
educating others, although they get irritated when 
it happens in nearly every class. They just wish they 
received a stipend for it. They are asked to be ex-
pert informants, and yet when they offer informa-
tion, o"en it is ignored, questioned, or criticized. 
Imagine having to constantly enter a classroom and 
wonder when you will be quizzed as to your back-
ground, feelings, identity. And then to be told your 
contributions are “terrifying,” or uncivil.279

A story in the New Haven Register during the height of 
the Fall 2015 controversies on the Yale campus quoted 
senior Sebastian Medina-Tayac, a student who is a mem-
ber of the Piscataway Indian Nation in Maryland and the 
Senior and Managing Editor of Down Magazine, a campus 
publication for students of color: 

He said that besides overt racism, minority students 
such as himself feel pressure to speak for their eth-
nic group. ‘My contribution is important … but it’s 
also exhausting to be the only one speaking when 
an issue of Native Americans comes up.’ Students 

president Marvin Krislov saw current student demands 
as healthy:

[Krislov] acknowledged that the student demands 
of recent years had been bigger and more nu-
merous than those of a decade or two ago, but 
he a$ributed this to such positive developments 
as greater diversity on campuses… ‘The nature of 
the student population these days requires us to 
listen in a way that perhaps we haven’t before.’”275

The Onus of Fostering Inclusion Cannot Fall Solely 
on Minority Students 
For critics of measures including “safe spaces” and “trigger 
warnings” that can risk encroaching on speech, the favored 
solution to offensive speech and actions on campus tends 
to be “more speech.” As Yale Law Professor Stephen Car-
ter put it in a dialogue published in The Atlantic in June, 
2016, “So when people sit where I sit on campus say that 
we’re First Amendment absolutists, which I pre$y much 
am, when we say the cure for speech is more speech, 
it’s not a slogan, it’s not a way of escaping hard issues, 
it’s a way of embracing hard issues, it’s a way of saying, if 
this is really so terrible, that’s exactly the reason to talk 
about it.”276 

Yet some students and observers point out that if the 
primary answer to objectionable speech is counter-speech, 
students of color, women, students from disadvantaged 
backgrounds and other minority students face a burden in 
having to continually explain, rebut, counter and educate 
in response to the speech of others. They note that such 
efforts—including explaining why certain statements can 
be construed as offensive on the basis of race, gender, or 
sexual orientation—can be burdensome, time-consuming 
and emotionally draining.277 Alejandra Padin-Dugon, a Yale 
student, acknowledged the danger of adding such pressure 
on minority students:

It seems, students of color have an ongoing respon-
sibility to invest in this unwanted extracurricular 
duty: Educating the white people who simply do 
not have the cultural or historical context to un-
derstand our experiences as a result of criminal 
mis-education or lack of education at this univer-
sity and in society at large. This is not a position 
that students of color signed up for. This is not 
a position that is sustainable for their mental or 
physical health…. This is exploitation of student 
emotional labor and intellectual labor in order to 
further the conversations the university itself has 
a responsibility to foster.278

For example, part of the objective of students who 
urged the university to send out an email drawing a$ention 
to the potential for Halloween costumes to be offensive, 
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frequently with scant attention to their personal 
histories or views. That some students and faculty 
find a few of these individuals objectionable—or 
simply dull—is hardly surprising. Indeed, we should 
be encouraged that students are engaged and 
eager to advocate their own views and not just 
passively accept choices imposed by others. Pro-
test, after all, is a vital element of the very de-
mocracy that our higher education system seeks 
to nurture.283

In a November 18, 2015 New York Review of Books 
article, Georgetown Law professor David Cole saw it 
both ways. While saying he was troubled by attempts 
to charge Yale students with attempting to silence their 
critics, he wrote: 

Most of what has transpired at Yale and other 
colleges reflects the best traditions of the First 
Amendment: students of color and others have 
been organizing politically and speaking out in 
packed rallies. They are using the First Amendment 
to stand up, communicate their experiences, and 
demand equal justice. That’s exactly how the First 
Amendment should work.

[I]nstead of condemning Yale students for tram-
pling on free speech, we should commend them for 
using their speech rights to push the institution to 
become more inclusive and welcoming for all.284 

Free Speech Concerns are a Red Herring, Diverting 
A"ention from Issues of Equality
Many observers have suggested that while some student 
demands may be overblown, fervent expressions of con-
cern for the fate of academic freedom and campus life are 
likewise exaggerated. Some go so far as to suggest that 
cries of alarm over the fate of free speech on campus veil 
can mask a surreptitious agenda to defend the status quo 
and put off demands for greater racial, gender and other 
forms of justice. 

That was the larger point in David Cole’s November 18, 
2015 New York Review of Books article:

Focusing on offensive speech also distracts from 
the more significant issues of racial injustice that 
persist more than sixty years a"er Brown v. Board of 
Education declared segregation unconstitutional—
and that remain the Yale students’ principal con-
cerns. These are the pressing racial problems of 
our time—not Erika Christakis’s email. As media 
reactions illustrate there is a real risk that by going 
a"er the Christakises the students’ very legitimate 
complaints about much more serious problems will 
be drowned out.

of color are ‘expected to be the representative or 
the voice of their people.’280

Student Protesters Are Using, Rather than  
Foreclosing, Speech
Some observers commented that the student protesters 
were doing what students protesters and social change 
advocates have always done, making their points vigorously 
and loudly through all means available. While certain spe-
cific demands may be excessive, these commentators o"en 
concede that overreach can be chalked up to youthful 
naivete and zeal and does not outweigh the positive value 
of students who are mobilized and engaged in trying to 
create a more inclusive and equal campus281. 

Yale Dean Jonathan Holloway suggested in a December, 
2016 interview with Time Magazine that it is the critics of 
campus protests who can be the most censorious of speech:

Somebody who is totally normative, whatever that 
means for the context, they have more freedom to 
say and do what they want than someone who isn’t. 
And I think it’s fascinating how a lot of people who 
are actually in that normative space are the ones 
who are crying foul, saying we can’t really say our 
unpopular idea. And I’m like, well, you can, but you 
have to take a risk. And the people who are in those 
marginal communities are taking that risk every day 
when they just walk around campus.

None of the activists were trying to deny anyone’s 
free speech. Yelling at somebody, yeah, you shouldn’t 
act like that, and everyone here knows that. But we 
also all understand that we have our moments, we 
get worked up and we express ourselves in ways we 
wish we hadn’t. That’s just called life.282

In a May 2014 online essay in The New York Times, Henry 
Reichman, a former California State University professor 
and chair of the commi$ee on the American Association 
of University Professors’ Commi$ee on Academic Free-
dom and Tenure, wrote an article entitled, “Protesting a 
Graduation Speaker Is a Sign of a Healthy Democracy,” 
in which he cast current student activists as using speech 
and protest in a way parallel to students in the 1960s:

At my own commencement 45 years ago, graduates 
walked out in silent protest when the university 
president, viewed as an apologist for the Vietnam 
War, spoke. Academic freedom survived.

While awarding degrees, including honorary de-
grees, should be in the purview of the faculty, 
university administrators and trustees often seek 
to honor individuals who might enhance the in-
stitution’s reputation or bolster its bottom line, 



AND!CAMPUS!FOR!ALL"!DIVERSITY#!INCLUSION#!AND!FREEDOM!OF!SPEECH!AT!U$S$!UNIVERSITIES 41

important feminist play out of fear of offending a small 
sub-group. Yet Johnston wrote that the focus on free 
speech suppression had it precisely backwards, because 
the decision not to perform the play was itself an act of 
protected speech: 

When word of this decision broke in the media, the 
troupe was widely accused of censorship… But who 
exactly was being censored here? Who was being 
silenced? What was being regulated? The troupe 
hadn’t been forbidden to stage the play. They’d just 
decided not to. Surely the same freedom of speech 
that had given them the right to perform it gave them 
the right to stop. And even if other students had en-
couraged them in their decision—if, say, activists had 
gone to the troupe and explained their objections to 
the play and asked them not to put it on again, and 
the performers had mulled the request and decided 
to honor it—that wouldn’t have been censorship ei-
ther. It would have been dialogue, discussion—exactly 
the encounter of minds and ideas that the university 
is supposed to nurture.292

Northwestern University associate professor in sociol-
ogy Laura Beth Nielsen wrote on May 16, 2015, in the online 
magazine The Smart Set, that vigorous campus debates 
about race, gender, and sexual assault had been mischar-
acterized as censorship issues. She references the famed 
Halloween memos at Yale:

[H]ow did we get here? By “here,” I mean a place 
where: “advice” to not be offensive is character-
ized as censorship; a productive discussion about 
cultural appropriation is taken as threatening 
and declared “silencing;” and the expression of 
disagreement about that discussion is said to be 
chilling. In the end, the argument about who is the 
most censored replaces the important discussion 
of racial equality and how to accomplish that on a 
college campus. And no one is hearing what anyone 
else has to say… 

It’s been said that, “when you are accustomed to 
privilege, equality can feel like oppression.” Or, 
in the case of speech on campus, “When you are 
accustomed to privilege, movement toward equality 
can feel like oppression.” Put differently, we are in 
a new era of being thoughtful about the inclusion 
of people who have been historically excluded 
from institutions of higher learning. This inclusion—
whether forced through protest and litigation or ex-
tended voluntarily—means taking claims about the 
harms of speech and the perpetuation of inequality 
seriously and balancing them with our desire for 
robust free speech.293 

Yale students are right to complain that their crit-
ics have failed to look beyond the viral video. If 
we want to understand the controversy at Yale, or 
at any of the many colleges that are experiencing 
similar protests, we must take seriously the deep 
and lasting wounds that continue to afflict the 
African-American community. We must demand, 
with the students, more diversity in faculty and 
staff, greater resources for minority students, and 
greater sensitivity to the challenges of building an 
integrated community of mutual respect.285 

Cole acknowledges that, in some cases, students have 
unhelpfully given their critics fodder, noting, “[d]emands 
to punish Erika Christakis because her genuine expression 
of opinion was deemed offensive undermine the cause. 
The students would do well to abandon that request and 
focus their and our a$ention on the more systemic prob-
lems of equal justice that continue to plague Yale, and 
the nation.”286

In a November 10, 2015 New Yorker article titled “Race 
and the Free Speech Diversion,” Jelani Cobb wrote that 
the Yale conflicts had been misrepresented, and asked 
readers to a$end to the larger racial context:

To understand the real complexities of these stu-
dents’ situation, free-speech purists would have 
to grapple with what it means to live in a building 
named for a man who dedicated himself to the 
principle of white supremacy and to the ownership 
of your ancestors [Ed. Note: John C. Calhoun]….287 

At Columbia Journalism Review, Danny Funt wrote a De-
cember 12, 2015 article, “At Yale, a fiery debate over who’s 
being silenced,” that explored some students’ belief that 
concerns over speech were an a$empt to divert a$ention 
from their underlying concerns with institutional racism.288 
Funt noted that they were at times naïve about how their 
protests would be reported by the media: “Students I 
spoke with were severely disappointed that news coverage 
has fixated on concerns over speech suppression. The 
issue for those actually on the ground, they stressed, is 
solely institutional racism.”289

On December 17, 2015, Angus Johnston, an academic 
who studies the history of student protest, wrote a Roll-
ing Stone article entitled “There’s No PC Crisis: In De-
fense of Student Protesters.”290 He mentioned a widely 
ridiculed January 2015 decision by Mount Holyoke Proj-
ect Theatre students not to stage the once-risqué “Vagina 
Monologues” after running it annually for ten years. Stu-
dents decided to instead create a new show themselves 
out of concern for the sensitivities of transgender women 
who do not have vaginas.291 Some critics decried the 
decision as an example of political correctness in over-
drive, causing students to self-censor and mothball an 
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Missouri students, including a professor, who told a stu-
dent photographer to leave their group alone and said she 
needed “some muscle” to keep him away.296 In an earlier 
era, while these incidents might have been documented 
in writing or even photos, they would not have been so 
dramatic, so widely seen or so influential in shaping how 
related events were perceived.

Journalist Danny Funt at CJR wrote that Yale students 
were angry that that video, taken by FIRE’s Greg Luki-
anoff, was widely circulated while their intentional and 
well-organized protests seemed to be virtually ignored: 
“National media pounced on the video of the protest as 
prime evidence of this illiberal streak: Christakis, a model 
of polite intellectual disagreement; students, a zealous, 
belligerent mob.”297

David Cole, in his January 2016 article “The Trouble at 
Yale” in the New York Review of Books, interpreted the 
video differently: 

But the overall impression is not so much that she is 
rude as that she is angry and frustrated; it looks not 
unlike the rage that many teenagers occasionally 
vent at their parents. Critics seized on the one-min-
ute-twenty-second video, condemning the students 
for their intolerance and incivility. But because it 
captures only a single inflammatory exchange, the 
video has distorted perceptions about the issue at 
Yale and elsewhere.298

Melissa Click, the University of Missouri assistant pro-
fessor depicted in the viral video threatening a student 
journalist later told CBS News she was embarrassed by 
her actions, but felt that the video failed to “represent 
the good I was doing there that day.299” During the course 

OUTSIDE! 
INFLUENCES
The New Pressures of Social Media 
and Evolving Educational Economics 

No longer are campus differences debated safely within 
the walls of academia. With social media amplifying cam-
pus controversies, and in some instances, distorting them, 
these contretemps can reverberate nationally, and even 
globally, and are preserved in perpetuity through archived 
stories, comments, and social media posts. Because of its 
reach, viral quality, and durability, social media is making the 
stakes much higher for both the university administrations 
and those whose vantage points are at odds. The following 
section briefly examines some of these outside influences.

Social Media’s Role As a Polarizing Force in Campus 
Speech Conflicts 
Many commentators on campus protests and speech note 
the sometimes pernicious role of social media in exacer-
bating tensions by drawing outsized a$ention to the most 
extreme and contentious statements and moments in ways 
that may not do justice to the broader and more nuanced 
debates for which they become shorthand.294 Social media 
is a potent force on campus, facilitating enormous quanti-
ties of speech, fostering connections among students and 
affording opportunities for sharing and engagement that 
were unknown in prior eras. Yet, intemperate, ill-consid-
ered musings or behaviors can be captured in tweets and 
cellphone videos and circulated out of context, far beyond 
what would have been possible in previous generations 
of campus protest. The ability and impetus to respond 
instantaneously to objectionable comments, images and 
videos can feed furious rounds of vitriolic criticism, un-
fe$ered outrage, hate spewing and even direct threats of 
violence. Immersion in fast and furious debates carried 
out over social media can fuel passions and undermine a 
sense of distance or perspective. Social media feeds are 
also constructed like echo chambers, tending to reinforce 
rather than challenge extant opinions. 

Individual moments of incivility or youthful passion, or 
o+and remarks by faculty and administrators, can be 
readily memorialized on video and widely circulated on 
social media. The ubiquity of handheld recording devices 
and the ease of sharing and replaying mean these vivid 
moments—with their hard-to-resist viral qualities of being 
unscripted, unexpected and unbecoming to those de-
picted—become part of the permanently available record. 

Two videos in particular have become strongly as-
sociated with the student antiracism movement: Yale’s 
“shrieking girl,” who screamed at Nicholas Christakis for 
not understanding her;295 and a group of University of 

Melissa Click, former professor at   
University of Missouri, telling a student 
journalist to leave a student safe space
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disturbing that it deters many students, faculty and com-
mentators from wading into social media discussions on 
hot bu$on topics. The weight of opprobrium on social 
media can swing in all directions; while the shrieking Yale 
student was one prime target, Erika and Nicholas Chris-
takis were also in the crosshairs. While retractions, apol-
ogies and retreats may have some impact in the physical 
world, they are easily ignored online where errors and 
misstatements can be etched permanently. 

Economic Pressures Affecting Campus Protests and 
Free Speech
Several commentators note that current campus con-
troversies are exacerbated by a series of escalating eco-
nomic pressures affecting the universities. At least three 
categories of such influence were cited: the trend toward 
increasing reliance on non-tenured faculty who can be 
terminated at will and may lack robust protections for 
academic freedom; the economic imperatives that lead 
universities to increasingly treat students like consumers; 
and the financial pressures that drive ever-heightened 
a$ention to fundraising considerations on the part of uni-
versity administrators.

Decline of Tenure 
The National Education Association documented that in the 
1970s, 80 percent of college professors were full-time em-
ployees306; according to the AAUP, currently more than half 
of college faculty are part-time adjunct professors, paid by 
the course with no fringe benefits307. Numerous studies and 
analyses have documented the glaring weaknesses in protec-
tions for academic freedom available to adjunct faculty, who 
generally enjoy no job security from semester to semester308. 
The relationship between this trend and the risks to freedom 
of expression on campus is clear: if professors have reason 
for concern that an allegedly offensive comment, syllabus 
or social media post might lead to a complaint, discipline or 
even termination, such fears will be heightened among the 
swelling ranks of faculty who do not enjoy tenure or other 
employment security safeguards. The impetus for such ad-
junct faculty to avoid statements, subjects and readings that 
could cause even hypothetical offense may be powerful. In 
its report on Title IX the AAUP makes this connection, not-
ing that “politically controversial topics like sex, race, class, 
capitalism, and colonialism . . . are likely to be marginalized 
if not avoided altogether by faculty who fear complaints for 
offending or discomfiting their students. Although all faculty 
are affected by potential charges of this kind, non-tenured 
and contingent faculty are particularly at risk.309”

Students As Consumers
A second economic factor buffeting the environment for 
speech on campus lies in the growing trend toward view-
ing students as paying consumers who must be satisfied 
by their experience on campus, lest they vote with their 

of a university investigation into Click’s actions, another 
video surfaced in which she was seen cursing at a po-
lice officer.300 Click was subsequently fired from her post 
at the University of Missouri for “conduct that was not 
compatible with university policies and did not meet the 
expectations for a university faculty member.”301

Cultural commentators have noted a rising trend of on-
line trolling in the context of campus conflicts. The pa$ern 
can unfold this way: a putative offense goes viral, collective 
fury builds, hundreds or even thousands of online vigi-
lantes verbally a$ack the purported offender on social 
media. Some of the most frightening mob tactics include 
direct threats of violence, doxxing (revealing of personal 
information such as a targeted individual’s personal email, 
phone number, address or even social security number), 
or online and even offline stalking where the target faces 
unwanted and harassing contact from their critics.302 

 
Danny Funt explained how the Yale student who yelled 

at Christakis was made into a target of social media-driven 
mob hatred:

“The shrieking girl” became internet shorthand for 
the student who cursed at Christakis. A Daily Caller 
article303 reported her name, her family’s business, 
the location of their house, and its estimated cost. 
Facing a barrage of hostility, the student deleted 
her social media accounts. A Facebook page still 
exists titled “Don’t hire [Her Name].” Friends say 
she’s received death threats. All this for the poster 
child of speech suppression.304

New Yorker staff writer Kelefa Sanneh explored this 
phenomenon in his August 10, 2015 article, “The Hell You 
Say,” with a story of a female student who convinced a 
bar near the University of North Carolina at Chapel Hill 
campus to stop playing a song that she thought evoked 
threats of rape:

[A]n account of the incident in the student paper, 
the Daily Tar Heel, was picked up by an irrever-
ent site called Barstool Sports, which expressed 
its certainty that the complaining student was 
a “crazy ass feminist” who hated fun, and then 
by Yahoo News… The complaining student has 
become the target of online vituperation. More 
than a year after the incident, a Google search for 
her name brings up, on the first page, a comment 
thread titled “Eatadick dumbcunt.” We live in a 
world where an undergraduate who protests at 
her local bar can find herself vilified around the 
world, achieving the sort of Internet infamy that 
will eventually fade but never entirely dissipate.305 

Such online harassment can be so disruptive and 
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Pleasing—or Appeasing—Alumni
With universities under ever increasing financial pressures, 
a seemingly inevitable question is how student protests 
and universities’ responses might affect donations from 
alumni—and whether fear of this impact would alter uni-
versity administration behavior when faced with such dis-
putes. A December 2015 story in Inside Higher Education, 
by freelance journalist Kellie Woodhouse, notes alumni 
scrutiny and, in some cases, displeasure with the nature 
and handling of campus controversies in the fall of 2015314. 

Woodhouse cites an essay published in the Boston 
Globe by Harvard Law student Bianca Tylek who, in the 
wake of an incident in which campus portraits of Afri-
can-American faculty were defaced, called on alumni to 
suspend donations absent a more robust response on 
the part of the school administration. Tylek wrote: “I ask 
our alumni to use the power of the purse to bring change 
to the school. Do not let us go into the third century 
propagating the same hate that our institution has over 
the last 200 years. I ask that they withhold contributions 
until change is enacted.315” Woodhouse recounts that 
the law school’s dean, Martha Minow, sent an email to 
alumni describing working groups being formed to ad-
dress student concerns and inviting alumni input, as well 
as a public statement she made calling racism a “serious 
problem” on the campus.316 

As Woodhouse notes, alumni pressure can also cut the 

checkbooks by transferring to a new institution, or use 
their influence on social media and elsewhere to tarnish 
the university’s reputation. 

Writing for the New York Times in June, 2016 Frank 
Bruni documented the trend toward viewing college en-
rollees not as students, much less a new generation to be 
molded and nurtured, but rather as consumers.310 Bruni 
chalked up the expanding list of student demands—for 
trigger warnings and safe spaces, but also grade inflation 
and better dining hall food, as indicating “the extent to 
which they have come to act as customers—the ones who 
set the terms, the ones who are always right—and the de-
gree to which they are treated that way." Bruni described 
the shift as “one of the most striking transformations in 
higher education over the last quarter-century,” noting 
that colleges are investing millions in spruced up dining 
halls, more luxurious dormitories, better equipped gym-
nasiums, and state of the art swimming pools, putting 
greens, arcades, theatres and even water parks.311 Such 
amenities help justify ever-rising tuition; increased fees, 
in turn, generate heightened expectations and demands 
from the campus. The consumer mentality, Bruni reports, 
also carries over into a rising emphasis on student eval-
uations of their professors, which are increasingly man-
datory and have growing influence over enrollments and 
faculty contracts.

Bruni argues that this climate puts a premium on pleas-
ing, rather than challenging students. Consumer corpora-
tions aiming to appeal to as many customers as possible 
tend to avoid controversy at all cost. Faculty courses, 
syllabi, lectures and ideas that are controversial and may 
cause offense may become an unnecessary risk in a cam-
pus se$ing that centers on customer satisfaction. Bruni 
wrote that such an approach 

defin(es) the higher-education experience in a 
way that has nothing to do with academic rigor, 
with intensive effort, with the testing of students’ 
boundaries and the upending of their closely held 
beliefs. When students are wooed on the front end 
by catalogs and websites that showcase the recre-
ation at their disposal and then arrive to encounter 
teachers who twist themselves into knots in the 
name of making the learning experience fun, they 
are told that college is a place and a time largely 
for amusement, for revelry.312

Bruni notes that colleges “have not abandoned set-
ting boundaries and requiring sacrifices” citing Oberlin 
College’s rejection of student demands for a guaranteed 
grade of C or above, but ends on a cautionary note, 
commenting that when student demands are fueled by 
not just political passions but also a sense of consumer 
entitlement, the quality of academic discourse and rigor 
will lose out.313
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to university’s handling of speech-related controversies. 
She recounts the story of Scott MacConnell, a devoted 
alum of Amherst who cut the college out of his will, writ-
ing in a letter to the alumni fund that “As an alumnus of 
the college, I feel that I have been lied to, patronized and 
basically dismissed as an old, white bigot who is insen-
sitive to the needs and feelings of the current college 
community.319”

Hartocollis sums up what she characterizes as a wide-
spread sense of discontent that is responsible for flat or 
lower donations at dozens of colleges and universities:

Alumni from a range of generations say they are 
baffled by today’s college culture. Among their 
laments: Students are too wrapped up in racial 
and identity politics. They are allowed to take too 
many frivolous courses. They have repudiated the 
heroes and traditions of the past by judging them by 
today’s standards rather than in the context of their 
times. Fraternities are being unfairly maligned, and 
men are being demonized by sexual assault investi-
gations. And university administrations have been 
too meek in addressing protesters whose messages 
have seemed to fly in the face of free speech.320 

Writing in Forbes, Tom Lindsey, the Director for the Cen-
ter for Higher Education and the Center for Tenth Amend-
ment Action, notes that the impact of campus protests and 
controversies is not limited to private donors.321 He notes a 
trend toward diminishing taxpayer support for the costs of 
public higher education. He cites a poll taken of Missouri 
voters in the a"ermath of the controversy there and notes 
that 62 percent of voters responding disagreed with the 
actions of student protesters, and 48 percent disapproved 
of the role played in the crisis by the university’s football 
team, which refused to play unless and until the university’s 
president was removed in response to his failure to ade-
quately address a series of racial incidents on campus. In 
terms of the university administration, Fi"y-eight percent 
reported having a more negative view in the wake of the 
controversy, whereas just only 11 percent voiced a positive 
response to officials’ handling of the crisis.322

Some might argue that the alumni perspective could 
provide a useful corrective, bucking up administrators 
who might otherwise be too quick to cave in to student 
demands. Others might regard alumni as a reactionary in-
fluence, fixated on the past and shielded from the forces 
that are driving essential change on campus.

other way. She recounts an incident at Dartmouth College 
in which a boisterous late night protest by Black Lives Mat-
ter reportedly disrupted students working in the library. 
Woodhouse quotes a conservative blogger and Dartmouth 
alum saying that his giving to the college could be neg-
atively impacted if he judged that the administration’s 
response to the incident was “ridiculously le" wing.”317 

In addition to reconciling the sometimes competing 
demands and expectations of students and alumni hailing 
from different generations, Woodhouse notes that colleges 
“nowadays woo an increasingly diverse set of donors, in-
cluding millennials and minorities as well as a donor base 
that has traditionally been a strong source of fund-raising: 
the older, predominantely white and perhaps more con-
servative set.”318 At Yale, Woodhouse notes, hundreds of 
alumni weighed in by signing petitions both for and against 
Erica Christakis and the campus protests regarding race.

In an August, 2016 story in the New York Times, 
Anemona Hartocollis reported on alumni who have cur-
tailed or withdrawn donations to register their opposition 

Students gather at library before a protest
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segments of our population based on race, nationality, 
religious belief or gender expression….

So, if you are planning to dress-up for Halloween, or 
will be a!ending any social gatherings planned for the 
weekend, please ask yourself these questions before 
deciding upon your costume choice:

 Wearing a funny costume? Is the humor based on 
“making fun” of real people, human traits or cultures?

 Wearing a historical costume? If this costume is meant 
to be historical, does it further misinformation or his-
torical and cultural inaccuracies?

 Wearing a ‘cultural’ costume? Does this costume  
reduce cultural differences to jokes or stereotypes?

 Wearing a ‘religious’ costume? Does this costume 
mock or beli!le someone’s deeply held faith tradition?

 Could someone take offense with your costume  
and why?324

In her reply, Erika Christakis acknowledged the value of 
respecting diversity and avoiding giving offense on campus, 
“in theory,” but objected to the patronizing tone of the memo 
and the effort to constrict students’ freedom to transgress 
in the spirit of Halloween: 

I don’t wish to trivialize genuine concerns about cul-
tural and personal representation, and other chal-
lenges to our lived experience in a plural community. 
I know that many decent people have proposed 
guidelines on Halloween costumes from a spirit of 
avoiding hurt and offense. I laud those goals, in the-
ory, as most of us do. But in practice, I wonder if we 
should reflect more transparently, as a community, 
on the consequences of an institutional (bureaucratic 
and administrative) exercise of implied control over 
college students…. I wonder, and I am not trying to 
be provocative: Is there no room anymore for a child 
or young person to be a li!le bit obnoxious ... a li!le 
bit inappropriate or provocative or, yes, offensive? 
American universities were once a safe space not 
only for maturation but also for a certain regressive, or 
even transgressive, experience; increasingly, it seems, 
they have become places of censure and prohibition.”

Christakis criticized what she saw as an unwarranted intru-
sion into student social life by the university administration, 
pointing out that “the censure and prohibition come from 
above, not from yourselves! Are we all okay with this transfer 
of power? Have we lost faith in young people’s capacity—
in your capacity—to exercise self-censure, through social 

CASE!STUDIES
Three Controversies 

The following case studies were compiled based on  
research and interviews conducted in the Spring and  
Summer of 2016. Not all individuals contacted by PEN 
America were willing to speak to us, and a few individu-
als were willing to speak only anonymously.  These case 
studies do not a!empt to provide a comprehensive account 
of all related developments.  The administrations of all 
universities concerned were given an opportunity to be 
interviewed and to provide their perspectives. 

CASE!STUDY"!YALE
Chilling Free Speech or Meeting 
Speech with Speech?
Note: This report has been amended to reflect comments 
given to PEN by the Christakises.

For the outside world, the controversies at Yale in the fall 
of 2015 first came into focus through a viral online video. 
The video captures a young woman screaming at a seem-
ingly mild-mannered faculty member in an open square on 
campus. The faculty member was Nicholas Christakis, Yale’s 
Sol Goldman family professor of social and natural science, 
co-director of the Yale Institute for Network Science, and 
then–master of Silliman College, one of Yale’s residential 
colleges. The student was demanding that the professor and 
his wife, Erika Christakis, resign from their roles at Silliman 
because of an email that Erika had wri!en to students.

The Halloween Le!er
Erika Christakis, a lecturer in early childhood education at 
the Zigler Center in Child Development and Social Policy at 
the Yale Child Study Center, had sent the email in response 
to a memo from the Yale Intercultural Affairs Commi!ee.323 
That memo, circulated in late October, asked students to 
consider how racially inflected Halloween costumes might 
be received by their fellow students:

Halloween is … a time when the normal thought-
fulness and sensitivity of most Yale students can 
sometimes be forgo!en and some poor decisions 
can be made....

Yale is a community that values free expression as 
well as inclusivity. And while students, undergraduate 
and graduate, definitely have a right to express them-
selves, we would hope that people would actively 
avoid those circumstances that threaten our sense 
of community or disrespects, alienates or ridicules 
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a burglary.328 In prior years the Intercultural Commi!ee had 
distributed flyers with less formal guidance on Halloween 
costumes, suggesting a range of questions to consider, includ-
ing “Is it racist? Is it offensive? Will people get it?” The 2015 
email was more specific, more directive, and more formal.

In the summer of 2015, inspired by successful efforts to 
decommission the Confederate flag a$er a mass shooting in 
Charleston, South Carolina, activists launched a campaign 
demanding the renaming of Yale’s Calhoun College, which 
honors John C. Calhoun, a prominent proponent of slavery 
during the years before the Civil War.

The more pointed Intercultural Affairs Halloween email 
grew out of a months-long campaign to shi$ the onus of 
addressing potentially offensive costumes away from stu-
dents of color. Activists maintained that they were faced 
with having to either silently tolerate costumes they consid-
ered insensitive or raise their objections directly with other 
students and engage in awkward, o$en draining dialogue on 
fraught questions of race, culture, and ethnicity. Alejandra 
Padin-Dujon, a spokesperson for the student activist group 
Next Yale, explained that “students of color felt it was a much 
needed step in the right direction.”329 

Some student activists were outraged by Erika Christakis’s 
critical response to the memo, particularly her refusal to 
recognize the burden posed for students of color in having 
to police Halloween costumes themselves and her failure to 
put the issue of costumes in the larger context of historical 
racism. Padin-Dujon recounted:

Part of the email that struck people the worst was when 
she said that if students found something that offended 
them then they should just walk away…. Or confront it, 
which is almost a li!le bit worse.… On Halloween, when 
[Native American] students inevitably see Native Amer-
ican headdresses or some bastardization thereof, they 
will actually confront people and take off the feathers. 
But the thing is, this is dangerous. Extremely dangerous. 
Because o$en times the people who are wearing these 
headdresses are inebriated frat boys. 

The idea that this kind of educational process should 
happen at physical risk to these women of color is 
very ridiculous.… It puts the entire imperative to fos-
ter intercultural understanding upon people who are 
most likely to be at risk of physical harm and people 
who are most likely to suffer academically from have 
to explain this constantly.

The kind of insults that people would be up in arms 
about hearken back to histories of extermination, 
genocide, of slavery, of discrimination…. The idea that 
she could think of these aggressions—that she could 
think of these institutional marginalizations—as a sim-
ple ma!er of one-on-one abuse or insult essentially is 

norming, and also in your capacity to ignore or reject things 
that trouble you?”325

 
Writing for The Atlantic, journalist Conor Friedersdorf 

appraised the controversy as follows: 

That’s the measured, thoughtful pre-Halloween email 
that caused Yale students to demand that Nicholas 
and Erika Christakis resign their roles at Silliman Col-
lege. That’s how Nicholas Christakis came to stand in 
an emotionally charged crowd of Silliman students.… 
Watching footage of that meeting, a fundamental dis-
agreement is revealed between professor and under-
grads. Christakis believes that he has an obligation 
to listen to the views of the students, to reflect upon 
them, and to either respond that he is persuaded or 
to articulate why he has a different view.... But many of 
the students believe that his responsibility is to hear 
their demands for an apology and to issue it. They 
see anything short of a confession of wrongdoing as 
unacceptable. In their view, one respects students by 
validating their subjective feelings.326

PEN America sent a researcher to Yale to hear about these 
events directly from those involved. The controversy at Yale 
implicated the dual roles of both the university itself and the 
faculty involved: to provide an academic environment that 
fosters intellectual growth and a hospitable and supportive 
community for students. The role of the Christakises spanned 
their academic appointments as Yale faculty members as well 
as their status as what were then called master and associate 
master of Silliman College (the role of master was subsequently 
renamed head of college in response to student concerns 
about the associations of “master” with slavery). The role of 
college heads is described as follows on the Yale website and 
itself encompasses both academic and psychosocial duties:

The head is the chief administrative officer and the 
presiding faculty presence in each residential college. 
He or she is responsible for the physical well-being 
and safety of students in the residential college, as 
well as for fostering and shaping the social, cultural, 
and educational life and character of the college.327 

Context: A Two-Year Student Uprising to Demand 
Respect and Equality 
Students interviewed by PEN said that, from their perspec-
tive, the impetus for the Intercultural Commi!ee email 
was concern about several developments, including a pro-
posal that would have merged four separate student cul-
tural centers (Afro-American, Latino, Native American, and 
Asian-American), into a single center and a January 2015 
incident in which campus police held an African-American 
junior at gunpoint, mistakenly identifying him as a suspect in 

Case Study

AND#CAMPUS#FOR#ALL'#DIVERSITY(#INCLUSION(#AND#FREEDOM#OF#SPEECH#AT#U)S)#UNIVERSITIES 47



PEN!AMERICA48

position…. With Erika Christakis, it doesn’t ma$er how 
brilliant she is. It doesn’t ma$er how great her class 
is. If she is unable to make students of color feel at 
home in her college … then she is not suited to being 
an assistant master even though she may be suited 
to being a professor or lecturer. 

I think her intentions were good. I think what she 
was trying to do was create a fun, inclusive environ-
ment for students on campus.… It’s just unfortunate 
that this desire failed to recognize that students of 
color don’t have the luxury of enjoying Halloween 
because they are the ones being offended.… It’s 
very difficult to mock someone with memories of 
genocide unless they have that in their historical 
background.338

Eshe Sherley elaborated further on the question of 
whether the students had impeded speech: 

When people occupy certain roles, there are discus-
sions that I think should not be happening through 
that role. So, I don’t think that the Head of College 
should tell students that it’s okay if they appropriate 
other students’ culture. Not because I don’t think that 
she should be able to say that in general, but because 
I think that she’s supposed to be the ambassador of 
the college, and that sentiment is not in line with the 
college’s values.339

Sherley was later echoed by Purdue University literature 
professor and feminist author Roxane Gay, who wrote in The 
New York Times about the Yale students:

As a writer, I believe the First Amendment is sacred. 
The freedom of speech, however, does not guarantee 
freedom from consequence. You can speak your mind, 
but you can also be shunned. You can be criticized. 
You can be ignored or ridiculed. You can lose your job. 
The freedom of speech does not exist in a vacuum.340

Sherley maintained that the student protesters could also 
pay a price for their speech. 

When students speak collectively in ways that are un-
popular, it’s actually us who bear the brunt of the con-
sequences, whether it’s from the media, whether it’s 
from our mental health deteriorating from doing that 
work, or from the possibility of university sanctions…. 
And also, the video of the girl yelling at Christakis —a 
media outlet was doxxing that girl too. I mean, she is 
ge$ing death threats at home.341 

Reflecting on the controversies, Yale president Peter 

mind-boggling. And the idea that she thinks they can 
be solved with one person having the patience or 
kindness or understanding to try to correct it is also 
mind-boggling. The fact is, these are extremely large 
systems that students of color are up against. They’re 
not equipped to fight it alone.330 

Meeting Speech with More Speech
The Christakis email galvanized students of color, explained 
Eshe Sherley, a class of ’16 graduate and former vice president 
of the Black Student Alliance.331 It was compounded by an 
allegation raised by a student in a Facebook post (which Yale 
later investigated and found to be unfounded) claiming that 
organizers of a Halloween fraternity party had turned away 
students of color, saying that the party was open to “white 
girls only.”332 It also coincided with major national events that 
stoked racial tensions, including protests against racism at the 
University of Missouri. Students sought a meeting with the 
Christakises (which they later dubbed unsatisfactory due to 
its brevity and what they regarded as the Christakises’ failure 
to listen), organized a “March of Resilience” a$ended by 
roughly 1,200 people,333 and encouraged students to display 
their views and experiences in chalk on campus walkways. 
Activists also confronted Jonathan Holloway, Yale College’s 
first black dean, in an intense, three-hour impromptu colloquy 
on campus amid the chalking event.334

The student activists then put forward a list of six de-
mands, including the renaming of Calhoun College and a 
new bias reporting system.335 Students also demanded the 
immediate “removal of Nicholas and Erika Christakis from 
the positions of Master and Associate Master of Silliman 
College.”336 From the students’ points of view, their actions 
were not censorship or intolerance but more speech. As 
Eshe Sherley put it:

People act as if protest is not a form of speech. It 
doesn’t necessarily foreclose other people’s speech…. 
Whenever there is a protest on Yale’s campus, I can 
point to days, months, or years of quote unquote “civil 
conversation” that students of color tried to have, 
and that was ignored by the people in power. So the 
question is, what do you do next?337 

Asked whether requesting that the Christakises be re-
moved as master and associate master constituted censor-
ship or punishment for speech, the students pointed out that 
they had not called for the couple to be removed from their 
faculty positions, in which academic freedom was paramount. 
Rather, they said, they wanted them ousted as house masters 
because they had failed to demonstrate empathy for students 
of color, a prerequisite for effective service in those positions. 

Alejandra Padin–Dujon said: 

It is not a teaching position. It is a head-of-student-life 
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stress level. But it was all free speech. The expecta-
tion is always for people to be civil. But there will be 
occasions when not being civil is not unreasonable.345 

Holloway believed that some of the questions about free 
speech were born of discomfort with what the student ac-
tivists were trying to say. He asked:

People are making judgments about whose speech 
is free. People didn’t like [the students’] speech. For 
those who didn’t, they need to ask themselves why. 
And there might be some ugly truths in that. 

I absolutely believe in the right to free speech, abso-
lutely. I do think it’s worth, though, considering just 
because we have the right doesn’t mean we should. 
If you care about the team, it might make sense to 
say, “You know what? I don’t have to say everything 
that is on my mind right now. Am I saying something 
because it is an idea that I really should think about 
or am I saying something that hurts? I have the right 
to say both, but should I?”346 

At the same time, Holloway said, while the students were 
fully within their rights to demand the ouster of the Chris-
takises, he and President Salovey had “reaffirmed ,the Chris-
takises] in their position.”347 

Safe Spaces: Balancing Inclusion and  
Academic Freedom
This is not to say that Yale administrators were sanguine 
about respect for academic freedom and intellectual inquiry 
on campus. They expressed particular concern with the con-
cept of safe spaces and the expectation that all of Silliman 
College, a residence of several hundred students, should be 
considered safe from points of view that some students might 
find discomfiting. Dean of Students Burgwell Howard put it 
in a way that summarized what other college administrators 
told PEN as well:

I tend not to use the phrase “safe space.” I don’t 
think universities are places that are free from dis-
comfort. When I think of safety, I think of physical 
safety. I think students—not just Yale students but 
college students—use the concept of safe space 
knowing that universities have to respond to con-
cerns about physical safety first. Using that language 
forces an institution to respond to something that 
is actually discomfort. But if they are saying, “I feel 
unsafe,” you have an obligation to investigate and 
look a"er them. If a parent hears that the university 
is not going to respond to my child’s concerns about 
safety, they are thinking: “Oh, my God, you’re not 
going to have security on campus, you’re not going 

Salovey expressed pride in students’ vigorous use of 
free speech:

I think what the students are asking for is: I don’t want 
to be speaking into the wind. Not because they de-
mand that people agree with them. It’s different to say 
‘I don’t want to speak in vain’ than to say ‘I demand to 
be agreed with.’ I think they are saying, ‘Validate what 
I’m saying by making it clear you’re listening to me. 
Even if you don’t agree - if you can empathize with me 
meaning I can understand why you feel that way.’342

Along with emphasizing the vitality of freedom of expres-
sion, Salovey underscored the importance of being able to 
exercise this right without fear of punishment. He stated: 

I certainly believe that everyone on all sides of that 
issue, from the intercultural counseling to Erika 
Christakis to the students who then reacted to Er-
ika Christakis, are absolutely entitled to the opinions 
that they stated and that they should be allowed to 
say them—shouldn’t have to be punished in any way 
for saying them.343 

Yale College dean Jonathan Holloway agreed that the stu-
dents were fully within their rights and were engaging in free 
speech when they asked to have the Christakises removed:

The thing that really bothers me about what happened 
in terms of media representations in the fall regarding 
student responses—as they were referred to as cryba-
bies and coddled—is that what the students were doing 
was free speech. I think for me the big question or big 
issue is whose free speech is valued more. We can’t 
value anybody’s free speech more than another’s.344 

Dean Holloway understood that the demand for the Chris-
takises’ removal was not a challenge to free speech; it was 
free speech. 

I don’t see it as a free speech challenge at all. Erika 
Christakis had every right to send that email. She 
had every right to do it. No one said she didn’t have a 
right to do it. Free speech is not going to be free from 
consequence, so we saw consequence. Students get-
ting upset and demanding her ouster: That is free 
speech as well. 

Are there consequences to that? There certainly 
were—lots of disagreements within the commu-
nity, lots of anger, and lots of upset. What I think we 
saw in the fall was one big free speech happening. 
It was painful and ugly and I was very happy to see 
the fall over with. It upset my stomach. It raised my 
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similar to mine, feel the shot to my self-esteem that 
that creates, feel the rise in my self-confidence, and 
then use it to go out and get what I want out of the 
Yale education, which is the interaction with all kinds 
of people who are different from me, which is what 
the rest of my week is like.350

For his part, Nicholas Christakis sought to articulate the 
interconnectedness of greater inclusivity and the protection 
of free speech. In a June 2016 piece in The New York Times, 
he wrote:

Students are demanding greater inclusion, and they 
are absolutely right. But inclusion in what? At our 
universities, students of all kinds are joining traditions 
that revere free expression, wide engagement, open 
assembly, rational debate and civil discourse. These 
things are worth defending. In fact, they are the pred-
icates for the very demands the students have been 
making across the United States.

Conversely, it is entirely illiberal (even if permissible) 
to use these traditions to demand the censorship of 
others, to besmirch fellow students rather than refute 
the ideas that they express and to treat ideological 
claims as if they were perforce facts. When students 
(and faculty) do this, they are burning the furniture 
to heat the house.351

Dr. Christakis also told PEN America: 

What I have been trying to defend for some years 
(including in the courtyard that day) is the right —and 
obligation—of the students themselves to engage in 
free and open discussion, and to work together to 
create an open society. That is, some people seem 
to think that my main concern is the right of faculty 
to express themselves, but it’s the students that 
I am most concerned about. Moreover, there is a 
well understood difference between free speech 
and targeted harassment. I retain my hope that 
my confidence in Yale students is not unfounded, 
and that they will come to see these issues more 
clearly. I believe in our common humanity, and in the 
capacity of people engaged in open discussion to 
acquire a be#er understanding of each other. And 
I remain unsure that administrative intrusion into 
students' forms of expression is beneficial to real, 
moral learning. The answer to speech we do not 
like is more speech. In my view, the faculty should 
help the students to see that, as I argued in my New 
York Times piece. 

Yale’s leaders eventually defended Erika and Nicholas 

to lock the doors? My child is unsafe?” They are 
using that language to force institutions to respond 
and probably get some respect.348

Asked to respond to some students’ claim that they felt 
“unsafe” at Silliman under the Christakises’ leadership, Dean 
Howard said:

I think it is a series of questions, unpacking what that 
means. Is it your physical safety? Is it your access to 
resources and spaces? Is it my room is too hot? Is it 
somebody followed me in through the security sys-
tem? What is the unsafety? There are many people 
within the institution that can help students navigate 
Yale. So if it is about feeling uncomfortable leaning on 
someone in particular as they are trying to navigate 
this place, okay, we can help them think about who 
else might serve as their guide.349

President Salovey believed that some form of safe space 
on campus might be a perfectly legitimate need, depending 
on its parameters:

What I think students mostly need is having some 
time in their week when they can recharge their bat-
teries, develop some self-confidence, so that they 
can spend most of their week interacting in spaces 
where their views count. That’s the pa#ern I see. I 
think the students are asking for places on campus 
where they can catch a break once in a while, that’s 
what they need… [and] I think that’s a legitimate 
request. Do they mean safe from ideas, safe from 
speech, safe from expression? That’s not the way 
people talk about it here. 

I’ll tell you one very quick story. I was talking to a 
student a$er a dinner in a cultural center, I believe 
the Hillel, which is the cultural center for the Jewish 
students. We were having a conversation, why do we 
have these cultural centers? And he said, Look, I grew 
up in a neighborhood in Brooklyn where everyone 
was like me, an observant Orthodox Jew. My family, 
my parents, every one of their friends was like that, 
observant Orthodox Jews. I want to live a life where I 
am interacting all over the world with people who are 
very different from me. That’s why I chose to come 
here. That’s why I want a Yale education, that’s why I 
don’t avoid anyone. But you know something? It’s chal-
lenging and effortful to interact with people who are 
so unlike you. They’re just unfamiliar. I can’t make as-
sumptions about what they can believe, as I can about 
people who are more similar. I need once or twice a 
week to come to a place like this cultural center, have 
a meal, chat with people whose backgrounds are more 
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Christakis, though Tablet columnist James Kirchick judged 
the administration’s support as “perfunctory” and argued 
that it le$ the couple’s continued residence at Silliman Col-
lege “untenable.”352 Both of them stepped down from their 
administrative roles at Silliman at the end of the 2015–16 
school year. Nicholas Christakis remains the Sol Goldman 
family professor of social and natural science, the director 
of the Human Nature Lab, and the co-director of the Yale 
Institute for Network Science.353 Erika Christakis stepped 
down from her teaching role at Yale at the end of 2015, 
telling The Washington Post that “I have great respect 
and affection for my students, but I worry that the current 
climate at Yale is not, in my view, conducive to the civil 
dialogue and open inquiry required to solve our urgent 
societal problems.” In an October 2016 Washington Post 
op-ed, she further reflected, 

The courtyard of Yale University’s Calhoun College.

It’s never easy to foster dialogue about race, class, 
gender and culture, but it will only become more 
difficult for faculty in disciplines concerned with the 
human condition if universities won’t declare that 
ideas and feelings aren’t interchangeable. With-
out more explicit commitment to this principle, 
students are denied an essential condition for in-
tellectual and moral growth: the ability to practice, 
and sometimes fail at, the art of thinking out loud.354 

The administration initially decided against renaming Cal-
houn College, with President Salovey asserting that “hiding 
our past” does not advance the “tough conversations” that 
need to take place on campus.355 But the university has since 
convened a commi#ee to consider criteria to govern whether 
and when campus buildings should be renamed.356

http://www.thetower.org/article/why-are-student-leaders-and-jewish-kids-frightened-at-ucla/
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The university is invested in corporations that profit 
off of the occupation. I have family members that 
live under the occupation, so this very greatly and 
in a very concrete way affects the family that I have. 
My tuition dollars are being invested, without my 
consent, into corporations that are actively and 
knowingly complicit in the occupation…. I don’t 
see this an a$ack on any group of people, or even 
on Israelis themselves. This is a campaign focused 
on neutrality because UC has taken a very active 
stance on supporting the occupation, and so by 
removing those investments, they’re bringing them-
selves to neutral. We don’t even mention Israeli 
companies. Just American.362

In the end, the student government voted against the 
resolution by a vote of 7 to 5.363

The failed divestment resolution reverberated on cam-
pus for months, as both Jewish and pro-BDS groups lob-
bied for their points of view, each accusing the other of 
using language that was unfair and even hateful.364 The 
pro-BDS organizations asked candidates for student 
government to sign a pledge to refuse free trips to Is-
rael organized by pro-Israel groups and to conferences 
or meetings sponsored by organizations that “promote 
discriminatory and Islamophobic positions,” including the 
Anti-Defamation League and the American Israel Public 
Affairs Commi$ee.365 Leaked emails then revealed that 
a major UCLA donor, real estate investor and pro-Israel 
advocate Adam Milstein,366 had helped raise thousands 
of dollars, donated through Hillel, to support pro-Israel 
student government candidates. In the spring of 2014, 
SJP filed charges with the student judicial council, asking 
it to consider whether council members’ acceptance of 
free trips from pro-Israel groups before voting on the 
BDS resolution should be considered a conflict of interest 
under UCLA’s student government bylaws.367 

Debating the Language of Harm
Some students who belonged to pro-Israel or Jewish 
groups objected to the divestment campaign and efforts 
to preclude the Israel trips on grounds that the trips were 
intended to foster firsthand knowledge of Israel and that 
such efforts bordered on being anti-Semitic. UCLA junior 
Tessa Nath wrote in The Tower that the failure of the 
BDS resolution to distinguish between anti-Zionism and 
anti-Semitism “undermines the identity of most Jewish 
students, which is, in turn, predicated on the connection 
between Israel and Judaism.”368 

Some of the Jewish students invoked the new language 
of harm in explaining why they perceived the critiques of 
Israel and Zionism as personal attacks on them as Jews. 
Liat Menna told PEN America that the BDS movement 
struck at the core of her Jewish identity, in which being 

CASE!STUDY-!UCLA
Pro-Israel and Pro-Palestine Activists 
in Conflict
As a public university in one of the country’s most racially 
and ethnically diverse cities and states, UCLA has a highly 
diverse student body. Of the 25,060 undergraduates en-
rolled in the 2014–2015 academic year, about 28 percent of 
the domestic students were white, with 30 percent Asian, 
20 percent Hispanic, 3 percent African-American, and 13 
percent international.357 

In recent years, a series of controversial resolutions on 
Israel-Palestine issues were considered at various levels 
of student government. In 2013 the UCLA undergraduate 
student council voted against a resolution that would 
have blocked future efforts to press for the university to 
divest from companies tied to the Israeli occupation.358 
On February 25, 2014, after a months-long divestment 
campaign led by the UCLA chapter of SJP, the student 
government held hearings to culminate in a vote by the 
12-member governing body on a resolution that would 
have called on the Board of Regents to divest from com-
panies said to profit from the Israeli occupation.359 The 
student hearings went on for nine hours, with scores of 
speakers for and against the resolution, including from 
SJP, Bruins for Israel, Jewish Voice for Peace, and other 
on- and off-campus organizations. The discussions got 
heated, and many students reported leaving the pro-
ceedings deeply shaken, feeling that they had been mis-
understood and personally attacked.360 

Liat Menna, a member of the class of 2018 and the 
founder of Students Supporting Israel at UCLA, has been 
active in the school’s Hillel, Bruins for Israel, the advi-
sory council for the Center for Jewish Studies, and the 
Younes and Soraya Nazarian Center for Israel Studies. 
Menna told PEN America that the language used in the 
hearings was hateful and felt like an attack on students 
who support Israel:

When this type of rhetoric is brought … over and 
over and over again, it’s directed at us. It’s not di-
rected at the prime minister of Israel, and it’s not 
directed on any official diplomat, it’s directed at the 
Zionists. I cannot tell you the type of emotional pain 
that has caused people. People have le" the room 
crying, they stop eating, it’s such an emotional pain, 
and we have to acknowledge that emotional pain 
can be sometimes as disturbing as physical pain.361 

A Palestinian UCLA student, who wished to remain 
anonymous for fear of reprisals, emphasized that the 
arguments in favor of the resolution were not directed 
toward fellow students: 
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There’s an undercurrent that you hear within stu-
dent groups about Jews’ privilege, wealth, and 
power in ways you didn’t hear years ago. And it 
comes up in the debate on BDS on campus. Part 
of the response is to invalidate Jewish claims to 
be vulnerable in any way or to have suffered from 
any prejudice is that Jews are themselves now 
part of the oppressive class. So you have disturb-
ing trends, and it  seems to me that with these 
disturbing trends, overt vulgar anti-Semitism and 
what I call the politics of resentment manifest them-
selves, which produces discomfort.  I think that the 
response is -how can we do something about it?  
What can be done?372 

As the disputes went on, in late December 2015 one 
UCLA student, not known to be affiliated with SJP or any 
other group, wrote on her private Facebook that Jews 
were “troglodyte albino monsters of cultural destruction,” 
prompting a flurry of social media posts, some of them de-
manding that the student be fired from her on-campus job.373 
While the UCLA condemned the post as not representing 
the university, senior administrators told PEN America that 
the university was unable to sanction the author, citing her 
free speech rights on her private Facebook page.

The BDS campaign continued as pro-Palestinian groups 
reintroduced their divestment resolution. In November 
2014, the newly elected student government council held 
new hearings. This time, SJP took steps to assert more 
control over speakers from its side. As Rahim Kurwa, a 
sixth-year graduate student in sociology, said, “We were 
able to explain what types of speech we felt were pro-
ductive to our campaign and what types of speech were 
antithetical to our principles.”374 The UCLA administration 
also helped structure the hearings far more tightly, creating 
a less contentious gathering. Only UCLA students were 
permi$ed to a$end the meeting, and rules were estab-
lished so that equal numbers of speakers for and against 
the resolution would be given the floor, with time limits. 
Montero commented on the administration’s strategy of 
devoting additional resources to provide counseling and 
support for students to be able to address the controver-
sies in a more constructive manner:

I’m there. Our counseling and psychological ser-
vices executive director is present. We have ad-
ditional staff present to watch, to support, who’s 
leading, who’s crying, how are the emotional re-
actions to what’s happening? Trying to not insert 
ourselves into the discussion but just provide a 
safety net of discussion or support.375

Those efforts appear to have helped. As the Daily Bruin, 
UCLA’s student newspaper, reported:

“Zionist and Jewish becomes the same thing.” She said 
that in campus debates Zionism had been equated with 
racism, a comparison she viewed as inimical to reasoned 
dialogue:

While Israel is not perfect, and nobody is going 
around saying Israel is perfect, and no country is 
perfect, every country has its problems. However 
BDS denies Israel’s right to exist, denying our right 
to exist as Zionists, and saying that we have an ille-
gitimate identity, and that’s when the line is crossed.

“Zionism is racism”: It’s not even like “Oh, well, 
by wanting to have a Jewish state you’re perhaps 
drawing lines between different people.” No, it’s 
just “Zionism is racism.” There’s no conversation, 
there’s no dialogue, there’s nothing....

Last year a girl got pushed because she wore an 
[Israel Defense Force] shirt. That comes from a 
lack of understanding and a lack of respect.… We’re 
asking to be looked at as human beings, and we 
don’t even get that. We’re seen as just villains for 
our so-called support for so-called “genocidal ac-
tivities.”... I encourage free speech. But what I don’t 
encourage is inflammatory language. I would never 
say Palestinians are terrorists.

We just want to the administration to know that 
this is something that’s hurting us, and bothering 
us, and making us feel unsafe and threatened. What 
do I mean by unsafe? When this type of rhetoric is 
brought, in instances like the BDS hearings, ... it’s 
directed at us.369 

On the other hand, Eitan Peled, a Jewish-Israeli UCLA 
student and member of Jewish Voices for Peace, a Jewish 
group that supports BDS, does not view efforts to target 
Israel on campus as in any way anti-Semitic. He said: “As 
a Jewish Israeli student, I don’t even know how to begin 
to tell you what a ridiculous allegation that is, to say such 
a thing. And I think that such accusations do a disservice 
to anybody who has experienced such discrimination or 
bigotry.”370

The anonymous Palestinian UCLA student looked at the 
debate through a different prism, that of her own family 
suffering under occupation: “I’m talking about the expe-
riences of my family and the reality of the occupation.... I 
should at least not have to contribute to the hardships of 
my family. To make it about others’ feelings is just wrong.”371 

Rabbi Chaim Seidler-Feller, who recently retired a"er 
leading UCLA’s Hillel for 40 years, told PEN America that 
anti-Israel sentiment has fed into a broader effort to recast 
the role and position of Jews both on campus and beyond:
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unanimously put her on the board.379

In a statement, SJP said: “SJP was not involved 
in, had no knowledge of, and would not support 
the questioning of Beyda or anyone else based on 
their identity.”380

In discussing this incident with PEN America, David 
Myers, a UCLA professor of Jewish history, explained 
that opposition to Israel or its policies is not necessarily 
anti-Semitic but that at times the boundary could be “po-
rous.” Referring to the Rachel Beyda interview, he said: 

There we see the slippage between anti-Israel 
expression and concerns about one’s Jewishness. 
That’s the slippage. The slip was not intentional. 
Meaning, I think it was not intended to be anti-Se-
mitic. I think it was a very natural, and rather dan-
gerous, progression.381

Undergraduate Gil Bar-On echoed the idea that the re-
lationship between anti-Israel and anti-Semitic viewpoints 
can assume multiple forms, depending on the speaker:

I obviously think there’s totally room for criticism of 
Israel, and I don’t think that all cases of anti-Zionism 
are just anti-Semitism. But a lot of times that does 
blend together. If your professor is pre$y much 
completely singling out or demonizing Jewish peo-
ple or Jewish statements, they may cross a line. But 
I’m definitely on the side of being able to challenge 
people on all sides of the issue.382

After the Beyda questioning, Myers taught a short 
course on the history of anti-Semitism, which was a$ended 
by one of the students involved in the Beyda case. Myers 
explained:

So that became proof positive to the AIPAC crowd 
that anti-Semitism was rampant on campus. But one 
should not assume that all anti-Israel, or even all 
BDS activity is by definition anti-Semitism. That is 
the crux of the debate. That’s where you intervene 
trying to make sense of how does this intersect 
with free speech. It’s a very tricky, difficult line for 
demarcation. 

From personal experience, I can say it is clear to me 
that not all supporters of BDS, by any stretch of the 
imagination, are anti-Semitic. It is also clear to me 
that a) some supporters of BDS unwi$ingly got into 
this slippage, and b) some supporters hold some 
ideas that are quite anti-Semitic. I think the grave 
danger is the slippage. What are you supposed 

Rauya Mhtar, a fourth-year philosophy student, said 
she thought Tuesday’s meeting was less tense and 
fostered a more civilized discussion on divestment 
than the meeting in February, when the council 
voted on a similar resolution. “There was a lot more 
solidarity in the room and people seemed to focus 
much more on the humanitarian aspect of the issue 
this time around,” Mhtar said.367

A$ermath of the Resolution
A"er the resolution passed by a vote of 8 to 2 with two 
abstentions, the administration sent out an email affirming 
that it nonetheless did not intend to divest. The anony-
mous Palestinian UCLA student was disappointed in the 
administration’s response, reading the message as “a signal 
that ‘your experiences and your family in the West Bank 
does not ma$er.’”377

A few months later, on February 10, 2015, then-soph-
omore Rachel Beyda was nominated for a spot on the 
student Judicial Board. In an interview conducted by 15 
members of the undergraduate student council,378 Beyda 
was asked whether her Jewish identity would affect her 
judgment on such issues as the ethics case. As The New 
York Times reported: 

“Given that you are a Jewish student and very ac-
tive in the Jewish community,” Fabienne Roth, a 
member of the Undergraduate Students Associ-
ation Council, began, looking at Ms. Beyda at the 
other end of the room, “how do you see yourself 
being able to maintain an unbiased view?”

For the next 40 minutes, a"er Ms. Beyda was dis-
patched from the room, the council tangled in a 
debate about whether her faith and affiliation with 
Jewish organizations, including her sorority and 
Hillel, a popular students group, meant she would 
be biased in dealing with sensitive governance 
questions that come before the board, which is 
the campus equivalent of the Supreme Court.

The discussion, recorded in wri$en minutes and 
captured on video, seemed to echo the kind of 
questions, prejudices and tropes—particularly about 
divided loyalties—that have plagued Jews across 
the globe for centuries, students and Jewish lead-
ers said.

The council, in a meeting that took place on Feb. 10, 
voted first to reject Ms. Beyda’s nomination, with 
four members against her. Then, at the prodding 
of a faculty adviser there who pointed out that 
belonging to Jewish organizations was not a conflict 
of interest, the students revisited the question and 
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every member of a group can’t be impartial or is 
motivated by hatred is intellectually and morally 
unacceptable. When hurtful stereotypes—of any 
group—are wielded to delegitimize others, we are 
all debased.

A first-rate intellectual community must hold itself 
to higher standards.388

Soon a"er, conservative activist David Horowitz told 
the Jewish Journal, a local weekly newspaper, he had com-
missioned and hung the posters as “part of a campaign 
… to raise awareness of the epidemic of Jew hatred on 
college campuses, like at UCLA.”389 It was later revealed 
that Horowitz had received funding for this poster cam-
paign from Sheldon Adelson, the casino tycoon, Repub-
lican mega-donor, and commi$ed Israel supporter who 
bankrolls a wide range of Zionist causes. According to 
the L.A. Times, with $10 million in funding, Adelson had 
launched a task force to implement projects that would 
counteract the BDS movement on campuses and “target 
what he called ‘lies’ about Israel perpetuated by Students 
for Justice in Palestine.”390

Similar anti-SJP posters appeared on campus in April and 
November 2015. Then the following April, another round of 
posters appeared, this time listing SJP members by name 
and calling them terrorists. As undergraduate Gil Bar-On re-
counted, the Jewish community at UCLA “responded pre$y 
quickly, condemning the posters and very much stressing 
that this is not our opinion whatsoever.” Bar-On described 
“a very rare show of unity” between pro-Israel students and 
SJP in voicing outrage over the posters.391

In a campus-wide commentary posted online, Jerry 
Kang, UCLA’s vice chancellor of equity, diversity, and inclu-
sion, condemned the “focused, personalized intimidation 
that threatens specific members of our Bruin community.” 
The poster campaign was seen potentially to cross the line 
from protected, if hateful speech, to impermissible and 
menacing harassment. Kang wrote:

[I]f your name is plastered around campus, cast-
ing you as a murderer or terrorist, how could you 
stay focused on anything like learning, teaching, or 
research? In modern times, we may have to resign 
ourselves to the reality of negative, unfair, and o"en 
anonymous statements about us strewn through-
out the Internet, with li$le practical recourse. But 
I refuse to believe that we can do nothing about 
hateful posters pushed into our school and work-
places by outsiders. 

First, we repudiate guilt by association…. The chill-
ing psychological harm cast by such blacklist cam-
paigns, especially when pushed into our physical 

to do? Censor your critique of behavior that you 
find completely objectionable? Refuse to allow 
that critique because it may be interpreted as  
anti-Semitism by some?

The university is supposed to be an open market-
place for ideas, the one place where you can push 
beyond convention and articulate disconcerting 
and difficult thoughts. Of course the challenge is 
how to do so without creating an uncomfortable 
or hostile environment.383

Numerous media outlets—including The Atlantic384, The 
New York Times385, and The Guardian386—reported on the 
questioning of Beyda, o"en positing that it was a sign of 
rising anti-Semitism at UCLA and on campuses generally.

Intimidating Protesters On Campus
Two weeks later, in late February, UCLA students found 
posters around campus that, according to witnesses, 
showed masked men with assault rifles standing over a 
kneeling, bound, masked man.387 The posters read “Stu-
dents for Justice in Palestine": 

At a recent Undergraduate Students Association 
Council meeting, a few council members unfairly 
questioned the fitness of a USAC Judicial Board 
applicant because of her Jewish identity. Another 
upse$ing incident occurred last weekend when 
inflammatory posters on our campus implied that 
Students for Justice in Palestine was a terrorist 
organization.

We should all be glad that, ultimately, the judicial 
board applicant was unanimously confirmed for her 
position and that the posters were taken down by 
members of our community. We are pleased that 
the students who initially objected to the Jewish 
student’s appointment apologized, and we are 
reassured that the UCLA Police Department is 
vigorously investigating the ma$er of the posters.

Yet we should also be concerned that these in-
cidents took place at all. No student should feel 
threatened that they would be unable to partici-
pate in a university activity because of their religion. 
And no student should be compared to a terrorist 
for holding a political opinion. These disturbing ep-
isodes are very different, but they both are rooted 
in stereotypes and assumptions.

Political debate can stir passionate disagreements. 
The views of others may make us uncomfortable. 
That may be unavoidable. But to assume that 
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There’s kind of a coalition between a lot of social 
justice groups, and part of that coalition is also 
SJP.... It’s kind of frustrating that, let’s say you’re a 
Jewish student and you want to be involved in some 
social justice groups or minority groups that aren’t 
100 percent involved with divestment or BDS. It’s 
pre$y difficult to be part of those spaces unless 
you’re fine with completely shu$ing your ears to a 
lot of things that make you feel uncomfortable.395

Pro-Israel student activist Liat Menna has led objec-
tions when the university’s Alan D. Leve Center for Jew-
ish Studies hosted speakers that in any way challenged 
Zionism. In May 2015, Princeton professor emeritus Cor-
nel West was scheduled to be the keynote speaker at 
a conference at the Center for Jewish Studies about 
the work of Abraham Joshua Heschel; West was a stu-
dent of Rabbi Heschel’s and has written about his con-
tributions and legacy. Menna and others (including the 
AMCHA Initiative, a group that fights campus anti-Sem-
itism) objected, citing West’s public support of the BDS 
movement.396 When the conference hosts, the Center 
for Jewish Studies, invited Gil Hochberg, an associate 
professor of comparative literature and gender studies 
at UCLA, to present her research findings about Israeli 
policy toward Palestinians, Menna and allies advocated 
canceling the presentation on the grounds that the center 
should be a pro-Israeli place that supports, rather than 
critiques, Jewish identity. 

A"er Menna asked Todd S. Presner, the director of the 
center, to cancel the Hochberg talk, he suggested that she 
read Hochberg’s latest book, Visual Occupations: Vision 
and Visibility in a Conflict Zone, and then come to a discus-
sion with other students about the book and Hochberg’s 
planned lecture. Menna told PEN America that a"er the 
discussion and meeting with Presner, she came away with 
a new perspective: “Si$ing through that meeting, while I 
was so uncomfortable—to be honest, it helped me to not 
only be more convicted in my cause but realize where 
there needs to be more conversation.”397

In an interview with PEN America, Menna continued to 
express the view that being Jewish and being a Zionist are 
part of a single, indivisible identity, rendering any a$ack 
on Zionism anti-Semitic. But there are signs that her en-
gagement in campus controversies is adding new shades 
and perspectives. While Menna argued that demanding 
the cancellation of a speaking invitation itself constitutes 
protected speech, she also evinced some appreciation of 
alternative tactics:

At the end of the day, I can respond to free speech 
with more speech, and I can condemn it, and I can 
react to it. I think, while there may be incidents 
when students really want to shut down a speaker 

campus grounds, cannot be dismissed as over-sen-
sitivity. If you don’t find these posters repulsive, 
consider your own name on them with whatever 
ludicrous stigmas that outsiders could conjure up. 
And if this isn’t enough, consider what might follow. 
What will you say when the next round of posters 
on campus includes photos, phone numbers, email 
addresses, home addresses, names of parents, 
names of children? These are not just hypotheticals. 
They have happened in other political contexts, 
such as the website called the “Nuremberg Files,” 
which targeted individual doctors who provided 
lawful abortions.

,UCLA] will deploy all lawful resources to counter 
any harassment or intimidation.392

Student and Community Responses
According to Janina Montero, the recently retired vice 
chancellor of student affairs, passions were inflamed by 
two factors. The first was a stark campus split along racial 
and socioeconomic lines: 

All of the communities of color associated in sup-
port of BDS. Systematically, each one of them. For 
instance, the undocumented students made the 
connection with not being able to cross borders, 
people coming into your house and taking you away. 
That created a painful ri". Traditionally the Jewish 
community have felt connected with supporting 
communities of color, especially African-Americans. 
It was a significant cultural and political split. The 
feelings were and are very raw.393

Rabbi Aaron Lerner, now the executive director of Hillel 
at UCLA, wrote in an email: 

The anti-Israel student groups have been success-
ful in passing Boyco$, Divestment, and Sanctions 
(BDS) resolutions only because they have partnered 
with other radical and marginal groups to create co-
alitions in which each group supports one another’s 
special interest projects… This coalition then runs 
for election on a supposedly progressive platform, 
brings out their voters en masse, and succeeds in 
essentially colonizing various student leadership 
groups.394

UCLA undergraduate Gil Bar-On put a very different 
spin on a similar phenomenon, speaking of the frustration 
of many Jewish students who faced a quandary in want-
ing to support a range of other social justice causes on 
campus but find that it can be difficult to make common 
cause without supporting BDS: 
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Here you do have people who will say, “Community 
survival trumps free speech.” Because [Hillel is] a 
particular institution and we have these values. It 
seems to me some of what’s going on regarding 
Jews on campus has to do with this clash between 
the internal Jewish instinct for survival and being 
confronted with more universal values and princi-
ples that can seem to be antagonistic to our own 
self-interest.399

UCLA grad student Rahim Kurwa, one of the BDS activists 
who was branded a terrorist on David Horowitz’s posters, 
also expressed a growing appreciation of free speech pro-
tections. In an interview with PEN America, he described 
younger students who may begin thinking that theirs is the 
only valid position but come to appreciate different per-
spectives as they mature, valuing the free exchange of ideas 
as essential to their cause. As Kurwa explained:

One cannot have diversity and social justice speech 
in spaces without free speech. That’s very clear from 
my experiences on campus. Without the protections 
of free speech rules, almost every activity that SJP 
engages that is outward facing, in other words, that 
engages with the public in some way, would be shut 
down or silenced. And that’s not my opinion, that’s 
documented by relatively powerful groups, that have 
stated so in their agendas, and have worked, and at 
some degree been successful…. So, my take on it 
would be that free speech is not incompatible with 
our campaign but essential to it.400

PEN America asked Kurwa for his thoughts on students 
who said that the campus controversies made them feel 
unsafe and called on the university to provide so-called 
safe spaces. Kurwa responded:

I don’t want it to sound demeaning when I say this, 
but there are things you say when you are at one age 
that you may not say a few years later.… I try to think 
about it from a perspective of a younger minority 
student on this campus, a campus that is extraor-
dinarily fraught with tension around race, gender, 
immigration status, political views, etc. And I can 
really understand the desire to carve out some space 
for peace of mind, to just be yourself. Of course 
minority students want some kind of safe spaces. 
Those can be important and positive for students of 
color, particularly underrepresented minorities, most 
o"en with no impact on any other part of the campus 
community.… But social change isn’t frictionless. It 
only happens with friction. You have to engage.401

In becoming involved with the BDS campaign, Kurwa 
knew that his exercise of free speech could lead to 

from speaking ... that’s part of free speech.... I think 
initially we want the free speech to stop when it 
makes us uncomfortable, but as time goes on you 
realize its benefit.398

Rabbi Chaim Seidler-Feller of UCLA Hillel commented 
on the tension between ethnically oriented safe spaces 
and values of free speech:

SJP-UCLA photo campaign: #DivestNow 
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reported that she subsequently received hate mail and 
death threats.405

A"er the Rachel Beyda questioning became national and 
international news, according to the UCLA administration, 
the students involved apologized to Beyda and UCLA ad-
ministrators stepped in to help the students understand the 
implications of the questions. However, the students who 
did the original questioning received hostile emails telling 
them, Montero told PEN America, “You will never work, I’ll 
make it my business that you will never find a job.”406

Blandizzi discussed how social media heightened pas-
sions, making controversies feel like catastrophes: 

Whether it’s social media or the activism of the com-
munity they surround themselves with, it’s an all-in 
phenomenon. They’re constantly thinking about it, 
so that it permeates all their experiences. That level 
of intensity fuels some of the discourse in a way that 
makes the opinions and thoughts come out very 
fast and very quick, and they feed off that level of 
intensity. It’s impacting their ability to function and 
see clearly. A student might be in the midst of really 
losing themselves in understanding the bigger calling: 
They have come to be a student here at UCLA. They 
have responsibilities that they have to fulfill. 407

Montero noted that not all UCLA students arrived on 
campus with a strong understanding of free speech pro-
tections and the rationale for them:

Principles of freedom of speech, First Amendment, 
all of those important issues, don’t easily translate 
to the experience of many of our students. It’s not 
part of their educational makeup. It’s not part of 
their social capital, if you will.408

UCLA’s administration has planned educational events 
bringing together various stakeholders with diverse views to 
share perspectives on free speech. But Montero expressed 
concern that these efforts, including periodic dinners for 
students and faculty to discuss free speech challenges, tend 
not to be popular or well a$ended. “There is something 
about freedom of speech that is not as sexy as microag-
gressions or safe spaces,” she said. “We’ve done all sorts of 
things, bringing faculty members and others, legal experts, 
to talk about freedom of speech in different contexts … 
it does not cause the response that one would hope.”409

unforeseen and unwanted consequences. With his name 
on the Horowitz posters, which he believed encouraged 
violence against him and his fellow activists, and with his 
name listed as a terrorist on the website Canary Mission, 
Kurwa is concerned that his prospects of landing an ac-
ademic job once he graduates may be compromised. He 
disputes the idea that student activists are the ones sup-
pressing free speech. In his mind, those with power are 
the ones suppressing outsider perspectives.

The university itself has incredible power over the 
speech forums it controls, and in my estimation it 
has used that power to elevate only the voices it 
is comfortable with—those that do not challenge 
the political status quo in any meaningful way.402

Safe Space and Free Speech in the Social  
Media Era
Some at UCLA brought safe spaces into discussions. Both 
Montero and Blandizzi voiced concerns with the concept 
as advanced by student activists. Blandizzi described the 
university’s approach to such demands as centering, at 
least in part, on encouraging students to define their con-
cerns and fears more precisely: 

What threats are we talking about? Tell me more 
about who’s threatening you with what, and how. So 
we try to really unpack the “I feel unsafe” statements 
in a way that helps us narrow in as to what we po-
tentially need to provide direct support.403 I’m trying 
to figure out what happened. Is what happened an 
actionable situation? Most of the time it’s not, because 
of freedom of speech and other freedoms.

Both students and faculty observed that the atten-
tion paid to the UCLA controversies on social media 
and in the national press contributed to a heightening 
of tensions and, at times, a hardening of positions. For 
instance, after the February 2014 BDS resolution failed, 
a cellphone video of a student government representa-
tive getting extremely upset about the loss was posted 
online under the heading “UCLA Student Melts Down 
After Divestment Defeat.”404 The video has been viewed 
more than 115,000 times on YouTube and was commented 
on by pundits and outlets including conservative com-
mentator Michelle Malkin, The Jewish Press, Breitbart, 
and The Daily Caller. The student depicted in the video 
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consensual romantic relationship, which she denied424); 
against the faculty adviser for bringing the graduate stu-
dent’s charges to the university;425 against Northwestern 
for mishandling the investigations and misrepresenting its 
decisions to the media;426 and against local media outlets 
for their coverage.427

As the crisis deepened, some student activists and fac-
ulty pressed for more transparency and stronger sanctions 
for violating the ban on student-faculty relationships. The 
student government endorsed this request.428 A student 
group organized a sit-in targeting Ludlow’s class.429 When 
he canceled class to avoid the protest, they instead 
marched on the dean’s office to a protest against what 
they contended were the university’s inadequate sexual 
assault policies.430 

In the end, the undergraduate’s lawsuit against North-
western was dismissed431 and she dropped her suit against 
Ludlow.432 Through her lawyers, she released a surprising 
public statement:

Professor Ludlow and I have found ourselves in 
agreement on some significant points. I believe 
both parties would agree that the investigation, 
determination, and action and a"ermath of the 
events of February 10-11th 2012, were inept at best, 
and improperly motivated at worst… Northwestern 
has not conducted itself in good faith towards any 
litigant, witness, faculty, staff, or student involved 
in any way with any of the legal and quasi-legal 
proceedings in which Northwestern is involved.433

Ludlow’s suits were eventually dismissed, and in the 
wake of the public controversies, a tentative job offer he 
had received from another university was withdrawn.434 
Northwestern commenced termination hearings against 
him, and on November 13, 2015, he resigned.435 

About a year a"er the undergraduate’s lawsuits were 
filed, on February 27, 2015, Northwestern film professor 
Laura Kipnis published an essay in The Chronicle of Higher 
Education called “Sexual Paranoia Strikes Academe,” which 
decried the year-old Northwestern policy banning ro-
mantic or sexual relationships between faculty or staff 
and undergraduate students regardless of consent.436 
Kipnis talked about longtime marriages that began with 
romance between professors and students and rejected 
the premise of the ban as assuming that professors in-
herently wield more power than students. In her article, 
without mentioning names, Kipnis appeared to implicitly 
credit Ludlow’s contested claim that his relationship with 
the graduate student had been consensual, referring to her 
as “a graduate student he had previously dated (emphasis 
added),”437 a characterization that Kipnis continues to 
stand by as accurate in an interview with PEN America. An 
investigative article in the Chronicle of Higher Education 

CASE!STUDY-!
NORTHWESTERN
Flawed Title IX investigations

In January 2014, Northwestern University issued a new pol-
icy forbidding “romantic and sexual relationships” between 
faculty and undergraduate students, opening the door to 
sanctions for professors who had sex with undergraduates 
even with consent.410 

The timing of the introduction of this policy, which is 
consistent with similar bans at certain other elite uni-
versities,411 may have related to the events underlying a 
complaint by a Northwestern undergraduate against the 
university for violating Title IX. The student complained 
to the university in February 2012, as a freshman, that 
philosophy professor Peter Ludlow had go$en her drunk, 
kissed her, and put his hands on her body without her 
consent.412 Ludlow denied the allegations, saying that the 
student had initiated the encounter and he merely re-
sponded.413 Northwestern investigated and found that him 
responsible for some but not all of the “unwelcome and 
inappropriate sexual advances”.414 Northwestern assessed 
the evidence to be insufficient grounds to fire Ludlow, but 
sanctioned him by denying him the endowed chair that 
he had been promised, denying him a raise, and banning 
him from sexual or romantic relationships with students.415

Ludlow appealed to a faculty commi$ee, which upheld 
the findings and concluded that the undergraduate was 
too drunk to grant consent.416 He threatened to sue the 
student for defamation while continuing to teach.417

In February 2014 the student, who reported being de-
pressed and suicidal, sued Northwestern in federal court 
under Title IX, alleging that the university had shown “de-
liberate indifference” in allowing Ludlow to continue to 
teach and failing to prevent him from threatening to retal-
iate against her with a defamation action, although he had 
not filed.418 The student also sued Ludlow in state court for 
violating the Illinois Gender Violence Act.419 These suits 
received widespread media coverage.420

Soon a"er the undergraduate’s lawsuit against North-
western became public, a philosophy graduate student 
told her faculty adviser that three years ago she had 
been the victim of unwanted sex at Ludlow’s apartment 
when she was too drunk to consent, but that she has not 
brought charges for fear of retribution.421 Once the faculty 
adviser informed the administration of this allegation, 
Northwestern initiated a Title IX investigation into the 
graduate student’s case.422 

In June 2014, Ludlow filed lawsuits against the under-
graduate for defamation;423 the graduate student for 
defamation (alleging in public filings that they had had a 
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Baker and others also mounted a petition asking the 
administration to reiterate its support for the ban on fac-
ulty-student relationships and to issue an “official condem-
nation of the sentiments expressed by Professor Kipnis.”441 
Title IX at Northwestern then organized a march, complete 
with carried ma$resses and taped mouths, both widely 
recognized symbols of university indifference to sexual as-
sault.442 Northwestern’s president, Morton O. Schapiro, an-
nounced that he would consider the students’ petition.443

Kipnis’s detractors criticized her face-value acceptance 
of Ludlow’s claim that the relationship between him and 
the graduate student had been consensual—insisting that 
it was not—and specifically asked her to rephrase the char-
acterization, which she declined to do.444 Kathryn Pogin, 
another graduate student in Northwestern’s philosophy 
department, wrote a le$er to Kipnis and to the editors at 
the Chronicle445 as well as a piece in the Huffington Post, 
criticizing Kipnis for “willfully misleading the public” about 
the facts of the case. In an interview with PEN Amer-
ica, Kipnis responded that “I wrote absolutely nothing 
regarding the graduate student's charges against Ludlow 
and nothing about the underlying assault allegations; only 
that the two were dating. That is why I believe the Title IX 
complaints were so misguided."446 The Chronicle eventually 
issued a correction, clarifying that while Ludlow claimed 
the relationship was consensual, this allegation was dis-
puted. However, it followed up with a subsequent article 
that appeared to support the view that the two were in 
a relationship.447 

Pogin underscored to PEN America the damaging 
impact of Kipnis’s article on the graduate student. She 
noted that the graduate student had reported the assault 
reluctantly, fearing retaliation and damage to her profes-
sional reputation. Even though Kipnis did not mention the 
graduate student’s name, the student believed Ludlow’s 
defamation suit had made it widely known in academic 
circles. Pogin reported that the unnamed graduate student 
felt that precisely the negative personal and professional 
consequences she had feared would result from bringing 
a complaint came to pass:

Now a piece has been published in the newspaper 
most widely read by her professional community 
alleging that her allegation of rape is an incidence 
of sexual paranoia. It’s only sexual paranoia if the 
women who have accused Ludlow are paranoid 
and don’t have a legitimate complaint, right? This 
is all being dissected on philosophy blogs because 
she was sued in public, so on the philosophy blogs 
she’s being picked out by name.448 

The graduate student and a fellow student and sup-
porter of hers told PEN that they asked Northwestern 
administrators if they could lodge a  retaliation complaint 

in June 2015 reported that the Ludlow and the graduate 
student had dined and traveled together and had slept 
in the same bed.438

Kipnis’s article provoked condemnation from some on 
campus for challenging the narrative of predatory profes-
sors and helpless students. Among the phrases considered 
most objectionable, she wrote:

But here’s the real problem with these charges: 
This is melodrama. I’m quite sure that professors 
can be sleazebags. I’m less sure that any professor 
can force an unwilling student to drink, especially to 
the point of passing out. With what power? What 
sorts of repercussions can there possibly be if the 
student refuses?...

In fact, it’s just as likely that a student can derail 
a professor’s career these days as the other way 
around, which is pre$y much what happened in the 
case of the accused philosophy professor…. 

What becomes of students so commi$ed to their 
own vulnerability, conditioned to imagine they have 
no agency, and protected from unequal power ar-
rangements in romantic life?439

Faced with Kipnis’s public critique, proponents of the 
relationship ban mobilized to defend it. Then-undergradu-
ate Erik Baker, a member of Men Against Rape and Sexual 
Assault and founder of an organization called Title IX at 
Northwestern, rallied 41 student signatories for an open 
le$er published in the student online publication North 
by Northwestern on March 2, 2015:

As activists, peer educators, and compassionate 
human beings on Northwestern’s campus, we are 
writing to publicly express our outrage and disap-
pointment with RTVF Professor Laura Kipnis’ re-
cently published article about professor-student 
relationships in the Chronicle of Higher Education. 
Kipnis’ full-throated support of sexual encounters 
between faculty and their students is anathema to 
the safe culture of healthy sexuality towards which 
the Northwestern community ought to aspire. Pro-
fessor Kipnis does not speak for us….

We are concerned that Kipnis’ arguments have 
the potential to further erode the few protec-
tions for vulnerable students on campus that 
have not already been exposed as a cruel joke. 
And we can only hope that the Northwestern 
community will meet Kipnis’ toxic ideas with 
resounding opprobrium, because they have no 
place here.440 
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turned out to have nothing whatsoever to do with 
the essay. She was bringing charges on behalf of the 
university community as well as on behalf of two 
students I’d mentioned—not by name—because the 
essay had a “chilling effect” on students’ ability to 
report sexual misconduct. I’d also made deliberate 
mistakes, she charged (a few small errors that hadn’t 
been caught in fact-checking were later corrected 
by the editors), and had violated the nonretaliation 
provision of the faculty handbook….

Much of this remains puzzling to me, including 
how someone can bring charges in someone else’s 
name, who is allowing intellectual disagreement to 
be redefined as retaliation, and why a professor 
can’t write about a legal case that’s been nationally 
reported, precisely because she’s employed by the 
university where the events took place. Wouldn’t 
this mean that academic freedom doesn’t extend 
to academics discussing ma$ers involving their own 
workplaces?456

During the course of the investigation, Kipnis had 
a two-and-a-half-hour, in-person session with the 
investigators, followed by “numerous phone calls, 
emails, and requests for further substantiation, 
including copies of emails and tweets.” She also 
reported that the lawyers, a$orneys from a private 
law firm paid for by Northwestern, interviewed “an 
expanding list of witnesses,” all at a presumably 
significant cost in billable hours.457

While Kipnis was told to keep the charges against her 
confidential as the investigation was under way, Lauren 
Leydon-Hardy, a graduate student, published a piece in 
which she mentioned that the complaints against Kip-
nis had been filed.458 Before the inquiry was closed, the 
investigators asked Kipnis if she wished to file her own 
retaliation complaint against those who had filed charges 
against her, or those who had exposed the existence of 
the charges publicly. Kipnis declined. A faculty support 
person who was permi$ed to accompany Kipnis to her 
hearings was then hit with a new Title IX complaint on the 
basis of statements he had made touching on the case at 
meetings of the Faculty Senate.459 A new investigation of 
these charges ensued.460 In late May 2015, Kipnis learned 
that the investigation of her had concluded and that she 
had been cleared of all charges.461

Kipnis noted in her piece recounting her Title IX odyssey 
that she did not think Northwestern “necessarily wanted 
to be the venue for a First Amendment face-off” and that 
she had learned that any Title IX charge filed has to be 
investigated, which, she wrote, “effectively empowers any-
one on campus to individually decide, and expand, what 

against Kipnis, given what they alleged was a misrepresen-
tation of the facts of an ongoing legal case involving the 
university. They argued that Kipnis could be considered an 
agent of the university, and, accordingly, her inaccuracies 
could constitute a form of retaliation against the student 
for filing charges against Ludlow.449 They maintained that 
Kipnis’ article and others like it could pose a potent deter-
rent to Title IX claims by students who would have reason 
to fear public or near-public reprisals.  

The graduate student and her supporter told PEN 
that they were told by a university representative that 
Northwestern could address the question of whether 
Kipnis’s article was retaliatory only if the graduate stu-
dent filed a formal Title IX complaint against Kipnis.450 
The graduate student therefore filed a complaint, but the 
university’s Title IX coordinator reportedly had a conflict 
of interest in addressing the case. After an interval of 
two weeks, during which time the graduate student re-
ceived no response to her complaint, another graduate 
student intervened in the hope of getting the university 
to take action. The second student characterized her 
involvement as necessary to bypass a problem of conflict 
of interest that had apparently arisen in relation to the 
affected graduate student.451

Faced with charges of retaliation under Title IX, Laura 
Kipnis detailed her experience in a second Chronicle 
article, “My Title IX Inquisition,”452 published on May 29, 
2015.453 She recounted being notified by Northwestern’s 
Title IX coordinator that two students had filed com-
plaints based on her article and a subsequent tweet, and 
that these complaints would be handled by an outside 
investigator. 

I wrote back to the Title IX coordinator asking for 
clarification: When would I learn the specifics of 
these complaints, which, I pointed out, appeared to 
violate my academic freedom? And what about my 
rights—was I entitled to a lawyer?... No, I could not 
have an a$orney present during the investigation, un-
less I’d been charged with sexual violence. I wouldn’t 
be informed about the substance of the complaints 
until I met with the investigators. Apparently the 
idea was that they’d tell me the charges, and then, 
while I was collecting my wits, interrogate me about 
them. The term “kangaroo court” came to mind.454

Asked about the case by PEN, Northwestern’s admin-
istration said that it could not comment on the specifics 
of any individual investigation but that it is their policy to 
inform anyone charged with Title IX violations in writing 
of what the charges are.455 

Eventually, Kipnis wrote, she learned of the charges:

Both complainants were graduate students. One 
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her child. I’d thought she was exaggerating, but that 
was before I learned about the Title IX complaints 
against me.462 

Kipnis told PEN America that she didn’t mind the stu-
dents marching against her article, which only caused it 
to be more widely read. With respect to the graduate 
students who brought the retaliation charges, in Kipnis’s 
view they “were using Title IX to try to rebuke or censure 
me over something I had wri$en that had a different point 
of view that they disagreed with.”463 

Flaws in Title IX
Kipnis and the students with whom she disagreed had 
one thing in common: They all experienced the Title IX 
process as seriously flawed. Erik Baker spoke about this:

One piece of common ground for sexual violence 
activists and the FIRE (Foundation for Individual 
Rights in Education) crew is that the Title IX pro-
cess and the way a lot of university disciplinary 
systems work is broken. [FIRE et al.] would say it’s 
because it deprives the accused of due process. 
We will say it’s because it re-traumatizes survivors 
and doesn’t provide just outcomes. In both cases I 
think that there is some approximating consensus 
that significant reforms do need to be made. So I 
think it’s very possible that [Kipnis’s] claims may 
be true and she may have been treated unjustly 
by the Title IX system. 

All of the things that they did, that kind of ques-
tioning and very lengthy, arduous process, her lack 
of information on what other conversations [the 
investigators] were having—all of that is also true 
for people who are making accusations. In a lot 
of cases those people are going to be fresh off 
of a very traumatic situation, too. I think it would 
be nice if people could articulate that consensus 
as grounds for future conversation about how to 
improve the process.464

When PEN America interviewed Kipnis, she spoke of 
her understanding of how the Title IX process applied in 
her case:

Part of what’s happening is there is this incredible 
ramping up of administrative tyranny in these Ti-
tle IX and sexual assault areas. These people are 
vastly overreaching their positions, and their find-
ings and really trodding on everyone’s life. There’s 
no oversight. A lot of it is to stay in compliance 
with Title IX. So the rise in administration is partly 
to stay in compliance but also because there’s 

Title IX covers.” She went on:

The Title IX bureaucracy is expanding by the min-
ute. A recent emailed update from my university 
announced new policies, programs, hires, surveys, 
procedures, websites, and educational initiatives 
devoted to sexual misconduct. What wasn’t quan-
tified is how much intellectual real estate is being 
grabbed in the process. It’s a truism that the mis-
sion of bureaucracies is, above all, to perpetuate 
themselves, but with the extension of Title IX from 
gender discrimination into sexual misconduct has 
come a broadening of not just its mandate but even 
what constitutes sexual assault and rape.

Nothing I say here is meant to suggest that sexual 
assault on campuses isn’t a problem. It is. My con-
cern is that debatable and ultimately conservative 
notions about sex, gender, and power are becoming 
embedded in these procedures, without any public 
scrutiny or debate. But the climate on campuses is so 
accusatory and sanctimonious—so “chilling,” in fact—
that open conversations are practically impossible. 
It’s only when Title IX charges lead to lawsuits and 
the usual veil of secrecy is li"ed that any of these 
assumptions become open for discussion—except 
that simply discussing one such lawsuit brought the 
sledgehammer of Title IX down on me, too.

Many of the emails I received from people teaching 
at universities pointed out that I was in a position 
to take on the subjects I did in the earlier essay 
only because I have tenure. The idea is that once 
you’ve fought and clawed your way up the tenure 
ladder, the prize is academic freedom, the general 
premise being—particularly at research universities, 
like the one I’m fortunate enough to be employed 
at—that there’s social value in fostering free intel-
lectual inquiry. It’s a value fast disappearing in the 
increasingly corporatized university landscape, 
where casual labor is the new reality. Adjuncts, 
instructors, part-timers—now half the profession, 
according to the American Association of University 
Professors—simply don’t have the same freedoms, 
practically speaking. 

I learned that professors around the country now 
routinely avoid discussing subjects in classes that 
might raise hackles. A well-known sociologist wrote 
that he no longer lectures on abortion. A tenured 
professor on my campus wrote about lying awake at 
night worrying that some stray remark of hers might 
lead to student complaints, social-media campaigns, 
eventual job loss, and her being unable to support 
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record conversations, the more you’re going to catch 
administrators screwing up how they handle cases. 
So they’re all coming at this with an eye toward how 
to protect the university from legal claims. 

Victims of sexual misconduct have been saying for 
years that the implementation of Title IX is flawed 
—that too o"en universoities put their own inter-
ests ahead of doing what’s right. So it should be 
no surprise that people who are subject $o Title 
IX complaints would be treated unfairly too. This 
isn’t in conflict with student activists’ claims that 
stronger Title IX protections are needed; it’s the 
other side of the same coin. Our rights are bound 
up together. In the new political climate—with the 
Department of Education’s underfunded Office for 
Civil Rights already facing budget cuts or possible 
dissolution—it’s more portant than ever that folks 
who have limited themselves to one side of that 
coin or the other be willing to work together.466 

The Northwestern example suggests that the avenues 
for redress available to students who are victims of alleged 
assault are inadequate, particularly given the risks of retal-
iation and other forms of psychological and professional 
harm that can result from bringing an assault complaint. 
Students who have experienced assault face an array of 
disincentives that can deter prompt reporting, impede 
remedial action, and allow perpetrators to continue to 
function on campus. At the same time, the breadth and 
vagueness of Title IX can form the basis of complaints that 
do not address actionable conduct but can nonetheless 
chill speech, encumber academic freedom, and cause a 
significant drain on human and financial resources. 

this kind of panic/paranoia about sexual assault 
and to show that they’re doing things to stay on 
the right side of the issue. So this new army of 
administrators has really expanded the apparatus 
to put people, and mostly other students, on trial 
and find them guilty.

What people don’t understand about the Title IX 
process is how easy it is to make false, or shaky, 
or self-serving complaints against someone---and 
there’s no adequate investigation machinery to 
prove or disprove the complaints. There are no 
standards of evidence, and Title IX officers are re-
lying, most of the time, on guesswork.  It’s possible 
for someone to decide, years a"er the fact, that 
a consensual relationship wasn’t consensual and 
for a Title IX officer to go along with the revision, 
effectively rewriting history. None of this would 
stand up in court, but on campus, it’s the law.465

Graduate student Kathryn Pogin agreed that the Title 
IX process is gravely flawed:

People absolutely should have the charges in writing, 
with whatever complaint is filed against them. They 
should be allowed to record all their interactions 
with any investigator or university administrator. 
Unfortunately, that’s never going to happen. Uni-
versities are not going to allow people to record 
conversations, because university Title IX processes 
by and large are constructed not actually to protect 
students or faculty or staff from discrimination or ha-
rassment. They’re designed to protect the university 
from legal liability. And the more you allow people to 
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of speech curtailed, there is not, as some accounts have 
suggested, a pervasive “crisis” for free speech on campus.

Unfortunately, respect for divergent viewpoints has 
not been a consistent hallmark of recent debates on 
ma"ers of diversity and inclusion on campus. Though 
sometimes overblown or oversimplified, there have been 
many instances where free speech has been suppressed 
or chilled, a pa"ern that is at risk of escalating absent 
concerted action. In some cases, students and univer-
sity leaders alike have resorted to contorted and trou-
bling formulations in trying to reconcile the principles 
of free inquiry, inclusivity, and respect for all. There are 
also particular areas where legitimate efforts to enable 
full participation on campus have inhibited speech. The 
discourse also reveals, in certain quarters, a worrisome dis-
missiveness of considerations of free speech as the retort 
of the powerful or a diversion from what some consider 
to be more pressing issues. Alongside that is evidence 
of a passive, tacit indifference to the risk that increased 
sensitivity to differences and offense—what some call “po-
litical correctness”—can bleed into significant levels of 
self-censorship that suppress dissenting ideas. 

That said, the dialogues, debates, and efforts at greater 
inclusion on many campuses have the potential to help 
root out entrenched biases that have impeded the par-
ticipation of members of marginalized groups. These 
conversations and controversies can help unleash and 
amplify new voices that can enrich debates on campus 
and in wider society, expanding free speech for every-
one’s benefit. While the calls for change are sometimes 
framed in ways that appear inconsistent with free speech, 
there are also instances in which justifiable and legitimate 
demands (some of which may come across as challenging 
or hostile to traditions or norms) are wrongly dismissed 
because they’re said to be motivated by “political cor-
rectness” run amok. 

At times protests and forms of expression are treated 
as if they are incursions on free speech when in fact they 
are manifestations of free speech. Some entreaties for or 
against the use of particular language (even if the terms 
sound neologistic, overly politically correct, or otherwise 
distasteful to some ears) should be recognized as adap-
tations to students whose ethnic and racial backgrounds, 
upbringing, and priorities may bear scant resemblance 
to the populations that dominated the university cam-
pus during the second half of the 20th century. While 
liberal values and principles remain fundamental, the 
implications of these precepts necessarily evolve from 
generation to generation, reflecting social changes and 
new norms. No cohort has the power to freeze the inter-
pretation of values such as liberalism, academic freedom, 
or even free expression, and new ways of thinking deserve 
to be understood and considered, rather than dismissed.

In PEN America’s view, the drive for greater equality 
and inclusion on campus is to be strongly encouraged. 

PEN!AMERICA! 
PRINCIPLES! 
ON!CAMPUS! 
FREE!SPEECH

The State of Free Speech on Campus
One of the most talked-about free speech issues in the 
United States has li$le to do with the First Amendment, 
the legislature, or the courts. A set of related controversies 
and concerns have roiled college and university campuses, 
pi$ing student activists against administrators, faculty, and, 
almost as o"en, against other students. The clashes, cen-
tering on the use of language, the treatment of minorities 
and women, and the space for divergent ideas, have shone 
a spotlight on fundamental questions regarding the role 
and purpose of the university in American society. Those 
wary of what they see as encroachments on the free-
dom to express unpopular ideas worry that the campus’s 
role as a marketplace of ideas, a guardian of intellectual 
integrity, and a breeding ground for new generations of 
free thinkers, is at risk. Supporters of new guidelines and 
intensified vigilance regarding speech-related offenses 
argue, by contrast, that in an increasingly diverse country 
struggling to eradicate persistent racism and other forms 
of discrimination, norms governing language and discourse 
must evolve to effect greater inclusion and equality. Many 
on both sides emphasize that the campus is an incubator 
for young adults, not only educating them but also nurtur-
ing and shaping their identities, self-confidence, and sense 
of community. These debates are occurring amid other 
changes on university campuses, including the rapidly 
increasing diversification of student bodies; challenges to 
traditional protections for academic freedom, including the 
decline of tenure; growing financial pressures on students 
and universities alike; and the rise of digital technologies 
and social media.

While free speech is alive and well on campus, it is not 
free from threats, and must be vigilantly guarded if its 
continued strength is to be assured. When waged with 
respect for different viewpoints, the movements afoot on 
campus to advance equality and counter discrimination 
can open up the university as a place where all students 
and faculty can participate more fully across racial, reli-
gious, gender, sexual orientation, disability, political, and 
social boundaries. The challenge for campuses is to find 
ways to expand all students’ participation in intellectual 
life, inside and outside the classroom, without limiting the 
speech of one another. PEN America’s view, as of Octo-
ber 2016, is that while the current controversies merit 
a"ention and there have been some troubling incidences FI
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formally sanction speakers can feel as punitive as official 
discipline. Being mobbed, doxxed, or shamed online for 
speech that is thought to be objectionable can be the emo-
tional, psychological, social, and professional equivalent 
of a heavy punishment. To express a view—for example, 
opposition to affirmative action or support for the Repub-
lican nominee for president—that risks ge$ing the speaker 
branded as intolerant can cause people to avoid expressing 
or articulating such views for fear of stigma. The effect of 
such reproach is exacerbated in the internet era, when 
the underlying speech—and the criticism thereof—may be 
memorialized in perpetuity online. All these factors can 
conspire to escalate appropriate caution and sensitivity 
into fear and self-censorship. The informal incentives and 
disincentives surrounding the expression of controversial 
opinions can enforce conformity, pushing unorthodox views 
to the margins. While some degree of caution and fore-
thought in speech is healthy, college should be a place 
where ideas can range free, dissent is welcomed, and set-
tled wisdom is reconsidered. To keep the campus as open 
as possible, speech and expression should be approached 
with an awareness of these ambient inhibiting forces, and 
with an effort to avoid approaching debates in ways that 
further foreclose speech.

The university administration holds special authority as 
both speaker and inhibitor of speech. When the university 
speaks out, its voice carries force. When the university 
constrains speech—by, say, promulgating a policy or disin-
viting a speaker—it does so not just as one of many actors 
vying in a debate but as a locus of power that all those 
on campus ignore at their peril. In the case of a public 
university, the administration carries the mantle of gov-
ernment prerogative. But even private universities have 
the power to hire, fire, suspend, and expel, dominating 
all levels of the campus. Moreover, universities, whether 
public or private, hold heavy sway over society at large 
through the influence of their scholars, their alumni, and 

Free expression should be recognized as a principle that 
will overwhelmingly serve not to exclude or marginal-
ize minority voices but rather to amplify them. Where 
principles of free expression have been subordinated 
inappropriately, as has happened on certain campuses—
impinging on openness, dissent, or intellectual freedom—
calling out and fighting these encroachments are essential 
to ensuring that the core value of free speech remains 
intact even as the campus evolves to be"er reflect a 
changing America. But cries of “free speech” have on 
occasion been used to refute or delegitimize protest 
and outrage—to dismiss the forms that speech takes and 
thereby avoid considering its substance. Yet protest and 
outrage, however infelicitously or unfamiliarly it may be 
expressed, must also be protected as free speech. 

The discussion that follows elaborates PEN America’s 
key findings, and the priorities and recommendations that 
stem from this analysis.

Campus Protagonists: Administration,  
Faculty, Students
Campus speech controversies have no consistent protag-
onist or antagonist. University presidents, administrators, 
faculty, staff, and students can all be cast both in the role 
of speaker, and that of inhibitor of speech. These permu-
tations vary by controversy, requiring all parties to think 
carefully about their roles and obligations when it comes 
to openness, inclusion, and free speech. 

Especially in the era of social media and digital communi-
cations, legitimate, protected speech can have the effect of 
chilling other speech. A faculty member subtly signaling that 
certain views are disfavored in the classroom or in wri$en 
work, student protests deterring an invitation to a certain 
speaker, or fear of criticism on social media preventing a 
student from publishing an op-ed in a student newspaper 
are all circumstances in which speech can deter speech. 

At times, protests by those who lack the power to 

Students march in anti-Trump demonstration
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of exercising their influence in ways that keep speech 
protected for all. 

The role of faculty is also multidimensional. They de-
pend on academic freedom to pursue their life’s work. 
In certain cases, though, the voice of a professor may 
be, appropriately or not, construed as the authoritative 
voice of the university itself. At times, faculty members 
have been disingenuously characterized as agents of the 
university administration in an effort to undermine their 
academic freedom and call out or punish speech that 
would be inappropriate if it came from the administra-
tion but is perfectly permissible from a faculty member. 
At other times, though, faculty may wear both academic 
and administrative hats, without specifying which one is 
on for the purposes of particular speech. Even where 
this isn’t the case, faculty members are in positions of 
authority and need to be cognizant of the potential for 
their speech to foster or impair inclusion and to enable 
or inhibit students’ speech.

Inviting Speakers to Campus
Controversies over invitations to outside speakers have 
provoked fierce debates over who deserves a platform 
on campus and how to address objections that certain 
speakers’ views or actions are offensive.

The first distinction to make in considering such ques-
tions is that between inviting and disinviting a speaker. 
Most campuses, academic departments, student groups, 
and the university as a whole have procedures or prac-
tices for deciding whom to invite. These procedures 
can range from formal to entirely ad hoc. Although all 
such bodies ought to be broad-minded in their choice 
of guests, it is fair for a deliberative process to rule out 
certain prospective speakers for any number of reasons; 
no one has a right to be invited to speak to any group. But 
once a campus body has decided to extend an invitation, 
the choice to withdraw it must meet far more stringent 
criteria. Otherwise the campus risks surrendering veto 
power to the loudest constituents, subverting its own 
decision-making procedures and limiting the range of 
ideas allowed on campus.

It should be possible in all but the most unusual cases 
to avoid withdrawing speaking invitations. Bodies tasked 
with selecting speakers in the first place should involve 
key constituents in the process as appropriate. While it 
may be perfectly acceptable for an academic department 
chair to choose speakers for a faculty colloquium, for an 
undergraduate forum students should ordinarily have a say. 
Especially for high-profile forums, administrators should 
ask themselves whether particular groups or constituen-
cies on campus have reason to hold strong views about a 
possible speaker and should ensure that those perspec-
tives are considered. Frequently, controversies over cam-
pus speakers focus on the selection process rather than 
the speaker chosen; students complain that promises of 

the students they educate and send out into the world. 
When a university’s values are breached, its precepts 
threatened, or its constituents violated in a significant 
way, it is incumbent on top administrators to speak out. 
If the offense came in the form of speech, it may be ap-
propriate for them to condemn the message, even while 
defending the speaker’s right to express it. 

The old adage, coined by Beatrice Evelyn Hall as a 
characterization of Voltaire’s approach to free speech—
that one can disapprove of what is said while staunchly 
defending the right to say it—is central to the role of 
the university. Following this precept, the university can 
both demonstrate essential solidarity with those who may 
be justifiably offended by speech and uphold its role as 
a guardian of free speech rights for all. In some cases, 
concerns over fueling a controversy or even a$racting 
negative press can silence an administration. University 
presidents and top officials may be so fearful of alienating 
one or another constituency that they fail to speak out 
when speech controversies rock their campuses. Amid 
fundamental debates concerning the role and values of 
the university, top leaders should not abdicate their duty 
to provide principled guidance. Even those who do not 
agree with everything they say should applaud those uni-
versity presidents who have used speeches, open le$ers, 
and op-eds to provide moral clarity that helps reconcile 
competing interests.

Depending on their position and their circumstances, 
students can range from virtually powerless to startlingly 
powerful. Campuses that on the surface seem to offer 
an even playing field for all viewpoints may be experi-
enced by some as subtly enforcing conformity. Students 
who are in the position of advocating marginalized view-
points or whose backgrounds, arguments, and agendas 
are not made to feel fully welcomed can perceive that 
their powers of speech are being abridged or denied. In 
classrooms where opinionated faculty do not make a point 
of inviting opposing views into the discussion, students 
can feel that expressing themselves will put their grades 
or standing at risk. 

Equally, student complaints, protests, and outcry can 
lead to policies being changed, speakers being disinvited, 
or staff and faculty being disciplined or fired. The exer-
cise of students’ power can have the effect of inhibiting 
speech: rendering professors fearful of teaching rape 
law lest they fall afoul of Title IX, of showing a film that 
could generate protests, or of discussing a controversial 
classic book in a lecture. As many students recognize, 
they have as much of a stake in the protection of aca-
demic freedom and free expression as any other cam-
pus stakeholders. Activists who seek to challenge the 
system need those protections to ensure that they can 
pursue their aims without fearing reprisals. While it may 
be tempting to deter or seek to punish the expression of 
views one disagrees with, students need to be mindful 

PEN'AMERICA66



AND!CAMPUS!FOR!ALL"!DIVERSITY#!INCLUSION#!AND!FREEDOM!OF!SPEECH!AT!U$S$!UNIVERSITIES 67

acceptable speech.
A more difficult situation arises when the concern is not 

violence or protests but rather that the original decision 
to invite the speaker was made with genuinely incomplete 
information or consultation and that subsequent revela-
tions or perspectives call the worthiness of the speaker 
into doubt. This can be particularly complex when minority 
perspectives have not been factored into the original de-
cision. In these situations, it is vital for the university to 
find specific public ways to allow alternative perspectives 
to be aired and heard. While university decision-makers 
should not rule out acknowledging a mistake and reversing 
course if an initial judgment was made on an erroneous 
basis, such outcomes almost unavoidably give rise to 
embarrassment, divisions, and doubts about the sanctity 
of speech on campus. It is frequently be$er to honor both 
the original invitation and the right of students or others 
to protest it and engage in counter-speech. If criticisms of 
the selection prove legitimate, it is important to develop 
more thorough and inclusive procedures for the future.

Distinguishing Among Types of Campus Speakers
It is important to distinguish between the university’s 
role as an open forum for a wide range of views and the 
administration’s role as conferring prestige on the basis of 
academic and intellectual achievement. Certain campus 
speaking opportunities signify a measure of approval for 
an individual’s contributions and views, but not all do. The 
awarding of an honorary degree, for example, elevates 
the recipient to a permanent position of status by the 
university. A protest against such a conferral can therefore 
be directed less against the individual than against the 
administration, for its judgment in choosing an honoree 

consultation in decision-making went unfulfilled. Such 
complaints can provide powerful fodder to mobilize crit-
icisms of particular speakers. When it comes to important 
platforms at the university where administration decisions 
on speakers may be questioned, administrators should 
articulate clear procedures and follow them.

Rescinding a Speaking Invitation
When a university faces widespread calls to rescind a 
speaking invitation or honorific, a series of considerations 
should be taken into account. Except in the most extreme 
cases, concerns over threats of violence or the potential 
outbreak of violence should not be grounds for canceling 
a controversial or event. To do so gives those willing to 
resort to violence effective veto power over what the 
rest of the campus is entitled to see and hear. Whenever 
possible, threats of violence should be met with ample 
security to ensure the safety of speakers and listeners 
while allowing controversial speech to be heard. Those 
responsible for making such threats should be investigated 
and prosecuted, making clear that when protests crosses 
the line into unlawful threats or actual violence, they will 
be met with the full weight of the law. Only in the very rare 
instances when even additional resources and maximum 
precautions are judged by police and security experts to 
be insufficient to address a specific and credible threat 
should speech be shut down. Threats or even intimations 
of violence should be strongly condemned from all sides, 
regardless of whether the speaker in question is broadly 
considered objectionable. The “assassin’s veto”—the ability 
of those willing to resort to violence to determine what 
speech can be heard—is anathema to free speech. It cedes 
control to the most extreme and lawless elements. It is the 
responsibility of the university administration and, where 
necessary, local law enforcement to ensure the safety of 
the speaker, the audience, and protesters. 

That a campus event may be colored by protests should 
also not factor into a decision to withdraw an invitation. 
The university needs to have the integrity to stand by its 
choice and to embody the idea that divergent perspectives 
must be allowed to coexist, even if noisily, rather than 
allowing one point of view to simply shut out others. It is 
also important to consider that whereas some students 
may forcefully object to a particular speaker, there may 
well be others who wish to hear the speaker but have not 
voiced their views as vociferously. Individuals who are in-
vited to speak and then targeted by protests should resist 
the temptation to withdraw, allowing hecklers a victory. 
Understandably, invited guests may find it uncomfortable 
to be at the center of a speech-related controversy, but 
to acquiesce in demands that they be silenced will make 
it easier for other noisy objections to win the day without 
so much as a fight. Far from a diplomatic solution, the vol-
untary withdrawal amounts to a form of pressure-driven 
self-censorship that in its own way restricts the terrain of 

Most campuses, 
academic departments, 
student groups, and the 

university as a whole 
have procedures or 

practices for deciding 
whom to invite.  

These procedures can 
range from formal to 

entirely ad hoc.  
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relations, can imply that the messages conveyed from the 
podium have wide approval. 

That said, to avoid speakers who might generate any 
controversy at all would make graduations dull and render 
honorary degrees an affirmation of only the most obvious 
and uncomplicated accomplishments. Many of the world’s 
foremost thinkers and leaders were at some point in their 
careers, in the eyes of some antagonists, considered her-
etics worthy of protest. Virtually every U.S. president and 
world leader has a$racted protests based on some failing 
or blind spot. Rejecting the “heckler’s veto” is a principle 
that should apply not just once an invitation has been ex-
tended but also earlier, when names of potential speakers 
are up for consideration. Decision-makers must resist the 
temptation to turn down valid choices simply because they 
might draw some protest.

Allowing Diverse Voices and Risk-Taking
Distinguished lectureships, while also a mark of prestige 
for chosen speakers, should not be subject to the same 
threshold of broad approval as ceremonial events like 
commencement addresses. Such lectureships represent 
important opportunities for a university to a$ract high-pro-
file and important thinkers. Administrators and faculty 
should not limit themselves to crowd-pleasing choices. 
When controversies arise, universities should promote 
dialogue and the airing of alternative viewpoints, making 
clear that while the choice of a lecturer indicates that 
a particular speaker deserves to be heard, it does not 
imply agreement.

whose work or actions may be viewed as inconsistent with 
the values of the institution or the student body. The same 
is true for commencement and class day speakers and 
honored lectureships. A protest against the university for 
making a disfavored choice for a prestigious honor is not, 
in itself, an a"ack on free speech. Protesters may have no 
quarrel with the invitee’s right to speak freely but simply 
not want their school to endorse or honor that speech.

Nonetheless, when controversies erupt over honored 
speakers and pressure mounts to rescind an invitation, 
the nature of the speaker’s words and actions inevitably 
comes into focus. A protest directed at the university for 
making a poor choice of honoree can readily morph into 
a controversy that centers on whether certain views and 
ideas are considered out of bounds. When an invitation 
for a speech or honorary degree is withdrawn, the speaker 
is effectively punished for holding certain views and the 
campus is denied the chance to hear a particular per-
spective, limiting the range of speech that is permissible 
on campus. In the heat of controversy, nuances and fine 
distinctions can be lost. 

Administrators should be mindful up front that com-
mencement and other distinguished speeches confer not 
just a platform but an honor and should be thoughtful 
about the messages they may be sending to both inter-
nal and external constituencies with their selections. 
These feel-good celebrations, where universal a$endance 
is strongly expected, don’t allow for ready back-and-forth 
with the speakers or honorees and, with their tradition of 
rousing applause and heavy emphasis on positive public 

Marchers at Slutwalk in  
Knoxville, Tennessee to raise awareness 

for rape victims 
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in of themselves, disqualify an individual from receiving 
an accolade, universities should seek to bring a broader 
perspective to the discussion of the merits of individual 
speakers. If any stray comment, ill-advised position, or 
mistake can be grounds for invalidating an entire distin-
guished professional or personal record, a great many 
notable individuals would suddenly become unworthy 
of recognition. The reassessment of one’s views in light 
of new evidence or maturing thought is an intellectual 
process that should be encouraged and respected in an 
academic se$ing. Moreover, the fear that one poorly re-
ceived remark gone viral could outweigh a life’s work can 
itself chill speech. While the internet and social media may 
unavoidably amplify controversy, it should be the role of 
the university to offer an antidote, providing context and 
depth that allow members of the community to evaluate 
individuals and ideas in their most complete form. 

The Concept of Safe Spaces
Safe spaces are among the most contentious concepts 
inflaming the campus debate, evoking caricatures of stu-
dents seeking to surround themselves with the likeminded 
and avoid dealing with people and ideas they may find 
disagreeable. 

Arguments over the terms “safe” and “safety” are partly—
though not entirely—semantic. In its most familiar meaning, 
safety refers to protection from physical danger, some-
thing that most everyone agrees is desirable not just at 
universities but in all public spaces. But beyond physical 
danger, there are situations in which students who have 
experienced trauma or other psychological burdens may 
understandably seek out places where they need not worry 
about conflicts or stress, at least temporarily. This usage in 
turn has gradually broadened to the point where the term 
“safe space” can connote something closer to comfort or 
freedom from upse$ing ideas. When the word “safe” is 
used in such a catholic manner, it o"en strikes critics as 
hyperbolic, leading to charges that students are being over-
sensitive or coddled. It is important to distinguish among 
the need to keep all students physically safe; the need, also 
important, to be sensitive to students who have suffered 
trauma; and the more general desire to avoid conflictual 
or upse$ing debates or confrontations. These objectives 
are not the same and should not be treated as if they are.
 
Freedom of Association
At least in some of its conceptions, the idea of a safe 
space is rooted in traditional and legally protected no-
tions of freedom of association—the right to be with 
groups of one’s choosing that undertake activities of 
their own choosing. The right to form groups based on 
particular viewpoints, where opposing ideas are consid-
ered unwelcome, is nothing new: Political parties, religious 
groups, issue-specific movements, and interest-based clubs 
all establish either so" or hard criteria for membership 

For more routine campus speakers—lectures in a specific 
department, panel discussions, or book talks—the campus 
should be as open as possible. These forums do not imply 
endorsement of an individual’s views by the a university, 
or even by an inviting campus department or organization. 
A critical function of the university is to expose students 
to a diversity of viewpoints, including those with which 
some may vehemently disagree. In these instances, calls 
for speaking invitations to be withdrawn do amount to an 
effort to shut down speech, and should be rejected. Those 
who object to a speaker should instead be invited to meet 
the objectionable speech with counter-speech. If there 
are legitimate obstacles to mounting counter-speech—a 
lack of funds on the part of a group that would like to 
host a speaker with an opposing stance, for example—the 
university can play a role in providing resources to be sure 
that all perspectives can be heard. Ensuring that there is 
an equitable, accessible, and established mechanism to 
enable such speech and counter-speech is an important 
university function, and one that builds protection of cam-
pus free expression should controversy arise. 

Handling Protests
When a speaking invitation draws protests, the detractors 
should have an opportunity to make themselves heard. 
Appropriate areas for protest and the dissemination of 
literature can be offered outside or adjacent to speaking 
venues. But protesters should not be permi"ed to shut 
down or shout down the speech, preventing others from 
hearing the speaker. The right to assemble and protest is 
not a right to deprive others of the freedom to speak. This 
“heckler’s veto” hands the decision-making power over 
who gets heard to those with the loudest voices, allowing 
them to drown out others. Demonstrators who make it 
impossible for a speaker to deliver remarks should be 
encouraged to leave and, if necessary, should be removed 
to appropriate sites of protest that do not interfere with 
the speech itself. Where disruptive protests can be rea-
sonably anticipated, the university and the hosts should 
make advance provisions to avoid disruptions and address 
any a$empts to interfere with the speech itself or with 
the safety of audience members. Regardless of which 
campus entity has arranged the event, it is the role of the 
administration to work with the hosting group to ensure 
that, in the face of protests, the speech can go on.

Considering the Totality of the Speaker
The culture of the internet and social media, with its em-
phasis on brief excerpts and selective images that offer 
shock value, can lead to a reductionist perspective on the 
merits of any particular speaker or speech. People with 
long careers and numerous writings to their name may be 
judged on a few sentences or one position, o"en taken 
many years before and sometimes even subsequently re-
canted. While there certainly are singular acts that could, 
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of the university mission. 
That said, outside the realm of small, self-selected 

groups united by shared views, it is neither possible nor 
desirable to offer protection from all ideas and speech 
that may cause a measure of damage. Insisting that the 
campus be kept safe from all these forms of harm would 
create a hermetically sealed intellectual environment 
where inhabitants could traffic only in pre-approved ideas. 
Responding to opposing views is an essential feature of 
the college experience, and a prime mechanism to enable 
students to hone their own viewpoints as they are tested 
against contrary notions. This experience of being tested 
is a fundamental part of how the college years prepare 
students for adulthood, and for a rewarding life based 
on strong values that are truly their own. Dealing with 
intellectually unfriendly environments can lead also stu-
dents to find specific tactics for dealing with offense, as 
well as a broader resilience to navigate a less protective 
world postgraduation. Because it is not possible to avoid 
such offenses in all situations, developing skills to respond 
and cope is essential. College should be one place where 
those capabilities are honed.

Enabling the Creation of Voluntary Safe Spaces
While campuses should enable and even support safe 
spaces established by students—such as clubs, organiza-
tions, or even small gathering areas based on common 
themes and lifestyles—the campus as a whole, while physi-
cally safe, should be intellectually and ideologically open. 
A physically safe place—like a safe town, a safe school, 
or a safe park—is one designated for a distinct purpose 
(residential, educational or recreational, for example) that 
also has the quality of being safe, as in free of danger. A 
safe space, on the other hand, as students use the term, is 
closer to something purpose-built for safety—an environ-
ment where the parameters are constructed with safety 
as a prime objective, more like the way the terms “safe 
house” or “safe zone” are used. While safe spaces serve 
a purpose, the campus as a whole is be$er conceived as 
a safe place.

Safe spaces on campus should be entered into vol-
untarily by students wishing to associate with a certain 
group, not created or imposed to exclude unwelcome 
views. In general, safe spaces should be places to visit 
and spend time socializing, recharging, venting, enjoying 
solidarity, and making joint plans rather than places to 
dwell day in and day out to the exclusion of different 
views and experiences. Safe spaces should consist of 
constellations of the likeminded who converge for shared 
purposes, rather than physical rooms or centers where 
ideological conformity is enforced. Those who advance 
broad use of the term “safe” as a desired facet of campus 
life should bear in mind that not all connotations of the 
word are positive or in keeping with the ideal of a robust 
intellectual environment. In addition to freedom from 

and can rightfully refuse admission to those who disagree 
with their precepts. The idea that such groups provide 
members with a measure of “safety,” in the form of an 
environment where they will be free from the intellectual 
rigor and emotional trials of debating their views or dealing 
with hostile a$itudes, is perfectly acceptable. Being part 
of a club, social circle, or society where one can relax 
in the knowledge that one is in friendly company where 
values are shared is a widespread desire. Millions of or-
ganizations at every level of American society help to 
fulfill this need. There is no requirement that everyone 
be open to hearing out every viewpoint all the time and 
anywhere. That students on college campuses seek out 
groups in which their ideas about race, gender, culture, 
and politics go unchallenged is perfectly acceptable and 
has always been the case. The difficult questions arise in 
relation to what form these groups take and what “spaces” 
are declared “safe” from opposing ideas.

Physical Safety on Campus
While the concept of safety is o"en mocked, it is hardly 
without basis, given, for example, the statistics regarding 
the number of LGBT high school students who have been 
assaulted and the more general incidence of sexual as-
sault and hate crimes on campuses. No one would argue 
against the idea that colleges should keep students safe 
from physical violence and threats. It is also difficult to 
deny that making campuses safe from violence and threats 
requires more than the standard policing practiced in any 
public place. Campus a$itudes toward LGBT students, 
minority groups, and women, the role of drugs and alcohol, 
and norms of student conduct all directly affect whether 
campuses are physically safe. It is the obligation of the 
university to foster an environment in which violent, ha-
rassing, and reckless conduct does not occur and respect 
is fostered.

Emotional and Psychological Safety
More nebulous terrain regarding safe space arise in 
relation to the emotional and psychological harms that 
can result from environments where offensive words 
bleed into offensive behavior. In some cases, harms 
are inflicted through speech—for example, anti-LGBT 
slurs or the sexualized denigration of women—sit on a 
continuum with physical assaults motivated by animus 
toward particular groups. While some free speech tra-
ditionalists minimize the significance of less tangible 
forms of harm, ample psychological data shows that the 
damage caused by denigrating statements, stereotypes, 
and social exclusion is real. Such harm can hamper stu-
dents’ self-confidence, increase anxiety, and hinder 
academic performance. Fostering education, sensitivity 
and thoughtfulness among all students and faculty about 
the challenges and offenses faced by groups that have 
historically been marginalized can be an honorable part 
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to a protected class, the creation of safe spaces should 
and must avoid pernicious discrimination based on pro-
tected criteria such as race, gender, sexual orientation, 
and gender identity. 

One of the most potent arguments advanced by some 
proponents of safe spaces is that the residence hall, 
or even the campus as a whole,should be a safe space 
because it’s a student’s home while on campus. No one 
would deny that a home should feel physically safe and 
free from harassment. But for the few years of life spent 
at college, students are choosing to enter into a commu-
nity that is more open, complex, and challenging than 
perhaps anywhere else they may ever call home. College 
shouldn’t be a home that feels as nurturing and protected 
as the well of a close family. It should be conducive to 
discovering things personally, academically, and intel-
lectually that go beyond the reach of a more cloistered 
environment. It should provide for students’ physical, 
intellectual and psychological needs, including by offer-
ing support to withstand many types of difficulties, but 
a misguided desire to make students feel emotionally 
safe at all times cannot override its role as an academic 
training ground and diverse community that foster all 
kinds of encounters. If, after graduation, students choose 
to live in what feels like a safe space—a homogeneous 
suburb, a religious enclave, a neighborhood with strong 
allegiance to a particular political party—they may make 
those decisions. But with the exception of a small number 
of institutions—religious colleges with self-selecting stu-
dent bodies, for example—American universities should 
not offer such controlled experiences.

Opening the Space on Campus
The notion of a campus as an open space does not mean 
that university discourse should be impervious to ques-
tions of offense and harm. While it is not a traditional 
home, the campus is a community that must be sensitive 
to the needs of individuals and groups, as well as to those 
of the campus as a whole. To be truly open to students of 
all backgrounds, orientations, lifestyles, viewpoints, and 
persuasions, the university must be cognizant of factors 
that impair the ability of particular students and groups 
to participate freely and fully in campus life. It must be 
willing to look hard at how physical barriers, historical 
traditions, inequalities, prejudices, and power dynamics 
can block openness and to take concrete steps to clear 
those obstructions. Even rules or norms that may seem 
neutral should not be above question—like, for example, 
the notion that all-male and all-female clubs are and can 
be treated equally, when the all-male clubs have long histo-
ries, large alumni rosters, prime real estate, and substantial 
endowments that the all-female clubs do not. Likewise 
the contention that nothing stands in the way of the full 
participation of students from racially, ethnically, or so-
cioeconomically disadvantaged backgrounds—a view that 

danger, “safe” can connote a lack of creativity or adven-
turousness, an aversion to risk-taking, a predictability, 
even dullness. In art, film, and literature, the greatest 
achievements are those that take risks. In that sense, a 
campus that is too safe could be one that lacks intellec-
tual challenge, surprise, or inspiration.

Campus centers—o$en intended primarily for students 
of a particular racial or religious background, or those 
sharing a particular experience, gender, or sexual orien-
tation—occupy a zone in between safe spaces and open 
spaces. Their stated purpose of offering a gathering place 
for people of a shared identity should not be taken to 
imply ideological uniformity or to place certain ideas and 
beliefs off-limits. Students who are black, Latino, Jewish, 
Muslim, Catholic, LGBT, or female may have widely di-
vergent views and are hardly immune to being offended 
by one another. That said, the integrity of such centers in 
fulfilling their mission for the group that they aim to serve 
may mean that certain activities and topics are be$er 
addressed elsewhere. The lines are not always bright, 
and the bounds of what should go on at such centers are 
a legitimate topic of debate. 

At times, one group’s safe space can result in discrimina-
tion against other groups. For example, on some campuses 
single-sex clubs or fraternities may correlate with high 
levels of sexual harassment or violence. United States 
law has examined clashes between the freedom to as-
sociate and prohibitions based on race and gender and 
other characteristics, a boundary line that will continue 
to be tested in court. There is, of course, a difference 
between spaces created for the empowered to exclude 
the less enfranchised and those created for marginalized 
to fortify their own strength in numbers. At times, though, 
those boundaries are challenged (for example, in con-
troversies over whether traditionally all-female colleges 
should admit women who have transitioned from being 
male, or continue to enroll men who were admi$ed as 
women but transitioned subsequently467). Except in limited 
cases where the very form of safety sought is related 

Maintaining campus as 
an open space requires 
accepting that certain 

offenses will occur; in no 
community or home is 

everyone comfortable all 
the time.
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idea is entitled to the presumption of respect in the first 
instance, the circumstances in which the obligation to show 
respect is overridden by strong disagreement or disapproval 
will be more episodic than constant.

It is important to note that a norm of most people 
avoiding offense most of the time is not the same as 
a norm where everyone is expected to avoid offense 
all the time. While violence and threats are never ap-
propriate, vociferous and adamant protests have their 
place. In rare instances, even disrespectful protests and 
speech have their place; there are some issues and cir-
cumstances in which the presumption of respect can 
justifiably be overridden, but this is the rare exception, 
not the norm. In some situations—heated political or 
ideological arguments, satire, the promulgation of new 
and provocative ideas—statements and concepts that 
are genuinely offensive can also be legitimate and im-
portant. An environment where too many offenses are 
considered impermissible or even punishable becomes 
sterile, constraining, and inimical to creativity. In many 
of the recent campus controversies, flashpoints came 
against the backdrop of multiple slights directed at spe-
cific racial, religious, or other marginalized groups. As 
incidences of disrespect compound, tensions rise and 
each subsequent conflagration burns more intensely. 
By contrast, where respect is a strong norm, offenses 
are isolated occurrences, tempers are lower, and it is 
easier to defuse conflicts through dialogue, explanations, 
apologies, and reconciliation. 

Some forms of expression, such as theater, stand-up 
comedy, and political polemics, depend on a degree of 
provocation for their effectiveness. In the wake of re-
cent controversies, major comedians have said they are 
reluctant to do shows at colleges because audiences are 
too easily offended. Some schools have contracts that bar 
performers from using particular words or raising certain 
subjects. While these trends may in part reflect changing 
mores, whereby some of what was considered amusing 
to prior generations is now passé or even groan-worthy, 
it is essential to ensure that satire and humor do not 
disappear from the campus. Comedy is a treasured form 
of free expression. When jokes about sensitive subjects 
land in se$ings where tensions are high, they can feed 
divisions and feelings of offense. In se$ings where mutual 
respect is presumed, events or performances that push 
boundaries are less likely to hit raw nerves.

Dealing With Offense 
Maintaining campus as an open space requires accept-
ing that certain offenses will occur; in no community or 
home is everyone comfortable all the time. When offensive 
conduct or speech occurs, members of the campus com-
munity face important choices about how to address the 
problems, whether through conciliation, confrontation, or 
something in between. While dialogue and more speech 

ignores the possibility that the barriers faced by these 
students may be invisible to others, may predate these 
students’ arrival on campus, or may have valid justifications 
but unequal effects (for example, academic requirements 
that—absent adequate support services—lead to dispro-
portionate numbers of minority students failing).

To fully understand the barriers to full inclusion and 
participation requires a"ending to the experiences of 
students from minority groups, which involves discussing, 
exploring, and listening at length to varied stories and 
viewpoints. This necessitates affirmative efforts; it is not 
enough simply to count on students from minority groups 
to make themselves heard in environments that may be 
inhibiting or marginalizing. It requires creating se$ings 
where all students feel comfortable speaking out, listen-
ing, and probing how their concerns can be addressed in 
practical ways. While universities need not (and cannot) 
address every subjective experience, perception, or de-
mand, the campus environment should include se$ings 
where such perspectives can be voiced freely, without 
fear of ridicule or reprisal.

Campus “Civility”
Some administrators have put forward the norm of “civil-
ity” as an affirmative value aimed to foster an inclusive, 
intellectually open environment. British scholar Timothy 
Garton Ash has advanced the concept of “robust civility,” 
a kind of active demonstration of goodwill and acceptance 
of difference that he argues is necessary to alleviate friction 
in an increasingly diverse world. The calls for civility recog-
nize that while speech should be unfe$ered and honest, 
it should also aspire to be respectful and a$entive to the 
perspectives of those holding different views. Civility im-
plies making an affirmative effort most of the time to avoid 
causing offense. It entails assuming a level of conscientious-
ness in understanding what may cause offense and why, 
and avoiding such words and actions even if no offense is 
intended and even if the speaker disagrees that the words 
in question are objectively offensive.

Still, some have derided “civility” as a class-laden term 
or, worse, code for subjectively declaring certain politically 
unpopular sentiments out of bounds. While some norms 
of civility might be broadly agreeable, others depend on 
a$itudes, traditions, and perceptions that can vary widely 
among communities. 

There may be no perfect term to embody the norms and 
values that can help undergird a campus that is at once 
open, inclusive, and fair. But one promising contender is re-
spect: the idea that the preferable response to differences 
is to try to understand them and, even if one disagrees 
with them, to express that dissent in a way that fosters 
dialogue rather than escalates tension. A workable starting 
point may be to imbue campus life with the presumption 
of respect—the will to respect others, accept differences, 
and avoid offense where possible. If everyone and every 
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reprisal not as punishment, but as an appropriate conse-
quence of speech that renders an individual no longer 
able to perform their role credibly, or destroys the trust 
necessary to serve the students with whom they work. 

In certain instances, of course, acts of speech can in-
deed destroy speakers’ ability to effectively carry out 
their role. A statement may be so egregious that it colors 
every aspect of an individual’s fitness for a position. An 
overtly racist, derisive comment about a student made 
by a professor in the classroom would likely fall into this 
category. In other instances, though, statements are more 
ambiguous, other aspects of an individual’s conduct and 
performance may indicate a fitness to continue, a comment 
may be interpreted differently by particular audiences, or 
it may be a fleeting misstatement for which the individual 
apologizes. When the charge is that speech disqualifies 
an individual from doing a job, the egregiousness of the 
speech in question should be evaluated against the to-
tality of the person’s job performance. While student 
a$itudes may be one factor in such a determination, it 
is important to canvass not just those students who are 
most outspoken and outraged by the speech in question 
but also others who may have a different perspective. 
Context is also relevant. Statements made in a professional 
capacity and in public forums warrant more weight than 
those made privately. 

Colleges and universities need to be prepared to 
withstand public pressures, defend conduct that can 

to answer offensive speech is the preferred response, it is 
also fair to recognize that there will be some offenses so 
severe, pervasive, or deeply rooted that they will provoke 
more forceful reactions. On an open campus students and 
others cannot be expected to confine themselves to calm, 
measured responses to every affront. Occasionally the 
response to protected speech will be impassioned, un-
forgiving, and hostile. An open environment is one where 
overreaction is sometimes inevitable. 

Keeping a campus both open and respectful requires 
avoiding the temptation to play “gotcha,” to vindictively 
catch faculty, students, or administrators for any misstep, 
regardless of intent, circumstances, or evidence of malice. 
Universities should foster, and students should embrace, 
a more tolerant posture whereby it is understood that 
shi"ing norms and varying expectations across diverse 
communities will result in mistakes, misstatements, and 
accidental offenses. A measure of goodwill, patience, and 
forgiveness can help prevent inadvertent offenses from 
blowing up into crises that roil tensions and risk careers. 
Such offenses should be viewed in light of the totality of 
the circumstances, including the context and intent of the 
speech in question and the rest of the speaker’s record. 
Overreaction to problematic speech may impoverish the 
environment for speech for all.

Calls to Punish Speech
One of the thorniest aspects of free speech controversies 
are calls to punish speakers for their speech. Such calls—
for disciplinary measures, terminations, or boyco$s—are 
themselves permissible speech. Except where they rise 
to the level of incitement to violence or threats, no one 
should be punished for calling for the punishment of an-
other based on an act of speech. That said, some forms 
of punishment clearly violate free speech protections. If 
faculty members or administrators are fired for speaking 
out, academic freedom is compromised. At public uni-
versities, such reprisals would also likely violate the First 
Amendment. Even where the reprisals sought would not 
violate free speech or academic freedom, they can none-
theless have devastating chilling effects. Calls to punish 
individuals solely on the basis of speech should be treated 
warily, recognizing the potential to curb speech that de-
serves full protection.

In some cases, it can be less than clear whether the 
sanctions demanded are in response to speech or not. 
Those raising objections may be savvy to avoiding the per-
ception that they are asking for speech to be punished, so 
may link the request to other grounds; for example the no-
tion that the speaker is unfit to continue in a particular role 
not because of what they have said, but because of the 
underlying a$itudes they have evinced or because of how 
they are perceived by those they have to teach or serve. 
Sometimes these justifications are genuine, and those 
advocating sanction may genuinely regard the requested 

Much of the campus 
discourse about inclusion 

and speech turns on 
questions of harm: Are 

individuals or groups 
being hurt by certain 

words, symbols, or 
practices? Is such hurt 
grounds for grievance 
or changing the rules 
about what speech is 

considered out  
of bounds?
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are discussed briefly alongside many of the other 
controversies addressed in this report, they do not 
implicate free speech. There is nothing sacrosanct 
about the name of a building, nor is there any right 
to a particular name. The same is true of campus 
crests and symbols. Such names and symbols have, 
on certain campuses, come to be viewed by some 
as emblems of particular values, both treasured and 
deplored. In some cases name changes have been 
used to demonstrate sensitivity and a$entiveness 
to student concerns. In other instances they have 
been resisted as a$empts to erase history or as un-
warranted concessions to political correctness. We 
do not opine on those judgement calls, except to say 
that neither the campaigns for name changes nor the 
decisions of whether or not a change is warranted 
impinge in any way on speech.

Microaggressions and the Language of Harm
Much of the campus discourse about inclusion and speech 
turns on questions of harm: Are individuals or groups being 
hurt by certain words, symbols, or practices? Is such hurt 
grounds for grievance or for changing the rules about what 
speech is considered out of bounds? Does the status quo 
approach to campus life unwi$ingly permit forms of harm 
that have historically been overlooked or dismissed as un-
important? It is legitimate, when harms are inflicted, that 
people protest and demand change. But it is also important 
that changes are instituted thoughtfully, so that the remedy 
for such harms is not worse than the ill it is intended to 
cure. There is also a risk, when discussing harm, of elid-
ing important differences among the damage caused by 
actual violence, threatened violence, harassment, den-
igration, intimidation, and lesser forms of offense. Each 
can be recognized as worthy of a"ention without drawing 
unsupported equivalencies. 

One point of recurring controversy has been the concept 
of microaggressions, and the effort to spread awareness of 
everyday slights that, although unintentional and seemingly 
minor, can cumulatively inflict harm. Even if one recoils at 
the coinage of new jargon, drawing a$ention to microaggres-
sions can serve a positive good if it makes people aware that 
insults made out of lack of knowledge can cause real pain. 
The increasing diversity of college populations requires a 
wider appreciation that words that may seem innocent to 
one group, generally in the majority, can mean something 
very different to members of a minority group, and that their 
reactions should not simply be dismissed as oversensitivity. 
Also, while the term may be new, the underlying concept isn’t: 
Calling someone “Oriental” or a “coed” was once acceptable 
but came to be considered offensive, and the terms were 
eventually retired from common usage.

One problem is that, like the word “safe” to connote 
a supportive space, “microaggression” is not ideal for its 
purposes. “Aggression” implies intentionally hostile, even 

be defended, and affirmatively support those who find 
themselves in the middle of uproars and online mobs, 
even when the underlying speech or sentiments are ones 
with which the university leadership disagrees. Absent 
that full-hearted and open institutional support, the outcry 
can lead to resignations that, while “voluntary,” nonethe-
less leave the impression that even protected speech can 
result in serious reprisals.

Striving Toward New Levels of Inclusion and Equality
For decades Universities have actively tried to foster in-
clusion and equality on campus. The early experiences 
of women, African-Americans, and members other un-
derrepresented groups who integrated campuses were 
o"en isolating and difficult. Some campuses had to be 
integrated by force. Elsewhere administrators were deter-
mined that even if they were compelled to accommodate 
these students, nothing else would change. Gradually living 
spaces, curricula, athletics, and other activities have been 
transformed to make campuses more open to all. Recent 
demands for greater inclusion are new only in that they 
target nuances of exclusion and discrimination that pre-
vious generations le" unaddressed. 

Today many aspects of university life are being scruti-
nized through the lens of whether they foster or impair 
inclusivity. Students, faculty, and administrators are asking 
whether practices that have long gone unquestioned—such 
as course curricula, dining hall foods, Halloween costumes, 
campus crests and mascots, and building names—may in fact 
serve to discriminate or exclude. There is a tendency in some 
quarters to dismiss these controversies as hypersensitivity 
or political correctness run amok. But is not surprising that 
a new generation of students raises new questions about 
which names, symbols, icons, and traditions are to be em-
braced and sustained and which deserve to be modified or 
even discarded as outdated or offensive. 

Over time, cultural norms change. Words once consid-
ered standard, such as “Oriental” for Asian, or “coed” for a 
female undergraduate, have come to be seen as archaic and 
offensive. The evolution of words, images, and even certain 
intellectual assumptions about, for example, colonialism or 
cultural relativism, is part of how societies change and not 
in and of itself cause for alarm. The driving force that pre-
pares new generations of Americans to innovate and create, 
universities have never been and cannot be frozen in time. 
As American society adapts to greater diversity, so must the 
campus. That the shape of that evolution is being drawn by 
students from diverse backgrounds is as it should be.

One of the most visible flashpoints in the debate 
over when and in what respects universities should 
change with the times relates to campaigns to rename 
buildings with troubling historical associations, such 
as those named a"er slaveholders. While debates 
over the naming and renaming of campus buildings 

PEN'AMERICA74



AND!CAMPUS!FOR!ALL"!DIVERSITY#!INCLUSION#!AND!FREEDOM!OF!SPEECH!AT!U$S$!UNIVERSITIES 75

harm relating to past trauma. What originated as a valid effort 
to help students with diagnosable trauma-related disorders 
stemming from rape or other acts of extreme violence has 
in some cases been broadened to apply to a vast range of 
experiences that could conceivably distress students. The 
range of material that can evoke traumatic memories is po-
tentially boundless: not just rape and assault but also rac-
ism, abortion, homophobia, combat, suicide, the death of a 
loved one, illness, injury, and more. Moreover, the question of 
whether material has the potential to “trigger” the experience 
of trauma—and a host of related questions about the value 
of trigger warnings—are ma$ers of dispute among scholars, 
psychologists and scientists.468 With both the need for and 
the benefits of trigger warnings in doubt, universities should 
not position themselves institutionally to ensure that every 
possibly upse$ing encounter with course material is averted. 
Universities should therefore leave the question of trigger 
warnings or any other sort of alerts about course material 
up to individual faculty members.

If professors wish to alert students to troubling content 
in a syllabus, the university should not prevent them. Some 
may believe that a heads-up fosters be$er class discussion, 
strengthens the relationship between teachers and students, 
or enhances the receptivity of certain students to challenging 
material. Likewise, if students wish to ask for notifications 
regarding particular course material, they should be free to 
make their case. But for the university to require or even rec-
ommend that certain topics be ring-fenced by warning labels 
would be deleterious. It needlessly involves the university in 
subjective debates about which topics do and do not warrant 
flagging, it risks discouraging students from exploring valuable 
works of art or scholarship or dealing with important topics, 
and it creates incentives for professors to avoid certain topics 
altogether. The few universities that are asking faculty to use 
trigger warnings should retire such policies and trust in the 
judgment of their instructors to be mindful of the needs of 
their own students. 

The Role of Alumni
One of the more gaping disconnects documented in this 
report is the one that can arise between students and 
alumni. The gulf is understandable, even natural. Alumni, 
particularly those who are heavily engaged with their alma 
maters, may have warm memories of their time on campus 
and o"en lionize the norms that were then in place. There 
are understandable concerns that ri"s, criticisms, and new 
ways of thinking may destroy traditions, values, and facets 
of campus life that they feel should be appreciated. From 
the student point of view, alumni may at times feel like re-
actionary forces, fortifying outdated approaches at a time 
when change is sorely needed. Rather than having these 
two constituencies communicate at cross purposes in the 
media, in separate conversations with administrators, or 
in the form of contributions silently withheld, universi-
ties should do more to foster direct dialogue between 

violent action. But while some microaggressions do evince 
hostility or ignorance, others plainly do not. Many of the 
slights labeled as microaggressions aren’t intentionally hostile; 
indeed, they are o"en hard to correct because they are the 
products of unfamiliarity or ignorance of another person’s 
culture, background, or experience. Universities do not help 
when they compile long lists of alleged microaggressions 
that students and faculty should uniformly avoid. Some of 
these lists have included statements such as “America is the 
land of opportunity” and the use of “you guys” to address a 
mixed-gender group. But however they are perceived, such 
phrases are typically not u$ered with aggressive intent. 
Calling a"ention to microaggressions may make individual 
speakers more aware of the impact of their words, but to 
imply that these words were deliberately hostile may elicit 
a defensive reaction and undermine mutual understanding. 
Distributing lists of verboten words or phrases also risks 
overlooking the context that invariably shapes all speech. 
Clearly, a statement may have different connotations de-
pending on the speaker, the audience, and the circumstance 
in which it is u$ered. 

University administrators should encourage all students to 
be sensitive to the ways that their words can unintentionally 
hurt others. And they should show such sensitivity in their 
own communications. But they should be wary of se$ing 
out their own definitions or catalogues of microaggressive 
or offensive terms. The administration should not take on 
the role of listing such slights nor of policing thems across 
the campus. Students and faculty members should feel 
emboldened to draw a$ention to such subtle transgres-
sions. Where students are aware that certain language has 
potential to be considered offensive, they should point it 
out regardless of whether they personally experience the 
offense. The task of fostering a more inclusive environment 
cannot be le" only, or even primarily, to students who are 
themselves members of marginalized groups. When other 
students engage affirmatively in spreading awareness about 
the implications of problematic language, this work is spread 
widely and the norms that avoid offense can take hold with-
out provoking needless controversy. University policies 
regulating everyday speech at this level, or a$empting to 
define such insults for the entire university community, 
are intrusive and run the risk of prohibiting or even simply 
disfavoring permissible speech. 

Trigger Warnings
A second flashpoint of controversy in recent years has been 
the use of so-called trigger warnings. There is reason to be-
lieve that a lot of the debate about these warnings is over-
blown. According to the National Coalition on Censorship, 
very few universities actually have policies prescribing trigger 
warnings. Nonetheless, in some instances they have been 
mandated, demanded, and used, giving rise to controversy. 

The belief that trigger warnings are needed on syllabi and 
in classrooms rests on a broad definition of harm, in this case 
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students and alumni. 
While those charged with filling the college coffers may 

fear that such exchanges could alienate generous alumni, 
keeping alumni and students apart for fear that they may 
antagonize each other, is not a workable strategy in the 
long-term. Students and alumni are both essential con-
stituencies on campus. PEN America’s own experience 
of reaching out to students, engaging in direct dialogue, 
and hearing their points of view has helped us better 
understand positions and demands that may have come 
across from a distance as self-indulgent or misguided. 
Ultimately, the views of the next generation about how 
to address diversity, deal with offensiveness, and protect 
speech will have a decisive impact on the disposition of 
these questions. Their views cannot be wished away or 
waited out. On the flip side, students seeking to reshape 
power structures will need to learn to engage with them. 
Both sides have much to gain from direct engagement, 
which university is well placed to facilitate.

Addressing the Excesses of Title IX’s Approach to 
Speech and Harassment
The current implementation of Title IX’s interpretation of 
the relationship between speech and harassment presents 
direct and worrying instances of encroachment on free ex-
pression rights as well as a far broader but no less damaging 
chilling effect that is suppressing legitimate speech on cam-
puses. Title IX has a storied history as a vehicle to achieve 
gender equality on campuses. The continuous evolution of 
its interpretation and enforcement has brought sophisti-
cated and important new approaches to the essential ba$le 
to address sexual harassment and assault on campus. The 
epidemic levels of harassment and assault on campus are 
a direct threat to our system of higher education. The De-
partment of Education and many university administrations 
deserve credit for developing a robust, evolving and inno-
vative set of approaches to addressing this problem. With 
the constant emergence of new technologies, platforms 
and techniques of harassment, significant resources, skills 
and investments must be made to ensure that prevention 
measures and legal and psychosocial responses to harass-
ment and assault can keep pace.  

While the concerns for free speech surrounding the 
impact of the 2011 guidance on Title IX has received careful 
scrutiny from academic bodies, the larger free speech, 
legal, and policy communities have yet to fully address 
the risks that current approaches to this law pose to free 
expression, academic freedom, and the role of universities. 
The U.S. Departments of Education and Justice should 
urgently a"end to these risks, implementing essential 
reforms that affirm the role of freedom of expression in 
Title IX enforcement. That some universities may be lay-
ering in their own interpretations of what Title IX requires 
and taking problematic measures out of an abundance of 
caution underscores rather than obviates the need for 

Department of Education’s Office of Civil Rights (OCR) 
to provide clarity that will help avoid such overreach. The 
prevalence of overzealous investigations and reprisals 
directed at speech by university administrations demon-
strate that the ambiguities and gaps in OCR’s guidance 
are pu$ing academic freedom at risk. 

The AAUP’s thorough June, 2016 report, “The History, Uses 
and Abuses of Title IX,” provides an essential analysis that 
includes important recommendations on how to ensure 
respect for free speech and academic freedom. PEN 
America endorses many of those recommendations and 
is indebted to the AAUP for its important work in this 
area. We do not address issues relating to Title IX, or 
proposals for possible reform, that go beyond concerns 
regarding free speech. 

There is no contradiction between advocating for 
more stringent measures to address sexual harassment 
and assault on campus, on the one hand, and on the 
other, insisting on measures to restore proper protec-
tions for free speech. Both are essential. OCR has long 
embraced these dual imperatives, including in its guid-
ance interpretations of Title IX, which encompass pro-
tections for academic freedom and freedom of speech. 
Clear reference to the imperative of protecting free 
speech and academic freedom should be made in all 
OCR documents that deal with harassment that may be 
based on speech. As the AAUP has recommended, the 
OCR should clarify that so-called “hostile environment” 
sexual harassment cannot be proven solely on the basis 
of subjective perceptions that speech is offensive. While 
verbal conduct can undoubtedly constitute harassment, 
the current, vague standard is infinitely malleable and 
forces students and faculty to be constantly on guard 
against speech that could conceivably be found offensive 
to someone. This elastic standard has had a particularly 
damaging impact on a core dimension of the university’s 
role in fostering gender equality: the research, teaching, 
and discussion of sexuality and gender issues. By raising 
the specter that discussions of these issues may cross 
ill-defined lines and be considered harassment, the Title 
IX interpretations have cast a chill on the teaching of sub-
jects including the law of rape. This effect is pernicious 
and damaging to the very objectives of Title IX, and can 
be reversed only with strong measures to reassert the 
role of academic freedom and open discourse in the 
context of addressing harassment.

Restoring adequate protections for free speech into 
Title IX requires a reaffirmation of OCR’s prior 2001 
guidance, which states that “[i]n order to establish a 
violation of Title IX, the harassment must be sufficiently 
serious to deny or limit a student’s ability to participate 
in or benefit from the education program.” This is not 
to say that lesser forms of harassment should be ignored 
or minimized. There are all kinds of steps that a univer-
sity can and must take—dialogue, education, counseling, 
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mediation—to address speech that is problematic on the 
basis of gender but does not rise to the level of a Title 
IX violation. Simple analyses of sex and gender that may 
leave some feeling embarrassed or uneasy should not 
be enough to define speech as problematic as a matter 
of law.

Universities, too, should reiterate the centrality of ac-
ademic freedom when addressing allegations of harass-
ment. The AAUP’s report offers valuable resources in 
this regard. As the AAUP has stressed, “[P]olicies against 
sexual harassment should distinguish speech that fits 
the definition of a hostile environment from speech that 
individuals may find hurtful or offensive, but is protected 
by academic freedom.” While the lines are not always 
bright, by helping to flesh out such distinctions, campus 
policies can begin to clarify the nebulousness of current 
OCR definitions, helping to ensure that protected speech 
is not chilled. Again, this does not mean that there is no 
remedy for students concerned with offensive or hurtful 
speech but rather that the remedies must stop short of 
punishing or suppressing the speech. 

OCR and university administrators must also adopt a 
robust approach to deterring and punishing all forms of 
retaliation against those who register Title IX complaints 
or reports under Title IX. In addition to the protections 
against retaliation that Title IX itself provides, both the 
First Amendment and university free expression policies 
prohibit reprisals against those exercising their free speech 
rights to bring forward information concerning harassment 
and assaults.” It is clear that the deterrents to reporting 
harassment and assaults on campus are formidable.  the 
legal, social, professional and emotional consequences 
of filing such a report and dealing with its repercussions 
pose a powerful barrier to eradicating abuse and achieving 
equality on campus.  The U.S. Department of Education 
and university administrations should work with faculty 
and students to systematically examine these hurdles and 
develop mechanisms to prevent, deter and punish repri-
sals against those who lodge complaints of harassment 
and assault.

As the AAUP further points out and our research made 
clear, faculty need to be educated and mobilized to de-
fend their free speech rights, both in the context of Ti-
tle IX investigations and long before they arise. Faculty 
unions or other voluntary bodies can serve as important 
defenders of academic freedom, helping to shape cam-
pus policies, defend against encroachments on speech, 
and support those who are targeted. Faculty should work 
with engaged and receptive groups of students to build 
shared understandings of academic freedom and verbal 
harassment that can be communicated across the campus. 

Student Awareness, Education and Mobilization on 
Free Speech
Two major studies in the past year have documented that 

students on U.S. campuses mostly believe in free expres-
sion and the need to protect it. On the other hand, signif-
icant numbers of students report support for measures 
and approaches that would restrict speech on campus, 
including speech codes. In some important ways, student 
a$itudes toward free speech have shown confusion, con-
tradictions, or a lack of awareness. 

The recent findings on student attitudes point to the 
need and opportunity for expanded education on issues 
of free speech. The Foundation for Individual Rights in 
Education (FIRE) does a valued job documenting, pub-
licizing, and mobilizing to resist constraints on campus 
speech. FIRE also maintains a student network that holds 
an annual conference and distributes resources to stu-
dent free speech activists. While FIRE staff have a range 
of political leanings and the organization is mindful of 
considerations of diversity and multiculturalism, FIRE 
is often regarded as libertarian or conservative and is 
viewed suspiciously by some liberal or progressive stu-
dents and faculty. There are other groups, such as the 
American Civil Liberties Union, which are generally seen 
as liberal, that offer resources to student groups focused 
on free expression campaigns. But because FIRE’s level of 
activity and visibility exceeds that of other free expres-
sion groups, and because some of the most vociferous 
defenders of campus free speech are conservative or 
libertarian, it is becoming increasingly common to see 
efforts to defend free expression described as part of 
a right-leaning agenda. Yet free expression has histori-
cally enjoyed support from advocates of a wide range of 
political viewpoints, and it should continue to do so. All 
groups supportive of free speech should redouble their 
efforts to ensure that campus free speech is a cause that 
animates students from across the political spectrum.

Given studies that show that up to a third of college 
students may be unaware that free speech is addressed 
by the First Amendment, there is an opportunity for 
education that could help make students cognizant of 
the importance of free expression in vindicating their 
rights and advancing their agendas. While students at 
UCLA, the University of Chicago, and elsewhere have ex-
pressed some measure of resistance to messaging on free 
expression when it comes from faculty or administrators, 
there are indications that they would be more receptive to 
student voices from across the political spectrum in peer-
to-peer education. Liberal to le$-leaning organizations 
that are active on campus should consider integrating 
free speech awareness into their agendas. Free speech 
organizations of all political persuasions should direct 
energy toward campuses, positioning free expression as 
a value that transcends politics and ideology. Institutions 
and funders that believe in this cause should invest in 
the next generation by underwriting grants for projects 
that build awareness and appreciation for free speech 
on campus.
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"REVENGE PORN" REFORM: A VIEW FROM THE FRONT LINES

Mary Anne Franks'

Abstract

The legal and social landscape of "revenge porn" has changed
dramatically in the last few years. Before 2013, only three states
criminalized the unauthorized disclosure of sexually explicit images of
adults and few people had ever heard the ternm "revenge porn." As of July
2017, thirty-eight states and Washington, D.C. had criminalized the
conduct; federal criminal legislation on the issue had been introduced in
Congress; Google, Facebook, and Twitter had banned nonconsensual
pornography from their platforms; and the term "revenge porn" had been
added to the Merriam- Webster Dictionary. I have had the privilege of
playing a role in many of these developments. In 2013, I argued that
nonconsensual pornography required a federal criminal response and
drafted a model statute to this effect. That statute served as the template
for what eventually became the federal Intimate Privacy Protection Act
of 2016, as well as for numerous state laws criminalizing nonconsensual
pornography. As the Legislative and Tech Policy Director of the Cyber
Civil Rights Initiative, I have worked with tech industry leaders,
legislators, attorneys, victims, and advocates to develop policies and
solutions to combat this abuse. This Article is an account from the front
lines of the legislative, technological, and social reform regarding this
evolving problem.
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INTRODUCTION: LADY GODIVA'S RIDE

According to an eleventh-century legend, Leofric, the Earl of Mercia
and Lord of Coventry, was a harsh ruler who imposed oppressive taxes
on his townspeople.' The Earl's beautiful and kindhearted wife, Lady
Godiva, had repeatedly beseeched Leofric to take mercy on the suffering
people.2 Leofric, weary of Lady Godiva's pleas, finally promised that he
would lower the taxes on the condition that she ride throughout the town
on horseback completely naked. Leofric, certain that Lady Godiva
would never agree to such a humiliating act, believed that this would put

L See Evan Andrews, Who Was Lady Godiva?, ASK HIST. (Oct. 22, 2014),
http://www.history.com/news/ask-history/who-was-Iady-godiva.

2. Id.
3. Id.
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an end to her requests.4 Lady Godiva, however, was determined to help
her people, no matter the cost. So she took off all of her clothes, mounted
her horse, and rode through Coventry dressed only in her golden hair.5

Stunned by her devotion to her cause, Leofric relented and lowered the
taxes.6

Perhaps the most fantastical aspect of this colorful legend from a
modem-day perspective, however, is how the townspeople reacted to the
spectacle of a beautiful woman's body displayed naked to the public.
According to some versions of the story, the people were so moved by
Lady Godiva's sacrifice on their behalf that they closed their doors, shut
their windows, and turned their backs as she rode past, so that Lady
Godiva was able to pass through the entire town without a single person
viewing her naked body.7 In some versions of the story, there is one
exception: a man named Tom, who could not resist attempting to look at
Lady Godiva as she went by.' Depending on the version of the story, Tom
was either struck blind or dead as a result.9 This is the origin of the term
"Peeping Tom."10

In 2014, naked photos of more than a hundred female celebrities were
hacked from private accounts and distributed widely on the Internet.
The victims included the actress Jennifer Lawrence, who discussed the
event in a Vanity Fair interview.12 "Anybody who looked at those
pictures, you're perpetuating a sexual offense. You should cower with
shame," Lawrence said, continuing that "it should be my choice" who
sees her naked.13 Shortly after the interview was published, television
host Wendy Williams addressed it on her daytime talk show, saying, "It's

4. See Ben Johnson, Lady Godiva, I IIsToRic UK, http://www.historic-
uk.com/CultureUK/Lady-Godiva/ (last visited May 21. 2017).

5. Id.
6. See Andrews, supra note 1.
7. See Christopher M. Cevasco, Lady Godiva the Naked Truth,

CHRISTOPHERMCEVASCO.COM (Sept. 17, 2012), http://christophermcevasco.com/2012/09/17/lady-
godiva-the-naked-truth/. In other versions, Lady Godiva ordered the townspeople to stay indoors.
See Johnson, supra note 4.

8. See Johnson, supra note 4.
9. Cevasco, supra note 7.

10. See Johnson, supra note 4.
11. See Scott Mendelson, Jennifer Lawrence Nude Photo Leak Isn't a 'Scandal. 'It'sa Sex

Crime, FORBES (Sept. 1, 2014, 10:05 AM), http://www. forbes.com/sites/scottmendelson/2 014/
09/01 /jennifer-Iawrence-nude-photo-leak-isnt-a-scandal-its-a-sex-crime/.

12. Cover Fxclusive: Jennifer Lawrence Calls Photo Hacking a "Sex Crime." VANITY FAIR
(Oct. 7, 2014, 8:58 AM), http://www.vanityfair.com/hollywood/2)14/1 0/jcnnifier-lawrencc-
cover.

13. Id.
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not your choice . . . I've looked several times" at Lawrence's photos.14
Williams asked her audience to "[c]lap if you've looked at Jennifer
Lawrence's hacking pictures."'5

Williams's reaction reflects the widespread contemporary view that
looking at a woman's naked body without her consent is both normal and
justified.'6 As her comments demonstrate, we are a long way from Lady
Godiva's ride. It is almost impossible to imagine, in our time, members
of the public voluntarily turning away from the sight of a woman exposed
against her will. It is equally impossible to imagine a society that would
have praised any woman so exposed for her virtue and nobility, rather
than using the exposure as an excuse to unleash a torrent of misogynist
criticism, victim-blaming, and rape threats against her. We are instead a
society of Peeping Toms, no longer fearing judgment for our voyeurism,
but administering judgment on the objects of our gaze.

It is no longer considered merely acceptable to look at women naked
without their consent; lack of consent has increasingly become the entire
point of the spectacle, the factor that provides the erotic charge. Anyone
interested in viewing naked bodies can easily access millions of hard-core
sexually explicit images and videos of consenting individuals with a click
of a mouse. The "revenge porn" consumer is not aroused by graphic
sexual depictions as such, but by the fact that the people in them-usually
women-did not consent to being looked at.

This was true long before the term "revenge porn" entered popular
discourse. In the 1980s, hard-core porn magazine Hustler began running
a feature called "Beaver Hunt," which published reader-submitted
sexually explicit photographs." The women depicted in these
photographs had often not consented to their submission or publication:
some photographs had been stolen, some were submitted by exes with
malicious purposes, and some were simply published without consent.'8

The feature was controversial, resulting in numerous lawsuits against

14. Sierra Marquina, Wendy Williams Admits to Looking at Jenni/er Lawrence's Nude

Leaked Photos, Mocks the Star's Defense, US MAG. (Oct. 10, 2014, 7:00 PM),

http://www.usmagazine.com/celebrity-news/news/wcndy-williams-admits-she-looked-at-

jenni fer-lawrences-nude-photos-20141010.
15. Id. It is perhaps encouraging that the audience responded with only a smattering of'

applause. See Wendy Williams, Jennifer Lawrence Speaks Out, YouTuBE (Oct. 8, 2014),

https://www.youtube.com/watch?v=A-rZkEnAUJJY.
16. See infra Section L.A.
17. Emily Poole, Fighting Back Against Non-Consensual Pornography. 49 U. S.I. L. Rcv.

181. 186 (2015).
18. Id
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Hustler, 1but it continues today. As video recorders and cameras became
smaller and cheaper, many online communities and websites began
featuring "amateur porn" of uncertain provenance.2

() In many cases, there
is no evidence that the individuals depicted were aware that they were
being filmed or that they have consented to the material being
distributed.2 1 Yet the "amateur porn" industry flourishes largely without
investigation or regulation, betraying a lack of social or political interest
in ensuring that those featured in such intimate scenarios had consented
to being seen in this way.22

Until quite recently, there was little formal resistance to the steady
normalization of viewing women naked without their consent. Before
2003, no law in the United States explicitly criminalized the unauthorized
disclosure of sexually explicit images of another adult person.23 The issue
received little attention from the media or from lawmakers. That began
to change in 2010, when Hunter Moore created a website featuring stolen
or user-submitted sexually explicit imagery of people, mostly women,
without their consent.24 Moore's site also provided detailed personal,
contact, and other identifying information about the people depicted on
the site.2 5 In 2011, Christopher Chaney was arrested for hacking the email
accounts of dozens of female celebrities to obtain suggestive or explicit
images of the women.26 Despite high-profile cases like these and a rise in
"revenge porn" sites, before 2013 only three states had criminal laws
applicable to the conduct.27 Victims mostly suffered in silence for fear of
greater exposure. Those that did attempt to seek help in law enforcement

19. Many of the lawsuits were resolved in favor of the plaintiffs. See Wood v. I lustler
Magazine, Inc., 736 F.2d 1084, 1085 (5th Cir. 1984): Gallon v. Hustler Magazine, Inc., 732 F.
Supp. 322, 326 (N.D.N.Y. 1990).

20. Taylor Linkous, It's Time fbr Revenge Porn to Get a Taste of Its Own Medicine: An
Argument for the Federal Criminalization of Revenge Porn. 20 Ricil. J.L. & Tlii. 1, 10 (2014).

21. In other cases, what is labeled "amateur" or "homemade" porn is in lact professionally
produced material made with consenting and compensated individuals.

22. See Mary Anne Franks, Who's Afraid of Hot Girls?, I lUFFINGTON PosT: BLOG (June 26,
2015, 8:46 AM), http://www.huffmgtonpost.com/mary-anne-franks/whos-afraid-of-hot-
girls b_7670514.html.

23. New Jersey was the first state to enact such a law in 2003. See N.J. STAT. ANN. § 2C: 14-
9 (West 2016).

24. See Connor Simpson, Revenge Porn King Hunter Moore Arrested for Hacking Email
Accounts, ATLANTIC (Jan. 23. 2014), https://www.theatlantic.com/national/archive/2014/01/
revenge-porn-king-hunter-moore-arrested-conspiracy-hack-email-accounts/3 57321/.

25. Id.
26. See Crimesider Staff, Christopher Chaney, So-Called Hollywood Hacker, Gets 10

Years for Posting Celebrities' Personal Photos Online, CBS NEWS (Dec. 18, 2012, 10:02 AM),
http://www.chsnews.com/news/christopher-chaney-so-called-hollywood-hacker-gets-I0-years-
for-posting-celebrities-personal-photos-online/.

27. See discussion infra Section I.E.
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were often mocked. Even sympathetic police officers and lawyers told
victims, not inaccurately, that what happened to them was "not against
the law." 28

The legal and social landscape has changed dramatically since then.
In 2015, major tech companies including Google, Microsoft, Facebook,
and Twitter announced that they were banning this abuse and
implementing takedown procedures for victims.2 9 On July 14, 2016,
Congresswoman Jackie Speier (D-CA) introduced the Intimate Privacy
Protection Act,3t ) a bipartisan federal bill addressing nonconsensual
pornography. As of July 2017, thirty-eight states and Washington, D.C.
have passed laws criminalizing the nonconsensual distribution of private,
sexually explicit images. The term "revenge porn," scarcely heard of
before 2012, was added to the Merriam- Webster Dictionary in 2016.

I have had the privilege of playing a role in many of these
developments. In 2013, as a guest blogger on Concurring Opinions,32 I
proposed that the problem of nonconsensual pornography required a
federal criminal response and drafted a model statute to this effect. That
statute served as the template for what eventually became the 2016
federal Intimate Privacy Protection Act as well as for numerous state laws
criminalizing nonconsensual pornography. As the Legislative and Tech
Policy Director of the Cyber Civil Rights Initiative (CCRI), a nonprofit
organization dedicated to combating online abuse, I began working with
legislators, attorneys, advocates, and tech industry leaders interested in
addressing the problem in 2013. In 2014, I coauthored, with Professor
Danielle Keats Citron, the first law review article on the topic of
criminalizing revenge porn.3 3 I have also advised lawmakers and
advocates outside of the United States, in countries including Australia,
Canada, England, Iceland, Ireland, and Taiwan, on legal approaches to
the issue. At the time of this writing, I am serving as the Reporter for the

28. See, e.g., Annmaric Chiarini, I Was a Victim of Revenge Porn. I Don't Want Anyone

Else to Face This, GUARDIAN (Nov. 19, 2013, 7:30 AM), http://www.theguardian.con/

commentisfree/2013/nov/19/revenge-porn-victim-maryland-law-change.
29. See Jessica Roy. How Tech Companies are Fighting Revenge Porn - and Winning,

N.Y. MAG. (June 24. 2015, 2:36 PM). http://nymag.com/thecut/2015/06/how-tech-companies-

are-tighting-revenge-porn.html: see also infra Section 1.13 (discussing developments in the tech

industry fight to combat porn).
30. H.R. 5896, 114th Cong. (2016).
31. See Katy Steinmetz, Merriam-Webster Adds FOMO,' 'Mx.' and About 2,000 Other

Words, TIME (Apr. 20. 2016), http://time.com/4299634/mcrriam-webster-fomo-mx-dox-update/.

32. See Mary Anne Franks. Why We Need a / ederal Criminal Law Response to Revenge

Porn, CONCURRING OPINIONS (Feb. 15, 2013), http://concurringopinions.com/archives/2013/

02/why-we-need-a-federal-criminal-law-response-to-revcnge-porn.htmI.
33. See generally Danielle Keats Citron & Mary Anne Franks, Criminalizing Revenge Porn,

49 WAKE FOREST 1.. REV. 345 (2014) (analyzing the criminalization of revenge porn).
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Uniform Law Commission's Committee on the Unauthorized Disclosure
of Intimate Images.34

These experiences have provided me a front-row seat to the "revenge
porn" reform movement. My work on this issue has brought me into
contact with victims, activists, politicians, civil liberties groups,
prosecutors, and tech industry leaders. It has given me the opportunity to
look inside the complex world of legislation and policymaking and to
confront challenging doctrinal and scholarly issues in a real-world, high-
stakes context.

In our 2014 coauthored article, Criminalizing Revenge Porn,
Professor Citron and I set out the basic argument for why nonconsensual
pornography could and should be criminalized. This Article takes up
where that article left off and has two primary goals. The first is to provide
an account from the front lines of the social, legislative, and technological
reform on this emerging and evolving problem. The second goal is to
outline and respond to various objections and criticisms of the revenge
porn reform movement. As awareness of this problem and support for
solutions have been growing, so too have hostility and opposition, in
particular to the legal aspects of reform. Part I addresses the first goal,
providing a firsthand account of the recent, rapid progress in the
movement to combat nonconsensual pornography. Part II outlines and
responds to several major objections to the criminalization of
nonconsensual pornography, in particular the alleged sufficiency of
existing law, concerns about overcriminalization, and First Amendment
concerns. Part III identifies the main opponents to revenge porn reform
and assesses their opposition. The Article concludes with some thoughts
about where the fight for intimate privacy should go from here.

I. THE "REVENGE PORN" REFORMATION

In 2013, most people had no idea what "revenge porn" was. Victims
had few options for support, and the issue was largely ignored by the
general public, tech companies, and legislators. Over the next few years,
the social, technological, and legislative landscape changed dramatically.

A. Defining the Problem

The term "revenge porn," though commonly used, is misleading in
two respects. First, "revenge" suggests that perpetrators are primarily
motivated by personal vengeance. In fact, perpetrators may be motivated

34. See Nat'l Conference of Comm'rs on Unif. State Laws, ('ommiuees: Unauthorized
Disclosure of Initimale Images, UNIFORM L. COMMISSION, http://www.uniformlaws.org/
Committee.aspx?title=[Jnauthorized%20Disclosure%20of%201ntimate%/`201mages (last visited
Aug. 18. 2017).
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by a desire for profit, notoriety, or entertainment, or for no particular
reason at all. Their only constant is that they act without the consent of
the person depicted. "Porn" can also be a misleading term, as it seems to
suggest that visual depictions of nudity or sexual activity are inherently
pornographic. But while the increasingly common35 practice of creating
explicit images within the context of a private, intimate relationship
should not be considered creating pornography, distributing such images
without consent should be, as it transforms a private image into public
sexual entertainment. Many victim advocates accordingly use the term
"nonconsensual pornography," though I will occasionally use the term
"revenge porn" interchangeably with nonconsensual pornography for
ease of reference.

Nonconsensual pornography refers to sexually explicit images and
video disclosed without consent and for no legitimate purpose. The term
encompasses footage obtained by hidden cameras, consensually
exchanged images within a confidential relationship, stolen photos, and
recordings of sexual assaults. Nonconsensual pornography often plays a
role in intimate partner violence, with abusers using the threat of
disclosure to keep their partners from leaving or reporting their abuse to
law enforcement.36 Traffickers and pimps also use nonconsensual
pornography to trap unwilling individuals in the sex trade.37 Rapists
record their attacks not only to further humiliate their victims, but also to
discourage them from reporting sexual assaults.38 Nursing home workers
have been caught posting nude photos of elderly and disabled patients to
social media.39

Nonconsensual pornography can cause immediate, devastating, and in
many cases, irreparable harm. A vengeful ex-partner, opportunistic
hacker, or rapist can upload an explicit image of a victim to a website

35. In a recent survey of 1,100 New Yorkers, nearly half (45%) reported that they had

recorded themselves having sex. New Yorkers Reveal What Their Sex Lives Are Really Like, N.Y.

Posi (Sept. 3, 2014, 6:17 PM), http://nypost.com/2014/09/03/new-yorkers-reveal-what-their-sex-
lives-are-really-like/.

36. See Chiarini, supra note 28; Jack Simpson, Revenge Porn: What Is It and How

Widespread Is the Problem?, INDEP. (July 2, 2014, 6:55 PM), http://www.independent.co.uk/

news/uk/home-news/what-is-revenge-pom-958025 I.html.
37. See Ann Bartow, Pornography, Coercion, and Copyright Law 2.0, 10 VAND. J. ENT. &

Thcii. L. 799, 817-18 (2008); Marion Brooks. The World of Human Trafficking: One Woman's

Story, NBC Cil. (Feb. 22, 2013), http://www.nbcchicago.com/investigations/human-trafficking-
alex-campbell-192415731 .html.

38. See Tara Culp-Ressler, 16-Year-Old's Rape Goes Viral on Social Media: 'No Human

Being Deserved 7his,' THINKPROGRESS (July 10, 2014), http://thinkprogress.org/health/2014/

07/10/3458564/rape-viral-social-media-jada/.
39. See Charles Ornstein, Nursing Home Workers Share Explicit Photos of Residents on

Snapchat, PRO PUBICA (Dec. 21, 2015, 8:00 AM), https://www.propublica.org/article/nursing-

home-workers-share-explicit-photos-of-residents-on-snapchat.
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where thousands of people can view it and hundreds of other websites
can share it. In a matter of days, that image can dominate the first several
pages of search engine results for the victim's name, as well as being
emailed or otherwise exhibited to the victim's family, employers,
coworkers, and peers.4

() Victims are frequently threatened with sexual
assault, stalked, harassed,41 fired from jobs,42 and forced to change
schools.43 Some victims have committed suicide.44 While nonconsensual
pornography affects both male and female individuals, available evidence
to date indicates that the majority of victims are women and girls, and
that women and girls often face more serious consequences as a result of
their victimization.45

There are other costs beyond the harm to individual victims.
Nonconsensual pornography imposes expressive harms46 that impact
society as a whole. The practice sends the message that sexual
exploitation is an acceptable form of entertainment or punishment, or
both, especially when it involves women who act in ways that men find
unacceptable. It is no coincidence that many female targets of
nonconsensual pornography are successful women, from Hollywood
celebrities to judges to PhD students to politicians.47 The predominantly
male perpetrators and predominantly male consumers of these images can
be described as attempting to put powerful women "in their place," to
punish them for acting in a way that threatens or displeases men.48 Rape,
sexual harassment, and voyeurism constantly reinforce the pernicious
belief that men have the right to use women and girls sexually without
their consent; "revenge porn" has the same effect. Like those forms of

40. See Chiarini, supra note 28.
41. See Citron & Franks, supra note 33, at 350, 353.
42. See Ariel Ronneburger, Sex, Privacy, and Webpages: Creating a Legal Remedy for

Victims of Porn 2.0, 21 SYRACUSE ScI. & TEci. L. RIP. 1, 9 (2009).
43. See Citron & Franks, supra note 33, at 352.
44. See Emily Bazelon, Another Sexting Tragedy, SLATE (Apr. 12, 2013, 6:06 PM)

http://www.slate.com/articles/doubIe x/doublcx/2013/04/audrie pott and rehtaeh parsonsho
w should the legal-systemtreatnonconsensual.html.

45. See Citron & Franks, supra note 33, at 353-54: Jill Filipovic, 'Revenge Porn'Is About
Degrading Women Sexually and Professionally, GUARDIAN (Jan. 28, 2013. 5:23 PM).
https://www.theguardian.com/commentisfrec/2013/jan/28/revenge-pom-degrades-women; Cf
Danielle Citron, Cyber Stalking and Cyber Harassment, a Devastating and Endemic Problem,
CONCURRING OPINIONS (Mar. 16, 2012). http://www.concurringopinions.com/archives/2012/03/
cyber-stalking-and-cyber-harassment-a-devastating-and-endemic-problem.html.

46. See Elizabeth S. Anderson & Richard I I. Pildes, Expressive Theories ofLaw: A General
Restatement, 148 U. PA. I. RFv. 1503, 1527 (2000) ("A person suffers expressive harm when she
is treated according to principles that express negative or inappropriate attitudes toward her.").

47. See Mendelson, supra note 11.
48. See Filipovic, supra note 45.
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abuse, nonconsensual pornography is often celebrated, frequently
trivialized, and rarely punished.

It is important to distinguish the objection to nonconsensual
pornography as a violation of privacy and a form of (often gendered)
sexual abuse from objections based on negative perceptions of nudity or
displays of sexual conduct. Nonconsensual pornography is not wrong
because nudity is shameful or because the act of recording sexual activity
is inherently immoral.49 It is wrong because exposing a person's body
against her will fundamentally deprives that person of her right to
privacy. Of course, there are multiple ways that a person's privacy can be
violated and people value different types of private information
differently. Some people would be more concerned if their private
conversations, love letters, or unflattering (but not explicit) photos were
made public than if nude photos of them were made public. This Article
takes no position with regard to whether other forms of privacy violations
should also be the subject of reform and does not attempt to present a
hierarchy of privacy violations. It only asserts that the specific right not
to be viewed naked or engaging in sexual activity without consent is one
deserving of respect, a fact that is reflected in the long history of laws and
norms against voyeurism and forced nudity both in the United States and
elsewhere.

Viewing a person's nudity or sexual activity without consent is,
significantly, not merely different in degree from viewing nudity or
sexual activity with consent; the two are different in kind. Just as sex
without consent is not just another form of sex, and taking property
without consent is not just a form of borrowing, viewing a person naked
or engaged in sexual activity without consent is notjust a form of looking.

To all of this must be added the fact that the market for private nude
photos is unlike the market for other private information. We do not live
in a world where thousands of websites are devoted to revealing private
medical records, credit card numbers, or even love letters. By contrast,
"revenge porn" is featured in as many as 10,000 websites,so in addition

49. Some have claimed that nonconsensual pornography laws reinforce notions of female

chastity or norms about female nudity. This is a curious critique, as no existing or pending law on

nonconscnsual pornography distinguishes on the basis of gender. The flundamental harm of

nonconsensual pornography is, as noted throughout this Article, a violation of privacy, and men

and women arc equally deserving of that right. To note that women and girls oflen suffer more

serious consequences when their nude photos arc distributed is to acknowledge that a sexist

double standard exists, not to endorse it.
50. This figure is based on takedown requests made available to the Cyber Civil Rights

Initiative (on file with author). This number is a considerable increase from 2014, when around

3,000 websites were believed to feature nonconsensual pornography. Misery Merchants: How

Should the Online Publication oJIxplicit Images Without Their Subjects' Consent Be Punished?,

[Vol. 691260



2R7VIE7N(;K FORN" RKIORM

to being distributed without consent through social media, blogs, emails,
and texts. There is a demand for private nude photos that is unlike the
demand for any other form of private information. While nonconsensual
pornography is not a new phenomenon, its prevalence, reach, and impact
have increased in recent years in part because technology and social
media make it possible to "crowdsource" abuse, as well as make it
possible for unscrupulous individuals to profit from it. Dedicated
"revenge porn" sites and other forums openly solicit private intimate
images and expose them to millions of viewers, while allowing the
posters themselves to hide in the shadows. '

The rise of this destructive conduct is also due in part to the fact that
malicious individuals do not fear the consequences of their actions. As
noted above, before 2013 there were few laws in the United States
explicitly addressing this invasion of sexual privacy, even as concerns
over almost every other form of privacy (financial, medical, data) have
captured legal and social imagination. While some existing voyeurism,
surveillance, and computer hacking laws may prohibit the nonconsensual
observation and recording of individuals in states of undress or engaged
in sexual activity, the nonconsensual disclosure of intimate images has
been, until very recently, largely unregulated by the law.

1. Scope and Impact

According to a nationally representative 2017 study by the Cyber
Civil Rights Initiative (CCRI), over one in eight adult social media users
has been victimized or threatened with the unauthorized distribution of
private, sexually explicit images or videos, and over one in twenty adult
social media users have engaged in such distribution.5 2 As noted above,

ECONOMIST (July 5, 2014), http://www.economist.com/ncws/intemational/21606307-how-
should-online-publication-explicit-images-without-their-subjects-consent-be.

51. See Dylan Love, It Will Be Hard to Stop the Rise of Revenge Porn. Bus. INSID)ER (Feb.
8, 2013, 7:00 PM), http://www.businessinsidcr.com/revenge-pom-2013-2.

52. Asia A. Eaton et al., 20/7 Nationwide Online Study of Nonconsensual Porn
Victimization and Perpetration: A Summary Report, CYBER C.R. INITIATIVE 11 (June 12, 2017),
https://www.cyberci vi lrights.org/wp-content/uploads/201 7/06/CCRI -2017-Research-Report.pdf.
A previous nationwide study by the Data & Society Research Institute indicated a somewhat lower
level of prevalence, finding that one in twenty-live American Internet users-around 10 million
people had been a victim ofor threatened with the disclosure of intimate images. DAIA & SoC'Y
RESEARCH INST., NONCONSENSUAIL IMAGE SHARING: ONE IN 25 AMERICANS HAs BEEN A VICTIM

o "REVENGH lPORN" 4 (2016), https://datasociety.net/pubs/oh/NonconsensualImageSharing
2016.pdf; New Report Shows That 4% of U.S. Internet Users Have Been a Victim of "Revenge
Porn," DATA & SOC'Y: B1OG (Dec. 13, 2016), https://datasociety.net/blog/2016/12/13/
nonconsensual-image-sharing/. [he discrepancy appears to be largely due to the latter study's
narrower definition of the abuse and differences in methodology. The Data & Society study was
limited to nude or nearly nude depictions disclosed without consent with the intention to hurt or
embarrass the victim and was conducted via telephone survey. DATA & SoC'v: BLOG, supra, at 5.
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thousands of websites feature "revenge porn."53 Intimate material is also
disseminated without consent through social media, blogs, emails, texts,
DVDs, and photographs.

There are strong indications that nonconsensual pornography is a
highly gendered phenomenon. Revenge porn sites feature far more
women than men,54 and the majority of court cases and news stories to
date involve female victims and male perpetrators. The 2017 CCRI study
revealed that women were about 1.7 times more likely to be victimized
than men, and men were by far the primary perpetrators of the abuse.5 5

A 2016 Data & Society Research study found that young women were
the most likely to be threatened with the conduct: one in ten women under
the age of thirty had been threatened with disclosure of intimate images.6

The CCRI study addressed all nonconsensual. sexually explicit disclosures and was conducted

through Faccbook polling. Eaton et al., supra, at 608.
53. Se supra note 50 and accompanying text.

54. See Anastasia Powell et al.. 7he licture of Who Is Affected by 'Revenge Porn'Is MAore

Complex ihan We First Thought. CONVERSATION (May 7. 2017. 8:31 PM),

https://theconversation.com/the-picture-of-who-is-affected-by-revenge-porn-is-more-complex-
than-wc-first-thought-77155 (noting that -there are many more sites and platforms dedicated to

sharing women's nude or sexual images without their consent than men's"'); see also Abby

Whitmarsh, Analysis of 28 Days of Data Scraped irom a Revenge Pornography Website.

WORDPRESS.COM (Apr. 13, 2015), https://everlastingstudent.wordpress.com/2015/04/13/

analysis-of-28-days-of-data-scraped-from-a-revenge-pornography-website/ (finding that of 396

posts to a revenge porn website, 378 depicted women versus 18 men).

55. Eaton et al., supra note 52, at 12.

56. See DAlA & Soc'Y RESEARCH INST., supra note 52. at 5. The study did find that men

and women were roughly equally likely to have their intimate material posted, as opposed to being

threatened with posting-an intriguing finding. Id. I lowever, this study does not appear to have

distinguished between unsolicited and solicited images, and does not provide information about

where, how, and with what information these postings were made. This may be relevant, as some

studies have shown that men send more sexually explicit images than women do.See Sext Much?

IfSo, You're Not Alone, Sci. AM., https://www.scientilficamerican.com/article/sext-much-if-so-

youre-not-alone/ (last visited May 21, 2017) ("1611 percent of men partake in sexting and

suggestive photo taking, while 48 percent of women do."). Many of these images are what are

commonly referred to as "dick pics." are often unsolicited, and oilen do not include identifying

information about the sender. See Laura Thompson. Exposing Yourselfis Illegal So Why Should

the Law Tolerate Cyber-Flashing on Online Dating Apps?, INoor. (Feb. 4, 2016, 8:36 AM),

http://www.independent.co.ukl/life-style/love-sex/exposing-yourself-is-illegal-so-why-do-online
-dating-app-users-think-cyber-flashing-is-ok-a6852761.html. Many recipients of such images

consider them to be a form of harassment. See id. It is not uncommon for women uncomfortable

with such unsolicited images to publicize these images in an effort to shame or deter the sender,

often without revealing identifying details about the sender. See John Paul Titlow, ihis Woman

Wants Facebook To Ban Unsolicited Dick Pies, FAsT COMPANY (June 7, 2016, 6:30 PM),

https://www. fastcompany.com/3060703/this-woman-wants-facebook-to-ban-unsolicited-dick-

pics. This Article takes the position that the publication of nude or sexually explicit photos in

which the sender cannot be identified should not be considered nonconsensual pornography for

purposes of legal prohibition. Also, this Article considers that the sending of unsolicited nude
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The CCRI, which is one of the only U.S. organizations dedicated to
the issue of nonconsensual pornography, hears from an average of 100
victims every month.7 A previous study by the CCRI in 2013 produced
suggestive, though limited, findings about victim demographics and
impact.5 8 Ninety percent of respondents who had been victimized by
nonconsensual pornography were female.5 9 The majority of victims were
between eighteen and thirty years old.6 0 Eighty-three percent of victims
said that the material that was disclosed without consent originally began
as a "selfie," that is, taken by the subject herself.6 ' More than half of the
cases involved a former intimate partner, while around a quarter involved
a former friend.62 In nearly sixty percent of cases, identifying information
about the victim was posted along with the intimate material, including
full name (59%); social network information or screenshot of social
network profile (49%); email address (26%); phone number (20%); home
address (16%); work address (14%); and social security number (2%).63

In terms of psychological impact, nearly all victims (93%) reported
suffering significant emotional distress as a consequence of
victimization.64 Eighty-two percent said they suffered significant
impairment in social, occupational, or other functioning.6 5 More than half
experienced suicidal thoughts; forty-two percent have sought
psychological help.6 6 Nearly half of all victims reported being stalked or
harassed online by people who have viewed their material.67 A third of
victims reported that they experienced offline stalking or harassment by
people who viewed their material.8

photos should, in many cases, be considered a form of harassment and, in some cases. a form of
public exposure in which the sender does not retain an expectation of privacy.

57. See MARY ANNE FRANKS, CYBER CIVIL RIG-ITS INITIATIVE, DRAFT ING AN EFFECTIVE
"REVENGE PORN- LAW: A GUIDE FOR LEGISLATORS 2 (2016). https://www.cybercivilrights.org/
wp-content/uploads/2016/09/Guide-for-Legislators-9.16.pdf.

58. The study included 1,606 total respondents, 361 of whom self-identilied as victims.
2013 NCP Study Results. CYBER C.R. INITIATIVE, https://www.cybercivilrights.org/ncpstats/ (last
visited May 21, 2017). All of the information provided in the rest of this Subsection comes from
this study.

59. Id.
60. Id.
61. Id.
62. Id.
63. Id.
64. Id.
65. Id.
66. Id.
67. Id
68. Id.
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Victims also reported serious effects on their romantic and family
relationships.69 A significant percentage of victims reported that the
experience jeopardized their relationships with family (34%) and friends
(38%); with thirteen percent reporting that being victimized resulted in
the loss of a relationship with a significant other.70 More than half of
victims fear that the material will be discovered by their current or future
children.7 1 Forty percent of victims fear the loss of a current or future
partner if that partner learns of the disclosure.72

With regard to professional and educational impact, forty-two percent
of victims had to explain the situation to professional or academic
supervisors, coworkers, or colleagues.73 More than a quarter of victims
left work or school for a period of time as a result of the disclosure.74

Eight percent quit their jobs or dropped out of school; six percent were
fired from their jobs or expelled from school.7 5 More than half
experienced difficulty concentrating at work or school due to the
experience.76 Thirty-nine percent believed that the experience affected
their professional advancement.77

Victims often limited their use of social media in the wake of their
experience.78 A quarter of victims closed down an email address due to
abusive or harassing messages stemming from the disclosure of their
intimate material.7 9 A quarter shut down their Facebook accounts, more
than ten percent closed their Twitter accounts, and eight percent closed
their Linkedln accounts.so Forty-two percent of victims report having
thought about legally changing their name and three percent of victims
have done so.8 1

2. Case Studies

The following are real-life cases that illustrate the destructive impact
of nonconsensual pornography on victims.

69. Id.
70. Id-
71. Id.
72. Id
73. Id.
74. Id.
75. Id.
76. Id.
77. Id.
78. Id.
79. Id.
80. Id
81. Id.
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a. Rehtaeh Parsons

In 2011, fifteen-year-old Rehtaeh Parsons went to a party.8 2 She
consumed several alcoholic drinks, becoming quite sick after doing so-
sick enough that at one point in the evening she vomited out of an open
window.8 3 As she was doing so, an older boy sexually penetrated her from
behind.84 Another boy at the party, who Rehtaeh later said also raped her,
captured this event on camera." The photo eventually spread around her
school and her town.86 Rehtach received a barrage of messages calling
her a slut and propositioning her for sex.87 In April 2013, Rehtaeh
attempted to hang herself, which left her in a comatose state." She was
taken off life support a few days later.89

In an open letter to the public following her death, her father, Glen
Canning, wrote:

Why is it they [the boys at the party] didn't just think they
would get away with it; they knew they would get away with
it. They took photos of it. They posted it on their Facebook
walls. They emailed it .... They shared it with the world as
if it was a funny animation. 90

Rehtaeh's father closed his letter with a plea: "For the love of God do
something."91

b. Judge Lori Douglas

Lori Douglas was appointed a Judge of Canada's Court of Queen's
Bench (Family Division) in 2005, and was appointed Associate Chief

82. John Barber, Second Man Walks Free A/ter Humiliation of Canadian Teen Rehtaeh
Parsons. GUARDIAN (Jan. 15, 2015. 3:38 PM), https://www.theguardian.con/world/2015/jan/
15/rchtach-parsons-second-man-walks-free-humiliation-canadian-teen-killed-herself.

83. Id.
84. Id.
85. Id.: Lydia Warren, 'Gang-rape Victim. /7, Kills Herself 'A/er Her Attackers Took

Picture ofthe Assault and Sent It to Classmates Who Branded Iler a Slut.' DAIL Y MAil. (Apr. 9.
2013, 4:29 PM). http://www.dailymail.co.uk/news/article-2306494/Rehtach-P~arsons-Gang-rapc-
victim-1 7-kills-attackers-took-picture-assault-sent-classmates-branded-slut.htnl.

86. Warren, supra note 85.
87. Wendy Gillis, Iehtaeh Parsons' Iriends Were Silent About Alleged Sexual Assault,

STAR (Apr. 10. 2013), https://www.thestar.com/news/canada/2013/04/1 0/rchtach_ parsons
friends were silentabout alleged sexualassault.html.

88. See Paula Newton, Canadian Teen Commits Suicide /icer AllegedRape, BuIllying. CNN
(Apr. 10, 2013. 5:31 PM), http://www.cnn.ecom/2013/04/10/justice/canada-teen-suicidc/.

89. Id
90. Glen Canning, Rehtaeh Parsons Was My )aughter. ( FNCANNING.COM (Apr. 10,

2013). http://glencanning.com/2013/04/rehtach-parsons-was-my-daughter/.
91. Id.
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Justice of that Court in 2009.92 In 2003, Douglas's husband, Jack King
(now deceased), posted nude photos he had taken of Douglas to a porn
site without her knowledge or consent.93 That fact emerged in 2010, when
a man filed a complaint with the Canadian Judicial Council alleging that
King had used these photos to lure him into a sexual relationship with his
wife.94 The Council initiated an inquiry that sought to determine, among
other things, whether Douglas's "continuing presence on the bench
undermines the integrity of the justice system"9 ' due to the existence of
the photos and the fact that Douglas had not disclosed that her husband
had posted them before her appointment to the bench.96 The inquiry
included requests by the Council to view the photos in question.9 7

In November 2014, Judge Douglas agreed to step down from the
bench in exchange for the adjournment of the inquiry.9' In a 2016
interview, Judge Douglas stated, "I lost my job. I lost my life. I lost my
reputation. If it hadn't been for my son, there would have been little
reason to keep on." 9

c. Audrie Pott

While attending a party in September 2012, fifteen-year-old Audrie
Pott became extremely intoxicated. 10 Three boys and a girl took her to
an upstairs bedroom.1 ' The girl left when the boys starting undressing
Audrie and drawing on her breasts and buttocks with markers.102 The

92. Manitoba Judge Sex Inquiry Begins Hearing Testimon.y Cl3C NEWS (July 16,
2012, 3:09 AM), http://www.cbc.ca/news/canadaL/manitoba/manitoba-.judge-sex-inquiry-begins-

hearing-tcstimony-1.1188795.
93. See Steve Lambert, Husband of Manitoba Judge Investigated over Nude Photos Dies of

Cancer, STAR (Apr. 29. 2014), https://www.thestar.com/news/canada/2014/04/29/husband

of nanitobajudgeinvestigatedover nude photosdies of cancer.html.

94. See id.: Anna Mehler Paperny. Should Canadian Judge Lose Job over Naked Photos

Posted Online?, Go13AL NEws (Oct. 9, 2014. 12:06 PM). http://globalnews.ca/news/1606715/

should-canadian-judge-lose-job-over-naked-photos-of-her-posted-online/.
95. Dean Pritchard, Lori Douglas to Quit Rather Than Face Inquiry, WINNIPEG SUN (Nov.

24, 2014, 10:28 AM), htttp://www.winnipegsun.com/2014/11/24/lori-douglas-to-quit-rather-

than-flace-inquiry.
96. Id.
97. Id.
98. Id.
99. Mary Agnes Welch, Former Judge Lori Douglas Opens up About the Hurt Caused by

CIC Hearing, WINNIPEG [RHE PRESS(Jan. 5, 2016.4:26 PM), http://www.winnipegfreepress.com/

local/l.ori-Douglas-3642991 01 .html.

100. Nina Burleigh, Sexting, Shame and Suicide. RoiIuNG STONE (Sept. 17, 2013),

http://www.rollingstone.com/culture/news/sexting-shame-and-suicide-20130917.
101. Id.

102. Id
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boys then took pictures of themselves sexually assaulting Audrie. 103

When Audrie woke up the next morning, she didn't know where she was
or what had happened to her.104 Seeing the marks on her body led Audrie
to ask her friends how they got there." 5  Through Facebook
conversations, Audrie learned what the boys had done to her."'6 She also
learned that there were pictures, and that those pictures were circulating
around the school.107

A week later, Audrie called her mother from school at midday and
asked to be taken home. 1" She retreated to her room when the two arrived
at home; her mother decided to check on her after not hearing anything
for twenty minutes.'09 The bathroom door was locked and there was no
answer from inside.'" Audrie's mother forced open the door and found
Audrie hanging from a belt attached to the showerhead."' Paramedics
arrived soon after Audrie's mother called 911, but their efforts to save
Audrie were unsuccessful.' 12

d. Dr. Holly Jacobs

In 2011, Holly Jacobs-not the name she was born with was
completing her doctorate in Industrial/Organizational Psychology at
Florida International University.' 13 She had moved on from what she
thought had been an amicable breakup with a longtime, long-distance
boyfriend.14 She was happy in a new relationship, so much so that she
posted a picture of herself with her new boyfriend to Facebook to
announce their relationship.' 11 Soon after, she received an email that
would change her life:

"It's 8:15 where you are. You have until 8:37 to reply. Then I start
the distribution. " 16

103. Id.
104. Id.
105. Id.
106. Id.
107. Id.
108. Id
109. Id
110. Id.
I 11. Id.
112. Id
113. Our Leadership. CYvul C.R. INiATIvlu, https://www.cybercivilrights.org/our-

services/ (last visited May 21, 2017).
114. 1 olly Jacobs. Being a Victim of Revenge Porn Forced Me to Change Mv Name. XO

JANE (Nov. 13, 2013), http://www.xojane.com/it-happencd-to-me/revenge-porn-holly-jacobs.
115. Id
116. Id.
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Jacobs quickly realized what the sender of the email was threatening
to distribute, which also made the sender's identity clear.' 7 She and her
ex-boyfriend had exchanged intimate photos throughout their three-year,
often long-distance relationship."8 Three days after Jacobs received the
email, her pictures had been posted to more than 200 websites and she
had been inundated with unwelcome sexual propositions from men who
had seen them." 9 The pictures had also been sent to her employer and a
coworker.120 Jacobs spent the next several months trying to explain the
situation to her employer, family, friends, and colleagues, and plead with
porn sites and search engines to remove the material.121 After a solid
month spent writing her dissertation by day and sending takedown notices
at night, Jacobs managed to get the material scrubbed from the Internet.122

But within two weeks, her images were up again on 300 websites.123 At
that point, Jacobs gave up trying to change her search results, and started
the process of changing her name.124

After being told repeatedly by police that what had been done to her
was not a crime in Florida, Jacobs began to try to fight back on her own.1 25

In 2012, she started the End Revenge Porn campaign, which included a
petition to ban the practice.126 That same year, she came across one of my
law review articles about the online harassment of women.127 Jacobs
emailed me to ask for an appointment. At our first meeting, she brought
a three-ring binder filled with documentation regarding the sites on which
her intimate photos and videos had appeared, along with pages of
threatening emails and comments. I was horrified by her story, but I was
unsure about what I could offer her except sympathy. Jacobs wanted
something else: she wanted me to help her change the law.

I emphasized that I was an academic, not a lobbyist or a politician.
Though I had taught criminal law for several years and had spent many
class and research hours on the principles of statutory construction, I had
not previously attempted to draft a law. Like many academics, I tended
to think of the law as something created by other people, and that my role
was to learn it, teach it, and critique it where appropriate. But Jacobs's
request was compelling, and my background in criminal and

117. Id.
118. Id.
119. Id.

120. Id.
121. Id.
122. Id.
123. Id.
124. Id.
125. Id.
126. Id.
127. Id.; See Mary Anne Franks, Unwilling Avatars: Idealism and Discrimination in

Cyberspace, 20 Col,uJM. J. GFNIxhR & L. 224 (2011).
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constitutional law arguably made me as qualified-in some cases more
qualified-than the politicians, lobbyists, and activists who dominate the
legislative process. Not only did I have the privilege of studying and
teaching legal doctrine for a living, but I was also largely unencumbered
by the forces that tend to influence other legislative actors-the pressure
to make politically popular decisions, the institutional imperatives to take
up a particular party line, or the emotional motivations of personal
agendas.

So, after considerable research into relevant criminal and
constitutional statutes, cases, doctrine, and legal theory, I drafted a model
statute and posted it on the law blog Concurring Opinions, where I had
been invited to guest blog during the month of February 2013.128 I
September 2013, 1 posted an updated draft of this statute to the End
Revenge Porn website.129 That same month, the New York Times ran an
article on the subject of revenge porn that referred to my model statute.
Soon after that, New York Assemblyman Ed Braunstein's office
contacted me about using the model statute as the basis for their law. The
resulting collaboration led to my first state statute, A08214A.1 3 1 Between
that time and July 2017, I have advised drafters in more than thirty U.S.
states, most of which successfully passed laws, as well as in Congress,
which introduced a federal bill closely resembling my model statute in
July 2016.131 In 2015, I became a member of California Attorney General
Kamala Harris's Working Group on Cyber Exploitation and an Observer
to the Uniform Law Commission (ULC)'s Study Committee on
"Revenge Porn." In October 2016, I agreed to become the Reporter for
the ULC's Drafting Commission on the Unauthorized Disclosure of
Intimate Images.

During this time, I introduced Jacobs to my friend and colleague
Professor Danielle Citron, an expert in online harassment. In 2013,
Jacobs founded the CCRI, serving with Professor Citron and me as
members of its Executive Board. In addition to being CCRI's Vice-

128. Franks, supra note 32.
129. See Erica Goode. Victims Push Laws to End Online Revenge Porn Posts. N.Y.TIMES

(Sept. 23, 2013). http://www.nytimes.com/2013/09/24/us/victims-push-laws-to-end-online-
revenge-posts.html?pagcwanted-all& r-1&.

130. For the text of the law, see Bill A08214 Summary, N.Y. STATE ASSEMBLY,
http://assernbly.state.ny.us/leg/?defaultfld=&bn=A08214&term=2013&Summary=Y&Actions
=Y&'Text=Y&Votes=-Y (last visited May 21, 2017). Unfortunately, New York has yet to pass the
law, or any law on nonconsensual pornography. See Pete Brush, 1st Amendment Poses lurdlefbr
NY 'Revenge Porn' Bills, LAw360 (Oct. 8, 2013), http://www.law360.com/articles/479052/1st-
amendment-poses-hurdle-for-ny-revenge-porn-bills.

131. See Steven Nelson, Lawmakers Unveil Proposal to Take Nip out of Revenge Porn, U.S.
NEws (July 14. 2016. 2:07 P'M), https://www.usnews.com/news/articles/2016-07-14/lawmakers-
lay-bare-proposal-to-take-nip-out-of-revenge-porn.
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President, I now also serve as its Legislative and Tech Policy Director,
working closely with both legislators and tech industry leaders.

B. Tech Developments

The CCRI takes the position that battling nonconsensual pornography
and other forms of online abuse requires a multipronged approach:
legislative, technological, and social.13 2 As CCRI's Legislative and Tech
Policy Director, I oversee not only our legislative projects but also our
technology-focused projects. Social media platforms and search engines
are quite skilled at identifying and addressing abusive activity such as
malicious software, spam, the publication of private financial
information, and copyright violations. Online harassment of women,
including nonconsensual pornography, causes as much and in some
cases, more-harm than these kinds of activity, and yet these same
companies have not in the past devoted resources to combating it. These
companies have tremendous capability for shutting down malicious
activity; it is only a question of will. Fortunately, in recent years there has
been an increasing commitment from these companies to addressing
online abuse.

Since 2013, I have worked with tech industry leaders such as Twitter,
Facebook, Microsoft, and Google regarding their policies against
harassment generally and nonconsensual pornography specifically. After
several presentations, meetings, and finally a cross-industry summit on
the issue organized by Facebook in February 2015,133 these companies,
along with several others, banned nonconsensual pornography from their
platforms and implemented reporting procedures to investigate
complaints.

The first site to do so was Reddit. On February 24, 2015, Reddit, the
Web's largest online platform, announced that it was banning images of
individuals who were nude or engaged in sexual conduct posted without
permission.134 This announcement came as a surprise to many, given that
Reddit had only months before served as one of the primary outlets of

132. Our Services, CYm;R C.R. INIIATwIVE, https://www.cybercivilrights.org/our-services/

(last visited May 21. 2017).
133. I gave presentations at the headquarters of Google and Facebook and participated in

several meetings at Twitter on nonconsensual pornography and privacy. Following my

presentation about nonconsensual pornography for Facebook's Safety Series, Faccbook's then-

Chief of Security Joe Sullivan approached me about the possibility of a cross-industry summit on

the issue. Both Holly Jacobs and I spoke at this summit. See Sara Ashley O'Brien, Facebook

Launches Tools to Combat Revenge Porn, CNN (Apr. 5, 2017, 2:24 PM),

http://money.cnn.com/2017/04/05/technology/facebook-revenge-porn/index.html.
134. Jessica Moreno, Reddit: We Won't Tolerate Revenge Porn- And You Shouldn't

Either, CNN (Apr. 27, 2015), http://money.cnn.com/201 5/04/26/technology/reddit-revenge-

porn/index.html.
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publication for the hacked nude photos of female celebrities."' The
images were featured on one of the site's 9,000 popular subreddits,
crudely referred to as /r/TheFappening.'13  Soon after lawyers for the
celebrities began publicly demanding that the material be removed, the
subreddit was banned.13 7 This was an unusual move for the site, which
had, since its inception, prided itself on its "anything goes" environment,
an environment whose popular subreddits included /r/beatingwomen2
and /r/rapingwomen. The CEO of Reddit at the time of the hack, Yishan
Wong, issued a bizarre statement on Reddit that purported to explain not
why the celebrity hack subreddit was banned, but why most subreddits
with questionable content would not be banned.'3 8 While recognizing that
incidents such as the celebrity nude photo hack were harmful, Wong
wrote that Reddit was "unlikely to make changes to our existing site
content policies in response to this specific event."'3 9 Intriguingly, if not
entirely coherently, Wong claimed that this was because Reddit is "not
just a company running a website where one can post links and discuss
them, but the government of a new type of community. The role and
responsibility of a government differs from that of a private corporation,
in that it exercises restraint in the usage of its powers."1 40

Two months later, in November 2014, Wong resigned as CEO. Ellen
Pao, the site's chief operating officer, stepped in as interim CEO and the
site's cofounder, Alexis Ohanian, returned to the company to serve as its
chairman.141 Shortly after that, the site announced its ban on sharing
sexually explicit images without consent.142 Ohanian referred to the
celebrity hack as "a missed chance to be a leader" and tweeted, "May
@reddit continue to set the #privacy standard for online platforms ....

135. Aore than 100 Celebrities Hacked Nude Photos Leaked, Cl3S Ni~ws (Sept. IL 2014).
http://www.cbsnows.com/news/j ennifer-lawrence-mary-elizabeth-winstead-katc-upton-hacked-
dozens-of-nude-photos-leaked/.

136. Adario Strange. Jennifer Lawrence and Other Celebs Hacked as Nude Photos Circulate
on the Web, MAsIIAmF.r (Aug. 31, 2014), http://mashable.com/2014/08/3 I/eelcbrity-nudc-photo-
hack/.

137. Id.
138. Every Alan is Responsible for Is Own Soul. RwDir (Sept. 6. 2014)

http://www.redditblog.com/2014/09/every-man-is-responsible-for-his-own.html.
139. Id.
140. Id. Wong's manifesto prompted one commentator to note, "If Reddit wants to be

thought of as a government, we'll call it what it is: a failed state, unable to control what happens
within its borders." T.C. Sottek, Reddit Is a Failed State, VERGEi: (Sept. 8, 2014),
http://www.theverge.com/2014/9/8/6121 363/reddit-is-a-fai Ied-state.

141. Tom Cherdar, Reddit CEO Yishan Wong Resigns in Surprise Leadership Change,
VENTURI3AT Bus. (Nov. 13, 2014), hlttps://ventureheat.com/2014/l 1/13/reddits-cco-yishan-
wong-resigns-fol lowing-50m-raise/.

142. Id.
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This is one step," with a link to the announcement of the new policy.1 43

Two weeks after Reddit's announcement, Twitter announced that it
too was banning nonconsensual pornography.'44 Specifically, Twitter
added a clause to its existing policy against publishing "private
information." Previously, the policy only referred to "credit card
numbers, street address or Social Security/National Identity numbers"; it
now also states that users "may not post intimate photos or videos that
were taken or distributed without the subject's consent."'45 Twitter also
implemented a specific reporting process for such material.146 Facebook
announced an explicit ban against nonconsensual pornography in March
2015.147

But the biggest bombshell came from Google. On June 2, 2015, as
part of the "Talks-at-Google" series at Google Headquarters, I gave a
presentation on how the tech industry, in particular Google, could and
should combat nonconsensual pornography as a violation of user
privacy. 4 8 On June 19, 2015, the Senior Vice President of Google Search
announced that the search engine would "honor requests from people to
remove nude or sexually explicit images shared without their consent
from Google Search results." 49  The policy change seemed to
acknowledge that Google search results are the calling card of the digital
age and that "revenge porn" results can wreak havoc on a victim's
employment, educational, and personal potential. The company, well-
known for its reluctance to openly regulate search results on the basis of

143. @alexisohanian. TWITTER (Feb. 24, 2015), https://twitter.com/amlanweb/status/

570299350456401921.
144. liayley Tsukayama, Twitter Updates Its Rules to Specifically Ban 'Revenge Porn,'

WASIl. POST (Mar. 11, 2015), https://www.washingtonpost.com/news/the-switch/wp/2015/03/

I l/twitter-updates-its-rules-to-specifically-ban-revenge-pom/?utm_term=.82606f62a083.
145. The Twitter Rules, TWITTER. https://support.twitter.com/articlcs/18311-the-twitter-

rules (last visited May 21, 2017).
146. Kashmir Hill, Twitter Bans Nonconsensual Intimate Photos, A.k a. 'Revenge Porn,'

FUSION (Mar. I 1I 2015), http://fusion.net/story/102264/twitter-bans-revenge-porn/.
147. Rob Price. lacebook Has Banned Revenge Porn, BuS. INSIDER (Mar. 16, 2015, 8:58

AM), http://www.businessinsider.com/facebook-bans-revenge-porn-community-guidelines-
2015-3.

148. One of the arguments I made involved pointing out that Google had altered its search

algorithm to reduce the impact of "mugshot sites." which aggregate public arrest records and

photographs and often demand a fee for removal. Though these sites were publishing truthful,

public information arguably in the public interest, the grave reputational and other harms they

caused to the individuals featured compelled Google to make them less accessible in search

queries. My argument was that revenge porn sites inflicted even graver harms using information

that was neither a matter of public record or in the public interest. See David Segal, Mugged by a

Mug Shot Online, N.Y. TlIMus (Oct. 5, 2013), http://www.nytimes.com/2013/10/06/business/

mugged-by-a-mug-shot-online.html.
I49. Amit Singhal, 'Revenge Porn'andSearch, GOOGLE: PUB. Po,'Y BLOG (June 19, 2015),

http://googlepublicpolicy.blogspot.comi/2015/06/revenge-porn-and-search.html.
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content, recognized the role that search engines play in maximizing the
destructive impact of nonconsensual pornography.15 0

While it is important to applaud these changes, it is also important to
note their shortcomings. The nature of "revenge porn" is such that an
image only needs to be available for a few minutes before it goes viral.
By the time a victim discovers that her material has been posted and
requests its removal, it may have already been downloaded, forwarded,
and posted by hundreds or even thousands of users. Accordingly,
companies committed to combating this abuse should prioritize
preventative measures to keep the disclosure from occurring in the first
place. In its ongoing collaboration with companies such as Facebook and
Twitter to revise and improve policies on nonconsensual pornography
and other forms of online abuse,1 5 ' the CCRI has strongly urged the
adoption of preventative measures.152

Major tech companies including Google, Yahoo, and Twitter have
long used preventative technology to deal with certain forms of harmful
content. This technology, called PhotoDNA, was developed by Microsoft
to screen for and remove child pornography.153 PhotoDNA uses "'robust
hashing,' which calculates the particular characteristics of a given digital
image-its digital fingerprint or 'hash value'-to match it to other copies
of that same image."'54 After the National Center for Missing and
Exploited Children assigns PhotoDNA "signatures" to known images of
abuse, "those signatures can be shared with online service providers, who
can match them against the hashes of photos on their own services, find
copies of the same photos and remove them."'5 5 Companies such as
Google, Facebook, and Yahoo use PhotoDNA to scan images and videos
uploaded to or transmitted through their platforms.156 The developer of

150. See id
151. See Mia Mercado, Facehook Is Fighting Revenge Porn with These Important New

Tools, BUSTLE (Apr. 6. 2017), https://www.bustlc.com/p/facebook-is-fighting-revenge-porn-
with-these-important-new-tools-49513; James Vincent, Twitter Continues Its Fight Against
Harassment with New Blog Post, VHRGE (Feb. 9, 2016, 6:22 AM),
https://www.theverge.com/2016/2/9/10948780/twitter-harassment-trust-safety-council.

152. Colin Daileda, One Woman Is Trying to Pressure Google to Bury Revenge Porn,
MASHABLE (Feb. 27, 2015), http://mashable.com/2015/02/27/google-algorithm-revenge-
porn/#dvilBfPOYImqp; Heather Kelly, Reddit's Stand Against Revenge Porn, CNN (Feb. 25,
2015, 12:34 P'M), http://money.cnn.com/2015/02/25/technology/reddit-revenge-porn-policy/
index.htmi.

153. New Technology Fights Child Porn by Tracking Its "PhotoDNA," MICRSOTI
https://news.microsoft.com/2009/12/1 5/new-technology-lights-child-porn-by-tracking-its-
photodna/#sm.0001mpmupctevct7pjnI Ivtwrw6xj (last visited May 21, 2017).

154. Id
155. Id.
156. Stephanie Miot, 'Hash List'to Help Google, Facehook, More Remove Child Porn, PC

MAG. (Aug. 11, 2015, 1:12 PM), http://www.pcmag.com/article2/0,2817,2489399,00.asp.
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PhotoDNA, Hany Farid, is heading up a project to apply this technology
to extremist content, "proposing a system that proactively flags extremist
photos, videos, and audio clips as they're being posted online." 57

The CCRI has long recommended that companies apply preventative
hashing technology to nonconsensual pornography.'5 8 Though the harms
of nonconsensual pornography are different from child pornography and
jihadist videos, these forms of content are similar in that they cause
immediate, devastating, and, in many cases, irreversible damage. Though
there are theoretical and practical objections to treating nonconsensual
pornography in a similar fashion as child pornography or extremist
propaganda, none is fatal to this proposition.'5 9 In April 2017, Facebook
announced that it would begin using photo hashing technology in
nonconsensual pornography cases, making it the first major company to
publicly adopt this strategy.' 60

Other companies have yet to follow suit. Their inaction may rest on
the objection that nonconsensual pornography is different from these
other forms of harmful content because it is difficult to "know it when we
see it." The fact that an image or video contains nudity or is otherwise
sexually explicit does not mean that the material is harmful or unlawful
and such a determination requires investigation into context. While this
is true with regard to nonconsensual pornography, it is also true, though
arguably to a lesser extent, with regard to child pornography and
extremist propaganda.

Many people, especially in the tech industry, believe that child
pornography is self-evident and therefore easy to categorize and
condemn. But not all visual depictions of nude minors constitute child
pornography. Consider, as just one example, the "baby's first bath"
photos commonly taken and shared by so many parents. The federal
definition of child pornography is "any visual depiction . . . of sexually
explicit conduct," the production of which "involves the use of a minor
engaging in sexually explicit conduct," where "sexually explicit conduct"
is defined as "graphic sexual intercourse, including genital-genital, oral-
genital, anal-genital, or oral-anal, whether between persons of the same

157. Kaveh Waddell, A Tool to Delete Beheading Videos Before They Even Appear Online,

ATLANTIC (June 22, 2016), http://www.theatlantic.com/technology/archive/2016/06/a-tool-to-

delete-beheading-videos-before-they-even-appear-online/488105/.
158. O'Brien, supra note 133.
159. This Article does not address First Amendment objections here, as the policies of

private companies do not implicate the First Amendment as such (though non-legal concepts of

free speech and censorship can and do inform both how private companies determine their policies

and how users feel about them).
160. Deepa Seetharaman, Facebook Takes Aim at 'Revenge Porn.' WALL ST. J. (Apr.

5, 2017. 5:49 PM), https://www.wsj.com/articles/facehook-takes-aim-at-revenge-porn-
1491428994.
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or opposite sex, or lascivious simulated sexual intercourse where the
genitals, breast, or pubic area of any person is exhibited" or "graphic or
lascivious simulated . . . bestiality; masturbation; or sadistic or
masochistic abuse; or . .. graphic or simulated lascivious exhibition of
the genitals or pubic area of any person."1 6' It would not in fact be self-
evident whether a photograph of a naked child or teenager not engaged
in either actual or stimulated sexual activity is child pornography. Such a
determination would require some investigation into context.

Extremist propaganda is even less clear. Even the threshold
determination of whether a beheading video is meant to encourage or
condemn violence requires investigation into context. And even if that
determination can be made, the question whether such the dissemination
of material should be regarded as harmful or helpful is subject to serious
debate.

In other words, if the qualification for using preemptive screening
technology is that the content's alleged harm is self-evident, then neither
child pornography nor extremist propaganda would pass the test. So why
might major tech companies that have been using PhotoDNA for child
pornography for years and are considering similar technology for
extremist propaganda balk at the idea of using it for nonconsensual
pornography?

The most likely answer has to do with scale and public perception.
Given the enormous amount of content uploaded to and transmitted by
contemporary telecommunications companies, content screening and
removal policies have to be "scalable." Companies must be able to sort
through massive amounts of context and make rapid decisions about
them. It is not feasible for companies to sort through each case
individually; they need to be able to take "bulk actions," as it were. When
it comes to child pornography, the reality is that most flagged content will
be removed even if it might not actually be child pornography. The loss
of that material is unlikely to be publicly bemoaned; few consumers are
likely to complain about the lack of content featuring naked children on
social media or search engine results. There are many people, however,
who will and do complain about any reduction in the amount of adult
pornography available on the Internet. That is, tech companies are willing
to err on the side of removing more content than strictly necessary with
regard to ambiguous cases of child porn or extremist propaganda in part
because there is little downside to doing so,' 62 especially compared to
sexually explicit adult material. There is, presumably, a much higher-
or at least more highly defensible-interest in sexually explicit material
involving adults than there is in child porn or extremist propaganda.

161. 18 U.S.C. § 2256 (2012).
162. Extremist propaganda is more controversial, which helps explain why some Internet

companies are balking at the prospect of screening it out.
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Commercial pornography is big business, and many people want to use
the Internet and social media to distribute and consume pornography even
when there is no financial incentive.

But nonconsensual pornography is also unique in that its ambiguity
can be more easily and readily resolved than other forms of potentially
harmful content. What makes the disclosure of a sexually explicit image
or video harmful turns on something very simple: consent. And
determinations of consent, unlike determinations of whether nudity is
"lascivious" or a beheading is newsworthy, are quite simple. Here is an
example of how a consent regime could work in the context of adult
sexually explicit images: once an image is flagged as sexually explicit, a
simple verification procedure could be required prior to disclosure. When
the platform detects an explicit image, it could launch a popup message
or similar mechanism to ask for verification that the user is authorized to
disclose it.'" 3 This should be no burden to users wishing to distribute
sexually explicit material of themselves or to distribute commercial
pornography. It would, however, serve as a possible deterrent-or at least
a kind of psychological "speed bump"-for users who know they are not
authorized to distribute the material. Given that "revenge porn" and other
forms of online abuse are often committed impulsively and in the heat of
bitterness or jealousy, even minimal measures that force users to pause
before taking action may be enough to get them to desist.

It would of course be possible for users to lie or, in some cases, to
simply be mistaken about whether the disclosure was authorized. But this
is not an issue unique to the question of nonconsensual pornography; it is
also an issue, for example, with copyright infringement. Providers could
treat disputes over nonconsensual pornography in a similar way to
disputes over copyright violations. Once providers are notified that there
is nonconsensual pornography on the platform, they could remove the
material until the disclosing party provides evidence that it was an
authorized disclosure.16 4 If the discloser does not or cannot produce such
evidence, the image could be permanently removed and the discloser
subjected to penalties, such as the suspension of their account.

In my conversations with tech company representatives, the consent-
first approach to sexually explicit images is often met with alarm or
dismissal. This resembles the way that "affirmative consent" approaches
have generated considerable controversy in the context of sexual

163. See Jessica Roy, CouldAffirmative Consent lep Stop Revenge Porn?, N.Y. MAG. (July

6, 2015. 3:06 PM), http://nymag.com/thcecu/2015/06/could-atlirmative-conscnt-stop-revenge-

porn.html.
164. Of course, notice-and-takedown practices in copyright disputes are themselves

controversial. The point here is to simply note that these practices are now common and apparently

not so burdensome as to halt the Internet as we know it.
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assault.165 A discussion of that controversy is beyond the scope of this
Article, but suffice it to say here that the concept of affirmative consent,
though not always so termed, is in fact quite common and uncontroversial
in numerous other contexts. There is little controversy over the fact that
consent must be given affirmatively, and often in writing, before certain
actions can be performed or certain information can be disclosed. Patients
sign consent forms before receiving medical treatment; models sign
releases before their images can be used; many credit card transactions
require the signature of the card holder. Beyond situations involving
formal written consent, most people would not take someone else's
wallet, drive someone else's car, or enter another person's house without
explicitly being invited to do so. The common practice of obtaining
permission prior to engaging in activities such as providing medical
treatment, borrowing cars, or entering homes should apply equally to
sexual activity, including sexual activity involving the disclosure of
intimate material.

The emphasis on affirmative consent presumes, of course, that the
only form of legitimate sexual activity is consensual sexual activity.
Quite obviously, perpetrators and consumers of nonconsensual
pornography have a different view. But one hopes that tech companies-
and most people-have higher standards than revenge pornographers. If
they do, and they do not wish to facilitate nonconsensual sexual activity,
then it follows that they should design their systems to require affirmative
consent for the disclosure of sexual imagery.

C. Victim Support and Outreach Developments

The CCRI developed new victim support resources beginning in 2014.
CCRI began a collaborative project with the law firm K&L Gates to
provide pro bono legal services to victims of nonconsensual
pornography.16 6 The project, called the Cyber Civil Rights Legal Project
and headed up by attorneys Elisa D'Amico and David Bateman, assisted
100 clients in the first few months of its existence.'6 7

CCRI also launched a twenty-four-hour helpline for victims and
continues to offer do-it-yourself strategies for getting private material
removed from the Internet and referrals to private attorneys and takedown

165. See Sherry F. Colb, Making Sense of "Yes Means Yes," JUSIA (Oct. 29, 2014).
https://verdict.justia.com/2014/10/29/making-sense-yes-means-yes.

166. As of 2015. Matthew Goldstein, Law Firm Founds Project to Fight 'Revenge Porn,'
N.Y. TIMES (Jan. 29, 2015, 7:47 PM). http://dealbook.nytimes.com/2015/01/29/law-firm-founds-
project-to-fight-revenge-porn/.

167. Id-
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services.168 One such attorney, Erica Johnstone, is a cofounder of Without
My Consent, a nonprofit organization that provides resources and
develops educational materials for victims of technology-facilitated
abuse with which CCRI frequently collaborates.169 Another prominent
attorney is Carrie Goldberg, a member of the CCRI board whose New
York firm specializes in Internet abuse and sexual consent matters.170

CCRI is also currently developing training material for educational
institutions and for law enforcement.

D. Legal Developments

In January 2015, the Federal Trade Commission (FTC) issued a
complaint'7 1 and a proposed consent orderl72 against Craig Brittain, the
owner of the (now defunct) revenge porn site Is Anybody Down. The
complaint alleged that Brittain engaged in unlawful business practices by
obtaining sexually explicit material of women through misrepresentation
and deceit and disseminating this material for profit.1 7 3 According to the
terms of the settlement, Brittain must destroy all such material and is
barred from distributing such material in the future without the
"affirmative express consent in writing" of the individuals depicted.174 In
doing so, the FTC effectively declared the business model of revenge
porn sites to be unlawful-a tremendous vindication for the victims of
nonconsensual pornography.175

In February 2015, revenge porn proprietor Hunter Moore, owner of
the notorious site Is Anyone Up, pleaded guilty to a single count of
federal hacking and a single count of federal aggravated identity theft.176

Moore had been facing more than fifteen federal felony charges;'7 7 the

168. See Our Services, CYBER CR. INITIATIVE, https://www.cybercivilrights.org/our-
services/ (last visited May 21, 2017); see also Online Removal Guide, CYBER C.R. INITIATIVE,
http://www.cybercivilrights.org/online-removal/ (last visited May 21, 2017).

169. Erica Johnstone, RIDDER, COSTA & JOHNSTONE LLP (last visited May 21, 2017),
http://rejIawgroup.com/attorneys/erica/.

170. Carrie Goldberg, Esq., C. A. GOLDBERG, PLLC, http://www.cagoldberglaw.com/

team/carrie-goldberg/ (last visited May 21, 2017); Margaret Talbot, The Attorney Fighting

Revenge Porn, Niw YORKER (Dec. 5, 2016), http://www.newyorker.com/magazine/2016/12/05/
the-attorney-lighting-revenge-porn.

171. Complaint at 1, In re Craig Brittian, (Docket No. C-4564) No. 132 3120 (F.T.C. 2015).

172. Consent Order at 1, In re Craig Brittian, No. 132 3120 (F.T.C. 2015).
173. Complaint, supra note 171, at 2.
174. Consent Order, supra note 172, at 3.
175. Klint Finley, Feds Bar Man jrom Posting Revenge Porn, WIRED (Jan. 29, 2015),

http://www.wired.com/2015/01/flc-revenge-porn/.
176. Phil Helsel, Revenge Porn Kingpin Hunter Moore Pleads Guilty, Faces Jail, NBC

Nviws (Feb. 25, 2015, 11:03 PM), http://www.nbenews.com/news/crime-courts/revenge-porn-
kingpin-hunter-moore-pleads-guilty-faces-jail-n3 13061.

177. Id.

1278 Fl)RIIA IA W RE1,VIE*W [Vol. 69



"REEJN(lFlY)RN " R HFORM

plea meant that Moore would serve between two and seven years in
federal prison.17 On December 2, 2015, Moore was sentenced to thirty
months in prison.'79 It is important to note, however, that Moore was not
actually punished for "revenge porn," as the nonconsensual disclosure of
private sexual imagery was not at the time, and is still not yet, a federal

*180crime.
Also in February 2015, Kevin Bollaert, the owner of yet another

notorious revenge porn site, U Got Posted, was convicted of twenty-seven
counts of extortion and identity theft for posting more than 10,000
private, sexually explicit images of people without consent.'' Like
Moore, Bollaert was not charged with nonconsensual pornography per se.
California passed its first law against nonconsensual pornography in late
2013, after Bollaert committed the acts for which he was charged.182 In
April 2015, he was sentenced to eighteen years in prison; in September
2015, the sentence was reduced to eight years, followed by ten years of
mandatory supervision.8 3

In April 2015, Senator Al Franken, who serves on the Senate Judiciary
Committee's Subcommittee on Privacy, Technology and the Law, wrote
a letter to then-FBI Director James Comey urging the Bureau to take the
issue of nonconsensual pornography seriously.184

E. Legislative Developments

In 2009, the Philippines became the first country to criminalize
nonconsensual pornography, with a penalty of up to seven years'

178. Id.
179. See Tracy Clark-Flory, Revenge Porn King Going to Prison Jbr Something Besides

Revenge Porn, VOCATIV (Dec. 3, 2015, 6:32 PM), http://www.vocativ.com/news/257638/
revenge-porn-king-going-to-prison-for-something-besides-revenge-porn/.

180. Id.
181. Ken Stone, Revenge Porn Case Goes to Jury: 26 Named as Photo-Site Victims, TIMES

SAN DIEGO (Jan. 29, 2015). http://timesofsandiego.com/crime/2015/01/29/revenge-porn-case-
goes-jury-26-named-photo-site-victims/.

182. California's 1irst law would not have been of much use against Bollacrt in any case, as
it did not apply to images or video created by the victim and required the perpetrator to act with
the intent to cause distress. Bollacrt's motive was explicitly financial, not personal. Fortunately,
aller collaboration with CCRI, California revised its law.

183. See Dana Littlelield & Lyndsay Winkley, Sentence Revisedfor Revenge Porn Operator,
SAN DIEGO UNION-TRIm)NIL (Sept. 21, 2015, 5:09 PM), http://www.sandiegouniontribunc.com/
news/2015/sep/21/kevin-bollaert-revenge-porn-casc-rescntcncing/.

184. See Mario Trujillo. Franken Wants 'Revenge Porn' Crackdown, 1111.1. (Apr. 3, 2015,
2:36 PM), http://thehill.com/policy/technology/237861 -franken-wants-fbi-crackdown-on-
revenge-porn.
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imprisonment. 185 The Australian state of Victoria outlawed
nonconsensual pornography in 2013.186 In 2014, Israel became the first
country to classify nonconsensual pornography as a form of sexual
assault, punishable by up to five years' imprisonment;187 Canada and
Japan criminalized the conduct the same year.'88 England and Wales
criminalized the conduct in February 2015.189 New Zealand outlawed the
practice in July 2015.190 Northern Ireland and Scotland followed suit in
February'9 ' and March 2016, respectively.192 In 2015, Germany's highest

court ruled that an ex-partner must destroy intimate images of his former
partner upon request.9 3 Brazil is currently considering legislation on the
issue 94

In the United States, only three U.S. states-New Jersey, Alaska, and
Texas9 5 -had criminal laws that could be directly applied to
nonconsensual pornography before 2013.19' Between 2013 and July
2017, thirty-six states and Washington, D.C. passed criminal legislation

185. An Act I)elining and Penalizing the Crime of lPhoto and Video Voycurism. prescribing

Penalties I'herel'or, and for Other Purposes. Rep. Act No. 9995 (2009) (Phil.).

http://www.wipo.int/cdoes/lcxdoes/laws/en/ph/phl37en.pd'.
186. 'Revenge Porn' Outlawed: Israel and lustralia Ban .Spurned Lovers fom Posting

Compromising Photos of 7heir l'Ves, l)AILY MAL. (Jan. 8. 2014. 12:31 PM).

http://www.dailymail.co.uk/fcmail/article-2535968/Revenge-porn-outlawed-israel-state-
Australia-ban-spurned-lovers-posting-compromising-photos-exes.htmil.

187. Yifa Yaakov, Israeli Law Makes Revenge Porn a Sex Crime, TIMFS ISRAll, (Jan. 6.

2014). http://www.timesolisrael.com/israeli-law-labels-revenge-porn-a-sex-crime/.

188. Protecting Canadians from Online Crime Act, S.C. 2014, c 31 (Can.): Shigenori Matsui,

lhe Criminalization of Revenge Porn in Japan, 24 PAC. RIM. L. & Pol.Y J. 289, 290 (2015).

189. I advised one ofthe Members of Parliament who originally pushed for a law prohibiting

nonconsensual pornography, Maria Miller.

190. A/Ict ('loses 'Revenge Porn' Loophole. Scooi, (July 6, 2015. 3:48 PM).

http://wwwk. scoop.co.nz/stories/PO I 507/S00047/act-closes-revengc-porn-loophole.htm.

191. Lucy Clarke-1Billings, Revenge Porn Laws in Europe, U.S And Beyond. NEWSW:I:K

(Sept. 16, 2016). http://www.inewsweek.com/revenge-porn-laws-europe-us-and-bcyond-499303.

192. See Mark McLaughlin & Katrine Bussey. 'Revenge Porn' Becomes an OVence as AISPs

Vote on Sex Crime Law Shake-up, 1)AILY RiEcoRD (Mar. 22, 2016, 10:08 PM).

http://www.dailyrecord.co.uk/news/scottish-news/revenge-porn-becomes-ol'fence-msps-
7 6 10

604#133stJis54qIlivi)IC.97.
193. Sex Tape Row: German Court Orders Man to Destrov Naked Images, 1313C News (Dec.

22. 2015), http://www.bbc.com/news/world-curope-35 159187.

194. Alex Cochrane, Legislating on Revenge Porn: in International Perspective, SoC v FOR
COMPTfERs & 1. (July 24, 2014), http://www.scl.org/site.aspx'?ied38027.

195. A portion of Texas's law was declared unconstitutional in 2014. See l-3 parte

Thompson. 442 S.W.3d 325, 351 (Tex. Crim. App. 2014).

196. In 2011, a provision was added to the Uniform Code of Military Justice prohibiting the

viewing. photographing, recording, and broadcast of"the private area of another person without

that other person's consent and under circumstances in which that other person has a reasonable

expectation of privacy." 10 U.S.C. § 920c (2012).
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to address this conduct: Alabama, Arizona,'` Arkansas, California,
Colorado, Connecticut, Delaware, Florida, Georgia, Hawaii, Idaho,
Illinois, Iowa, Kansas, Louisiana, Maine, Maryland, Michigan,
Minnesota, Nevada, New Hampshire, New Mexico, North Carolina,
North Dakota, Oklahoma, Oregon, Pennsylvania, South Dakota,
Tennessee, Texas (to supplement previous law), Utah, Vermont,
Virginia, Washington, West Virginia, and Wisconsin, bringing the total
number of states with "revenge porn" laws as of July 2017, to thirty-
eight.198 The conduct is a felony in six of these states (Arizona, Hawaii,
Idaho, Illinois, New Jersey, Texas, as well as Washington, D.C.), is a
felony under some circumstances in several states, can be upgraded to a
felony under certain circumstances in others, and is a misdemeanor
offense in the rest.'99 State legislation has been introduced or is pending
in more than a dozen additional states, as well as Puerto Rico. As of July
2017, 1 have advised or am continuing to advise legislative efforts in
Kentucky, Massachusetts, Missouri, New York, and Virginia.200

In response to the 2017 Marines United scandal, in which a Facebook
group restricted to male Marines distributed hundreds of nude and
sexually explicit photos of female Marines without their consent,201 the
U.S. House of Representatives unanimously passed H.R. 2052,
Protecting the Rights of Individuals Against Technological Exploitation
Act (PRIVATE Act).2 02 This bill would amend the Uniform Code of
Military Justice (UCMJ) to prohibit the disclosure of sexually explicit
visual material without consent.203 The federal Intimate Privacy
Protection Act (IPPA)204 was introduced in Congress on July 14, 2016.

197. The ACLU brought suit against Arizona's original 2015 law: the parties ultimately
agreed not to enforce the law. The Arizona legislature passed a revised version of the law in 2016.
See Associated Press. Arizona Gov. Ducey Signs Bill Criminalizing 'Revenge Porn,'AZ CENTRAL
(Mar. I1, 2016, 4:04 PM), http://www.azcentral.com/story/news/politics/legislature/2016/03/
I I/arizona-gov-ducey-signs-bill-criminalizing-revenge-porn/81666052/.

198. 35 States iDC Ilave Revenge Porn Laws, CYBER C.R. INITIATIVE,
http://www.cybercivilrights.org/revenge-porn-iaws/ (last visited May 21, 2017). The total is
thirty-four instead of thirty-live because Texas's new law supplemented its previous one.

199. In some states, the offense is a felony if certain aggravating factors are present, e.g.,
when the perpetrator publishes the images for profit or with the intent to harass the victim. See,
e.g., DEL. CODE ANN. tit. 11, § 1335 (West 2014).

200. Virginia has a law, but is seeking to revise it.
201. Katie Van Syckle, How Two Marines Helped Bring Down Revenge Porn on Facehook,

ROLLING STONE (May 5, 2017), http://www.rollingstone.com/culture/features/facebook-revenge-
porn-how-two-marines-helped-stop-it-w478930.

202. IH.R. 2052, 115th Cong. (2017).
203. Brendan McGarry, House Votes to Criminalize Revenge Porn in the Military.

MILITARY.COM (May 24, 2017), http://www.military.com/daily-news/2017/05/24/house-votes-
criminalize-revenge-porn-mi ilitary.html.

204. H.R. 5896, 1 14th Cong. (2016).
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In a press release, Congresswoman Speier spoke of the harm caused by
nonconsensual pornography: "The damage caused by these attacks can
crush careers, tear apart families, and, in the worst cases, has led to
suicide . . . . [W]hat makes these acts even more despicable is that many
predators have gleefully acknowledged that the vast majority of their
victims have no way to fight back .... My bill will fix that appalling
legal failure." 205 IPPA is the product of extensive, years-long
collaboration with civil liberties groups, criminal law practitioners,
constitutional scholars, tech industry leaders, and victim advocates.206 it

has been widely praised by members of these groups for being narrowly
drawn enough to comport with the First Amendment and broadly drawn
enough to provide comprehensive protection to victims207 and was
introduced with broad bipartisan support.208 The bill is supported by
Facebook, Twitter, the National Organization for Women, the National
Democratic Institute, the Information Technology and Innovation
Foundation, Feminist Majority, Girls, Inc., and the CCRI. 2 0 9 Leading
constitutional scholar Professor Erwin Chemerinsky also gave a
statement in support of the bill. 210

1. Features of an Effective Law

While the Intimate Privacy Protection Act is a strong, clear, and
constitutionally sound legislative effort, the same cannot necessarily be
said of the various state laws passed recently on the issue of
nonconsensual pornography. The fact that the number of states with
"revenge porn" laws jumped from three to thirty-eight in the space of
only a few years is a testament to how this issue has evolved in the public
consciousness. However, many of the state laws regarding nonconsensual
pornography that have been passed or are pending suffer from overly
burdensome requirements, narrow applicability, or constitutional
infirmities. In drafting model statutes and developing guidelines for
legislators, I drew on my experience consulting with legal scholars,
practitioners, judges, law enforcement, victims, and advocates for
domestic violence and trafficking victims. Laws should be clear, specific,

205. 1ress Release, Congresswoman Jackie Speier. Congresswoman Speier, Fellow

Members of'Congress Take on Nonconsensual Pornography. AKA Revenge Porn (July 14, 2016),

https://speier.house.gov/media-center/press-releases/congresswoman-speier-fellow-members-
congress-take-nonconsensual.

206. See Mary Anne Franks, It's Time for Congress to Protect Intimate Privacy.

lUimiNGTON POST (July 18. 2016, 1:32 PM), http://www.huffingtonpost.com/mary-anne-

franks/revengc-porn-intimate-privacy-protection-act bI 1034998.html?.

207. Though the bill does have its critics, as will be discussed below.

208. Franks, supra note 206.
209. Id.
210. Id.
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and narrowly drawn to protect both the right to privacy and the right to
freedom of expression. The following summarizes the specific features
an effective law should include, as well as features that should be
avoided.21'

The law should first clearly identify the fundamental social harm of
the conduct, namely, the violation of privacy. Nonconsensual
pornography can involve harassment, extortion, or identity theft; the
harm it inflicts can be psychological, physical, financial, reputational,
professional, educational, or discriminatory. What nonconsensual
pornography always involves is an invasion of privacy, and the harm it
always inflicts is a loss of privacy. Accordingly, the basic elements of the
crime should be (1) the disclosure of private, sexually explicit photos or
videos of an identifiable212 person, (2) without the consent of the person
depicted.213

The law should also clearly state the requisite mens rea for each
element of the crime. It is an axiom of criminal law that a person cannot
be guilty "unless the mind be guilty; that is unless the intention be

211. The following is based on a document I prepared for legislators, Drafting an ljfective

"Revenge Porn" Law: A Guide for Legislators. CYBER C.R. INITIATIVE.
http://www.cybercivilrights.org/guide-to-legislation/ (last visited May 21, 2017). Ideally, laws
would also include a severability clause. so that in the event that some provision might be declared
invalid, the rest of the provision would remain efTective.

212. The designation of an "identifiable" person makes clear that the statute will not apply
to photos or videos that merely depict body parts or sexual activity and provide no indication of
who the subjects might be.

213. For example, see Illinois's statute addressing the nonconsensual dissemination of
private sexual images:

A person commits non-consensual dissemination of private sexual images when
he or she:

(I) intentionally disseminates an image of another person:

(13) who is identifiable from the image itself or from information displayed in
connection with the image; and

(C) who is engaged in a sexual act or whose intimate parts arc exposed, in whole
or in part; and

(2) obtains the image under circumstances in which a reasonable person would
know or understand that the image was to remain private; and

(3) knows or should have known that the person in the image has not consented
to the dissemination.

720 ILL. COMP. STAT. 5/11-23.5(b)(1H"3) (2015).
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criminal."2 14 Mens rea, or "guilty mind," refers to the mental state the
defendant must have had with regard to the "social harm" elements set
out in the definition of the offense.215 At common law, the terms for mens
rea were numerous and often ill-defined. The Model Penal Code (MPC),
by contrast, uses just four terms for mens rea: purpose, knowledge,
recklessness, and negligence.216 Many states have adopted the MPC
approach to mens rea.217

The mens rea for the first element, disclosure, should be purpose or
knowledge. The distinction between the two is not bright in most
circumstances, and in the context of disclosures amount effectively to the
same thing. The primary point is to ensure that purely accidental
disclosures would not be punishable.

The mens rea for the second element, without the consent of the
person depicted, should be no higher than recklessness. While the term
"recklessness" can be defined in various ways, the MPC offers a clear
definition: recklessness requires the conscious disregard of a "substantial
and unjustifiable risk."218 This definition takes a sophisticated approach
to the question of risk. First, it requires the actor to be subjectively aware
of the risk, as opposed to negligence, which is based on what the actor
should have known.2 19 Second, it provides a principled way to analyze
the culpability of risky acts. All acts, to some extent, involve risk. That
does not mean that all acts that could result in social harm should be
prohibited or punished. Under a recklessness analysis, only "substantial
and unjustifiable" risks are at issue. The "substantial" prong suggests that
the risk must be weighty in both a quantitative and qualitative sense: risks
that are extremely unlikely to result in harm, or risks that are likely only
to result in trivial harms, are not "substantial." The first prong is moreover
informed by the second, "unjustifiable" prong. The analysis of
justification requires a calculation of the social utility of the risk.
Speeding on a busy highway involves substantial risk both in terms of the
probability and severity of the harm; car accidents are common and pose
a grave risk of serious injury or death. But the analysis of the risk is
affected by the reason for speeding. If a person speeds to get home in time
to watch a favorite TV show, there is little social utility and thus little to
justify in the taking of that risk; if a person speeds to get a seriously ill
child to the hospital, there is much greater social utility and thus
justification in the taking of that risk. It is appropriate to criminally punish

214. Mens Rea, BLACKS LAW DICTIONARY (4th ed. 1951).

215. United States v. Cordoba-Hincapie, 825 F. Supp. 485, 489 (FH.D.N.Y. 1993).

216. MODEL PENAL CODE § 2.02(2) (AM. LAW INST. 2016).

217. See JOSHUA DRESSLER & STEPHEN GARVEY, CRIMINAL LAW: CASES AND MATERIALS

168-69 (7th ed. 2016).
218. MODEL PENAL CODE§ 2.02(2)(c) (AM. LAW INST. 2016).
219. Id
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actors who act recklessly, in addition to those who act purposely or
knowingly, when they know that the social utility of the risk they take is
far outweighed by the social harm that is likely to result.

With regard to nonconsensual pornography, the potential social harm
is both highly likely and highly destructive. The likelihood of negative
consequences resulting from the public disclosure of personal photos and
videos depicting nudity or sexual conduct, especially for women and
girls, is extremely high. As discussed above, these consequences include
psychological trauma severe enough to lead many to contemplate, and
some to commit, suicide; threats of sexual assault; harassment; stalking;
loss of employment; loss of educational opportunities; loss of intimate
and family relationships; and many other harms. The social utility of the
risky activity-disclosing a sexually explicit photo or video of a person
without verifying consent-is extremely low. Refraining from such
disclosures absent clear consent cannot be a burden in the way that
refraining from other risky but socially useful activities, such as driving,
would. This is not only because the social utility of disclosing sexually
explicit images is so much lower, but also because the elimination of the
risk is so minimally burdensome. All one has to do to avoid the risk of
nonconsensual disclosure is to confirm consent when there is doubt.
Contemporary communication technology makes it possible for such
confirmation to be both easy and quick. Moreover, the decision to
disclose sexually explicit images will rarely, if ever, require the kind of
split-second decision-making that would make verification impossible or
impractical.

Since the recklessness standard restricts liability to those who
consciously disregard the risk at issue, there would be no liability in
situations in which the actor was genuinely not aware of the risk. To
illustrate, if an actor sincerely believes that the person depicted in the
image he wishes to disclose consented to the disclosure-for example,
because it is an image taken from a commercial porn site that presumably
features models who have signed releases-that actor would not be liable
under the statute. By contrast, if it can be shown that an actor was aware
of the risk perhaps because the image was taken from a site advertised
as a "revenge porn" site-that actor could be prosecuted under the
statute.220

220. Some have argued that the law should distinguish between "original" and "secondary"
(sometimes also referred to as "downstream") distributors. The underlying assumption of this is
that people who forward or redistribute nonconsensual pornography are less culpable than the
original discloser. But regardless of whether one's act of disclosure is the first, the second, or the
hundredth disclosure. the question of culpability should still turn on the individual's state of mind.
If secondary disclosers are less culpable in the sense that the fact of previous disclosures could
lead them to conclude that such disclosures are consensual, then they are not acting recklessly and

2017]1 I1285



26IIDA 1AW REVIEW V

The law should include exceptions for sexually explicit images
voluntarily exposed in public or commercial settings.221 These exceptions
are important to ensure that recording and reporting unlawful activity in
public places (such as indecent exposure), reporting on newsworthy
public events (such as topless protests), or forwarding or linking to
commercial pornography are not criminalized.

The law should also include narrow exceptions for disclosures made
in the public interest, including the lawful and common practices of law
enforcement or medical treatment. As attorney Samuel Warren and future
Supreme Court Justice Louis Brandeis stated in their influential 1890
article on the right to privacy, "The right to privacy does not prohibit any
publication of matter which is of public or general interest."222

Law enforcement officers and medical professionals often have to
deal with intimate materials, such as visual records of injuries from
domestic violence or rape. While it is vital that such materials be kept out
of the public eye, the law should not burden the necessary flow of
evidence or medical records that takes place in professional settings.
Outside of law enforcement and medical practices, the public interest
exception might apply, for example, to situations in which a concerned
partner or parent of a victim of nonconsensual pornography contacts an
advocacy organization or social media platform and includes links to or
copies of the content in the hopes of having it removed or otherwise
obtaining assistance, without getting express permission from the victim
to do so. While the term "public interest" is not without ambiguity, the
dictionary definition of the term-"the welfare or well-being of the
general public"223 -provides considerable guidance, as does the case law
illustrating its boundaries, discussed in more detail below.

thus would not be accountable under the statute. Put another way, the distinction between primary

and secondary disclosers only matters insofar as it communicates something meaningful with

regard to the discloser's state of mind. But given that it is possible for an "original" discloser to

actually have less knowledge regarding the absence of consent than a "secondary" discloser, the

distinction is not particularly illuminating. It is preferable to focus on mens rea and not the

chronology of disclosures, though the chronology of disclosures may well inform the

determination of one's mens rea. Secondary distributors who are "information content providers"

as defined by Section 230 present a different sort of problem, addressed below.

221. See, e.g., Illinois's law, which exempts the intentional dissemination of an image of

another identifiable person who is engaged in a sexual act or whose intimate parts are exposed
"when the dissemination is made for the purpose of a criminal investigation that is otherwise

lawful", "for the purpose of, or in connection with, the reporting of unlawful conduct"; "when the

images involve voluntary exposure in public or commercial settings": or "when the dissemination

serves a lawful public purpose." 720 lu.. COMP. STAT. 5/11-23.5 (2015).
222. Samuel ). Warren & Louis D. Brandeis, The Right to Privacy, 4 HARV. L. REv 193,

214(1890).
223. Public Interest. DICTIONARY.COM, http://www.dictionary.com/browse/public-interest

(last visited May 21, 2017).
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Most importantly, the law should not be limited to offenders who
intend to cause their victims harm or distress. Nonconsensual
pornography, while sometimes a form of harassment, is always an
invasion of privacy. According to the CCRJ's 2017 national study of
victimization and perpetration of nonconsensual pornography, the vast
majority of perpetrators do not intend to harm their victims. Of the
roughly one in twenty respondents who admitted having engaged in
nonconsensual pornography, 79% stated that they "did not intend to hurt"
their victims.224 The numerous cases involving perpetrators who actively
attempt to hide their actions from their victims, including the 2017
"Marines United" Facebook page scandal mentioned above, further
underscore the unsuitability of intent to harass requirements.225

As discussed in more detail below, the insistence that nonconsensual
pornography laws must include a motive requirement originated with the
American Civil Liberties Union (ACLU) 226 and was later echoed by the
Media Coalition and the Motion Picture Association of America.227

These groups have unfortunately been successful in convincing some
legislators that such requirements are necessary for laws to comport with
the First Amendment.228 This is despite the fact that there is no
constitutional basis for characterizing nonconsensual pornography as
harassment rather than privacy, and no basis for claiming that privacy
laws must include motive requirements in order to survive constitutional
scrutiny. In fact, as will be discussed in more detail below, motive
requirements create constitutional vulnerabilities.229 Cyberbullying laws
in North Carolina and New York have recently been declared
unconstitutional230 on the grounds that phrases such as harass, torment,

224. Eaton et al., supra note 52, at 19.
225. See discussion supra 201.
226. The ACLU Foundation of Arizona made this claim in a lawsuit against Arizona's first

nonconsensual pornography law. Complaint for Declaratory and Injunctive Relief, Antigone
Books L.L.C. v. Ilorne, No. 2:14-cv-02100-SRB, 2014 WL 4784248, at 1, 4, 29 (D. Ariz. 2014).
The ACIU of Maryland made this claim. See Criminal Law Harassment Revenge Porn:
Hearing on H.B. 43 Bejbre IL Judiciary Comm., 2014 Leg., 434th Sess. 1-2 (Md. 2014)
(statement of American Civil Liberties Union of Md.).

227. Revenge Porn: Movie Studios Attack Draft Law, BBC NEws (Apr. 4, 2016),
http://www.bbc.com/news/technology-35959594.

228. Though this is not in fact required by the First Amendment and actually potentially
creates First Amendment vulnerabilities, I have recommended, as a possible compromise for
legislators who feel pressured to include some reference to distress or harm, to use an objective
standard, e.g., "when a reasonable person would know that such disclosure would cause harm or
distress to a reasonable person."

229. See injfa Part Ill.

230. See David L. iudson Jr., NY High Court Says Anti-Cyberbullying Law Won't Pass First
Amendment Muster, A.B.A. J. (Nov. 1. 2014. 5:20 AM), http://www.abajournal.com/
magazine/article/bully fighting new yorks highcourt saysanti cyberbullying law wont pa
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and embarrass are unconstitutionally vague.23' The sole nonconsensual
pornography law to date that has been declared unconstitutional includes
a motive requirement,232 while none of the nonconsensual pornography
laws without a motive requirement (including the oldest such law, New
Jersey's, on the books since 2003) have been found unconstitutional.

The term "revenge porn" is likely partly to blame for misguided intent
requirements, as it implies that this conduct is motivated by personal
animus. Nonconsensual pornography often is, of course, a form of
harassment. "Classic" revenge porn cases involve bitter exes determined
to destroy their victims' lives. However, a significant portion of
nonconsensual pornography cases involves people who do not even know
each other. The proprietors of revenge porn websites, for example, do not
have personal grievances against the thousands of victims depicted
without consent on their platforms.233 Neither did the distributors of over
a hundred female celebrities' private, intimate photos in the notorious
2014 "celebrity hack." 234 Nor do the many perpetrators who distribute or
publish photos and videos on the presumption that their victims will never
discover what they have done, including the California Highway Patrol
officers who accessed and forwarded female DUI suspects' intimate
cellphone pictures as a "game,"235 the fraternity brothers who uploaded
photos of unconscious, naked women to a members-only Facebook
page,236 or the caretakers who posted explicit images of their

ss f: Eugene Volokh. N.C. Court Strikes Down Ban on Posting 'Personal or Sexual Information'

About Minors With the Intent to Torment,' WAs1. Posy (June 11, 2016),

https://www.washingtonpost.com/ncws/volokh-conspiracy/wp/2016/06/1 I/n-c-court-strikes-

down-ban-on-posting-personal-or-sexual-inflormation-about-minors-with-the-intent-to-torment/.
23 1. See Hudson, supra note 230: Volokh, supra note 230.
232. See infra note 398.
233. As Craig Brittain, a revenge porn site owner, claimed in defense of his actions, "I call

it entertainment ... . We don't want anyone shamed or hurt[:] we just want the pictures there for

entertainment purposes and business." 'Revenge Porn' Website Has Colorado Women Outraged

CBS DENVER (Feb. 3, 2014, 10:13 PM), http://denver.cbslocal.com/2013/02/03/revenge-pom-
website-has-colorado-woman-outraged/.

234. See Rob Price, Bitcoin Beggars Try to Profit OffilCelehG ate. DAILY DOT (Sept. 1. 2014,

1:46 IM), http://www.dailydot.com/crime/celebgate-jcnnifer-lawrence-nude-leakers-bitcoin/.
The disclosers in that case were hoping for Bitcoin (online currency) donations, and likely had no

personal relationship to their victims at all.
235. See Matthias Gafni, Warrant: CIP Officer Says Stealing Nude Photos from Female

Arrestees 'Game' Jbr Cops. FAST BAY TIMES (Oct. 24, 2014, 3:00 PM),

http://www.contracostatimes.com/my-town/ci_26793090/warrant-chp-officer-says-stealing-
nude-photos-from.

236. I lolly Otterbein, Member ofPenn State 's Kappa Delta Rho Dejends Fraternity, PHILA.

MAG. (Mar. 18, 2015, 3:46 PM), http://www.phillymag.com/news/2015/03/18/membcr-of-penn-
states-kappa-delta-rho-defends-fraternity/. In March 2014, after it was discovered that members

of the Penn State chapter of the Kappa Delta Rho fraternity had uploaded photos of unconscious,

naked women to a members-only Facebook page, a fellow fraternity brother defended the group
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unsuspecting patients to Snapchat.237

Those who insist that nonconsensual pornography laws must include
intent to harass or humiliate requirements sometimes do so because they
confuse the word "intent" used in such requirements with "intent" in the
sense of mens rea. The ambiguity of the word "intent" in the criminal law
context is unfortunate, as it apparently leads some to conclude that the
word "intent" must literally be included in all criminal statutes or that
phrases beginning with the word "intent" are expressions of mens rea.
But mens rea does not mean "intent" in the narrow sense of
purposefulness, but rather can be any one of several culpable mental
states, including knowledge, recklessness, or negligence with regard to
social harm.238 It is even possible, though controversial, to punish people
for harms with no "guilty mind" at all in so-called "strict liability"

239crimes.
"Intent to harass" requirements, despite the phrasing, are not intent

requirements at all, in the sense of mens rea, but are in fact motive
requirements. While, as explained above, the requisite mens rea for each
element of a criminal law should be clearly stated, criminal laws are not
required to include-and indeed the majority do not include-motive
requirements.240 "Intent to harass" requirementS241 result in arbitrary
distinctions between perpetrators motivated by personal desire to harm
and those motivated by other reasons.242 Imposing such motive

by explaining that the conduct "wasn't malicious whatsoever. It wasn't intended to hurt anyone.
It wasn't intended to demean anyone. It was an entirely satirical group . . . .- Id-

237. Ornstein. supra note 39.
238. MoDEL PENAL CODE § 2.02(2)(a)d) (AM. LAw INsT. 2016).
239. See, e.g., State Cent. Collection Unit v. Jordan, 952 A.2d 266, 269 (Md. 2008).
240. The Supreme Court's decision in Elonis v. United States added to the confusion. A

common misreading of the decision was that it required the level of mens rea in federal criminal
statutes to be no lower than recklessness. But what the Court actually held was that in situations
where the mens rea of a crime was not clearly stated, the Court would not presume that the mens
rea is any lower than recklessness. 135 S. Ct. 2001, 2012-13 (2015). In other words, the Court
decided Elonis purely on narrow statutory construction grounds. and its holding would not apply
to statutes that expressly articulated the mens rea for each element of a crime. See id.

241. See, e.g., UTAll CODE ANN. § 76-5b-203 (LexisNexis 2016). "An actor commits the
offense of distribution of intimate images if the actor, with the intent to cause emotional distress
or harm, knowingly or intentionally distributes to any third party any intimate image of an
individual who is 18 years of age or older ..... Id.

242. Professor Eugene Volokh reached the same conclusion in a recent article. Eugene
Volokh, The Ireedom of Speech and Bad Purposes, 63 UCILA L. REv. 1366, 1405-06 (2016)
("Revenge porn is bad because it's nonconsensual-at least one of the participants didn't agree
to the distribution of the material-and not because its purpose is revenge. The label 'revenge
porn' stuck because it's vivid, and because most nonconsensual porn probably is motivated by
revenge. But for purposes of legal analysis. there's no reason to limit the category to
nonconsensual porn posted with the purpose ofdistressing the depicted person."): see also Warren
& Brandeis, supra note 222, at 218 ("The invasion of the privacy that is to be protected is equally
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requirements ignores the reality that many perpetrators act not with an
intent to distress but out of a desire to entertain, to make money, or to
achieve notoriety.

Other pitfalls to avoid in drafting such a law may include expansive
definitions of nudity (e.g., buttocks or female nipples visible through
gauzy or wet fabric, covered male genitals in a "discernibly turgid
state").243 Too-broad definitions could also lead to "baby in the bath"
problems, criminalizing parents who share innocent pictures of their
infants.244 On the other hand, the law should not be so narrowly drafted
as to apply only to images featuring nudity, as an image can be sexually
explicit without containing nudity.245 The law should not be so narrowly
drafted as to only apply to disclosures made online or through social
media,246 as nonconsensual pornography can also take "low-tech" forms

complete and equally injurious. whether the motives by which the speaker or writer was actuated

are, taken by themselves. culpable or not . . . ."').
243. See, e.g., GA. Coo>H ANN. § 16-11-90(a) (2016) (defining"nudity" as "(A) The showing

of the human male or female genitals, pubic area. or buttocks without any covering or with less

than a full opaque covering; (1B) The showing of the female breasts without any covering or with

less than a iull opaque covering; or (C) The depiction of covered male genitals in a discernibly

turgid state").
244. See Riya Bhattacharjce. Florida Pushes Bill to Criminalize 'Revenge Porn.'MSN Niws

(Apr. 9. 2013), http://news.msn.com/us/florida-pushes-bill-to-criminalize-revenge-porn

("University of Miami law professor Mary Anne Franks said it was 'a very good sign' that

legislators were working toward criminalizing revenge porn. but the proposed bill was too broad

in some aspects and too narrow in others. 'It's criminalizing the creation of an image that depicts

nudity, but it doesn't define nudity,' Franks said. 'It needs to make clear what it means by nudity

and that nudity isn't the only thing we care about. So it is unclear whether it refers to genitalia,

buttocks, breasts. etc. or all of the above. That vagueness might mean that a mother who uploads

a photo of her baby in the bath to Facebook could face criminal prosecution."').

245. See Carrie Goldberg, Seven Reasons Illinois Is Leading the Fight Against Revenge

Porn. CYBER C.R. INrATI~VEW (Dec. 31, 2014). http://www.cybercivilrights.org/seven-reasons-

illinois-leading-fight-revenge-porn.
246. For example, Georgia's law limits its application to a person who:

(I) Electronically transmits or posts, in one or more transmissions or posts, a

photograph or video . . . when the transmission or post is harassment or causes

financial loss to the depicted person and serves no legitimate purpose to the

depicted person: or

(2) [clauses the electronic transmission or posting, in one or more transmissions

or posts, of a photograph or video ... when the transmission or post is

harassment or causes financial loss to the depicted person and serves no

legitimate purpose to the depicted person.

IjVol. 691290
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such as printed photographs and DVDs.247

The law should not, despite the ACLU's urgings,248 be limited to
conduct perpetrated by a current or former intimate partner.249 While such
laws highlight the fact that nonconsensual pornography is often a form of
intimate partner violence, they allow friends, coworkers, and strangers to
engage in this destructive conduct with no consequence.

State laws must also reflect an understanding of Section 230 of the
Communications Decency Act.250 Section 230 protects online entities
from liability when they merely provide platforms for third-party
content.251 Given that Section 230 trumps any state law that conflicts with
it, 252 state laws should not be drafted in a way that creates unnecessary
confusion about this fact.253 However, state legislators should also take
care not to broaden immunity for online entities beyond what is provided
by Section 230, which only applies to the extent that these entities serve
as intermediaries for third-party content. To the extent that online entities
act as codevelopers or cocreators of content, Section 230 is not a bar to
state intervention.254

247. See, e.g., the case of David Feltmeyer, who allegedly distributed sexually explicit DVDs
of his ex-girlfriend on the windshields of cars in her neighborhood after she declined to continue
a relationship with him. Associated Press, Police: Man Left DVDs ofEx-Girlfriend Performing
Sex Acts on Car Windshields, Fox NEWS (Mar. 3, 2007), http://www.loxnews.com/story/
2007/03/03/police-man-left-dvds-ex-girlfriend-performing-sex-acts-on-car-windshields/. The
case of Jovica Petrovic is also illuminating here. Petrovic sent 8.5 x II glossy photos of his ex-
wife performing sex acts in FedEx envelopes to her boss as well as to her home address, where
they were opened by her seven-year-old son. Nicholas Phillips, Sext Fiend: Jovica Petrovic Tried
to Embarrass His Ex- Wife to Death, and Revenge Porn Was the Name of the Game, RIVERFRONT
TIMEs (Apr. 18, 2013), http://www.riverfronttimes.com/2013-04-18/news/sext-1icnd/full/.

248. See Mary Anne Franks, The ACLU's Frat Iouse Take on 'Revenge Porn,' I lUFFINGTON
Pos'r (Apr. 1, 2015), http://www.huffingtonpost.com/mary-anne-franks/the-aclus-frat-house-
take b_6980146.html.

249. For example, Pennsylvania's law states:

[Aj person commits the offense of unlawful dissemination of intimate image[s|
if, with intent to harass, annoy or alarm a current or former sexual or intimate
partner, the person disseminates a visual depiction of the current or former
sexual or intimate partner in a state of nudity or engaged in sexual conduct.

18 PA. CONS. STAT. § 3131 (2014).
250. Pub L. No. 104-104, 110 Stat. 137 (1996) (codified as amended at 47 U.S.C. § 230

(2012)).
251. 47 U.S.C. § 230(c)(1).
252. Id. § 230(c)(3) ("No cause of action may be brought and no liability may be imposed

under any State or local law that is inconsistent with this section.").
253. By the same token, criticisms to the effect that a state "revenge porn" law can deprive

Internet entities of their Section 230 immunity are unfounded.
254. Fair Hous. Council of San Fernando Valley v. Roommates.com, LL1C, 521 F.3d 1157.

1162-63 (9th Cir. 2008). See also Mary Anne Franks, The Lawless Internet? Myths and
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2. Model State Statute

In accordance with the requirements outlined above, the model state
statute I drafted for the CCRI reads:

An actor may not knowingly disclose an image of another
person who is identifiable from the image itself or
information displayed in connection with the image and
whose intimate parts are exposed or who is engaged in a
sexual act, when the actor knows or recklessly disregards the
risk that the depicted person did not consent to the disclosure

[and under circumstances in which the actor knew or should
have known that the depicted person had a reasonable
expectation of privacy. A person who has consented to the
disclosure of an image within the context of a confidential
relationship retains a reasonable expectation of privacy with
regard to disclosures beyond such a relationship, as does a
person whose intimate parts are exposed or who is engaging
in a sexual act involuntarily, whether in public or private.]

a. Definitions. For the purposes of this section,

I. "Disclose" includes transferring, publishing,
distributing, or reproducing;

2. "Image" includes a photograph, film, videotape,
recording, digital, or other reproduction;

3. "Intimate parts" means the naked genitals, pubic
area, anus, or female adult nipple of the person;

4. "Sexual act" includes but is not limited to
masturbation; genital, anal, or oral sex; sexual
penetration with objects; or the transfer or
transmission of semen upon any part of the depicted
person's body.

b. Exceptions. This section does not apply to

1. Images involving voluntary exposure in public or
commercial settings; or

2. Disclosures made in the public interest, including but
not limited to the reporting of unlawful conduct, or
the lawful and common practices of law
enforcement, criminal reporting, legal proceedings,

Misconceptions About CDA Section 230, HUFFINGTON POST (Dec. 18, 2013, 5:35 PM),

http://www.huffingtonpost.com/rary-anne-franks/section-230-the-lawless-internet b

4455090.htnl.
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or medical treatment.

c. Severability.

1. The provisions of this section are severable. If any
provision of this section or its application is held
invalid, that invalidity shall not affect other
provisions or applications that can be given effect
without the invalid provision or application.255

Examples of enacted state legislation that are substantially similar to
this model statute are Illinois, 256 Minnesota,257 and Washington.258

3. The Need for a Federal Criminal Law

As discussed above, the thirty-eight state laws that have been passed
as of July 2017 vary significantly in their definitions, exceptions, and
penalties. This, combined with the fact that twelve states do not yet have
laws on the books, creates confusion and undermines legislative
effectiveness. Ideally, all states will soon have strong, clear, consistent
laws against nonconsensual pornography. But even if and when they do,
a federal criminal law would still be necessary to provide a single, clear
articulation of the relevant elements of the crime for several reasons.259

First, federal criminal prohibition is one of the most powerful ways
for society to acknowledge and condemn serious wrongdoing.
Nonconsensual pornography causes not only severe privacy harm to
individual victims but also wide-ranging social harm. It inflicts particular
burdens on women and girls, who are disproportionately targeted by
nonconsensual pornography and who tend to suffer more negative
consequences than men and boys. The conduct and even the threat of
this conducth-cills women's speech, expression, and ambition in

255. MARY ANNE FRANKS, DRAFTING AN FFEECTIVE "REVENGE PORN" LAW: A GUIDE FOR

LEGISLATORS. CYB3ER CIVIL RIGHTS INITIATIVE 10 (2016), https://www.cybercivilrights.org/guide-
to-legislation/.

The "reasonable expectation of privacy" language is bracketed because of the
benefits and drawbacks of including it. The benefit of including such language
is to emphasize that the statute only protects private images. This point is already
addressed in B(1) of the exceptions, but including it in the elements might
helpfully underscore this aspect. The drawback of this approach is that the term
"reasonable expectation of privacy" might create more ambiguity than it
resolves, especially considering the doctrinal baggage of the term in Fourth
Amendment jurisprudence.

Id. at 10 n.61.
256. 720 11LL. COMP. STAT. 5/11-23.5 (2015).
257. MINN. STAT. § 617.261 (2016).
258. WASIH. REv. CODE § 9A.86.010 (2015).
259. See Franks, supra note 32.
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particular. Women withdraw from every sphere of meaningful activity
when they fall victim to this crime: work, school, social media, and
personal relationships. Federal criminal laws are appropriate against
conduct that causes severe and irreversible harm to both individuals and
society, and nonconsensual pornography assuredly falls into that
category.

Additionally, federal law enforcement authorities often have superior
resources and capabilities to investigate and prosecute these crimes.
Nonconsensual pornography is, moreover, a borderless crime that is most
effectively addressed by federal legislation.

Finally, a federal law is necessary to tackle one of the greatest
obstacles to shutting down the revenge porn industry: the immunity
provided to many website operators through Section 230 of the
Communications Decency Act. As noted above, Section 230 provides
that no tort law and no state criminal law can be used against "interactive
computer services"-that is, search engines, social media platforms,
websites, message boards, etc.-for content provided by third parties.260

That means revenge porn sites, in theory, cannot be prosecuted so long
as they only provide a platform for angry exes and other revenge porn
perpetrators. It also means that such interactive computer services have
no legal obligation to respond to nonconsensual pornography. This is in
stark contrast to these services' obligations regarding violations of federal
criminal law, such as child pornography,261 or to copyright violations.262

The difference can be explained by the fact that Section 230 does not
apply to either federal criminal law or intellectual property law. 263

If a federal criminal law prohibiting nonconsensual pornography were
passed, however, interactive computer services would no longer be able
to raise a Section 230 defense against liability. A federal law could
impose liability and removal requirements on interactive computer
services for nonconsensual pornography without violating Section 230.
This is a possibility that inspires both enthusiasm and alarm. There are
those who are enthusiastic about the possibility of imposing liability on
the widest possible range of search engines, websites, social media
platforms, and message boards for nonconsensual pornography
regardless of whether these entities are aware of the content. The
reasoning is that if these providers faced potential liability, they would be
forced to actively screen their platforms for this content and incentivized
to remove it. This would certainly go a long way towards reducing the
proliferation and transmission of nonconsensual pornography. On the
other hand, many worry that this outcome would threaten the freedom of

260. 47 U.S.C. § 230(c) (2012).

261. 18 U.S.C. §2258A(a)(1)(A)-{B) (2012).

262. 17 U.S.C. §512(a)(15) (2012).

263. 47 U.S.C. § 230(c)(1)-(2).
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Internet expression. Screening places a heavy burden on providers,
especially those dealing with large amounts of third-party content. Some
companies with limited resources might not be able to bear this burden
and would be forced to exit the field. In addition, providers generally
would be incentivized to always err on the side of removal. The concern
is that providers would become timid about content for fear of liability,
resulting in a net loss to freedom of expression on the Internet.

The fear of chilling effects on Internet expression drives much of the
criticism about legislative reform on nonconsensual pornography,
especially federal legislative reform. Concern about the chilling effects
that may result from imposing liability on electronic communication
providers for third-party content has led some, especially those within the
tech industry, to be hostile to any attempt to regulate nonconsensual
pornography through federal criminal law. Any attempt to gain the
support-or at least to avoid the ire-of major tech industry leaders must
address this concern. The most sensible way to address it is for the law to
distinguish between individuals and electronic communication providers.
While an individual could justifiably be held accountable for recklessly
disclosing private, sexually explicit material without consent, that
standard is a poor fit for entities such as Facebook or Google, which deal
with vast amounts of content provided by other people. Accordingly, the
requisite mens rea for an individual should be different from the requisite
mens rea for an interactive computer service provider.

Here, existing federal criminal law is instructive. Federal criminal law
has acknowledged the practical challenges of imposing broad liability on
intermediaries for third-party content with regard to both child
pornography and copyright-infringing material. Existing law only
requires electronic communication service providers to report suspected
violations of child pornography and exploitation laws to the National
Center for Missing and Exploited Children when the provider has "actual
knowledge" that the content is unlawful.264 Federal intellectual property
law limits liability to providers who have "actual knowledge" of
infringing content and who do not respond to notice of infringing content
in a timely and effective manner.265

The IPPA draft took cues from these provisions, suggesting different
standards of liability for individuals and for telecommunication
providers. Individuals should be liable when they knowingly disclose
private, sexually explicit material with reckless disregard as to whether
the disclosure was consensual, but telecommunication providers should
only be liable when they actively and knowingly engage in the
distribution of nonconsensual pornography. This solution, developed

264. 18 U.S.C. § 2258A(a)(1).
265. 17 U.S.C. § 512 (c)(1)(A)(i) -(iii).
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through intensive consultation with members of the tech industry,
effectively reinstates Section 230 immunity for intermediaries that act in
good faith. That is, so long as intermediaries do not intentionally promote
or solicit content that they know to be in violation of the statute, they do
not risk liability. Intermediaries that do intentionally solicit or promote
content they know to be in violation of the statute, such as revenge porn
sites, can be prosecuted.

The elements of the model federal statute are, accordingly, very
similar to those of the model state statute. The differences are, first, that
the federal statute follows the phrasing conventions of the federal
criminal code and makes internal references to other relevant parts of the
code. The second difference is that the federal statute includes a section
specifically addressing telecommunications and Internet service
providers.

The model federal statute I have drafted for the CCRI reads as follows:

Whoever knowingly uses the mail, any interactive computer
service, electronic communication service, electronic
communication system of interstate commerce, or any other
facility of interstate or foreign commerce to distribute a
visual depiction of a person who is identifiable from the
image itself or information displayed in connection with the
image and who is engaging in sexually explicit conduct, or
whose naked genitals or post-pubescent female nipple are
exposed, with knowledge of or reckless disregard for the fact
that the depicted person did not consent to the distribution,
shall be fined under this title or imprisoned not more
than years, or both.

A. Exceptions.

1) This section does not apply to a visual depiction of a
voluntary exposure of an individual's own naked
genitals or post-pubescent female nipple or an
individual's voluntary engagement in sexually
explicit conduct, if such exposure takes place in
public or in a lawful commercial setting.

2) This section shall not apply to disclosures made in the
public interest, including but not limited to the
reporting of unlawful conduct, or the lawful and
common practices of law enforcement, criminal
reporting, legal proceedings, or medical treatment.

B. Telecommunications and Internet Service Providers.

This section shall not apply to any provider of an interactive
computer service as defined in section 230(f)(2) of the
Communications Act of 1934 (47 U.S.C. 230 (f)(2)) with
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regard to content provided by another information content
provider, as defined in section 230(f)(3) of the
Communications Act of 1934 (47 U.S.C. 230(f)(3)) unless
such provider intentionally promotes or solicits content that
it knows to be in violation of this section.

C. Definitions

1) Except as otherwise provided, any term used in this
section has the meaning given that term in section
1801.

2) The term "visual depiction" has the meaning given that
term in section 2256.

3) The term "sexually explicit conduct" has the meaning
given that term in section 2256(2)(A).

1). Severability.

1) The provisions of this section are severable. If any
provision of this section or its application is held
invalid, that invalidity shall not affect other provisions
or applications th7at can be given effect without the
invalid provision or application.266

The Intimate Privacy Protection Act, introduced in Congress in July
2016, is substantially similar to this statute.267

266. CYBER C.R. INITIATIVI, CCRI Model Federal Law, http://www.cybercivilrights.org/
ccri-model-federal-law/ (last visited May 22, 2017).

267. The Intimate Privacy Protection Act of 2016 states, in relevant part:

(a) IN GENERAL.-Whoever knowingly uses the mail, any interactive computer
service or electronic communication service or electronic communication system
of interstate commerce, or any other facility of interstate or foreign commerce to
distribute a visual depiction ofa person who is identifiable from the image itself
or information displayed in connection with the image and who is engaging in
sexually explicit conduct, or of the naked genitals or post-pubescent female
nipple of the person, with reckless disregard for the person's lack of consent to
the distribution, shall be fined under this title or imprisoned not more than 5
years, or both.

(b) FxcEPrIONS.-

(1) LAW I:NEORCEMENT'IANt) OTIHER LEGAL PROCEEDINGS.-This section-

(A) does not prohibit any lawfil law enforcement, correctional, or intelligence
activity:

(3) shall not apply in the case of an individual reporting unlawful activity; and
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II. OBJECTIONS

Criticisms of legislative reform generally fall into three categories:
belief in the sufficiency of existing laws, concerns about
overcriminalization, and First Amendment objections. Each will be
addressed in turn.

A. Sufficiency ofExisting Law

Those who insist that existing laws, whether civil or criminal, are
sufficient to address this conduct are either ignorant of or indifferent to
the reality victims face. If existing laws provided an adequate remedy,
thousands of victims would not contact the CCRI in despair with all-too-
similar stories of being told that what happened to them was not a crime
or that they have no legal recourse. Professor Citron and I detailed the
insufficiency of existing laws to combat nonconsensual pornography in
our coauthored article.268 This Section will briefly revisit the main points.

(C) shall not apply to a subpoena or court order for use in a legal proceeding.

(2) VOLUNTARY PUBLIC OR COMMERCIAL EXPOSURF.-This section does not

apply to a visual depiction ofa voluntary exposure ofan individual's own naked
genitals or post-pubescent female nipple or an individual's voluntary
engagement in sexually explicit conduct if such exposure takes place in public
or in a lawful commercial setting.

(3) CERTAIN CATHGORIES OF VISUAL DEPICTIONS EXCEiTiE.i)- This section shall

not apply in the case ofa visual depiction, the disclosure ol which is in the bona
fide public interest.

(4) TEiLCOMMUNICATIONS AND INTERNET SERVIC iROVIIERS.-This section

shall not apply to any provider of an interactive computer service as defined in

section 230(f)(2) ofthe Communications Act of 1934 (47 U.S.C. 230 (f)(2)) with

regard to content provided by another information content provider, as defined

in section 230(1)(3) of the Communications Act of 1934 (47 U.S.C. 230(t)(3))
unless such provider of an interactive computer service intentionally promotes
or solicits content that it knows to be in violation of this section.

(c) DEFINITIONS.-In this section:

(I) Except as otherwise provided, any term used in this section has the meaning

given that term in section 1801.

(2) The term "visual depiction" means any photograph, film, or video, whether

produced by electronic, mechanical, or other means.

(3) The term "sexually explicit conduct" has the meaning given that term in

section 2256(2)(A).

The Intimate Privacy Protection Act, II.R. 5896, 114th Cong. (2016).
268. See Citron & Franks, supra note 33, at 360-61 (depicting the inabilities of copyright

law and sexual harassment law, specifically).
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It should be emphasized, however, that this critique is neither a claim that
existing laws can never be useful nor a rejection of solutions other than
criminalization. The CCRI encourages victims to consider all plausible
existing legal remedies and strategies. Our board includes attorneys who
use existing laws, both civil and criminal, to great effect in nonconsensual
pornography cases. The CCRI is constantly exploring multiple legal
approaches to the problem, including civil restraining orders, Title VII
and Title IX claims, and the creation of a new tort. But current legal
remedies, while they sometimes lead to satisfactory results in individual
cases, are not in themselves sufficient to address the problem.

As a general rule, civil actions place a heavy burden on the victim and
in many cases will be an implausible or impossible approach. Civil
litigation of any kind generally requires money, time, and access to legal
resources. It also often requires further dissemination of the very material
that harms the victim.269 The irony of privacy actions is that they
generally require further breaches of privacy to be effective.
Additionally, in many cases the party responsible will not have enough
financial resources to make a damages claim worthwhile (i.e., the
defendant will be judgment-proof).

This is connected to the other difficulty in bringing civil claims for
nonconsensual pornography: it can be very difficult to find a party to sue.
Given the ease with which individual purveyors of nonconsensual
pornography can access or distribute images anonymously, it is difficult
to identify and prove (especially for the purposes of a lawsuit) who they
are.270 Victims are barred from making most civil claims against the
websites that distribute this material because of Section 230 of the
Communications Decency Act (CDA). As discussed above, CDA § 230
has been interpreted to grant website owners and operators far-ranging
immunity for tortious material submitted by third-party users.271

Copyright law is more promising for some victims of nonconsensual
pornography because, as mentioned above, CDA § 230 does not

269. See, e.g., Rebecca Adams, For Victims ofSexual Assault, There's Little Incentive to
Come Forward Besides Justice,' HUFFINGTON P0ST (Dec. 15, 2014),
http://www.huffingtonpost.com/2014/12/15/victims-scxual-assault-come-forward-j ustice_n_
6294152.html.

270. See, e.g.. Kate McKenna, Non-Consensual Distribution of Nude Images 'a Real Issue
for Canadians,' CBC News (Jan. 26, 2017), http://www.cbc.ca/news/canada/montreal/porn-site-
reax-montreal- I.3953167.

271. "No provider or user ofan interactive computer service shall be treated as the publisher
or speaker of any information provided by another information content provider." 47 U.S.C.
§ 230(c)(l) (2012). One can hope that more courts rule along the lines of the U.S. Court of
Appeals flor the Ninth Circuit in Fair Iiousing Council v. Roommates.com, where the website in
question was found to have helped create the harmful content as opposed to merely distributing
it, but such rulings have been rare so far. See 521 F.3d 157, 1172, 1175 (9th Cir. 2008).
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immunize websites from copyright claims. If a victim took the image or
video herself, she is the copyright owner and could in theory take action
against unauthorized use. This strategy has proven successful in some
cases.272 However, this option will not be of use to the many victims who
do not take the images or videos themselves. Moreover, similar problems
of publicity, time, and resources that accompany tort claims hinder
copyright claims. Even in cases where the victim does hold the copyright
and submits a proper DMCA notice and takedown request, many site
owners will ignore it.2 73 Even when a site owner does honor a takedown
request, the image will often pop up on another site or even the same site
after a short time.2 74

Civil actions require money, time, and resources that many victims
simply do not have, and the chances of success are low. Even successful
civil actions cannot truly address the harm created by revenge porn: even
if a victim wins damages or obtains an injunction forcing the poster to
take down the image, there is literally nothing to stop the hundreds or
thousands of other users that have already downloaded or reposted her
image. 275 Of course, criminal penalties also cannot guarantee that images
will be removed, but they offer greater potential for deterrence than the
vague and unlikely threat of civil action. Again, none of this is to suggest
that civil remedies cannot or should not be pursued, but merely to
underscore the point that they are not, by themselves, sufficient as a
response to nonconsensual pornography.

Some existing criminal laws could in theory be brought to bear on
nonconsensual pornography, including laws prohibiting voyeurism,
stalking, and harassment. With regard to existing criminal laws on
stalking and harassment, a 2014 New York case is instructive. In what
was referred to as New York's first "revenge porn case," a man named
Ian Barber posted naked pictures of his girlfriend to his Twitter account
without her consent and sent them to her employer and to her sister.276

After his actions were reported to police, Barber was charged with

272. See, e.g. Caitlin Dewey, How Copyright Became the Best Defense Against Revenge

Porn, WASIH. POST (Sept. 8. 2014), https://www.washingtonpost.com/news/the-intersect/
wp/2014/09/08/how-copyright-became-the-best-defense-against-revenge-porn/'?uimiterm=.

68fdl01e3aT.
273. Mitchell J. Matorin. In the Real World, Revenge Porn Is Far Worse Than Making It

Illegal, TPM (Oct. 18. 2013. 6:00 AM), http://talkingpointsmemo.com/cafe/our-current-law-is-

completely-inadequate-lor-dcaling-with-revenge-pom.; Jeff Roberts, No, Copyright Is Not the

Answer to Revenge Porn, GlGAOM (Feb. 6, 2014, 7:24 AM), https://gigaom.com/2014/02/06/no-

copyright-is-not-the-answer-to-revenge-porn/.
274. See Roberts, supra note 273.

275. Id.
276. Erin Donaghue, Judge Throws Out New York "Revenge Porn- Case, CBS Niews (Feb.

25, 2014). http://www.cbsnews.com/news/judge-throws-out-new-york-revenge-porn-case/.
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dissemination of an unlawful surveillance image, harassment, and public
display of offensive sexual material.277 In February 2014, Judge Steven
M. Statsinger ruled that while Barber's conduct was "reprehensible," it
did not violate any of these laws.278 The case offered a compelling
illustration of how state laws fail to protect sexual privacy.

Judge Statsinger ran down the list of charges against Barber: given
that unlawful surveillance laws only apply to images that are obtained
through surreptitious means, and no information was provided about how
Barber obtained the images, the unlawful surveillance charge was not
supported.279 With regard to harassment, Judge Statsinger noted that New
York's definition, like the definition of many other jurisdictions, requires
actual communication with a person.28t) Given that Barber did not send
the images to his girlfriend, this charge also could not stand.2 81 Finally,
with regard to the public display of offensive sexual material, Judge
Statsinger expressed skepticism with regard to whether either tweeting or
emailing a photo could be considered a "public" display, and observed
that the complaint did not indicate whether the images, in addition to
featuring nudity, appealed to a "prurient interest in sex," as required by
the statute.282 The Barber case suggested that "revenge porn" was
perfectly legal in New York.283

The Barber case demonstrates some of the limitations of existing
criminal laws against harassment. Harassment and stalking laws often can
only be brought to bear in cases where the perpetrator is engaged in a
"course of conduct" that is intended to harm or harass-a single act of
uploading a private image would generally not constitute harassment, no
matter how devastating the result.2 84

Federal and state laws prohibiting both harassment and stalking are
notoriously underenforced, even in straightforward situations involving
physical violence.2 8 5 The idea that they can and will be applied
successfully in cases that often involve no physical contact, complex
computer forensics, and moral judgments about women's sexual behavior
is wishful thinking.

277. Id.
278. People v. Barber, No. 2013NY049761, 2014 WL 641316, at *1 (N.Y. Crim. Ct. Feb.

18. 2014).
279. Id. at *4-5.
280. Id. at *5-6.
281. Id. at *6.
282. Id. at *7-8.
283. See Emily Shire, New York Can't Kick Its Revenge Porn Habit, DAIILY BEAST (Feb. 25,

2014, 5:45 AM), http://www.thedailybeast.com/articles/2014/02/25/i-heart-revengc-porn-new-
york-fails-its-liGrst-revenge-pom-case.html.

284. N.Y. PENAL LAW § 120.50 (McKinney 2017), id § 240.25.
285. 5ee DANIELiLE KEATS CITRON, HATE CRIMES IN CYBERSPACE 85 (2014).
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Finally, the law can and does accommodate multiple approaches to
social harms. The existence of wrongful death civil remedies, for
example, does not demonstrate that there is no need for criminal homicide
laws. The existence of multiple legal options for addressing certain
conduct is neither impermissible nor regrettable. There is no reason that
nonconsensual pornography should be treated differently in this respect.

B. Overcriminalization and Mass Incarceration

This objection is often related to the misplaced belief in the
sufficiency of existing laws, but also often invokes general skepticism
about the criminal justice system. According to conventional wisdom, the
United States has an overcriminalization problem. 28 6 As Professor
Douglas Husak describes it, "The two most distinctive characteristics ...
of criminal justice in the United States during the past several years are
the dramatic expansion in the substantive criminal law and the
extraordinary rise in the use of punishment."287 Thus the
overcriminalization concern is closely tied to the phenomenon of mass
incarceration. The tacit assumption here, of course, is that it is unjust for
so many people to be convicted and incarcerated, which evokes a third
concern over due process. The basic idea is that too many harmless acts
are being treated as harmful; too many people are being convicted too
easily; and too many people who are not dangers to society are being
locked up.

This critique of our current criminal justice system is valid in many
respects. Far too many people are jailed for nonviolent, or at least non-
antisocial, conduct. The criminalization of drug possession, minimal
roles in criminal conspiracies, petty theft, failure to pay child support,
"risky" conduct while pregnant, and defensive use of force in domestic
violence cases are but a few examples of wrongheaded criminal policy.
There is also no denying that institutionalized bias regarding race and
class infects our criminal justice system at every level.

None of this, however, is directly responsive to the question of
whether nonconsensual pornography should be a crime. Criminalization
is not synonymous with incarceration, and incarceration is not
synonymous with mandatory minimums or lengthy sentences. Objections
about bias in the application of criminal penalties should be separated
from the objections to what kinds of conduct should receive such
penalties. Finally, there is no empirical evidence to suggest that the
criminalization of nonconsensual pornography, unlike many other types
of conduct, would be likely to result in either disproportionate

286. See George Will, America Desperately Needs to Fix Its Overcriminalization Problem,

NAT'L RI:v. (Apr. 8. 2015). http://www.nationalrcvicw.com/article/416674/.

287. DOUG LAS HUSAK. OVERCRIMINALIZATION: TIIF LIMITS OF TIllI CRIMINAL LAW 3 (2008).

IVol. 691302?



a, RIVI N(;hP /)RN" RI1IRM 3

convictions or increased scrutiny of racial minority and lower class
populations. If anything, the limited available information on perpetrator
demographics suggests that nonconsensual pornography is largely
committed by white, middle-class men.

As Professor Citron and I wrote in our 2014 article:

To argue that our society should not criminalize certain
behavior because too many other kinds of behavior are
already criminalized is at best a non sequitur. Only the
shallowest of thinkers would suggest that the question
whether nonconsensual pornography should be
criminalized-indeed, whether any conduct should be
criminalized-should turn on something as contingent
and arbitrary as the number of existing laws. Rather, the
question of criminalization should be a question about the
seriousness of the harm caused and whether such harm is
adequately conceptualized as a harm only to individuals,
for which tort remedies are sufficient, or should be
conceptualized as a harm to both individuals and society
as a whole for which civil penalties are not adequate, thus
warranting criminal penalties.288

Warren and Brandeis took it as a given that privacy violations should
be addressed by criminal as well as civil law: "It would doubtless be
desirable that the privacy of the individual should receive the added
protection of the criminal law . . .. [T]hat the community has an interest
in preventing such invasions of privacy, sufficiently strong to justify the
introduction of such a remedy, cannot be doubted."289 Like many privacy
violations, such as trespass and voyeurism, nonconsensual pornography
inflicts severe harm, and in many cases irreparable harm, on individuals
as well as damaging society as a whole.

Given the nature and severity of the harm, the primary focus of legal
intervention against nonconsensual pornography should be on deterrence.
Unlike, for example, victims of property crimes, victims of
nonconsensual pornography cannot truly be compensated or made whole.
There is no undoing a violation of privacy; there is only damage control.
Accordingly, legal intervention must focus on deterrence above all.
Critics of criminalization often claim that what victims of nonconsensual
pornography "really want" is for the material to be removed, which can
be better accomplished by civil remedies.290 But if one were to actually

288. Citron & Franks, supra note 33, at 362.
289. Id.
290. See Sarah Jeong, Revenge Porn Is Bad Criminalizing it Is Worse, WIRED (Oct. 28,

2013), https://www.wircd.com/2013/10/why-criminalizing-rcvenge-pom-is-a-bad-idea/.
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consider what victims "really want," the real answer is that they want the
material never to have been disclosed at all. Even in the relatively rare
cases when victims succeed in getting injunctive relief that commands
the removal or destruction of their private material, the effectiveness of
the remedy is limited by the nature of technological reproduction. A judge
can order a victim's ex-boyfriend to destroy any copies of nude photos
he has in his possession and to stop posting such material to the Internet,
but if the ex-boyfriend has already uploaded those photos to dozens of
revenge porn sites, which in turn have allowed thousands of users to view,
download, and forward those photos, this order can hardly make a dent
in the damage. By the time most cases ever make it to court, the material
will already have been sent to the victim's family members, employers,
and peers, and may well have already been viewed, downloaded, and
redistributed thousands of times.

Criminal law does not necessarily provide better results with regard
to limiting dissemination after the fact. But that is not the particular value
of criminal law in addressing this conduct. The value of criminalization
is that the fear of jail time is far more salient to the average would-be
perpetrator than the remote possibility of being sued.2 91 The ideal effect
of a criminal law is to discourage perpetrators from becoming
perpetrators in the first place.

Of course, solid empirical evidence of the deterrent effect of
criminalization is hard to come by-it is always hard to discern why
people do not engage in crime. But we do know that certainty, more so
than severity, of punishment does factor into deterrence, and it is
generally acknowledged that most people fear jail more than lawsuits.
The CCRI's 2017 national study on victimization and perpetration of
nonconsensual pornography also provides useful insight here. The survey
asked respondents who admitted to having engaged in nonconsensual
pornography what might have stopped them from doing so. Out of more
than a dozen possible factors, the majority of respondents (60%)
indicated that harsh criminal penalties would have been the most effective
deterrent.292

A detail from the 2014 celebrity hack is also illuminating on this point.
As thousands of users gleefully and openly consumed and distributed the
private, intimate photos of dozens of female celebrities, an announcement
by one of the victims, gymnast McKayla Maroney, caused a sudden
panic. Maroney made the claim, confirmed by her lawyers, that she was

291. VALERIE WRIGirr, THE SLNTENCING PROJECT, DETERRENCE IN CRIMINAL JUSTICE:

EVALUATING CERTAINTY VS. SEVERITY OF PUNISHMENT 1 (2010), http://www.sentencing

pro ject.org/wp-content/uploads/2016/0I /I)ctcrrence-in-Criminal-Justice.pdf.

292. Eaton et al., supra note 52, at 22.
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underage in the hacked photos. 293 Users and moderators scrambled to
delete the photos, and sites like Reddit, which posted many of the photos,
went into a tailspin: "The Reddit community r/TheFappening has become
the main hub for the leaked photos, due to the fact that Reddit is one of
the few mainstream websites that isn't proactively deleting all links to
them. In an urgent post, the subreddit's moderators warn the community
that the site's admins have informed them that Maroney was underage in
the photos 'and that we quickly need to remove them."' 294

Reddit users had not suddenly developed a conscience about their
voyeuristic consumption of hacked photos. The only removals that took
place in the wake of this revelation were ones that depicted girls who
were reportedly underage. Users clearly feared that viewing and
forwarding those photos might constitute a violation of criminal laws
against child pornography. The response to the Maroney photos
underscores the fact that fear of criminal punishment-especially fear of
federal criminal law-is a powerful motivator.

What is more, as Professor Husak himself notes, we must consider the
possibility that a society can simultaneously suffer from both over- and
under-criminalization.295 This is a point made to dramatic effect by
reporter Jill Leovy in her recent book Ghettoside: A True Story of Murder
in America. Leovy details how minority communities are both over- and
under-policed: over-policed as perpetrators of minor crimes and under-
policed as victims of major crimes, such as murder.296 Similarly, our
society has also tended to under-criminalize and under-police harms
primarily suffered by women. Consider that until the mid-I 800s, wife-
beating was considered a natural exercise of a husband's privilege by
most legal systems.297 In the United States, the recognition of domestic
violence as a crime did not take hold until the 1970s. 298 For decades after

293. Cindy Boren, McKayla Maronev Takes Legal Action over Hacked Photos, Claiming
She Was Underage, WASH. POST (Sept. 3, 2014, 2:40 PM), https://www.washingtonpost.com/
news/carly-lead/wp/2014/09/03/mckayla-maroney-takes-legal-action-over-hacked-photos-
claiming-she-was-underage/?utm term=. 7fa606879c6f.

294. Rob Price, There s Child Porn in the Massive Celebrity Nudes Hack, DAILY DoT (Sept.
2, 2014, 12:06 PM), http://www.dailydot.com/news/reddit-lappening-celebgate-mckayla-liz-lee-
child-porn/.

295. 1 IUSAK, supra note 287, at 18 ("jSlomc of the recent expansions in the size and scope
of the criminal sanction are welcome.... I am sure there are additional areas in which we still are
guilty of undercriminalization.").

296. See generally Jii. LEOvY, GiilTTOSIDE: A TRuE STORY OF MURDER IN AMERICA (2015).
297. Reva B. Siegel, The Rule of love': Wife Beating as Prerogative and Privacy, 105 YALE

L.J. 2117, 2122-24 (1996); THE SOCIAl, I IISTORY OF CRIME AND PUNlslMENT IN AMERICA: AN
ENCYCLOPEDIA 479 (Wilbur R. Miller ed., 2012).

298. Edna Erez, Domestic Violence and the Criminal Justice System: An Overview, 70NLINF,
J. ISsUES NURSING (Jan. 31, 2002). www.nursingworld.org/ojin/MainMenuCategories/ANA
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this recognition, police officers were trained to treat domestic violence as
a "private" matter that should be dealt with outside the legal system if at
all possible.299 This "arrest avoidance"30o stemmed not from concerns for
the welfare of the victims and their children, but rather from the belief
that male violence against intimate partners was an inevitable and not
particularly unfortunate reality. Even today, the actions of the victims of
violence all too often receive more scrutiny and more opprobrium than
the actions of the perpetrators.301

Rape, another form of violence disproportionately targeted at women,
was similarly treated as a husband's privilege for most of Western
history.302 To the extent rape was criminalized before the twentieth
century, it was most often treated as a property crime against male
relatives.3013 The last U.S. state to abolish the "marital rape" exemption
did not do so until 1993, and many vestiges of the exemption remain.304

Modern definitions of rape tend to focus on "force" instead of lack of
consent, meaning that acquaintance rapes (which make up the vast
majority of rapes) are the least likely to be prosecuted.0s Constricted
definitions of rape, along with belittling, abusive treatment by law
enforcement, help explain why more than eighty percent of sexual
assaults go unreported.306

Marketplace/ANA Periodicals/OJ lN/I ableolfontents/Volumc72002/No I Jan2002/DomesticViol

enceandCriminallustice.aspx.
299. See id.
300. See id.
301. See, e.g., the Ray Rice domestic violence incident, where video footage clearly shows

the American football player knocking his then-fiancee unconscious. Much of the media

commentary that followed in the wake of this video focused on what the victim. Janav Rice, had

done to provoke Rice's actions and criticism of her decision to marry Rice after the incident.

Olivia Marshall & Iis Power. Right-Wing Media Blames Ray Rice s Victim, MEDIA MATTERS

(Sept. 8, 2014). http://mediamatters.org/research/2014/09/08/right-wing-media-blames-ray-rices-

victim/200684.
302. 1 SIR MATTlu1w I IALE, THE1 I IISTORY OF Till PLEAS M, T1; CRowN 629 (1847).

303. Ethan Bronner, A Candidate s Stumble on a Distressing Crime, N.Y. TIMES (Aug. 23,

2012), http://www.nytimes.com/2012/08/24/us/definition-of-rape-is-shilting-rapidly.html.
304. THi NAT'L CTR. FOR VICTIMS OF CRIME:, SPousAL RAPE LAwS: 20 YEARS LATER 2

(2004), http://www.niep-ipsacourse.org/PDFs/NCVCspousalrapelaws.pdf.

305. Nora Caplan-Bricker, There's a Legal War over the Definition of Rape, Ni w REPUBlc

(May 6, 2014), https://newrepublic.com/article/ 117630/ied-rubcnfeld-rape-law-feminists-debate-

force-versus-non-consent.
306. See CANDACE KRiTTscIINITT ET Al.., NAT'L RESEARCII COUNCI., ESTIMATING TiE

INCIDENCE OF RAPE AND SEXtJAL AssALIc 36 (2014) ("Conducted in 1989-1991, the National

Women's Study collected information on rape and sexual assault. It estimated that 84 percent of

rape victims did not report their victimization to police. 1]aden and Thoennes (2006) reported a

similar percentage (81 percent) of nonreporting from the National Violence Against Women

Survey." (citation omitted)).
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The sexual harassment of women in the workplace-including
assaults, sexual propositions, and unequal treatment-is yet another form
of abuse that the law was slow to recognize.307 Subjecting female
employees to unwelcome sexual advances or blatantly sexist hostility was
viewed as the natural and/or deserved consequence of women entering
the workplace. It has only been in recent years that sexual harassment has
been formally recognized as gender discrimination, and even now many
female workers put up with sexist treatment rather than complain, for fear
of risking their positions or of not receiving support.30s

The consequences of under-criminalizing these forms of abuse, on
both individual victims and on women as a group, are severe. The
experience of physical violence, sexual violence, and discrimination
leaves physical, psychological, and financial scars.309 Sexual harassment
inspires fear, anger, and discomfort in women, leading them to curtail
their personal and professional choices and undermine their right to
gainful employment. The trauma of sexual assault can last a lifetime,
undermining victims' ability to work, receive an education, and form and
maintain intimate relationships. Domestic violence can cost victims their
jobs, their financial stability, their children, their family and social
support systems, and their lives.

All of these costs also sustain and exacerbate gender inequality. The
experience or anticipation of abuse traps women in destructive
relationships, restricts their freedom of movement, inhibits their
performance in workplaces and schools, and drives many women away
from certain careers, opportunities, and spaces altogether. Gendered
abuse validates and promotes views of male superiority, male sexual
entitlement, and female subordination.

The under-criminalization of male abuse of women reinforces
pernicious perceptions about who should take responsibility for harmful
behavior. More so than perpetrators of almost any other type of crime,
men who abuse women whether in domestic violence, sexual assault,
or nonconsensual pornography are given the benefit of the doubt. Social
and legal norms implore us to constantly consider how fragile and
impulsive men are, enslaved by their physical desires, struggling with

307. Reva B. Siegel. A Short History of Sexual Harassment, in DIRECTIONS IN SEXUAl
H1ARASSMENT LAw 3-18 (2004), https://Iaw.yale.edu/system/files/documents/pdl`Faculty/
SiegelintroductionAShortl listoryOfiexualHarrasmnentLaw.pdf.

308. See Gwen Moran, Why Sexual Harassment Is Still an Issue and Why So Many Get Away
With It. FAST Co. (June 25, 2014), http://www. fastcompany.con/303229 1/strong-female-
lead/why-sexual-harassinent-is-still-an-issue-and-why-so-many-get-away-with-it.

309. NAT'L CTR. FOR INJURY PREVENTION AND CONTROL, CIRS. FOR DISEASE CONTROL AND
PREVENTION, DEPT. OF IHEALTH AND liUMAN SFRvs., CosTs OF INTIMATI: PARTNER VIOLENCE
AGAINST WOMEN IN THE UNFITD STATEs 2-3 (Mar. 2003), http://www.cdc.gov/
violenceprevention/pdt/ipvbook-a.pdf.

2017]1 1307



FLORHM ILAW IlVIhW V 6

conflicting messages about masculinity, and prone to jealousy-fueled
rages. These normative pleas center the perpetrator's experience while
erasing the victim. More so than victims of any other type of crime,
women who are abused by men-whether through domestic violence,
sexual assault, or nonconsensual pornography are treated with
skepticism and in many cases outright hostility.310 Women are regarded
as liars and manipulators, and prone to overreaction, unwise choices, and
general confusion about their own desires. The impact of these negative
stereotypes is particularly acute for women of color and those from lower
socioeconomic backgrounds. 31 1

Considering the uniquely harmful nature of privacy violations, the
special power of criminal law to deter abusive behavior, and the fact that
men's abuse of women is generally under-, not over-, criminalized, the
benefits of criminalizing nonconsensual pornography outweigh the costs.

C. First Amendment Concerns

As previously mentioned, the various state laws criminalizing
nonconsensual pornography vary considerably in scope, definitions, and
clarity. Some of these laws suffer from constitutional infirmities, in
particular First Amendment problems. Nonetheless, there is no reason
that a criminal nonconsensual pornography law must conflict with the
First Amendment. The IPPA was met with praise from many quarters,
including First Amendment scholars. These included Professor Erwin
Chemerinsky, Dean of Berkeley School of Law and one of the most
influential legal scholars in the country. According to Professor
Chemerinsky, "There is no First Amendment problem with this bill. The
First Amendment does not protect a right to invade a person's privacy by
publicizing, without consent, nude photographs or videos of sexual
activity." 312 Professor Eugene Volokh, a First Amendment expert well
known for his skepticism of "most privacy-based speech restrictions,"
stated that the Intimate Privacy Protection Act is "quite narrow, and pretty
clearly defined." 3 13 Professor Neil Richards, a First Amendment and

3 10. See, e.g., Julie Goldscheid, Gender Violence and Work: Reckoning with the Boundaries

of Sex Discrimination Law, 18 COLUM. J. GENDI:R & L. 61, 95 (2008); see also Sally F. Goldfarb,

Violence Against Women and the Persistence of Privacy, 61 OHIo ST. L.J. 1, 79 (2000).

311. See, e.g., Kimberle Crenshaw. Mapping the Margins: Intersectionality Identitv

Politics, and Violence Against Women of Color, 43 STAN. L. REV. 1241, 1252-82 (1991); Zanita

E. Fenton. Domestic Violence in Black and White: Racialized Gender Stereotypes in Gender

Violence, 8 COLUM. J. GENDER & L. I (1998).
312. See Press Release, Office of Congresswoman Jackie Speier, supra note 205.

313. Tracy Clark-Flory, Bill That Would Make Revenge Porn Federal Crime to Be

Introduced, VOCATIV (July 14, 2016. 10:25 AM), http://www.vocativ.com/339362/federal-

revengc-porn-bill/.
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privacy scholar, called IPPA "a very well-drafted law." 314

However, there are those who claim that not only IPPA, but all
attempts to legislate against nonconsensual pornography, are
unconstitutional. Stated in the broadest terms, the objection to legislative
reform regarding nonconsensual pornography is that such reform violates
the First Amendment. 31 It is evident, however, that such a claim cannot
be meant literally. It is difficult to find any critic who argues that there
are no constitutionally permissible legal remedies for victims; indeed, as
outlined above, much of the criticism of the legislative reform movement
is based on the claim that adequate legal remedies already exist. The usual
suspects include copyright law, privacy torts, intentional infliction of
emotional distress claims, and/or criminal laws addressing conduct that
often accompanies nonconsensual pornography, including law
prohibiting hacking, identity theft, extortion, stalking, or harassment.

Putting aside for the moment the "other criminal laws" category, there
is a clear conflict between the claim that regulating nonconsensual
pornography violates the First Amendment and the assertion that the
conduct is sufficiently addressed by existing law. In order to support the
use of tort, copyright, or privacy law to address nonconsensual
pornography, one must concede that some legal regulation of
nonconsensual pornography must be compatible with the First
Amendment. In other words, to praise the capacity of existing civil laws
to address the harms of nonconsensual pornography is to approve the
regulation of nonconsensual pornography, which is to acknowledge that
these existing regulations do not violate the First Amendment.

In other words, no reasonable person seems to believe that "revenge
porn" is categorically protected by the First Amendment. More nuanced
critics instead assert that criminal laws against nonconsensual
pornography are a very different matter from civil laws.116 While civil
laws indeed have different consequences than criminal laws, an issue that
will be discussed below, the distinction between criminal and civil law is
largely irrelevant for First Amendment purposes. We do not have two

314. Id.
315. See, e.g., Erin Fuchs. Here s What the Constitution Says About Posting Naked Pictures

of Your Ex to the Internet. BUS. INSIDER (Oct. 1, 2013), http://www.busincssinsider.com/is-
revenge-porn-protected-by-the-f irst-amendment-2013-9.

316. See, e.g., Steven Brill, The Growing Trend of 'Revenge Porn' and the Criminal Laws
That May Follow. HUFFINGTON POST (Apr. 27, 2014, 5:33 PM), http://www.huffingtonpost.com/
steven-brill/the-growing-trcnd-of-revenge-porn_b_4849990.html ("IT]hc First Amendment
presents support for the argument that one should not be arrested, let alone imprisoned, for
publicizing its speech in the form of these photographs or images. In fact, some suggest that the
criminal law is the inappropriate venue in which to deal with this conduct. After all, the conduct
is non-violent and a mere example of a somewhat harsh freedom of expression. Instead. perhaps
the better course of action is to file a civil suit for the damages this conduct may cause.").
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First Amendments, one for civil law and one for criminal law; and it is
certainly not the case that the Supreme Court has decided that civil laws
categorically raise fewer or less serious First Amendment issues than the
latter. "What a State may not constitutionally bring about by means of a
criminal statute is likewise beyond the reach of its civil law of libel,"
noted the Court in New York Times v. Sullivan.317 If anything, the Court
has pointed in the opposite direction, observing that criminal statutes
afford more safeguards to defendants than tort actions, suggesting that
criminal regulation of conduct raises fewer First Amendment issues than
tort actions. 318

Consequently, the revised claim that "using criminal law to regulate
revenge porn violates the First Amendment," turns out to be no more
intelligible than the broad claim that "regulating revenge porn violates
the First Amendment." More specificity is required, along the lines of
concerns about overinclusiveness, underinclusiveness, vagueness, and
overbreadth. But these concerns are not, of course, limited to criminal
laws. Whatever analysis one applies to criminal statutes regulating
nonconsensual pornography, one must also apply to civil or other statutes
regulating nonconsensual pornography, which critics often fail to do.

If vagueness and overbreadth is a concern and narrowness is a virtue,
then it should be relevant that criminal statutes regulating nonconsensual
pornography based on this model statute are considerably narrower than
many tort actions or other noncriminal approaches. Intentional infliction
of emotional distress cases often come into the crosshairs of First
Amendment challenges; copyright law is notoriously ambiguous and
believed by many to exact heavy costs to freedom of expression;319 and
the standards of "unfair business practices" as promulgated by the Federal
Trade Commission (FTC) are considerably vague.

The FTC decree against revenge porn site operator Craig Brittain is
particularly interesting on this point. The decree prohibits Brittain from
disseminating intimate images or video of individuals without their
"affirmative express consent in writing" and permanently restrains and
enjoins him from directly or indirectly making use of any personal
information-including image and videos-obtained in connection with
his revenge porn site. The order further requires Brittain to destroy all
such information "in all forms" in his possession within thirty days. This
is a broad order that effectively restricts a considerable amount of

317. 376 U.S. 254, 277 (1964).

3 18. Id. ("Presumably a person charged with violation of this statute enjoys ordinary

criminal-law safeguards such as the requirements of an indictment and of proof beyond a

reasonable doubt. These safeguards are not available to the defendant in a civil action.").

319. Ben Depoorter & Robert Kirk Walker, Copyright False Positives, 89 NOTRE DAME 1.

Ri~v. 319. 320-22 (2013).
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expressive conduct, yet no critic has claimed that the FTC's actions
violate Brittain's First Amendment rights.

There is a fundamental oddity to be noted here about the debate over
the constitutionality of "revenge porn" laws. Nonconsensual
pornography laws based on this model statute are, in essence, privacy
laws, and privacy laws are commonly presumed to be constitutional and
commonsensical, both by the general public and by scholars.32

() That is,
while such laws can be controversial in some cases, there appears to be
general agreement that protecting sensitive information like medical
records or Social Security numbers is something the law can and should
do. When it comes to sensitive information in the form of naked pictures,
however, the presumption flips: many people presume that laws that
protect this information are inherently problematic. This is another way
of saying that there appears to be a kind of sex exceptionalism in both lay
and expert opinion about privacy and the First Amendment. Few people
argue that there is a First Amendment right either to view or distribute
drivers' license records, but many seem convinced that there is a First
Amendment right to view or distribute naked pictures.

Another point is worth underscoring here. Like other privacy
violations, nonconsensual pornography is not amenable to the strategy of
"counter-speech" so cherished by First Amendment absolutists.
Whatever the merits of the belief that the best answer to bad speech is
more speech in other contexts, the approach is unintelligible in the face
of privacy-destroying expression. One cannot "speak back" to the
exposure of one's private information, whether it be medical records,
private home addresses, or naked photos.

The constitutional analysis of nonconsensual pornography laws
depends, of course, on the specific law. As detailed above, the model
statute focuses on the knowing disclosure of private, sexually explicit
photos or videos without the consent of those depicted and for no lawful
public purpose. This is the soundest definition for both public policy and
constitutional purposes. Other laws, especially those that add elements
such as intent to harass, are more vulnerable to both policy and
constitutional challenges. The defense of nonconsensual pornography
laws against First Amendment objections offered here refers only to laws
that are substantially similar to the model statute.

It is important to bear in mind that extreme assertions regarding the
constitutionality of new laws rely on the fiction that First Amendment

320. See Neil M. Richards, Why Data Privacy Law Is (Mostly) Constitutional, 56 WM. &
MARY L. RiV. 1501, 1505 (2015) (noting that "[dlcspite calls from industry groups and a few
isolated academics that these laws somehow menace free public debate, the vast majority of'
information privacy law is constitutional under ordinary settled understandings of the First
Amendment").
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doctrine is either coherent or predictable. As Professor Robert Post
writes, "contemporary First Amendment doctrine is . . . striking chiefly
for its superficiality, its internal incoherence, its distressing failure to
facilitate constructive judicial engagement with significant contemporary
social issues connected with freedom of speech."321 It is difficult to say
with confidence what any court will do if and when it is faced with a
question about the constitutionality of a given nonconsensual
pornography statute. Courts might consider revenge porn to receive no
First Amendment protection at all, in which case nonconsensual
pornography laws would raise no First Amendment issues. Alternatively,
courts might determine that nonconsensual pornography laws trigger
minimal First Amendment scrutiny. Another possibility is that courts
might decide that such laws trigger but survive strict scrutiny. Finally, it
is possible, though unlikely, that courts will decide that such laws trigger
and do not survive strict scrutiny. The following Subsections will
consider each of the first three possibilities as applied to the model law.

1. Nonconsensual Pornography as Unprotected by the
First Amendment

The First Amendment is one of the most frequently invoked and most
misunderstood constitutional rights. One of the most common
misperceptions, aside from the belief that the First Amendment applies
to non-state actors, is that the First Amendment protects all forms of
expression. A slightly more sophisticated, but still inaccurate, belief is
that the First Amendment protects all forms of expression except for a
few discrete categories, such as obscenity, defamation, fraud, incitement,
and speech integral to criminal conduct.322 As Professor Frederick
Schauer writes, the few categories that the Court has explicitly
determined not to receive First Amendment protection do not "represent
the universe of speech lying outside the First Amendment."323 For an
accurate determination of what forms of speech the First Amendment
does not protect, "we must consider not only the speech that the First
Amendment noticeably ignores, but also the speech that it ignores more
quietly." 324

It is not implausible that a court could treat nonconsensual
pornography as belonging to an existing and explicit category of
exception to full First Amendment protection. Even if it does not,

321. Robert Post, Recuperating First Amendment Doctrine, 47 STAN. L. REV. 1249. 1249-

50(1995).
322. Frederick Schauer, The Boundaries of the First Amendment: A Preliminary Exploration

of Constitutional Salience, 117 HARV. L. REV. 1765, 1768-69, 1774-77 (2004).

323. Id. at 1777-78.
324. Id. at 1778.
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however, nonconsensual pornography could still be considered a
category of speech that is an implicit exception to the First Amendment,
or as a new category of exception.

a. As Explicit Category of Exception

In United States v. Stevens,325 the Supreme Court reiterated that some
forms of speech have historically been unprotected by the First
Amendment.326 The categories the Stevens court listed were obscenity,
defamation, fraud, incitement, and speech integral to criminal conduct.327
A court could consider nonconsensual pornography to belong to one of
these categories. The most likely candidates from this list would be
obscenity and fighting words, though both have fallen out of fashion and
are far from perfect fits. This Subsection will explore these possibilities.

1. Obscenity

In Miller v. California,3 2 8 the Court set out the following guidelines
for determining whether material is obscene:

(a) whether 'the average person, applying contemporary
community standards' would find that the work, taken as
a whole, appeals to the prurient interest . . . , (b) whether
the work depicts or describes, in a patently offensive way,
sexual conduct specifically defined by the applicable state
law, and (c) whether the work, taken as a whole, lacks
serious literary, artistic, political, or scientific value."329

The Supreme Court provided two "plain examples" of "sexual
conduct" that could be regulated: "(a) Patently offensive representations
or descriptions of ultimate sexual acts, normal or perverted, actual or
simulated. (b) Patently offensive representations or descriptions of
masturbation, excretory functions, and lewd exhibition of the genitals."330

The primary challenge of classifying nonconsensual pornography as
obscenity is the fact that much of the content in question-e.g., topless
photos, videos of consensual adult sexual activity-is not "patently
offensive" as such. Volokh has suggested that, nonetheless,
"[h]istorically and traditionally, such depictions would likely have been
seen as unprotected obscenity (likely alongside many consensual

325. 559 U.S. 460 (2010), superseded by statute, 48 U.S.C. § 48 (2012).
326. Id. at 470.
327. Id. at 468.
328. 413 U.S. 15 (1973).
329. Id. at 24.
330. Id. at 25.
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depictions of nudity)."33 1 A stronger argument might be that disclosing
pictures and videos that expose an individual's genitals or reveal an
individual engaging in a sexual act without that individual's consent
could be considered a "patently offensive representation" of sexual
conduct that offers no "serious literary, artistic, political, or scientific
value."332 Cynthia Barmore has argued that there is a common intuition
that nonconsensual pornography is offensive, "rooted in the context in
which revenge porn arises and the resulting violation of the core principle
in intimate relationships that all aspects of sexual activity should be
founded on consent. That violation occurs whenever a sexually explicit
image is disseminated against the will of one party." 333

Treating nonconsensual pornography as obscenity may be a poor fit
for several reasons, however. First, it may produce unintended
consequences if the classification is based on the content of the material
rather than the manner in which it is disclosed. As Professor John
Humbach has argued, "[tjhe obscenity exception may permit bans on
legally obscene revenge porn, but only perhaps at the risk of also
subjecting the obscenity's producer to a risk of criminal prosecution."334

That is, if the type of sexually explicit content in private images is
considered obscene, the person creating it-who is often the person
depicted-may well bear criminal responsibility along with (or instead
of) the person who distributes it. 3 3 More fundamentally, the obscenity
approach may be in tension with the goals of anti-subordination and
gender equality-the association of naked bodies, especially women's
bodies, with obscenity could potentially do more to reinforce sexual
shame than to respect sexual autonomy.3 3 6 Finally, there is the practical
reality that while obscenity remains a formal category of expression not
protected by the First Amendment, criminal prosecutions of obscenity are
exceedingly rare.

331. Eugene Volokh. Florida 'Revenge Porn' Bill, VOIOKH CONSPIRACY (Apr. 10, 2013),

http://www.volokh.com/2013/04/1 0/florida-revenge-porn-bill/.

332. Professor Volokh may also be making this argument when he writes that courts could

uphold a "clear and narrow statute banning nonconsensual posting of nude pictures of another, in

a context where there's good reason to think that the subject did not consent to publication of such

pictures" on the correct basis that, "as a categorical matteri,] such nude pictures indeed lack First

Amendment value." Id.
333. Cynthia Barmore, Note, Criminalization in Context: Involuntariness, Obscenity, and

the First Amendment, 67 STAN. L. REV. 447, 463 (2015).

334. See John A. I lumbach, The Constitution and Revenge Porn, 35 PACE L. REv. 215, 235-

36(2014).
335. Something similar has in fact materialized in the prosecution of minors who engage in

consensual "sexting" activity for child pornography.

336. See CAT IARINE A. MACKINNON, FEMINISM UNMODIFIED: DISCOURSES ON LIFE AND LAW

146-62 (1987).
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2. Fighting Words

In Chaplinsky v. New Hampshire,337 the Court found that among the
"well-defined and narrowly limited classes of speech, the prevention and
punishment of which have never been thought to raise any Constitutional
problem" was a category of "'fighting' words," words that "by their very
utterance inflict injury or tend to incite an immediate breach of the
peace."338 The Court explained that fighting words "are no essential part
of any exposition of ideas, and are of such slight social value as a step to
truth that any benefit that may be derived from them is clearly outweighed
by the social interest in order and morality."339

The "tendency to incite an immediate breach of the peace" branch of
this analysis is not likely to prove useful in the nonconsensual
pornography context, given that it is, as Professor Cynthia Bowman has
observed, "male-biased in its central concept-the assumption that the
harm of personally abusive language either consists in, or can be gauged
by, its tendency to provoke a violent response."34() However, the first
branch, which focuses on words that "by which their very utterance inflict
injury," has some potential.34' Bowman suggests that fighting words may
be a potential avenue for regulating street harassment, and the argument
might work for nonconsensual pornography as well. Bowman posits that
"[i]f women plaintiffs can establish that street harassment falls within this
branch by explaining the injuries that the words inflict, as well as the
reasons why they-unlike men-are unlikely to fight back, the fighting
words doctrine may hold more promise than any other legal standard."342

Similarly, if victims of nonconsensual pornography can demonstrate the
immediate harm caused by nonconsensual pornography, which include
humiliation, anxiety, fear, and trauma, the conduct might be considered a
form of-to use Justice Antonin Scalia's words in reference to workplace
sexual harassment-"sexually derogatory 'fighting words."'343 Like
obscenity, however, the "fighting words" exception does not offer much
hope of frequent and effective usage.

b. As Implicit Category of Exception

Even if nonconsensual pornography does not belong to an explicit
category of exception to the First Amendment, nonconsensual

337. 315 U.S. 568 (1942).
338. Id. at 571-72 (1942) (footnote omitted).
339. Id.
340. Cynthia Grant Bowman, Street Harassment and the Info~rmal Ghettoization of Women,

106 1IARv. L. REV. 517, 563 (1993).
341. Id. at 547.
342. Id.
343. RAV. v. St. Paul, 505 U.S. 377. 389 (1992).
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pornography might nonetheless not receive First Amendment protection.
While the majority in Stevens implied that its list of categories was
virtually exhaustive, many scholars have criticized this assertion. These
five categories come nowhere close to capturing all the categories of
exceptions that the Court has recognized in the context of First
Amendment protections-forty-eight by the count of one constitutional
scholar.344 Even that longer list of exceptions does not capture the vast
amount of expression that the Court has quietly never subjected to First
Amendment scrutiny. As Professor Schauer writes,

no First Amendment-generated level of scrutiny is used to
determine whether the content-based advertising restrictions
of the Securities Act of 1933 are constitutional, whether
corporate executives may be imprisoned under the Sherman
Act for exchanging accurate information about proposed
prices with their competitors, whether an organized crime
leader may be prosecuted for urging that his subordinates
murder a mob rival, or whether a chainsaw manufacturer
may be held liable in a products liability action for injuries
caused by mistakes in the written instructions accompanying
the tool.34s

In all of these examples, Schauer observes, some punishment is
imposed for speech on the basis of both the content and the impact of the
speech. 346 Regardless, "no First Amendment degree of scrutiny appears.
In these and countless other instances, the permissibility of regulation
unlike the control of incitement, libel, and commercial advertising-is
not measured against First Amendment-generated standards."347 In other
words, the view that all speech is presumptively protected by the First
Amendment, as well as the view that all speech is protected subject only
to a few narrow, historically recognized exceptions, is simply wrong. So
even if nonconsensual pornography laws are considered to be content-
based, it does not necessarily follow that such laws raise any First
Amendment concerns, much less compelling ones. Nonconsensual
pornography may well belong to the implicit category of expression that
receives no First Amendment attention at all.

344. Ronald K.L. Collins, Exceptional Freedom - The Roberts Court, the First Amendment,

and the New Absolutism, 76 ALB. L. REv. 409, 417-18 (2013).

345. Schauer, supra note 322, at 1770.
346. Id. at 1770-71.
347. Id. at 1771.
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c. As New Category of Exception

The Court could also, in theory, decide to treat nonconsensual
pornography as a new category of particularly harmful speech. While the
Court asserted in Stevens that there is no "freewheeling authority to
declare new categories of speech outside the scope of the First
Amendment,"348 it did not reject the possibility that new categories may
nonetheless be added in the future: "Maybe there are some categories of
speech that have been historically unprotected, but have not yet been
specifically identified or discussed as such in our case law." 349 The
holding in Stevens makes it clear that "depictions of animal cruelty" is
not one of those categories,350 but that does not mean that First
Amendment jurisprudence is completely frozen in time. Child
pornography, for example, was not a category historically recognized as
unprotected by the First Amendment, and yet the Court determined in
1982 that child pornography did not receive First Amendment
protection.35 ' The Stevens court was at pains to explain that the
determination in New York v. Ferber was grounded in a historically
unprotected exception; that is, child pornography was "intrinsically
related" to the criminal activity of child abuse.3 52 Given that
nonconsensual adult pornography is also strongly related to criminal
activity, including extortion, stalking, harassment, and rape, as well as
strongly related to unlawful sex discrimination,353 a court might well
decide that it too deserves to be added to the list of explicit categories
unprotected by the First Amendment.

2. Nonconsensual Pornography Laws Under Intermediate Scrutiny

Assuming for the sake of argument that nonconsensual pornography
does receive some form of First Amendment protection, and therefore
that restrictions on it trigger some sort of First Amendment scrutiny, there
is a strong case to be made that this scrutiny should not be particularly
searching. First, it can be argued that nonconsensual pornography laws
based on the model statute are not content-based restrictions, but rather
time, place, and manner restrictions that should receive minimal or
intermediate scrutiny. If, arguendo, the laws are considered to be content-
based restrictions, they should still receive less rigorous scrutiny, as the
expression they seek to regulate is not the kind of core political speech
that receives the highest level of First Amendment protection.

348. United States v. Stevens, 559 U.S. 460, 472 (2010).
349. Id.
350. Id.
351. Id at 471 (noting that the Court's decision in New York v. Ferber identified child

pornography as a category of "speech as Fully outside the protection of the First Amendment").
352. Id.
353. See discussion infra Subsection II.C.2.
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a. As Content-Neutral Restriction

Laws based on my model nonconsensual pornography statute do not
prohibit the publication of material based on its content or its message.
Under the model law, private, sexually explicit photos and videos can be
freely distributed, so long as the disclosure is made with the consent of
those depicted or for a lawful public purpose. The images may be
flattering or degrading, refined or crude. Consensually distributed images
do not differ in content or message from images distributed without
consent. The model law does not favor some types of sexually explicit
content over others or require that sexually explicit material promote a
certain message. Nonconsensual pornography laws based on my model
statute restrict no message, only the manner of distribution. The
governmental purpose is to protect privacy, not to express disapproval or
suppress unfavorable viewpoints. Therefore, such laws can be
characterized as a content-neutral "time, place, and manner" restriction.
A law that regulates expressive activity "is content neutral so long as it is
'justified without reference to the content of the regulated speech."'354

Because time, place, and manner restrictions are content-neutral, not
content-based, they receive a lower form of scrutiny than content-based
restrictions. 355 While such restrictions "must be narrowly tailored to serve
the government's legitimate, content-neutral interests," they are not
required to be "the least restrictive or least intrusive means of doing
so."3 5 Rather, narrow tailoring requires only that the regulation
"promotes a substantial government interest that would be achieved less
effectively absent the regulation."35 7 The model statute protects the
government's interest in preserving the intimate privacy of its citizens, an
interest that would be very difficult to achieve without regulation.

b. As Content-Based Restriction

If nonconsensual pornography laws are nonetheless considered to be
content-based restrictions, this does not mean that they should be
reviewed under strict scrutiny. While the Court has held that "content-
based regulations of speech are presumptively invalid," 35 8 it has also
recognized that the rationale of the general prohibition against content-

354. Ward v. Rock Against Racism, 491 U.S. 781, 791 (1989) (quoting Clark v. Cmty. for

Creative Non-Violcnce, 468 U.S. 288, 293 (1984)).

355. Id. at 791.
356. Id. at 798.
357. Id. at 799 (quoting United States v. Albertini, 472 U.S. 675, 689 (1985)).

358. Davenport v. Wash. Educ. Ass'n, 551 U.S. 177, 188 (2007), see also Reed v. Town of'

Gilbert, 135 S. Ct. 2218, 2226 (2015) ("Content-based laws-those that target speech based on

its communicative content-are presumptively unconstitutional and may be justified only if the

government proves that they are narrowly tailored to serve compelling state interests.").
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based regulations "is that content discrimination 'raises the specter that
the Government may effectively drive certain ideas or viewpoints from
the marketplace."'359 The Court has noted that there are "numerous
situations in which that risk is inconsequential, so that strict scrutiny is
unwarranted."360

The Supreme Court has "long recognized that not all speech is of
equal First Amendment importance. It is speech on 'matters of public
concern' that is 'at the heart of the First Amendment's protection,"'
whereas "speech on matters of purely private concern is of less First
Amendment concern."36' Sexually graphic images intended either for no
one's viewing or only for viewing by an intimate partner is a matter of
purely private concern. While the disclosure of some matters of private
concern may qualify for First Amendment protection, there must be some
legitimate interest in these matters for this to be the case.362 There is no
such legitimate interest in disclosing or consuming sexually explicit
images without the subjects' consent, with the exception of disclosures
that serve the public interest.363 Prohibiting the nonconsensual disclosure
of sexually graphic images of individuals poses "no threat to the free and
robust debate of public issues; there is no potential interference with a
meaningful dialogue of ideas."364 The Court has recognized that
distribution of homemade sexually explicit material "does not qualify as
a matter of public concern under any view."365

The Supreme Court has moreover used a reduced level of scrutiny for
the regulation of sexually explicit material, even when that material does
not rise to the level of obscenity.366 Such speech is afforded First
Amendment protection "of a wholly different, and lesser, magnitude."367

Courts have routinely applied intermediate scrutiny to and upheld laws
that address the secondary effects of sexually explicit material, as long as
the restrictions are intended to serve a substantial government interest,

359. Davenport, 551 U.S. at 188 (quoting R.A.V. v. St. Paul, 505 U.S. 377, 387 (1992)).
360. Id
361. Dun & Bradstreet, Inc. v. Greenmoss Builders, Inc., 472 U.S. 749, 758-59 (1985)

(quoting First Nat'l Bank of Bos. v. Bellotti, 435 U.S. 765, 776 (1978)).
362. Connick v. Myers, 461 U.S. 138, 147 (1983).
363. An exception accounted for in the model statutes.
364. Snyder v. Phelps, 131 S. Ct. 1207, 1215 (2011) (quoting )un & Bradstreet, 472 U.S. at

760). In Snyder, the Court suggested that a matter is "purely private" if it does not contribute to
"the free and robust debate of public issues" or the "meaningful dialogue of ideas." Id

365. City of San Diego v. Roe, 543 U.S. 77, 84 (2004) (per curiam).
366. See Young v. Am. Mini Theatres, Inc., 427 U.S. 50, 70 (1976).
367. Id.
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are narrowly tailored to serve that interest, and do not unreasonably limit
alternative avenues of communication.368

In addition, nonconsensual pornography undermines historically
protected rights, including the rights not to speak and to maintain one's
privacy against unwarranted intrusions. 369 Numerous state and federal
laws prohibiting the unauthorized distribution of private information-
from trade secrets to medical records to drivers' licenses to Social
Security numbers to video rentals-have never been deemed
unconstitutional or even challenged on constitutional grounds.370 The
"publication of private facts" tort is widely accepted by the majority of
courts to comply with the First Amendment, although the Supreme Court
has yet to rule explicitly on the constitutionality of this tort with regard
to matters not of public record. According to the Restatement (Second) of
Torts:

One who gives publicity to a matter concerning the private
life of another is subject to liability to the other for invasion
of his privacy, if the matter publicized is of a kind that (a)
would be highly offensive to a reasonable person, and (b) is
not of legitimate concern to the public.3 7 1

Laws restricting disclosure of private information serve important
speech-enhancing functions. In his concurrence in Bartnicki v. Vopper,37 2

Justice Stephen Breyer noted that while nondisclosure laws place "direct
restrictions on speech, the Federal Constitution must tolerate laws of this
kind because of the importance of these privacy and speech-related
objectives,"373 that is, the interest in "fostering private speech."374

continued, "the Constitution permits legislatures to respond flexibly to
the challenges future technology may pose to the individual's interest in
basic personal privacy .... [W]e should avoid adopting overly broad or

368. See, e.g., City of Renton v. Playtime Theatres, Inc., 475 U.S. 41, 47-50, 54 (1986)

(upholding a zoning ordinance restricting the location of adult thcaters); Vivid Entm't, LLC v.

Fielding, 774 F.3d 566, 580 (9th Cir. 2014) (upholding a measure requiring male performers in

adult films to wear condoms); DiMa Corp. v. Town of liallie, 185 F.3d 823, 831 (7th Cir. 1999)

(upholding ordinance limiting the hours of operation for adult bookstores).

369. Cf. Lawrence v. Texas. 539 U.S. 558, 567 (2003) (describing sexual conduct as "the

most private human conduct"); Turner Broad. Sys., Inc. v. FCC, 512 U.S. 622, 641 (1994) ("At

the heart of the First Amendment lics the principle that each person should decide for himself or

hersellfthe ideas and beliefs deserving of expression, consideration, and adherence.").

370. See generaliv Daniel J. Solove, .A Brief History of Information Privacy Law, in

PROSKAUER ON PRIVACY LAW (2006) (discussing various acts and case laws regarding the

restricted distribution of medical records, drivers' licenses, Social Security numbers, etc.).

371. RFSAlTEMENT (SEcOND) OF TORTS 652D (AM. LAW INST. 1977).

372. 532 U.S. 514 (2001).

373. Id at 537-38 (lreyer, J., concurring).

374. Id. at 536.
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rigid constitutional rules, which would unnecessarily restrict legislative
flexibility." 3 7 5

Justice Breyer's concurrence highlights how "chilling effects" can be
produced not only when laws over-deter people from engaging in
protected expression, but also when laws fail to protect privacy. Consider
the typical advice meted out to those who fear falling prey to
nonconsensual pornography: "Just don't take pictures!" In addition to
blaming the victim, such a response literally instructs those most likely
to be victimized by this practice-that is, women-to refrain from certain
forms of expressive conduct, namely, the use of image-capturing
technology in their sexual expression. Such an approach is openly hostile
to freedom of expression. 76 The fear that private, intimate information
might be exposed to the public not only discourages women from
engaging in erotic expression, but also from other kinds of expressive
conduct. Many women report that they withdraw from their professional,
romantic, familial, educational, and social media activities in the wake of
the exposure of their intimate information or in the fear that such
information might be exposed. When nonconsensual pornography targets
women in politics, as it often does,377 it imposes additional harms: it
discourages women from becoming active in politics, creates a significant
hurdle for women's political engagement, and undermines the quality and
integrity of democratic participation. Thus, the failure to prohibit
nonconsensual pornography has a uniquely chilling effect on political
speech-the very form of speech that is supposed to receive the greatest
protection by the First Amendment.

The "don't take pictures" response also ignores the fact that many
victims did not voluntarily produce the material in question. As cameras
have gotten smaller and more portable, women have increasingly been
subjected to surreptitious photography and recording in both public and
private spaces. Many nonconsensual pornography victims were not aware
that their sexual encounter was being filmed. "Upskirt" and
"downblouse" photography usually takes place without the woman's
knowledge and certainly without her consent. The horrifying modern
trend of recording sexual assaults is yet another category of involuntary

375. Id. at 541.
376. See Scott Gant, Sex. Privacy, and Videotape: Lessons of Gawker s Downfall. WIRD

(Aug. 16, 2016, 5:30 AM), http://www.wired.com/2016/08/gawker-hulk-hogan-auction/ ("IjIhe
notion that Hogan should be penalized for previously discussing his sex life in public was itself
problematic for a defendant cloaking itself in the First Amendment. If Gawkcr's view were
adopted by courts, then speakers would have to censor themselves or risk having their personal
information displayed before the world on the grounds that their own prior statements turned the
subjects of their speech into 'matters of public concern."').

377. See, e.g.. John Bresnahan & Alex Isenstadt, 'Private' V'ideo of Virgin Islands
Democratic Delegate Posted Online, POLITICO (July 21. 2016. 1:27 PM),
http://www.politico.com/story/2016/07/stacey-plaskett-sex-tape-22595 I.
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exposure. If it is women's responsibility to avoid the devastating and
irremediable effects of nonconsensual pornography, they must not only
refrain from using photography and video for their own voluntary erotic
expression, but also constantly guard against involuntary recording by
others. Women would need to adjust their daily clothing choices-no
skirts, certainly, or any tops with gaps or buttons-as well as avoid
situations in which they could possibly be sexually assaulted, which is to
say, any situation, especially in which they might come into contact with
men. These are chilling effects in the extreme.

Because nonconsensual pornography is a practice disproportionately
targeted at women and girls, it could be considered a form of
discrimination that produces harmful secondary effects. Protections
against discriminatory conduct are valid under the First Amendment,378

and content-based regulations that are predominantly concerned with
harmful secondary effects rather than the expressive content of particular
conduct do not violate the First Amendment.379 Prohibitions against
discrimination on the basis of race, sex, national origin, and other
categories, even when such discrimination takes the form of
"expression," have been upheld by the Supreme Court.38 0 Title II and

Title VII of the Civil Rights Act of 1964, 381 along with Title IX of the
Education Amendments of 1972, all allow for the regulation of certain
forms of speech and expression when they violate fundamental principles
of equality and nondiscrimination.38 2 Apart from the harm that
nonconsensual pornography inflicts on individual victims, it inflicts
discriminatory harms on society as a whole. Like other abuses directed
primarily at women and girls, such as rape, intimate partner violence, and
sexual harassment, nonconsensual pornography reinforces the message

378. Wisconsin v. Mitchell., 508 U.S. 476. 482 (1993) (noting that "antidiscrimination laws

. . . have long been held constitutional").
379. R.A.V. v. City of St. Paul. 505 U.S. 377. 389-90 (1992) ('Another valid basis for

according differential treatment to even a content-defined subclass of proscribable speech is that

the subclass happens to be associated with particular 'secondary effects' of the speech, so that the

regulation is Justified without reflerence to the content of the . . . speech,' . . . Where the

government does not target conduct on the basis of its expressive content, acts are not shielded

from regulation merely because they express a discriminatory idea or philosophy." (emphasis

omitted)).
380. Id. at 389 (Slince words can in some circumstances violate laws directed not against

speech, but against conduct ... a particular content-based subcategory of a proscribable class of

speech can be swept up incidentally within the reach of a statute directed at conduct, rather than

speech . . . Thus, for example, sexually derogatory 'lighting words,' among other words, may

produce a violation of l'itle V Il's general prohibition against sexual discrimination in employment

practices.").
381. Pub. 1. No. 88-352. 78 Stat. 241 (1964) (codified as amended at 42 U.S.C.

§ 2000e (2012)).
382. Id.
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that women's bodies belong to men, and that the terms of women's
participation in any sphere of life are to be determined by their
willingness to endure sexual subordination and humiliation.
Nonconsensual pornography causes women to lose jobs, leave school,
change their names, and fear for their physical safety, driving women out
of public spaces and out of public discourse.383 Combating this form of
sex discrimination is not only consistent with longstanding First
Amendment principles, but comports with equally important Fourteenth
Amendment equal protection principles.

Assuming, then, that some degree of constitutional scrutiny of
nonconsensual pornography laws is appropriate, the proper standard is
intermediate review. Prohibiting the distribution of sexually explicit
images of individuals without their consent does not raise the specter of
the government attempting to inhibit debate on issues of public concern
or to drive certain viewpoints from the marketplace. Such laws are aimed
at the protection of highly personal private information and the
prevention of harmful secondary effects (including financial,
reputational, psychological, and discriminatory injuries) that invariably
flow from the disclosure of sexually explicit depictions of individuals
without their consent.384 The intermediate scrutiny standard provides
sufficient protection for any First Amendment interests at stake.

3. Nonconsensual Pornography Laws Under Strict Scrutiny

Some scholars have asserted that nonconsensual pornography laws are
not only content-based, but also viewpoint-based, and thus necessarily
trigger more than just First Amendment scrutiny. 38' It bears emphasizing
here that the model statute focuses on the harm caused by the disclosure

383. Nina Bahadur, Victims of 'Revenge Porn' Open Up on Reddit About How It Impacted
Their Lives, HFJIFINGTON POST (Jan. 10. 2014. 8:50 AM).
http://www.hullingtonpost.com/2014/01/09/revenge-porn-stories-real-impact_n_4568623.htmi.

384. See Dahlstrom v. Sun-Times Media. L.L.C.. 777 F.3d 937, 949-52 (7th Cir. 2015)
(applying intermediate scrutiny to restrictions on the disclosure of personal information); Vivid
lntm't. L.L.C. v. Fielding, 774 F.3d 566, 580-81 (9th Cir. 2014) (applying intermediate scrutiny
to restrictions directed at the secondary eflects of sexually explicit depictions).

385. See Hlumbach, supra note 334, at 217. lumbach claims that revenge porn laws
"constitute unconstitutional content discrimination, viewpoint discrimination and speaker
discrimination, not to mention prior restraint." Id. I lumbach's alternative proposed solution is to
"draft a law that defines its prohibition in such a way that its burden on speech is merely
'incidental' to a valid non-speech-rclated purpose. thus qualifying the law for review under
O'Brien's less exacting intermediate-scrutiny standard." Id. at 249--50. 1 lumbach suggests the
following language: "It is a criminal offense for any person, in the absence of a purpose to convey
or disseminate truthful information or ideas, to do any act intended to cause or otherwise attempt
to cause extreme emotional distress to another person." Id. at 251. This statute is both overbroad
and vague, similar to the cyberbullying statutes that have been lound unconstitutional in state
courts. See discussion infia Section Il.B.
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of private information and not on other harms that may also follow, such
as reinforcing negative views about women or sexuality. Laws that focus
on those negative views are indeed open to the charge that the regulation
is an attempt by the government to suppress a disfavored viewpoint and
will likely not survive First Amendment scrutiny.3 16 The model statute,
by contrast, is uninterested in viewpoint. While nonconsensual
pornography certainly does often stigmatize its victims-particularly
women-as promiscuous or sexually immoral, that is not what permits
the government to regulate the manner in which certain types of private
material is distributed. Rather, it reflects the government's compelling
interest in preventing physical and psychological harms and protecting
privacy. Like laws that regulate the public disclosure of other forms of
private information, from medical records to Social Security numbers,
nonconsensual pornography laws based on my model statute are not
aimed at suppressing the negative messages that such information might
convey. Rather, they are aimed at protecting the right of citizens to
maintain control over who has access to their private information and
preventing the harms that flow from exposure of private information.

Accordingly, even if nonconsensual pornography laws based on the
model statute were reviewed under strict scrutiny, they should survive, as
they are narrowly tailored to address compelling government interests.

386. In an intriguing article. Professor Andrew Koppelman argues that nonconsensual

pornography laws do constitute viewpoint discrimination but are nonetheless justifiable because

First Amendment doctrine should allow for the regulation of' speech that is "antithetical to

liberalism": "Sexism is antithetical to liberalism, but liberalism generally addresses it by means

other than the restriction of speech. Here. however, there is no other way to do it. The general

principles that appropriately govern free speech law should not govern here." Andrew

Koppelman, Revenge Pornography and First Afmendment 1:xceptions, 65 HMORy L.J. 661, 690

(2016). Koppelman's reasoning here resembles the approach of the Minneapolis anti-pornography

ordinance struck down by the U.S. Court of Appeals for the Seventh Circuit in American

Booksellers Ass'n v. Hludnut, 771 F.2d 323 (7th Cir. 1985). As the court observed, the ordinance's

definition of pornography meant that "[s]peech that 'subordinates' women . . . is forbiddcn, no

matter how great the literary or political value of the work taken as a whole. Speech that portrays

women in positions of equality is lawful, no matter how graphic the sexual content." Id. at 328.

The court firmly held that such a position violates the First Amendment:

The ordinance discriminates on the ground of the content of the speech.

Speech treating women in the approved way-in sexual encounters "premised

on equality"-is lawful no matter how sexually explicit. Speech treating

women in the disapproved way-as submissive in matters sexual or as

enjoying humiliation-is unlawful no matter how significant the literary,

artistic, or political qualities of the work taken as a whole. The state may not

ordain preferred viewpoints in this way. The Constitution forbids the state to

declare one perspective right and silence opponents.

Id. at 325 (citation omitted).
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The model statute protects the government's interest in preventing the
real-life harms of nonconsensual pornography. As the Court observed
more than century ago, "[t]he inviolability of the person is as much
invaded by a compulsory stripping and exposure as by a blow," and to
"compel any one ... to lay bare the body ... without lawful authority, is
an indignity, an assault, and a trespass."387 Laws regarding surveillance,
voyeurism, and child pornography demonstrate the legal and social
recognition of the harm caused by the unauthorized viewing of one's
body. Criminal laws prohibiting surveillance and voyeurism rest on the
commonly accepted assumption that observing a person in a state of
undress or engaged in sexual activity without that person's consent not
only inflicts dignitary harms upon the individual observed, but inflicts a
social harm serious enough to warrant criminal prohibition and
punishment.3 As previously discussed, victims of nonconsensual
pornography suffer a wide range of harms, from the trauma and
humiliation of having the most intimate and private details of their lives
placed on display to job loss, severe harassment and threats, and serious
reputational harm. There should be little question that preventing these
harms is a compelling governmental interest.

Even in the absence of concrete harm, the protection of privacy is
essential for fostering the relationships and values crucial to an open
society. People rely on the confidentiality of transactions in other
contexts all the time: they trust doctors with sensitive health information;
salespeople with credit card numbers; and lawyers with their closely
guarded secrets. They are able to rely on the confidentiality of these
transactions because society takes it as a given that consent to share
information is limited by context. That intuition is backed up by the law,
which recognizes that violations of contextual consent can and should be
punished.389 Laws protecting victims from unauthorized disclosures of
their financial, legal, or medical information have a long and mostly
uncontroversial history. Both federal and state criminal laws punish
unauthorized disclosures of financial, medical, and business
information.39) The protection of a private individual's sexual

387. Union Pac. R.R. v. Botslord, 141 U.S. 250, 251-52 (1891).
388. See generally NAT'L CTR. FOR PROSECUTION OF CHILD A3USL & NAT'i Dis.

ATTORNEYS ASS'N, VoiURisM SIATumts 2009(2009) |hereinaller VOYURISM STATTIHFS 20091,
http://www.ndaa.org/pdf/voyeurismstatutesmar 09.pdl' (cataloguing the voyeurism legislation
across U.S. jurisdictions).

389. See, e.g., 18 U.S.C. § 1832(a)(2) (2012) (criminalizing the unauthorized disclosure of
trade secrets); 42 U.S.C. § 1320d-6(a)(3) (2012) (criminalizing the unauthorized disclosure of
individually identifiable health information).

390. See, e.g., 18 U.S.C. § 1832(a)(2) (criminalizing the unauthorized disclosure of trade
secrets): 42 U.S.C. § 1320d-6(a)(3) (criminalizing the unauthorized disclosure of individually
identifiable health information).
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information against unauthorized disclosure is entitled to at least the same
respect.

Furthermore, by protecting people against the disclosure of intimately
private images without their consent, the model statute advances the
government's interest in safeguarding important aspects of speech and
expression. Although privacy laws do, in some sense, restrict speech, they
also "directly enhance private speech" because their "assurance of
privacy helps to overcome our natural reluctance" to communicate freely
on private matters out of fear that those communications "may become
public."391 This is particularly true when the potential dissemination is
extremely wide-ranging, as it is with images distributed online. The fear
that private, intimate information might be exposed to the public
discourages individuals from engaging not only in erotic expression, but
also from other kinds of expressive conduct. Many victims report that
they withdraw from their professional, romantic, familial, educational,
and social media activities in the wake of the exposure of their intimate
information or in the fear that such information might be exposed.3 92

To suggest that none of these is a compelling governmental interest
would cast into doubt widely accepted legal restrictions for the protection
of privacy, from restrictions on the disclosure of records with personally
identifying information, to criminal prohibitions on voyeurism and
unlawful surveillance, to common-law protections against publicizing the
private life of another.

The model statute is moreover narrowly drawn to protect the
fundamental right to privacy without infringing upon freedom of speech.
It prohibits only the knowing and unauthorized disclosure of images of
identifiable persons who are nude or engaging in sexual conduct. The law
specifically exempts disclosures that are made in the public interest. The
provision also does not apply to disclosures of images of voluntary nudity
or sexual conduct in public or commercial settings. Nonconsensual
pornography laws based on my model statute do not amount to a complete
ban on expression.393 People remain free to produce, distribute, and
consume a vast array of consensually disclosed sexually explicit images.
Moreover, they remain free to criticize or complain about fellow citizens
in ways that do not violate the privacy rights of others. The narrowly
tailored prohibition in the model statute does not come close to shutting
down the vast number of ways in which people may vent their anger and
aggression. The Internet has provided innumerable opportunities for
aggressive and offensive interactions, and the First Amendment largely

391. Bartnicki v. Vopper, 532 U.S. 514, 537 (2001) (Brcyer, J., concurring).

392. See Natalie Gil, Victims ofRevenge Porn Turn to Students Jr Legal Advice, GUARDIAN

(July 25. 2016, 9:38 AM), https://www.theguardian.com/law/2016/jul/25/victims-of-revenge-

pom-turn-to-students-for-legal-advice.
393. See Vivid Entm't, L.L.C. v. Fielding, 774 F.3d 566, 578-79 (9th Cir. 2014).
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protects those opportunities. The First Amendment does not, however,
protect the unauthorized distribution of personal, private, and intimate
images unrelated to any public interest.

Ill. MAKING SENSE OF THE OPPOSITION

When the issue of nonconsensual pornography first began receiving
extensive public attention, representatives of the American Civil
Liberties Union (ACLU) reacted by declaring that no criminal law
prohibiting the nonconsensual distribution of sexually explicit images
was permissible within the bounds of the First Amendment.394 The
organization soon backed away from this approach395 and took a different
tack, insisting on an arbitrarily narrow definition of the crime. This
definition required, in essence, that the perpetrators be current or former
intimate partners and be motivated by the intent to harass their victims.
Despite having no basis for claiming that either of these limitations is
necessary to survive First Amendment challenge and, indeed, ignoring
the fact that both limitations create First Amendment vulnerabilities, the
ACLU has succeeded in intimidating several state legislatures into
watering down their laws according to the ACLU's specifications.

The ACLU was apparently emboldened by the outcome of its lawsuit
over Arizona's "revenge porn" law in 2014. The ACLU pressured
Arizona to replace its original law, which characterized the crime as a
privacy violation, with ACLU's preferred version, which transformed the
law into a weak and duplicative anti-harassment provision. Though no
determination of the constitutionality of Arizona's original law was ever
made (the state of Arizona merely agreed to not enforce the original law),
the ACLU and its surrogates-the Media Coalition and later the Motion
Pictures Association of America repeatedly insinuated and at times
outright falsely claimed that Arizona's law had been declared
unconstitutional.9 6 In fact, the only nonconsensual pornography law that

394. See Eric Schulzke, Califbrnia Lawmakers Target 'Revenge Porn'but Miss, Critics Say,
IlESERET NEWS (Sept. 8, 2013, 5:25 PM), http://www.descretnews.com/article/865586019/
California-lawmakers-target-revenge-porn-but-miss-critics-say. html (noting that the Northern
California ACLU had written a confused letter opposing the state's new "revenge porn" bill
without making any coherent First Amendment arguments or citing to any relevant cases); see
also Liz I lalloran, Race to Stop 'Revenge Porn' Raises Iree Speech Worries, N PR (Mar. 6. 2014,
11:16 AM), http://www.npr.org/blogs/itsallpolitics/2014/03/06/286388840/race-to-stop-revenge-
pom-raises-free-speech-worries.

395. "Will Matthews, a spokesman for the ACLU of Northern California, said that the ACIJ
had no objections to the bill, but he could not offer any explanation for why the initial objection
letter was sent, nor what changes in the bill altered their viewpoint." Schulzke, supra note 394.

396. See, e.g., Memorandum from Media Coalition, Inc., to Minn. Legislature,
https://drive.googic.com/file/d/01321LoKN jK5BNVHR/dW9valMwZms/view?usp-sharing
(falsely claiming that "Itjhe state of Arizona agreed to a permanent bar on enforcing the law
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has been declared unconstitutional as of January 2017 is Vermont's-
which had amended its law to include an intent to harass requirement, in
accordance with the ACLU's demands.397

A. The ACLU's Arizona Challenge

In May 2014, Arizona passed a law criminalizing nonconsensual
pornography. 398 In September 2014, the ACLU initiated a lawsuit
challenging the law on behalf of itself and a group of booksellers.399 In a
letter to Arizona lawmakers, the ACLU demanded that the state redefine
the crime, asserting that any law criminalizing "revenge porn" must be
limited to circumstances where

(1) a person who was or is in an intimate relationship with
another person and who, (2) during and as a result of that
relationship, obtained a recognizable image of such other
person in a state of nudity, (3) where such other person had
a reasonable expectation of privacy and an understanding
that such image would remain private, (4) to display such
image (5) without the consent of such other person, (6) with
the intent to harass, humiliate, embarrass, or otherwise harm
such other person, and (7) where there is no public or
newsworthy purpose for the display.400

According to the ACLU, any law against nonconsensual pornography
should only apply to perpetrators who were in intimate relationships with
their victims and who disclosed the material with the intent to harm them.

acknowledging that the law was unconstitutional"): MOTION PICTURiE Ass'N OF AMERICA (2016),

https://drive.google.com/tile/d/0B2LoKN IjK5BNQXAxbzlzlndtc ilH/view?usp-sharing ("The

state declined to defend the law. law. [sic] acknowledging the law's constitutional inflirmitics.");

Hearing on HB 129 Be/ore the II. Comm. on Judiciary 2017 Leg.. 65th Sess. 2 (Mont. 2017)

(statement of Motion Picture Ass'n of America representative Jessie Luther),

http://montanalegislature.granicus.com/MediaPlayer.php?clipid=20329&meta - id= 166445

(falsely claiming that the final decree in the Arizona case "found the law unconstitutional" around

minute 48:30).

397. See Elizabeth Hewitt, Judge Finds 'Revenge Porn' Law Unconstitutional, VT DIGGER

(Aug. 1, 2016, 6:38 PM), https://vtdigger.org/2016/08/01/j udge-finds-revenge-porn-law-

unconstitutional/. That decision is now under review by the Supreme Court of Vermont; CCRI

has filed an amicus brief in support of the state. Brief for Cyber Civil Rights Initiative et al. as

Amici Curiae Supporting Appellant, State v. VanBuren, No. 2016-253 (Vt. Jan. 16, 2017), 2017

WL 872499.
398. Michelle Dean, Arizona Adds Revenge Porn Law to Its Books;. GAWKER (May 2, 2014,

9:17 AM), http://gawker.com/arizona-adds-revenge-porn-law-to-its-books-1570757305.
399. Antigone Books LLC v. Brnovich, No. 2:14-cv-02100-PI IX-SRB (D. Ariz. July 10,

2015).
400. F-mail from American Civil Liberties Union, to Ariz. Lawmakers & Ariz. House of

Representatives Standing Comm. on the Judiciary (Feb. 10, 2015), https://drive.googlc.com/1ile/

d/0B2LoKNIjK5BNXONsZUdOUng5ZIE/view?usp~sharing.
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How exactly the ACLU arrived at this definition and what made the
ACLU qualified to define this conduct has never been made clear. But
the ACLU has reiterated this definition in statements to the media and in
testimony in opposition to legislation against nonconsensual pornography
in other states.4 0 1

Concerned about the effect the lawsuit could have on cases already
initiated under the law, the sponsor of Arizona's legislation,
Representative J.D. Mesnard, offered to amend the law to respond to
some of the objections raised by the suit.402 The parties agreed to stay
enforcement of the law during the amendment process.403 While the
ACLU's concern regarding newsworthiness had merit Arizona's law,
unlike the model statute, did not include a public interest exception-the
ACLU did not make a convincing case for its other demands.404

Nonetheless, the ACLU threatened to continue to oppose405 Arizona's
law as long as it failed to include an "intent to harass" requirement,
regardless of whether the law was amended to include an exception for
public interest.4 06

To support its claim that the Arizona statute was overbroad, the ACLU
listed a handful of scenarios it alleged were potentially prosecutable
under Arizona's statute, including bookstores selling volumes that
contained photographs from Abu Ghraib or parents sharing pictures of
their babies taking baths.407 Leaving aside for the moment the merits of

401. See Criminal Law Harassment - Revenge Porn: Hearing on H.B. 43 Before H.
Judiciary Comm., 2014 Leg., 434th Sess. 1-2 (Md. 2014) (statement of American Civil liberties
union of Md.).

402. See Franks, supra note 248.
403. Jamie Ross, AZ Revenge Porn Law Put on Hold by Judge. CoURTI ousr NEWS (Dec. 1,

2014), https://www.courthouscnews.com/az-revenge-porn-law-put-on-hold-by-iudge/.
404. See ILhR. 2515. 51st Leg., 2nd Sess. (Az. 2014).
405. See Bob Christie, Arizona House Approves Revisions to 'Revenge Porn' Law, WASH.

TIMES (Mar. 3, 2015), http://www.washingtontimes.com/news/2015/mar/3/arizona-house-sets-
vote-on-revisions-to-revenge-po/.

406. See Bill Slane. 'Revenge Porn' Bill Stalled by Lawsuit: Lawmaker Proposes Revisions.
CRONKITE NEWs (Feb. 13, 2015), http://cronkitenewsonline.com/2015/02/with-revenge-porn-
stalled-by-lawsuit-Iawmaker-proposes-revisions/.

407. See Press Release, American Civil Liberties Union, Bookstores, Publishers, News
Media. Librarians, and Photographers Charge Law Violates Freedom of Speech (Sept. 23, 2014),
https://www.aclu.org/news/first-amendment-lawsuit-challenges-arizona-criminal-law-banning-
nude-images. This Article does not share the ACLU's certainty that circulating unedited photos
of Abu Ghraib prisoners being sexually humiliated, with their genitalia and identifying features
completely exposed (photos that did expose them in this way would not be subject to
nonconsensual pornography statutes), should be absolutely protected by the First Amendment.
Indeed, given the sensitivity of the imagery, mainstream news outlets blurred or otherwise edited
the faces or the genitalia of the men depicted. Every disclosure that reveals the victims' identity
potentially not only magnifies their humiliation but also creates the risk of further harm when they
return to their communities.
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any of these particular examples, it is important to note that constitutional
overbreadth concerns "must not only be real, but substantial as well,
judged in relation to the statute's plainly legitimate sweep."408 That is,
mere conjecture that a statute could be applied very broadly is not in itself
sufficient grounds to invalidate it.409 A parade of horribles will not negate
the otherwise legitimate sweep of a statute. And despite the fact that New
Jersey's nonconsensual pornography law-which contains no "intent to
harass" requirement and is in some ways broader than the model statute-
was passed in 2003,41() and Alaska's very broad law was passed in
2006,1 the ACLU has not been able to cite a single actual instance of
this type of overapplication.

In 2016, Arizona ultimately passed a new version of its law that
restricted the statute to offenders who act with "the intent to harm, harass,
intimidate, threaten or coerce the depicted person."412 This left many
Arizona "revenge porn" victims without a legal remedy and others in a
state of confusion about where their case stood. On the ACLU's website,
an ACLU staff attorney celebrated the outcome, asserting that "Arizona
is a little bit freer today."4 13

B. Privacy vs. Harassment

The most disturbing aspect of the ACLU's position, evidenced in its
challenge to Arizona's law and in other challenges, is its continued
insistence on intent to cause harm or distress language. Intent-to-harass
requirements effectively convert what should be a privacy law into a
harassment law. In addition to mischaracterizing the nature of the harm
caused, as discussed above, this insistence ignores the fact that
harassment laws already exist at both the state and federal level. If they

408. 13roadrick v. Oklahoma, 413 U.S. 601, 615 (1973).
409. As the Supreme Court noted in 1973, "there are limitations in the English language with

respect to being both specific and manageably brief." Id. at 608 (quoting United States Civil

Service Comm. v. Letter Carriers, 413 U.S. 548, 578-79 (1973)). No statute will "satisfy those

intent on finding fault at any cost," but the Constitution does not require the satisfaction of

impossible standards. Id. What is required, rather, is that laws be "set out in terms that the ordinary

person exercising ordinary common sense can sufficiently understand and comply with, without

sacrifice to the public interest." Id. To strike down a law on the grounds of constitutional

overbreadth is "strong medicine ... employed by the Court sparingly, and only as a last resort."

Id. at 601.
410. N.J. STAT. ANN. § 2C:14-9 (West 2017).
411. ALASKA STAT. § 11.61.120 (2017).
412. ARIZ. REv. STAT. ANN. § 13-1425 (2017).
413. Lee Rowland, VICTORY! Federal Judge Deep-Sixes Arizona's Ridiculously Overbroad

'Nude Photo' Law, ACLU (July 10, 2015, 6:45 PM), https://www.aclu.org/blog/spcak-freely/

victory-federal-judge-deep-sixes-arizonas-ridiculously-overbroad-nude-photo-law#comments-
top.
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were effective deterrents or responses to this conduct, thousands of
victims would not be reporting that law enforcement has told them that
what happened to them was not a crime. Treating nonconsensual
pornography as harassment would merely duplicate existing, ineffective
law.

The ACLU's argument that intent-to-harass requirements are required
by the Constitution is particularly odd in light of the organization's own
history of arguing that concepts such as harassment and emotional
distress are unconstitutionally overbroad. The ACLU has repeatedly
attacked harassment and stalking provisions precisely on this basis. In
objecting to federal stalking provisions of the Violence Against Women
Act,414 the ACLU characterized intent to cause "substantial emotional
distress" elements, as well as intent to "harass" or "intimidate" elements,
as "unconstitutionally overbroad."4 15 Thus, the ACLU paradoxically
insists that in order for nonconsensual pornography laws to be
constitutional, they must include the very element that, according to the
ACLU, makes stalking laws unconstitutional.

Beyond vagueness and overbreadth issues, prohibiting only
disclosures of sexually explicit images when they are intended to cause
distress, while allowing disclosures that are not, also renders a law
vulnerable to objections of underinclusiveness4 16 and viewpoint
discrimination.417 As noted above, the only nonconsensual pornography
law to date to be declared unconstitutional is Vermont's, which was
amended to include an "intent to harass" requirement under pressure from
the ACLU and its surrogates.4 18 By contrast, none of the nonconsensual
pornography laws that do not include "intent to harass" requirements
(including the oldest such law on the books, New Jersey's, which was
passed in 2003) has been found unconstitutional.

The ACLU's favored statutes also allow any person who disclosed
private, sexually explicit material for profit, reputation enhancement,

414. Pub. L. No. 103-322, 108 Stat. 1941 (1994) (codified at 42 U.S.C. § 13981 (2012)),
invalidated by United States v. Morrison, 529 U.S. 598 (2000).

415. Gabe Rottman. New Expansion of Stalking Law P'oses First Amendment Concerns,
ACLU (Mar. 12, 2013, 1:55 PM), https://www.aclu.org/blog/free-speech/new-expansion-
stalking-iaw-poses-first-amendment-concems.

416. See Snyder v. Phelps, 562 U.S. 443, 458 (2011).
417. For example, a Texas court recently held that the state's improper photography statute

could not be rescued from constitutional overbreadth because it only criminalized photographs
taken with the intent to arouse or gratify a person's sexual desires. In fact, the court found that
such an intent requirement was "the regulation of protected thought." /_ parte Thompson, 442
S.W.3d 325, 339, 350-51 (Tex. Crim. App. 2014). See also Snyder, 562 U.S. at 458.

418. See Hewitt, supra note 397. 1 have firsthand knowledge of the development of
Vermont's law, as I was asked to testify regarding the bill before the Vermont House Judiciary in
2015.
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entertainment, or "satire" to act with impunity.419 A 2015 case involving
the Penn State chapter of the Kappa Delta Rho (KDR) fraternity
illustrates the consequences of such a position. After it came to light that

fraternity brothers were posting photos of naked, unconscious women to

a members-only Facebook page, a KDR member defended the group's
actions by claiming that "[i]t was a satirical group. It wasn't malicious
whatsoever. It wasn't intended to hurt anyone. It wasn't intended to

demean anyone."420 Fortunately for these fraternity members-and

unfortunately for the women they victimized-Pennsylvania's

nonconsensual pornography law was precisely the kind of narrow law421

that the ACLU endorses.422 Enacted in 2014, that law is restricted to those

who, "with intent to harass, annoy or alarm a current or former sexual or

intimate partner . . . disseminate[] a visual depiction of the current or

former sexual or intimate partner in a state of nudity or engaged in sexual

conduct."4 23 The sponsor of the legislation recently stated that she intends

to close the "relationship loophole" in light of the KDR case;4 24 there is

no word yet on whether she intends to address the "intent to harass"

requirement as well.
The ACLU's position on nonconsensual pornography laws is in

tension with its own reputation as a champion of privacy rights. The

ACLU supports laws that protect many forms of private information,

such as Social Security numbers, genetic information, and even

geolocation data. Both state and federal criminal laws prohibit the

unauthorized disclosure of material such as medical records,425 financial

data,4 26 and cell phone usage information.42 7 None of these statutes

require that perpetrators act with the intent to harass their victims, and

certainly none require that the perpetrator and victim be intimate partners.

These laws reflect the century-old understanding that, in the words of

Warren and Brandeis, "the absence of 'malice' in the publisher does not

afford a defence" to privacy violations; "[p]ersonal ill-will is not an
ingredient of the offence, any more than in an ordinary case of trespass

to person or to property.4 2 8 The ACLU clearly recognizes in most

contexts that protecting privacy does not demand the addition of "intent

419. Franks, supra note 248.
420. Id.
421. 18 PA. CONs. STAT. § 3131 (2017).
422. I repeatedly advised the legislative sponsor against such requirements.

423. 18 PA. CONS. STAT. § 3131.
424. Christian Alexandersen, Senator Wants to Close 'Revenge Porn' Relationship

Exemption Amid Penn State Frat Scandal, PENN LIVE (Mar. 19, 2015, 4:31 PM),

http://www.pennlive.com/midstate/index.ssf/2015/03/senator-wants to close-revenge.htmi.

425. 42 U.S.C. § 1320d-6 (2012).
426. TEx. PENAL CoDE ANN. § 31.17 (2015).
427. 47 U.S.C. § 222 (2012).
428. Warren & Brandeis, supra note 222, at 218.
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to harass" requirements and does not violate the First Amendment.
Treating nonconsensual pornography as a harassment issue instead of

a privacy issue demotes the harm it causes from an invasion of privacy to
something more akin to hurt feelings. Not only is this a misguided and
patronizing approach to nonconsensual pornography, but it also renders
nonconsensual pornography laws more vulnerable to constitutional
attack. The ACLU has been instrumental in attacking the constitutional
legitimacy of anti-harassment laws, even as it has helped cement the
constitutional legitimacy of pro-privacy laws.

C. Whose Privacy?

If the ACLU acknowledged that nonconsensual pornography is a
privacy issue, not a harassment issue, it would have to confront some
serious inconsistencies in its positions on sexual privacy versus other
forms of privacy. On its Technology and Privacy Project webpage, the
ACLU proclaims, "The ACLU works to expand the right to privacy,
increase the control individuals have over their personal information, and
ensure civil liberties are enhanced rather than compromised by
technological innovation. "429 In many cases, the ACLU seems to make
good on this promise: The ACLU has urged the FTC to pursue data
brokers who buy and sell information about consumers;430 written a letter
of support43 1 for the Genetic Information Nondiscrimination Act as a
means of protecting "extremely personal sensitive information"; and
encouraged Congress to pass legislation that would require patient
consent for the use of medical records for "secondary purposes."432 All
of these measures emphasize the right of individuals not to have their
private information disclosed without consent, without any reference to
motive.

Lest one think that the difference here rests on a distinction between
civil and criminal regulation, the ACLU has recently advocated in
support of a bill that would make negligent disclosures of geolocation

429. Privacy and Technology, ACLU, https://www.aclu.org/technology-and-liberty (last
visited Aug. 18, 2017).

430. Chris Calabrese, Federal Trade Commission Needs to Move Beyond Reports When It
Comes to Data Brokers, ACLU (May 28, 2014, 3:10 PM), https://www.aclu.org/blog/technology-
and-liberty/federal-trade-commission-needs-move-beyond-reports-when-it-comes-data.

431. Letter from ACLU, to Senator (2014), https://www.aclu.org/technology-and-liberty/
aclu-letter-senate-urging-support-s-358-%H2%80%9Cgenetic-information-nondiscriminatio
(last visited Apr. 5, 2017).

432. ACLU Urges Congress to Define Medical Privacy as Patient Control ofElectronic
Health Records, ACLU (July 23, 2008), https://www.aclu.org/technology-and-liberty/aclu-urges-
congress-definc-medical-privacy-patient-control-electronic-health-.
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data a federal crime433 and authored laws forbidding merchants from
asking customers for Social Security numbers on pain of criminal
penalty.434 These reforms use the criminal law to suppress speech in order
to protect privacy. And yet the ACLU fights measures that attempt to
protect the privacy of information arguably far more intimate than
geolocation data or Social Security numbers.

The peculiar refusal to recognize nonconsensual pornography as a
privacy violation is shared by the ACLU's fellow critics of revenge porn
reform: the Media Coalition and the Motion Pictures Association of
America (MPAA). The Media Coalition, whose membership is
composed of booksellers, publishers, librarians, film, and recording and
video game producers, was a party to the action brought by the ACLU
against the original Arizona bill and has opposed, alongside the ACLU,
other state legislation on the issue.435 The MPAA, the trade association
representing major Hollywood studios, has joined the ACLU and the
Media Coalition in opposing nonconsensual pornography laws. Both the
Media Coalition and the MPAA recycle ACLU talking points in their
opposition. The two groups made their first high-profile stand against
revenge porn reform in April 2016, when Minnesota's nonconsensual
pornography bills, House File 2741 and Senate File 2713, were making
their way through the legislature.436 The bills' sponsor, Rep. John Lesch,
had organized a diverse Working Group on the subject in 2015 that
included CCRI as well as the ACLU. Both the Media Coalition and the
MPAA published letters of opposition to the bill, attempting to
characterize nonconsensual pornography as "offensive" or
"embarrassing" "free speech."43 7

But the two groups were unable to offer a single example of protected
speech that would be prohibited by the statute.438 This is unsurprising,
given that the bills in question were narrowly drafted to prohibit only
intentional disclosures of only sexually explicit images and videos

433. ACLI and Bipartisan Supporters Urge Passage of Bill to Check GPS Tracking by

Police: It's Time to Bring Privacy Laws Up to Speed with New Technology, ACLU (Mar. 20,

2013), https://www.acIu.org/news/aclu-and-bipartisan-supporters-urge-passage-bill-check-gps-
tracking-police.

434. Robert lillis Smith, Statement on Social Security Number Privacy Act Bill 11-5202,

PRIVACY J. (Feb. 8, 2011), http://riaclu.org/legislation/biIl/social-security-numbers-h-
5 20 2-s-

179/.
435. About, MEDIA COALITION, http://mediacoalition.org/about/ (last visited May 22, 2017).

436. Teri Robinson. MPAA Says Minn. Revenge Porn Bill Would Compromise Free Speech,

SC MEDIA (Apr. 4. 2016). https://www.scmagaziinc.com/mpaa-says-minn-revenge-porn-bill-

would-compromise-free-speech/printarticle/528733/.
437. Memorandum from the Media Coalition and Motion Picture Association (MPAA) to

Minn. 11F2741 and SF2713 (Mar. 28, 2016), http://www.cybercivilrights.org/mpaa/.

438. Id.
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without the depicted individuals' consent and only when a reasonable
person would have known the images were to remain private, in addition
to including an exception for disclosures that "relate[] to a matter of
public concern," when "dissemination serves a lawful public purpose."439

Both the Media Coalition and the MPAA, following the ACLU's lead,
"urge[d] the addition of an 'intent to harass' provision, claiming that such
a requirement would dissolve their constitutional objections."44(" But, as
noted above, if the statute raised any genuine First Amendment issues,
they could not be answered by a requirement that singles out certain
viewpoints for punishment. Such a provision would, in fact, potentially
create First Amendment objections on the grounds of underinclusiveness
and viewpoint discrimination, in addition to rendering the law incoherent
and duplicative of existing law. Adding an "intent to harass" requirement
would moreover, as noted above, mean that the people who distributed
the private, intimate photos of celebrities, including Hollywood star
Jennifer Lawrence, would be free to do so with impunity because they
were merely providing "entertainment."

The ACLU did not prevail in Minnesota. But it did succeed in
convincing Arizona legislators in 2015 and in lobbying Rhode Island
Governor Gina Raimondo to veto a strong bill that had been passed
almost unanimously by the state legislature in 2016.441 The ACLU's
opposition to Rhode Island's bill was particularly strange in light of the
fact that the Rhode Island ACLU had previously authored a law
forbidding merchants to ask customers for their Social Security numbers
on pain of criminal penalty-a suppression of speech that the ACLU
clearly considered to be a justified and necessary measure to protect
privacy.4 42

The approach taken by the ACLU and special interest groups like the
Media Coliation and the MPAA allows revenge porn site operators to
destroy the lives, careers, reputations, and personal relationships of
thousands of people, mostly women, so long as their motives are greed
or voyeurism: rapists may continue to distribute footage of their sexual
assaults on social media; nursing home workers may continue to share
nude photos of vulnerable patients for entertainment;443 and police
officers may continue to trade naked photos stolen from women they have
detained as a "game."444 It is difficult to reconcile such a position with
the protection of privacy or other civil liberties.

439. Id
440. Id.
441. Ted Nesi, Raimondo Issues First Veto, Over 'Revenge Porn,' WPRI (June 21, 2016.

10:43 AM), http://wpri.com/2016/06/21/raimondo-issues-first-veto-over-revenge-porn/.
442. Smith, supra note 434.
443. See Ornstein, supra note 39.
444. See Gafni, supra note 235.
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THE FUTURE

There is no silver bullet-legal or otherwise-to ending the practice
of nonconsensual pornography. Eradicating this abuse requires a
transformation of not only legal, but also social and technological, norms.
It requires, for example, an outright rejection of the entrenched cultural
belief that women's bodies are public property, and an unequivocal
condemnation of using sex as a means of discipline. This will not be
achieved by criminalization alone, and criminalization necessarily
creates its own problems. It is undeniable that there is a crisis of over-
incarceration in this country and that our criminal justice system is deeply
flawed in many respects. But it is also undeniable that crimes against
women and girls have historically been under-criminalized, and that our
legal system's failure to adequately recognize and condemn sexual abuse
in particular is one reason we continue to be plagued by it.

With these qualifications, the move towards criminalization has given
victims of this destructive practice some reason for hope. Not only does
it provide an avenue towards justice that does not require the time-
consuming and costly services of private attorneys (time and money
being two luxuries few victims can afford), it also sends the powerful
message that nonconsensual pornography is a form of sexual abuse for
which victims are not to blame. The criminalization approach is also the
only approach with any serious potential for deterrence. Given the
immediate, devastating, and often irremediable harm that nonconsensual
pornography inflicts, deterrence must be the first priority.

It is past time for the law, as well as the tech industry and society as a
whole, to recognize that sexual privacy-women's as well as men's-is
at least as deserving of respect as other forms of privacy. People rely on
the confidentiality of transactions in other contexts all the time: we trust
doctors with sensitive health information; we trust salespeople with credit
card numbers; and we trust search engines with our most private
questions and interests. We are able to rely on the confidentiality of these
transactions because our society takes it as a given-most of the time-
that consent to share information is limited by context. That intuition is
backed up by the law, which recognizes that violations of contextual
consent can and should be punished. Laws protecting victims from
unauthorized disclosures of their financial, legal, or medical information
have a long and mostly uncontroversial history; it is remarkable that
disclosures of sexual information have for so long been treated
differently. Both federal and state criminal laws punish unauthorized
disclosures of financial, medical, and business information. The
circulation of credit card numbers, health records, or trade secrets without
proper authorization all carry serious criminal penalties. Laws regarding
surveillance, voyeurism, and child pornography demonstrate the legal
and social recognition of the harm caused by the unauthorized viewing of
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one's body. Criminal laws prohibiting surveillance and voyeurism rest on
the commonly accepted assumption that observing a person in a state of
undress or engaged in sexual activity without that person's consent not
only inflicts dignitary harms upon the individual observed, but inflicts a
social harm serious enough to warrant criminal prohibition and
punishment.445

Privacy is not, as revenge porn reform critics would have it, inherently
at odds with freedom of speech; privacy is in fact essential to free
speech.446 As Justice William 0. Douglas wrote in 1971, free discourse
is impossible under surveillance: the individual's right to be "the sole
judge of as to what must be said and what must remain unspoken" is the
"essence of the idea of privacy implicit" in the First Amendment.447 If the
right to free speech-for everyone, women and men-is to be more than
a hollow right, then the right to privacy must also be defended.

In a 2000 article for Harvard Magazine titled Code is Law: On Liberty
in Cyberspace, Professor Lawrence Lessig wrote,

Our choice is not between 'regulation' and 'no regulation.'
The code regulates. It implements values, or not. It enables
freedoms, or disables them. It protects privacy, or promotes
monitoring. People choose how the code does these things.
People write the code. Thus the choice is not whether people
will decide how cyberspace regulates. People-coders-
will. The only choice is whether we collectively will have a
role in their choice-and thus in determining how these
values regulate-or whether collectively we will allow the
coders to select our values for us.448

Code, of course, has multiple meanings. It can mean the code written by
software engineers who design social media platforms and Internet
infrastructure, the code of our social norms, or the code of laws. To fight
against the harm of nonconsensual pornography and to protect the values
of intimate expression and privacy, we must take responsibility for all of
these codes, and rewrite them when necessary.

445. See VOYEURISM STATIUEs 2009, supra note 388.
446. See Mary Anne Franks, Why Hulk vs. Gawker Is Not About Privacy vs. ree Speech.

Ill)FFINGTON PosT (Mar. 23, 2016, 12:17 PM), http://www.huflingtonpost.com/mary-anne-
franks/why-hulk-versus-gawk-is-n b_9527786.html.

447. Id.
448. Lawrence Lessig, Code Is Law: On Liberty in Cyberspace, I lARV. MAG. (Jan. 1, 2000),

http://harvardmagaine.com/2000/01/code-is-law-html.
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ALL PORN ALL THE TIME*

AMY ADLERt

I want to begin this symposium by making a controversial assertion: In the
escalating war against pornography, pornography has already won. I make this
claim not to take a side in the porn wars, but rather to observe, bluntly, the new
world in which we live.

Because of shifts in our culture and, most prominently, shifts in
technology-the subject of this conference-pornography has been transformed.
Once a widespread but sequestered industry, pornography is now ubiquitous in
our society in a way that would have been unimaginable twenty years ago. Teen
girls now clamor to be porn stars, while media outlets like MTV and VH1 fea-
ture porn stars like Ron Jeremy as pundits.' Porn star Jenna Jameson wrote a
New York Times bestseller. 2 Large corporations, such as Marriott and AT&T are
now porn distributors. 3 So changed are our cultural standards governing display
that much of what we take for granted on television or in advertisements would
have been considered pornographic just two decades ago.4 Pornography is so
commonplace that for many it is merely an annoyance-more spam to clear out
of our email inboxes each morning. Porn, at least soft-core porn, is arguably
now at the heart of mainstream culture. 5 These changes are so dramatic that I

* These remarks are based on my Introduction to the Symposium, held at N.Y.U. School of Law

on April 3, 2006.
t Professor of Law, NYU School of Law. For helpful comments I am grateful to Matthew Benja-
min, Marjorie Heins, Andy Koppelman and Lenn Robbins. Charlotte Taylor provided superb
research assistance.
1. For example, Ron Jeremy appeared on the cast of VHI's The Surreal Life Fame Games: Sur-
real Sex. See http://www.vhl.com/shows/dyn/surreal life-fame-games/106207/episode.jhtml
(scroll down to "Video" and follow "Surreal Life Fame Games: Surreal Sex" hyperlink) (last vis-
ited Feb. 5, 2007). MTV's website offers a mainpage featuring Ron Jeremy.
http://www.mtv.com/#/movies/person/84815/personmain.jhtml.
2. JENNA JAMESON, HOW TO MAKE LOVE LIKE A PORN STAR: A CAUTIONARY TALE (2004).
3. Andrew Koppelman, Does Obscenity Cause Moral Harm?, 105 COLUM. L. REV. 1635, 1657
(2005). The New York Times estimated in 2001 that porn was at least a 10 billion dollar industry.
Frank Rich, Naked Capitalists, N.Y. TIMES, May 20, 2001, Mag., at 50. For a comprehensive ac-
count of the rise of the por industry, see FREDERICK S. LANE III, OBSCENE PROFITS: THE
ENTREPRENEURS OF PORNOGRAPHY IN THE CYBER AGE (2000).
4. See, e.g., Don Aucoin, The Pornification Of America, BOSTON GLOBE, Jan. 24, 2006, at Cl
("Not too long ago, pornography was a furtive profession, its products created and consumed in the
shadows. But it has steadily elbowed its way into the limelight, with ... aspects of the porn sensi-
bility now inform[ing] movies, music videos, fashion, magazines, and celebrity culture.")
5. In fact, I have argued that something more surprising has happened-a soft-core version of
child pornography has also become mainstream in our culture. See Amy Adler, The Perverse Law
of Child Pornography, 101 COLuM. L. REV. 209 (2001); Audio tape: N.Y.U. Review of Law &
Social Change Colloquium, Problems of Censorship in a New Technological Age, Apr. 3, 2006
(on file with the N.Y.U. Review of Law & Social Change) (remarks of Amy Adler).
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would argue the war on pornography has come to resemble the war on drugs, a
war that (at least for now) seems as if it cannot be won.6

Why has pornography become so central to our culture? This question
could itself be the subject of a conference. There are a number of significant
factors, including changes in social norms governing sexuality, and the satura-
tion of mass media, advertising, and communications with photographic images.

Yet it seems arguable that the most prominent factor driving this shift toward the

mainstreaming of porn has been technological innovation. The rise of the inter-

net and the development of other new technologies, such as digital cameras,
internet relay chats, and peer-to-peer networking, have changed the playing field.
These innovations have dramatically lowered the cost of production and distribu-

tion for pornography while, at the same time, making it easier for producers and

distributors to avoid detection. 7 Pornography has the force of technology on its
side.

I think it is time to reassess pornography in light of its newfound cultural
dominance. This symposium therefore comes at a moment of great opportunity.
What does this change in the cultural landscape mean for legal regulation?

The three panels in the symposium (and the essays that follow) focus on the
three significant fronts in the war on pornography: attempts to restrict the online
environment in the name of protecting minors; the battle against child pornogra-
phy; and the ongoing, and indeed escalating, prosecution of obscenity. Each of

these areas deserves to be treated in depth, as the following essays do. In these
remarks, however, rather than looking at each doctrinal area in isolation, I sug-

6. See, e.g., Eugene Volokh, Obscenity Crackdown-What Will the Next Step Be?,

TECHKNOWLEDGE, Apr. 12, 2004, http://www.cato.org/tech/tk/040412-tk.html (arguing that we are
unable to censor porn at least within current constitutional confines). Volokh also emphasizes the
international aspect of pornography. Id. This globalization of the porn market, of course, has been
enabled by technological innovation.

In this regard, it is worth noting the absence of any panel in this symposium addressing the

feminist anti-pornography movement. While we can still debate the wisdom of the feminist anti-
pornography position, I think all would agree that as a practical matter, the movement has lost its
battle against pornography.
7. See e.g., United States v. Williams, 444 F.3d 1286, 1290 (11 th Cir. 2006) ("Regulation [of child
pornography] is made difficult.., by the vast and sheltering landscape of cyberspace."). See also
Adam Walsh Child Protection and Safety Act of 2006 § 501(1)(C), 18 U.S.C. § 225 1(1)(C) (2007
Supp.) ("The advent of the Internet has greatly increased the ease of transporting, distributing,
receiving, and advertising child pornography in interstate commerce. The advent of digital cam-

eras and digital video cameras, as well as videotape cameras, has greatly increased the ease of
producing child pornography."). In a recent New York Times article, an investigative reporter de-

scribed the labyrinthine system constructed to shield the origins of a pornographic website: "Pay-
ments through Western Union were processed through Ukraine. An administrative e-mail address
suggested the company was based in Russia. Using a commercial software program, The Times
traced messages ... back to servers in Germany" and then to a company serving as an anonymous
front. Kurt Eichenwald, With Child Sex Sites on the Run, Nearly Nude Photos Hit the Web, N.Y.
TIMEs, Aug. 20, 2006, at Al.
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gest that we look at them together against the larger backdrop I have just painted.
Picture these three doctrines as alternate weapons in the government's arsenal as
it fights the larger war against pornography. Although these doctrines are indeed
quite distinct from one another, the perspective I advocate reveals the porous
nature of doctrinal boundaries in actual practice.

As I will show, this perspective will help to illuminate otherwise puzzling
developments in obscenity law. Ten years ago, obscenity law seemed to be in its
death throes, a doctrine largely abandoned by prosecutors. Yet like a phoenix
from the ashes, obscenity law has begun to stage a dramatic and surprising
comeback. I submit that its resurgence can only be fully understood by viewing
obscenity law as merely one of the three fronts in the larger war against pornog-
raphy. Ultimately, this broader perspective not only sheds light on changes
within obscenity law, but also suggests a more complex take on each battleline
in the government's campaign against pornography: free speech victories in one
area may signal defeats in another.

In the following remarks, I describe the major doctrinal areas that are the fo-
cus of the essays in this symposium. I then tell the narrative of obscenity law's
fall and subsequent rise to make an argument for viewing the three doctrines col-
lectively as related weapons in the government's losing war against pornogra-
phy. Part I sets forth an overview of the three major doctrines. Part II looks
specifically at the puzzle of obscenity law's decline and resurgence. Part III
sketches out a possible solution to the puzzle of obscenity law's revival. Here I
suggest that by viewing the separate doctrinal areas that this volume addresses as
part of a larger interlocking system, we can gain new insight into obscenity law's
revival. Specifically, I argue that government defeats (usually at the hand of the
Supreme Court) in other doctrinal areas have led to obscenity law's return.

I.
THE DISCRETE DOCTRINAL BATTLES

The first panel-"Internet Pornography and Technology: Is Filtering the So-
lution?"--addresses attempts to regulate internet pornography because of fears
about its effects on children. Congress has been attempting to regulate online
pornography based on this model for the last ten years, but has been repeatedly
thwarted by the Supreme Court over concerns about the threat that such regula-
tion poses to protected speech. In 1996, Congress passed the Communications
Decency Act (CDA), 8 which criminalized indecent and patently offensive online
communications; the Court struck down the CDA's major provisions on consti-
tutional grounds in 1997. 9 In response to this defeat, Congress in 1998 passed

8. Pub. L. No. 104-104, 110 Stat. 133 (1996) (codified as amended at 47 U.S.C. § 223 (2000)).
The CDA, inter alia, prohibited the knowing transmission of obscene or indecent messages to any
recipient under 18 years of age. Id. at § 502(d), 42 U.S.C. § 223(d).
9. The Court held the CDA unconstitutional because it was not narrowly tailored to serve a com-
pelling governmental interest and because less restrictive alternatives were available. Reno v.
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the Child Online Protection Act (COPA).10 COPA was premised on the notion
that some speech, even if it is constitutionally acceptable for adults to view, may
be regulated because it is "harmfil to minors."" COPA's constitutionality was
the subject of litigation for almost nine years. The Supreme Court evaluated it
twice. In Ashcroft v. ACLU 1,12 the Court issued a narrow ruling: although it
rejected the Third Circuit's holding that COPA was overbroad because it relied
on "contemporary community standards" 13 in evaluating speech, the Supreme
Court nonetheless remanded the case for further assessment of COPA's First
Amendment validity. 14  Two years later, in Ashcroft v. ACLU 11, 15 the Court
found that private filtering technology might more effectively protect minors
than Congress's proposed regulatory scheme would, and with less threat to free
speech. 16 The district court, on remand, finally issued a permanent injunction
against COPA this year. 17

The second weapon in the government's arsenal is the law of child pornog-
raphy. Though extremely powerful and extremely focused, 18 this weapon is lim-

American Civil Liberties Union, 521 U.S. 844, 864-70 (1997).
10. Pub. L. No. 105-277, 112 Stat. 2681-736 (1998) (codified as amended at 47 U.S.C. § 231
(2000)).
11. COPA defines "material that is harmful to minors" as:

any communication, picture, image, graphic image file, article, recording, writing, or
other matter of any kind that is obscene or that-

(A) the average person, applying contemporary community standards, would find,
taking the material as a whole and with respect to minors, is designed to appeal to,
or is designed to pander to, the prurient interest;
(B) depicts, describes, or represents, in a manner patently offensive with respect to
minors, an actual or simulated sexual act or sexual contact, an actual or simulated
normal or perverted sexual act, or a lewd exhibition of the genitals or post-
pubescent female breast; and
(C) taken as a whole, lacks serious literary, artistic, political, or scientific value for
minors.

Id. § 23 1(e)(6). For an excellent discussion of the concept of "harmful to minors", see generally
MARJORIE HEINS, NOT IN FRONT OF THE CHILDREN: "INDECENCY," CENSORSHIP, AND THE INNO-

CENCE OF YOUTH (2001).
12. Ashcroft v. American Civil Liberties Union (Ashcroft v. ACLU I), 535 U.S. 564 (2002).
13. See American Civil Liberties Union v. Reno, 217 F.3d 162, 173-80 (3d Cir. 2000).
14. 535 U.S. at 584-86 (finding COPA's use of community standards to identify material that is
harmful to minors does not render statute facially overbroad; remanding for further analysis of
other overbreadth and vagueness issues).
15. Ashcroft v. American Civil Liberties Union (Ashcroft v. ACLU II), 542 U.S. 656 (2004).
16. Id. at 666-69 (upholding preliminary injunction against enforcement of COPA and remanding
case).
17. American Civil Liberties Union v. Gonzales, 478 F. Supp. 2d 775 (E.D. Pa. 2007). In contrast
to the CDA and COPA, Congress has had success using the "harmful to minors" rationale to im-
pose filters on public libraries' internet access. In 2003, the Supreme Court upheld the Children's
Internet Protection Act ("CIPA"), Pub. L. 106-554 §§ 1711-41, 114 Stat. 2763A-337-2763A-352
(2000), codified as amended at scattered sections of 20 and 47 U.S.C. (2000), which forbids public
libraries to receive federal assistance for Internet access unless they install software to block ob-
scene or pornographic images and to prevent minors from accessing material harmful to minors.
United States v. Am. Library Ass'n., Inc., 539 U.S. 194 (2003).
18. For a discussion of child pornography law's power as compared to obscenity law, see Adler,
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ited in at least two important ways. First, it criminalizes only those pornographic
visual images made using actual children; Congress had tried to go further,
criminalizing under the rubric of child pornography wholly virtual images de-
picting child sexual conduct, 19 but the Supreme Court rejected that legislation in
2002.20 Second, child pornography law is limited in the sense that it now fights
on a vastly changed battlefield. Developed prior to the digital revolution, child
pornography law is now arguably outmatched by the new ease of pornographic
production and distribution brought about by technological innovation. In recent
years, the federal government has portrayed child pornography in the age of the
internet as if it were a multi-headed hydra: so wily and aggressive are child por-
nography producers and so deviant and demanding are the consumers that as
soon as the government cuts off one head, more rise up to take its place, aided
and abetted by technology. For example, speaking in April of 2006, Attorney
General Alberto Gonzales called child pornography a growing "epidemic" and
used surprisingly graphic and dramatic language to describe the increasingly
hard-core material now available. 21 Of course, claims about the changing nature
of child pornography are difficult to verify for a number of reasons: above all, it
is extremely hard, if not impossible, to measure accurately the online environ-
ment;22 in addition, no one outside of government can fully assess these claims
because child pornography law prohibits researchers, academics, or anyone out-
side of law enforcement from looking at child pornography. Even though it is

The Perverse Law of Child Pornography, supra note 5.

19. Child Pornography Prevention Act of 1996, Pub. L. No. 104-208, § 121 (codified as amended
at 18 U.S.C. §§ 2251-2252A, 2256,42 U.S.C. §§ 2000aa(a)(1), (b)(1) (2000)).
20. Ashcroft v. Free Speech Coalition, 535 U.S. 234 (2002) (striking down Child Pornography
Prevention Act on overbreadth grounds).
2 1. Gonzales said: "I have seen pictures of older men forcing naked young girls to have anal sex.
There are videos on the Internet of very young daughters forced to have intercourse and oral sex
with their fathers .... There are images of graphic sexual and physical abuse of innocent children,
even babies." Quoted in Terry Freidan, Gonzales Gives Child Porn 'wake-up call', CNN.COM,
Apr. 20, 2006 available at http://www.cnn.com/2006/LAW/04/20/gonzales.porn/.
22. See EVA J. KLAIN, HEATHER J. DAVIES, MOLLY A. HICKS, AM. BAR Ass'N CTR. ON CHILDREN &
THE LAW, NAT'L CTR. FOR MISSING & EXPLOITED CHILDREN, CHILD PORNOGRAPHY: THE CRIMINAL-
JUSTICE-SYSTEM RESPONSE 3 (Alexandria, Virginia: National Center for Missing & Exploited
Children, March 2001) ("Accurate estimates are difficult because no valid and reliable methodol-
ogy has been devised to measure the amount of child pornography especially on the Internet.").
See also JANIS WOLAK, KIMBERLY MITCHELL & DAVID FINKELHOR, CRIMES AGAINST CHILDREN
RESEARCH CTR., INTERNET SEX CRIMES AGAINST MINORS: THE RESPONSE OF LAW ENFORCEMENT 3
(2003) ("Because Internet sex crimes against minors are a recent phenomenon, data about them
have not been gathered in a national study."). Cf Jason McLure, Numbers Game: Gonzales
Launches DOJ Project Safe Childhood With Mysterious Figure, LEGAL TIMES ONLINE, May 22,
2006, http://www.law.com/jsp/dc/PubArticleDC.jsp?id=1147770329023 (reporting that Attorney
General Alberto Gonzales's estimate that at any given time, 50,000 predators are on the Internet
prowling for children appears to be drawn from media reports that were not based on any available
research). But see Indecent Exposure: Oversight of DOJ's Efforts to Protect Pornography's Vic-
tims: Before the S. Comm. on the Judiciary, 108th Cong. (Oct. 15, 2003) (statement of John G.
Malcolm, Deputy Assistant Attorney General, Criminal Division, Dep't of Justice) (citing a "re-
cent study by the National Society for the Prevention of Cruelty to Children [that] indicates that
approximately 20,000 images of child pornography are posted on the Internet every week.").
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hard to evaluate these claims, it still seems evident that dramatically lowered
costs of production and distribution, coupled with technological advances that
make it easier to evade detection, have strengthened the hand of child pornogra-
phers.

Finally, there is obscenity law, the subject of the third panel. Obscenity law
represents the oldest of the three weapons in the government's arsenal. Al-
though federal obscenity law dates to the mid-nineteenth century, it wasn't until
1957 that the Supreme Court first held that a category of expression called "ob-
scenity" lacked First Amendment protection.23 Over the following sixteen years,
the Court fought bitterly about obscenity doctrine. 24 In 1973, over vigorous dis-
sent, five members of the Court finally arrived at a standard definition of the
term "obscene" that has remained consistent to this day.25 Although the doctrine
is settled, obscenity law has continued to provoke scathing criticism from legal
scholars.26 As I will explore below, the doctrine began to fall into relative disuse
in the 1990s.27 Yet it has now staged a major comeback and has become a "top
priority" for the FBI and the Department of Justice. 28 I think that its resurgence
can only be fully understood by considering it in the context of the challenges
and defeats that the government has faced in the previous two areas I have just
described.

In the following Part, I address the decline and subsequent resurgence of ob-
scenity law. In Part III, I offer a new account of this trajectory by assessing ob-
scenity in the context of the overall battle against the changed world of pornog-
raphy.

II

THE FALL AND RISE OF OBSCENITY LAW

Why was obscenity law all but dead? As I argue below, there are at least

23. Roth v. Unites States, 354 U.S. 476, 485 (1957).
24. See Paris Adult Theatre I v. Slaton, 413 U.S. 49, 80-83 (1973) (Brennan, J., dissenting) (sum-
marizing the history of the Court's struggle).
25. Miller v. California, 413 U.S. 15 (1973). By the time of the Miller decision, the Court was
bitterly divided. See id. at 37-47 (Douglas, J., dissenting). Nonetheless, the Miller majority set
forth a three-part test for determining whether a given work should be labeled "obscene":

(a) whether the average person, applying contemporary community standards would
find that the work, taken as a whole, appeals to the prurient interest;
(b) whether the work depicts or describes, in a patently offensive way, sexual conduct
specifically defined by the applicable state law; and
(c) whether the work, taken as a whole, lacks serious literary, artistic, political, or scien-
tific value.

Id. at 24 (citations omitted). In Pope v. Illinois, 481 U.S. 497 (1987), the Court clarified that
Miller's third prong should be evaluated by a reasonable person standard. Id. at 501.
26. For a sample of the vast scholarly literature critical of obscenity law, see infra note 42. Cf
Pope, 481 U.S. at 504-05 (Scalia, J., concurring) (questioning the underpinnings of obscenity
law's exception for serious artistic value and calling for a reexamination of Miller).
27. Infra notes 29-59 and accompanying text.
28. See infra note 60 and accompanying text.
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three reasons. First, it became a lower priority for prosecutors in comparison to
what was seen as the more pressing problem of child pornography. Second, ob-
scenity cases became harder to prosecute successfully. And third, obscenity, in a
number of senses, presented an embarrassment to the courts and the legal sys-
tem. Yet in spite of these strikes against obscenity law, it has begun to stage a
remarkable comeback.

A. Limited Resources and the Problem of Child Pornography

Obscenity prosecutions were all but abandoned, in large part because child
pornography was viewed as the far more pressing problem. Under the Clinton
administration, the Child Exploitation and Obscenity Unit of the Department of
Justice had (reasonably in my opinion) focused its limited resources on child
pornography. 2 9 While the policy was not explicitly announced, the statistics are
clear. In the period from 1992 to 2000, federal prosecutions of child pornogra-
phy increased more than fivefold, from 104 to 563 per year.30 In contrast, fed-
eral prosecutions of obscenity fell by more than half in the same period, from 44
cases in 1992, to 20 in 2000.31 Another statistic reveals that the number of fed-
eral convictions for child pornography more than tripled from 1997 to 2004.32

The conservative antipornography group Morality in Media charges that
"[d]uring the first six years of the Clinton administration, federal obscenity law
enforcement declined by over eighty percent." 33

B. Prosecution Problems

Another reason that obscenity law was all but abandoned was that pornog-
raphy's increased cultural presence posed difficulties for prosecutors. The gov-
ernment in an obscenity case must prove that the material exceeds contemporary
community standards. 34 Given how far those standards have been stretched by
the onslaught of pornography in the last few decades, and given that they are still
constantly stretching, this is a difficult and unpredictable standard to meet. In
short, with the sea of pornography in which we now live, it is increasingly hard

29. The Clinton administration policy was not explicitly announced, but was clear in the pattern of
prosecutions. It was widely maligned by conservative anti-pornography groups and legislators.
See House Subcommittee Criticizes DOJ for Not Prosecuting Internet Obscenity, TECH L.J., May
24, 2000, http://www.techlawjournal.com/crime/20000524.htm.
30. U.S. DEP'T OF JUSTICE, OFFICE OF ATTORNEY GENERAL, REVIEW OF CHILD PORNOGRAPHY AND
OBSCENITY CRIME, REPORT NUMBER 1-2001-02, tbl.1, July 19, 2001, http://www.usdoj.gov/oig/
reports/plus/e0107/results.htm.
31. Id. tbl.6.
32. Protecting Children on the Internet: Hearing Before the S. Comm. on Commerce, Science, and
Transportation, 109th Cong. 109-606, at 12 (2006) (statement of Laura H. Parsky, Deputy Asst.
Attorney General, Criminal Division, Dep't of Justice).
33. Robert Peters, Clinton's Hardcore Porn Legacy, Morality In Media, Inc., http://www. morali-
tyinmedia.org/index.htm?obscenityEnforcement/clinton porn.htm (last visited Nov. 30, 2007).
34. Miller v. California, 413 U.S. 15, 24 (1973). See supra note 25.
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for prosecutors to know that they will get a conviction.
The Supreme Court's decision in the 2000 case United States v. Playboy En-

tertainment Group3 5 provides a striking illustration of the mainstreaming of por-
nography and the challenge that this phenomenon might pose to prosecutors
seeking obscenity convictions. In Playboy, the Court considered a telecommu-
nications case involving restrictions on cable television channels that were "pri-
marily dedicated to sexually-oriented programming." 36 In spite of the sexually
explicit nature of the material, a majority of the Supreme Court accepted without
question the litigants' agreement that the material at issue was not obscene. In
dissent, Justice Scalia termed the assumption that this material was not obscene
"highly fanciful" ' 37 and proceeded to quote Playboy's own description of the
content of some of the programming as "female masturbation/external," "girl/girl
sex," and "oral sex/cunnilingus."38 The other Justices's ready acceptance of the

agreement that such material was not obscene suggests the difficulty that prose-
cutors now face. It seems that a great deal of pornography would not strike the
Justices themselves as legally obscene. 39

C. The Embarrassing Law of Obscenity

Finally, prosecutors abandoned obscenity law because it presented a mix of

vexing institutional and doctrinal problems. Perhaps Professor Harry Kalven put
it best when he wrote that obscenity "seem[ed] like an invention of the Devil
designed to embarrass and unhinge the legal system."40

Part of the problem is that obscenity law presented a daunting doctrinal

challenge that many critics (myself included) 4 1 believe the Court could not re-
solve. 42 Obscenity law required the Court to define what one Justice acknowl-

35. United States v. Playboy Entm't Group, Inc., 529 U.S. 803 (2000) (invalidating under the First
Amendment Section 505 of the Telecommunications Act of 1996, Pub. L. No. 104-104, 110 Stat.
136, 47 U.S.C. § 561 (1994 ed., Supp. III)).
36. Id. at 806 (quoting 47 U.S.C. § 561(a) (1994 ed., Supp. III)).
37. Id. at 831 (Scalia, J., dissenting).
38. Id. at 834 (Scalia, J., dissenting).
39. See infra notes 60-65 and accompanying text for discussion of recent prosecutorial strategy of
going after extremely hard-core pornography. This strategy emerged no doubt as a way to over-
come the problems documented above.

The individual views of the Justices themselves as to whether material is "obscene" is of
paramount importance because of the inherent subjectivity of defining obscenity. As Justice Bren-
nan wrote, "one cannot say with certainty that material is obscene until at least five members of
this Court... have pronounced it so." Paris Adult Theatre I v. Slaton, 413 U.S. 49, 92-93 (1973)
(Brennan, J., dissenting).
40. HARRY KALVEN, JR., A WORTHY TRADITION: FREEDOM OF SPEECH IN AMERICA 34 (1988).

41. Amy M. Adler, Post-Modern Art and the Death of Obscenity Law, 99 YALE L.J. 1359 (1990).
42. In addition to the definitional difficulties I detail here, obscenity presented a doctrinal embar-
rassment to the Court because, as some have argued, it was difficult to articulate a constitutionally
satisfactory rationale for excluding obscenity from the protection of the First Amendment in the
first instance. For critiques of the Court's rationale for excluding obscenity from First Amendment
protection, see, e.g., David A.J. Richards, Free Speech And Obscenity Law: Toward a Moral The-
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edged in fact "may be indefinable." 43 The 1957 Supreme Court proclamation
that a sector of speech defined as "obscenity" fell outside of the constitutional
protection of the First Amendment necessarily made the definition of "obscen-
ity" a matter of constitutional law. 44 Yet the determination of these boundaries
proved agonizing for the Court. Angst is palpable in the cases: Chief Justice
Burger referred to the "tortured history" of the Court's obscenity cases. 45 Justice
Harlan, terming the obscenity problem "intractable," 46 observed that it had "pro-
duced a variety of views among the members of the Court unmatched in any
other course of constitutional adjudication." 47  It was the intense difficulty of
defining obscenity that led Justice Brennan, the original architect of the Court's
obscenity jurisprudence, to turn his back on his own creation. After sixteen
years of obscenity cases, he concluded that the original goal of obscenity law
was unachievable-it was impossible to prohibit obscenity while protecting
valuable speech. 8

Obscenity law was also an embarrassment because of its record of cultural

ory of the First Amendment, 123 U. PA. L. REV. 45, 78-81 (1974) (arguing that obscenity doctrine
presupposes that the obscene nature of the speech does not contribute to its meaning and that, as a
result, the Court judges speech by "standards of value from majority moral attitudes" in clear vio-
lation of First Amendment principles); Steven Gey, The Apologetics Of Suppression: The Regula-
tion of Pornography as Act and Idea, 86 MICH. L. REV. 1564 (1988) (vigorously condemning
foundations of First Amendment theories that permit regulation on the basis of moral certainty);
Koppelman, supra note 3, at 1637 (noting the peculiarity of obscenity law, which regulates based
on intrinsic evil of content, not harm to third-parties).

A recent obscenity litigation raised the question of the doctrine's constitutional legitimacy in
the wake of the Court's decision in Lawrence v. Texas, 539 U.S. 558 (2003) (invalidating a statute
that criminalized homosexual sodomy), with that cases's emphasis on individual autonomy in sex-
ual matters. Dissenting in Lawrence, Justice Scalia argued that the majority's holding "effectively
decrees the end of all morals legislation." Lawrence, 539 U.S. at 599 (Scalia, J., dissenting). Re-
cently, a district court took Scalia up on his prediction, citing Lawrence to strike down federal
obscenity law as applied to an online purveyor of particularly hard-core pornography. The court
held that after Lawrence, the government could no longer rely on the advancement of a moral code
as a legitimate state interest to impede private adult consensual sexual conduct. United States v.
Extreme Assocs., Inc., 352 F. Supp. 2d 578, 591, 593 (W.D. Pa. 2005), rev'd, 431 F.3d 150 (3d
Cir. 2005), cert. denied, 126 S.Ct. 2048 (2006). Though it was reversed on appeal, the district
court cited an array of law review articles assertedly supporting its position on the implications of
Lawrence for morals-based obscenity law. 352 F. Supp. 2d at 590-91.
43. Jacobellis v. Ohio, 378 U.S. 184, 197 (1964) (Stewart, J., concurring). Summing up the
Court's frustrating task, Justice Stewart wrote that although it may be impossible to define hard-
core pornography, "I know it when I see it." Id. (Stewart, J., concurring).
44. Roth v. United States 354 U.S. 476, 485 (1957). See also supra note 23 and accompanying
text.
45. Miller v. California, 413 U.S. 15, 20 (1973).
46. Interstate Circuit, Inc. v. City of Dallas, 390 U.S. 676, 704 (1968) (Harlan, J., concurring and
dissenting).
47. Id. at 704-05 (Harlan, J., concurring and dissenting). As evidence, Justice Harlan lists thirteen
obscenity cases since Roth containing fifty-five discrete opinions. Id. at 705 n. 1
48. Paris Adult Theatre I v. Slaton, 413 U.S. 49, 73-74 (1973) (Brennan, J., dissenting). Justice
Brennan explained the "vagueness-related difficulties" of the Miller standard: it fails to provide
adequate notice, will chill protected speech, and will mire courts in case-by-case litigation. Id. at
99-101.
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failures. In its first obscenity decision in 1957, 49 Roth v. United States, the Su-
preme Court self-consciously entered an arena marked by a history of philistin-
ism. Prior to the Court's intervention, lower courts had overseen the suppression
(and, later, the eventual freeing) of great works of literature, such as James
Joyce's Ulysses.50 Writing his concurrence in Roth, Chief Justice Warren raised
the specter of obscenity law's suppression of significant cultural works. 51 The
Court attempted to avoid repeating what Warren called "[m]istakes of the
past."'52 It did so by explicitly crafting its definition of "obscenity" to protect
material that possesses "serious literary [or] artistic .. value." 53 But as I have
argued elsewhere, this formulation is insufficient to protect a significant amount
of cultural expression. 54 The prominent 1990 obscenity prosecution of the Cin-
cinnati Center for Contemporary Art for displaying the photographs of Robert
Mapplethorpe added to the list of obscenity law's embarrassing episodes, and
confirmed that modem obscenity law is still an enemy of culture in spite of the
Court's efforts. Although the Mapplethorpe case ended in an acquittal, the very
fact that a prosecution went forward against a major American artist's work is
evidence that something is amiss in obscenity law. It shows that the Court was
wrong to assume that it could prohibit "obscenity" yet protect works of cultural
importance: obscenity law will always threaten some sector of literary and artis-
tic expression.

55

Finally obscenity law presented an embarrassment in the most direct of
ways: it required the Justices to enter what Justice Harlan described as the "ab-
surd business of perusing and viewing the miserable stuff that pours into the
Court." 56  As Justice Brennan observed, the uncertainty of obscenity juris-
prudence necessarily meant that the Court had to observe firsthand the materials

49. Roth v. United States, 354 U.S. 476 (1957). See supra text accompanying note 23. Prior to
Roth, the Court had heard an obscenity case but split four-to-four. The result was to affirm a state
court obscenity judgment against noted critic Edmund Wilson's novel, Memoirs of Hecate County.
Doubleday & Co. v. New York, 335 U.S. 848 (1948). Thus the Court was itself implicated in this
history of failure. It had failed to protect a novel by one of the most prominent cultural critics of
the day.
50. See United States v. One Book Called "Ulysses," 5 F. Supp. 182 (S.D.N.Y. 1933) (allowing
the entry of Ulysses into the United States).
51. The Chief Justice wrote:

The history of the application of laws designed to suppress the obscene demonstrates
convincingly that the power of government can be invoked under them against great art
or literature, scientific treatises, or works exciting social controversy. Mistakes of the
past prove that there is a strong countervailing interest to be considered in the freedoms
guaranteed by the First and Fourteenth Amendments.

Roth v. United States, 354 U.S. 476, 495 (1957) (Warren, C.J., concurring in result). Cf
FREDERICK SCHAUER, FREE SPEECH: A PHILOSOPHICAL ENQUIRY 178-79 (1982) (noting obscenity
regulation's history of plain errors in banning what we now consider great works of art).
52. Roth, 354 U.S. at 495 (Warren, C.J., concurring in result).
53. Miller v. California, 413 U.S. 15, 24 (1973).
54. See generally Adler, Post-Modern Art and the Death of Obscenity Law, supra note 41.
55. See generally id.
56. Interstate Circuit, Inc. v. Dallas, 390 U.S. 676, 707 (Harlan, J., concurring and dissenting).
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in question. He wrote, "one cannot say with certainty that material is obscene
until at least five members of this Court... have pronounced it so[,]" thus leav-
ing the Justices "compelled to view it before passing on its obscenity."5 7 The
cases seemed to debase the Court. Obscenity jurisprudence did not emerge from
on high; indeed, the Justices literally screened dirty films in the basement. 58

Now the dirty work has fallen to lower court judges and juries who are "com-
pelled" to view the more extreme, often scatological, hard-core pornography that
the government has begun to pursue in obscenity cases. 59

D. The Return of Obscenity Law

Given all these strikes against obscenity law, given that it had been all but
abandoned by the federal government, it is quite surprising to observe the new-
found vigor in the war on obscenity. The Gonzales Justice Department empha-
sized that obscenity was "one of [its] top priorities." 60 There is a new push for
prosecution. Indeed, the FBI recently created a task force devoted specifically to
adult obscenity, diverting "eight agents, a supervisor and assorted support staff'
to the project full time.6 1 Reacting to the creation of the new squad, one dis-
gruntled FBI officer commented on condition of anonymity, "I guess this means
we've won the war on terror." 62 A surge of recent indictments and prosecutions
shows the new strategy is taking effect,6 3 and attests to the fact that the war on

57. Paris Adult Theatre I v. Slaton, 413 U.S. 49, 92-93 (1973) (Brennan, J., dissenting).
58. BOB WOODWARD & ScoTT ARMSTRONG, THE BRETHREN: INSIDE THE SUPREME COURT 198-99
(1979). Cf Adler, The Perverse Law of Child Pornography, supra note 5, at 267 (analyzing the
anxiety expressed in early twentieth century state court decisions about the contaminating effect of
describing the obscenity at issue).
59. Infra note 63 (describing prosecutions of extremely hard-core targets).
60. Barton Gellman, Recruits Sought for Porn Squad, WASH. POST, Sept. 20, 2005, at A21. See
also Alberto R. Gonzales, Prepared Remarks at the U.S. Attorney's Conference (April 21, 2005)
(transcript available at http://www.usdoj.gov/ag/speeches/2005/042105usattomeysconference.htm)
("I've made it clear that I intend to aggressively combat the purveyors of obscene materials.").
61. Gellman, supra note 60.
62. Id. Nonetheless, the DOJ press secretary, Brian Roehrkausse, insisted that the war on terror is
the "top priority." Id.
63. For examples of some recent obscenity prosecutions, see United States v. Coil, 442 F.3d 912
(5th Cir. 2006) (affirming the defendant's conviction for transportation of obscene materials);
United States v. Extreme Assocs., Inc., 431 F.3d 150 (3d Cir. 2005) cert. denied, 126 S.Ct. 2048
(2006); United States v. Ragsdale, 426 F.3d 765 (5th Cir. 2005) (affirming website owners' con-
victions); Carter v. MGA, Inc., 189 F.App'x 893 (11 th Cir. 2006). See also United States v. Gart-
man, 2005 U.S. Dist. LEXIS 1501(N.D. Tex. 2005) (denying defendant's motion to reconsider in
light of trial court's ruling in Extreme Associates case).

In addition to these reported decisions, there have been numerous other obscenity indict-
ments, convictions, or plea bargains. For example, since the push began, six defendants in three
different cases have been convicted on obscenity charges in the Northern District of Texas. Most
recently, two defendants were convicted for selling obscene videos on the Internet on a site called
"forbiddenvideos.com." Press Release, U.S. Dep't of Justice, Federal Jury Convicts Two Men in
Texas on Distribution of Obscene Material Charges (Mar. 13, 2006), available at
www.usdoj.gov/criminal/press-room/press-releases/2006_4526_ceosGartman.pdf. In another
case in the Northern District of Texas, a Colorado resident named Edward Wedelstedt pleaded
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obscenity is more than mere political rhetoric. Further, although the government
began its renewed attacks on obscenity by targeting hard-core defendants on the
fringes of the pornography industry,64 some recent indictments suggest that
prosecutors have now become emboldened enough to take on milder, less ex-
treme purveyors.65

III.

VIEWING THE PARTS AS A WHOLE: LEGAL DOCTRINES AS WEAPONS IN THE
BATTLE AGAINST PORNOGRAPHY

Why has obscenity law returned as one of the key weapons in the war on
pornography? In spite of the changed cultural landscape in which we live, legal
actors have fallen back on the most dated and problematic of their weapons to
fight this new war. They have turned to obscenity law, a doctrine so old and
creaky that it had slipped into relative disuse.

The mystery of obscenity law's revival only deepens when we consider an-
other factor. The doctrine seems disconnected from the primary justification
usually invoked in calls for censorship: the protection of children. Indeed, the
rhetoric surrounding censorship proposals these days focuses insistently on por-
nography's threat to children-through either children's access to materials in
the online environment, or the direct abuse of children in the production of child
pornography. The "harmful to minors" doctrine used by Congress in COPA, for
example, seems a far more straightforward way to get at the problem than ob-
scenity law is. Child pornography law also addresses these concerns directly.

In short, given all that's wrong with obscenity law, its resurgence is quite

guilty to distributing obscene material for operating a chain of adult video stores across Texas.
Tim Wyatt, Porn Mogul Lose Texas Bookstores in Plea Bargain, DALLAS MORNING NEWS, Nov. 4,
2005, at 1 B. In 2005, a federal grand jury in Phoenix, Arizona handed down the first indictment
for obscene spamming. Press Release, U.S. Dep't of Justice, Three Defendants Indicted, Fourth
Pleads Guilty in Takedown of Major International Spam Operation, (Aug. 25, 2005), available at
http://www.usdoj.gov/opa/pr/2005/August/05crn431.htm. Also in Phoenix, a California film
production company and an Arizona video distributor and retailer, along with three individuals
who owned the businesses, were indicted by a federal grand jury on obscenity charges for selling
DVDs over the Internet. Press Release, U.S. Dep't of Justice, Federal Grand Jury Charges Arizona
and California Companies and Their Owners With Obscenity Violations (June 1, 2006), available
at http://www.usdoj.gov/opalpr/2006/June/06 crm_343.html. In September of 2006, the United
States arrested a Brazilian national in Orlando, Florida on charges of conspiracy to distribute ob-
scene matters. Press Release, U.S. Dep't of Justice, Foreign Operator of Obscene Web Sites Ar-
rested on Federal Obscenity Charges, (Sept. 7, 2006), available at http://www.usdoj.gov/opa
/pr/2006/September/06_crm_599.html.
64. For example, one of the most high profile recent targets was Extreme Associates, a website
that billed itself (possibly truthfully based on descriptions I have read) as the "Hardest Hard Core
on the Web." Jake Tapper, Politics of Porn: Justice Department Launches Long-Anticipated War
on Obscenity, NEWS BLOG, Aug. 29, 2003, http://stevegilliard.blogspot.com/2003/08/politics-of-
pom-justice-department.html. For a brief discussion of the Extreme Associates case, see supra
note 61.
65. Randy Dotinga, Porn Webmasters Bush-Whacked?, WIRED NEWS, June 13, 2006, http://www.
wired.com/news/culture/sex/0,71134-O.html.

Reprinted with the Permission of New York University School of Law

[Vol. 31:695



ALL PORN ALL THE TIME

puzzling, particularly when looked at in doctrinal isolation. I submit that the
revival of obscenity law becomes much more understandable when viewed in the
context of the other two topics for this symposium-child pornography law and
the doctrine of "harmful to minors"-and against the backdrop that I sketched of
a porn-saturated society. 6 6

Consider the political pressure produced by the dramatic and rapid main-
streaming of pornography in our culture. As with any dramatic cultural shift, the
change toward an all porn all the time society means that there are powerful in-
terest groups who are pressuring legal actors to combat this newfound state of
affairs. As evidence of the political pressure surrounding the issue, consider the
extraordinary number of pornography-related bills under consideration in Con-
gress as of this writing. Almost all of them focus on technology and children. 67

Yet as the pressure to "do something" about pornography mounts, prosecu-

66. Supra notes 1-6 and accompanying text.
67. A 2006 appropriations bill on the Senate's Legislative Calendar contained a provision increas-
ing the fines levied on internet service providers who fail to report child pornography of which
they become aware, and a provision requiring warning labels on the first page of web sites contain-
ing sexually explicit material. H.R. 5672, 109th Cong. § 533 (2006).

A bill amending the Communications Act of 1934 to require schools and libraries that receive
universal service support to prohibit access to social networking sites such as myspace.com was
passed by the House but died in the Senate Committee on Commerce, Science, and Transportation.
H.R. 5319, 109th Cong. (2006).

Also in the Senate Committee on Commerce, Science, and Transportation was a bill tighten-
ing the regulation of obscene and indecent material on broadcast networks, S. 616, 109th Cong. §§
5-6 (2006), and the Cyber Safety for Kids Act of 2006, which would have established a domain
name to designate material that is harmful to minors (for example, ".xxx"), S. 2426, 109th Cong. §
2 (2006).

The Internet SAFETY (Stop Adults Facilitating the Exploitation of Youth) Act of 2006, S.
3499, 109th Cong. § 2 (2006), H.R. 5749, 109th Cong. § 2 (2006), was introduced in both the
House and the Senate and referred to their respective Committees on the Judiciary. It contained
such proposals as penalties for the "financial facilitation of access to child pornography," S. 3499 §
2, H.R. 5749, § 2; penalties for engaging in a "child pornography enterprise," S. 3499 § 3, H.R.
5749 § 3 (a child pornography enterprise is defined as a series of two or more felony violations
committed in concert with three or more other persons); and making child pornography offenses
into predicates for a RICO offense, S. 3499 § 8.

The House Committee on the Judiciary also had on its slate legislation that would establish a
specific prohibition on pornography depicting prepubescent children, H.R. 5944, 109th Cong. § 2
(2006); that would prohibit the display of child pornography or obscenity to anyone under sixteen
with the intent of facilitating a sexual offense against a minor, id. at § 3; that would penalize those
who place sexually explicit photographs of a person on the Internet without that person's permis-
sion, H.R. 1189, 109th Cong. (2006); that would prohibit the production and sale of exploitative
child modeling images, H.R. 1142, 109th Cong. § 3 (2006) (defining "exploitative child modeling"
as images of a "child under 17 years old for financial gain without the purpose of marketing a
product or service besides the image of the child" itself, but excluding images that have "serious
literary, artistic, political, or scientific value"); and that would strip all federal courts (including the
Supreme Court) of appellate jurisdiction over questions of the validity of state pornography laws
under the First Amendment, H.R. 5528, 109th Cong. § 2 (2006).

Finally, proposals to increase the penalties for the production of child pornography are com-
mon. See, e.g., H.R. 2318, 109th Cong. § 2(b) (2006); S. 3499, 109th Cong. § 5 (2006); S. 3432,
109th Cong. § 6 (2006).
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tors charged with carrying out the objectives of these new bills face the limita-
tions of more modem weaponry. As they fight this losing war and watch their
newer weapons failing (often at the hands of the Supreme Court), prosecutors
have looked deep in their arsenal to see if they've got other options. And thus
they fall back on obscenity law. It might be old and out-of-date, but it is power-
ful and it is constitutionally sound according to the Supreme Court.

Thus one way to understand the revival of obscenity law is that it is being
redeployed to make up for limitations and defeats in the realms of child pornog-
raphy law and the doctrine of "harmful to minors." 68 The story of the "Protect
Act" (Prosecutorial Remedies and Other Tools to End the Exploitation of Chil-
dren Today Act of 2003)69 provides one salient example of this theme. In 2002,
the Supreme Court struck down the Child Pornography Prevention Act of 1996
(CPPA), Congress's attempt to ban "virtual" child pornography under the rubric
of child pornography law. 70 Once Congress lost its bid to use child pornography
law to criminalize virtual images of child sexual conduct, what was left? Ob-
scenity law. Thus the PROTECT Act explicitly invoked obscenity law as the
method to restrict virtual child pornography in the wake of the Court's deci-
sion.7 1 In this way, the First Amendment victory over the attempt to expand
child pornography laws became less clear cut; it simply led to an alternate ap-
proach to the problem through obscenity law.

The limits of child pornography law also help to explain a significant and
highly unusual new obscenity indictment handed down in Pittsburgh in Septem-
ber of 2006.72 This prosecution is remarkable because it represents a break with
longstanding obscenity law tradition: for at least twenty years, probably longer,
federal prosecutors have not prosecuted purely textual material in obscenity
cases, focusing exclusively on obscene images.7 3 The famed 1986 Attorney

68. The specter of child pornography, one of the most dreaded of crimes, haunts other doctrinal
realms in addition to obscenity. It also drives the attempt to regulate pornography that is harmful
to minors, the issue that Congress keeps pressing and the Supreme Court keeps rejecting. The fear
is that as children increasingly become consumers of pornography, they will be consumed by it.
Exposure to adult material will make them more vulnerable to participating in child pornography.
The pornographic landscape will normalize their behavior.
69. Pub. L. No. 108-21, § 504, 11 7 Stat. 650, 678 (2003) (regarding "Obscene Child Porn-
ography").
70. Pub. L. No. 104-208, § 121, invalidated by, Ashcroft v. Free Speech Coalition, 535 U.S. 234
(2002). See supra notes 19-20 and accompanying text.
71. PROTECT Act § 504. See also 149 CONG. REc. S2549, 2576-77, (daily ed. Feb. 24, 2003)
(statement of Sen. Leahy) (describing passage of the PROTECT Act as response to constitutional
defeat of CPPA). Of course it should have gone without saying that virtual child pornography
would have been subject to obscenity law regardless of the explicit invocation of obscenity law in
the Act. Obscenity law, unlike child pornography law, makes no distinction between real and fic-
tional material and pays no attention to the method of creating the image.
72. Darklady, Child Torture Sex Stories Earn PA Woman Federal Obscenity Charges, YNOT,
Sept. 27, 2006, http://www.ynot.com/modules.php?op=modload&name=News&file-newsarticle
&sid= 16172&mode=thread&order=O&thold=O (describing prosecution of purely textual website).
73. But cf United States v. Eckhardt, 446 F.3d 938, 942-44 (11 th Cir. 2006) (finding mere
words--e.g., "Hey Sue, why don't you take one of them fuckin' school buses... and use it like a
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General's Commission on Pornography noted and encouraged this trend, point-
ing to the Supreme Court's 1973 acknowledgement of the "special prominence
of the printed word," as compared to images, in free speech law. 74 The Com-
mission observed that "[t]here is for all practical purposes, no prosecution of
[purely textual] materials now." 75

In my view, the decision to break with this long tradition and bring the first
obscenity prosecution in decades against purely textual material can be explained
at least in part by looking at the limits of child pornography law. The website
facing indictments in this case did not publish just any kind of sexual materials;
rather it published verbal descriptions of violent and graphic sexual attacks on
children. Clearly the material raised concerns about the sexual depiction of mi-
nors, an area that would lead one to consider child pornography law. Yet since
the material was textual rather than visual, child pornography law did not apply;
obscenity law was left to fill the gap. Thus, the limitations of child pornography
law shed light on the prosecutors' highly unusual decision.

Obscenity law also compensates for failures in the other front against por-
nography: the attempt to shield minors from online pornography. Reconsider the
narrative I told earlier about Congress's struggles with the Court in this area. In
response to mounting pressure to do something about children's easy access to
online pornography, Congress has passed two major statutes, the CDA and
COPA. Yet, as described above, the Court has repeatedly stood in Congress's
way. 76 Justice Breyer has described COPA, recently invalidated by a district
court, as the culmination of "eight years of legislative effort, two statutes, and
three Supreme Court cases." 77 In dissent in Ashcrofi v. ACLU I, Breyer warned
that the Court's decision "remove[d] an important weapon from the prosecutorial
arsenal"; 78 in his view, the Court left prosecutors no choice but to revert to the
"all-or-nothing" method of obscenity law as a way to fight online pornography. 79

In this sense, the three doctrinal areas under consideration today function as
parts of an interlocking hydraulic system. Each one is exquisitely sensitive to

fuckin' dildo and stick 'em up your cunt"-to be criminally obscene in the context of phone har-
assment statute, The Communications Decency Act, 47 U.S.C. § 223(a)(1)(C)).
74. ATTORNEY GENERAL'S COMMISSION ON PORNOGRAPHY, FINAL REPORT 381-82 (1986) [herein-
after COMMISSION ON PORN] (citing Kaplan v. California, 413 U.S. 115 (1973)). Kaplan states: "A
book [as opposed to pictures] seems to have a different and preferred place in our hierarchy of
values, and so it should be." 413 U.S. at 119.

75. COMMISSION ON PORN, supra note 74, at 384. Because they found no practical impediment to
speech, the Commission discouraged explicitly eliminating the possibility of purely textual prose-
cutions in cases in which "the material is either targeted at an audience of children or when its
content involves child molestation or any form of sexual activity with children." Id. at 383.
76. See supra notes 8-17 and accompanying text.
77. Ashcroft v. ACLU II, 542 U.S. 656, 689 (2004) (Breyer, J., dissenting). In this most recent
COPA case, the Court upheld the preliminary injunction against the statute while remanding to the
district court, which granted a permanent injunction. American Civil Liberties Union v. Gonzales,
478 F. Supp. 2d 775 (E.D. Pa. 2007). See supra note 17 and accompanying text.
78. Ashcroft v. ACLU II, 542 U.S. at 691.
79. Id.
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changes in the other. As child pornography and "harmful to minors" proposals
face limitations, obscenity law becomes the part that bears the pressure. 80

But once we take this perspective, the question of how to evaluate any par-
ticular battle in the war on pornography becomes more complex. Some of the
most prominent cases in recent years, such as the Court's latest COPA decision,
or its rejection of the Child Pornography Prevention Act, have been hailed as
major victories for free speech. Yet within the narrative I have set forth, these
victories might be pyrrhic ones. They have fueled the revival of obscenity law.
And so the pressing issue becomes: which is preferable from a free speech per-
spective-the measures that the Court has blocked, or obscenity law? Justice
Breyer argued that obscenity law would be the harsher regime and that the
Court's blocking of COPA would ultimately endanger free speech. 81 I don't
know whether he's right that obscenity law is the harsher of the regimes. But I
do think he's right to see that in the war on pornography, the government is not
going to lay down its arms. The question for free speech advocates should be:
which government weapon do you want to defend against?

80. There are further ways in which viewing discrete doctrinal areas as part of a larger system
illuminates the current landscape. For example, Congress has recently expanded child porn-
ography law in ways that seem to target adult pornographers-it has significantly increased the
recordkeeping requirements imposed on adult pornographers to ensure that they don't use under-
age performers. Adam Walsh Child Protection and Safety Act of 2006, §§ 502-3, 18 U.S.C.
§2257 (Supp. 2007). This is an urgent goal, but because it requires elaborate and expensive re-
cordkeeping at risk of criminal penalty, it significantly burdens adult pornographers. Could the
expanded requirements be driven not simply by the desire to thwart companies from exploiting
children, but also to leverage child pornography law-the most agreed-upon form of censorship-
against adult pornography? If so, this is another example of how a weapon from one doctrine has
been redeployed in fighting pornography.
81. Ashcroft v. ACLU I, 542 U.S. at 691.
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At the dawn of the Internet's emergence, the Supreme Court
rhapsodized about its potential as a tool for free expression and political
liberation. In ACLU v. Reno (1997), the Supreme Court adopted a bold
vision ofInternet expression to strike down a federal law - the
Communications Decency Act - that restricted digital expression to forms
that were merely "decent. " Far more than the printing press, the Court
explained, the mid-90s Internet enabled anyone to become a town crier.
Communication no longer required the permission ofpowerful entities.
With a network connection, the powerless had as much luck reaching a
mass audience as the powerful. The "specialjustifications or regulation of
the broadcast media" had no application to the "vast democratic forums
of the Internet. "

Twenty years later, the Roberts Court had an opportunity to explain
how the First Amendment should operate in the mature Internet of2017.
Despite the interval of time, the Roberts Court of2017 took a remarkably
similar approach to the Rehnquist Court of 1997. In Packingham v. North
Carolina, Justice Kennedy announced the start of the "Cyber Age." The
Internet was the virtual public square, much like streets and parks.
Because the "Internet" was still in its infancy, its impact on expression
was not fully understood. The expressive potential of the "Internet" would
be imperiled in the absence of a hands-off approach. Justice Kennedy
noted that someday, the Internet might be used for anti-social ends. Until
then, extreme caution was in order so the Internet's democratic potential
could be realized.
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spreads like wildfire on social media sites, which may be people's main
source of information.9 Internet service providers surveil our online
activities, sharing them with online advertisers who tailor the content made
visible to us."o

Although these massive corporations-whether they call themselves
"social media," "tech companies," or "neutral platforms"-hold most of the
cards, the First Amendment has almost no application to their policies. The
central battleground for free speech and privacy will be fought in corporate
boardrooms rather than in the courts. The most important legal instruments
governing free speech on the Internet today are not derived from the
Constitution, but from contract law-the terms of service governing the
relationship between Internet companies and their customers.

Our argument proceeds in three steps. Part I exposes crucial myths
surrounding digital speech and privacy in our networked age. Part II offers
a conception of free speech based on a distrust of power, both public and
private. Even if constitutional doctrine does not account for private barriers
to free expression, we argue, the project of free expression must. Part III
lays out four essential preconditions for a theory and a system of free
expression in the digital age.

Let us be clear at the outset: We remain committed to robust free
expression and to the spirit of New York Times v. Sullivan." We believe that
the outcomes in Reno and Packingham are correct. The First Amendment
does and should prohibit the state from reducing digital expression to that
which is "decent" and fit for children; the First Amendment does and should
prohibit the state from indiscriminately barring felons (or anyone else) from
the Internet. But theory matters. And good theories should bear a close
relationship to the messy reality we live in rather than to utopian visions that
ignore obvious power dynamics. Underlying our four principles is a
unifying normative commitment to ensuring that our traditional free speech
values survive the translation to the digital environment. That will require
taking a long, hard look at the digital public sphere that we actually have,
rather than one we might want to have or that Silicon Valley has tried to sell
to us.

9. See generally Robert Chesney& Danielle Citron, Deep Fakes: A Looming Crisis for National
Security, Democracy and Privacy?, LAWFARE (Feb. 21, 2018), https://www.lawfareblog.com/deep-
fakes-looming-crisis-national-security-democracy-and-privacy.

10. NEIL RICHARDS, INTELLECTUAL PRIVACY: RETHINKING CIVIL LIBERTIES IN THE DIGITAL
AGE (2015) [hereinafter RICHARDS, INTELLECTUAL PRIVACY]; Neil M. Richards, The Dangers of
Surveillance, 126 HARV. L. REV. 1934 (2013); Neil M. Richards, The Perils of Social Reading, 101
GEO. L.J. 689 (2013).

I1. 376 U.S. 254 (1964). See also CITRON, HATE CRIMES, supra note 8; RICHARDS,
INTELLECTUAL PRIVACY, supra note 10.
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I. THE REALITIES OF DIGITAL EXPRESSION

For twenty years, the Supreme Court has remained steadfast in its
characterization of the Internet as a virtual "public square" that enables
anyone to become a "town crier."2 That vision overlooks crucial realities
confronting speakers and audiences in the digital age. Jurisprudential folly,
misguided policy, and injustice can result from such misunderstandings.
The Court needs a Brandeis brief on the lived realities of digital expression,
which this part supplies.

A. The Idealized Internet

In Reno v. ACLU, decided in 1997, the Court described the Internet as
constituting "vast democratic forums."' At issue in Reno were provisions
of the Communications Decency Act of 1996 (CDA) that criminalized the
"knowing" transmission of "obscene or indecent" messages to underage
recipients, or "knowingly" sending or displaying to a minor any message
"that, in context, depicts or describes, in terms patently offensive as
measured by contemporary community standards, sexual or excretory
activities or organs."'4 In essence, the law was an attempt to ensure that
content on the Internet was "decent" and fit for children.

The Supreme Court struck down those provisions of the CDA as
unconstitutionally vague." Justice Stevens, writing for the Court, held that
the law impermissibly risked limiting adults' access to material, such as
literature, that included content the state might deem "indecent."'6 For the
Court, Internet expression was too important to be limited only to what
government officials think is fit for children.7

The Court underscored that unlike mass media that concentrated power
over expression in the hands of the few, the Internet distributed power over
expression to the many.'" The Court characterized the Internet in this way:
"Through the use of chat rooms, any person with a phone line can become
a town crier with a voice that resonates farther than it could from any
soapbox. Through the use of Web pages, mail exploders, and newsgroups,
the same individual can become a pamphleteer."'9 The special justifications
for the regulation of content decency in broadcast media thus had no

12. Packingham v. North Carolina, 137 S. Ct. 1730, 1737 (2017); Reno v. ACLU, 521 U.S. 844,
870 (1997).

13. 521 U.S. at 868.
14. Id. at 859-60.
15. Id. at 874.
16. Id.
17. Id. at 875.
18. Id. at 870.
19. Id.
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permissibility and visibility of digital speech depends upon companies'
speech policies and practices.47 What a person says and reads online
depends upon the decisions of digital infrastructure providers.4 8

At the top layer, content platforms exert significant control over digital
expression.49 In her exhaustive survey of the censorial powers of social
media providers, Kate Klonick has aptly described them as the "new speech
governors" due to the power that they wield over users' expression.50

Platforms have speech rules in terms-of-service (TOS) agreements and
community guidelines. TOS agreements commonly prohibit child
pornography, phishing, span, fraud, copyright violations, impersonation,
hate speech, nonconsensual pornography, violent extremism, and threats.
Typically, platforms rely on users to report TOS violations. With the help
of moderators5 2 with varying degrees of review, platforms determine if the
reported content (and sometimes the speaker) can remain online.

Beyond the operation of speech policies in TOS agreements, companies
use machine-learning algorithms to prioritize, obscure, or block expression
before it ever appears.5

' On Facebook's News Feed, some content is
highlighted while other content is hidden or blocked. Facebook employs
algorithms to detect and remove terrorist speech.54 YouTube employs a tool
called Content ID to prevent copyrighted material from being posted
without the author's consent.5 5 The dominant online platforms-Twitter,
Facebook, Microsoft, and YouTube-are developing an industry database

47. See Danielle Keats Citron & Helen Norton, Intermediaries and Hate Speech: Fostering
Digital Citizenship for our Information Age, 91 B.U. L. REv. 1435 (2011).

48. Kate Klonick, The New Governors: The People, Rules, and Processes Governing Online
Speech, 131 HARv. L. REv. (forthcoming 2018).

49. CITRON, HATE CRIMES, supra note 6, at 168.
50. Klonick, supra note 48.
51. Danielle Keats Citron, Extremist Speech, Compelled Conformity, and Censorship Creep, 93

NOTRE DAME L. REV. 1035 (2018).
52. The major platforms have thousands of content moderators operationalizing speech rules and

practices. Facebook says that by 2018 it will have 20,000 content moderators working on TOS
complaints. Anita Balakrishnan, Facebook Pledges to Double Its 10,000-Person Safety and Security
Staff by End of 2018, CNBC (Oct. 31, 2017, 7:59 PM), https://www.cnbc.com/2017/10/31/facebook-
senate-testimony-doubling-security-group-to-20000-in-201 8.html.

53. Researchers have found that using algorithms to detect hate speech will result in far more
false positives than false negatives because they cannot capture context-tone, speaker, and audience.
NATASHA DUARTE ET AL., CTR. FOR DEMOCRACY & TECH., MIXED MESSAGES? THE LIMITS OF
AUTOMATED SOCIAL MEDIA CONTENT ANALYSIS 4 (2017), https://perma.cc/B2UE-A26H. Although
natural language processing algorithms can be trained to detect various combinations and collections of
words, they cannot distinguish jokes, sarcasm, or rebuttals of hate speech from hateful statements. Id. at
19. Algorithms also reinforce bias that exists in the training data-that is why they perform less
accurately when analyzing the language of female speakers and African American speakers. Id. at 15.

54. Sheera Frenkel, Facebook Will Use Artificial Intelligence to Uncover Extremist Posts, N.Y.
TIMES, June 16, 2017, at B4.

55. Matthew Sag, Internet Safe Harbors and the Transformation of Copyright Law, 93 NOTRE
DAME L. REV. 499, 538 (2017).
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that will collect hashes-or unique digital fingerprints-of banned violent
extremist content for instant flagging, review, and removal.5 6

The power to control digital expression extends to all layers of the
Internet. Without security protections, it can be impossible to remain
online." Cloudflare, for instance, helps protect sites from distributed denial-
of-service attacks (DDoS)." After the deadly neo-Nazi march in
Charlottesville, Virginia, the Daily Stormer's operator, Andrew Anglin,
praised the man who drove a car into a crowd of civil rights activists and
killed Heather Heyer. Cloudflare CEO Matthew Prince explained that
hackers urged the company to "get out of the way" so that they could take
the site off the Internet.59 In the face of public pressure, Cloudflare dropped
Daily Stormer as a client.60 Hackers were able to shut down the Daily
Stormer because it lacked protection from the hackers' DDoS attacks. In a
subsequent blog post, Prince expressed regret about having gotten involved
with policing content.'

Sometimes, market forces are behind companies' retail and wholesale
decisions to censor speech.62 As in Cloudflare's case, companies may be
caving to public pressure when they take away a particular speaker's ability
to engage online.63 They may alter their speech policies and practices to
attract advertising fees and advocates' approval.' For some platforms,
combating cyber harassment is key to their bottom line.65 In May 2013,
fifteen companies, including Nissan, threatened to pull their ads on
Facebook unless it removed profiles that glorified or trivialized violence
against women.66

56. Kaveh Waddell, A Tool to Delete Beheading Videos Before They Even Appear Online, THE
ATLANTIC (June 22, 2016), https://www.theatlantic.com/technology/archive/2016/06/a-tool-to-delete-
beheading-videos-before-they-even-appear-online/488105/. Hashing is a "mathematical operation that
takes a long stream of data of arbitrary length, like a video clip or string of DNA, and assigns it a specific
value of a fixed length, known as a hash. The same files or DNA strings will be given the same hash,
allowing computers to quickly and easily spot duplicates." Jamie Condliffe, Facebook and Google May
Be Fighting Terrorist Videos With Algorithms, MIT TECH. REV. (June 27, 2016), https://perma.cc/
DA72-X7RH.

57. That is, anywhere except the Dark Web.
58. Prince, supra note 40.
59. Id.
60. Steven Johnson, Why Cloudflare Let an Extremist Stronghold Burn, WIRED (Jan. 16, 2018,

6:00 AM), https://perma.cc/XZW3-7D2C.
61. Prince, supra note 40.
62. Citron, Extremist Speech, supra note 51.
63. Johnson, supra note 60.
64. CITRON, HATE CRIMES, supra note 8, at 229.
65. Id.
66. Id.
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because they feel more confident and because they want to be liked. They
often exaggerate their views to convince others of their credibility, which
leads to [a] sort of competition for persuasiveness . . . ."87 Hearing
supportive voices for online abuse, for instance, encourages more abusive
behavior.88

Personalization can result in different online experiences based on
variables other than politics-in ways that often disadvantage the
marginalized. Harvard University Professor Latanya Sweeney found that
searches of black-identifying names are twenty-five percent more likely to
be served with arrest-related advertisements than searches of white
identifying names.89 The study suggests that there is discrimination in the
delivery of advertisements accompanying searches of people's names.
Similarly, a study by Carnegie Mellon researchers found that males were
more likely to be shown advertisements encouraging the seeking of
coaching services for high paying jobs than females.90 According to the
study, there was a statistically significant difference in ads shown to men
and women looking for jobs, with men being much more frequently targeted
for ads offering high-paying jobs than women were.9 1

II. POWER AND ITS PRIVATE DISCONTENTS

A. Distrust ofPower

There are multiple, overlapping reasons why free speech enjoys
exceptional protection under U.S. law, but most of them boil down to power.
In one of the most important separate opinions in American law,92 Justice
Louis Brandeis argued in Whitney v. California that free speech was worth
protecting not for its own sake, but because it safeguarded the social
processes of self-governance.93 In Brandeis' self-governance theory, the act

87. CITRON, HATE CRIMES, supra note 8, at 63.
88. Id. at 65.
89. Sweeney, supra note 7, at 51.
90. Samuel Gibbs, Women Less Likely to Be Shown Ads for High-Paid Jobs on Google, Study

Shows, THE GUARDIAN (July 8,2015, 6:29 AM), https://perma.cc/D55G-BQE8.
91. Amit Datta et. al., Automated Experiments on AdPrivacy Settings: A Tale ofOpacity, Choice,

and Discrimination, 2015 PROC. ON PRIVACY ENHANCING TECH. 92 (2015).
92. Whitney v. California, 274 U.S. 357, 372 (1927) (Brandeis, J., concurring). Justice

Brandeis's concurrence has been described as arguably "the most important essay ever written, on or off
the bench, on the meaning of the first amendment." PHILLIPA STRUM, SPEAKING FREELY, WHITNEY V.
CALIFORNIA AND AMERICAN SPEECH LAW 134 (2015) (quoting Vincent Blasi). It has been cited in over
100 Supreme Court opinions and more than 250 opinions in lower federal and state courts. Id.

93. Whitney, 274 U.S. at 377. See Neil M. Richards, The Puzzle of Brandeis, Privacy, and
Speech, 63 VAND. L. REV. 1295, 1323 (2010); G. Edward White, The First Amendment Comes ofAge:
The Emergence ofFree Speech in Twentieth-Century America, 95 MICH. L. REV. 299, 325 (1996).
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Concerns about power underlie the other leading theory of free speech
that emphasizes its importance to the search for political and social truths.10 2

In his dissent in Abrams v. United States, Justice Oliver Wendell Holmes
explained that special protections for free speech are necessary because of
the natural human inclination to silence (by force if necessary) opinions that
we dislike.'0 3 "Persecution for the expression of opinions seems to me," he
wrote, "perfectly logical. If you have no doubt of your premises or your
power and want a certain result with all your heart you naturally express
your wishes in law and sweep away all opposition."1" Holmes offered
against this certainty, and power's tendency to sweep away disagreement, a
principle of epistemic doubt that has remained a defining hallmark of
American First Amendment law. Holmes reasoned that the theory of the
Constitution was that while truth is elusive, it is far better to allow others to
hear what he called "opinions that we loathe and believe to be fraught with
death" than to be deprived of that potential insight into truth, or at least the
other side of the argument.' As he put it well,

when men have realized that time has upset many fighting faiths, they
may come to believe even more than they believe the very
foundations of their own conduct that the ultimate good desired is
better reached by free trade in ideas-that the best test of truth is the
power of the thought to get itself accepted in the competition of the
market, and that truth is the only ground upon which their wishes
safely can be carried out.106

Holmes offers this principle of doubt as justification for restraints on the
power of the state censor, the entity that would choke off dissent and
disagreement through the use of its power.

Other scholars have offered a third justification for free expression
protections beyond self-governance and the search for truth - the argument
that free speech is indispensable to individual autonomy. The account of
free speech explains that people cannot decide for themselves how they
want to direct their life projects while under the thumb of the state. The right
to free speech is thus designed to restrain power from interfering with
individual autonomy and dignity.o7

102. See Abrams v. United States, 250 U.S. 616, 624 (1919) (Holmes, J., dissenting).
103. Id.
104. Id. at 630.
105. Id.
106. Id.
107. See e.g., Cohen v. California, 403 U.S. 15, 24 (1971).
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victims often find themselves with no choice but to retreat entirely from
online engagement.126

Then too, a private entity's amassing of personal data is another way
power is exerted over speakers and readers. Uber's God View, which had
the capacity to be used to monitor and harass investigative journalists,
demonstrated the power that digital technologies can have over the press.12 7

Platforms, search engines, broadband providers, and Internet service
providers have varying degrees of access to, and control over, what we read,
hear, and say online.

Another way to think about censorial private platforms is to consider the
First Amendment's recognition of the press as a democratizing institution.
That is not to suggest that platforms like Twitter or Facebook amount to the
press descriptively or normatively, though the Supreme Court suggested so
in Reno v. ACLU.' 2 8 Instead, it is to recognize the importance of
infrastructures of speech and their importance to democracy and public trust
more generally.

There are other ways besides constitutional doctrine to protect free
speech and expression. Legal protection for free expression need not take
the dramatic form of judges declaring statutes or common law claims
unconstitutional. Although such actions are probably necessary in
extraordinary cases, they are not the ordinary way that law nurtures and
defends our abilities to think and speak as we wish. Law can act away from
the limelight of the Constitution and work to protect free expression in less
dramatic, more subtle ways as well.

Although largely overlooked in American legal culture, statutes and the
common law can safeguard the ability to think, speak, and write freely.
These legal tools are far older than our constitutional doctrine of free speech
and represent an important way of protecting free expression in a number
of important areas where constitutional doctrine is inapposite or ineffective.
Our focus on the very successful project of First Amendment law has left
these other tools in its shadow, largely forgotten and ignored. This is
unfortunate, because these tools are arguably even more important than the
doctrinal First Amendment in protecting freedom of speech.

126. This has been particularly true for people who lack the resources to hire bodyguards and
reputation services. We saw this difference in the online abuse of Yale law students, who lacked a
supportive online community and shut down all social media profiles including Facebook and Linkedin,
and feminist journalist and law student Jill Filipovic, who stayed online with the help of thousands of
supportive readers who engaged in a Google bomb to ensure that her work remained prominent in search
of her name rather than destructive posts of the cyber mob. CITRON, HATE CRIMES, supra note 8, at 69-

72.
127. See Danielle Keats Citron, The Privacy Policymaking ofState Attorneys General, 92 NOTRE

DAME L. REv. 747, 782 (2016).
128. 521 U.S. 844 (1997).
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Non-constitutional protection of expressive liberties can take at least
three forms. At the most basic level, law helps to create the "expressive
infrastructure" which makes a robust culture of free expression possible.
Free expression is enabled by laws allowing for cheaper rates for
newspapers, mandating common carrier rules for companies involved in the
dissemination of speech like telephone and Internet companies, and public
education at all levels including universities. 129 Common law and statutes
can be used to create parallel protections for free expression, such as the
long-standing common law doctrine against prior restraints, or copyright's
idea/expression distinction and fair use doctrine.

Where constitutional law is under-protective, common law and statutes
can fill the gap by creating exemptions or other additional protections for
expression. A good example of this gap-filling function is the widespread
passage of press shield laws following Branzburg v. Hayes, which declined
to create a constitutional rule protecting the anonymity of confidential news
sources.'3 0 Another example is Anti-SLAPP laws protecting against
lawsuits brought to stifle speech.

Finally, common law and statutes can be used to directly enable free
expression through the creation of affirmative rights to speak, unlike
constitutional doctrine, which is poorly suited to the creation of affirmative
rights due to a number of doctrinal, separation of powers, and cultural
limitations. First Amendment doctrine cannot mandate the creation or,
alternatively, stop the elimination of parks and other public fora for speech.
It merely forbids government discrimination among speakers based upon
the content or viewpoint of their message. A government that dislikes the
messages emanating from a particular forum is barred by the doctrinal First
Amendment from discriminating against those messages but would not be
barred from closing the forum entirely. By contrast, positive law can create,
fund, and preserve these fora, creating affirmative entitlements to speak.

These are merely a few illustrations of the use of non-constitutional rules
to promote free expression. But unlike in the context of state power, we lack
the same conceptual and moral vocabulary to talk about excesses of private
power. A first step in this process, as we try to ensure the faithful translation
of our expressive values to the digital age, is to recognize the need to
develop principles to guide the deployment of legal rules to enable, nurture,
and protect free expression against the excesses of powerful private and
public actors. The following section advances four such principles.

129. See, e.g., Jerome A. Barron, Access to the Press-A New First Amendment Right, 80 HARV.
L. REv. 1641 (1967); Stephen M. Feldman, Postmodern Free Expression: A Philosophical Rationale for
the Digital Age, 100 MARQ. L. REV. 1123 (2017).

130. 408 U.S. 665 (1972).
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silence is due to an inability to access the Internet. It is no protection for
speakers whose expression occurred on private platforms that blocked,
filtered, or muted them. It is no protection for speakers subject to retaliation
for daring to engage in expression that met with the disapproval of a cyber
mob.

Simply put, inputs matter. If we care about the meaningful ability to
engage in free expression, and not just the formal capacity to be free from
state censorship, our positive law and social policies need to focus on
expressive inputs. Of course, there are many inputs that matter, including
education and access to leisure time (and even sufficient nutrition), but we
shall focus on three inputs that are critically important to digital expression
in the present day-intellectual privacy, protection from harassment, and
access to the benefits of technology.

First, law must protect intellectual privacy. A critical foundation for
meaningful free speech is the ability to generate new, outlandish, and
potentially subversive ideas. First Amendment doctrine is highly protective
of speakers' ability to say things that are profane, subversive, blasphemous,
and insulting without fear of state coercion, but it has paid relatively little
attention to the processes by which speakers come to generate ideas in the
first place.143 In a series of articles and a book, one of us (Richards) has
argued that our law should protect the value of "intellectual privacy" -
freedom from surveillance or interference as we think, read, speak privately,
or otherwise engage in the practice of generating new ideas.'" Yet
government and private surveillance has turned the Internet-once touted
by libertarian utopianists as a realm of unmonitored access to pure
thought-into the single most surveilled realm of human activity in history.
Democratic governments, platforms, and advertisers constantly seek to
monitor what we watch, read, and write online, for a variety of purposes
ranging from the prevention of crime to the pursuit of the perfectly targeted
advertisement. These may at times be useful pursuits, but they are not as
important as the enablement of democratic deliberation.145

Simply put, when we are watched, we change our behavior, inclining it
to the boring, the bland, and the mainstream. Our constantly-monitored
Internet is a threat to the development of new political and ideological ideas
upon which our commitments to intellectual freedom and democratic self-

143. See RICHARDS, INTELLECTUAL PRIVACY, supra note 10.
144. See, e.g., id.; Richards, Dangers of Surveillance, supra note 10; Neil M. Richards,

Intellectual Privacy, 87 TEX L. REv. 387 (2008); Richards, The Puzzle ofBrandeis, Privacy, and Speech,
supra note 93; Richards, The Perils ofSocial Reading, supra note 10.

145. For a sustained argument along this specific line of analysis, see CASS R. SUNSTEIN,
#REPUBLIC: DIVIDED DEMOCRACY IN THE AGE OF SOCIAL MEDIA (2017) (arguing in favor of

"democratic deliberation" in favor of consumer empowerment as a value in a democracy).
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government depend.14 6 In developing laws to regulate commerce and
surveillance in the digital age, we should not allow the logic of surveillance
that motivates business intelligence and law enforcement to create a data
collection environment of perfect surveillance. Environments of
untrammeled data collection nudge conformity and stifle, if not extinguish,
dissent, eccentricity, and creativity. We need to press back against the
inexorable pull of what one of us (Citron) has termed the "data collection
imperative."'4 7

Second, as one of us (Citron) has argued in a series of articles and a book,
law, culture, and technology should be brought to bear against online
assaults that drive people offline. Law is crucial to deter, redress, and punish
cyber mobs and individual harassers who close off avenues for interaction
and expression that the Internet opens for most. A legal agenda would serve
an expressive role as well, teaching us that online assaults inflict grave
damage to victims' important opportunities and to society at large.

A "cyber civil rights" legal agenda should include tort, criminal, and civil
rights law.'48 In theory, victims can sue their attackers for intentional
infliction of emotional distress, defamation, and public disclosure of private
facts (in case of nude photos posted without consent). In practice, however,
these lawsuits are expensive to pursue and many victims lack the resources.
In what we hope becomes a trend, pioneering law firms like K&L Gates
have devoted pro bono resources to combat online abuse so victims with
little means can sue their harassers.'49 Prosecutors should use the tools that
they have to investigate and prosecute cyber-stalkers, including threat laws
and cyber-stalking laws."' Crucially, thirty-eight states and the District of
Columbia now criminalize the nonconsensual posting of someone's nude
images online.is Federal bills to ban nonconsensual disclosure of intimate
images have strong bipartisan support. Civil rights laws should be enforced
against stalkers who interfere with victims' employment opportunities
because they belong to traditionally subordinated groups.152

What about platforms that host online assaults? Some platforms solicit
abuse yet still they can argue, quite correctly, that they enjoy immunity from
liability under Section 230 of the Communications Decency Act. As one of

146. RICHARDS, INTELLECTUAL PRIVACY, supra note 10, at 107.
147 Danielle Keats Citron, A Poor Mother's Right to Privacy, 98 B.U. L. Rev. (forthcoming).

148. Citron, Cyber Civil Rights, supra note 8, at 86.
149 K&L Gates partners Elisa D'Amico and David Bateman are the leaders of this ground-breaking

effort.
150. CITRON, HATE CRIMES, supra note 8, at 123.
151. 38 States + DC Have Revenge Porn Laws, CYBER C.R. INITIATIVE https://www.cybercivil

rights.org/ revenge-porn-laws/ (last visited Mar. 10, 2018).
152. CITRON, HATE CRIMES, supra note 8, at 158.
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tomorrow.166

On the other hand, as Justice Alito pointed out astutely in his concurring
opinion (in which he was joined by the Chief Justice and Justice Thomas):
"It is regrettable that the Court has not heeded its own admonition of
caution."l67 By treating the Internet and cyberspace in a unitary way, the
Court suggested that all of cyberspace (or at least its "vast democratic
fotums") amounted to a public forum subject to the full force of the First
Amendment, a suggestion that, if taken seriously, could make it needlessly
difficult for legislatures to deal with real problems of crime, abuse, stalking,
hacking, harassment, and fraud in digital contexts.

How courts talk about the Internet matters, not only in how they decide
individual cases, but also in how they frame similar issues for future courts.
Unfortunately, in Packingham, the Court conflated the Internet and social
media as meaning essentially the same thing. Then too, the Court said that
different content platforms were the same-Facebook is interchangeable
with LinkedIn and Twitter, in other words. In so doing, the Court ignored
the importance of context, and in particular failed to recognize the crucial
differences in the different layers of the stack, let alone the different
affordances (and limits) of the various content platforms.

Packingham dealt with an unreasonably overbroad government rule that
interfered with sex offenders' ability to access the Internet and engage in
the social processes of free expression. But as we have explained,
government power is not the only kind of power that can affect our ability
to express ourselves using digital tools. The private gatekeepers that
exercise control over the Internet's expressive infrastructure exercise
substantial power over opportunities to speak, engage, interact, and
associate freely. We must be careful to ensure that this power is also
checked in the interests of promoting free expression. Here too, law has a
role to play, in making sure that these gatekeepers cannot unreasonably
throttle or censor the expression of others, through commitments to network
neutrality and other basic rules of fairness.

A systematic exploration of the potential regulatory regimes for the
varying stacks of the Internet is a project for another day. For now, we note
a few rules of thumb. Private power over digital expression should be paired
with responsibility to the public. As a company's power over digital
expression grows closer to total (meaning there are few to no alternatives to
express oneself online), the greater the responsibilities (via regulation)

166. Packingham v. North Carolina, 137 S. Ct. 1730, 1736.
167. Id. at 1744 (Alito, J., concurring).
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Beyond the First Amendment's foundational commitment to debate on
public matters that is uninhibited, robust, and wide-open, we believe that
any theory animating legal rules to protect free speech in the digital age
should keep a number of core principles in mind. Fundamentally, we must
faithfully translate the principles of our analog twentieth century to the
digital twenty-first century. Part of this process will be the traditional
processes of translation that have been discussed in the legal literature since
Joel Reidenberg's and Lawrence Lessig's pioneering work in the 1990s.169

In this respect, the translation to digital formats of hard-won, expressive
liberties against the state will remain as important as the translation of other
fundamental rights, such as the Fourth Amendment's protection of
privacy.17 0 But just as digital privacy rights require protection against both
public and private actors, so does the right to free expression. Even when
the First Amendment is properly translated to the digital context, we need
to make sure that its values are advanced against private power in digital
environments where the state action doctrine renders constitutional doctrine
inapplicable. If we are committed to ensuring that our expressive traditions
survive the translation to the digital age, nurturing the capacity of free
speech in privately-controlled online environments will be essential.

No doubt, this part of the project will be challenging. Whereas the Anglo-
American legal tradition has a vocabulary and legal regime for dealing with
government power dating back centuries, if not to the Magna Carta itself,
our tradition is much less developed with respect to private power. Because
we lack an agreed-upon vocabulary to deal with private acts of censorship,
developing legal tools to deal with that problem will be challenging.
Nevertheless, it is a challenge we must take up if we want to ensure that our
hard-won commitment to expressive liberties in the twentieth century
survives the twenty-first.

CONCLUSION

In Packingham, the Court explained that the "the Cyber Age is a
revolution of historic proportions" whose "full dimensions and vast
potential to alter how we think, express ourselves, and define who we want

169. See Joel R. Reidenberg, Lex Informatica: The Formulation of Information Policy Rules
Through Technology, 76 TEx. L. REv. 553 (1998); LAWRENCE LESSIG, CODE: AND OTHER LAWS OF
CYBERSPACE (1999).

170. See Neil M. Richards, The Third-Party Doctrine and the Future of the Cloud, 94 WASH. U.
L. REV. 1441 (2018); Neil M. Richards, Secret Government Searches and Digital Civil Liberties, in A
TWENTY-FIRST CENTURY FRAMEWORK FOR DIGITAL PRIVACY (Nat'Il Constitution Ctr. 2017),
https://constitution center.org/ digital-privacy.
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ALL PORN ALL THE TIME*

AMY ADLERt

I want to begin this symposium by making a controversial assertion: In the
escalating war against pornography, pornography has already won. I make this
claim not to take a side in the porn wars, but rather to observe, bluntly, the new
world in which we live.

Because of shifts in our culture and, most prominently, shifts in
technology-the subject of this conference-pornography has been transformed.
Once a widespread but sequestered industry, pornography is now ubiquitous in
our society in a way that would have been unimaginable twenty years ago. Teen
girls now clamor to be porn stars, while media outlets like MTV and VH1 fea-
ture porn stars like Ron Jeremy as pundits.' Porn star Jenna Jameson wrote a
New York Times bestseller. 2 Large corporations, such as Marriott and AT&T are
now porn distributors. 3 So changed are our cultural standards governing display
that much of what we take for granted on television or in advertisements would
have been considered pornographic just two decades ago.4 Pornography is so
commonplace that for many it is merely an annoyance-more spam to clear out
of our email inboxes each morning. Porn, at least soft-core porn, is arguably
now at the heart of mainstream culture. 5 These changes are so dramatic that I

* These remarks are based on my Introduction to the Symposium, held at N.Y.U. School of Law

on April 3, 2006.
t Professor of Law, NYU School of Law. For helpful comments I am grateful to Matthew Benja-
min, Marjorie Heins, Andy Koppelman and Lenn Robbins. Charlotte Taylor provided superb
research assistance.
1. For example, Ron Jeremy appeared on the cast of VHI's The Surreal Life Fame Games: Sur-
real Sex. See http://www.vhl.com/shows/dyn/surreal life-fame-games/106207/episode.jhtml
(scroll down to "Video" and follow "Surreal Life Fame Games: Surreal Sex" hyperlink) (last vis-
ited Feb. 5, 2007). MTV's website offers a mainpage featuring Ron Jeremy.
http://www.mtv.com/#/movies/person/84815/personmain.jhtml.
2. JENNA JAMESON, HOW TO MAKE LOVE LIKE A PORN STAR: A CAUTIONARY TALE (2004).
3. Andrew Koppelman, Does Obscenity Cause Moral Harm?, 105 COLUM. L. REV. 1635, 1657
(2005). The New York Times estimated in 2001 that porn was at least a 10 billion dollar industry.
Frank Rich, Naked Capitalists, N.Y. TIMES, May 20, 2001, Mag., at 50. For a comprehensive ac-
count of the rise of the por industry, see FREDERICK S. LANE III, OBSCENE PROFITS: THE
ENTREPRENEURS OF PORNOGRAPHY IN THE CYBER AGE (2000).
4. See, e.g., Don Aucoin, The Pornification Of America, BOSTON GLOBE, Jan. 24, 2006, at Cl
("Not too long ago, pornography was a furtive profession, its products created and consumed in the
shadows. But it has steadily elbowed its way into the limelight, with ... aspects of the porn sensi-
bility now inform[ing] movies, music videos, fashion, magazines, and celebrity culture.")
5. In fact, I have argued that something more surprising has happened-a soft-core version of
child pornography has also become mainstream in our culture. See Amy Adler, The Perverse Law
of Child Pornography, 101 COLuM. L. REV. 209 (2001); Audio tape: N.Y.U. Review of Law &
Social Change Colloquium, Problems of Censorship in a New Technological Age, Apr. 3, 2006
(on file with the N.Y.U. Review of Law & Social Change) (remarks of Amy Adler).
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would argue the war on pornography has come to resemble the war on drugs, a
war that (at least for now) seems as if it cannot be won.6

Why has pornography become so central to our culture? This question
could itself be the subject of a conference. There are a number of significant
factors, including changes in social norms governing sexuality, and the satura-
tion of mass media, advertising, and communications with photographic images.

Yet it seems arguable that the most prominent factor driving this shift toward the

mainstreaming of porn has been technological innovation. The rise of the inter-

net and the development of other new technologies, such as digital cameras,
internet relay chats, and peer-to-peer networking, have changed the playing field.
These innovations have dramatically lowered the cost of production and distribu-

tion for pornography while, at the same time, making it easier for producers and

distributors to avoid detection. 7 Pornography has the force of technology on its
side.

I think it is time to reassess pornography in light of its newfound cultural
dominance. This symposium therefore comes at a moment of great opportunity.
What does this change in the cultural landscape mean for legal regulation?

The three panels in the symposium (and the essays that follow) focus on the
three significant fronts in the war on pornography: attempts to restrict the online
environment in the name of protecting minors; the battle against child pornogra-
phy; and the ongoing, and indeed escalating, prosecution of obscenity. Each of

these areas deserves to be treated in depth, as the following essays do. In these
remarks, however, rather than looking at each doctrinal area in isolation, I sug-

6. See, e.g., Eugene Volokh, Obscenity Crackdown-What Will the Next Step Be?,

TECHKNOWLEDGE, Apr. 12, 2004, http://www.cato.org/tech/tk/040412-tk.html (arguing that we are
unable to censor porn at least within current constitutional confines). Volokh also emphasizes the
international aspect of pornography. Id. This globalization of the porn market, of course, has been
enabled by technological innovation.

In this regard, it is worth noting the absence of any panel in this symposium addressing the

feminist anti-pornography movement. While we can still debate the wisdom of the feminist anti-
pornography position, I think all would agree that as a practical matter, the movement has lost its
battle against pornography.
7. See e.g., United States v. Williams, 444 F.3d 1286, 1290 (11 th Cir. 2006) ("Regulation [of child
pornography] is made difficult.., by the vast and sheltering landscape of cyberspace."). See also
Adam Walsh Child Protection and Safety Act of 2006 § 501(1)(C), 18 U.S.C. § 225 1(1)(C) (2007
Supp.) ("The advent of the Internet has greatly increased the ease of transporting, distributing,
receiving, and advertising child pornography in interstate commerce. The advent of digital cam-

eras and digital video cameras, as well as videotape cameras, has greatly increased the ease of
producing child pornography."). In a recent New York Times article, an investigative reporter de-

scribed the labyrinthine system constructed to shield the origins of a pornographic website: "Pay-
ments through Western Union were processed through Ukraine. An administrative e-mail address
suggested the company was based in Russia. Using a commercial software program, The Times
traced messages ... back to servers in Germany" and then to a company serving as an anonymous
front. Kurt Eichenwald, With Child Sex Sites on the Run, Nearly Nude Photos Hit the Web, N.Y.
TIMEs, Aug. 20, 2006, at Al.
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hard to evaluate these claims, it still seems evident that dramatically lowered
costs of production and distribution, coupled with technological advances that
make it easier to evade detection, have strengthened the hand of child pornogra-
phers.

Finally, there is obscenity law, the subject of the third panel. Obscenity law
represents the oldest of the three weapons in the government's arsenal. Al-
though federal obscenity law dates to the mid-nineteenth century, it wasn't until
1957 that the Supreme Court first held that a category of expression called "ob-
scenity" lacked First Amendment protection.23 Over the following sixteen years,
the Court fought bitterly about obscenity doctrine. 24 In 1973, over vigorous dis-
sent, five members of the Court finally arrived at a standard definition of the
term "obscene" that has remained consistent to this day.25 Although the doctrine
is settled, obscenity law has continued to provoke scathing criticism from legal
scholars.26 As I will explore below, the doctrine began to fall into relative disuse
in the 1990s.27 Yet it has now staged a major comeback and has become a "top
priority" for the FBI and the Department of Justice. 28 I think that its resurgence
can only be fully understood by considering it in the context of the challenges
and defeats that the government has faced in the previous two areas I have just
described.

In the following Part, I address the decline and subsequent resurgence of ob-
scenity law. In Part III, I offer a new account of this trajectory by assessing ob-
scenity in the context of the overall battle against the changed world of pornog-
raphy.

II

THE FALL AND RISE OF OBSCENITY LAW

Why was obscenity law all but dead? As I argue below, there are at least

23. Roth v. Unites States, 354 U.S. 476, 485 (1957).
24. See Paris Adult Theatre I v. Slaton, 413 U.S. 49, 80-83 (1973) (Brennan, J., dissenting) (sum-
marizing the history of the Court's struggle).
25. Miller v. California, 413 U.S. 15 (1973). By the time of the Miller decision, the Court was
bitterly divided. See id. at 37-47 (Douglas, J., dissenting). Nonetheless, the Miller majority set
forth a three-part test for determining whether a given work should be labeled "obscene":

(a) whether the average person, applying contemporary community standards would
find that the work, taken as a whole, appeals to the prurient interest;
(b) whether the work depicts or describes, in a patently offensive way, sexual conduct
specifically defined by the applicable state law; and
(c) whether the work, taken as a whole, lacks serious literary, artistic, political, or scien-
tific value.

Id. at 24 (citations omitted). In Pope v. Illinois, 481 U.S. 497 (1987), the Court clarified that
Miller's third prong should be evaluated by a reasonable person standard. Id. at 501.
26. For a sample of the vast scholarly literature critical of obscenity law, see infra note 42. Cf
Pope, 481 U.S. at 504-05 (Scalia, J., concurring) (questioning the underpinnings of obscenity
law's exception for serious artistic value and calling for a reexamination of Miller).
27. Infra notes 29-59 and accompanying text.
28. See infra note 60 and accompanying text.
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three reasons. First, it became a lower priority for prosecutors in comparison to
what was seen as the more pressing problem of child pornography. Second, ob-
scenity cases became harder to prosecute successfully. And third, obscenity, in a
number of senses, presented an embarrassment to the courts and the legal sys-
tem. Yet in spite of these strikes against obscenity law, it has begun to stage a
remarkable comeback.

A. Limited Resources and the Problem of Child Pornography

Obscenity prosecutions were all but abandoned, in large part because child
pornography was viewed as the far more pressing problem. Under the Clinton
administration, the Child Exploitation and Obscenity Unit of the Department of
Justice had (reasonably in my opinion) focused its limited resources on child
pornography. 2 9 While the policy was not explicitly announced, the statistics are
clear. In the period from 1992 to 2000, federal prosecutions of child pornogra-
phy increased more than fivefold, from 104 to 563 per year.30 In contrast, fed-
eral prosecutions of obscenity fell by more than half in the same period, from 44
cases in 1992, to 20 in 2000.31 Another statistic reveals that the number of fed-
eral convictions for child pornography more than tripled from 1997 to 2004.32

The conservative antipornography group Morality in Media charges that
"[d]uring the first six years of the Clinton administration, federal obscenity law
enforcement declined by over eighty percent." 33

B. Prosecution Problems

Another reason that obscenity law was all but abandoned was that pornog-
raphy's increased cultural presence posed difficulties for prosecutors. The gov-
ernment in an obscenity case must prove that the material exceeds contemporary
community standards. 34 Given how far those standards have been stretched by
the onslaught of pornography in the last few decades, and given that they are still
constantly stretching, this is a difficult and unpredictable standard to meet. In
short, with the sea of pornography in which we now live, it is increasingly hard

29. The Clinton administration policy was not explicitly announced, but was clear in the pattern of
prosecutions. It was widely maligned by conservative anti-pornography groups and legislators.
See House Subcommittee Criticizes DOJ for Not Prosecuting Internet Obscenity, TECH L.J., May
24, 2000, http://www.techlawjournal.com/crime/20000524.htm.
30. U.S. DEP'T OF JUSTICE, OFFICE OF ATTORNEY GENERAL, REVIEW OF CHILD PORNOGRAPHY AND
OBSCENITY CRIME, REPORT NUMBER 1-2001-02, tbl.1, July 19, 2001, http://www.usdoj.gov/oig/
reports/plus/e0107/results.htm.
31. Id. tbl.6.
32. Protecting Children on the Internet: Hearing Before the S. Comm. on Commerce, Science, and
Transportation, 109th Cong. 109-606, at 12 (2006) (statement of Laura H. Parsky, Deputy Asst.
Attorney General, Criminal Division, Dep't of Justice).
33. Robert Peters, Clinton's Hardcore Porn Legacy, Morality In Media, Inc., http://www. morali-
tyinmedia.org/index.htm?obscenityEnforcement/clinton porn.htm (last visited Nov. 30, 2007).
34. Miller v. California, 413 U.S. 15, 24 (1973). See supra note 25.
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in question. He wrote, "one cannot say with certainty that material is obscene
until at least five members of this Court... have pronounced it so[,]" thus leav-
ing the Justices "compelled to view it before passing on its obscenity."5 7 The
cases seemed to debase the Court. Obscenity jurisprudence did not emerge from
on high; indeed, the Justices literally screened dirty films in the basement. 58

Now the dirty work has fallen to lower court judges and juries who are "com-
pelled" to view the more extreme, often scatological, hard-core pornography that
the government has begun to pursue in obscenity cases. 59

D. The Return of Obscenity Law

Given all these strikes against obscenity law, given that it had been all but
abandoned by the federal government, it is quite surprising to observe the new-
found vigor in the war on obscenity. The Gonzales Justice Department empha-
sized that obscenity was "one of [its] top priorities." 60 There is a new push for
prosecution. Indeed, the FBI recently created a task force devoted specifically to
adult obscenity, diverting "eight agents, a supervisor and assorted support staff'
to the project full time.6 1 Reacting to the creation of the new squad, one dis-
gruntled FBI officer commented on condition of anonymity, "I guess this means
we've won the war on terror." 62 A surge of recent indictments and prosecutions
shows the new strategy is taking effect,6 3 and attests to the fact that the war on

57. Paris Adult Theatre I v. Slaton, 413 U.S. 49, 92-93 (1973) (Brennan, J., dissenting).
58. BOB WOODWARD & ScoTT ARMSTRONG, THE BRETHREN: INSIDE THE SUPREME COURT 198-99
(1979). Cf Adler, The Perverse Law of Child Pornography, supra note 5, at 267 (analyzing the
anxiety expressed in early twentieth century state court decisions about the contaminating effect of
describing the obscenity at issue).
59. Infra note 63 (describing prosecutions of extremely hard-core targets).
60. Barton Gellman, Recruits Sought for Porn Squad, WASH. POST, Sept. 20, 2005, at A21. See
also Alberto R. Gonzales, Prepared Remarks at the U.S. Attorney's Conference (April 21, 2005)
(transcript available at http://www.usdoj.gov/ag/speeches/2005/042105usattomeysconference.htm)
("I've made it clear that I intend to aggressively combat the purveyors of obscene materials.").
61. Gellman, supra note 60.
62. Id. Nonetheless, the DOJ press secretary, Brian Roehrkausse, insisted that the war on terror is
the "top priority." Id.
63. For examples of some recent obscenity prosecutions, see United States v. Coil, 442 F.3d 912
(5th Cir. 2006) (affirming the defendant's conviction for transportation of obscene materials);
United States v. Extreme Assocs., Inc., 431 F.3d 150 (3d Cir. 2005) cert. denied, 126 S.Ct. 2048
(2006); United States v. Ragsdale, 426 F.3d 765 (5th Cir. 2005) (affirming website owners' con-
victions); Carter v. MGA, Inc., 189 F.App'x 893 (11 th Cir. 2006). See also United States v. Gart-
man, 2005 U.S. Dist. LEXIS 1501(N.D. Tex. 2005) (denying defendant's motion to reconsider in
light of trial court's ruling in Extreme Associates case).

In addition to these reported decisions, there have been numerous other obscenity indict-
ments, convictions, or plea bargains. For example, since the push began, six defendants in three
different cases have been convicted on obscenity charges in the Northern District of Texas. Most
recently, two defendants were convicted for selling obscene videos on the Internet on a site called
"forbiddenvideos.com." Press Release, U.S. Dep't of Justice, Federal Jury Convicts Two Men in
Texas on Distribution of Obscene Material Charges (Mar. 13, 2006), available at
www.usdoj.gov/criminal/press-room/press-releases/2006_4526_ceosGartman.pdf. In another
case in the Northern District of Texas, a Colorado resident named Edward Wedelstedt pleaded
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puzzling, particularly when looked at in doctrinal isolation. I submit that the
revival of obscenity law becomes much more understandable when viewed in the
context of the other two topics for this symposium-child pornography law and
the doctrine of "harmful to minors"-and against the backdrop that I sketched of
a porn-saturated society. 6 6

Consider the political pressure produced by the dramatic and rapid main-
streaming of pornography in our culture. As with any dramatic cultural shift, the
change toward an all porn all the time society means that there are powerful in-
terest groups who are pressuring legal actors to combat this newfound state of
affairs. As evidence of the political pressure surrounding the issue, consider the
extraordinary number of pornography-related bills under consideration in Con-
gress as of this writing. Almost all of them focus on technology and children. 67

Yet as the pressure to "do something" about pornography mounts, prosecu-

66. Supra notes 1-6 and accompanying text.
67. A 2006 appropriations bill on the Senate's Legislative Calendar contained a provision increas-
ing the fines levied on internet service providers who fail to report child pornography of which
they become aware, and a provision requiring warning labels on the first page of web sites contain-
ing sexually explicit material. H.R. 5672, 109th Cong. § 533 (2006).

A bill amending the Communications Act of 1934 to require schools and libraries that receive
universal service support to prohibit access to social networking sites such as myspace.com was
passed by the House but died in the Senate Committee on Commerce, Science, and Transportation.
H.R. 5319, 109th Cong. (2006).

Also in the Senate Committee on Commerce, Science, and Transportation was a bill tighten-
ing the regulation of obscene and indecent material on broadcast networks, S. 616, 109th Cong. §§
5-6 (2006), and the Cyber Safety for Kids Act of 2006, which would have established a domain
name to designate material that is harmful to minors (for example, ".xxx"), S. 2426, 109th Cong. §
2 (2006).

The Internet SAFETY (Stop Adults Facilitating the Exploitation of Youth) Act of 2006, S.
3499, 109th Cong. § 2 (2006), H.R. 5749, 109th Cong. § 2 (2006), was introduced in both the
House and the Senate and referred to their respective Committees on the Judiciary. It contained
such proposals as penalties for the "financial facilitation of access to child pornography," S. 3499 §
2, H.R. 5749, § 2; penalties for engaging in a "child pornography enterprise," S. 3499 § 3, H.R.
5749 § 3 (a child pornography enterprise is defined as a series of two or more felony violations
committed in concert with three or more other persons); and making child pornography offenses
into predicates for a RICO offense, S. 3499 § 8.

The House Committee on the Judiciary also had on its slate legislation that would establish a
specific prohibition on pornography depicting prepubescent children, H.R. 5944, 109th Cong. § 2
(2006); that would prohibit the display of child pornography or obscenity to anyone under sixteen
with the intent of facilitating a sexual offense against a minor, id. at § 3; that would penalize those
who place sexually explicit photographs of a person on the Internet without that person's permis-
sion, H.R. 1189, 109th Cong. (2006); that would prohibit the production and sale of exploitative
child modeling images, H.R. 1142, 109th Cong. § 3 (2006) (defining "exploitative child modeling"
as images of a "child under 17 years old for financial gain without the purpose of marketing a
product or service besides the image of the child" itself, but excluding images that have "serious
literary, artistic, political, or scientific value"); and that would strip all federal courts (including the
Supreme Court) of appellate jurisdiction over questions of the validity of state pornography laws
under the First Amendment, H.R. 5528, 109th Cong. § 2 (2006).

Finally, proposals to increase the penalties for the production of child pornography are com-
mon. See, e.g., H.R. 2318, 109th Cong. § 2(b) (2006); S. 3499, 109th Cong. § 5 (2006); S. 3432,
109th Cong. § 6 (2006).
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THE NEW GOVERNORS: THE PEOPLE, RULES, AND
PROCESSES GOVERNING ONLINE SPEECH

Kate Klonick*

Private online platforms have an increasingly essential role in free speech and
participation in democratic culture. But while it might appear that any internet user can
publish freely and instantly online, many platforms actively curate the content posted by
their users. How and why these platforms operate to moderate speech is largely opaque.

This Article provides the first analysis of what these platforms are actually doing to
moderate online speech under a regulatory and First Amendment framework. Drawing
from original interviews, archived materials, and internal documents, this Article
describes how three major online platforms - Facebook, Twitter, and YouTube -
moderate content and situates their moderation systems into a broader discussion of
online governance and the evolution of free expression values in the private sphere. It
reveals that private content-moderation systems curate user content with an eye to
American free speech norms, corporate responsibility, and the economic necessity of
creating an environment that reflects the expectations of their users. In order to
accomplish this, platforms have developed a detailed system rooted in the American legal
system with regularly revised rules, trained human decisionmaking, and reliance on a
system of external influence.

This Article argues that to best understand online speech, we must abandon traditional
doctrinal and regulatory analogies and understand these private content platforms as
systems of governance. These platforms are now responsible for shaping and allowing
participation in our new digital and democratic culture, yet they have little direct
accountability to their users. Future intervention, if any, must take into account how and
why these platforms regulate online speech in order to strike a balance between preserving the
democratizingforces of the internet and protecting the generative power of our New Governors.

INTRODUCTION

In a lot of ways Facebook is more like a government than a traditional
company. We have this large community of people, and more than other
technology companies we're really setting policies.

- Mark Zuckerberg

* Ph.D. in Law Candidate, Yale University, and Resident Fellow at the Information Society at
Yale Law School. Research for this project was made possible with the generous support of the
Oscar M. Ruebhausen Fund. The author is grateful to Jack Balkin, Molly Brady, Kiel Brennan-
Marquez, Peter Byrne, Adrian Chen, Bryan Choi, Danielle Keats Citron, Rebecca Crootof, Evelyn
Frazee, Tarleton Gillespie, Eric Goldman, James Grimmelmann, Brad Greenberg, Alexandra
Gutierrez, Woody Hartzog, David Hoffman, Gus Hurwitz, Thomas Kadri, Margot Kaminski,
Alyssa King, Jonathan Manes, Toni Massaro, Christina Mulligan, Frank Pasquale, Robert Post,
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In the summer of 2016, two historic events occurred almost simulta-
neously: a bystander captured a video of the police shooting of Alton
Sterling on his cell phone, and another recorded the aftermath of the
police shooting of Philando Castile and streamed the footage via
Facebook Live.2 Following the deaths of Sterling and Castile, Facebook
founder and CEO Mark Zuckerberg stated that the ability to instantly
post a video like the one of Castile dying "reminds us why coming to-
gether to build a more open and connected world is so important."3
President Barack Obama issued a statement saying the shootings were
"symptomatic of the broader challenges within our criminal justice sys-
tem,"4 and the Department of Justice opened an investigation into
Sterling's shooting and announced that it would monitor the Castile in-
vestigation.5 Multiple protests took place across the country.6 The im-
pact of these videos is an incredible example of how online platforms
are now essential to participation in democratic culture.' But it almost
never happened.

Initially lost in the voluminous media coverage of these events was
a critical fact: as the video of Castile was streaming, it suddenly disap-
peared from Facebook.8 A few hours later, the footage reappeared, this
time with a label affixed warning of graphic content.9 In official state-

2 Richard Fausset et al., Alton Sterling Shooting in Baton Rouge Prompts Justice Dept. Inves-
tigation, N.Y. TIMES (July 6, 2016), http://nyti.ms/2szuH6H [https://perma.cc/Q8T6-HHXE];
Manny Fernandez et al., ii Officers Shot, 4 Fatally, at Rally Against Violence, N.Y. TIMES, July 8,
2016, at Ai.

3 Mark Zuckerberg, Post, FACEBOOK (July 7, 2016), https://www.facebook.com/zuck/posts/
10102948714100101 [https://perma.cc/PPgM-FRTU].

4 Press Release, White House, President Obama on the Fatal Shootings of Alton Sterling and
Philando Castile (July 7, 2016), https://obamawhitehouse.archives.gov/blog/2016/07/07/president-
obama-fatal-shootings-alton-sterling-and-philando-castile [https://perma.cc/VUL4-QT441.

Press Release, U.S. Dep't of Justice, Attorney General Loretta E. Lynch Delivers Statement
on Dallas Shooting (July 8, 2016), https://www.justice.gov/opa/speech/attorney-general-loretta-e-
lynch-delivers-statement-dallas-shooting [https://perma.cc/UG89-XJXW].

6 Fernandez et al., supra note 2; Liz Sawyer, Protest Results in Brief Closure of State Fair's
Main Gate, STAR TRIB. (Minneapolis) (Sept. 3, 2016, 9:38 PM), http://www.startribune.com/
protesters-gather-at-site-where-castile-was-shot/392247781/ [https://perma.cc/8Y4W-VF2Z]; Mitch
Smith et al., Peaceful Protests Follow Minnesota Governor's Call for Calm, N.Y. TIMES (July 8,
2016), http://nyti.ms/2CqolWM [https://perma.cc/HRQ6-CTUC].

See Jack M. Balkin, Digital Speech and Democratic Culture: A Theory of Freedom of Expres-
sion for the Information Society, 79 N.Y.U. L. REV. i, 2 (2004).

8 How Did Facebook Handle the Live Video of the Police Shooting of Philando Castile?, WASH.
POST (July 7, 2016, 11:45 AM), http://wapo.st/2ByazET [https://perma.cc/T6ZK-RZRC]; Mike
Isaac & Sydney Ember, Live Footage of Shootings Forces Facebook to Confront New Role, N.Y.
TIMES (July 8, 2016), http://nyti.ms/2CpLI37 [https://perma.cc/ZHR5-FAJE].

9 Isaac & Ember, supra note 8.
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ments, Facebook blamed the takedown on a "technical glitch" but pro-
vided no further details.1 0 This is not entirely surprising. Though it
might appear that any internet user can publish freely and instantly
online, many content-publication platforms actively moderate1 the con-
tent posted by their users.12 Yet despite the essential nature of these
platforms to modern free speech and democratic culture,13 very little is
known about how or why these companies curate user content. 14

In response to calls for transparency, this Article examines precisely
what these private platforms are actually doing to moderate user-
generated content and why they are doing so. It argues that these plat-
forms are best thought of as self-regulating1 5 private entities, governing

10 William Turton, Facebook Stands by Technical Glitch Claim, Says Cop Didn't Delete
Philando Castile Video, GIZMODO July 8, 2016, 1:36 PM), http://gizmodo.com/facebook-stands-
by-technical-glitch-claim-says-cop-did-,783349993 [https://perma.cc/3ZWP-7SMg].

" I use the terms "moderate," "curate," and sometimes "regulate" to describe the behavior of
these private platforms in both keeping up and taking down user-generated content. I use these
terms rather than using the term "censor," which evokes the ideas of only removal of material and
various practices of culturally expressive discipline or control. See generally Robert C. Post, Pro-
ject Report: Censorship and Silencing, 51 BULL. AM. ACAD. ARTS & SC. 32, 32 (1998). Where
I do use "regulate," I do so in a more colloquial sense and not the way in which Professor Jack
Balkin uses the term "speech regulation," which concerns government regulation of speech or gov-
ernment cooperation, coercion, or partnership with private entities to reflect government ends. See
Jack M. Balkin, Old-School/New-School Speech Regulation, 127 HARV. L. REV. 2296, 2299 (2014)
(also explaining that the phrase "collateral censorship" is a term of art exempted from this
taxonomy).

12 See Catherine Buni & Soraya Chemaly, The Secret Rules of the Internet: The Murky History
of Moderation, and How It's Shaping the Future of Free Speech, THE VERGE (Apr. 13, 2016),
https://www.theverge.com/2oi-6/4/13/11387934/internet-moderator-history-youtube-facebook-reddit-
censorship-free-speech [https://perma.cc/PDM3-P6YH]; Adrian Chen, The Laborers Who Keep Dick
Pics and Beheadings Out of Your Facebook Feed, WIRED (Oct. 23, 2014, 6:30 AM),
https://www.wired.com/2014/Io/content-moderation/ [https://perma.cc/L5ME-T4 H6]; Jeffrey Rosen,
Google's Gatekeepers, N.Y. TIMES MAG. (Nov. 28, 2008), http://nyti.ms/2ocglqw [https://perma.cc/
YBM8-TNXC].

13 Packingham v. North Carolina, 137 S. Ct. 1730, 1737 (2017) (holding that a state statute bar-
ring registered sex offenders from using online social media platforms was unconstitutional under
the First Amendment). In his majority opinion, Justice Kennedy wrote that "[w]hile in the past
there may have been difficulty in identifying the most important places (in a spatial sense) for the
exchange of views, today the answer is clear. It is cyberspace - the 'vast democratic forums of the
Internet' in general, and social media in particular." Id. at 1735 (citation omitted) (quoting Reno v.
ACLU, 521 U.S. 844, 868 (1997)).

14 See, e.g., Marvin Ammori, The "New" New York Times: Free Speech Lawyering in the Age
of Google and Twitter, 127 HARV. L. REV. 2259, 2273-76 (2014); Marjorie Heins, The Brave New
World of Social Media Censorship, 127 HARV. L. REV. F. 325, 326 (2014) (describing Facebook's
internal appeals process as "mysterious at best" and noting, about their internal policies, that "[t]he
details of these rules . . . we do not know" and that the censorship "process in the private world of
social media is secret").

1 See generally Jody Freeman, The Private Role in Public Governance, 75 N.Y.U. L. REV. 543
(2000); Douglas C. Michael, Federal Agency Use of Audited Self-Regulation as a Regulatory Tech-
nique, 47 ADMIN. L. REV. 171 (1995).
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speech within the coverage of the First Amendment1 6 by reflecting the
democratic culture and norms of their users.7

Part I surveys the regulatory and constitutional protections that have
resulted in these private infrastructures. The ability of private platforms
to moderate content comes from § 230 of the Communications Decency
Act" (CDA), which gives online intermediaries broad immunity from
liability for user-generated content posted on their sites.19 The purpose
of this grant of immunity was both to encourage platforms to be "Good
Samaritans" and take an active role in removing offensive content, and
also to avoid free speech problems of collateral censorship.20 Beyond
§ 230, courts have struggled with how to conceptualize online platforms
within First Amendment doctrine: as state actors, as broadcasters, or as
editors. Additionally, scholars have moved between optimistic and pes-
simistic views of platforms and have long debated how - or whether -
to constrain them.

To this legal framework and scholarly debate, this Article applies
new evidence. Part II looks at why platforms moderate so intricately
given the broad immunity of § 230. Through interviews with former
platform architects and archived materials, this Article argues that plat-
forms moderate content because of a foundation in American free speech
norms, corporate responsibility, and the economic necessity of creating
an environment that reflects the expectations of their users. Thus, plat-
forms are motivated to moderate by both of § 230's purposes: fostering
Good Samaritan platforms and promoting free speech.

Part III looks at how platforms are moderating user-generated con-
tent and whether that understanding can fit into an existing First
Amendment framework. Through internal documents, archived mate-
rials, interviews with platform executives, and conversations with con-
tent moderators, this Article shows that platforms have developed a sys-
tem that has marked similarities to legal or governance systems. This
includes the creation of a detailed list of rules, trained human deci-
sionmaking to apply those rules, and reliance on a system of external
influence to update and amend those rules. With these facts, this Article

16 See generally Balkin, supra note ii; Frederick Schauer, The Boundaries of the First

Amendment: A Preliminary Exploration of Constitutional Salience, iiy HARV. L. REV. 1765 (2004).
17 See generally ROBERT C. ELLICKSON, ORDER WITHOUT LAW (19i); ELINOR OSTROM,

CRAFTING INSTITUTIONS FOR SELF-GOVERNING IRRIGATION SYSTEMS (1992); Balkin, su-

pra note 7; J.M. Balkin, Populism and Progressivism as Constitutional Categories, 104 YALE L.J.

1935, 1948-49 (1995) (reviewing CASS R. SUNSTEIN, DEMOCRACY AND THE PROBLEM OF

FREE SPEECH (1993), and defining democratic culture as popular participation in culture); Robert
C. Ellickson, Of Coase and Cattle: Dispute Resolution Among Neighbors in Shasta County, 38
STAN. L. REV. 623 (1986).

18 47 U.S.C. § 230 (2012).

19 Id.
20 See Zeran v. Am. Online, Inc., 129 F.3d 327, 330 (4 th Cir. 1997) (noting that the purposes of

intermediary immunity in § 230 were not only to incentivize platforms to remove indecent content
but also to protect the free speech of platform users).
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argues that analogy under purely First Amendment doctrine should be
largely abandoned.

Instead, platforms should be thought of as operating as the New
Governors of online speech. These New Governors are part of a new
triadic model of speech that sits between the state and speakers-
publishers. They are private, self-regulating entities that are economi-
cally and normatively motivated to reflect the democratic culture and
free speech expectations of their users. Part IV explains how this con-
ceptualization of online platforms as governance fits into scholarly con-
cerns over the future of digital speech and democratic culture. It argues
that the biggest threat this private system of governance poses to dem-
ocratic culture is the loss of a fair opportunity to participate, which is
compounded by the system's lack of direct accountability to its users.
The first solution to this problem should not come from changes to § 230
or new interpretations of the First Amendment, but rather from simple
changes to the architecture and governance systems put in place by these
platforms. If this fails and regulation is needed, it should be designed
to strike a balance between preserving the democratizing forces of the
internet and protecting the generative power of our New Governors,
with a full and accurate understanding of how and why these platforms
operate, as presented here. It is only through accurately understanding
the infrastructures and motivations of our New Governors that we can
ensure that the free speech rights essential to our democratic culture
remain protected.

I. SECTION 230, THE FIRST AMENDMENT, AND THE

BEGINNINGS OF INTERMEDIARY SELF-REGULATION

Before the internet, the most significant constraint on the impact and
power of speech was the publisher.2 1 The internet ended the speaker's
reliance on the publisher by allowing the speaker to reach his or her
audience directly.2 2 Over the last fifteen years, three American compa-
nies - YouTube, Facebook, and Twitter - have established themselves
as dominant platforms in global content sharing.23 These platforms are
both the architecture for publishing new speech and the architects of the

21 LAWRENCE LESSIG, CODE 2.0, at 19 (2006).
22 Id.; Balkin, supra note ii, at 2306-I0.
23 Facebook Grows as Dominant Content Sharing Destination, MARKETING CHARTS (Aug. 24,

2016), https://www.marketingcharts.com/digital-70oiii [https://perma.cc/VA4T-LM5Z] (describing
Facebook and Twitter as the top content sharing destinations); Facebook vs. YouTube: The Domi-
nant Video Platform of 201,, STARK CREW (Jan. II, 2017), http://starkcrew.com/facebook-vs-
youtube-the-dominant-video-platform-of-2017/ [https://perma.cc/5TTA-VJ64] (naming Facebook
and YouTube as the dominant platforms for sharing video content online and summarizing their
statistics).
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institutional design that governs it.24 This private architecture is the
"central battleground over free speech in the digital era."25

A. History and Development of § 230

In order to understand the private governance systems used by plat-
forms to regulate user content, it is necessary to start with the legal
foundations and history that allowed for such a system to develop. The
broad freedom of internet intermediaries2 6 to shape online expression is
based in § 230 of the CDA, which immunizes providers of "interactive
computer services" from liability arising from user-generated content.27

Sometimes called "the law that matters most for speech on the Web,"
the existence of § 230 and its interpretation by courts have been essential
to the development of the internet as we know it today.28

Central to understanding the importance of § 230 are two cases de-
cided before its existence, which suggested that intermediaries would be
liable for defamation posted on their sites if they actively exercised any
editorial discretion over offensive speech.2 9  The first, Cubby, Inc. v.
CompuServe, Inc.,3o involved the publication of libel on CompuServe
forums.3 1 The court found CompuServe could not be held liable for the
defamatory content in part because the intermediary did not review any
of the content posted to the forum.3 2 The Cubby court reasoned that
CompuServe's practice of not actively reviewing content on its site made
it more like a distributor of content, and not a publisher.3 3 In determin-
ing communication tort liability, this distinction is important because
while publishers and speakers of content can be held liable, distributors
are generally not liable unless they knew or should have known of the

24 LESSIG, supra note 2 1, at 2-lo (describing the internet as architecture).
25 Balkin, supra note ii, at 2296.
26 Internet intermediaries are broadly defined as actors in every part of the internet "stack." See

JAMES GRIMMELMANN, INTERNET LAW 31 (2016). These include internet service providers,
hosting providers, servers, websites, social networks, search engines, and so forth. See id. at 31-
32. Within this array, I use "platforms" to refer specifically to internet websites or apps that publish
user content - these include Facebook, YouTube, and Twitter.

27 47 U.S.C. § 230(c)(2) (2012); see also Zeran v. Am. Online, Inc., 129 F.3d 327, 330 (4 th Cir.

1997) (blocking claims against AOL under § 230 because AOL was only the publisher, and not the
creator, of the tortious content).

28 Emily Bazelon, How to Unmask the Internet's Vilest Characters, N.Y. TIMES MAG. (Apr. 22,
2011), http://nyti.ms/2C3oZL9 [https://perma.cc/5 5A 3-6FAN].

29 See Davis S. Ardia, Free Speech Savior or Shield for Scoundrels: An Empirical Study of
Intermediary Immunity Under Section 230 of the Communications Decency Act, 43 LOy. L.A. L.
REV. 373, 406-og (2010).

30 776 F. Supp. 135 (S.D.N.Y. 1991).
31 Id. at 138; Ardia, supra note 29, at 406-07. CompuServe did not dispute that the statements

were defamatory. Cubby, 776 F. Supp. at 138.
32 Cubby, 776 F. Supp. at 140.
3 Id. at 139-41.
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defamation.34 Though distributor-publisher distinctions were an estab-
lished analogy in tort liability, the difficulty of using this model for
online intermediaries quickly became apparent. Four years after Cubby,
in Stratton Oakmont, Inc. v. Prodigy Services Co.,35 a court found that
the intermediary Prodigy was liable as a publisher for all posts made on
its site because it actively deleted some forum postings.3 6 To many,
Prodigy's actions seemed indistinguishable from those that had rendered
CompuServe a mere distributor in Cubby, but the court found Prodigy's
use of automatic software and guidelines for posting were a "conscious
choice, to gain the benefits of editorial control." 3 Read together, the
cases seemed to expose intermediaries to a wide and unpredictable range
of tort liability if they exercised any editorial discretion over content
posted on their sites. Accordingly, the cases created a strong disincentive
for online intermediaries to expand business or moderate offensive con-
tent and threatened the developing landscape of the internet.

Thankfully, the developing landscape of the internet was an active
agenda item for Congress when the Stratton Oakmont decision came
down. Earlier that year, Senator James Exon had introduced the CDA,
which aimed to regulate obscenity online by making it illegal to know-
ingly send or show minors indecent online content.38 Reacting to the
concerns created by Stratton Oakmont, Representatives Chris Cox and
Ron Wyden introduced an amendment to the CDA that would become
§ 230.39 The Act, with the Cox-Wyden amendment, passed and was
signed into law in February 1996.40 In its final form, § 230(c) stated that
"[n]o provider or user of an interactive computer service shall be treated
as the publisher or speaker of any information provided by another in-
formation content provider"4 1 in order to incentivize and protect inter-
mediaries' Good Samaritan blocking of offensive material.42 Though, just
a little over a year later, the Supreme Court in Reno v. ACLU43 struck down
the bulk of the anti-indecency sections of the CDA, § 230 survived.44

34 RESTATEMENT (SECOND) OF TORTS § 581(1) (AM. LAW INST. 1977).
3 1995 WL 323710 (N.Y. Sup. Ct. May 24, 1995).
36 Id. at *4.
37 Id. at *5.
38 See Robert Cannon, The Legislative History of SenatorExon's Communications Decency Act:

Regulating Barbarians on the Information Superhighway, 49 FED. COMM. L. 52-53 (1996).
141 CONG. REC. H8 4 6 9- 7o (daily ed. Aug. 4, 1995) (statements of Reps. Cox, Wyden, and

Barton).
40 See Pub. L. No. 104-104, tit. V, 1o Stat. 56, 133-43 (1996) (codified in scattered sections of

18 and 47 U.S.C.); see also H.R. REP. No. 104-458, at 81-9' (1996); S. REP. No. 104-230, at 187-93
(1996); S. REP. NO. 104-23, at 9 (1995). For a full and thorough account of the legislative history of
§ 230, see generally Cannon, supra note 38.

41 47 U.S.C. § 230(c)(I) (2012).
42 141 CONG. REC. H8 4 6 9 - 7o (statement of Rep. Cox).
43 521 U.S. 844 (1997).
44 Id. at 885.
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It soon became clear that § 230 would do more than just survive. A
few months after Reno, the Fourth Circuit established a foundational
and expansive interpretation of § 230 in Zeran v. America Online, Inc.45
Plaintiff Zeran sought to hold AOL liable for defamatory statements
posted on an AOL message board by a third party.4 6 Zeran argued that
AOL had a duty to remove the posting, post notice of the removed post's
falsity, and screen future defamatory material.47 The court disagreed.
Instead, it found AOL immune under § 230 and held that the section
precluded not only strict liability for publishers but also intermediary
liability for distributors such as website operators.48 This holding also
extinguished notice liability for online intermediaries.49

While the holdings in Zeran were broad and sometimes controver-
sials0 it was the court's analysis as to the purposes and scope of § 230
that truly shaped the doctrine. In granting AOL the affirmative defense
of immunity under § 230, the court recognized the Good Samaritan pro-
vision's purpose of encouraging "service providers to self-regulate the
dissemination of offensive material over their services."51 But the court
did not consider § 230 merely a congressional response to Stratton
Oakmont. Instead, the court looked to the plain text of § 230(c) granting
statutory immunity to online intermediaries and drew new purpose be-
yond the Good Samaritan provision and found that intent "not difficult
to discern":

Congress recognized the threat that tort-based lawsuits pose to freedom of
speech in the new and burgeoning Internet medium. The imposition of tort
liability on service providers for the communications of others represented,
for Congress, simply another form of intrusive government regulation of
speech.52

Thus, while the court reasoned that § 230 lifted the "specter of tort
liability" that might "deter service providers from blocking and screen-
ing offensive material," it found it was also Congress's design to immu-
nize intermediaries from any requirement to do so.53 Drawing on these
free speech concerns, the court reasoned that the same "specter of tort
liability" that discouraged intermediaries from policing harmful content
also threatened "an area of such prolific speech" with "an obvious

45 129 F 3 d 327 (4 th Cir. 1997).
46 Id. at 328.
47 Id. at 330.
48 Id. at 332.
49 Id. at 333.
5o See Developments in the Law- The Law of Cyberspace, 112 HARV. L. REV. 1574, 1613 (1999)

(referring to Zeran's holding as a "broad interpretation of § 230").
51 Zeran, 129 F.3d at 331.
52 Id. at 330 (emphases added).
5 Id. at 331.
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chilling effect." 5 4  "Faced with potential liability for each message re-
published by their services, interactive computer service providers
might choose to severely restrict the number and type of messages
posted."5 5 In response to the question raised by Zeran of subjecting
publishers like AOL to notice-based liability, the court again cited its
free speech concerns but also recognized the practical realities of distrib-
utors: "Each notification would require a careful yet rapid investigation
of the circumstances surrounding the posted information, a legal judg-
ment concerning the information's defamatory character, and an on-the-
spot editorial decision whether to risk liability by allowing the continued
publication of that information."5 6

The sheer volume of content to be policed by intermediaries, and
their almost certain liability should they be notified and still publish,
would lead to either haphazard takedowns at best, or widespread re-
moval at worst. "Thus, like strict liability, liability upon notice has a
chilling effect on the freedom of Internet speech."57

Zeran is a seminal decision in internet law not only because it gave
broad immunity to online intermediaries58 but also because of its anal-
ysis of the purposes of § 230. The court recognized two distinct con-
gressional purposes for granting immunity under § 230: (I) as a Good
Samaritan provision written to overturn Stratton Oakmont and "to en-
courage interactive computer services and users of such services to self-
police the Internet for obscenity and other offensive material,"59 and (2)

54 Id.
5 Id. The quote continues: "Congress considered the weight of the speech interests implicated

and chose to immunize service providers to avoid any such restrictive effect." Id.
56 Id. at 333.
5 Id. Though this free speech purpose might not have been in the plain text of § 230, the Zeran

court did not invent it. See Cannon, supra note 38, at 88-gi (discussing the legislative history
indicating that Congress debated the "contest between censorship and democratic discourse," id. at
88).

58 A number of scholars have criticized the reasoning in Zeran and its progeny for this reason.
See, e.g., Susan Freiwald, Comparative Institutional Analysis in Cyberspace: The Case of Interme-
diary Liability for Defamation, 14 HARV. J.L. & TECH. 569, 594-96 (2001); Sewali K. Patel, Im-
munizing Internet Service Providers from Third-Party Internet Defamation Claims: How Far
Should Courts Go?, 55 VAND. L. REV. 647, 679-89 (2002); David R. Sheridan, Zeran v. AOL and
the Effect of Section 230 of the Communications Decency Act upon Liability for Defamation on the
Internet, 61 ALB. L. REV. 147, 169-70 (1997); Michael H. Spencer, Defamatory E-Mail and Em-
ployer Liability: Why Razing Zeran v. America Online Is a Good Thing, 6 RICH. J.L. & TECH. 25
(2000); Michelle J. Kane, Note, Blumenthal v. Drudge, 14 BERKELEY TECH. L.J. 483, 498-500
(i999); Brian C. McManus, Note, Rethinking Defamation Liability for Internet Service Providers,
35 SUFFOLK U. L. REV. 647, 667-68 (2001); Annemarie Pantazis, Note, Zeran v. America Online,
Inc.: Insulating Internet Service Providers from Defamation Liability, 34 WAKE FOREST L. REV.

531, 547-50 (i999); David Wiener, Note, Negligent Publication of Statements Posted on Electronic
Bulletin Boards: Is There Any Liability Left After Zeran?, 39 SANTA CLARA L. REV. 905 (1999).

9 Batzel v. Smith, 333 F.3d ioi8, 1028 (9th Cir. 2003) (first citing 47 U.S.C. § 23 0(b)(4) (2012);

then citing 141 CONG. REC. H8469-7o (daily ed. Aug. 4, 1995) (statements of Reps. Cox, Wyden,
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as a free speech protection for users meant "to encourage the unfettered
and unregulated development of free speech on the Internet, and to pro-
mote the development of e-commerce."60

Though the exact term is not stated in the text of Zeran, the court's
concern over service providers' "natural incentive simply to remove
messages upon notification, whether the contents were defamatory or
not," reflects apprehension of collateral censorship.61 Collateral censor-
ship occurs when one private party, like Facebook, has the power to
control speech by another private party, like a Facebook user.62 Thus,
if the government threatens to hold Facebook liable based on what its
user says, and Facebook accordingly censors its user's speech to avoid
liability, you have collateral censorship.6 3 The court in Zeran recognized
this concern for the free speech rights of users and counted it among the
reasons for creating immunity for platforms under § 230.

But while the dual purposes of § 230 call for the same solution -
intermediary immunity - they create a paradox in the applications of
§ 230. If § 230 can be characterized as both government-created im-
munity to (i) encourage platforms to remove certain kinds of content,
and (2) avoid the haphazard removal of certain content and the perils of
collateral censorship to users, which interests do we want to prioritize?
That of the platforms to moderate their content or that of users' free
speech?

In the last few years, courts have grappled with precisely this di-
lemma and occasionally broken with the expansive interpretation of the
Good Samaritan provision to find a lack of § 230 immunity.64 For in-
stance, in two recent district court cases in northern California, the court

and Barton); then citing Zeran, 129 F.3 d at 331; and then citing Blumenthal v. Drudge, 992 F. Supp.

44, 52 (D.D.C. 1998)).
60 Id. at 1027-28 (first citing § 2 3 0(b) (policy objectives include "() to promote the continued

development of the Internet and other interactive computer services and other interactive media;
(2) to preserve the vibrant and competitive free market that presently exists for the Internet and
other interactive computer services, unfettered by Federal or State regulation"); then citing Zeran,
129 F.3 d at 330).

61 Zeran, 129 F.3 d at 333. The court also specifically cited worry about potential abuse between
users. "Whenever one was displeased with the speech of another party conducted [online], the
offended party could simply 'notify' the relevant service provider, claiming the information to be
legally defamatory." Id.; see also Christina Mulligan, Technological Intermediaries and Freedom of
the Press, 66 SMU L. REV. 157, 171 (2013); Felix T. Wu, Collateral Censorship and the Limits of
Intermediary Immunity, 87 NOTRE DAME L. REV. 293, 317-18 (2011).

62 The term "collateral censorship" was coined by Professor Michael Meyerson. Michael I.
Meyerson, Authors, Editors, and Uncommon Carriers: Identifying the "Speaker" Within the New
Media, 71 NOTRE DAME L. REV. 79,118 (1995).

63 Cf J.M. Balkin, Essay, Free Speech and Hostile Environments, 99 COLUM. L. REV. 2295,
2 298 (1-999).

64 For a comprehensive cataloging of § 230 cases with context and commentary, see Eric
Goldman, Ten Worst Section 23o Rulings of 20I6 (Plus the Five Best), TECH. & MARKETING L.
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rejected motions to dismiss for failure to state a claim under § 230 on
the basis of plaintiffs' allegations that Google acted in bad faith.65 At
the same time, other courts have made powerful decisions in favor of
broad § 230 immunity and publishers' rights to moderate content. No-
tably, in Doe v. Backpage.com,66 the First Circuit expressly held that
§ 230 protects the choices of websites as speakers and publishers, stat-
ing: "Congress did not sound an uncertain trumpet when it enacted the
CDA, and it chose to grant broad protections to internet publishers.
Showing that a website operates through a meretricious business model
is not enough to strip away those protections."67 The continued confu-
sion about § 230's interpretation - as seen in current courts' split on
the importance of a business's motivations for content moderation -
demonstrates that the stakes around such questions have only grown
since the foundational decision in Zeran.

B. First Amendment Implications

The debate over how to balance the right of intermediaries to curate
a platform while simultaneously protecting user speech under the First
Amendment is ongoing for courts and scholars. Depending on the type
of intermediary involved, courts have analogized platforms to estab-
lished doctrinal areas in First Amendment law - company towns,
broadcasters, editors - and the rights and obligations of a platform shift
depending on which analogy is applied.

The first of these analogies reasons that platforms are acting like the
state, so the First Amendment directly constrains them. While courts
have established that only state action creates affirmative obligations
under the First Amendment, determining exactly when a private party's
behavior constitutes state action is a more difficult question.68 The
Supreme Court foundationally addressed this distinction between pri-
vate and state actors for First Amendment purposes in Marsh v.
Alabama.69 In Marsh, a Jehovah's Witness was arrested for criminal
trespass for distributing literature on the sidewalk of a company town

BLOG (Jan. 4, 201-7), http://blog.ericgoldman.org/archives/20-7/o/ten-worst-section-230-rulings-of-
2016-plus-the-five-best.htm [https://perma.cc/KL48-B6GJ].

65 Darnaa, LLC v. Google, Inc., No. 15-cv-03221, 2016 WL 6540452 (N.D. Cal. Nov. 2, 2016);
Spy Phone Labs LLC v. Google Inc., No. 15-cv-03756, 2016 WL 6025469 (N.D. Cal. Oct. 14, 2016);
see also Eric Goldman, Google Loses Two Section 230(c)(2) Rulings - Spy Phone v. Google and
Darnaa v. Google, TECH. & MARKETING L. BLOG (Nov. 8, 2016), http://blog.ericgoldman.org/
archives/20ai6/i I/google-loses-two-section-230c2-rulings-spy-phone-v-google-and-darnaa-v-google.
htm [https://perma.cc/TR72-gXZU].

66 817 F.3d 12 ('st Cir. 2016).
67 Id. at 29.
68 See Hudgens v. NLRB, 424 U.S. 507, 513-21 (1976).
69 326 U.S. 501 (1946).
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wholly owned by a corporation.0 The Court found that "[e]xcept for
[ownership by a private corporation, this town] has all the characteris-
tics of any other American town."" Accordingly, the Court held the
town was functionally equivalent to a state actor and obligated to guar-
antee First Amendment rights.7 2

In the years since Marsh, the Court has continued to explore the
"public function" circumstances necessary for private property to be
treated as public. Many of these cases have arisen in the context of
shopping malls, where the Court has struggled to establish consistent
reasoning on when a private individual's First Amendment rights trump
the rights of the owner of a private forum. 3 The most expansive of
these was Amalgamated Food Employees Union Local 590 v. Logan
Valley Plaza, Inc.,74 which held a shopping mall to be the equivalent of
the company town in Marsh and therefore allowed picketers to protest
there.5  In overruling Logan Valley in Hudgens v. NLRB,7 6 the Court
revised its assessment of a shopping mall as a public square and stated
that a business does not qualify as performing a public function merely
because it is open to the public." Instead, in order to qualify as per-
forming a public function, a business must be actually doing a job nor-
mally done by the government, as was the case with the company town
in Marsh."'

For a long time, the claim that online intermediaries are state actors
or perform a public function and, thus, are subject to providing free
speech guarantees, was a losing one. In establishing platforms as non-
state actors, courts distinguished the facts in Marsh and its progeny,
stating that intermediaries providing services like email, hosting, or
search engines do not rise to the level of "performing any municipal
power or essential public service and, therefore, do[] not stand in the

70 Id. at 502-03.
71 Id. at 502.
72 Id. at 508-09.
7 See, e.g., Amalgamated Food Emps. Union Local 590 v. Logan Valley Plaza, Inc., 391 U.S.

308, 318 (1968) (equating a private shopping center to a business district and affirming the right to
picket in it), narrowed by Lloyd Corp. v. Tanner, 407 U.S. 551, 563-64 (1972) (holding speech in a
mall is not constitutionally protected unless there are no other means of communication), overruled
by Hudgens, 424 U.S. at 518. The California Supreme Court granted more expansive free speech
guarantees than those provided by the First Amendment in Fashion Valley Mall, LLC v. NLRB,
172 P.3d 742, 749 (Cal. 2007), and Robins v. PruneYard Shopping Center, 592 P.2d 341, 344, 347
(Cal. 1979). See also Developments in the Law - State Action and the Public/Private Distinction,
123 HARV. L. REV. 1248, 1303-07 (2010).

74 391 U.S. 308.
7 Id. at 318.
76 424 U.S. 507.
7 Id. at 519 (quoting Lloyd Corp., 407 U.S. at 568-69).
7 Id.
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shoes of the State."9 While these cases have not been explicitly over-
turned, the Court's recent ruling in Packingham v. North Carolinas0

might breathe new life into the application of state action doctrine to
internet platforms.

In Packingham, the Court struck down a North Carolina statute bar-
ring registered sex offenders from platforms like Facebook and
Twitter.1 In his opinion for the court, Justice Kennedy reasoned that
foreclosing "access to social media altogether is to prevent the user from
engaging in the legitimate exercise of First Amendment rights."8 2 De-
scribing such services as a "modern public square," Justice Kennedy also
acknowledged their essential nature to speech, calling them "perhaps the
most powerful mechanisms available to a private citizen to make his or
her voice heard."8 3 Though the decision is limited in that it applies only
to total exclusion, the sweeping language makes access to private online
platforms a First Amendment right, leaving open the questions of how
robust that access must be or where in the internet pipeline a choke
point must lie in order to abridge a First Amendment right. Future
litigation might use Packingham's acknowledgment of a First
Amendment right to social media access as a new basis to argue that
these platforms perform quasi-municipal functions.

Separate from the issue of state action, Packingham's acknowledg-
ment of platforms as private forums that significantly affect the expres-
sive conduct of other private parties implicates other areas of regulation
that are consistent with the First Amendment. This can be seen in the
doctrine around other types of speech conduits, like radio and television
broadcasters. In such cases, the Court has upheld regulation of radio
broadcasting, despite the broadcast station's claims that the regulation
unconstitutionally infringed on its editorial judgment and speech.8 4 A
public right to "suitable access" to ideas and a scarce radio spectrum
justified the agency rule that required broadcasters to present public

9 Cyber Promotions, Inc. v. Am. Online, Inc., 948 F. Supp. 436, 442 (E.D. Pa. 1996) (distin-
guishing AOL's email service from the kind of "municipal powers or public services" provided by a
private company town that made it liable as a state actor in Marsh); see also Green v. Am. Online,
318 F.3 d 465, 472 (3 d Cir. 2003) (holding that, as a private company and not a state actor, AOL is
not subject to constitutional free speech requirements); Langdon v. Google, Inc., 474 F. Supp. 2d
622, 631 (D. Del. 2007) (finding that for the purposes of constitutional free speech guarantees,
Google, Yahoo, and Microsoft are private companies, even though they work with state actors like
public universities).

8o 137 S. Ct. 1730 (2017).

81 Id. at 1733, 1738.
82 Id. at 1737.
83 Id.
84 See, e.g., Red Lion Broad. Co. v. FCC, 395 U.S. 367 (1969).

I16II12018]



HARVARD LAW REVIEW

issues and give each side of those issues fair coverage.5 In the years
following, the Court has limited this holding, 6 while also extending it
to the realm of broadcast television in Turner Broadcasting System, Inc.
v. FCC."'

The question of whether internet intermediaries would fall in the
same category as radio or broadcast television was addressed by the
Court in Reno. The Court found that the elements that justify television
and radio regulation - those mediums' "invasive" nature, history of
extensive regulation, and the scarcity of frequencies - "are not present
in cyberspace" and explicitly exempted the internet from the doctrine
established in Red Lion Broadcasting Co. v. FCC"" and Turner.9 While
it is unclear how the Court would draw the line between the internet
functions of concern in Reno and the growth of social media platforms,
Packingham's emphasis on the right to platform access might revive the
concerns over scarcity raised by these cases.

The final First Amendment analogy relevant to online speech rea-
sons that platforms themselves exercise an important expressive role in
the world, so the First Amendment actively protects them from state
interference. This draws on the doctrine giving special First
Amendment protections to newspapers under Miami Herald Publishing
Co. v. Tornillo.90 There, in a unanimous decision, the Court found a
Florida statute that gave political candidates a "right to reply" in local
newspapers unconstitutional under the Free Press Clause of the First
Amendment.9 Though the "right to reply" legislation was akin to FCC
fairness regulations upheld in Red Lion, the Tornillo Court found the
statute unconstitutional.9

2 The Court reasoned that the statute was an

85 Id. at 400-ol ("In view of the scarcity of broadcast frequencies, the Government's role in
allocating those frequencies, and the legitimate claims of those unable without governmental assis-
tance to gain access to those frequencies for expression of their views, we hold the regulations and
ruling at issue here are both authorized by statute and constitutional.").

86 See, e.g., FCC v. League of Women Voters, 468 U.S. 364, 402 (1984) (holding publicly funded
broadcasters have First Amendment protections to editorialize); FCC v. Pacifica Found., 438 U.S.
726, 741 n.17 (1978) (stating "it is well settled that the First Amendment has a special meaning in
the broadcasting context" and citing Red Lion); Columbia Broad. Sys., Inc. v. Democratic Nat'l
Comm., 412 U.S. 94, 120-21 (1973) (holding broadcasters are not under an obligation to sell adver-
tising time to a political party).

87 Turner Broad. Sys., Inc. v. FCC (Turner II), 520 U.S. 180, 185 (1997); Turner Broad. Sys.,
Inc. v. FCC (Turner I), 512 U.S. 622, 638-39 (1-994). In these cases the Court dealt with FCC "must
carry" regulations imposed on cable television companies. In Turner I, the Court determined that
cable television companies were indeed First Amendment speakers, 512 U.S. at 656, but in Turner
II, it held that the "must carry" provisions of the FCC did not violate those rights, 520 U.S. at
224-25.

88 395 U.S. 367.
89 Reno v. ACLU, 521 U.S. 844, 868-70 (1997).
90 418 U.S. 241 (1974).
91 Id. at 247, 258.
92 Id. at 258.
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"intrusion into the function of editors"93 and that "press responsibility is
not mandated by the Constitution and ... cannot be legislated."94 As
internet intermediaries have become more and more vital to speech,
First Amendment advocates have urged courts to apply the holding in
Tornillo to platforms, granting them their own speech rights.9 5  The
Court's new definition in Packingham of online speech platforms as
forums, however, might threaten the viability of arguments that these
companies have their own First Amendment rights as speakers.

C. Internet Pessimists, Optimists, and Realists

As have the courts, scholars have struggled with the question of how
to balance users' First Amendment right to speech against intermediar-
ies' right to curate platforms. Many look to platforms as a new market
for speech and ideas. In the early days of the internet, Professor Jack
Balkin could have been considered an internet optimist. He saw the
internet and its wealth of publishing tools, which enable widespread
digital speech, as enhancing the "possibility of democratic culture."9 6

More recently, he has recognized that private control of these tools poses
threats to free speech and democracy.97 Professor Yochai Benkler could
also have been considered an optimist, though a more cautious one. He
has posited looking at the internet as enabling new methods of infor-
mation production, as well as a move from traditional industrial-
dominated markets to more collaborative peer production.98 Professor
Lawrence Lessig acknowledges that while the internet creates exciting
new means to regulate through code, he is concerned about corporations
and platforms having great unchecked power to regulate the internet
and all interactions that fall under § 230 immunity.9 9 Professors James
Boyle, Jack Goldsmith, and Tim Wu have had similar concerns about

9 Id.
94 Id. at 256.

9 See Eric Goldman, Revisiting Search Engine Bias, 38 WM. MITCHELL L. REV. 96, io8-io
(2011); Eugene Volokh & Donald M. Falk, First Amendment Protection for Search Engine Search
Results, VOLOKH CONSPIRACY (Apr. 20, 2012), http://www.volokh.com/wp-content/uploads/2012/

05/SearchEngineFirstAmendment.pdf [https://perma.cc/U2 7F-MA6U]. But see James Grimmelmann,
Some Skepticism About Search Neutrality, in THE NEXT DIGITAL DECADE: ESSAYS ON THE

FUTURE OF THE INTERNET 435 (Berin Szoka & Adam Marcus eds., 2010); Frank Pasquale,
Platform Neutrality: Enhancing Freedom of Expression in Spheres of Private Power, 17 THEO-

RETICAL INQUIRIES L. 487, 502-03 (2016) (refuting efforts to apply Tornillo to internet
intermediaries).

96 Balkin, supra note 7, at 45-46.
97 See Balkin, supra note ii, at 2300-01.
98 See generally YOCHAI BENKLER, THE WEALTH OF NETWORKS (2006); Yochai Benkler,

Through the Looking Glass: Alice and the Constitutional Foundations of the Public Domain, 66
LAW & CONTEMP. PROBS. 173, 181-82 (2003).

99 See generally LESSIG, supra note 21; Lawrence Lessig, Commentary, The Law of the Horse:
What Cyberlaw Might Teach, 113 HARV. L. REV. 501 (1999).
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the state coopting private online intermediaries for enforcement.10 0

Professor David Post has argued that the market will resolve corporate
monopolization of speech. He has suggested that such corporate com-
petition between individual online platforms would result in a "market
for rules," which would allow users to seek networks that have speech
and conduct "rule sets" to their liking. 101

Not quite optimists or pessimists, many internet scholars have fo-
cused their work on the realities of what the internet is, the harms it
does and can create, and the best ways to resolve those harms. Professor
Danielle Keats Citron was an early advocate for this approach. She has
argued for recognition of cyber civil rights in order to circumvent § 230
immunity without removing the benefits of its protection.10

2 Professor
Mary Anne Franks has continued this tack, and argues that the nature
of online space can amplify speech harms, especially in the context of
sexual harassment.103 Online hate speech, harassment, bullying, and
revenge porn have slightly different solutions within these models. Both
Citron and Professor Helen Norton have argued that hate speech is now
mainstream and should be actively addressed by platforms that have
the most power to curtail it.104 Emily Bazelon argues that the rise of
online bullying calls for a more narrow reading of § 230.105 Citron and
Franks respectively suggest either an amendment or a court-created
narrowing of § 230 for sites that host revenge porn.106

This is where we stand today in understanding internet intermedi-
aries: amidst a § 230 dilemma (is it about enabling platforms to edit their
sites or about protecting users from collateral censorship?), a First
Amendment enigma (what are online platforms for the purposes of
speech - a company town, a broadcaster, or an editor?), and conflicting
scholarly theories of how best to understand speech on the internet.

loo See generally JACK GOLDSMITH & TIM WU, WHO CONTROLS THE INTERNET? (2006);

James Boyle, Foucault in Cyberspace: Surveillance, Sovereignty, and Hardwired Censors, 66 U.
CIN. L. REV. 177 (1997); see also Rory Van Loo, Rise of the Digital Regulator, 66 DUKE L.J. 1267,
1267 (2017) (discussing how the state is using online platforms to enforce consumer protection and
generally regulate markets in place of legal rules).

101 David G. Post, Anarchy, State, and the Internet: An Essay on Law-Making in Cyberspace,
1995 J. ONLINE L. art. 3, para. 42. But see Frank Pasquale, Privacy, Antitrust, and Power, 20
GEO. MASON L. REV. 109 (2013) (arguing that platforms like Facebook, Twitter, LinkedIn, and
Instagram are complements, not substitutes, for one another).

102 See DANIELLE KEATS CITRON, HATE CRIMES IN CYBERSPACE (2014); Danielle Keats

Citron, Cyber Civil Rights, 89 B.U. L. REV. 61, 115-25 (2009).
103 Mary Anne Franks, Sexual Harassment 2.0, 71 MD. L. REV. 655, 678, 681-83 (2012).
104 Danielle Keats Citron & Helen Norton, Intermediaries and Hate Speech: Fostering Digital

Citizenship for Our Information Age, gi B.U. L. REV. 1435, 1456-68 (2011).
105 See generally EMILY BAZELON, STICKS AND STONES: DEFEATING THE CULTURE OF

BULLYING AND REDISCOVERING THE POWER OF CHARACTER AND EMPATHY (2013);
Bazelon, supra note 28.

106 Danielle Keats Citron & Mary Anne Franks, Criminalizing Revenge Porn, 49 WAKE FOREST
L. REV. 345, 359 n.86 (2014).
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Missing from the debate around § 230 is the answer to a simple
question: given that these platforms have § 230 immunity, why are they
bothering to edit? Administrative law scholarship discusses the forces
that motivate private actors to voluntarily self-regulate.107 Some firms
or industries have developed self-regulation alongside government reg-
ulation.10S Others see self-regulation as an optimal form of business and
company management.10 9 And some decide to self-regulate as an at-
tempt to preempt eventual government regulation.110 Some of these
reasons come to bear on platform motivation, but because of immunity
under § 230, most are irrelevant. Instead, through historical interviews
and archived materials, Part II argues that platforms have created a
voluntary system of self-regulation because they are economically moti-
vated to create a hospitable environment for their users in order to in-
centivize engagement.' This self-regulation involves both reflecting
the norms of their users around speech as well as keeping up as much
speech as possible. Online platforms also self-regulate for reasons of
social and corporate responsibility, which in turn reflect free speech
norms.112 These motivations reflect both the Good Samaritan incentives
and collateral censorship concerns underlying § 230.

A question is also missing from the debate about how to classify
platforms in terms of First Amendment doctrine: what are major online
intermediaries actually doing to regulate content on their sites? The
next Part discusses why platforms are making the decisions to moderate
along such a fine line, while the following Part demonstrates how plat-
forms moderate content through a detailed set of rules, trained human
decisionmaking, and reasoning by analogy, all influenced by a pluralistic
system of internal and external actors.

107 See Freeman, supra note 15, at 644-49; Michael, supra note 15, at 203-40.
108 See, e.g., JOSEPH V. REES, HOSTAGES OF EACH OTHER: THE TRANSFORMATION OF

NUCLEAR SAFETY SINCE THREE MILE ISLAND 1-2 (1994) (documenting private use of self-
regulation in an industrial area following disaster).

109 See generally DENNIS C. KINLAW, CONTINUOUS IMPROVEMENT AND MEASUREMENT

FOR TOTAL QUALITY (1992) (describing self-regulation, specifically through the use of total qual-
ity management and self-auditing, as the best technique for business management and means of
achieving customer satisfaction).

110 See RICHARD L. ABEL, AMERICAN LAWYERS 142-57 (1989) (discussing private actors' de-
cisions to self-regulate in order to avoid potential government regulation).

I See Citron & Norton, supra note 104, at 1454 (discussing how some intermediaries regulate
hate speech because they see it as a threat to profits).

112 Id. at 1455 (discussing how some intermediaries regulate hate speech because they see it as a
corporate or social responsibility).
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II. WHY GOVERN WELL? THE ROLE OF FREE SPEECH NORMS,
CORPORATE CULTURE, AND ECONOMIC INCENTIVES IN THE

DEVELOPMENT OF CONTENT MODERATION

In the earliest days of the internet, the regulations concerning the
substance and structure of cyberspace were "built by a noncommercial
sector [of] researchers and hackers, focused upon building a network."113

Advances in technology as well as the immunity created for internet
intermediaries under § 230 led to a new generation of cyberspace. It
included collaborative public platforms like Wikipedia,114 but it was
also populated largely by private commercial platforms.115

As this online space developed, scholars considered what normative
values were being built into the infrastructure of the internet. Lessig
ascribed a constitutional architecture to the internet "not to describe a
hundred-day plan[, but] instead to identify the values that a space
should guarantee. . . . [W]e are simply asking: What values should be
protected there? What values should be built into the space to encour-
age what forms of life?"116 Writing five years later in 2004,11' Balkin
argued that the values of cyberspace are inherently democratic - bol-
stered by the ideals of free speech, individual liberty, and participa-
tion.11 Both Lessig and Balkin placed the fate of "free speech values"119

and the "freedoms and controls of cyberspace"120 in the hands of code
and architecture online.121 "[A] code of cyberspace, defining the free-
doms and controls of cyberspace, will be built," wrote Lessig.122 "About
that there can be no debate. But by whom, and with what values? That
is the only choice we have left to make."1 23

There was not much choice about it, but over the last fifteen years,
three American companies - YouTube, Facebook, and Twitter - have

113 LESSIG, supra note 21, at 7.
114 See generally Yochai Benkler, Yochai Benkler on Wikipedia's loth Anniversary, THE

ATLANTIC (Jan. 15, 2011), https://www.theatlantic.com/technology/archive/201di/oi/yochai-
benkler-on-wikipedias-ioth-anniversary/69642/ [https://perma.cc/2W32-4 EFV].

115 LESSIG, supra note 2 1, at 7 (describing the second generation of the internet as being "built
by commerce").

116 Id. at 6.
117 As calculated from the first distribution of Lessig's book, LAWRENCE LESSIG, CODE AND

OTHER LAWS OF CYBERSPACE (1999).

118 See Balkin, supra note 7, at 45-49.
119 Id. at 54.
120 LESSIG, supra note 21, at 6.
121 Specifically, Balkin predicted that free speech values of "participation, access, interactivity,

democratic control, and the ability to route around and glom on . . . won't necessarily be protected
and enforced through judicial creation of constitutional rights. Rather, they will be protected and
enforced through the design of technological systems - code - and through legislative and ad-
ministrative schemes of regulation." Balkin, supra note 7, at 54.

122 LESSIG, supra note 21, at 6.
123 Id
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established themselves as dominant platforms in global content sharing
and online speech.124 These platforms are both the architecture for pub-
lishing new speech and the architects of the institutional design that
governs it. Because of the wide immunity granted by § 230, these ar-
chitects are free to choose which values they want to protect - or to
protect no values at all. So why have they chosen to integrate values
into their platform? And what values have been integrated?

It might first be useful to describe what governance means in the
context of these platforms. "The term 'governance' is popular but im-
precise," and modern use does not assume "governance as a synonym
for government."125 Rather, "new governance model[s]" identify several
features that accurately describe the interplay between user and
platform: a "dynamic" and "iterative" "law-making process";126 "norm-
generating" "[ilndividuals"; 127 and "convergence of processes and
outcomes."128 This is the way in which this Article uses the term "gov-
ernance." However, the user-platform relationship departs from even
this definition because of its private and centralized but also pluralisti-
cally networked nature. And it departs even further from other uses of
the term "governance," including "corporate governance" (describing it
as centralized management) and public service definitions of "good gov-
ernance" (describing states with "independent judicial system[s] and le-
gal framework[s]").129

This Part explores this question through archived material and a se-
ries of interviews with the policy executives charged with creating the
moderation systems for YouTube and Facebook. It concludes that three

124 Each of these platforms can of course be thought of differently. Facebook is primarily cate-
gorized as a social network site, see danah m. boyd & Nicole B. Ellison, Social Network Sites:
Definition, History, and Scholarship, 13 J. COMPUTER-MEDIATED COMM. 210, 210 (2008);
YouTube is seen as video-sharing; and Twitter is seen as both a social network and an RSS news-
feed. But all of these sites have one thing in common: they host, publish, and moderate user-
generated content. This Article will look at these platforms in that capacity only.

125 R. A. W. Rhodes, The New Governance: Governing Without Government, 44 POL. STUD. 652,
652 (1996). Indeed, the idea of Facebook as a nation-state or government, in the traditional sense,
has been analyzed and dismissed. Anupam Chander, Facebookistan, go N.C. L. REV. 1807, 1807
(2012) (concluding "regulatory power [over Facebook] is, de facto, dispersed across a wide array of
international actors"). Professor Frank Pasquale has described these platforms as "feudal" or "sov-
ereigns," FRANK PASQUALE, THE BLACK Box SOCIETY 140-68, 187-218 (2015) (arguing that
terms of service or contracts are inappropriate or ineffective remedies in an essentially "feudal"
sphere, id. at 144, and arguing that platforms act as "sovereign[s]" over realms of life, id. at 163,
i8g), while Professor Rory Van Loo has called them "digital regulators," Van Loo, supra note io,
at 1267.

126 Orly Lobel, The Renew Deal: The Fall of Regulation and the Rise of Governance in Contem-
porary Legal Thought, 89 MINN. L. REV. 342, 405 (2004).

127 Id. at 406.
128 Id.
129 Adrian Leftwich, Governance, Democracy and Development in the Third World, 14 THIRD

WORLD Q. 605, 61o (1993).
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main factors influenced the development of these platforms' moderation
systems: (i) an underlying belief in free speech norms; (2) a sense of
corporate responsibility; and (3) the necessity of meeting users' norms
for economic viability.

A. Platforms' Baseline in Free Speech

Conversations with the people who were in charge of creating the
content-moderation regimes at these platforms reveal that they were in-
deed influenced by the concerns about user free speech and collateral
censorship raised in Zeran.

i. Free Speech Norms. - For those closely following the develop-
ment of online regulation, § 230 and Zeran were obvious foundational
moments for internet speech. But at the time, many online commercial
platforms did not think of themselves as related to speech at all. As a
young First Amendment lawyer in the Bay Area, Nicole Wong was an
active witness to the development of private internet companies' speech
policies.13 0 In the first few years of widespread internet use, Wong re-
called that very few lawyers were focusing on the responsibilities that
commercial online companies and platforms might have toward moder-
ating speech.13 1 But as most major print newspapers began posting
content on websites between 1996 and 1998, the overlap between speech
and the internet became more noticeable.13 2 Likewise, just as more tra-
ditional publishing platforms for speech were finding their place on the
internet, new internet companies were discovering that they were not
just software companies, but that they were also publishing plat-
forms.1 3 3 At first, Wong's clients were experiencing speech as only a
secondary effect of their primary business, as in the case of Silicon
Investor, a day-trading site that was having issues with the content pub-
lished on its message boards.134 Others, like Yahoo, were actively rec-
ognizing that online speech was an intractable part of their business
models.13 5 Despite this reality, the transition to thinking of themselves
as speech platforms was still slow. "They had just gone public," Wong
said of her representation of early Yahoo. "They had only two lawyers
in their legal department. . .. [N]either had any background in First
Amendment law or content moderation or privacy. They were corporate

130 Telephone Interview with Nicole Wong, Former Emp., Google (Apr. 2, 2016).
131 Id.
132 David Shedden, New Media Timeline (1996), POYNTER. (Dec. 16, 2004), http://www.

poynter.org/2004/new-media-timeline-I996/28775/ [https://perma.cc/M37E-AJHE] (listing exam-
ples of new media sites that launched "on the Web" during 1996, including The New York Times,
Toronto Star, Chicago Tribune, Miami Herald, and Washington Post).

133 Telephone Interview with Nicole Wong, supra note 130.
134 Id.
135 Id.
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lawyers."1 3 6 The problem identified by Wong was that these new inter-
net corporations still thought of themselves as software companies -
they did not think about "the lingering effects of speech as part of what
they were doing."1 37 In facing these new challenges, Wong had become
one of the few people not only in Silicon Valley, but also in the United
States, capable of advising on these challenges, with her background in
First Amendment doctrine, communications, and electronic privacy.1 3

Wong's expertise led her to join Google full time in 2004. In October
2006, Google acquired YouTube, the popular online video site, and
Wong was put in charge of creating and implementing content-
moderation policies. 1 3 9  Creating the policies regarding what type of
content would be acceptable on YouTube had an important free speech
baseline: legal content would not be removed unless it violated site
rules.1 4 0 Wong and her content-moderation team actively worked to try
to make sure these rules did not result in overcensorship of user speech.
One such moment occurred in late December 2006, when two videos of
Saddam Hussein's hanging surfaced on YouTube shortly after his death.
One video contained grainy footage of the hanging itself; the other con-
tained video of Hussein's corpse in the morgue. Both videos violated
YouTube's community guidelines at the time - though for slightly dif-
ferent reasons. "The question was whether to keep either of them up,"
said Wong, "and we decided to keep the one of the hanging itself, be-
cause we felt from a historical perspective it had real value."14 1 The
second video was deemed "gratuitous violence" and removed from the
site.1 4 2 A similarly significant exception occurred in June 2009, when a
video of a dying Iranian Green Movement protestor shot in the chest
and bleeding from the eyes was ultimately kept on YouTube because of
its political significance.1 4 3 YouTube's policies and internal guidelines
on violence were altered to allow for the exception.1 44 In 2007, a video
was uploaded to YouTube of a man being brutally beaten by four men
in a cell and was removed for gratuitous violence in violation of

136 Id
137 Id.
138 For an example of Wong's insight into these issues, see ELECTRONIC MEDIA AND PRIVACY

LAW HANDBOOK (Nicole Wong et al. eds., 2003).
139 Telephone Interview with Nicole Wong, supra note 13o; Rosen, supra note 12.
140 Site rules for impermissible content were related to banning content that was otherwise legal

but that contained things like graphic violence or overt sexual activity. Buni & Chemaly, supra
note 12; see also infra pp. 1632-33.

141 Telephone Interview with Nicole Wong, supra note 130.
142 Id
143 Buni & Chemaly, supra note 12.
144 Id. It is important to make a distinction between "policies," which were the public rules

posted for users about what content was allowed, and the internal "rules" that sites used to moderate
speech. As will be shown in section III.A, infra pp. 1631-35, platforms' internal rules to moderate
content came years before public policies were posted. The internal rules were also more detailed.
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YouTube's community guidelines.145  Shortly after, however, it was re-
stored by Wong and her team after journalists and protestors contacted
YouTube to explain that the video was posted by Egyptian human rights
activist Wael Abbas to inform the international community of human
rights violations by the police in Egypt.146

At Facebook, there was a similar slow move to organize platform
policies on user speech. It was not until November 2009, five years after
the site was founded, that Facebook created a team of about twelve
people to specialize in content moderation.147 Like YouTube, Facebook
hired a lawyer, Jud Hoffman, to head their Online Operations team as
Global Policy Manager. Hoffman recalled that, "when I got there, my
role didn't exist."148  Hoffman was charged with creating a group sepa-
rate from operations that would formalize and consolidate an ad hoc
draft of rules and ensure that Facebook was transparent with users by
publishing a set of "Community Standards."149 The team consisted of
six people in addition to Hoffman, notably Dave Willner, who had cre-
ated a first draft of these "all-encompassing" rules, which contained
roughly 15,000 words.1 5 0

At Twitter, the company established an early policy not to police user
content, except in certain circumstances, and rigorously defended that
right. 1 5 1 Adherence to this ethos led to Twitter's early reputation among
social media platforms as "the free speech wing of the free speech

145 Neal Ungerleider, Why This Ex-White House Tech Honcho Is Now Working on Human

Rights, FAST COMPANY (June 18, 2015), https://www.fastcompany.com/3o46409/why-this-
ex-white-house-tech-honcho-is-now-working-on-human-rights [https://perma.cc/5 2 F 4 -JWD8].

146 Telephone Interview with Nicole Wong, supra note 130.
147 Telephone Interview with Dave Willner, Former Head of Content Policy, Facebook &

Charlotte Willner, Former Safety Manager, User Operations, Facebook (Mar. 23, 2016).
148 Telephone Interview with Jud Hoffman, Former Glob. Policy Manager, Facebook (Jan. 22, 2016).
149 Id. "Community Standards" is Facebook's term for its public content-moderation policies. It

is important to note that the internal rules created by Dave Willner predated the public Community
Standards for the site. The internal rules informed, in part, the creation and substance of
Facebook's public policies.

15o Id.
151 Sarah Jeong, The History of Twitter's Rules, MOTHERBOARD (Jan. 14, 2016, 1o:oo AM),

http://motherboard.vice.com/read/the-history-of-twitters-rules [https://perma.cc/X34U-HF4A]; see
also The Twitter Rules, TWITTER SUPPORT (Jan. 18, 2009), https://web.archive.org/web/
2009011821-1301/ttp://twitter.zendesk.com/forums/26257/entries/1831i1 [https://perma.cc/SMM6-NZEU].

Its rules' spartan nature was a purposeful reflection of the central principles and mission of the
company. A preamble that accompanied the Twitter Rules from 2009 to 2o6 reads:

Our goal is to provide a service that allows you to discover and receive content from
sources that interest you as well as to share your content with others. We respect the
ownership of the content that users share and each user is responsible for the content he
or she provides.

Id. "Because of these principles, we do not actively monitor user's content and will not censor user
content, except in limited circumstances . . . ." Id.
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party."1 5 2 It also meant that unlike YouTube and Facebook, which ac-
tively took on content moderation of their users' content, Twitter devel-
oped no internal content-moderation process for taking down and re-
viewing content. The devotion to a fundamental free speech standard
was reflected not only in what Twitter did not do to police user content,
but also in what it did to protect it. Alexander Macgillivray joined
Twitter as General Counsel in September 2009, a position he held for
four years.1 5 3 In that time, Macgillivray regularly resisted government
requests for user information and user takedown. "We value the repu-
tation we have for defending and respecting the user's voice,"
Macgillivray stated in 2012.154 "We think it's important to our company
and the way users think about whether to use Twitter, as compared to
other services."155

A common theme exists in all three of these platforms' histories:
American lawyers trained and acculturated in American free speech
norms and First Amendment law oversaw the development of company
content-moderation policy. Though they might not have "directly im-
ported First Amendment doctrine," the normative background in free
speech had a direct impact on how they structured their policies.156

Wong, Hoffman, and Willner all described being acutely aware of their
predisposition to American democratic culture, which put a large em-
phasis on free speech and American cultural norms. Simultaneously,
there were complicated implications in trying to implement those
American democratic cultural norms within a global company. "We
were really conscious of not just wholesale adopting a kind of U.S. ju-
risprudence free expression approach," said Hoffman.157 "[We would]
try to step back and focus on the mission [of the company].""1 5

Facebook's mission is to "[g]ive people the power to build community
and bring the world closer together."15 9 But even this, Willner acknowl-
edged, is "not a cultural-neutral mission. . . . The idea that the world

152 Josh Halliday, Twitter's Tony Wang: "We Are the Free Speech Wing of the Free Speech Party,"

THE GUARDIAN (Mar. 22, 2012, 11:57 AM), http://www.theguardian.com/media/2012/mar/22/
twitter-tony-wang-free-speech [https://perma.cc/QR8B-CW741.

153 Somini Sengupta, Twitter's Free Speech Defender, N.Y. TIMES (Sept. 2, 2012) [hereinafter
Sengupta, Twitter's Free Speech Defender], http://nyti.ms/2GlWiKy [https://perma.cc/VM7K-ggRJ];
Somini Sengupta, Twitter General Counsel Leaves as Company Prepares to Go Public, N.Y. TIMES:
BITS (Aug. 30, 2013, 3:52 PM), https://bits.blogs.nytimes.com/2013/08/30/twitter-general-counsel-
leaves-as-company-prepares-to-go-public/ [https://perma.cc/9 7 RM-EB 2W].

154 Sengupta, Twitter's Free Speech Defender, supra note 153.
155 Id.

156 Telephone Interview with Jud Hoffman, supra note 148.
157 Id.
158 Id.

159 About, FACEBOOK, https://www.facebook.com/pg/facebook/about/ [https://perma.cc/3ZV5-
MECX].
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should be more open and connected is not something that, for example,
North Korea agrees with." 160

2. Government Request and Collateral Censorship Concerns. - Be-
yond holding general beliefs in the right to users' free speech, these plat-
forms have also implemented policies to protect user speech from the
threat of government request and collateral censorship.16 1

Twitter's early pushback to government requests related to its users'
content is well documented. In his time as General Counsel, Macgillivray
regularly resisted government requests for user information and user
takedown. In January 2011, he successfully resisted a federal gag order
over a subpoena in a grand jury investigation into Wikileaks.162

"[T]here's not yet a culture of companies standing up for users when
governments and companies come knocking with subpoenas looking for
user data or to unmask an anonymous commenter who says mean things
about a company or the local sheriff," said Wired of Twitter's resistance
to the gag order.163 "Twitter deserves recognition for its principled up-
holding of the spirit of the First Amendment."164 Despite the victory
over the gag order, Twitter was eventually forced to turn over data to
the Justice Department after exhausting all its appeals.165 A similar
scenario played out in New York, when a judge ordered Twitter to sup-
ply all the Twitter posts of Malcolm Harris, an Occupy Wall Street pro-
tester charged with disorderly conduct.166 There, too, Twitter lost, but
not before full resort to the appeals process.167

160 Telephone Interview with Dave Willner & Charlotte Willner, supra note 147.
161 This is not to say that collateral censorship issues are not a concern with private platforms'

content-moderation systems. To the contrary, there are also many well-documented instances where
platforms have cooperated with government requests for takedown and raised serious collateral
censorship concerns. This section simply tries to give an overview of when platforms have proac-
tively sought to avoid these concerns, even though doing so is costly and not necessary under § 230.

See Balkin, supra note ii, at 2298-99 (explaining how the government can offer both carrots and
sticks to entice private entities to cooperate with it regarding speech regulation); see also, e.g., Emma
Llans6, German Proposal Threatens Censorship on Wide Array of Online Services, CTR. FOR DE-
MOCRACY & TECH.: BLOG (Apr. 7, 2017), https://cdt.org/blog/german-proposal-threatens-censorship-
on-wide-array-of-online-services/ [https://perma.cc/WgQT-5MPg] (discussing the dangers of allowing
government units to flag issues for takedown using private content-moderation platforms).

162 Ryan Singel, Twitter's Response to WikiLeaks Subpoena Should Be the Industry Standard,
WIRED (Jan. 10, 2011, 7:56 PM), https://www.wired.com/201-iI/o/twitter-2/ [https://perma.cc/5DV4 -
6JPN].

163 Id.
164 Id.
165 Sengupta, Twitter's Free Speech Defender, supra note 153.
166 Id.
167 Naomi Gilens, Twitter Forced to Hand Over Occupy Wall Street Protester Info, ACLU: FREE

FUTURE (Sept. 14, 2012, 5:28 PM), https://www.aclu.org/blog/national-security/twitter-forced-
hand-over-occupy-wall-street-protester-info [https://perma.cc/gUUT-F56Y].
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Wong also described regularly fighting government requests to take
down certain content, collateral censorship, and the problems with ap-
plying American free speech norms globally. For example, in November
2006, the Thai government announced that it would block YouTube to
anyone using a Thai IP address unless Google removed twenty offensive
videos from the site.168 While some of the videos "clearly violated the
YouTube terms of service," others simply featured Photoshopped images
of the King of Thailand with feet on his head.169 In Thailand, insulting
the King was illegal and punishable by as much as fifteen years in
prison.170 Nicole Wong was hard pressed to find the content offensive.
"My first instinct was it's a cartoon. It's a stupid Photoshop," she stated,
"but then it suddenly became a kind of learning moment for me about in-
ternational speech standards versus First Amendment speech standards
and there was a lot more American First Amendment exceptionalism [in
that space] than previously."' Wong traveled to Thailand to resolve
the dispute and was overwhelmed by the popular love she observed in
the Thai people for their King. "You can't even imagine [their love for
their King]," she recounted of the trip:

Every Monday literally eighty-five percent of the people show up to work
in a gold or yellow shirt and dress1 72 and there's a historical reason for it:
the only source of stability in this country is this King . . . They absolutely
revere their King. . . . Someone at the U.S. Embassy described him as a
"blend of George Washington, Jesus, and Elvis." Some people . . . tears
came to their eyes as they talked about the insults to the King and how
much it offended them. That's the part that set me back. Who am I, a U.S.
attorney sitting in California to tell them: "No, we're not taking that down.
You're going to have to live with that."173

After the trip, Wong and her colleagues agreed to remove the videos
within the geographical boundaries of Thailand, with the exception of
critiques of the military.174

A few months later, events similar to those in Thailand emerged, but
ended in a different result. In March 2007, Turkey blocked access to
YouTube for all Turkish users in response to a judge-mandated order.175

The judgment came in response to a parody news broadcast that jok-
ingly quipped that the founder of modern Turkey, Mustafa Kemal

168 Rosen, supra note 12.
169 Id.
170 Lese-Majeste Explained: How Thailand Forbids Insult of Its Royalty, BBC NEWS (Oct. 6,

2017), http://www.bbc.com/news/world-asia-29628191 [https://perma.cc/58GZ-X7YZ].
171 Telephone Interview with Nicole Wong, supra note 130.
172 Yellow is the color associated with the King in Thailand. Profile: Thailand's Reds and Yel-

lows, BBC NEWS (July 13, 2012), http://www.bbc.com/news/world-asia-pacific-13294268 [https://
perma.cc/K7gR-5AWP] (calling yellow "the king's colour").

173 Telephone Interview with Nicole Wong, supra note 130.
174 Id.
175 Rosen, supra note 12.
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AtatUrk, was gay.1 1
6 As with the King in Thailand, ridicule or insult of

AtatUrk was illegal in Turkey. Though the video had already been vol-
untarily removed, Turkey had searched and provided Google with a list
of dozens of similarly offensive videos and demanded their takedown.17 7

Unwilling to meet the blanket demand, Wong and her colleagues at
Google found themselves parsing the intricacies of Turkish law on def-
amation of Atatlirk, measuring those standards against the videos high-
lighted as offensive by the Turkish government, and then offering com-
promises to ban in Turkey only those videos that they found actually
violated Turkish law.1 " This seemed to strike an accord for a period of
time.17 9 A little over a year later, however, in June 2007, the Turkish
government demanded Google ban access to all such videos not only in
Turkey, but worldwide.18 0 Google refused, and Turkey subsequently
blocked YouTube throughout Turkey."1

All three platforms faced the issue of free speech concerns versus
censorship directly through platform rules or collateral censorship by
government request when a video called Innocence of Muslims was up-
loaded to YouTube.1 8 2 Subtitled "The Real Life of Muhammad," the
video depicts Muslims burning the homes of Egyptian Christians, before
cutting to "cartoonish" images that paint Muhammad as a bastard, ho-
mosexual, womanizer, and violent bully.18 3 The video's negative depic-
tion of the Muslim faith sparked a firestorm of outrage in the Islamic
world and fostered anti-Western sentiment.18 4 As violence moved from
Libya to Egypt, YouTube issued a statement that while the video would
remain posted on the site because the content was "clearly within [its]
guidelines," access to the video would be temporarily restricted in Libya
and Egypt. 185

At Facebook, the debate between violation of platform guidelines
versus concerns over collateral censorship also played out. By the time
the video was posted, many of Facebook's difficulties with hate speech
had been distilled into a single rule: attacks on institutions (for example,

176 Jeffrey Rosen, The Delete Squad, NEW REPUBLIC (Apr. 29, 2013), https://newrepublic.com/

article/iu3045/free-speech-internet-silicon-valley-making-rules [https://perma.cc/XB7Q-BSBA].
177 Rosen, supra note 12.
178 Id.
179 Id.

180 Id.

181 Id.
182 The Anti-Islam-Film Riots: A Timeline, THE WEEK (Sept. 18, 2012), http://theweek.com/

articles/472285/antiislamfilm-riots-timeline [https://perma.cc/V6TK-N8M3].
183 David D. Kirkpatrick, Anger over a Film Fuels Anti-American Attacks in Libya and Egypt,

N.Y. TIMES (Sept. ii, 2012), http://nyti.ms/2BxU77K [https://perma.cc/JZJ8-5QUD].
184 Id.
185 Eva Galperin, YouTube Blocks Access to Controversial Video in Egypt and Libya, ELEC-

TRONIC FRONTIER FOUND.: DEEPLINKS BLOG (Sept. 12, 2012), https://www.eff.org/deeplinks/
2012/og/youtube-blocks-access-controversial-video-egypt-and-libya [https://perma.cc/Y25N-PESU].
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countries, religions, or leaders) would be considered permissible content
and stay up, but attacks on groups (people of a certain religion, race, or
country) would be taken down. 6 In application, this meant that state-
ments like "I hate Islam" were permissible on Facebook, while "I hate
Muslims" was not. Hoffman, Willner, and their team watched the video,
found no violative statements against Muslims, and decided to keep it
on the site." A few weeks later, the Obama Administration called on
YouTube to reconsider leaving the video up, in part to quell the violence
abroad." Both YouTube and Facebook stuck to their decisions.18 9 Re-
viewing this moment in history, Professor Jeffrey Rosen spoke to the
significance of their decisions for collateral censorship: "In this case ...
the mobs fell well outside of U.S. jurisdiction, and the link between the
video and potential violence also wasn't clear. .. . Had YouTube made
a different decision . . . millions of viewers across the globe [would have
been denied] access to a newsworthy story and the chance to form their
own opinions."190

The early history and personnel of these companies demonstrate how
American free speech norms and concerns over censorship became in-
stilled in the speech policies of these companies. But they also raise a
new question: if all three companies had § 230 immunity and all valued
their users' free speech rights, why did they bother curating at all?

B. Why Moderate At All?

These online platforms have broad freedom to shape online expres-
sion and a demonstrated interest in free speech values. So why do they
bother to create intricate content-moderation systems to remove
speech?1 91 Why go to the trouble to take down and then reinstate videos
of violence like those Wong described? Why not just keep them up in
the first place? The answers to these questions lead to the incentives
for platforms to minimize online obscenity put in place by the Good
Samaritan provision of § 230. Platforms create rules and systems to
curate speech out of a sense of corporate social responsibility, but also,
more importantly, because their economic viability depends on meeting
users' speech and community norms.

. Corporate Responsibility and Identity. - Some platforms choose
to moderate content that is obscene, violent, or hate speech out of a sense

186 Rosen, supra note 176.
187 Id.
188 Claire Cain Miller, Google Has No Plans to Rethink Video Status, N.Y. TIMES (Sept. 14,

2012), http://nyti.ms/2swdwTK [https://perma.cc/DKJ8-VBG4].
189 Id.
190 Rosen, supra note 176.
191 These systems are discussed in detail in Part III, infra pp. 1630-62.
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of corporate responsibility.19 2 At YouTube, Wong looked to the values
of the company in addition to American free speech norms in developing
an approach to content moderation.1 9 3 "Not everyone has to be a free-
wheeling, free speech platform that is the left wing of the left wing party,"
she said, referring to Twitter's unofficial content-moderation policy:

But you get to decide what the tone and tenor of your platform look[] like,
and that's a First Amendment right in and of itself. Yahoo or Google had
a strong orientation toward free speech, [and] being more permissive of a
wide range of ideas and the way those ideas are expressed, they created
community guidelines to set what [users] can come here for, because they
want the largest possible audience to join.194

Like Wong, Hoffman and Willner considered the mission of
Facebook - "to make the world more open and connected"9 5 - and
found that it often aligned with larger American free speech and demo-
cratic values.196 These philosophies were balanced against competing
principles of user safety, harm to users, public relations concerns for
Facebook, and the revenue implications of certain content for advertis-
ers.197 The balance often favored free speech ideals of "leaving content
up" while at the same time trying to figure out new approaches or rules
that would still satisfy concerned users and encourage them to connect
and interact on the platform.198 "We felt like Facebook was the most
important platform for this kind of communication, and we felt like it
was our responsibility to figure out an answer to this," said Hoffman.19 9

Likewise, Twitter's corporate philosophy of freedom of speech justi-
fied its failure to moderate content.200 In recent years, Twitter's ap-
proach has started to change. In a Washington Post editorial, the new
General Counsel of Twitter, Vijaya Gadde, used very different rhetoric

192 See Citron & Norton, supra note 104, at 1455 n.iig ("Such decisions may be justified as a
matter of corporate law under the social entity theory of the corporation, which permits corporate
decision-makers to consider and serve the interests of all the various constituencies affected by the
corporation's operation." (citing Lisa M. Fairfax, Doing Well While Doing Good: Reassessing the
Scope of Directors' Fiduciary Obligations in For-Profit Corporations with Non-Shareholder Bene-
ficiaries, 59 WASH. & LEE L. REV. 409, 412 (2002))).

193 Telephone Interview with Nicole Wong, supra note 130.
194 Id.
195 See Note from Mark Zuckerberg, FACEBOOK (Apr. 27, 2016), https://newsroom.fb.com/news/

2016/04/marknote/ [https://perma.cc/E7P5-SZZX]. Facebook changed its mission statement last
year to "giv[ing] people the power to build community and bring[ing] the world closer together."
Mark Zuckerberg, Post, FACEBOOK (June 22, 2017), https://www.facebook.com/zuck/posts/
10154944663901634 [https://perma.cc/3PCE-KNgH]; FAQs, FACEBOOK: INV. REL., https://
investor.fb.com/resources/default.aspx [https://perma.cc/AF3Q-WNFX].

196 See Telephone Interview with Jud Hoffman, supra note 148; see also Telephone Interview
with Dave Willner & Charlotte Willner, supra note 147.

197 Telephone Interview with Jud Hoffman, supra note 148.
198 Id.
199 Id.
200 See supra pp. 1620-2 1.
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than that of her predecessor: "Freedom of expression means little as our
underlying philosophy if we continue to allow voices to be silenced be-
cause they are afraid to speak up," wrote Gadde.20 1 "We need to do a
better job combating abuse without chilling or silencing speech."2 0 2

Over the last two years, the company has slowly made good on its prom-
ise, putting a number of policies and tools in place to make it easier for
users to filter and hide content they do not want to see.20 3

2. Economic Reasons. - Though corporate responsibility is a noble
aim, the primary reason companies take down obscene and violent ma-
terial is the threat that allowing such material poses to potential profits
based in advertising revenue.2 0 4  Platforms' "sense of the bottom-line
benefits of addressing hate speech can be shaped by consumers' - i.e.,
users' - expectations."2 0 5 If a platform creates a site that matches us-
ers' expectations, users will spend more time on the site and advertising
revenue will increase.2 0 6 Take down too much content and you lose not
only the opportunity for interaction, but also the potential trust of users.
Likewise, keeping up all content on a site risks making users uncomfort-
able and losing page views and revenue. According to Willner and
Hoffman, this theory underlies much of the economic rationale behind
Facebook's extensive moderation policies.207 As Willner stated, "Facebook
is profitable only because when you add up a lot of tiny interactions
worth nothing, it is suddenly worth billions of dollars."2 08 Wong spoke

201 Vijaya Gadde, Editorial, Twitter Executive: Here's How We're Trying to Stop Abuse While

Preserving Free Speech, WASH. POST (Apr. 16, 2015), http://wapo.st/IVyRio4 [https://perma.cc/
G4BD-BLNC].

202 Id.
203 Kate Klonick, Here's What It Would Take for Twitter to Get Serious About Its Harassment

Problem, Vox (Oct. 25, 2016, 10:50 AM), http://www.vox.com/new-money/2016/I0/25/13386648/
twitter-harassment-explained [https://perma.cc/VA7M-TRTH]. It is important to note that these
methods used by Twitter to maximize free speech by shielding the viewer are really just a type of
shadow censorship.

204 See Citron & Norton, supra note 104, at 1454 n.113 ("[T]he traditional 'shareholder primacy'
view ... understands the corporation's primary (and perhaps exclusive) objective as maximizing
shareholder wealth." (first citing Mark J. Roe, The Shareholder Wealth Maximization Norm and
Industrial Organization, 149 U. PA. L. REV. 2063, 2065 (2001); then citing A. A. Berle, Jr., For
Whom Corporate Managers Are Trustees: A Note, 45 HARV. L. REV. 1365, 1367-69 (1932))).

205 Id.
206 Paul Alan Levy, Stanley Fish Leads the Charge Against Immunity for Internet Hosts - But

Ignores the Costs, PUB. CITIZEN: CONSUMER L. & POL'Y BLOG (Jan. 8, 2011), http://pubcit.
typepad.com/clpblog/201-i /oi/stanley-fish-leads-the-charge-against-immunity-for-internet-hosts-but-
ignores-the-costs.html [https://perma.cc/APSg-49BC] (arguing that websites that fail to provide protec-
tions against abuse will find "that the ordinary consumers whom they hope to serve will find it too
uncomfortable to spend time on their sites, and their sites will lose social utility (and, perhaps more
cynically, they know they will lose page views that help their ad revenue)"); see also Citron &
Norton, supra note 104, at 1454 (discussing "digital hate as a potential threat to profits").

207 Telephone Interview with Jud Hoffman, supra note 148; Telephone Interview with Dave
Willner & Charlotte Willner, supra note 147.

208 Telephone Interview with Dave Willner & Charlotte Willner, supra note 147.
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of the challenge to meet users' expectations online slightly differently:
as platforms attempting to catch up to changing social norms online.20 9

Changing expectations about speech are happening both at the platform
level, and also at a societal level, said Wong, who referred to the last
twenty years of online speech as undergoing a "norm-setting process"
that is developing at light speed in comparison to any other kind of
publication platform.2 1 0 "What we're still in the middle of is how do
we think about . .. the norms of behavior when what's appropriate is
constantly reiterated," said Wong.2 1 1 "If you layer over all of that the
technology change and the cultural, racial, national, [and] global per-
spectives, it's all just changing dramatically fast. It's enormously diffi-
cult to figure out those norms, let alone create policy to reflect them."2 12

Nevertheless, reflecting these rapidly changing norms, and, accordingly,
encouraging and facilitating platform interactions - users posting, com-
menting, liking, and sharing content - is how platforms like Facebook
and YouTube have stayed in business and where platforms like Twitter
have run into trouble.

Twitter's transformation from internet hero for its blanket refusal to
police users' content to internet villain happened relatively swiftly.
Though public awareness of online hate speech and harassment was
already growing, the GamerGate controversy in 2014 raised new levels
of global awareness about the issue.2 13 As the least policed or rule-based
platform, much of the blame fell on Twitter.2 14 By 2015, the change in
cultural values and expectations began to be reflected in new public
standards and policy at Twitter. The site added new language prohib-
iting "promot[ing] violence against others . . . on the basis of race, eth-
nicity, national origin, religion, sexual orientation, gender, gender iden-
tity, age, or disability" to the Twitter Rules and prohibited revenge

209 Telephone Interview with Nicole Wong, supra note 130.
210 Id
211 Id.
212 Id.
213 In August of that year, anonymous users targeted a number of women in the gaming indus-

try - including game developers Zo3 Quinn, Brianna Wu, and critic Anita Sarkeesian - in a series
of harassment campaigns across multiple platforms, including Twitter. Jason Schreier, Thousands
Rally Online Against Gamergate, KOTAKU (Oct. 15, 2014, 10:48 AM), https://kotaku.com/
thousands-rally-online-against-gamergate-i-646500492 [https://perma.cc/7E4 9-gKJA]. The harass-
ment efforts included doxing, as well as rape and death threats. Sarah Kaplan, With #GamerGate,
the Video-Game Industry's Growing Pains Go Viral, WASH. POST (Sept. 12, 2014), http://wapo.st/
2EvoOJ7 [https://perma.cc/C4YH-B7J6]. The widespread and graphic nature of the controversy
shifted norms and led to many calls on social media platforms to take a more proactive stance
against online harassment and hate speech. Schreier, supra.

214 Charlie Warzel, "A Honeypot for Assholes": Inside Twitter's io-Year Failure to Stop Harass-
ment, BUzzFEED: NEWS (Aug. ii, 2016, 9:43 AM), https://www.buzzfeed.com/charliewarzel/a-
honeypot-for-assholes-inside-twitters-i-o-year-failure-to-s [https://perma.cc/GQD5-XXg71.
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porn.2 1 5 On December 30, 2015, Twitter published a new set of Twitter
Rules - which were largely nothing new, but rather an official incor-
poration of the separate pages and policies in one place.2 1 6 In January
2016, one Twitter spokesperson described the changes: "Over the last
year, we have clarified and tightened our policies to reduce abuse, in-
cluding prohibiting indirect threats and nonconsensual nude images.
Striking the right balance will inevitably create tension, but user safety
is critical to our mission at Twitter and our unwavering support for free-
dom of expression."2 17

In the mid-1990s, Post presciently wrote about how this interplay
between users' norms around speech and content of online platforms
would play out. Post suggested competition between individual online
platforms would result in a "market for rules," which would allow users
to seek networks that have "rule sets" to their liking. 21 8  At least with
regard to Twitter, this platform-exit prediction is mostly accurate. Over
the last few years, many users unhappy with the policies of Twitter left
the platform and favored other platforms like Facebook, Instagram, and
Snapchat.2 19  As Twitter's user growth stagnated, many blamed the
site's inability to police harassment, hate speech, and trolling on its site
for the slump. 2 2 0 In late 2016, Twitter announced a host of new services
for users to control their experience online, block hate speech and har-
assment, and control trolls.2 2 1 Post's idea of a "market for rules" is an
incredibly useful heuristic to understand the history of online content
moderation, with two small updates: (i) the history of Twitter reveals a
nuance not fully predicted by Post - that is, rather than exit a platform,
some users would stay and expect platforms to alter rule sets and policies
reactively in response to user pressure; and (2) the "market for rules"

215 Jeong, supra note 151 (alterations in original); see also Issie Lapowsky, Why Twitter Is Finally
Taking a Stand Against Trolls, WIRED (Apr. 21, 2015, 2:14 PM), https://www.wired.com/2015/o4/
twitter-abuse/ [https://perma.cc/4V7R-4 3VK].

216 See @megancristina, Fighting Abuse to Protect Freedom of Expression, TWITTER: BLOG

(Dec. 30, 2015), https://blog.twitter.com/official/en-au/a/201-5/fighting-abuse-to-protect-freedom-of-
expression-au.html [https://perma.cc/PP5E-KKAE].

217 Jeong, supra note 151.
218 Post, supra note iO-, at para. 42.
219 See Jeff Dunn, Here's How Slowly Twitter Has Grown Compared to Facebook, Instagram,

and Snapchat, Bus. INSIDER (Feb. 10, 2017, 6:14 PM), http://www.businessinsider.com/twitter-vs-
facebook-snapchat-user-growth-chart-2017-2 [https://perma.cc/PF6U-GGPC] (assuming arguendo
that growth in market alone cannot account for the slow growth of users on Twitter as compared to the
growth of users on social media platforms like Snapchat, Instagram, and Facebook).

220 See, e.g., Sarah Frier, Twitter Fails to Grow Its Audience, Again, BLOOMBERG TECH. (July
27, 2017, 7:00 AM), https://bloom.bg/2uFyz3B [https://perma.cc/XNgN-74BH]; Umair Haque, The
Reason Twitter's Losing Active Users, HARV. Bus. REV. (Feb. 12, 2016), https://hbr.org/2o16/02/the-
reason-twitters-losing-active-users [https://perma.cc/KH4W-MK7P]; Joshua Topolsky, The End of
Twitter, NEW YORKER (Jan. 29, 2016), https://www.newyorker.com/tech/elements/the-end-of-
twitter [https://perma.cc/VZH3-V94L].

221 Klonick, supra note 203.
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paradigm mistakes the commodity at stake in online platforms. The
commodity is not just the user, but rather it is the content created and
engaged with by a user culture.2 2 2 In this sense there is no competition
between social media platforms themselves, as Post suggests, because
they are complementary, not substitute, goods.2 2 3

Whether rooted in corporate social responsibility or profits, the de-
velopment of platforms' content-moderation systems to reflect the nor-
mative expectations of users is precisely what the creation of the Good
Samaritan provision in § 230 sought. Moreover, the careful monitoring
of these systems to ensure user speech is protected can be traced to the
free speech concerns of § 230 outlined in Zeran. The answer to the
dilemma of what § 230 protects - immunity for good actors creating
decency online or protection against collateral censorship - seems not
to be an either/or answer. Rather, both purposes seem to have an essen-
tial role to play in the balance of private moderation of online speech.

With this new knowledge about the motivations behind platforms'
content-moderation systems, we can then ask the next question in the
debate over internet intermediaries: how are platforms actually moder-
ating? The answer to this question, explored in the next Part, is essential
to understanding how platforms should - or should not - be under-
stood for the purposes of First Amendment law.

III. How ARE PLATFORMS GOVERNING? THE RULES, PROCESS,
AND REVISION OF CONTENT-MODERATION SYSTEMS

Much of the analysis over how to categorize online platforms with
respect to the First Amendment is missing a hard look at what these
platforms are actually doing and how they are doing it. In part, this is
because the private content-moderation systems of major platforms like
Facebook, Twitter, and YouTube are historically opaque. This Part
seeks to demonstrate how these systems actually work to moderate
online speech. In doing this, Part III looks at the history of how content-
moderation systems changed from those of standards to those of rules,
how platforms enforce these rules, and how these rules are subject to
change. Many of these features bear remarkable resemblance to heuris-
tics and structures familiar in legal decisionmaking. Despite these sim-
ilarities, platform features are best thought of not in terms of First

222 See Balkin, supra note 7, at 4-6.
223 Moreover, Post's free-market idea of user exit is also challenged by current studies. In an

ongoing project, the Electronic Frontier Foundation has worked to document and present evidence
of the negative psychological impact that leaving - either by choice or by banning - certain social
media platforms can have on users. See Submit Report, ONLINECENSORSHIRORG, https://
onlinecensorship.org/submit-report [https://perma.cc/25NK-LGA2] (offering a platform for users to
report erroneous or unjust account deactivations). These studies support the theory Lessig describes
in Code: Version 2.0, in which he proffers that leaving an internet platform is more difficult and
costly than expected. See LESSIG, supra note 21, at 288-90.
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Amendment doctrine - as reflecting the role of a state actor, a broad-
caster, or a newspaper editor - but in terms of a private self-regulatory
system to govern online speech.

A. Development of Moderation: From Standards to Rules

When Dave Willner joined a small team to specialize in content mod-
eration in November 2009, no public "Community Standards" existed at
Facebook. Instead, all content moderation was based on one page of
internal "rules" applied globally to all users. Willner recalled that the
moderation policies and guidance for enforcing them were limited.224

"The [policy] guidance was about a page; a list of things you should
delete: so it was things like Hitler and naked people. None of those
things were wrong, but there was no explicit framework for why those
things were on the list."225 Willner's now-wife Charlotte was also work-
ing at Facebook doing customer service and content moderation and
had been there for a year before Dave joined.226 She described the ethos
of the pre-2008 moderation guidelines as "if it makes you feel bad in
your gut, then go ahead and take it down."227 She recalled that the "Feel
bad? Take it down" rule was the bulk of her moderation training prior
to the formation of Dave's group in late 2008.228 Wong described a
similar ethos in the early days at YouTube, especially around efforts to
know when to remove graphic violence from the site. Speaking of rein-
stating the 2007 video of the Egyptian protestor being brutally beaten,229

Wong said: "It had no title on it. It wasn't posted by him.... I had no
way of knowing what it was and I had taken something down that had
real significance as a human rights document. So we put it back up.
And then we had to create another exception to the no-violence rule."230

Though both Wong and the Willners used the term "rule" in describ-
ing these prescriptions for takedown, a more precise term for these early
guidelines might be "standard." In legal theory, the "rules-standards
conflict" describes the battle between two formal resolutions for legal
controversy.23 1 An example of a standard is "don't drive too fast." An

224 Telephone Interview with Dave Willner & Charlotte Willner, supra note 147.
225 Id
226 Id.
227 Id.
228 Id.
229 See supra pp. 1619-20.
230 Telephone Interview with Nicole Wong, supra note 130.
231 See generally MARK KELMAN, A GUIDE TO CRITICAL LEGAL STUDIES 40-45 (1987);

Pierre Schlag, Rules and Standards, 33 UCLA L. REV. 379, 381-83 (1985); Anthony J. Casey &
Anthony Niblett, The Death ofRules and Standards 7-10 (Univ. of Chi. Coase-Sandor Inst. for Law
& Econ., Paper No. 738, 2015), https://ssrn.com/abstract=2693826 [https://perma.cc/4WJV-43RM];
Lawrence Solum, Legal Theory Lexicon: Rules, Standards, and Principles, LEGAL THEORY BLOG
(Sept. 6, 2009, 9:40 AM), http://lsolum.typepad.com/legaltheory/2oog/og/legal-theory-lexicon-rules-
standards-and-principles.html [https://perma.cc/XR4C-9QT3].
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example of a rule is a speed limit set at sixty-five miles per hour. There
are trade-offs to picking one as the formal solution over the other.
Standards are often "restatements of purpose" or values, 2 3 2 but because
they are often vague and open ended, they can be "subject to arbitrary
and/or prejudiced enforcement" by decisionmakers.23 3 This purposive
approach, however, can also mean that standards are enforced precisely
and efficiently and can be more accommodating to changing circum-
stances. Rules, on the other hand, have the issues reverse to those of
standards. Rules are comparatively cheap and easy to enforce, but they
can be over- and underinclusive and, thus, can lead to unfair results.2 3 4

Rules permit little discretion and in this sense limit the whims of deci-
sionmakers, but they also can contain gaps and conflicts, creating com-
plexity and litigation.2 3 5

Whichever approach is used, a central point is that the principles
formalized in rules and standards are rooted in the social norms and
values of a community.2 3 6 Standards are more direct analogues of val-
ues or purpose but "require[] that the enforcing community . . . come to
some consensus on the meaning of a value term." 2 37  Rules are more
distant from the norms they are based on and "do not depend on ongoing
dialogue to gain dimension or content . . . even by someone who shares
no sense of community with his fellows. "1238

The development at YouTube and Facebook from standards to rules
for content moderation reflects these trade-offs. A simple standard
against something like gratuitous violence is able to reach a more tai-
lored and precise measure of justice that reflects the norms of the com-
munity, but it is vague, capricious, fact dependent, and costly to enforce.

This can be seen at YouTube, which in mid-2006 employed just sixty
workers to review all video that had been flagged by users for all rea-
sons.2 3 9 For violations of terms of service, one team of ten, deemed the
Safety, Quality, and User Advocacy Department, or SQUAD, worked in
shifts "around the clock" to keep YouTube from "becoming a shock
site."2 4 0 That team was given a one-page bullet-point list of standards
that instructed on removal of things like animal abuse, videos showing
blood, visible nudity, and pornography.2 41 A few months later, in the

232 KELMAN, supra note 231, at 40 (emphasis omitted).
233 Id. at 41.
234 Id. at 40.
235 See id. at 40-47.
236 See Eric A. Posner, Standards, Rules, and Social Norms, 21 HARV. J.L. & PUB. POL'Y Iol,

107-l (1997).
237 KELMAN, supra note 231, at 61.
238 Id. at 62.
239 Buni & Chemaly, supra note 12.
240 Id.
241 Id.
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fall of 2006, the YouTube list turned into a six-page booklet drafted with
input from the SQUAD, Wong, and other YouTube lawyers and policy
executives.2 4 2 Five years later, in 2011, the volume of uploaded video
to YouTube had more than doubled in size, making delicate, precise
decisions less feasible.2 43 In addition, the content-moderation team had
expanded and been outsourced. Accordingly, the more individually tai-
lored standards against gratuitous violence had slowly been replaced by
precise rules, which were easier and less costly to enforce. Moderators
were given a booklet with internal rules for content moderation. This
booklet was regularly annotated and republished with changes to mod-
eration policies and rules.2 4 4 Many of these new rules were drafted as
"exceptions" to rules. Eventually, a more detailed iterative list of rules
and their exceptions largely replaced the standards-based approach of
earlier years.

Similar to the experience at YouTube, Facebook eventually aban-
doned the standards-based approach as the volume of user-generated
content increased, the user base diversified, and the content moderators
globalized. Dave Willner was at the helm of this transition. Though
Facebook had been open globally for years, Willner described much of
the user base during his early days there as still relatively homogenous -
"mostly American college students" - but that was rapidly changing as
mobile technology improved and international access to the site grew. 2 4 5

Continuing to do content moderation from a single list of banned con-
tent seemed untenable and unwieldy. Instead, Willner set about chang-
ing the entire approach:

In the early drafts we had a lot of policies that were like: "Take down all
the bad things. Take down things that are mean, or racist, or bullying."
Those are all important concepts, but they're value judgments. You have
to be more granular and less abstract than that. Because if you say to forty
college students [content moderators], "delete all racist speech," they are not
going to agree with each other about what's racist.2 4 6

Eliminating standards that evoked nonobservable values, feelings,
or other subjective reactions was central to Willner's new rulebook for
moderation. Instead, he focused on the implicit logic of the existing page
of internal guidelines and his experience and extrapolated from them to

242 Id
243 On May 1, 2009, YouTube had twenty hours of video upload per minute; by May 1, 2011,

forty-eight hours of video were uploaded per minute. See Mark R. Robertson, 5oo Hours of Video
Uploaded to YouTube Every Minute [Forecast], TUBULAR INSIGHTS (Nov. I3, 2015), http://
tubularinsights.com/hours-minute-uploaded-youtube/ [https://perma.cc/AgQ7-N3VM].

244 Buni & Chemaly, supra note 12.
245 Telephone Interview with Dave Willner & Charlotte Willner, supra note 147; see also Buni &

Chemaly, supra note 12.
246 Telephone Interview with Dave Willner & Charlotte Willner, supra note 147.
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create objective rules.247  The first draft of these "all-encompassing"
rules was written largely by Willner in 2009 and contained roughly
15,000 words.2 48 The end goal was consistency and uniformity: to get
the same judgment on a piece of content, regardless of who was moder-
ating it.249

Exactly "who" was moderating the content changed significantly in
January 2009, when Facebook opened its office in Dublin and first
started outsourcing its content moderation through consulting groups.
Before then, most moderators worked in Palo Alto and were similar to
Facebook's main user base - "homogenous college students."2 5 0 The
shift to outsourced moderation continued when a new community oper-
ations team was set up in Hyderabad, India.2 5 1 Around the same time,
Hoffman joined Facebook's team as Global Policy Manager with the
goal of formalizing and consolidating the rules Willner had started to
draft, and ensuring that Facebook was transparent with users by pub-
lishing a set of public rules in the form of "Community Standards."2 5 2

Hoffman and Willner worked together to transform the early ad hoc
abuse standards into operational internal rules for content moderators,
a document that today is over eighty pages long.2 5 3  This movement
from standards to rules was "ultimately a form of technical writing,"
said Willner.2 5 4  "You cannot tell people to delete photos with ugly
clothes in them. You have to say 'delete photos with orange hats in
them. 1'"255 For Willner, some of the hardest parts of defining categories,
elements, and distinctions came in moderating art and nudity.256 For
Hoffman, it was more difficult to create rules around hate speech. "We
couldn't make a policy that said 'no use of the N-word at all,"' he re-
called, describing the difficulty in policing racial slurs.2 57 "That could
be completely insensitive to the African American community in the
United States. But you also don't want it used as hate speech. So it's

247 Id
248 Id.
249 Id.
250 Id.
251 Id.
252 Id. "Community Standards" is Facebook's term for its public content-moderation policies. It

is important to note that the internal rules created by Willner predated the public Community
Standards for the site. In fact, it was the internal rules that informed, in part, the creation and
substance of Facebook's public policies.

253 Id.
254 Id.
255 Id.
256 "Art doesn't exist as a property of an image. There are no art pixels that you can find in

images we think are classy or beautiful or uplifting. . .. But what we realized about art was that
[moderation] questions about art weren't about art itself, it was about art being an exception to an
existing restriction. . . . [S]o the vast majority of art is fine. It's when you're talking about things
that might meet the definition of nudity or racism or violence that people think are important." Id.

257 Telephone Interview with Jud Hoffman, supra note 148.
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almost impossible to turn that into an objective decision because context
matters so much."2 58  The answer was to turn context into a set of ob-
jective rules. In evaluating whether speech was likely to provoke vio-
lence, for example, Hoffman and his team developed a four-part test to
assess credible threats: time, place, method, and target.2 5 9 If a post spec-
ified any three of these factors, the content would be removed, and if
appropriate, authorities notified.2 6 0

Content moderation at YouTube and Facebook developed from an
early system of standards to an intricate system of rules due to (1) the
rapid increase in both users and volume of content; (2) the globalization
and diversity of the online community; and (3) the increased reliance on
teams of human moderators with diverse backgrounds. The next sec-
tion discusses enforcement of these rules.

B. How the Rules Are Enforced: Trained Human Decisionmaking

Content moderation happens at many levels. It can happen before
content is actually published on the site, as with ex ante moderation, or
after content is published, as with ex post moderation. These methods
can be either reactive, in which moderators passively assess content and
update software only after others bring the content to their attention, or
proactive, in which teams of moderators actively seek out published con-
tent for removal. Additionally, these decisions can be automatically
made by software or manually made by humans.2 6 1 The majority of

258 Id
259 Univ. of Hous. Law Ctr., UH Law Center and the ADL Present Racists, Bigots and the Law on the

Internet, YoUTUBE (Oct. 10, 2012), https://youtu.be/aqqvYPyr6cl?list=UU3rhti-s6oKV8PnWids47
KQ [https://perma.cc/Q7SF-TYNM] (recording of Jud Hoffman, Glob. Policy Manager, Facebook).

260 Id. Many situations, however, were lacking in context. Online bullying was the type of issue
that often arose with insufficient background. As Hoffman described:

There is a traditional definition of bullying - a difference in social power between two
people, a history of contact - there are elements. But when you get a report of bullying,
you just don't know. You have no access to those things. So you have to decide whether
you're going to assume the existence of some of those things or assume away the existence
of some of those things. Ultimately what we generally decided on was, "if you tell us that
this is about you and you don't like it, and you're a private individual not a public figure,
we'll take it down." Because we can't know whether all these other things happened, and
we still have to make those calls. But I'm positive that people were using that function
to game the system. . . . I just don't know if we made the right call or the wrong call or at
what time.

Telephone Interview with Jud Hoffman, supra note 148. Hoffman's description also demonstrates
two major drawbacks to using rules rather than standards. A blanket rule against bullying can
simultaneously result in people manipulating a rule to "walk the line" and also result in permissible
content being mistakenly removed. Id.

261 See James Grimmelmann, The Virtues of Moderation, 17 YALE J.L.& TECH. 42, 63-70 (2015)
(describing how moderation systems operate differently along several lines - automatic or manual,
transparent or secret, ex ante or ex post, and centralized or decentralized). Professor James
Grimmelmann's taxonomy, while foundational, speaks more generally to all of internet moderation
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this section focuses on ex post reactive content moderation, specifically
looking at the implementation of rules with respect to human deci-
sionmaking, pattern recognition, and professionalization of judgment.

i. Ex Ante Content Moderation. - When a user uploads a video to
Facebook, a message appears: "Processing Videos: The video in your
post is being processed. We'll send you a notification when it's done
and your post is ready to view." 2 6 2 Ex ante content moderation is the
process that happens in this moment between "upload" and publica-
tion. 2 6 3  The vast majority of this moderation is an automatic process
run largely through algorithmic screening without the active use of hu-
man decisionmaking.

An example of content that can be moderated by these methods is
child pornography, which can reliably be identified upon upload
through a picture-recognition algorithm called PhotoDNA.2 6 4  Under
federal law, production, distribution, reception, and possession of an im-
age of child pornography is illegal, and as such, sites are obligated to
remove it.265 A known universe of child pornography - around 720,000

illegal images - exists online.2 6 6 By converting each of these images to
grayscale, overlaying a grid, and assigning a numerical value to each

rather than content-publishing platforms specifically. In the context of speech, the distinction be-
tween ex ante and ex post is especially important, in that it determines whether moderation is
happening before or after publication. Of secondary concern is whether content is being moderated
through reactive or proactive measures. Finally, the ultimate means of reaching decisions, whether
through software or humans, is descriptively helpful, but less legally significant.

262 Videos, FACEBOOK: HELP CTR., https://www.facebook.com/help/1-54271141375595/ [https://
perma.cc/FHD2-4 RAY].

263 Because ex ante content moderation happens before publication takes place, it is the type of
prior restraint that scholars like Balkin are concerned with. See generally Balkin, supra note ii.
Of the two automatic means of reviewing and censoring content - algorithm and geoblocking -
geoblocking is of more concern for the purposes of collateral censorship and prior restraint. In
contrast, algorithms are currently used to remove illegal content like child pornography or copyright
violations. But see Rebecca Tushnet, Power Without Responsibility: Intermediaries and the First
Amendment, 76 GEO. WASH. L. REV. 986, 1003-05 (2008) (noting that the Digital Millennium
Copyright Act's notice-and-takedown provisions give platforms no incentive to investigate and
therefore "suppress critical speech as well as copyright infringement," id. at 1003).

264 Tracy Ith, Microsoft's PhotoDNA: Protecting Children and Businesses in the Cloud,
MICROSOFT: NEWS (July 15, 2015), https://news.microsoft.com/features/microsofts-photodna-
protecting-children-and-businesses-in-the-cloud/ [https://perma.cc/H7F7-KSB7].

265 See 18 U.S.C. §§ 2251-225 2A (2012). It is important to remember that § 230 expressly states
that no internet entity has immunity from federal criminal law, intellectual property law, or com-
munications privacy law. 47 U.S.C. § 230(e) (2012). This means that every internet service provider,
search engine, social networking platform, and website is subject to thousands of laws, including
child pornography laws, obscenity laws, stalking laws, and copyright laws. Id.

266 This "known universe" of child pornography is maintained and updated by the International
Centre for Missing and Exploited Children and the U.S. Department of Homeland Security in a
program known as Project Vic. Mark Ward, Cloud-Based Archive Tool to Help Catch Child Abusers,
BBC NEWS (Mar. 24, 2014), http://www.bbc.com/news/technology-26612059 [https:// perma.cc/KX6E-

C5R6].
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square, researchers were able to create a "hash," or signature, that re-
mained even if the images were altered.2 67 As a result, platforms can
determine whether an image contains child pornography in the micro-
seconds between upload and publication.2 68  Geoblocking is another
form of automatic ex ante moderation. Unlike PhotoDNA, which pre-
vents the publication of illegal content, geoblocking prevents both pub-
lication and viewing of certain content based on a user's location. As
happened in the controversy over the Innocence of Muslims video, geo-
blocking usually comes at the request of a government notifying a plat-
form that a certain type of posted content violates its local laws. 26 9

Of course, algorithms do not decide for themselves which kind of
content they should block from being posted. Content screened auto-
matically is typically content that can reliably be identified by software
and is illegal or otherwise prohibited on the platform. This universe of
content that is automatically moderated ex ante is regularly evaluated
and updated through iterative software updates and machine learning.
For example, in a similar fashion to PhotoDNA, potential copyright vi-
olations can be moderated proactively through software like Content
ID. Developed by YouTube, Content ID allows creators to give their
content a "digital fingerprint" so it can be compared against other up-
loaded content.27 0 Copyright holders can also flag already-published
copyright violations through notice and takedown.27 1 These two sys-
tems work together, with user-flagged copyrighted material eventually
added to ContentlD databases for future proactive review.27 2 This mix
of proactive, manual moderation and informed, automatic ex ante mod-
eration is also evident in the control of spam. All three platforms (and
most internet companies, generally) struggle to control spam postings on
their sites. Today, spam is mostly blocked automatically from publica-
tion through software. Facebook, Twitter, and YouTube, however, all
feature mechanisms for users to report spam manually.27 3  Ex ante
screening software is iteratively updated to reflect these flagged spam
sources.

267 Id
268 Ith, supra note 264.
269 See supra pp. 1624-25; see also, e.g., Telephone Interview with Nicole Wong, supra note 130.
270 How Content ID Works, YOUTUBE: HELP, https://support.google.com/youtube/answer/

2797370?hl=en [https://perma.cc/RZ5T-gUPN].
271 See, e.g., Submit a Copyright Takedown Notice, YOUTUBE: HELP, https://support.google.

com/youtube/answer/2807622 [https://perma.cc/DAS6-8G3R].
272 How Content ID Works, supra note 270.
273 See, e.g., How Twitter Aims to Prevent Your Timeline from Filling Up with Spam, PANDA

MEDIACENTER (Sept. 12, 2014), http://www.pandasecurity.com/mediacenter/social-media/twitter-
span/ [https://perma.cc/8HM8-G63Z]; James Parsons, Facebook's War Continues Against Fake Pro-
files and Bots, HUFFINGTON POST (Mar. 22, 2015, 5:03 PM), http://www.huffingtonpost.com/
james-parsons/facebooks-war-continues-against-fake-profiles-and-bots-b_6914282.html [https://perma.

cc/3X6E-7AJ7].
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2. Ex Post Proactive Manual Content Moderation. - Recently, a
form of content moderation that harkens to the earlier era of AOL chat
rooms has reemerged: platforms proactively seeking out and removing
published content. Currently, this method is largely confined to the
moderation of extremist and terrorist speech. As of February 2Q16, ded-
icated teams at Facebook have proactively removed all posts or profiles
with links to terrorist activity.27 4 Such efforts were doubled in the wake
of terrorist attacks.27 5 This is an important new development affecting
content moderation, which seeks to strike an ever-evolving balance be-
tween competing interests: ensuring national security and maintaining
individual liberty and freedom of expression. While a topic worthy of
deep discussion, it is not the focus of this paper.27 6

3. Ex Post Reactive Manual Content Moderation. - With the ex-
ception of proactive moderation for terrorism described above, almost
all user-generated content that is published is reviewed reactively, that
is, through ex post flagging by other users and review by human content
moderators against internal guidelines. Flagging - alternatively called
reporting - is the mechanism provided by platforms to allow users to
express concerns about potentially offensive content.277 The adoption
by social media platforms of a flagging system serves two main func-
tions: (i) it is a "practical" means of reviewing huge volumes of content,
and (2) its reliance on users serves to legitimize the system when plat-
forms are questioned for censoring or banning content.27 8

Facebook users flag over one million pieces of content worldwide
every day.27 9 Content can be flagged for a variety of reasons, and the
vast majority of items flagged do not violate the Community Standards
of Facebook. Instead content flags often reflect internal group conflicts
or disagreements of opinion.28 0 To resolve the issue, Facebook created
a new reporting "flow" - the industry term to describe the sequence of
screens users experience as they make selections - that encourages us-
ers to resolve issues themselves rather than report them for review to

274 Natalie Andrews & Deepa Seetharaman, Facebook Steps Up Efforts Against Terrorism, WALL
ST.J. (Feb. 11, 2016, 7:39 PM), http://on.wsj.com/iTVJNse [https://perma.cc/9CY7-BYDg]. As will
be discussed later, corporate censorship of speech at the behest or encouragement of governments
raises questions of collateral censorship and state action doctrine. See infra pp. 1658-62.

275 Andrews & Seetharaman, supra note 274.
276 For an excellent, thorough, and cutting-edge discussion of this issue, see Danielle Keats

Citron, Extremist Speech and Compelled Conformity, 93 NOTRE DAME L. REV. (forthcoming
208), https://ssrn.com/abstract=2941880 [https://perma.cc/6WM2-H8PY].

277 Kate Crawford & Tarleton Gillespie, What Is a Flag For? Social Media Reporting Tools and

the Vocabulary of Complaint, 18 NEW MEDIA & SOC'Y 410, 411 (2016).
278 Id. at 412.

279 See Buni & Chemaly, supra note 12; Telephone Interview with Monika Bickert, Head of Glob.
Policy Mgmt., Facebook & Peter Stern, Head of Policy Risk Team, Facebook (Jan. 19, 2 016).

280 The Trust Engineers, RADIOLAB (Feb. 9, 2015, 8:01 PM), https://www.radiolab.org/story/

trust-engineers/ [https://perma.cc/gC4N-SJDW].
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Facebook.28 1  Users reporting content first click a button to "Re-
port/Mark as Spam," which then quickly guides users to describe their
report in terms like "Hate Speech," "Violence or Harmful Behavior," or
"I Don't Like This Post."1282 Some types of reports, such as harassment
or self-harm, guide users to the option of "social reporting" - a tool that
"enables people to report problematic content not only to Facebook, but
also directly to their friends to help resolve conflicts."28 3 To enhance the
response time of content moderation, the reporting flow also has the
instrumental purpose of triaging flagged content for review.28 4  This
makes it possible for Facebook to immediately prioritize certain content
for review and, when necessary, notify authorities of emergency situa-
tions like suicide, imminent threats of violence, terrorism, or self-harm.
Other content, like possible hate speech, nudity, pornography, or harass-
ment, can be queued into less urgent databases for general review.28 5

After content has been flagged to a platform for review, the precise
mechanics of the decisionmaking process become murky. The "army"
of content moderators and "[tihe details of moderation practices are rou-
tinely hidden from public view," write Catherine Buni and Soraya
Chemaly.28 6 "[Slocial media companies do not publish details of their
internal content moderation guidelines; no major platform has made
such guidelines public."28 7 These internal guidelines also change much
more frequently than the public Terms of Service or Community Stand-
ards. Focusing largely on Facebook, except where specified, the next
section seeks to illuminate this process by integrating previously pub-
lished information together with interviews of content moderators and
platform internal guidelines. The system of people making the decisions
will be examined first followed by a review of the internal guidelines
that inform that decisionmaking process.

(a) Who Enforces the Rules? - When content is flagged or reported,
it is sent to a server where it awaits review by a human content moder-
ator.288 At Facebook, there are three basic tiers of content moderators:
"Tier 3" moderators, who do the majority of the day-to-day reviewing

281 Id.
282 Alexei Oreskovic, Facebook Reporting Guide Shows How Site Is Policed (Infographic),

HUFFINGTON POST (June 19, 2012, 9:38 PM), https://www.huffingtonpost.com/2012/06/20/
facebook-reporting-guide.ni610917.html [https://perma.cc/4LHU-BLGD].

283 Id.
284 Univ. of Hous. Law Ctr., supra note 259 (Jud Hoffman speaking).
285 Id.
286 Buni & Chemaly, supra note 12.
287 Id.
288 Skype Interviews with Kumar S. (Jan. 29-Mar. 9, 2016); Skype Interviews with Selahattin T.

(Mar. 2-Mar. 11, 2016); Skype Interview with Jagruti (Jan. 26, 2016) [hereinafter Content Moderator
Interviews]. These content moderators were Tier 3 workers based in India and Eastern Europe
and provided background on what the process looks like from the perspective of a content
moderator.
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of content; "Tier 2" moderators, who supervise Tier 3 moderators and
review prioritized or escalated content; and "Tier i" moderators, who are
typically lawyers or policymakers based at company headquarters.28 9

In the early days, recent college graduates based in the San Francisco
Bay Area did much of the Tier 3 content moderation.2 90 Today, most plat-
forms, including Facebook, either directly employ content-moderation
teams or outsource much of their content-moderation work to companies
like oDesk (now Upwork), Sutherland, and Deloitte.2 9 1 In 2009, Facebook
opened an office in Dublin, Ireland, that had twenty dedicated support
and user-operations staff. 2 9 2 In 2010, working with an outsourcing part-
ner, Facebook opened a new office in Hyderabad, India, for user
support.2 9 3

Today, Tier 3 moderators typically work in "call centers"2 94 in the
Philippines, Ireland, Mexico, Turkey, India, or Eastern Europe.2 95

Within Facebook, these workers are called "community support" or
"user support teams."2 9 6 When working, moderators will log on to com-
puters and access the server where flagged content is awaiting review.2 97

Tier 3 moderators typically review material that has been flagged as a
lower priority by the reporting flow. At Facebook, for example, this
includes, in part, reports of nudity or pornography, insults or attacks
based on religion, ethnicity, or sexual orientation, inappropriate or an-
noying content, content that is humiliating, or content that advocates
violence to a person or animal.2 98

Tier 2 moderators are typically supervisors of Tier 3 moderators or
specialized moderators with experience judging content. They work
both remotely (many live in the United States and supervise groups that

289 Telephone Interview with J.L., Tier 2 Moderator, Facebook (Mar. ii, 2016). J.L. was a Tier
2 moderator based in the Eastern United States.

290 Telephone Interview with Dave Willner & Charlotte Willner, supra note 147; Telephone In-
terview with Sasha Rosse, Manager of Glob. Outsourcing, Facebook (May 16, 2016); Buni &
Chemaly, supra note 12.

291 Telephone Interview with Sasha Rosse, supra note 2go; Adrian Chen, Inside Facebook's Out-
sourced Anti-Porn and Gore Brigade, Where "Camel Toes" Are More Offensive than "Crushed Heads,"
GAWKER (Feb. 16, 2012, 3:45 PM), http://gawker.com/588571-4/inside-facebooks-outsourced-anti-
porn-and-gore-brigade-where-camel-toes-are-more-offensive-than-crushed-heads [https://perma.cc/

HU7 H-9 7 2C]; Chen, supra note 12.
292 Telephone Interview with Sasha Rosse, supra note 290.
293 Id.
294 Buni & Chemaly, supra note 12.
295 Content Moderator Interviews, supra note 288; Telephone Interview with Sasha Rosse, supra

note 290; Chen, supra note 291; Chen, supra note 12.
296 Telephone Interview with Dave Willner & Charlotte Willner, supra note 147; Telephone

Interview with Jud Hoffman, supra note 148.
297 Content Moderator Interviews, supra note 288; Telephone Interview with Sasha Rosse, supra

note 290.
298 Telephone Interview with J.L., supra note 289.
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are internationally based) and locally at call centers.2 9 9 Tier 2 modera-
tors review content that has been prioritized, like imminent threats of
violence, self-harm, terrorism, or suicide. This content comes to Tier 2

directly through the reporting flow or by being identified and escalated
to Tier 2 by Tier 3 moderators. Tier 2 moderators also review certain
randomized samples of Tier 3 moderation decisions. In order to ensure
the accuracy of moderation, Facebook and other platforms have a cer-
tain amount of built-in redundancy: the same piece of content is often
given to multiple Tier 3 workers. If the judgment on the content varies,
the content is reassessed by a Tier 2 moderator.3 0 0

Tier i moderation is predominantly performed at the legal or policy
headquarters of a platform. At Facebook, for example, a Tier 3 worker
could be based in Hyderabad, a Tier 2 supervisor could be based in
Hyderabad, or remotely in a place like Dublin, but a Tier i contact
would be based in Austin, Texas, or the San Francisco Bay Area. "There
were not many levels between the boots-on-ground moderator and
Menlo Park," stated one former Tier 2 supervisor who had worked at
Facebook until 2012, speaking on the condition of anonymity.3 0 1 "If I
had doubts on something, I'd just send it up the chain."3 0 2

Recently, issues of scaling this model have led platforms to try new
approaches to who enforces the rules. At YouTube, a new initiative was
launched in late 2016 called the Heroes program, which deputizes users
to actively participate in the content-moderation process in exchange for
perks such as "access to exclusive workshops and sneak preview product
launches."3 0 3 Similarly, after a video of the murder of an elderly man in
Cleveland stayed up for over an hour on Facebook, Zuckerberg an-
nounced the company would hire 3000 additional content moderators,
increasing the size of the content-moderation team by two-thirds.3 04

(b) How Are the Rules Enforced? - As previously discussed, the
external policy - or Community Standards - provided to the public is
not the same as the internal rulebook used by moderators when trying
to assess whether content violates a platform's terms of service. An
analysis of the internal guidelines reveals a structure that in many ways

299 Id.; Telephone Interview with Dave Willner & Charlotte Willner, supra note 147.
300 Telephone Interview with J.L., supra note 289.
301 Id
302 Id.
303 Sarah Perez, YouTube Enlists Volunteers to Moderate Its Site via a New "YouTube Heroes"

Program, TECHCRUNCH (Sept. 21, 2016), https://techcrunch.com/2o-6/og/21/youtube-enlists-
volunteers-to-moderate-its-site-via-a-new-youtube-heroes-program/ [https://perma.cc/5HJN-K8E2].
See generally Get Involved with YouTube Contributors, YOUTUBE: HELP, https://
support.google.com/youtube/answer/7124236 [https://perma.cc/6G72-ZUFT].

304 Alex Heath, Facebook Will Hire 3000 More Moderators to Keep Deaths and Crimes from
Being Streamed, Bus. INSIDER (May 3, 2017, 10:35 AM), http://www.businessinsider.com/
facebook-to-hire-3000-moderators-to-keep-suicides-from-being-streamed-2017-5 [https://perma.cc/

5LCM-QG 5 91.
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replicates the decisionmaking process present in modern jurisprudence.
Content moderators act in a capacity very similar to that of a judge:
moderators are trained to exercise professional judgment concerning the
application of a platform's internal rules and, in applying these rules,
moderators are expected to use legal concepts like relevance, reason
through example and analogy, and apply multifactor tests.

(i) Training. - Willner and Hoffman's development of objective
internal rules at Facebook was a project that became an essential ele-
ment in the shift to content-moderation outsourcing made in early
20IO.305 While Facebook's Community Standards were applied glob-
ally, without differentiation along cultural or national boundaries,3 0 6

content moderators, in contrast, came with their own cultural inclina-
tions and biases. In order to ensure that the Community Standards were
enforced uniformly, it was necessary to minimize content moderators'
application of their own cultural values and norms when reviewing con-
tent and instead impose Facebook's.3 0  The key to all of this was
providing intensive in-person training on applying the internal rules. "It
all comes down to training," stated Sasha Rosse, who worked with
Willner to train the first team in Hyderabad:

I liked to say that our goal was [to have a training system and rules set] so
I could go into the deepest of the Amazon, but if I had developed parameters
that were clear enough I could teach someone that had no exposure to any-
thing outside of their village how to do this job.3 08

305 Facebook outsourced only a small subset of reports in 2010. Most of the content-moderation
work was still being performed by full-time employees and contractors in Hyderabad, Austin, and
Palo Alto. Email from Jud Hoffman, Former Glob. Policy Manager, Facebook (Aug. ]8, 2016) (on
file with author).

306 It is worth noting why Facebook has this policy. According to Willner, in writing the internal
rules and the Community Standards, Facebook:

realized that the nature of the product made regional rules untenable. There are no
"places" in Facebook - there are just people with different nationalities, all interacting in
many shared forums. Regional rules would make cross-border interactions and commu-
nities largely incoherent and moderation very hard if not impossible. For example, if a
Greek user insults AtatUrk and a Turkish user reports it, whose rules apply?

Telephone Interview with Dave Willner & Charlotte Willner, supra note 147.
307 Though often referred to as "neutral," Facebook's values and norms - and the rules that

attempted to reflect them - were distinctly American. See supra section IIA, pp. 1618-25.
308 Telephone Interview with Sasha Rosse, supra note 290. Despite the internal rules and train-

ing, cultural biases still crept into moderation, especially when judging subjective content. For
example, in 2010 and 2011, the Facebook content-policy team was still struggling to refine its guide-
lines as it simultaneously began to train moderators in India. Rules on nudity were relatively clear-
cut because nudity could in large part be reduced to observable characteristics that were either
present or not in content. But harder questions arose regarding the Facebook rules banning certain
kinds of sexualized content: a person could be entirely clothed, but in a highly sexual position. At
some point in the training process in India, a group of workers were given a list of observable rules
about a picture that made it impermissibly sexual, but at the bottom of the rules there was a more
general "Feel Bad" standard: if you feel like something is otherwise sexual or pornographic, take it
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Training moderators to overcome cultural biases or emotional reac-
tions in the application of rules to facts can be analogized to training
lawyers or judges. In the law, training lawyers and judges through law
school and practice bestows a "specialized form of cognitive percep-
tion - what Karl Llewellyn called 'situation sense' - that reliably fo-
cuses their attention on the features of a case pertinent to its valid reso-
lution."3 0 9 Professor Dan Kahan calls this "professional judgment," but
it might also be called "pattern recognition" after Professor Howard
Margolis's study of expert and lay assessments of risk,3 1 0 or even likened
to the rapid, instinctual categorization used by chicken sexers, expert
workers whose entire job is to determine the sex of baby chickens a day
or two after the chickens hatch.3 11 Regardless of the label, training con-
tent moderators involves a repetitive process to "override" cultural or
emotional reactions and replace them with rational "valid" resolutions.312

Recent studies show that professionalized judgment can thwart cog-
nitive biases, in addition to increasing attention to relevant information
and reliable application of rules.3 1 3 In a series of experiments, Kahan
asked judges, lawyers, and law students with various political inclina-
tions to assess legal problems that were "designed to trigger unconscious
political bias in members of the general public."3 1 4 Despite the presence
of irrelevant but polarizing facts, judges, and to a lesser degree, lawyers,
were largely in agreement in deciding legal cases presented to them in
the study.3 1 5 In contrast, law students and members of the general pub-
lic reliably made decisions in keeping with their personal political views
when presented with politically polarizing information.3 16 Replication
of the study expanded these findings beyond mere political ideologies to
more general "cultural cognition," that is, the "unconscious influence of

down. That standard when applied to global content by a small group of moderators was predict-
ably overrestrictive. "Within a day or two, we saw a spike of incorrect decisions," said Hoffman,
"where people on this team in India were removing flagged content that portrayed open-mouth
kissing." Telephone Interview with Jud Hoffman, supra note 148.

309 Dan M. Kahan et al., "Ideology" or "Situation Sense"? An Experimental Investigation of
Motivated Reasoning and Professional Judgment, 164 U. PA. L. REV. 349, 354-55 (2 016) (quoting
KARL N. LLEWELLYN, THE COMMON LAW TRADITION: DECIDING APPEALS 59-61, 121-57,
206-08 (i96o)).

310 See id. at 372 (citing HOWARD MARGOLIS, DEALING WITH RISK: WHY THE PUBLIC AND

THE EXPERTS DISAGREE ON ENVIRONMENTAL ISSUES (1996)).

311 See RICHARD HORSEY, THE ART OF CHICKEN SEXING (2002), http://cogprints.org/

3255/I/chicken.pdf [https://perma.cc/K8J4-GJSV].
312 Kahan et al., supra note 309, at 372.
313 Id. at 374. See generally Dan M. Kahan et al., "They Saw a Protest": Cognitive Illiberalism

and the Speech-Conduct Distinction, 64 STAN. L. REV. 851 (2012) (explaining how cultural cogni-
tion shapes interpretations of legally relevant facts).

314 Kahan et al., supra note 309, at 354.
315 Id.
316 Id.
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individuals' group commitments on their perceptions of legally conse-
quential facts."317

The experiments by Kahan and his co-authors demonstrate empiri-
cally what Facebook learned through experience: people can be trained
in domain-specific areas to overcome their cultural biases and to apply
rules neutrally. Just as this truth is an essential part of the legal system,
it is an essential part of Facebook's moderation system.

(ii) Similarities to American Law and Legal Reasoning. - Before
applying law to facts, a judge must first determine which facts are rele-
vant. Procedural rules like the Federal Rules of Evidence acknowledge
that the inclusion of certain information may unfairly exploit deci-
sionmakers' biases and emotions and, thus, provide guidance on how to
exclude information from review.3 1  At Facebook, the internal rules
used by content moderators, or "Abuse Standards," similarly contain ex-
tensive guidance on what "relevant" content a moderator should review
in assessing a report.3 1 9

Once a moderator has followed the procedural rules to narrow the
relevant content to be reviewed, the actual Abuse Standards - or
rules - must be applied. These start with a list of per se bans on con-
tent.3 2 0 In Abuse Standards 6.2, these per se bans on content are lists of
rules split into nine somewhat overlapping categories.3 2 1 But as is typ-
ical of a rules-based approach, these lists contain as many exceptions as
they do rules. In "Graphic Content," listed violations include any
"[p]oaching of animals" as well as "[p]hotos and digital images showing
internal organs, bone, muscle, tendons, etc.," while "[c]rushed heads,

317 Kahan et al., supra note 313, at 851.
318 See Kahan et al., supra note 309, at 365.
319 ODESK, ABUSE STANDARDS 6.1, https://www.scribd.com/doc/81863 464/oDeskStandards

[https://perma.cc/P6ZV-VgZA] [hereinafter AS 6.1]; ODESK, ABUSE STANDARDS 6.2,
https://www.scribd.com/doc/81-877124/Abuse-Standards-6-2-Operation-Manual [https://perma.cc/
2JQF-AWMY] [hereinafter AS 6.2]. These are copies of documents that were leaked from a content
moderator working at oDesk (now Upwork) doing content moderation for Facebook. They are not
the actual rules of Facebook, but they are oDesk's approximation of Facebook's rules. Charles
Arthur, Facebook's Nudity and Violence Guidelines Are Laid Bare, THE GUARDIAN (Feb. 21, 2012,
4:36 PM), https://www.theguardian.com/technology/201 2/feb/2 i/facebook-nudity-violence-censorship-
guidelines [https://perma.cc/gLNL-L4C6]. For a more current but very similar version of these
policies as expressed through content-moderator training documents, see Nick Hopkins, Revealed:
Facebook's Internal Rulebook on Sex, Terrorism and Violence, THE GUARDIAN (May 21, 2017,
i:00 PM), https://www.theguardian.com/news/2017/may/2 i/revealed-facebook-internal-rulebook-
sex-terrorism-violence [https://perma.cc/U7DY-5 VHE].

320 AS 6.1, supra note 319; AS 6.2, supra note 319.
321 Those categories are "Sex and Nudity," "Illegal Drug Use," "Theft Vandalism and Fraud,"

"Hate Content," "Graphic Content," "IP Blocks and International Compliance," "Self Harm," "Bul-
lying and Harassment," and "Credible Threats." AS 6.2, supra note 319, at 4. Among the twelve
items under "Sex and Nudity," for example, are "[a]ny OBVIOUS sexual activity, even if naked parts
are hidden from view by hands, clothes or other objects. Cartoons/art included. Foreplay allowed
([k]issing, groping, etc.) even for same-sex individuals" and "[p]eople 'using the bathroom."' Id.

0644 [Vol. 131:1598



THE NEW GOVERNORS

limbs, etc. are ok as long as no insides are showing."3 2 2 Likewise, "mere
depiction" of some types of content - "hate symbols" like swastikas, or
depictions of Hitler or Bin Laden - are automatic violations, "unless
the caption (or other relevant content) suggests that the user is not pro-
moting, encouraging or glorifying the [symbol]."3 2 3

Some more complicated types of speech borrow from American ju-
risprudence for the structure of their rules. Under "Hate Content," a
chart provides examples of "Protected Categories" and counsels moder-
ators to mark "content that degrades individuals based on the . . . pro-
tected categories" as a violation.3 2 4 A second chart on the page demon-
strates how the identification of the type of person - ordinary persons,
public figures, law enforcement officers, and heads of state - as well as
their membership in a protected group will factor into the permissibility
of the content.325 All credible threats are to be escalated regardless of
the "type of person."3 2 6 These examples demonstrate the influence of
American jurisprudence on the development of these rules. Reference
to "Protected Categories" is similar to the protected classes of the Civil
Rights Act of 1964.327 The distinction between public and private fig-
ures is reminiscent of First Amendment, defamation, and invasion of
privacy law. 3 28 The emphasis on credibility of threats harkens to the
balance between free speech and criminal law.3 2 9

Beyond borrowing from the law substantively, the Abuse Standards
borrow from the way the law is applied, providing examples and anal-
ogies to help moderators apply the rules. Analogical legal reasoning, the
method whereby judges reach decisions by reasoning through analogy

322 Id
323 Id. at 8.
324 Id. at 5 (including race, ethnicity, national origin, religion, sex, gender identity, sexual orien-

tation, disability, and serious disease as protected categories).
325 Id. An empty threat against a public figure like Paul McCartney is permissible, but an empty

threat against a head of state like President Barack Obama should be removed. Any type of content
about a law enforcement officer - empty threat, credible threat, negative reference, cyberbullying,
and attacks with hate symbols - is a violation under the Abuse Standards, as is any kind of attack
based on being a victim of sexual assault. Id.

326 "For safety and legal reasons, we consider threats credible if they:
i. Target heads of state or specific law enforcement officers . . . [;]
2. Contain 3/4 details: time, place, method, specific target (not impossible to carry out)[;]
3. Target people with a history of assassination attempt/s[;]
4. Include non-governmental bounties (promising earthly and heavenly rewards for a
target's death)[.]"

Id. at 7.
327 Pub. L. No. 88-352, §§ 201-202, 703, 78 Stat. 241, 243-44, 255-57 (outlawing discrimination

based on race, color, religion, sex, or national origin).
328 See RESTATEMENT (SECOND) OF TORTS § 558 (AM. LAW INST. 1977); see also Gertz v.

Robert Welch, Inc., 418 U.S. 323, 351 (1974) (refusing to extend the N.Y Times Co. v. Sullivan, 376
U.S. 254 (1964), standard for public officials' defamation claims to private individuals).

329 See, e.g., Brett A. Sokolow et al., The Intersection of Free Speech and Harassment Rules, 38
HUM. RTS. 19, 19 (2011).
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between cases, is a foundation of legal theory.3 30 Though the use of exam-
ple and analogy plays a central role throughout the Abuse Standards,3 3 1

the combination of legal rule and example in content moderation seems
to contain elements of both rule-based legal reasoning and analogical
legal reasoning. For example, after stating the rules for assessing credi-
bility, the Abuse Standards give a series of examples of instances that
establish credible or noncredible threats.33 2 "I'm going to stab (method)
Lisa H. (target) at the frat party (place)," states Abuse Standards 6.2,
demonstrating a type of credible threat that should be escalated.33 3 "I'm
going to blow up the planet on new year's eve this year" is given as an
example of a noncredible threat.334 Thus, content moderators are not
expected to reason directly from prior content decisions as in common
law - but the public policies, internal rules, examples, and analogies
they are given in their rulebook are informed by past assessments.

In many ways, platforms' evolution from "gut check" standards to
more specific rules tracks the evolution of the Supreme Court's doctrine
defining obscenity. In Jacobellis v. Ohio,3 35 Justice Stewart wrote that
he could not "intelligibly" define what qualified something as obscene,
but famously remarked, "I know it when I see it." 336 Both Charlotte
Willner, at Facebook, and Nicole Wong, at Google, described a similar
intuitive ethos for removing material in the early days of the platforms'
content-moderation policies.337  Eventually, Facebook's and YouTube's
moderation standards moved from these standards to rules. Likewise,
over a series of decisions, the Court attempted to make the criteria for
obscenity more specific - in Miller v. California,338 the Court issued a

330 See LLOYD L. WEINREB, LEGAL REASON: THE USE OF ANALOGY IN LEGAL ARGU-
MENT (2005); Edward H. Levi, An Introduction to Legal Reasoning, 15 U. CHI. L. REV. 501 (1948).
Among philosophers and legal theorists an important distinction can be made between "pure" ana-
logical legal reasoning, which looks exclusively to the similarities and differences between cases
without use of legal rules, and "pure" rule-based legal reasoning, which deduces exclusively from
rules without case comparison. See generally LARRY ALEXANDER & EMILY SHERWIN, DEMYS-
TIFYING LEGAL REASONING 64-103 (2008); Cass R. Sunstein, Commentary, On Analogical Rea-
soning, io6 HARV. L. REV. 741 (1993). The Abuse Standards do not clearly point toward a "pure"
version of either of these reasoning approaches.

331 This is especially true in the case of introducing new rules or policies to moderators. For
example, Abuse Standards 6.2 introduces a "fresh policy" on sexually explicit language and sexual
solicitation, and lists thirteen examples of content that should be removed or kept up under the
policy. AS 6.2, supra note 319, at 6. In Abuse Standards 6.1, an entire page is devoted to samples
of pictures that fall in or out of the various bans on sex and nudity, cartoon bestiality, graphic
violence, animal abuse, or Photoshopped images. AS 6.1, supra note 319, at 4.

332 AS 6.2, supra note 319.
333 Id. at 7.
334 Id.
33 378 U.S. 184 (1964).
336 Id. at 197 (Stewart, J., concurring).
33 Telephone Interview with Dave Willner & Charlotte Willner, supra note 147; Telephone

Interview with Nicole Wong, supra note 130.
338 413 U.S. 15 (1973).
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three-part test to evaluate whether state statutes designed to regulate
obscene materials were sufficiently limited.3 3 9 None of the tests created
by the Court, however, comes close to the specificity of the facts and
exceptions used by platforms today.

To summarize, knowledge about the training of content moderators
and Abuse Standards 6.1 and 6.2 tells us much about how the rules are
enforced in content-moderation decisions. Content moderators act in a
capacity very similar to that of judges: (i) like judges, moderators are
trained to exercise professional judgment concerning the application of
a platform's internal rules; and (2) in applying these rules, moderators
are expected to use legal concepts like relevancy, reason through exam-
ple and analogy, and apply multifactor tests.

4. Decisions, Escalations, and Appeals. - At Facebook, Tier 3 mod-
erators have three decisionmaking options regarding content: they can
"confirm" that the content violates the Community Standards and re-
move it, "unconfirm" that the content violates Community Standards
and leave it up, or escalate review of the content to a Tier 2 moderator
or supervisor.3 4 0 The Abuse Standards describe certain types of content
requiring mandatory escalations, such as: child nudity or pornography,
bestiality, credible threats, self-harm, poaching of endangered animals,
Holocaust denial, all attacks on Atattirk, maps of Kurdistan, and burn-
ing of Turkish Flags.3 4 1 If a moderator has decided to ban content, a
Facebook user's content is taken down, and she is automatically signed
off of Facebook. When the user next attempts to sign in, she will be
given the following message: "We removed the post below because it
doesn't follow the Facebook Community Standards."3 4 2  When she
clicks "Continue," the user is told: "Please Review the Community
Standards: We created the Facebook Community Standards to help
make Facebook a safe place for people to connect with the world around
them. Please read the Facebook Community Standards to learn what
kinds of posts are allowed on Facebook."3 4 3 The user then clicks "Okay"
and is allowed to log back in. At Facebook, users who repeatedly have
content removed face a gradual intensification of punishment: two re-
moved posts in a certain amount of time, for example, might mean your
account is suspended for twenty-four hours. Further violations of com-
munity standards can result in total bans. At YouTube, moderators had

339 Id. at 24.
340 AS 6.1, supra note 319; AS 6.2, supra note 319.
341 AS 6.2, supra note 319, at 4.
342 Screenshot of Facebook Removal Notice, ME.ME (June 13, 2017, 5:38 AM),

https://me.me/i/29-21i-oi-am-facebook-we-removed-something-you-posted-we-1-5347765
[https://perma.cc/2BHA-93 6B].

343 Screenshot of Facebook Community Standards Notice, ME.ME (May 1, 2017, 1:09 PM),
https://me.me/i/7-2o-am-pao-94-facebook-please-review-the-community-standards- 3463100
[https://perma.cc/LNQg-HHRV].
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a slightly different set of options for each piece of content: "Approve" let
a video remain; "Racy" gave the video an 18+ year-old rating; "Reject"
allowed a video to be removed without penalizing the poster; and finally,
"Strike" would remove the video and issue a penalty to the poster's
account.34 4

The ability of an individual user to appeal a decision on content
takedown, account suspension, or account deletion varies widely be-
tween the three major platforms. Facebook allows an appeal of the
removal of only a profile or page - not individual posts or content.3 4 5

To initiate an appeal process, a user's account must have been sus-
pended.3 4 6 Appeals are reviewed by the Community Operations teams
on a rolling basis and sent to special reviewers.3 47  In contrast, at
YouTube, account suspensions, "strikes" on an account, and content re-
moval are all appealable.3 48 Video strikes can be appealed only once,
and if a decision to strike is upheld, there is a sixty-day moratorium on
the appeal of any additional strikes. 3 4 9 An appeal also lies if an account
is terminated for repeated violations.3 50 At Twitter, any form of action
related to the Twitter Rules can be appealed.3 5 1 Users follow instruc-
tions on the app itself or provided in an email sent to notify users that
content has been taken down. 3 5 2 Twitter also includes an intermediary
level of removal called a "media filter" on content that might be sensi-
tive.3 5 3 Rather than totally remove the content, the platform requires
users to click through a warning in order to see the content.354 Appeals
are handled by support teams that, when possible, will use specialized
team members to review culturally specific content.3 5 5

C. System Revision and the Pluralistic System of Influence

Facebook's Abuse Standards do more than shed light on substantive
rules on speech or the mechanisms behind its decisionmaking. They
also demonstrate that the internal rules of content moderation are iter-
atively revised on an ongoing basis, and much more frequently than the
external public-facing policy. This can be seen on the first page of Abuse

344 Buni & Chemaly, supra note 12.
345 How to Appeal, ONLINECENSORSHIPORG, https://onlinecensorship.org/resources/how-to-

appeal [https://perma.cc/YMgB-Q2KF].
346 Id
347 Telephone Interview with J.L., supra note 289.
348 How to Appeal, supra note 345.
349 Id.
350 Id.
351 Id.
352 Id.
353 Id.
354 Id.
3 Id.
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Standards 6.1, titled "Major changes since A[buse] S[tandards] 6.a,"
which contains a bulleted list of amendments and alterations to the pre-
vious set of rules.3 5 6 The list is divided into groupings of roughly related
policy changes.3 57  "Added sexual language and solicitation policy,"
states the first bullet.3 5  Halfway down the page after "Sex & Nudity
issues clarified" is a bulleted section beginning "Graphic violence poli-
cies updated as follows." 3 5 9  In Abuse Standards 6.2, there are fewer
updates, summarized broadly under one bullet point, "Policy Changes":

Graphic Content with respect to animal insides
Threshold and considerations for credible threats
Caricatures of protected categories

Depicting bodily fluids

Screenshots or other content revealing personal information

PKK versus Kurdistan flags

Updated policy on photo-shopped images3 60

The differences between these two versions demonstrate that inter-
nal policies and the rules that reflect them are constantly being updated.
This is because Facebook is attempting, in large part, to rapidly reflect
the norms and expectations of its users.

But how are platforms made aware of these "dramatically fast"3 6 1

changing global norms such that they are able to alter the rules? This
section discusses four major ways platforms' content-moderation poli-
cies are subject to outside influence: (i) government request, (2) media
coverage, (3) third-party civil society groups, and (4) individual users'
use of the moderation process.

This multi-input content-moderation system is a type of pluralistic
system.3 6 2 Under the ideal theory, a pluralistic system consists of many

356 AS 6.1, supra note 319, at 2.
357 Id.
35s Id.
39 Id. "No exceptions for news or awareness-related context for graphic image depictions [-1

confirm all such content; [h]uman/animal abuse subject to clear involvement/enjoyment/ap-
proval/encouragement by the poster [should be confirmed]; [e]ven fake/digital images of graphic
content should be confirmed, but hand-drawn/cartoon/art images are ok." Id. (emphasis omitted).

360 AS 6.2, supra note 319, at 2.
361 Telephone Interview with Nicole Wong, supra note 130.
362 See Jack M. Balkin, Free Speech in the Algorithmic Society: Big Data, Private Governance,

and New School Speech Regulation, U.C. DAVIS L. REV. (forthcoming 2018), https://ssrn.com/
abstract=3038939 [https://perma.cc/gHJS-NUZT]; cf. ROBERT A. DAHL, WHO GOVERNS? 197-
99 (1961); DAVID HELD, MODELS OF DEMOCRACY 57-64 (2006); Freeman, supra note 15, at 559-
6o ("In a pluralist 'interest representation' model of administrative law, administrative procedures
and judicial review facilitate an essentially political decision-making process: They ensure that in-
terest groups enjoy a forum in which to press their views and that agencies adequately consider
those views when making policy choices.").
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diverse external factions of equal strength competing to influence a neu-
tral government.3 63 In a perfect world, the competition between these
minority factional interests serves to maintain equilibrium and repre-
sentation of ideas in a democratic society.3 6 4 But in practice, pluralism
can be far from ideal.3 65 This section discusses these interests and their
potential democratic conflicts in the context of outside influence on plat-
forms' content-moderation policies.

i. Government Requests. 3 6 6 - Lessig describes the architecture of
the internet - or constitution - as built by an "invisible hand, pushed
by government and by commerce." 3 67  Lessig does not describe these
two forces as separate, but rather tandem in their effect. Thus far, this
Article has principally focused on the commercial side of this dynamism,
but platform architecture has also been informed by and subject to gov-
ernment interference. This interference can be through the more direct
need to comply with local laws and jurisdictions, or by the more subtle
influences of government lobbying and requests.

The previous examples of the Thai King, Atattirk, and Innocence of
Muslims3 68 illustrate how platforms have either conformed their poli-
cies, modified their policies, or rejected policy changes following gov-
ernment request. At YouTube, material would be removed within a
country only if it violated the laws of that country - whether or not it
was a violation was determined by YouTube's own lawyers.3 69 If con-
tent was found to be in violation of a country's laws, a new policy would
be issued and geoblocks put in place to prevent access to that content

363 HELD, supra note 362, at 57-64.
364 Freeman, supra note 15, at 56o ("Although conscious of capture, the theory envisions this

pathology as limited to agencies, and as correctable, presumably by democratizing the agency
decision-making process to include numerous interest groups. In this sense, interest representation
reveals a lingering optimism about the democratic potential of pluralism, when properly struc-
tured."). But see Richard B. Stewart, The Reformation of American Administrative Law, 88 HARV.
L. REV. 1667, 1713 (1975) (discussing how some interests like those of a regulated party may be
overrepresented in agency government).

365 See Freeman, supra note 15, at 56o (discussing the threat capture poses to democratic ideals
of pluralism); see also Margot E. Kaminski, When the Default Is No Penalty: Negotiating Privacy
at the NTIA, 93 DENV. L. REV. 925 (2 016) (examining instances in which openness to participation
by interest groups did not result in meaningful participation); David Thaw, Enlightened Regulatory
Capture, 89 WASH. L. REV. 329 (2014) (examining instances in which regulatory capture by a con-
centrated interest group can be beneficial).

366 For an excellent and more thorough discussion of the potential effects of government requests
on online platforms and free speech, see Llans6, supra note 161.

367 LESSIG, supra note 2 1, at 4.
368 See section II.A.I-2, supra pp. 1618-25 (detailing how Wong established geoblocking within

Thailand for some types of content - determined by YouTube - that ridiculed the King; how
Wong established geoblocking within Turkey for some types of content - determined by
YouTube - that disparaged AtatUrk; and how Facebook and YouTube refused requests of the gov-
ernment to remove Innocence of Muslims, and instead kept it up as permissive under their own
moderation rules and standards).

369 Telephone Interview with Nicole Wong, supra note 130.
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within that country.370 Similar agreements were reached regarding de-
pictions of Atattirk in Turkey.37 1 At Facebook, however, content is not
geoblocked but removed globally if international compliance requires.37 2

Examples of this include support of the Kurdistan Workers' Party
(PKK) or any content supporting Abdullah Ocalan.3 1

3  Other types of
content with specific geographic sensitivities, like Holocaust denial fo-
cusing on hate speech, attacks on Atattirk, maps of Kurdistan, and burn-
ing of Turkish flags, are required to be escalated.37 4

Twitter maintains a policy that it will take down posts only on re-
quest and only if they violate a country's laws.37 5 This policy has occa-
sionally been at odds with Twitter's more unofficial tactic of vigorously
and litigiously protecting free speech.37 6  Compromises have been
reached, however, without sacrificing one for the other: in 2012, when
India demanded Twitter remove a number of accounts that were fueling
religious dissent, the company removed roughly half of the problematic
accounts, but did so on the grounds that they violated Twitter's own
policies for impersonation.37 7  In other contexts, such as the requests for
takedown in Egypt and Turkey, particularly during periods of revolu-
tion, Twitter has refused to capitulate to any government requests, and
governments have consequently blocked the platform.37 8

Recently, however, platforms have been criticized for increasingly ac-
quiescing to government requests, especially in the distribution of user
information to police.37 9  Platforms have also begun cooperating more
proactively in response to the increased use of social media by the
Islamic State of Iraq and Syria (ISIS) to recruit members and encourage
terrorism. Over the last few years, all three sites have agreed to general
requests from the United States and the United Nations to remove con-
tent related to ISIS or terrorism.38 0 As discussed briefly in section III.B,

370 Id.
371 Id.
372 Telephone Interview with Dave Willner & Charlotte Willner, supra note 147.
373 AS 6.2, supra note 319, at 4.
374 Id.
37 Sengupta, Twitter's Free Speech Defender, supra note 153.
376 Id.
37 Id.
378 See id.; Sebnem Arsu, Turkish Officials Block Twitter in Leak Inquiry, N.Y. TIMES (Mar. 20,

2014), http://nyti.ms/2CpSGol [https://perma.cc/RJN5-ULWT]; Erick Schonfeld, Twitter Is Blocked
in Egypt Amidst Rising Protests, TECHCRUNCH (Jan. 25, 2011), https://techcrunch.com/2o11/o/
25/twitter-blocked-egypt/ [https://perma.cc/P8YD-QQ86].

37 See, e.g., John Herrman, Here's How Facebook Gives You Up to the Police, BUZZFEED:

NEWS (Apr. 6, 2012, 5:08 PM), https://www.buzzfeed.com/jwherrman/how-cops-see-your-facebook-
account [https://perma.cc/GDK6-KPLT]; Dave Maass & Dia Kayyali, Cops Need to Obey Facebook's
Rules, ELECTRONIC FRONTIER FOUND.: DEEPLINKS BLOG (Oct. 24, 2014), https://www.eff.org/

deeplinks/2014/I o/cops-need-obey-facebooks-rules [https://perma.cc/2RTA-8YZS].
380 See Andrews & Seetharaman, supra note 274; Joseph Menn & Dustin Volz, Google, Facebook

Quietly Move Toward Automatic Blocking of Extremist Videos, REUTERS (June 24, 2 016, 8:26 PM),
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Facebook now maintains a team that is focused on terrorism-related
content and helps promote "counter speech" against such groups.38 1 The
team actively polices terrorist pages and friend networks on the site. No
posts from known terrorists are allowed on the site, even if the posts
have nothing to do with terrorism. "If it's the leader of Boko Haram
and he wants to post pictures of his two-year-old and some kittens, that
would not be allowed," said Monika Bickert, Facebook's head of global
policy management.38 2  As Facebook has become more adept at and
committed to removing such terrorism-related content, that content has
moved to less restrictive platforms like Twitter. In just a four-month pe-
riod in 2014, ISIS supporters used an estimated 46,000 Twitter accounts,
though not all were active simultaneously.3 3 Just before the dissemina-
tion of pictures of American journalist James Foley's beheading, the plat-
form in 2015 began taking a different approach.384 In early 2016, Twitter
reported that it had suspended 125,000 accounts related to ISIS.85

2. Media Coverage. - The media do not have a major role in chang-
ing platform policy per se, but when media coverage is coupled with
either (i) the collective action of users or (2) a public figure's involve-
ment, platforms have historically been responsive.

An early high-profile example of media catalyzing collective action
occurred around a clash between Facebook's nudity policy and breast-
feeding photos posted by users. As early as 2008, Facebook received
criticism for removing posts that depicted a woman breastfeeding.38 6

The specifics of what triggered removal changed over time.38 7 The
changes came, in part, after a campaign in the media and in pages on
Facebook itself staged partly by women who had their content re-
moved.38 8  Similar policy changes occurred after public outcry over

https://www.reuters.com/article/us-internet-extremism-video-exclusive/exclusive-google-facebook-
quietly-move-toward-automatic-blocking-of-extremist-videos-idUSKCNoZBooM [https://perma.
cc/G3AT-J5K6].

381 Andrews & Seetharaman, supra note 274.
382 Telephone Interview with Monika Bickert & Peter Stern, supra note 279.

383 Julia Greenberg, Why Facebook and Twitter Can't Just Wipe Out ISIS Online, WIRED (Nov.
21, 2015, 7:00 AM), http://www.wired.com/201-5/ii/facebook-and-twitter-face-tough-choices-as-
isis-exploits-social-media/ [https://perma.cc/QFUg-2N5V].

384 J.M. Berger, The Evolution of Terrorist Propaganda: The Paris Attack and Social Media,
BROOKINGS INST.: TESTIMONY (Jan. 27, 2015), http://www.brookings.edu/research/
testimony/2015/01/2 7-terrorist-propaganda-social-media-berger [https://perma.cc/28QK-HUJU].

385 Andrews & Seetharaman, supra note 274.
386 Mark Sweney, Mums Furious as Facebook Removes Breastfeeding Photos, THE GUARDIAN

(Dec. 30, 2008, 8:1 7 AM), https://www.theguardian.com/media/2008/dec/3o/facebook-breastfeeding-
ban [https://perma.cc/Y3V4-X4EG].

387 See Soraya Chemaly, #FreeTheNipple: Facebook Changes Breastfeeding Mothers Photo Pol-
icy, HUFFINGTON POST (June 9, 2014, 6:48 PM), http://www.huffingtonpost.com/soraya-
chemaly/freethenipple-facebook-changes-b_5473467.html [https://perma.cc/8TPP-JEGT].

388 Id.
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Facebook's "real name" policy,38 9 removal of a gay kiss,3 9 0 censoring of
an 1886 painting that depicted a nude woman,3 9 1 posting of a beheading
video,3 9 2 and takedown of photos depicting doll nipples.39 3

The vulnerability of platforms to public collective action via the me-
dia is an important statement on platforms' democratic legitimacy.3 94

The media can serve to lend "civility" to individual speech, and render
it more capable of effecting change.39 5  Though, of course, Facebook,
Twitter, and YouTube are not democratic institutions, they arise out of
a democratic culture. Thus, users' sense that these platforms respond
to collective publicized complaints can impact their trust and use of the
company. In a recent survey of Americans who received some of their
news from social media, eighty-seven percent used Facebook and trusted
the platform more than YouTube and Twitter.3 96 These numbers held
even following reports that Facebook used politically biased algorithms
to post news in its "Trending Topics." 3 9  While it is impossible to attrib-
ute Facebook's high user base and trust entirely to its responsiveness to

89 Amanda Holpuch, Facebook Adjusts Controversial 'Real Name' Policy in Wake of Criticism,
THE GUARDIAN (Dec. 15, 2015, 1:15 PM), https://www.theguardian.com/us-news/2015/dec/15/
facebook-change-controversial-real-name-policy [https://perma.cc/6HgQ-GF7B].

390 Amy Lee, Facebook Apologizes for Censoring Gay Kiss Photo, HUFFINGTON POST (Apr. I9,
2011, 10:36 AM), http://www.huffingtonpost.com/2011/o4/1-9/facebook-gay-kissgn_85094I.html
[https://perma.cc/gVNK-HECL].

391 Facebook Account Suspended over Nude Courbet Painting as Profile Picture, THE
TELEGRAPH (Apr. 13, 2011, 4:20 PM), http://www.telegraph.co.uk/technology/facebook/8448274/
Facebook-account-suspended-over-nude-Courbet-painting-as-profile-picture.html [https://perma.cc/
UTS6-YVGA].

392 Alexei Oreskovic, Facebook Removes Beheading Video, Updates Violent Images Standards,
HUFFINGTON POST (Oct. 22, 2013, 8:40 PM), http://www.huffingtonpost.com/2013/10/22/
facebook-removes-beheading-n_4145970.html [https://perma.cc/Z457-LHUR].

393 Asher Moses, Facebook Relents on Doll Nipples Ban, SYDNEY MORNING HERALD (July
1-2, 2010o), http://www.smh.com.au/technology/technology-news/facebook-relents-on-doll-nipples-
ban-20100712-i-o6f6.html [https://perma.cc/2PY8-SD7 A].

394 Jilrgen Habermas, Political Communication in Media Society: Does Democracy Still Enjoy
an Epistemic Dimension? The Impact of Normative Theory on Media Research, 16 COMM. THE-
ORY 411, 419 (2006).

39 See Miami Herald Publ'g Co. v. Tornillo, 418 U.S. 241, 249 (1974) (describing how the press
is "enormously powerful and influential in its capacity to manipulate popular opinion and change
the course of events"); Robert Post, Participatory Democracy as a Theory of Free Speech: A Reply,
97 VA. L. REV. 617, 624 (2011) ("Public opinion could not create democratic legitimacy if it were
merely the voice of the loudest or the most violent. . . . Public opinion can therefore serve the cause
of democratic legitimacy only if it is at least partially formed in compliance with the civility rules
that constitute reason and debate.").

396 How People Decide What News to Trust on Digital Platforms and Social Media, AM. PRESS
INST. (Apr. 17, 2016, 10:30 AM), https://www.americanpressinstitute.org/publications/reports/
survey-research/news-trust-digital-social-media/ [https://perma.cc/SUZ8-4XgD].

397 Russell Brandom, After Trending Topics Scandal, Users Still Mostly Trust Facebook, THE
VERGE (May 18, 2016, 6:oo AM), http://www.theverge.com/2oi-6/5/18/i-692882/facebook-public-
opinion-poll-trending-topics-bias-news [https://perma.cc/768D-4PP6].
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media outcry, the platform's unique history of altering its policies in re-
sponse to such complaints has likely fostered its user base.

Though ideally democratic, the media can work within this pluralist
system to disproportionately favor people with power 3 9  over the indi-
vidual users. A series of recent events demonstrate this concept. In
September 2Q16, a well-known Norwegian author, Tom Egeland, posted
a famous and historical picture on his Facebook page. The photo of a
nine-year-old Vietnamese girl running naked following a napalm attack
("Napalm Girl") was a graphic but important piece of photo journalism
from the Vietnam War.3 9 9  It also violated the terms of service for
Facebook.4 0 0 The photo was removed, and Egeland's account was sus-
pended.4 0 1 In reporting on the takedown, Espen Egil Hansen, the edi-
tor-in-chief and CEO of Aftenposten, a Norwegian newspaper, also had
the picture removed.4 0 2 Norwegian Prime Minister Erna Solberg also
posted the image and had it removed.4 0 3 In response, Hansen published
a "letter" to Zuckerberg on Aftenposten's front page. The letter called
for Facebook to create a better system to prevent censorship.4 0 4 Hours
later, COO Sheryl Sandberg stated that the company had made a mis-
take and promised the rules would be rewritten to allow the photo.4 0 5

The responsiveness of Facebook would have been more admirable if this
had been the first instance of the Napalm Girl photo ever being censored
on the site. But instead, it was likely only one of thousands of times the
photo had been removed.4 0 6 To the best of my knowledge, however, all
prior instances had failed to happen to a famous author, political world

98 By this I mean power in every sense: power from money, political clout, media access, access
to people that work at platforms, celebrity status, a substantial number of followers or friends, or
as a verified user.

399 Kate Klonick, Facebook Under Pressure, SLATE (Sept. 12, 2016, 2:48 PM), http://www.slate.

com/articles/technology/futurejtense/201-6/og/facebook erred by-taking-down-the-napalm-girl
photo..what-happensnext.html [https://perma.cc/6A4U-UYC5].

400 The photo was likely removed because of the nudity, not because it was child pornography.

See Kjetil Malkenes Hovland & Deepa Seetharaman, Facebook Backs Down on Censoring "Napalm
Girl" Photo, WALL ST. J. (Sept. 9, 2016, 3:07 PM), http://on.wsj.com/2bYZtNR [https://perma.cc/

SP8M-UQ 5D].
401 Id
402 See Espen Egil Hansen, Dear Mark. I Am Writing This to Inform You that I Shall Not Comply

with Your Requirement to Remove This Picture., AFTENPOSTEN (Sept. 8, 2016, 9:33 PM),
https://www.aftenposten.no/meninger/kommentar/i/G892Q/Dear-Mark-I-am-writing-this-to-inform-
you-that-I-shall-not-comply-with-your-requirement-to-remove-this-picture [https://perma.cc/49QW-
EDUT].

403 Hovland & Seetharaman, supra note 400.
404 See Hansen, supra note 402.
405 Claire Zillman, Sheryl Sandberg Apologizes for Facebook's "Napalm Girl" Incident, TIME

(Sept. 13, 2016), http://time.com/4489370/sheryl-sandberg-napalm-girl-apology [https://perma.cc/

Z 7N4-WA2P].
406 Online Chat with Dave Willner, Former Head of Content Policy, Facebook (Sept. 10, 2016).
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leader, or the editor-in-chief of a newspaper - and thus, the content
had never been reinstated.

Sometimes the speech of powerful people is not just restored upon
removal; it is kept up despite breaking the platform policies. In late
October, a source at Facebook revealed that Zuckerberg held a Town
Hall meeting with employees to discuss why many of then-candidate
Donald Trump's more controversial statements had not been removed
from the site even though they violated the hate speech policies of the
company.407 "In the weeks ahead, we're going to begin allowing more
items that people find newsworthy, significant, or important to the pub-
lic interest - even if they might otherwise violate our standards," senior
members of Facebook's policy team wrote in a public post.4 08 Despite
that, many employees continued to protest that Facebook was unequally
and unfairly applying its terms of service and content-moderation rules.

3. Third-Party Influences. - For a number of years, platforms have
worked with outside groups to discuss how best to construct content-
moderation policies. One of the first such meetings occurred in 2012,
when Stanford Law School invited many of these platforms to be part
of a discussion about online hate speech.409 In April of that year, roughly
two dozen attendees - including ask.fm, Facebook, Google, Microsoft,
Quizlet, Soundcloud, Twitter, Whisper, Yahoo, and YouTube4 10  met
to discuss the "challenge of enforcing . .. community guidelines for free
speech" between platforms that have "very different ideas about what's
best for the Web."4 11 The best practices that came out of these meetings
were issued at the conclusion of months of meetings of the Working
Group on Cyberhate and were published on the Anti-Defamation
League's (ADL) website in a new page called "Best Practices for Re-
sponding to Cyberhate" in September 20,4412 The page "urge[d] mem-
bers of the Internet Community, including providers, civil society, the
legal community and academia, to express their support for this effort
and to publicize their own independent efforts to counter cyberhate."4 13

Civil society and third-party groups had and continue to have an
impact on the policies and practices of major social media platforms.

407 Deepa Seetharaman, Facebook Employees Pushed to Remove Trump's Posts as Hate Speech,
WALL ST. J. (Oct. 21, 2016, 7:43 PM), http://on.wsj.com/2ePTsoh [https://perma.cc/CH3B-TXF2].

408 Id.
409 Rosen, supra note 176.
410 Despite the anonymity, the make-up of the group can be estimated from those industry mem-

bers that signed the best practices at the culmination of the workshops. See Best Practices for
Responding to Cyberhate, ANTI-DEFAMATION LEAGUE, http://www.adl.org/combating-hate/
cyber-safety/best-practices/ [https://perma.cc/KHS4-PZKE].

411 Rosen, supra note 176.
412 Press Release, Anti-Defamation League, ADL Releases "Best Practices" for Challenging

Cyberhate (Sept. 23, 2014), https://www.adl.org/news/press-releases/adl-releases-best-practices-for-
challenging-cyberhate [https://perma.cc/XU3D-MAPZ].

413 Best Practices for Responding to Cyberhate, supra note 410.
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Sit-downs and conversations sponsored by groups like ADL have
pushed the creation of industry best practices. Influence also occurs on
a smaller scale. "We have a relationship with them where if we flag
something for them, they tend to know that it's serious, that they should
look sooner rather than later," stated a member of one third-party anti-
hate speech group speaking anonymously.4 14 But such a relationship
isn't exclusive to just organized advocates or established groups. Re-
porter and feminist Soraya Chemaly recounts directly emailing Sandberg
in 2012 regarding graphic Facebook pages about rape and battery of
women. "She responded immediately," says Chemaly, "and put us in
touch with the head of global policy." 4 1 5 Facebook actively encourages
this type of engagement with civil society groups, government officials,
and reporters. "If there's something that the media or a government
minister or another group sees that they've reported and we haven't
taken it down, we want to hear about it," said Bickert.4 16 "We've been
very proactive in engaging with civil society groups all over the world so
that we can get a better understanding of the issues affecting them."417

In terms of impacting policy, the Working Group on Cyberhate,
which was formed in 2012 by the Inter-Parliamentary Coalition for
Combating Anti-Semitism and the group of industry leaders and stake-
holders at Stanford,4 18 continues to exert influence on the platforms.
The group regularly meets to try to tailor platform guidelines to strike
the correct balance between freedom of expression and user safety.4 19

Other groups, like the Electronic Frontier Foundation (EFF), have a
slightly less amicable working relationship with these platforms and ex-
ist as more like watchdogs than policy collaborators. Launched in 2012,

EFF's site, onlinecensorship.org, works to document when user content
is blocked or deleted by providing an online tool where users can report
such incidents.420 "Onlinecensorship.org seeks to encourage companies
to operate with greater transparency and accountability toward their
users as they make decisions that regulate speech," states the site's

414 Telephone Interview with T.K. (Jan. 26, 2016) (on file with author).
415 Telephone Interview with Soraya Chemaly, Director, Women's Media Ctr. Speech Project

(May 28, 2Q16); see also Christopher Zara, Facebook Rape Campaign Ignites Twitter: Boycott
Threats from #FBrape Get Advertisers' Attention, INT'L Bus. TIMES (May 24, 2013, 4:26 PM),
http://www.ibtimes.com/facebook-rape-campaign-ignites-twitter-boycott-threats-fbrape-get-
advertisers-12 78999 [https://perma.cc/A5VT-TKCA].

416 Telephone Interview with Monika Bickert & Peter Stern, supra note 279.
417 Id.
418 Best Practices for Responding to Cyberhate, supra note 410.
419 ABRAHAM H. FOXMAN & CHRISTOPHER WOLF, VIRAL HATE: CONTAINING ITS

SPREAD ON THE INTERNET 120-21 (2013).
420 Who We Are, ONLINECENSORHSHIP.ORG, https://onlinecensorship.org/about/who-we-are

[https://perma.cc/F2L2-YQH6].
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About Page.4 2 1 "By collecting these reports, we're . . . looking . . . to
build an understanding of how the removal of content affects users'
lives. Often . . . the people that are censored are also those that are least
likely to be heard. Our aim is to amplify those voices and help them to
advocate for change."4 2 2 The recent, largely opaque, cooperation be-
tween content platforms and government to moderate speech related to
terrorism is also an issue of concern for EFF, which has urged such
groups "not to 'become agents of the government."'4 2 3 EFF's director
of International Freedom of Expression, Jillian York, said, "I think we
have to ask if that's the appropriate response in a democracy."4 2 4 "While
it's true that companies legally can restrict speech as they see fit, it
doesn't mean that it's good for society to have the companies that host
most of our everyday speech taking on that kind of power."4 2 5

4. Change Through Process. - Beyond outside influences, much of
the change in moderation policy and guidelines comes simply from the
process of moderation. As new situations arise during moderation, plat-
forms will both tweak current policy as well as develop new rules. "Peo-
ple will do everything on the internet," said Jud Hoffman.4 2 6 "Every
day you will encounter something new. . . . The difficulty was making
sure we were [reacting] fast enough to address the immediate situations
that were causing us to consider [changing our approach], but also being
thoughtful enough that we weren't flip-flopping on that particular issue
every week."4 27  Once the team had come to a conclusion about the
"trade-offs" for a new policy, the additions would be disseminated in the
new guidelines, which would then be distributed as updates to modera-
tors.4 28 Many of these judgments continue to be difficult to make, such
as, for example, Nicole Wong's story of removal from YouTube of the
beating of an Egyptian dissident. The video was restored once its po-
litical significance was understood. "You might see an image that at
first blush appears disturbing, yet in many cases it is precisely that sort
of power image that can raise consciousness and move people to take
action and, therefore, we want to consider very, very seriously the pos-
sibility of leaving it up," said Peter Stern, head of the Policy Risk Team
at Facebook.4 29 "We want people to feel safe on Facebook, but that
doesn't always mean they're going to feel comfortable, because they may

421 What We Do, ONLINECENSORSHIRORG, https://onlinecensorship.org/about/what-we-do
[https://perma.cc/8AJK-AV4R].

422 Id
423 Andrews & Seetharaman, supra note 274.
424 Greenberg, supra note 383.
425 Id.
426 Telephone Interview with Jud Hoffman, supra note 148.
427 Id.
428 Id.
429 Telephone Interview with Monika Bickert & Peter Stern, supra note 279.
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be exposed to images that are provocative or even disturbing. We want
to leave room for that role to be played as well." 4 3 0

In recent years, Facebook's approach to altering its policy has been
less passive than simply waiting for new types of content to filter
through the system. "We're trying to look beyond individual incidents
where we get criticism, to take a broader view of the fabric of our poli-
cies, and make sure that we have mitigated risks arising from our poli-
cies as much as we can," said Stern.4 3 1  "This means looking at
trends ... at what people within the company are saying ... be it re-
viewers or people who are dealing with government officials in other
countries. We regularly take this information and process it and con-
sider alterations in the policy." 4 3 2

D. Within Categories of the First Amendment

In light of this new information about how platforms work, how
would the First Amendment categorize online content platforms: are
they state actors under Marsh, broadcasters under Red Lion and Turner,
or more like newspaper editors under Tornillo?

Of these, only finding platforms to be state actors would confer a
First Amendment obligation - a result that is both unlikely and nor-
matively undesirable. In finding state action, the Court in Marsh was
particularly concerned with who regulated the municipal powers, public
services, and infrastructure of the company town - the streets, sewers,
police, and postal service.433 Subsequent courts have concluded that
these facts bear on whether "the private entity has exercised powers that
are 'traditionally the exclusive prerogative of the State. '"434 This Article
has detailed how platforms have developed a similar infrastructure to
regulate users' speech through detailed rules, active and passive moder-
ation, trained human decisionmaking, reasoning by analogy, and input
from internal and external sources. Yet this similarity, while perhaps
moving in a direction which might someday evoke Marsh, is not yet
enough to turn online platforms into state actors under the state action

430 Id.
431 Id.
432 Id.
433 Marsh v. Alabama, 326 U.S. 501, 502-03 (1946).
434 Blum v. Yaretsky, 457 U.S. 991, 105 (1982) (quoting Jackson v. Metro. Edison Co., 419 U.S.

345, 353 (1974)). This test is known as the exclusive public function test. If the private entity does
not exercise such powers, a court must consider whether "the private party has acted with the help
of or in concert with state officials." McKeesport Hosp. v. Accreditation Council for Graduate Med.
Educ., 24 F.3 d 519, 524 (3 d Cir. 1994). The final factor is whether "[tihe State has so far insinuated
itself into a position of interdependence with [the acting party] that it must be recognized as a joint
participant in the challenged activity." Krynicky v. Univ. of Pittsburgh, 742 F.2d 94, 98 (3 d Cir.

1984) (quoting Burton v. Wilmington Parking Auth., 365 U.S. 715, 725 (1961)).
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doctrine.4 35 In part, this is because while platforms have an incredible
governing system to moderate content and perform a vast number of
other services which might someday be considered "municipal," they are
far from "exclusive" in their control of these rights.4 3 6 As the presence
of three major sites for posting this content demonstrates, Facebook,
YouTube, and Twitter do not have sole control over speech generally,
only speech on their sites.4 37

The Court's recent ruling in Packingham, however, could signal a
shift that might change this calculus. If the Court is concerned with
questions of access in order to exercise constitutionally protected rights,
these sites' ability to remove speakers - and the lack of procedure or
transparency in doing so - might be of central importance. Still, find-
ing platforms to be state actors seems a long way off and would require
a very expansive interpretation of Marsh's current doctrine. Even
should the facts necessary to achieve this interpretation come to pass,
the normative implications of such a result make it unlikely. Interpret-
ing online platforms as state actors, and thereby obligating them to pre-
serve the First Amendment rights of their users, would not only explic-
itly conflict with the purposes of § 230, but would also likely create an
internet nobody wants. Platforms would no longer be able to remove
obscene or violent content. All but the very basest speech would be
explicitly allowed and protected - making current problems of online
hate speech, bullying, and terrorism, with which many activists and
scholars are concerned, unimaginably worse.4 38 This alone might be all
that is needed to keep platforms from being categorized as state actors.

If these platforms are not state actors, the question of defining them
under the First Amendment becomes more complicated. Considering
online content providers to be editors like those in Tornillo, for instance,

435 See, e.g., Cable Invs., Inc. v. Woolley, 867 F.2d 151, 162 (3 d Cir. 1989) (noting that Marsh is
"construed narrowly").

436 For a list of the extensive roles that social media and content providers play in users' lives,
see Brief for Petitioner at 18-19, Packingham v. North Carolina, 137 S. Ct. 1730 (2017) (No. is-
1194), arguing that access to online speech is protected First Amendment activity because users rely
on the sites to exercise religion, contact government officials, receive public notices, assemble, ex-
press themselves through music and art, "[a]nd watch cat videos," id. at 19. For the assertion that
"access to social networking services is indispensible for full participation in the nation's communi-
cative life," see Amicus Curiae Brief of Electronic Frontier Foundation, Public Knowledge, and
Center for Democracy & Technology in Support of Petitioner at 8, Packingham, 137 S. Ct. 1730
(No. 15-1194) (capitalization omitted).

437 Cf Cyber Promotions, Inc. v. Am. Online, Inc., 948 F. Supp. 436, 443-44 (E.D. Pa. 1996)
(noting, for purposes of state action, that an advertiser banned from AOL could still reach "members
of competing commercial online services," id. at 443).

438 See generally BAZELON, supra note 105; CITRON, supra note 102; Citron & Franks, supra
note io6; Citron & Norton, supra note 104; Franks, supra note 103. This consequence is of course
conditioned on the continued legality of this type of content.
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would grant them special First Amendment protection. While plat-
forms' omnipresent role seems to be moving them beyond the world of
"editors," Packingham's new labeling of platforms as "forums" makes
dismissing this categorization slightly more difficult. In Tornillo, the
Court held that a newspaper was "more than a passive receptacle or
conduit for news, comment, and advertising. The choice of material to
go into a newspaper, and the decisions made as to limitations on the size
and content of the paper, and treatment of public issues and public of-
ficials - whether fair or unfair - constitute the exercise of editorial
control and judgment."4 39 Thus, in order not to "dampen[] the vigor
and limit[] the variety of public debate,"4 4 0 the Court found the news-
paper in Tornillo to have rights equivalent to a speaker under the First
Amendment.441 At first blush, this analogy seems appealing. As seen
above, like the Miami Herald, Facebook, YouTube, and Twitter are not
"passive . . . conduit[s] for news, comment, and advertising." These
platforms have intricate systems for controlling the content on their
sites. For the content that stays up - like a newspaper determining
what space to allot certain issues - platforms also have intricate algo-
rithms to determine what material a user wants to see and what material
should be minimized within a newsfeed, homepage, or stream. But a
central piece is missing in the comparison to an editorial desk: platforms
do not actively solicit specific types of content, unlike how an editorial
desk might solicit reporting or journalistic coverage. Instead, users use
the site to post or share content independently. Additionally, platforms
play no significant role - yet4 4 2 - in determining whether content is
true or false or whether coverage is fair or unfair. As Willner summa-
rized: "This works like a Toyota factory, not a newsroom."4 4 3 Accord-
ingly, while platforms might increasingly be compared to editors as their
presence continues to expand in online discourse, they are still far from
constituting editors under Torn illo.444

Perhaps the increasingly apt analogy is - even though the Court in
Reno explicitly excluded it - to compare platforms to broadcasters, and
then perhaps even to public utilities or common carriers.4 4 5 In Reno,

439 Miami Herald Publ'g Co. v. Tornillo, 418 U.S. 241, 258 (1974).
440 Id. at 257 (citing N.Y. Times Co. v. Sullivan, 376 U.S. 254, 279 (1964)).
441 Id. at 258.
442 See, e.g., Shannon Liao, Facebook Now Blocks Ads from Pages that Spread Fake News, THE

VERGE (Aug. 28, 2017, 2:11 PM), https://www.theverge.com/2017/8/28/16215780/facebook-false-

viral-hoaxes-trump-malicious-suspicious [https://perma.cc/UZ3D-2BL6].
443 Klonick, supra note 399.
444 It is worth noting that Wong and others frequently referred to platforms as possessing their

own First Amendment rights to create the type of platform they wanted. This argument stems
from Tornillo, but it is more ambitious than any rights currently reflected in the doctrine.

445 See Kate Klonick, Opinion, The Terrifying Power of Internet Censors, N.Y. TIMES (Sept. 13,
2017), http://nyti.ms/2vUggug [https://perma.cc/3V23-2XHV].
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the Court explicitly differentiated the internet from broadcast media be-
cause the former lacks scarcity, invasiveness, and a history of govern-
ment regulation.4 4 6 Excepting the lack of historical regulation around
the internet, much has changed online since 1998 in terms of internet
scarcity and invasiveness. In the years since Reno, the hold of certain
platforms has arguably created scarcity - if not of speech generally,
undoubtedly of certain mediums of speech that these platforms provide.
Certainly too, the internet is now more invasive in everyday life than
television is - in fact, today, the internet actively threatens to supplant
television and broadcasting,4 47 and the rise in smartphones and portable
electronic technology makes the internet and its platforms ubiquitous.
Perhaps most convincingly, in the underlying Red Lion decision, the
Court argued that "[w]ithout government control, the medium would be
of little use because of the cacaphony [sic] of competing voices, none of
which could be clearly and predictably heard."4 48 The recent scourge of
online fake news, scamming, and spam makes this seemingly anachro-
nistic concern newly relevant.

As for public utilities or common carriers regulation, the argument
has long been applied at the most basic level of the internet to answer
concerns over possible politicization of internet service providers44 9 that
act as content-neutral conduits for speech. But this argument fails for
platforms, because they are inherently not neutral - indeed the very
definition of "content moderation" belies the idea of content neutrality.
Nevertheless, the "essential" nature of these private services to a public
right - and the prominence of a few platforms which hold an increasingly
powerful market share - evinces concerns similar to those of the people
who are arguing for regulation of telephone or broadband services.

A few other analogies that implicate the First Amendment might also
apply, but they all fail to match the scope and scale of the speech hap-
pening on online platforms. Platforms' use of rule sets to govern speech
is reminiscent of "speech codes" used by universities to constrain the
speech rights of the student body. But private universities are not truly
full-fledged forums - not in the way that California and New Jersey
treat shopping malls,4 5 0 and not in the way that platforms have become
forums for global public speech.4 5 1 Forums are incidental to the primary

446 Reno v. ACLU, 521 U.S. 844, 868 (1997).
447 See, e.g., Cutting the Cord, THE ECONOMIST (July 16, 2016), https://www.economist.com/

news/business/21702177-television-last-having-its-digital-revolution-moment-cutting-cord [https://
perma.cc/N6HC-QE7K].

448 Red Lion Broad. Co. v. FCC, 395 U.S. 367, 376 (1969).
449 GOLDSMITH & WU, supra note i00, at 72-74.
450 See, e.g., PruneYard Shopping Ctr. v. Robins, 447 U.S. 74, 78 (1980).
451 Packingham v. North Carolina, 137 S. Ct. 1730, 1735 (2017).
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role of the university, which is to act as an educational institution.4 5 2

The same is true in examining the ability of homeowners' associations
or professional organizations to conscribe the speech of members or in-
dividuals.4 5 3 The special purposes of universities, professional organi-
zations, or homeowners' associations - to confer knowledge, protect a
professional identity, or create a distinct visual community - are dis-
tinct from the motives of online speech platforms. Moreover, the global
scale and essential nature of private governance of online speech sepa-
rate it in kind from the strictures governing individuals within these
isolated organizations.

The law reasons by analogy, yet none of these analogies to private
moderation of the public right of speech seem to precisely meet the de-
scriptive nature of what online platforms are, or the normative results
of what we want them to be. The following Part argues for a new kind of
understanding: seeing these platforms' regulation of speech as governance.

IV. THE NEW GOVERNORS

Thinking of online platforms from within the categories already es-
tablished in First Amendment jurisprudence - as company towns,
broadcasters, or editors - misses much of what is actually happening in
these private spaces. Instead, analysis of online speech is best consid-
ered from the perspectives of private governance and self-regulation.4 5 4

Analyzing online platforms from the perspective of governance is
both more descriptively accurate and more normatively useful in ad-
dressing the infrastructure of this ever-evolving private space. Platform
governance does not fit neatly into any existing governance model, but

452 For excellent discussions of the role of the university in free speech, see generally ROBERT C.
POST, DEMOCRACY, EXPERTISE, AND ACADEMIC FREEDOM: A FIRST AMENDMENT JURIS-

PRUDENCE FOR THE MODERN STATE (2012); J. Peter Byrne, Academic Freedom: A "Special
Concern of the First Amendment," 99 YALE L.J. 251 (1989); and Robert Post, The Classic First
Amendment Tradition Under Stress: Freedom of Speech and the University (Yale Law Sch., Public
Law Research Paper No. 619, 2017), https://ssrn.com/abstract=3044434 [https://perma.cc/BgNH-
YFN6].

453 See Claudia E. Haupt, Professional Speech, 125 YALE L.J. 1238, 1241-42 (2016).
454 See, e.g., PASQUALE, supra note 125, at 140-68, 187-21-8 (arguing that terms of service or

contracts are inappropriate or ineffective remedies in an essentially "feudal" sphere, id. at 144, and
that platforms act as "sovereign[s]" over realms of life, id. at 163, 189); Freeman, supra note 15, at
636-64 (describing the ability of private firms to self-regulate in areas of public interest with and
without government influence); Michael P Vandenbergh, The Private Life of Public Law, 105 COLUM.
L. REV. 2029, 2037-41 (2005) (discussing how private actors play an increasing role in the traditional
government standard-setting, implementation, and enforcement functions through contracts and pri-
vate agreements). On the role of voluntary self-regulation by private actors, see NEIL GUNNINGHAM
ET AL., SMART REGULATION: DESIGNING ENVIRONMENTAL POLICY 167-70 (1998), which ana-

lyzes shortcomings of self-regulation, including lack of transparency and independent auditing, concern
that performance is not being evaluated, and absence of real penalties for recalcitrants.
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it does have features of existing governance models that support its cat-
egorization as governance. As Parts II and III demonstrated, platforms
have a centralized body, an established set of laws or rules, ex ante and
ex post procedures for adjudication of content against rules, and demo-
cratic values and culture; policies and rules are modified and updated
through external input; platforms are economically subject to normative
influence of citizen-users and are also collaborative with external net-
works like government and third-party groups. Another way to concep-
tualize the governance of online speech by platforms comes from admin-
istrative law, which has long implicated the motivations and systems
created by private actors to self-regulate in ways that reflect the norms
of a community.455 Perhaps most significantly, the idea of governance
captures the power and scope these private platforms wield through
their moderation systems and lends gravitas to their role in democratic
culture.456 Changes in technology and the growth of the internet have
resulted in a "revolution in the infrastructure of free expression."4 57 The
private platforms that created and control that infrastructure are the
New Governors in the digital era.

How does this new concept of private platform governors normatively
fit in our hopes and fears for the internet? For decades, legal scholars have
moved between optimistic and pessimistic views of the future of online
speech and long debated how - or whether - to constrain it.458 But the
details of the private infrastructure of online speech were largely opaque.
Does this new information and conception allay or augment scholarly con-
cerns over the future of digital speech and democratic culture?

The realities of these platforms both underscore and relieve some of
these fears. For the optimists, interviews with the architects of these

455 See Freeman, supra note 15, at 666; Michael, supra note 15, at 175-76; Michael P. Vandenbergh,
Order Without Social Norms: How Personal Norm Activation Can Protect the Environment, 99
Nw. U. L. REV. 1ol, 1116-29 (2005).

456 Balkin, supra note ii, at 2296.
457 Id.
458 Lessig was an early pessimist about the future of the internet, seeing it as a potential means

of regulation and control. He specifically worried about the domination of the internet by commer-
cial forces that could be manipulated and controlled by the state. LESSIG, supra note 21, at 71.

Boyle, Goldsmith, and Wu had similar concerns about the state co-opting private online intermedi-
aries for enforcement. See GOLDSMITH & WU, supra note io; Boyle, supra note Io, at 202-04.
In contrast, Balkin has been largely optimistic about the growth of the internet, the growth of
platforms, and the ability of these new speech infrastructures to enhance the "possibility of demo-
cratic culture." Balkin, supra note 7, at 46. But recently he too has become concerned about the
future of online speech and democracy, arguing that private platforms and government can together
regulate online speech with less transparency, disruption, and obtrusion than ever before. See
Balkin, supra note ii, at 2342. Scholars like Citron, Norton, and Franks have instead long argued
for working with private platforms to change their policies. See BAZELON, supra note 105, at 279-
89; Citron, supra note 102, at 121-25; Citron & Norton, supra note 104, at 1468-84; Franks, supra
note 103, at 681-88; cf Citron & Franks, supra note io6, at 386-90 (discussing the need for govern-
ments to craft criminal statutes prohibiting the publication of revenge porn).
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platform content-moderation systems show how the rules and proce-
dures for moderating content are undergirded by American free speech
norms and a democratic culture.4 59 These ideas are also part of their
corporate culture and sense of social responsibility. But perhaps more
compellingly, platforms are economically responsive to the expectations
and norms of their users. In order to achieve this responsiveness, they
have developed an intricate system to both take down content their users
don't want to see and keep up as much content as possible. To do this
has also meant they have often pushed back against government re-
quests for takedown.4 6 0 Procedurally, platform content-moderation sys-
tems have many similarities to a legal system. Finally, platforms have
a diverse pluralistic group of forces that informs updates of their
content-moderation policies and procedures.

Not only is governance the descriptively correct way to understand
platform content moderation, but it is also rhetorically and normatively
correct. Historically, speech regulation has followed a dyadic model: a
territorial government, with all the power that that invokes, has the boot
on the neck of individual speakers or publishers.4 6 1 The New Governors
are part of a new model of free expression: a triadic model.4 6 2 In this
new model, online speech platforms sit between the state and speakers
and publishers. They have the role of empowering both individual
speakers and publishers (as well as arguably minimizing the necessity of
publishers to speaking and amplification), and their transnational pri-
vate infrastructure tempers the power of the state to censor. These New
Governors have profoundly equalized access to speech publication, cen-
tralized decentralized communities, opened vast new resources of com-
munal knowledge, and created infinite ways to spread culture. Digital
speech has created a global democratic culture,4 6 3 and the New
Governors are the architects of the governance structure that runs it.

The system that these companies have put in place to match the ex-
pectations of users and to self-regulate is impressively intricate and re-
sponsive. But this system also presents some unquestionable downsides
that grow increasingly apparent. These can be seen in two main con-
cerns: (i) worries over loss of equal access to and participation in speech
on these platforms; and correspondingly (2) lack of direct platform ac-
countability to their users.

459 This is good news for Lessig, Balkin, and Benkler, given their concerns.
460 If this trend continues, it allays much of Balkin's concern over collateral censorship in Old-

School/New-School Speech Regulation. See Balkin, supra note ii.
461 Balkin, supra note 362 (manuscript at 4, 41).
462 Id. (manuscript at 41-44). Balkin refers to this as a "pluralist" model, id. (manuscript at 4),

and while that term is perhaps more accurate for the world of internet speech as a whole, for my
focus here I prefer to use the term "triadic."

463 Id. (manuscript at 41-44).
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A. Equal Access

There is very little transparency from these private platforms, mak-
ing it hard to accurately assess the extent to which we should be con-
cerned about speech regulation, censorship, and collateral censorship.4 64

But separate from the question of secret government interference or col-
lusion, private platforms are increasingly making their own choices
around content moderation that give preferential treatment to some us-
ers over others.4 6 5 The threat of special rules for public figures or news-
worthy events4 6 6 crystallizes the main value we need protected within
this private governance structure in order to maintain a democratic cul-
ture: fair opportunity to participate.

In some ways, an ideal solution would be for these platforms to put
their intricate systems of self-regulation to work to solve this problem
themselves without regulatory interference. But the lack of an appeals
system for individual users and the open acknowledgment of different
treatment and rule sets for powerful users over others reveal that a fair
opportunity to participate is not currently a prioritized part of platform
moderation systems. In a limited sense, these problems are nothing
new - they are quite similar to the concerns to democracy posed by a
mass media captured by a powerful, wealthy elite.4 67 Before the inter-
net, these concerns were addressed by imposing government regulation
on mass media companies to ensure free speech and a healthy democ-
racy.4 68 But unlike mass media, which was always in the hands of an
exclusive few, the internet has been a force for free speech and demo-
cratic participation since its inception.4 69 The internet has also made
speech less expensive, more accessible, more generative, and more inter-
active than it had arguably ever been before. These aspects of online
speech have led to the promotion and development of democratic cul-
ture, writes Balkin, "a form of social life in which unjust barriers of rank

464 These are the concerns expressed by Balkin, Lessig, Tushnet, and Wu. See Balkin, supra note
II, at 2308-14; LESSIG, supra note 21, at 327-29; Tushnet, supra note 263, at 1-002-5; Wu, supra
note 61, at 317-18.

465 In September 2017, Twitter announced that it had a different content-moderation rule set for
removing President Trump's tweets. Arjun Kharpal, Why Twitter Won't Take Down Donald
Trump's Tweet Which North Korea Called a "Declaration of War," CNBC (Sept. 26, 2017, 2:56 AM),
https://www.cnbc.com/2017/09/26/donald-trump-north-korea-twitter-tweet.html [https://perma.cc/
LXQ6-LXBg]. In December 2015, Facebook similarly disclosed that it had a different set of rules
for removing the speech of then-candidate Trump than it had for other users. Doug Bolton, This
Is Why Facebook Isn't Removing Donald Trump's "Hate Speech" from the Site, INDEPENDENT
(Dec. 15, 2015, 6:39 PM), http://www.independent.co.uk/life-style/gadgets-and-tech/news/donald-
trump-muslim-hate-speech-facebook-a6 77467 6.html [https://perma.cc/XX4B-CX3V].

466 It is important to note that the uses of "public figure" and "newsworthiness" here differ from
their meanings in the sense of communications or privacy torts.

467 Balkin, supra note 7, at 30.
468 Id. at 31.
469 See BENKLER, supra note 98; LESSIG, supra note 21; Balkin, supra note 7, at 3-6.
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and privilege are dissolved, and in which ordinary people gain a greater
say over the institutions and practices that shape them and their futures.
What makes a culture democratic, then, is not democratic governance,
but democratic participation."47 0

Equal access to platforms is thus both an effect of a self-regulated
and open internet and the cause of it, making regulation of this issue
particularly difficult and paradoxical. Legislating one user rule set for
all not only seems logistically problematic, but it would also likely reduce
platforms' incentives to moderate well. Such legislation, if consitutionally
valid, would certainly run into many of the concerns raised by those who
fear any regulation that might curb the robust power of § 230 immunity.
This is why any proposed regulation - be it entirely new laws or
modest changes to § 230471 - should look carefully at how and why the
New Governors actually moderate speech. Such, if any, regulation should
work with an understanding of the intricate self-regulatory structure
already in place in order to be the most effective for users.

B. Accountability

Even without issues of equal access to participation, the central
difficulty in simply allowing these systems to self-regulate in a way that
takes into account the values and rights of their users is that it leaves
users essentially powerless. There is no longer any illusion about the
scope and impact of private companies in online platforms and
speech.47 2 These platforms are beholden to their corporate values, to
the foundational norms of American free speech, and to creating a plat-
form where users will want to engage. Only the last of these three mo-
tivations for moderating content gives the user any "power," and then
only in an indirect and amorphous way.

Moreover, while it initially seems like a positive source of accountabil-
ity that these systems are indirectly democratically responsive to users'
norms, it also creates inherently undemocratic consequences.47 3 At first,
adaptability appears to be a positive attribute of the system: its ability
to rapidly adapt its rules and code to reflect the norms and values of
users. But that feature has two bugs: in order to engage with the most
users, a platform is (i) disincentivized to allow antinormative content,
and (2) incentivized to create perfect filtering to show a user only content

470 Balkin, supra note 7, at 35.
471 See, e.g., Danielle Keats Citron & Benjamin Wittes, The Internet Will Not Break: Denying

Bad Samaritans § 23OImmunity, 86 FORDHAM L. REV. 401, 414-19 (2017) (proposing limited and
narrow revisions to § 230 in order to "not break" the internet).

472 This was a central concern of Lessig's - that the internet would be captured by large corpo-
rations. See generally LESSIG, supra note 21.

473 For an excellent discussion of this interplay between corporate power, inequitable markets,
and democratic capacity of citizens and users, see generally K. SABEEL RAHMAN, DEMOCRACY
AGAINST DOMINATION (2017).

0666 [Vol. 131:1598



THE NEW GOVERNORS

that meets her tastes. These problems are interchangeably known as
the so-called echo-chamber effect, which creates an antidemocratic
space in which people are shown things with which they already asso-
ciate and agree, leading to nondeliberative polarization. "It has never
been our ideal - constitutionally at least - for democracy to be a per-
fect reflection of the present temperature of the people."47 4  Whether
through algorithmic filtering or new content rules, as platforms regress to
the normative mean, users will not only be exposed to less diverse content,
but they will also be less able to post antinormative content as external and
internal content-moderation policies standardize across platforms.

Since the 2016 American presidential election, the lack of accountabil-
ity of these sites to their users and to the government in policing fake
news,47 5 commercial speech,47 6 or political speech47 7 has come to the fore
of public consciousness. In statements directly following the election of
Trump as President, Zuckerberg emphatically denied the role of fake
news in the result.47 8 But due to many of the factors discussed here -
media pressure, corporate responsibility, and user expectations -
Facebook was forced to start tackling the issue.47 9  Yet the power of
these new threats to "spread[] so quickly and persuade[] so effectively"
might make these indirect systems of accountability unexpectedly slow

474 LESSIG, supra note 21, at 331.
475 Fake news comes in many forms and has notoriously been difficult to define. See Claire

Wardle, Fake News. It's Complicated., MEDIUM: FIRST DRAFT (Feb. 16, 2017), http://
medium.com/i-st-draft/fake-news-its-complicated-dof773766c79 [http://perma.cc/EJgY-EP6V].

476 Most notably, in late 2017 it was revealed that hundreds of thousands of dollars in ads placed
on Facebook during the election had actually come from Russia-linked groups. See Mike Isaac &
Scott Shane, Facebook's Russia-Linked Ads Came in Many Disguises, N.Y. TIMES (Oct. 2, 2017),
http://nyti.ms/2g4eVIj [https://perma.cc/SES8-X72P]; Carol D. Leonnig et al., Russian Firm Tied
to Pro-Kremlin Propaganda Advertised on Facebook During Election, WASH. POST (Sept. 6, 2017),
http://wapo.st/2C4pdoH [https://perma.cc/BFK8-HSPW].

477 Following the Russia-linked ads, many platforms have been moving to police more heavily
all ad content relating to important issues of political speech. See, e.g., Erik Schelzig, Twitter Shuts
Down Blackburn Campaign Announcement Video, AP NEWS (Oct. 9, 2017), https://

apnews.com/od8828bd7d204b40af6 1172628doa7f6 [https://perma.cc/Ug7N-37E5 ] (describing how
Twitter blocked an ad by Republican Representative Marsha Blackburn, who was running for the
seat being opened by the retirement of Tennessee Senator Bob Corker, in which she boasted that
she "stopped the sale of baby body parts," and reporting a Twitter representative's statement that
the ad was "deemed an inflammatory statement that is likely to evoke a strong negative reaction").

478 See, e.g., Olivia Solon, Facebook's Fake News: Mark Zuckerberg Rejects "Crazy Idea" that It
Swayed Voters, THE GUARDIAN (Nov. 10, 2016, io:oi PM), https://www.theguardian.com/
technology/2oi6/nov/i o/facebook-fake-news-us-election-mark-zuckerberg-donald-trump [https://
perma.cc/PKD5-BHRW].

479 JEN WEEDON ET AL., INFORMATION OPERATIONS AND FACEBOOK (2017),
https://fbnewsroomus.files.wordpress.com/2f1-7/04/facebook-and-information-operations-vi.pdf [https://
perma. cc/HgDY-MLHH]; see also Carla Herreria, Mark Zuckerberg: "I Regret" Rejecting Idea that
Facebook Fake News Altered Election, HUFFINGTON POST (Sept. 27, 2017, 8:53 PM), https://www.
huffingtonpost.com/entry/mark-zuckerberg-regrets-fake-news-facebook-us_59cc203ge4bo5063feoeedgd
[https://perma.cc/EY7W-PSNA].
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for dealing with such emerging threats and issues.4 0 It also makes clear
that some insertion of traditional government agency functions - such
as regulation of commercial speech - when matched with an accurate
understanding of how these platforms currently moderate content, could
provide a potential answer to such issues of accountability.481

The lack of accountability is also troubling in that it lays bare our
dependence on these private platforms to exercise our public rights. Be-
sides exit or leveraging of government, media, or third-party lobbying
groups, users are simply dependent on the whims of these corporations.
While platforms are arguably also susceptible to the whims of their us-
ers, this is entirely indirect - through advertising views, not through
any kind of direct market empowerment. One regulatory possibility
might be a type of shareholder model - but this fails not only because
Zuckerberg owns controlling shares of Facebook, but also because
shareholder values of maximizing company profits are perhaps not well
matched with user concerns over equal access and democratic account-
ability. One potential nonregulatory solution to this problem would be
for these corporations to register as public benefit corporations, which
would allow public benefit to be a charter purpose in addition to the
traditional maximizing profit goal.48 2

Another avenue would be for platforms to voluntarily take up a com-
mitment to a notion of "technological due process."4 8 3 In this ground-
breaking model for best practices in agency use of technology, Citron
advocates for a model that understands the trade-offs of "automation
and human discretion," protects individuals' rights to notice and hear-
ings, and gives transparency to rulemaking and adjudication.48 4  Of
course, these private platforms have little motivation to surrender power
as in a public benefit corporation, or to adopt the rules and transparency
ideas of Citron's technological due process requirements - but they

480 Nabiha Syed, Real Talk About Fake News: Towards a Better Theory for Platform Governance,
127 YALE L.J.F. 337, 337 (2017).

481 So far private nongovernmental groups have focused on this. For example, ProPublica has
launched a browser attachment to help monitor political ads on online platforms. See Julia Angwin
& Jeff Larson, Help Us Monitor Political Ads Online, PROPUBLICA (Sept. 7, 2017, 1o:oo AM),
https://www.propublica.org/article/help-us-monitor-political-ads-online [https://perma.cc/A35R-
WHHR]. For an excellent and complete discussion of how potential regulation or change should
take into account the realities of platforms and moderation, see Syed, supra note 480.

482 Kickstarter did this in 2015 in order to make its terms, service, and site more transparent,
easier to understand, and easier to access. See Yancey Strickler et al., Kickstarter Is Now a Benefit
Corporation, KICKSTARTER: BLOG (Sept. 21, 2015), https://www.kickstarter.com/blog/kickstarter-
is-now-a-benefit-corporation [https://perma.cc/TJ8V-SQTg]. See generally David A. Hoffman, Re-
lational Contracts of Adhesion, U. CHI. L. REV. (forthcoming 2018), https://ssrn.com/
abstract=3008687 [https://perma.cc/NVGg-SHMH] (describing Kickstarter's reincorporation as a
public benefit corporation).

483 Danielle Keats Citron, Technological Due Process, 85 WASH. U. L. REV. 1249, 1301 (2008);
see also id. at 1301-13.

484 Id. at 1301.
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might if they fear the alternative would result in more restrictive regu-
lation.48 5 Should these platforms come under agency regulation, how-
ever, the concerns detailed by Citron's notion of technological due pro-
cess combined with an accurate understanding of how such companies
self-regulate will be essential to crafting responsive and accurate oversight.

CONCLUSION

As the Facebook Live video of Philando Castile's death demon-
strates, content published on platforms implicates social policy, law, cul-
ture, and the world.48 6 Yet, despite the essential nature of these plat-
forms to modern free speech and democratic culture, very little is known
about how or why the platforms curate user content. This Article set
out to answer these questions. It began with an overview of the legal
framework behind private platforms' broad immunity to moderate con-
tent. This framework comes from § 230, the purposes of which were
both to encourage platforms to be Good Samaritans by taking an active
role in removing offensive content and to protect users' rights by avoid-
ing free speech problems of collateral censorship. With this background,
this Article explored why platforms moderate despite the broad immu-
nity of § 230. Through interviews with former platform architects and
archived materials, this Article argued that platforms moderate content
partly because of American free speech norms and corporate responsi-
bility, but most importantly, because of the economic necessity of creat-
ing an environment that reflects the expectations of their users.

Beyond § 230, courts have struggled with how to conceptualize
online platforms within First Amendment doctrine: as company towns,
as broadcasters, or as editors. This Article has argued that the answer
to how best to conceptualize platforms lies outside current categories in
First Amendment doctrine. Through internal documents, archived ma-
terials, interviews with platform executives, and conversations with con-
tent moderators, this Article showed that platforms have developed a
system of governance, with a detailed list of rules, trained human deci-
sionmaking to apply those rules, and reliance on a system of external
influence to update and amend those rules. Platforms are the New
Governors of online speech. These New Governors are private self-
regulating entities that are economically and normatively motivated to

485 The window for using governmental threat to produce a voluntary result might be closing as
the scope and power of these companies make them increasingly difficult to regulate. See, for
example, Google's lengthy and robust attempts to push back at the European Court of Justice
judgment mandating the "Right to Be Forgotten." The Right to Be Forgotten (Google v. Spain),
ELECTRONIC PRIVACY INFO. CTR., https://epic.org/privacy/right-to-be-forgotten/ [https://perma.
cc/G3XT-AWR4].

486 While Castile's live-streamed death crystallized the conversation around police brutality and
racism in America, it is necessary to note that the officer who shot him was ultimately acquitted.
See Mitch Smith, Minnesota Officer Acquitted in Killing of Philando Castile, N.Y. TIMES (June
16, 2017), http://nyti.ms/2CiMkjF [https://perma.cc/8ETE-LLZE].
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reflect the democratic culture and free speech expectations of their users.
But these incentives might no longer be enough.

The impact of the video of Philando Castile, the public outcry over
Napalm Girl, the alarm expressed at the Zuckerberg Town Hall meet-
ing, and the separate Twitter Rules for President Trump all reflect a
central concern: a need for equal access to participation and more direct
platform accountability to users. These New Governors play an
essential new role in freedom of expression. The platforms are the
products of a self-regulated and open internet, but they are only as
democratic as the democratic culture and democratic particpation
reflected in them. Any proposed regulation - be it entirely new laws
or modest changes to § 230 - should look carefully at how and why the
New Governors actually moderate speech. Such, if any, regulation
should work with an understanding of the intricate self-regulatory
structure already in place in order to be the most effective for users and
preserve the democratizing power of online platforms.
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GOVERNMENT SPEECH 2.0

HELEN NORTONt & DANIELLE KEATS CITRON*

ABSTRACT

New expressive technologies continue to transform the ways in
which members of the public speak to one another. Not surprisingly,
emerging technologies have changed the ways in which government
speaks as well. Despite substantial shifts in how the government and
other parties actually communicate, however, the Supreme Court to date
has developed its government speech doctrine-which recognizes "gov-
ernment speech" as a defense to First Amendment challenges by plain-
tiffs who claim that the government has impermissibly excluded their
expression based on viewpoint-only in the context of disputes involving
fairly traditional forms of expression. In none of these decisions, more-
over, has the Court required government publicly to identify itself as the
source of a contested message to satisfy the government speech defense
to a First Amendment claim. The Court's failure to condition the gov-
ernment speech defense on the message's transparent identification as
governmental is especially mystifying because the costs of such a re-
quirement are so small when compared to its considerable benefits in
ensuring that government remains politically accountable for its expres-
sive choices.

This Article seeks to start a conversation about how courts-and the
rest of us-might re-think our expectations about government speech in
light of government's increasing reliance on emerging technologies that
have dramatically altered expression's speed, audience, collaborative
nature, and anonymity. It anticipates the next generation of government
speech disputes in which certain associations and entanglements be-
tween government and private speakers complicate the government
speech question. By adding to these challenges, government's increasing
use of newer technologies that vary in their interactivity and transpar-
ency may give the Court additional reason to re-examine its government
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Randy Bezanson, Alan Chen, Rick Collins, Caroline Mala Corbin, Abner Greene, Leslie Gielow
Jacobs, Robert Nagel, Steven Smith, Harry Surden, Phil Weiser, and those participating in The
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thoughtful feedback. Thanks too to Katharine Decker, John Hoelle, and Michael Imdieke for excel-
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of Law, and the Byron White Center for Constitutional Law for financial support for this project.

* Professor of Law, University of Maryland School of Law. We also appreciate Dean
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speech jurisprudence. "Government Speech 2.0" thus refers not only to
the next generation of government speech, but also to the possibility that
government's increasing reliance on emerging expressive technologies
may help inspire the next generation of government speech doctrine: one
more appropriately focused on ensuring government's meaningful politi-
cal accountability for its expressive choices.

INTRODUCTION

New expressive technologies continue to transform the ways in
which members of the public speak to one another. Not surprisingly,
emerging technologies have changed the ways in which government
speaks as well. For example, the Obama Administration has instructed
executive agencies to maximize opportunities for using such technolo-
gies to enhance its provision of services to, and its interaction with, the
public.' The White House has an official blog where it discusses policy
and embeds YouTube videos.2 The State Department runs a social net-
work site that facilitates discussions about cultural exchange programs; 3

it also maintains an embassy in Second Life designed to "inform, influ-
ence, and engage the world.' 4 The Federal Emergency Management
Agency allows its YouTube subscribers to learn about its operations in
communities across America and comment on its disaster response and
recovery.5 The Center for Disease Control provides alerts to the public
through social media sites like Facebook and Twitter.6 The Pentagon
uses these tools to "spread the military's message, 7 and the Army's
website includes a virtual recruiter.8

State and local governments also increasingly rely on networked
technologies to communicate with the public. To cite just a few exam-
ples, the city of Portland, Oregon publishes its crime statistics on its
"Crimemapper" website, and the Kansas State Highway Patrol similarly

1. See, e.g., Transparency and Open Government, 74 Fed. Reg. 4685 (Jan. 21, 2009) (exhort-
ing executive departments and agencies to "use innovative tools, methods, and systems to cooperate
among themselves, across all levels of Government, and with nonprofit organizations, businesses,
and individuals in the private sector"); see also Press Release, White House Press Secretary, White
House Announces Open Government Website, Initiative (May 21, 2009), available at
http://www.whitehouse.gov/the-press-office/White-House-Announces-Open-Govemment-Website-
Initiative/ (announcing plan for engaging public through White House blog, wiki, and website).

2. The White House Blog, http://www.whitehouse.gov/blog (last visited Apr. 1, 2010).
3. ExchangesConnect, http://connect.state.gov (last visited Apr. 1, 2010).
4. Victor E. Riche, Presentation to the U.S. Dep't of Homeland Sec., Government 2.0: Pri-

vacy and Best Practices Workshop (June 22, 2009); L. Gordon Crovitz, Information Age: From
Wikinomics to Government 2.0, WALL ST. J., May 12, 2008, at A 13.

5. The Federal Emergency Management Agency, FEMA's YouTube Channel,
http://www.youtube.comluser/fema?blend= I &ob=4 (last visited Apr. 1, 2010).

6. See Chris Snyder, Government Agencies Make Friends with New Media, Epicenter (Mar.
25, 2009), http://www.wired.comlepicenter/2009103/govemment-agenl.

7. Gregory S. Williams, Pentagon Using Social Network Sites to Recruit, Medianews (May
4, 2009), http://www.mail-archive.commedianews@etskywarn.net/msg03766.html.

8. Id.
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posts information about traffic accidents, injuries, and fatalities online. 9

The Governor of California sends messages to followers and responds to
their suggestions via Twitter.'0

For a sense of what we might shortly expect, consider the following
scenario posed by Dan Froomkin:

Imagine a White House Web site where the home page isn't just a
static collection of transcripts and press releases, but a window into
the roiling intellectual foment of the West Wing. Imagine a White
House Web site where staffers maintain blogs in which they write
about who they are and what they are working on; where some meet-
ings are streamed in live video; where the president's daily calendar
is posted online; where major policy proposals have public collabora-
tive workspaces, or wikis; where progress towards campaign prom-
ises is tracked on a daily basis; and where anyone can sign up for
customized updates by e-mail, text message, RSS feed, Twitter, or
the social network of their choice. 1

Despite these substantial shifts in how the government and other
parties actually communicate, however, the Supreme Court to date has
developed its "recently minted"' 2 government speech doctrine only in the
context of disputes involving fairly traditional forms of expression: the
spoken'3 and written' 4 word, advertisements in print and electronic
form,' 5 and public monuments. 16 This doctrine recognizes "government
speech" as a defense to First Amendment challenges by plaintiffs who
claim that the government has impermissibly excluded their expression
based on viewpoint. In none of these decisions has the Court required
government to identify itself publicly as the source of a contested mes-

9. Daniel Castro & Robert Atkinson, The Next Wave of E-Government, State Tech,
http://www.statetechmag.comlevents/updates/the-next-wave-of-e-government.html (last visited May
19,2010).

10. See Emily Montandon, Do Twitter and Other Social Networks Shield Anonymous Com-
plainers on Topics like Health Care Reform?, GOV'T TECH., Nov. 2, 2009, at 6.

11. Dan Froomkin, It's Time for a Wiki White House, Nieman Watchdog Nov. 25, 2008,
http://www.niemanwatchdog.org/index.cfm?fuseaction=background.view&backgrounddid=00307.
For more extensive discussion of the benefits as well as the dangers of government's use of Web 2.0
and similar expressive technologies, see Danielle Keats Citron, Fulfilling Government 2.0's Promise
With Robust Privacy Protections, 78 GEO. WASH. L. REV. (forthcoming 2010) (describing govern-
ment's increasing use of social network sites and urging government to treat Facebook, Twitter, and
similar sites "as one-way mirrors, where individuals can see government's activities and engage in
policy discussions but where government cannot use, collect, or distribute individuals' social media
information").

12. See Pleasant Grove City v. Summum, 129 S. Ct. 1125, 1139 (2009) (Stevens, J., concur-
ring).

13. See Rust v. Sullivan, 500 U.S. 173, 202-03 (1991) (health care providers' discussions
with patients at family planning clinics).

14. See Garcetti v. Ceballos, 547 U.S. 410, 413-14, 425-26 (2006) (prosecutor's memoran-
dum criticizing the police).

15. See Johanns v. Livestock Mktg. Ass'n, 544 U.S. 550, 553 (2005) (television and print
campaign promoting beef products).

16. See Summum, 129 S. Ct. at 1131 (monuments donated by private party for display by
government in public park).
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sage to satisfy the government speech defense to a First Amendment
claim.

The Court's current approach thus fails to recognize that govern-
ment expression's value springs primarily from its capacity to inform the
public of its government's principles and priorities. The public can assess
government's positions only when the public can tell that the government
is speaking. The Court's failure to condition the government speech de-
fense on the message's transparent identification as governmental is es-
pecially mystifying because the costs of such a requirement are so small
when compared to its considerable benefits in ensuring that government
remains politically accountable for its expressive choices. Deference to
government, more than any other principle, seems to explain the Court's
decisions.

The Court's government speech doctrine-already slow to de-
velop--has yet to grapple with the constitutional significance of gov-
ernment's increasing use of Web 2.0 technologies and other substantial
developments that may obscure government's political accountability for
its expressive choices. This Article seeks to start a conversation about
how courts-and the rest of us-might re-think our expectations about
government speech in light of government's increasing reliance on
emerging technologies that have dramatically altered expression's speed,
audience, collaborative nature,1 7 and anonymity.' 8

To this end, Part I describes the brief history of government speech
as a matter of constitutional law, critiquing the Supreme Court's juris-
prudence in this area as too often failing to recognize that government
expression's constitutional value turns on its ability to enhance, rather
than frustrate, government's accountability to its electorate. It then an-
ticipates the next generation of government speech disputes and predicts
that emerging challenges might-and, indeed, should-create pressure
on the Court to reconsider its current doctrine. More specifically, it de-
scribes how certain associations and entanglements between government
and private speakers complicate the government speech question. Gov-
ernment's increasing use of newer technologies that vary in their interac-
tivity and transparency will only add to these challenges, and thus may
give the Court additional reason to re-examine its government speech
jurisprudence.

17. See Edward Lee, Warming Up to User-Generated Content, 2008 U. ILL. L. REV. 1459,
1504 ("[The Internet as a tool of mass communication [has] become only better, quicker, and more
empowering for the ordinary individual.... [Oirdinary people [are enabled] to participate in the
marketplace of ideas, potentially reaching audiences never imaginable before.").

18. See, e.g., Carlisle George & Jackie Scerri, Web 2.0 and User-Generated Content: Legal
Challenges in the New Frontier, J. INFO. L. & TECH (2007), http://www2.warwick.ac.uk/fac/soc/
law/elj/jiht2007_2/george-scerri/georgesceri.pdf ("Discovering the identity of an online publisher
... can sometimes be difficult.... [T]here may be situations where an IP address cannot be traced to
an individual, such as where a person logs on using a roaming IP, or where a person logs on from an
Internet CafM.").

[Vol. 87:4
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Part II first identifies a typology of the different information-age
technologies that the government now uses to communicate with the
public. It then recommends adjustments to the government speech doc-
trine that would require government to identify itself affirmatively as the
source of contested expression as a condition of claiming the government
speech defense to First Amendment challenges. Because this principle is
equally true for both offline and online communicative technologies, the
form of expressive technology should not affect this analysis.' 9 "Gov-
ernment Speech 2.0" thus refers not only to the next generation of gov-
ernment speech, but also to the possibility that government's increasing
reliance on emerging expressive technologies may help inspire the next
generation of government speech doctrine: one more appropriately fo-
cused on ensuring government's meaningful political accountability for
its expressive choices.

19. For a sampling of views on the longstanding question of whether First Amendment doc-
trine should vary according to the type of expressive technologies involved, see Citizens United v.
Fed. Election Comm'n, 130 S. Ct. 876, 891 (2010) ("We must decline to draw, and then redraw,
constitutional lines based on the particular media or technology used to disseminate political speech
from a particular speaker."); Reno v. ACLU, 521 U.S. 844, 868-70 (1997) (describing the Court's
"special justifications for the regulation of the broadcast media that are not applicable to other
speakers" and concluding that there is "no basis for qualifying the level of First Amendment scrutiny
that should be applied" to the Interet); Jerry Berman & Daniel J. Weitzner, Abundance and User
Control: Renewing the Democratic Heart of the First Amendment in the Age of Interactive Media,
104 YALE L.J. 1619, 1633-34 (1995) (calling for fundamental change in First Amendment doctrine
in response to the "revolutionary" nature of emerging expressive technologies); Anne Wells Brans-
comb, Anonymity, Autonomy, and Accountability: Challenges to the First Amendment in Cyber-
spaces, 104 YALE L.J. 1639, 1647 (1995) ("The critical question is whether 'new wine can be
poured successfully into an old bottle,' or whether new legal norms must be devised for the govern-
ance of the Networld.") (citation omitted); Thomas G. Krattenmaker & L. A. Powe, Jr., Converging
First Amendment Principles for Converging Communications Media, 104 YALE L.J. 1719, 1720
(1995) (urging courts to discard the notion of special rules for broadcasters and instead realize "that
traditional First Amendment principles-not yet another set of unique rules-are quite well suited to
guide and constrain public regulation of these new technologies"); Lawrence Lessig, The Path of
Cyberlaw, 104 YALE L.J. 1743, 1743 (1995) (discussing the debate over whether "this new space,
cyberspace, [should] be regulated by analogy to the regulation of other space, not quite cyber, or
should we give up analogy and start anew"); Timothy Wu, Application-Centered Internet Analysis,
85 VA. L. REV. 1163, 1167 (1999) ("Reno's one rule for the entire Internet may begin to lose its
luster and perhaps feel ridiculous. The great variation among Internet applications is hard to fit into
one First Amendment box.").
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PART I: THE SUPREME COURT'S BRIEF AND CHECKERED HISTORY WITH

GOVERNMENT SPEECH

Because government must speak to govern effectively, 20 it has en-
gaged in expressive activity since its inception .2  The U.S. Supreme
Court did not recognize "government speech" as a constitutional law
doctrine, however, until quite recently. In a series of decisions beginning
in 1991 with Rust v. Sullivan,22 the Court has, in fits and starts, sketched
out its emerging doctrine, which insulates the government's own speech
from First Amendment challenges by plaintiffs who seek to alter or join
that expression. 23 Political accountability mechanisms such as voting and
lobbying then provide the sole recourse for those displeased by their
government's expressive choices.24

A. The Doctrine's Beginnings

The Supreme Court identifies Rust v. Sullivan as the beginning of
its government speech jurisprudence. 25  After considering a First

20. See 2 ZECHARIAH CHAFEE, JR., GOVERNMENT AND MASS COMMUNICATIONS 723 (1947)
("Now it is evident that government must itself talk and write and even listen."); THOMAS I.
EMERSON, THE SYSTEM OF FREEDOM OF EXPRESSION 698 (1970) ("Participation by the government
in the system of freedom of expression is an essential feature of any democratic society. It enables
the government to inform, explain, and persuade-measures especially crucial in a society that
attempts to govern itself with a minimum use of force. Government participation also greatly en-
riches the system; it provides the facts, ideas, and expertise not available from other sources.");
Robert C. Post, Between Governance and Management: The History and Theory of the Public Fo-
rum, 34 UCLA L. REV. 1713, 1825 (1987) ("[fIt is probably not too outlandish an exaggeration to
conclude that government organizations would grind to a halt were the Court seriously to prohibit
viewpoint discrimination in the internal management of speech.").

21. See generally JOSEPH TUSSMAN, GOVERNMENT AND THE MIND (1977); MARK G. YUDOF,
WHEN GOVERNMENT SPEAKS: POLITICS, LAW, AND GOVERNMENT EXPRESSION IN AMERICA (1983).

22. 500 U.S. 173 (1991).
23. See Johanns v. Livestock Mktg. Ass'n, 544 U.S. 550, 553 (2005) (explaining that the

government's own speech is "exempt" from free speech clause scrutiny); Pleasant Grove City v.
Summum, 129 S. Ct. 1125, 1131 (2009) ("The Free Speech Clause restricts government regulation
of private speech; it does not regulate government speech. A government entity has the right to
,speak for itself.' Indeed it is not easy to imagine how government could function if it lacked this
freedom.") (citations omitted).

24. See Bd. of Regents of the Univ. of Wis. Sys. v. Southworth, 529 U.S. 217, 235 (2000)
("When the government speaks, for instance to promote its own policies or to advance a particular
idea, it is, in the end, accountable to the electorate and the political process for its advocacy. If the
citizenry objects, newly elected officials later could espouse some different or contrary position.");
Nat'l Endowment for the Arts v. Finley, 524 U.S. 569, 598 (1998) (Scalia, J., concurring) ("It is the
very business of government to favor and disfavor points of view on (in modem times, at least)
innumerable subjects-which is the main reason we have decided to elect those who run the gov-
ernment, rather than save money by making their posts hereditary."). Note, however, that constitu-
tional constraints other than the free speech clause may also apply to government's own expression.
See Summum, 129 S. Ct. at 1139 (Stevens, J., concurring) ("For even if the Free Speech Clause
neither restricts nor protects government speech, government speakers are bound by the Constitu-
tion's other proscriptions, including those supplied by the Establishment and Equal Protection
Clauses.").

25. See Legal Services Corp. v. Velazquez, 531 U.S. 533, 541 (2001) ("The Court in Rust did
not place explicit reliance on the rationale that the counseling activities of the doctors under Title X
amounted to governmental speech; when interpreting the holding in later cases, however, we have
explained Rust on this understanding."). Some Justices earlier signaled their growing recognition of
the doctrine's possibility. See, e.g., Columbia Broad. Sys., Inc. v. Democratic Nat'l Comm., 412 U.S.
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Amendment challenge to federal regulations that barred federally funded
family planning clinics from engaging in abortion counseling, refer-
ral, or other expression related to abortion, the majority found no
constitutional violation:

To hold that the Government unconstitutionally discriminates on the
basis of viewpoint when it chooses to fund a program dedicated to
advance certain permissible goals, because the program in advancing
those goals necessarily discourages alternative goals, would render
numerous Government programs constitutionally suspect. When
Congress established a National Endowment for Democracy to en-
courage other countries to adopt democratic principles ... it was not
constitutionally required to fund a program to encourage competing
lines of political philosophy such as communism and fascism.2 6

The dissent, in contrast, characterized the regulations as the gov-
ernment's impermissibly viewpoint-based regulation of doctor-patient
speech: "[T]he majority upholds direct regulation of dialogue between a
pregnant woman and her physician when that regulation has both the
purpose and the effect of manipulating her decision as to the continuance
of her pregnancy."

27

Nowhere in Rust does the term "government speech" appear. In a
series of First Amendment disputes over the next decade in which gov-
ernment did not claim the contested speech as its own, however, the
Court contrasted what it characterized as the government's role as speak-
er in Rust from its role as a funder of private speech in other contexts.

First, in Rosenberger v. Rector and Visitors of the University of Vir-
ginia,28 the Court cited Rust in distinguishing the government's own
speech from a government program that provided financial support for
private speech in the form of student organizations' publications:

[I]n Rust v. Sullivan, we upheld the government's prohibition on
abortion-related advice applicable to recipients of federal funds for
family planning counseling .... When the government disburses pub-
lic funds to private entities to convey a governmental message, it may
take legitimate and appropriate steps to ensure that its message is nei-
ther garbled nor distorted by the grantee.29

94, 140 n.7 (1973) (Stewart, J., concurring) ("Government is not restrained by the First Amendment
from controlling its own expression."); Keller v. State Bar of Cal., 496 U.S. 1, 12-13 (1990) (noting
that "[ihf every citizen were to have a right to insist that no one paid by public funds express a view
with which he disagreed, debate over issues of great concern to the public would be limited to those
in the private sector, and the process of government as we know it radically transformed").

26. Rust, 500 U.S. at 194.
27. Id. at 204 (Blackmun, J., dissenting).
28. 515 U.S. 819 (1995).
29. Id. at 833; see also id. ("When the University determines the content of the education it

provides, it is the University speaking, and we have permitted the government to regulate the content
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Similarly, in Board of Regents of the University of Wisconsin Sys-
tem v. Southworth,3 ° the Court again relied on Rust in distinguishing the
government's own speech from government programs that instead en-
courage diverse private speech, such as a public university's fund for
extracurricular student speech:

Our decision ought not be taken to imply that in other instances the
University, its agents or employees or-of particular importance-its
faculty, are subject to the First Amendment analysis which controls
in this case. Where the University speaks, either in its own name
through its regents or officers, or in myriad other ways through its
diverse faculties, the analysis likely would be altogether different.
The Court has not held, or suggested, that when the government
speaks the rules we have discussed come into play. When the gov-
ernment speaks, for instance to promote its own policies or to ad-
vance a particular idea, it is, in the end, accountable to the electorate
and the political process for its advocacy. If the citizenry objects,
newly elected officials later could espouse some different or contrary
position.

3'

In Legal Services Corp. v. Velazquez,32 the Court offered more de-
tail in identifying Rust as the genesis of its government speech doctrine,
once again distinguishing government speech from government pro-
grams intended to fund private speech:

The Court in Rust did not place explicit reliance on the rationale that
the counseling activities of the doctors under Title X amounted to
governmental speech; when interpreting the holding in later cases,
however, we have explained Rust on this understanding. We have
said that viewpoint-based funding decisions can be sustained in in-

of what is or is not expressed when it is the speaker or when it enlists private entities to convey its
own message.").

30. 529 U.S. 217 (2000).
31. Id. at 234-35 (citations omitted). Justice Souter further explained this distinction in his

dissenting opinion in Nat'l Endowment for the Arts v. Finley, where he distinguished government as
patron of private art from government as speaker and buyer:

[T]he government is of course entitled to engage in viewpoint discrimination: if the Food
and Drug Administration launches an advertising campaign on the subject of smoking, it
may condemn the habit without also having to show a cowboy taking a puff on the oppo-
site page; and if the Secretary of Defense wishes to buy a portrait to decorate the Penta-
gon, he is free to prefer George Washington over George the Third.

Nat'l Endowment for the Arts v. Finley, 524 U.S. 569, 610-11 (1998) (Souter, J., dissenting); see
also id. at 611 ("The Government freely admits, however, that it neither speaks through the expres-
sion subsidized by the NEA, nor buys anything for itself with its NEA grants."). Although the Finley
majority did not characterize the NEA grants program as the government's own speech, it concluded
that different and more deferential rules may apply to arts funding decisions that require government
to assess quality in allocating scarce resources from those that apply to government programs that
"indiscriminately" encourage a diversity of views from private speakers. See id. at 586 ("In the
context of arts funding, in contrast to many other subsidies, the Government does not indiscrimi-
nately 'encourage a diversity of views from private speakers.' The NEA's mandate is to make es-
thetic judgments, and the inherently content-based 'excellence' threshold for NEA support sets it
apart from the subsidy at issue in Rosenberger ....") (citation omitted).

32. 531 U.S. 533 (2001).
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stances in which the government is itself the speaker, or instances,
like Rust, in which the government "used private speakers to transmit
specific information pertaining to its own program."' 33

In contrast, as the Court observed, the Legal Services program:

was designed to facilitate private speech, not to promote a govern-
mental message. Congress funded LSC grantees to provide attorneys
to represent the interests of indigent clients. . . .The LSC lawyer,
however, speaks on the behalf of his or her private, indigent cli-
ent .... The advice from the attorney to the client and the advocacy
by the attorney to the courts cannot be classified as governmental
speech even under a generous understanding of the concept. In this
vital respect this suit is distinguishable from Rust.

34

Firmly rooting the origins of the Court's government speech doc-
trine in Rust, these later decisions also cast additional light on what is,
and is not, government speech. The Court suggested in dicta, for exam-
ple, that a public university's curricular decisions and faculty speech
constitute government's own expression,35 as does military recruiters'
speech36 and the speech of a lawyer who represents the government. 37

B. A Simple Question Remains Unanswered

The Court next characterized contested expression as "government
speech" in Johanns v. Livestock Marketing Association,38 where it con-
sidered a First Amendment challenge to a generic beef promotion cam-
paign implemented by the Department of Agriculture and funded by tax-
es targeted at beef producers. 39 A number of beef producers objected to
the government's requirement that they fund the program because they
felt that the campaign undermined their efforts to promote their own spe-

33. Id. at 541 (quoting Rosenberger, 515 U.S. at 833) (citation omitted).
34. Id. at 542-43.
35. See Southworth, 529 U.S. at 235 ("In the instant case, the speech is not that of the Univer-

sity or its agents. It is not, furthermore, speech by an instructor or a professor in the academic con-
text, where principles applicable to government speech would have to be considered.").

36. See Rumsfeld v. Forum for Academic & Institutional Rights, Inc., 547 U.S. 47, 61 n. 4
(2006) ("The military recruiters' speech is clearly Government speech.").

37. See Velazquez 531 U.S. at 542 ("The attorney defending the decision to deny benefits
will deliver the government's message in the litigation. The LSC lawyer, however, speaks on the
behalf of his or her private, indigent client."). The Court's characterization of government editors'
and public libraries' selection decisions has been more opaque, emphasizing such decisions' expres-
sive character, but falling short of characterizing them as government speech entirely exempt from
speech clause scrutiny. See Ark. Educ. Television Comm'n v. Forbes, 523 U.S. 666, 674 (1998)
("When a public broadcaster exercises editorial discretion in the selection and presentation of its
programming, it engages in speech activity. Although programming decisions often involve the
compilation of the speech of third parties, the decisions nonetheless constitute communicative acts.")
(citations omitted); United States v. Am. Library Ass'n, 539 U.S. 194, 209 n.4 (2003) ("A library's
decision to use filtering software is a collection decision, not a restraint on private speech.").

38. 544 U.S. 550 (2005).
39. Id. at 562.
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cialty beef products.4a The ads bore only the attribution, "Funded by
America's Beef Producers,"' generating a dispute over whether reason-
able onlookers would understand the speech as the government' s.42

All of the Justices agreed that private speakers can be compelled to
pay for government speech with which they disagree, emphasizing that
an effective government requires that taxpayers frequently fund govern-
ment speech with which they quarrel.43 The majority and dissent differed
vigorously, however, on the question whether government must identify
itself as the source of that speech in order successfully to assert the gov-
ernment speech defense to the plaintiffs' free speech claim. Their dis-
agreement largely turned on their varying assessments of the demands of
meaningful political accountability.

The Johanns majority found that government had no affirmative du-
ty to make clear its role as the message's source as a condition of claim-
ing the government speech defense. Instead, it highlighted two factors as
key to its characterization of the advertisements as government speech
exempt from free speech clause scrutiny: whether the government estab-
lished the overall message to be communicated, and whether the gov-
ernment approved, and thus controlled, the message ultimately dissemi-
nated.44 It thus found the promotional campaign to be government speech
based simply on the government's formal authorization and control of
the message at the time of its creation:

[T]he beef advertisements are subject to political safeguards more
than adequate to set them apart from private messages. The program
is authorized and the basic message prescribed by federal statute, and
specific requirements for the promotions' content are imposed by
federal regulations promulgated after notice and comment. The Sec-
retary of Agriculture, a politically accountable official, oversees the
program, appoints and dismisses the key personnel, and retains abso-
lute veto power over the advertisements' content, right down to the
wording. And Congress, of course, retains oversight authority, not to

40. Id. at 556.
41. Id. at 555.
42. Compare id. at 566 ("We have only the funding tagline itself, a trademarked term that,

standing alone, is not sufficiently specific to convince a reasonable factfinder that any particular beef
producer, or all beef producers, would be tarred with the content of each trademarked ad."), with id.
at 577-78 (Souter, J., dissenting) ("[R]eaders would most naturally think that ads urging people to
have beef for dinner were placed and paid for by the beef producers who stand to profit when beef is
on the table. No one hearing a commercial for Pepsi or Levi's thinks Uncle Sam is the man talking
behind the curtain. Why would a person reading a beef ad think Uncle Sam was trying to make him
eat more steak?").

43. See id. at 562 (majority opinion); id. at 574 (Souter, J., dissenting) ("The first point of
certainty is the need to recognize the legitimacy of government's power to speak despite objections
by dissenters whose taxes or other exactions necessarily go in some measure to putting the offensive
message forward to be heard. To govern, government has to say something, and a First Amendment
heckler's veto of any forced contribution to raising the government's voice in the 'marketplace of
ideas' would be out of the question.").

44. Id. at 562 (majority opinion).
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mention the ability to reform the program at any time. No more is re-
quired.

45

In contrast, dissenting Justice Souter would have required the gov-
ernment affirmatively to disclose its authorship to ensure that political
accountability remains a meaningful check on the government's com-
pelled subsidies of such speech:

It means nothing that Government officials control the message if
that fact is never required to be made apparent to those who get the
message, let alone if it is affirmatively concealed from them. The po-
litical accountability of the officials with control is insufficient, in
other words, just because those officials are allowed to use their con-
trol (and in fact are deliberately using it) to conceal their role from
the voters with the power to hold them accountable. Unless the puta-
tive government speech appears to be coming from the government,
its governmental origin cannot possibly justify the burden on the
First Amendment interests of the dissenters targeted to pay for it.46

Indeed, nowhere did the Johanns majority respond to Justice Sou-
ter's simple and key question: why not require government to identify
itself as the message's source--especially because labeling the familiar
"Beef, It's What's for Dinner" ads as "A Message of the U.S. Depart-
ment of Agriculture" rather than with the misleading "Funded by Amer-
ica's Beef Producers" demands very little from the government as a prac-
tical matter while providing considerable value in ensuring political ac-
countability. As Justice Souter stated:

Notably, the Court nowhere addresses how, or even whether, the
benefits of allowing government to mislead taxpayers by concealing
its sponsorship of expression outweigh the additional imposition on
First Amendment rights that results from it. Indeed, the Court de-
scribes no benefits from its approach and gives no reason to think
First Amendment doctrine should accommodate the Government's
subterfuge.47

This remains the great unanswered question in the Court's govern-
ment speech doctrine. This doctrine recognizes the inevitability of gov-
ernment speech: government must express itself to govern effectively.
Such government expression, moreover, serves valuable First Amend-
ment interests in enabling members of the public to identify and assess
their governments' priorities and thus inform their participation in self-
governance. But because government has no individual autonomy inter-

45. Id. at 563--64.
46. Id. at 578-79 (Souter, J., dissenting).
47. Id. at 579 n.8; see also id. ('The Court merely observes that no precedent requires the

Government to show its hand when it seeks to defend a targeted assessment by claiming government
speech. That is of course to be expected, since the government-speech doctrine is so new.
(citation omitted).

2010]



DENVER UNIVERSITY LAW REVIEW

est in self-expression, 8 government's expressive interests do not include
an interest in speaking without identifying itself as the speaker. If a mes-
sage's governmental source is obscured, moreover, political accountabil-
ity mechanisms provide no meaningful safeguard.

Recall that the majority in Rust displayed a similar disinterest in re-
quiring government to reveal itself as the speaker as a condition of claim-
ing the government speech defense, as the contested regulations there did
not insist on the disclosure of the expression's governmental origins.49

Instead, the doctors, nurses, and other clinic employees who provided the
counseling were advised to respond to abortion-related requests simply
by stating that "the project does not consider abortion an appropriate
method of family planning and therefore does not counsel or refer for
abortion." 50 Because patients may view health professionals as more
credible than the government on these matters, some may have been mis-
led into evaluating the counseling differently than they would have if the

51speakers had made clear its governmental source.

As in Johanns, the Rust majority also displayed a reluctance to con-
clude that listeners will mistakenly attribute what is actually the govern-
ment's own speech to a private party, noting only that nothing in the reg-
ulations "require[d] a doctor to represent as his own any opinion that he
does not in fact hold. . . . [A] doctor's silence with regard to abortion
cannot reasonably be thought to mislead a client into thinking that the
doctor does not consider abortion an appropriate option for her." 52 Re-
sisting any requirement that the government affirmatively identify itself
as the source of contested expression as a condition of claiming the gov-
ernment speech defense, the Court in Rust thus started down a troubling
path that it continues to follow to this day.

48. See Randall P. Bezanson, The Manner of Government Speech, 87 DENV. U. L. REV. 809,
816 (2010) ("[G]ovemment is a speaker that enjoys no individual liberty or free will, and whose
need to express itself is limited by a different constitutional role and duty."). In contrast, the Court
has recognized the First Amendment value of anonymous speech by private actors. See, e.g., McIn-
tyre v. Ohio Elections Comm'n, 514 U.S. 334, 336, 357 (1995) (striking down state ban on the
distribution of unsigned political leaflets).

49. Rust v. Sullivan, 500 U.S. 173, 180 (1991) (explaining that employees of clinics receiving
federal funding were "expressly prohibited from referring a pregnant woman to an abortion provider,
even upon specific request.").

50. Id. (citation omitted). Although the regulations did not require that the govemment be
identified as the message's source, the majority observed that "[niothing in [the Title X regulations]
requires a doctor to represent as his own any opinion that he does not in fact hold." Id. at 200.

51. See, e.g., Randall P. Bezanson & William G. Buss, The Many Faces of Government
Speech, 86 IOWA L. REV. 1377, 1394-96 (2001) (arguing that patients could mistakenly attribute the
government's views to their doctors); Robert C. Post, Subsidized Speech, 106 YALE L.J. 151, 174
(1996) (same).

52. See Rust, 500 U.S. at 200.
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C. A Doctrine Increasingly Untethered From Its Theoretical Founda-
tions

The Court compounded this flaw in Garcetti v. Ceballos,53 where it
dramatically expanded government's ability to claim speech as its own.
There the Court considered a First Amendment challenge by a prosecutor
disciplined for his internal memorandum that criticized a police depart-
ment affidavit as including serious misrepresentations.54 Citing earlier
cases in which it had distinguished government's own speech from that
of private parties, the Court held that "[riestricting speech that owes its
existence to a public employee's professional responsibilities does not
infringe any liberties the employee might have enjoyed as a private citi-
zen. It simply reflects the exercise of employer control over what the
employer itself has commissioned or created. ' 5 The Court thus created a
bright-line rule that essentially treats public employees' speech delivered
pursuant to their official duties as the government's own speech that it
has bought with a salary and thus may control free from First Amend-
ment scrutiny.56 Justice Souter's dissent, in contrast, resisted the major-
ity's bright-line rule as "portend[ing] a bloated notion of controllable
government speech. 57

As discussed extensively elsewhere,58 Garcetti empowers the gov-
ernment to punish public employees simply for doing their jobs when
those workers have been hired to flag hazards and improprieties. For this
reason, Garcetti has had the most real-world impact of the Court's gov-
ernment speech decisions to date, as lower courts now routinely rely on it
to dispose of the constitutional claims of government workers fired after
making job-required reports of illegal or dangerous conditions despite
the great value of such speech to the public. 59 The outcomes in these
cases now turn not on the public's interest in the expression, nor on any
injury to the government employer, but instead simply on whether the
contested speech falls within the plaintiff's job duties.

53. 547 U.S. 410 (2006).
54. Id. at 413-14.
55. Id. at 421-22 (citing Rosenberger v. Rector & Visitors of Univ. of Va., 515 U.S. 819, 833

(1995) ("[W]hen the government appropriates public funds to promote a particular policy of its own
it is entitled to say what it wishes.")).

56. See Garcetti, 547 U.S. at 421-22. The Garcetti majority left open the possibility that
public educators' speech that raises issues of academic freedom might be subject to a different
standard. Id. at 425 ("We need not, and for that reason do not, decide whether the analysis we con-
duct today would apply in the same manner to a case involving speech related to scholarship or
teaching.").

57. Id. at 438 (Souter, J., dissenting).
58. Helen Norton, Constraining Public Employee Speech: Government's Control of Its Work-

ers' Speech to Protect Its Own Expression, 59 DUKE L.J. 1 (2009) (arguing that the First Amend-
ment should be understood to permit government to claim as its own-and thus control as govern-
ment speech free from First Amendment scrutiny-only the speech of public employees that it has
specifically hired to deliver a particular viewpoint that is transparently governmental in origin and
thus open to the public's meaningful credibility and accountability check).

59. See id. at 14-15 (canvassing examples).
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Consider, as just one example, the Ninth Circuit's decision in Hup-
pert v. City of Pittsburg.60 The court there applied Garcetti to hold that
the First Amendment does not protect police officers from punishment
based on their truthful testimony before a grand jury investigating possi-
ble police department corruption because such testimony occurs pursuant
to their official duties and is thus subject to their government employer's
control.6'

The Seventh Circuit's decision in Fairley v. Andrews62 further dem-
onstrates the point. There the plaintiff prison guards alleged that they had
suffered threats and assaults because of their reports that other guards
regularly beat prisoners without justification.63 After Garcetti, Judge
Easterbrook concluded, the First Amendment offers the plaintiffs no pro-
tection because their jobs required them to flag prisoner maltreatment:
"Since the General Orders require guards to report misconduct by their
colleagues, the guards' reports are not part of the freedom of speech-
and how the sheriff responds is a question for statutes, regulations, and
wise management rather than the Constitution." 64 Just as unsuccessful
were the plaintiffs' efforts to escape Garcetti by arguing that their jobs
actually-although unofficially-required a code of silence, which they
broke with their reports of misconduct:

Garcetti applies to job requirements that limit, as well as those that
require, speech. Suppose the Jail put a guard in charge of maintaining
a bulletin board, instructing him to post only materials that relate to
workplace safety. If the guard puts up something on a different topic,
or fails to put up anything, the management may discipline the guard
without encountering an objection under the first amendment ....
And Garcetti can't be limited to 'good' workplace requirements ....
The purported code of silence is a ban on filing complaints about
guard-on-inmate violence. Such a policy might be foolish; it might
expose the County to other lawsuits; but it does not offend the first
amendment .... 65

In short, Garcetti operates to the detriment of public employees who
challenge government corruption or otherwise speak out on matters of
significant public interest. It thus illustrates the absurd results generated
by the Court's doctrine-a doctrine now increasingly unmoored from its

60. 574 F.3d 696 (9th Cir. 2009).
61. Id. at 708-09. The circuits are currently split on this issue. The Third Circuit held that the

First Amendment still protects police officers' truthful testimony even after Garcetti on the grounds
that such testimony is their duty as citizens as well as police officers. Reilly v. City of Atlantic City,
532 F.3d 216, 231 (3d Cir. 2008) ("[The act of offering truthful testimony is the responsibility of
every citizen, and the First Amendment protection associated with fulfilling that duty of citizenship
is not vitiated by one's status as a public employee.").

62. 578 F.3d 518 (7th Cir. 2009).
63. Id. at 520-21.
64. Id. at 522.
65. Id. at 523 (citations omitted).
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theoretical underpinnings, as it fails to recognize the constitutional value
of government speech as rooted entirely in its ability to enhance, rather
than frustrate, government's accountability to its electorate.

D. Finally, An Easy Government Speech Case-But Questions Remain

This brings us to Pleasant Grove City v. Summum, 66 the first case in
which the Court was unanimous in characterizing contested speech as the
government's. The City of Pleasant Grove's Pioneer Park contained "15
permanent displays, at least 11 of which were donated by private" parties
and which included "an historic granary, a wishing well, the City's first
fire station, a September 1 1 monument, and a Ten Commandments mo-
nument donated by the Fraternal Order of Eagles in 1971. " 67 Summum, a
religious organization, requested permission to donate and erect a stone
monument in the park similar in size to the Ten Commandments monu-
ment but instead featuring the Seven Aphorisms of Summum (a series of
statements that Summum adherents believe that God gave to Moses).68

The City denied the request, claiming that it had made the expressive
choice to accept only monuments that either directly related to the town's
history or were donated by groups with longstanding ties to the commu-
nity.69 The plaintiffs asserted that the various park monuments instead
represented the expression of the private speakers who donated them.7 °

Government and private parties thus both lay expressive claim to the
same speech. When the City denied its request, Summum sued, alleging
that the City's rejection of its monument violated the U.S. Constitution's
free speech clause.71

A unanimous Court found this easily characterized as government
speech: "There may be situations in which it is difficult to tell whether a
government entity is speaking on its own behalf or is providing a forum
for private speech, but this case does not present such a situation. Perma-

66. 129 S. Ct. 1125 (2009).
67. Id. at 1129.
68. Id. at 1129-30.
69. Id. at 1130.
70. See id. at 1131.
71. Id. Summum also alleged that the City violated the Free Speech and Establishment Claus-

es of the Utah Constitution. Complaint In 31-39, Summum v. Pleasant Grove City, No.
2:05CV00638 DB, 2005 WL 2918243, (D. Utah July 29, 2005). However, neither of these claims
were raised on appeal. Summum v. Pleasant Grove City, 483 F.3d 1044, 1048 n.3 (10th Cir. 2007).
Although the plaintiff had a number of strategic motivations, this decision can be explained in large
part by the fact that prevailing on an establishment clause claim would result in the removal of the
Ten Commandments monument, rather than requiring the inclusion of Summum's monument. See
Bernadette Meyler, Summum and the Establishment Clause, 104 Nw. U. L. REV. COLLOQUY 95, 95
(2009), http://www.law.northwestern.edulawreview/colloquy/2009/32/LRCol2009n32Meyler.pdf;
Nelson Tebbe, Privatizing and Publicizing Speech, 104 Nw. U. L. REV. COLLOQUY 70, 73 (2009),
http://www.law.northwestem.eduAawreview/colloquy/2009/30/LRCo]12009n3OTebbe.pdf.
Although the Court thus considered only the free speech clause claim, the potential establishment
clause issues proved distracting to many. Indeed, Justice Scalia concurred separately to emphasize
his view that the city's display of the Ten Commandments did not violate the Establishment Clause.
Summum, 129 S. Ct. at 1139-40 (Scalia, J., concurring).
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nent monuments displayed on public property typically represent gov-
ernment speech. 72  Although the Justices continued to divide over
whether government must affirmatively identify itself as a message's
source to claim the government speech defense, all agreed that the ex-
pression at issue satisfied their various tests for government speech.

Justice Alito's majority opinion, for example, relied on a number of
rationales in characterizing the contested speech as the government's. At
times, he focused on the Johanns "establishment and control" factors:

[T]he City has 'effectively controlled' the messages sent by the mo-
numents in the Park by exercising 'final approval authority' over
their selection. The City has selected those monuments that it wants
to display for the purpose of presenting the image of the City that it
wishes to project to all who frequent the Park; it has taken ownership
of most of the monuments in the Park, including the Ten Command-
ments monument that is the focus of respondent's concern; and the
City has now expressly set forth the criteria it will use in making fu-
ture selections.

73

The majority, however, also noted that observers would likely at-
tribute the expression to the city, 74 thus satisfying the test preferred by a
number of the concurring justices.75 More specifically, the majority noted
that historical context,76 longstanding government practice, 77 and the
monuments' location on the city's own property78 served as cues 79 that

72. Summum, 129 S. Ct. at 1132.
73. Id. at 1134 (quoting Johanns v. Livestock Mktg. Assn., 544 U.S. 550, 560-61 (2005))

(citation omitted).
74. Summum, 129 S. Ct. at 1134 ("[T]he City took ownership of that monument and put it on

permanent display in a park that it owns and manages and that is linked to the City's identity. All
rights previously possessed by the monument's donor have been relinquished. The City's actions
provided a more dramatic form of adoption than the sort of formal endorsement that respondent
would demand, unmistakably signifying to all Park visitors that the City intends the monument to
speak on its behalf.").

75. See id. at 1142 (Souter, J., concurring) ("[T]he best approach that occurs to me is to ask
whether a reasonable and fully informed observer would understand the expression to be govern-
ment speech, as distinct from private speech the government chooses to oblige by allowing the
monument to be placed on public land.").

76. See id. at 1132-33 (majority opinion) ("Governments have long used monuments to speak
to the public. Since ancient times, kings, emperors, and other rulers have erected statues of them-
selves to remind their subjects of their authority and power. Triumphal arches, columns, and other
monuments have been built to commemorate military victories and sacrifices and other events of
civic importance.").

77. See id. at 1133 ("We think it is fair to say that throughout our Nation's history, the general
government practice with respect to donated monuments has been one of selective receptivity.").

78. See id. ("Just as government-commissioned and government-financed monuments speak
for the government, so do privately financed and donated monuments that the government accepts
and displays to the public on government land. It certainly is not common for property owners to
open up their property for the installation of permanent monuments that convey a message with
which they do not wish to be associated. And because property owners typically do not permit the
construction of such monuments on their land, persons who observe donated monuments routinely-
and reasonably-interpret them as conveying some message on the property owner's behalf. In this
context, there is little chance that observers will fail to appreciate the identity of the speaker.").
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signaled the expression's governmental source to onlookers. 80 In so do-
ing, however, the majority again failed to tie its rationale to any discus-
sion of the value of government speech in informing the public about its
government in a way that enhances political accountability, even as it
acknowledged-but declined to address-the "legitimate concern that
the government speech doctrine not be used as a subterfuge for favoring
certain private speakers over others based on viewpoint."8'

Perhaps Summum was unanimous because the objectionable conse-
quences of a contrary ruling were so clear as a pragmatic matter. 82 New
York City, as just one example, would otherwise face a choice of declin-
ing France's offer of the Statue of Liberty or instead accepting it so long
as it accepted all other offers of statues of a similar size and nature.83 To
be sure, pragmatism often drives the Court's First Amendment doc-
trine.84 It has done so very inconsistently, however, in the government

79. See Helen Norton, The Measure of Government Speech: Identifying Expression's Source,
88 B.U. L. REV. 587, 607-09 (2008) (describing how onlookers use a variety of "source cues" to
determine a message's origins).

80. Although concurring Justices Stevens, Souter, Ginsburg, and Breyer made clear their
resistance to a bright-line rule that public monuments always constitute government speech, they
agreed that, under these particular circumstances, reasonable observers would understand the mo-
numents to reflect the city's own expression. See Summum, 129 S. Ct. at 1139 (Stevens, J., concur-
ring) ("Nor is it likely, given the near certainty that observers will associate permanent displays with
the governmental property owner, that the government will be able to avoid political accountability
for the views that it endorses or expresses through this means."); id. at 1141 (Souter, J., concurring)
("And although the government should lose when the character of the speech is at issue and its
governmental nature has not been made clear, I also agree with the Court that the city need not
satisfy the particular formality urged by Summum .. ") (citation omitted).

81. Id. at 1134 (majority opinion); see also Erwin Chemerinsky, Moving to the Right, Perhaps
Sharply to the Right, 12 GREEN BAG 2d 413, 426-27 (2009) (expressing concern that Summum will
permit governments to adopt demonstrations as their own on the basis of viewpoint and thus engage
in "blatantly unconstitutional form[s] of viewpoint discrimination.... Perhaps a distinction could be
drawn between permanent monuments, as in Summum, and transitory speech, such as demonstra-
tions. It is impossible to explain, though, why this is a distinction that would matter under the First
Amendment.").

82. See Summum, 129 S. Ct. at 1134 ("Requiring all of these jurisdictions [that have accepted
monuments without such formal declarations] to go back and proclaim formally that they adopt all
of these monuments as their own expressive vehicles would be a pointless exercise that the Constitu-
tion does not mandate."); id. at 1138 (describing how government entities required to maintain
viewpoint neutrality in their selection of donated monuments must either "'brace themselves for an
influx of clutter' or face the pressure to remove longstanding and cherished monuments") (citation
omitted).

83. See id. at 1137-38. For a powerful example of the pragmatic effects of a ruling to the
contrary, see Mary Jean Dolan, Why Monuments are Government Speech: The Hard Case of Pleas-
ant Grove City v. Summum, 58 CATH. U. L. REV. 7, 10 & n.18 (2008) (detailing efforts by opponents
of gay rights to donate a monument to hate crime victim Matthew Shepard to the city of Laramie,
proclaiming that Matthew "[e]ntered hell October 12, 1998, in defiance of God's Warning").

84. See Edward J. Eberle, Practical Reason: The Commercial Speech Paradigm, 42 CASE W.
REs. L. REV. 411, 415 (1992) ("Pragmatism further advocates solutions to First Amendment prob-
lems through careful, contextual, pragmatic reasoning."); Richard A. Posner, Pragmatism Versus
Purposivism in First Amendment Analysis, 54 STAN. L. REV. 737, 739 (2002) ("[Tlhe constitutional
law of free speech seems on the whole, though certainly not in every respect, to be a product of the
judges' (mainly they are United States Supreme Court Justices) trying to reach results that are rea-
sonable in light of their consequences."); Lawrence Rosenthal, First Amendment Investigations and
the Inescapable Pragmatism of the Common Law of Free Speech 10 (Chapman Univ. Sch. of Law
Legal Studies Research Paper Series, Paper No. 09-36, 2009), available at
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speech context. For example, the Johanns majority's refusal to require
the disclosure of expression's governmental origins as a condition of
claiming the defense makes no pragmatic sense, in that such transpar-
ency demands very little from the government as a practical matter while
providing considerable value in ensuring meaningful political account-
ability. And although the Garcetti decision is fueled by pragmatic con-

85cerns related to public agency governance, it also imposes disastrous
pragmatic consequences with respect to public access to government
workers' reports of corruption and threats to health and safety.86 The
Court's government speech doctrine thus seems unmoored not only from
a principled commitment to the role of government speech in enhancing
government's accountability to the public, but also from pragmatic con-
cerns as well. The majority simply appears to defer to the government, as
it has yet to deny government's claim to contested speech as its own.87

Rather than simply acquiesce to government's claim to speech as its
own, the Court should instead require a government entity seeking to
claim the government speech defense to establish that it expressly
claimed the speech as its own when it authorized the communication and
that onlookers understood the speech to be the government's at the time
of its delivery, thus maximizing the public's ability to engage in mean-
ingful political accountability measures as well as in undeceived assess-
ments of the message's credibility.88 This is a relatively easy problem to
solve, both doctrinally and technologically, should the Court have the
will to do so. The next Subpart explores the possibility that emerging
government speech challenges will place additional pressure on the

http://papers.ssm.com/sol3/papers.cfm?abstract id=1481478## ("[In First Amendment jurispru-
dence, pragmatic balancing is inescapable."). But see Eugene Volokh, Pragmatism v. Ideology in
Free Speech Cases, 99 Nw. U. L. REV. 33, 34 (2004) (discussing "the weakness of the turn from
principle to pragmatism"); R. George Wright, Pragmatism and Freedom of Speech, 80 N.D. L. REV.
103, 104 (2004) (stating that pragmatic approaches "ultimately tend to drain the life from our most
adequate and circumstantially appropriate moral vocabularies and cannot properly account for virtu-
ally all the class free speech values, aims, and purposes").

85. See Lawrence Rosenthal, The Emerging First Amendment Law of Managerial Preroga-
tive, 77 FORDHAM L. REV. 33, 38 (2008).

86. See Norton, supra note 58, at 14-15, 30-34.
87. In the four decisions characterized to date by the Court as involving competing govern-

mental and private claims to the same speech-Rust, Johanns, Garcetti, and Summum-the Court
characterized contested speech as the government's own speech so that government could control its
content free from First Amendment scrutiny.

88. See Norton, supra note 79, at 599; see also id. ("[Giovernment can establish its entitle-
ment to the government speech defense only when it establishes itself as the source of that expres-
sion both as aformal and as a functional matter. In other words, government must expressly claim
the speech as its own when it authorizes or creates a communication and onlookers must understand
the message to be the government's at the time of its delivery.") (emphasis added). For other com-
mentators' thoughtful discussion of these and related issues, see, e.g., Randall P. Bezanson & Wil-
liam G. Buss, The Many Faces of Government Speech, 86 IOWA L. REV. 1377 (2001); Caroline Mala
Corbin, Mixed Speech: When Speech is Both Private and Governmental, 83 N.Y.U. L. REV. 605
(2008); Leslie Gielow Jacobs, Who's Talking? Disentangling Government and Private Speech, 36 U.
MICH. J.L. REFORM 35 (2002); Gia B. Lee, Persuasion, Transparency, and Government Speech, 56
HASTINGS L.J. 983 (2005).

[Vol. 87:4



GOVERNMENT SPEECH 2.0

Court to reconsider and perhaps refine its approach to government
speech disputes.

E. What's Next: Increasing Pressure for Doctrinal Change

Because the Supreme Court has yet to articulate a clear rule for
parsing government from private speech-much less one that insists on
meaningful political accountability to check the government's expressive
choices-lower courts continue to indicate frustration with the Court's
doctrine in this area. Indeed, a number of circuit courts of appeal have
declined to take the easy bait offered by the Court simply to defer to
government claims to contested speech as its own. Moreover, they ap-
pear reluctant to embrace the Court's focus on government's establish-
ment and control of contested expression largely because of its troubling
implications that the more government controls speech, the more speech
it will be permitted to control-a proposition that seems inimical to First
Amendment values. 89

For example, several circuit courts continue to apply a four-factor
test for parsing government from private speech-a test cobbled together
before the Court's more recent government speech cases. Under this ap-
proach, courts examine the purpose of the contested program, the degree
of editorial control exercised by public or private entities, the identity of
the "literal" speaker, and whether public or private entities bear "ultimate
responsibility" for the expression.90 Although circuit courts long failed to
identify the theoretical justification underlying this test,91 they now more
helpfully explain these factors as proxies for determining a reasonable
onlooker's attribution of the speech to the government or private parties,
and thus for the public's meaningful ability to hold the government ac-
countable for its expression.

Consider, more specifically, the ongoing controversy over whether
certain specialty license plates-such as those featuring the message
"Choose Life"-reflect the speech of the state (and thus entirely within
the government's control) or of the car owners (and thus subject to First

89. See Sutliffe v. Epping Sch. Dist., 584 F.3d 314, 337 (1st Cir. 2009) (Torruella, J., dissent-
ing) ("The majority's position has the potential of permitting a governmental entity to engage in
viewpoint discrimination in its own governmentally-owned channels so long as the governmental
entity can cast its actions as its own speech after the fact. What is to stop a governmental entity from
applying the doctrine to a parade? Or official events? It is nearly impossible to concoct examples of
viewpoint discrimination on government channels that cannot otherwise be repackaged ex post as
government speech."') (citations omitted).

90. See Planned Parenthood of S.C. Inc. v. Rose, 361 F.3d 786, 792-800 (4th Cir. 2004)
(applying a four-factor test to conclude that specialty license plates were better characterized as
private, rather than governmental speech; thus, the First Amendment did not permit government to
exclude messages based on viewpoint); see also Wells v. City and County of Denver, 257 F.3d 1132,
1141-44 (10th Cir. 2001) (applying a four-factor test to conclude that a specific holiday display on
public property constituted government speech; thus, Plaintiff had no First Amendment right to add
to the display).

91. See Norton, supra note 79, at 597-99.
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Amendment protections). 92 Such disputes continue to trouble lower
courts, which increasingly suggest the need for a government speech
doctrine that attends to government's meaningful accountability to the
public for its expressive choices. Indeed, a number of circuit courts
largely ignore the "establishment and control" factors emphasized by the
Supreme Court majority in Johanns,93 preferring instead a test that ap-
pears more akin to Justice Souter's dissent in Johanns and his concurring
opinion in Summum 94 that focuses on the perceptions of reasonable on-
lookers. The Seventh Circuit, for example, applied a four-factor test,
urging that it "be distilled (and simplified) by focusing on the following
inquiry: Under all the circumstances, would a reasonable person consider
the speaker to be the government or a private party?, 95 The court then
concluded that onlookers would attribute specialty license plate messages
to private, rather than public, speakers. 96

More recently, the Eighth Circuit summarily distinguished the Su-
preme Court's decision in Summum 97 and instead emphasized: "Our
analysis boils down to one key question: whether, under all the circum-
stances, a reasonable and fully informed observer would consider the
speaker to be the government or a private party."98 In "concluding that a
reasonable and fully informed observer would consider the speaker to be
the organization that sponsors and the vehicle owner who displays the
specialty license plate," 99 it thus joined the Fourth, Seventh, and Ninth
Circuits in stressing the importance of government's transparent identifi-
cation of speech as its own to ensure the government's meaningful po-
litical accountability for its expressive choices.' °° Only the Sixth Circuit

92. Adam Liptak, Is That Plate Speaking For the Driver Or the State?, N.Y. TIMES, April 28,
2009, at A12, available at http://www.nytimes.com/2009/04/28/us/28bar.html ("[Tihe volume of
litigation on this question and the doctrinal free-for-all it has given rise to in the lower courts have
convinced many legal scholars that the court must soon step in.").

93. See Scott W. Gaylord, Licensing Facially Religious Government Speech: Summum's
Impact on the Free Speech and Establishment Clauses, 8 FIRST AMEND. L. REv. 315 (discussing
lower courts' resistance to the Supreme Court's emphasis on establishment and control in Summum
and Johanns).

94. See Pleasant Grove City v. Summum, 129 S. Ct. 1125, 1142 (Souter, J., concurring)
("[T]he best approach that occurs to me is to ask whether a reasonable and fully informed observer
would understand the expression to be government speech, as distinct from private speech the gov-
ernment chooses to oblige by allowing the monument to be placed on public land.").

95. Choose Life Ill., Inc. v. White, 547 F.3d 853, 863 (7th Cir. 2008), cert. denied, 130 S. Ct.
59 (2009).

96. Id. at 863-64.
97. Roach v. Stouffer, 560 F.3d 860, 868 n.3 (8th Cir. 2009) ("We deal here with a much

different issue [than that in Summum]: whether specialty license plates on privately-owned vehicles
communicate government speech. Unlike monuments displayed in public parks, specialty license
plates that advertise the name or motto of a private organization facilitate expressive conduct on the
part of the organization and its supporters, not the government.").

98. Id. at 867.
99. Id.

100. See White, 547 F.3d at 863; Ariz. Life Coalition Inc. v. Stanton, 515 F.3d 956, 964-65
(9th Cir. 2008), cert. denied, 129 S. Ct. 56 (2008); Planned Parenthood of S.C. Inc. v. Rose, 361
F.3d 786, 795-96 (4th Cir. 2004) ("he government speech doctrine was not intended to authorize
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has yet applied the Johanns establishment and control factors to conclude
that "Choose Life" specialty plates are the government's own speech
exempt from First Amendment scrutiny.'0'

As the foregoing illustrates, the most difficult government speech
cases generally involve some forms of collaboration or interaction be-
tween government and private speakers in contexts that create doubt
about the source of contested expression.102 These controversies will
likely increase in number with government's growing use of Web 2.0
networked technologies that facilitate interactivity and collaboration at
speeds and scales heretofore unimagined.10 3 Emerging challenges involv-
ing government's use of contemporary expressive technologies may thus
put additional pressure on the Court to reconsider its resistance to a re-
quirement that the government affirmatively identify itself as the source
of contested expression as a condition of claiming the government
speech defense. °" The next Part explores the contexts in which such dis-
putes may arise, and offers suggestions for their resolution.

cloaked advocacy that allows the State to promote an idea without being accountable to the political
process.").

101. Am. Civil Liberties Union of Tenn. v. Bredesen, 441 F.3d 370, 380 (6th Cir. 2006), cert.
denied, 548 U.S. 906 (2006). For a discussion of circumstances under which specialty license plates
might accurately be characterized as the government's own speech, see Helen Norton, Shining a
Light on Democracy's Dark Lagoon, 61 S. CAR. L. REV. 535, 537-42 (2010).

102. Similar disputes involve determinations of whether the government's decision to accept
and recognize services from some private entities and not others reflects the government's own
expressive act, or whether such discretionary recognition is better understood as viewpoint-based
discrimination against private speakers. See, e.g., Michael Cooper, In Missouri, a Free Speech Fight
Over a Highway Adoption, N.Y. TIMES, June 21, 2009, at A14, available at
http://www.nytimes.con2009/06/21/us/2highway.html (describing controversy over neo-Nazi
groups' efforts to adopt a stretch of state highway with recognition in a state adopt-a-highway sign);
Posting of Robert Mackey & Ashley Southall to The Lede Blog, http://thelede.blogs.nytimes.com
2009/03/311kfc-and-peta-vie-to-fix-potholes/ (March 31, 2009, 4:58 EST) (describing Louisville's
willingness to accept pothole paving funded by and featuring advertising of Kentucky Fried Chicken
but rejecting similar offer by People for the Ethical Treatment of Animals).

103. As discussed more extensively infra, at least one circuit court judge has resisted the appli-
cation of the Court's current approach to disputes involving government's use of networked tech-
nologies. See Sutliffe v. Epping Sch. Dist., 584 F.3d 314, 337-38 (1st Cir. 2009) (Torruella, J.,
dissenting) ("What is lacking in this 'recently minted' area of the law are any limiting principles.
The majority extends the discrimination-as-govemment-speech doctrine to links on a government
website.... [l]n the present case the majority extends the doctrine to a situation where, in my view,
it was not clear that the government was engaging in speech at the time it was acting, and only
justified its actions after the fact.") (citations omitted).

104. That the Court has now recognized the great instrumental value of requiring the disclosure
of a message's author in the campaign finance context further suggests the possibility that it may be
open to the possibility of such a requirement in the government speech context as well. See Citizens
United v. Fed. Election Comm'n, 130 S. Ct. 876, 916 (2010) ("The First Amendment protects politi-
cal speech; and disclosure permits citizens and shareholders to react to the speech of corporate
entities in a proper way. This transparency enables the electorate to make informed decisions and
give proper weight to different speakers and messages.").
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PART 11: A NEW GOVERNMENT SPEECH DOCTRINE FOR THE NEW
GOVERNMENT SPEECH

A. A Typology of Emerging Expressive Technologies Used by Govern-
ment

In our information age, governmental use of networked technolo-
gies to express its views is as valuable as it is necessary. Today, the effi-
cacy of government expression depends upon government's use of net-
worked technologies, such as websites, links, social network sites, blogs,
virtual worlds, video-sharing sites, and other online platforms. 0 5 The
public spends much of its time online and often expects government to
interact with it through a variety of social media.'0 6 Through its online
expression, government provides the public with valuable information
about government opinions. Not only might members of the public find
these views helpful in developing their own positions, but they also learn
much more about their elected officials' values and priorities. This helps
inform the public's views on whether those officials should be re-elected
or replaced.

In recognition of this reality, governments increasingly embrace a
wide variety of networked technologies to communicate with the public.
These include the static communicative technologies of Web 1.0 as well
as more interactive platforms characteristic of Web 2.0.107 By mapping
such technologies' transparency and interactivity, 10 8 this section offers a
typology that may be helpful in identifying when government speaks for
itself and when it instead should be understood as providing a forum for
others' speech-determinations that trigger very different First Amend-
ment consequences.

105. For a thoughtful discussion of the value of such speech, see Mary Jean Dolan, The Special
Public Purpose Forum and Endorsement Relationships: New Extensions of Government Speech, 31
HASTINGS CONST. L.Q. 71, 132-34 (2004).

106. Pew Internet & American Life Project recently reported that "37% of social network site
users expect... updates" from the Obama Administration via social network sites and 34% expect
to hear from the Administration via email. AARON SMITH, PEW INTERNET & AMERICAN LIFE
PROJECr MEMO, POST-ELECrION VOTER ENGAGEMENT 1 (2008), http://www.pewinternet.org/-/
media//Files/Reports/2008/PIP VoterEngagement2008.pdf.pdf; see also AARON SMITH, THE
INTERNET'S ROLE IN CAMPAIGN 2008 (2009), http://www.pewinternet.org/-/media//Files/Reports/
2009/The_lnternetsRole in Campaign_2008.pdf (documenting the public's avid involvement in
the 2008 campaign).

107. See, e.g., Tim O'Reilly, Web 2.0: A Compact Definition, http://radar.oreilly.coml2005/10/
web-20-compact-definition.html (Oct. 1, 2005) ("Web 2.0 is the network as platform, spanning all
connected devices; Web 2.0 applications are those that make the most of the intrinsic advantages of
that platform: delivering software as a continually-updated service that gets better the more people
use it, consuming and remixing data from multiple sources, including individual users, while provid-
ing their own data and services in a form that allows remixing by others, creating network effects
through an 'architecture of participation,' and going beyond the page metaphor of Web 1.0 to deliver
rich use experiences.").

108. As Timothy Wu observes, Internet "applications can and do vary dramatically. To the
user, the Internet comes in many incarnations-email, the World Wide Web, ICQ, and more. A
singular model of Internet usage has become too small to capture the dramatic diversity of today's
Internet." Wu, supra note 19, at 1163.
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1. Transparent Non-Interactive Technologies

Governments use the Internet and related technologies to express
themselves in a wide range of non-interactive ways. All or parts of most
governmental websites provide the public with information authored
solely by the government with no means for the public to contribute
ideas. Certain government blogs do the same, informing the public about
policy and recent news without permitting anyone to comment on
posts.' °9 Government officials use micro blogging services such as Twit-
ter to provide information to interested readers, who cannot respond di-
rectly to governmental Tweets directly," 0 and agencies similarly send
text messages to interested members of the public."'

Consider some examples. The Department of Homeland Security's
(DHS) website provides the public with a plethora of information about
its work and policies.' 2 It provides hyperlinks 3 to other websites and
allows readers to subscribe to its news feeds and receive emails concern-
ing updates to the site. 14 It does not, however, permit the public to com-
ment on posted stories or to interact with DHS officials online. The web-
site features the DHS's views only.

The White House website similarly publishes a dizzying array of in-
formation, from the membership of Federal advisory committees to the
names of everyone who visits the White House offices. 15 It hosts live
webcasts of the President's speeches.' 16 It sponsors eight blogs, including
the Open Government Blog, the Office of Public Engagement Blog, and
the White House Blog." 7 While the blogs update the public on news,
policy discussions, and other matters, nearly all omit a comment func-

109. Steve Towns, Four Questions for Beth Noveck, GOVERNMENT TECHNOLOGY, July 2009,
at 12, available at http://digitalmag.govtech.comIGT/GTMag_JulO9.pdf.

110. Interview by Scott Simon with Justin Cohen, U.S. State Dep't (Oct. 17, 2009) (transcript
available at http://www.npr.orgltemplates/transcriptltranscript.phpstoryld=113876776). Twitter
"[ulsers ... can create . . . account[s] to send messages of up to 140 characters to other Twitter
subscribers." Helle C. Dale, Public Diplomacy 2.0: Where the U.S. Government Meets "New Me-
dia," BACKGROUNDER (The Heritage Found.), Dec. 8, 2009, at 9. "Tweets are usually received as
text messages on cell phones, often directing followers to lengthier content viewable on the sender's
Twitter Web page." Id.

111. See Dale, supra note 110, at 4 (explaining that State Department sent out text messages of
President Obama's speech in Cairo to U.S. and non-U.S. citizens); id. at 9 ("The Food and Drug
Administration, for instance, issues food recalls via Twitter.").

112. See Department of Homeland Security, About the Department, http://www.dhs.gov/
xabout/index.shtm (last visited June 1, 2010).

113. A hyperlink is a "reference to a document that the reader can directly follow" via the
World Wide Web. Wikipedia, Hyperlink, http://en.wikipedia.orglwikilHyperlink (last visited June 1,
2010).

114. Department of Homeland Security, Preparedness, Response & Recovery,
http://www.dhs.gov/files/prepresprecovery.shtm (last visited June 1, 2010).

115. The White House, http://www.whitehouse.gov (last visited June 1, 2010).
116. Dale, supra note I 10, at 4.
117. See, e.g., The White House Blog, http://www.whitehouse.gov/blog (last visited June 1,

2010).
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tion." 8 The website thus does not permit public interaction, and the on-
line messages are clearly the White House's alone.

Such non-interactive Web 1.0 technologies-which constitute the
majority of online government speech-permit readers to identify a mes-
sage's governmental source. Governmental websites and blogs use the
".gov" top-level domain name, which is available only to governmental
entities and thus makes clear the government's authorship of the online
expression." 9 When governments use micro-blogging services such as
Twitter, they use "verified" accounts, which authenticate that they ema-
nate from government.1 20 Such technologies' transparency is enhanced
both because they offer the technical means for clearly identifying the
message's governmental source and because their non-interactive nature
avoids the complications in identifying expression's source often created
when multiple speakers participate.

2. Transparent Interactive Technologies

Governments also employ various Web 2.0 platforms that allow the
public to interact with them. Government officials and agencies use mi-
cro blogging services that permit government users to send messages to
subscribers while allowing subscribers to respond to government users'
posts. Government officials and agencies also interact with the public
through social network sites,121 exchanging information through wall
postings, photographs, videos, and the like. 22 They host blogs that per-
mit the public to post comments. 23 They sponsor channels on video-
sharing sites such as YouTube where they post videos and invite sub-

118. The White House-sponsored Office of Science and Technology policy has a blog that has
comments, thus falling in the moderately interactive/highly transparent category.

119. Wikipedia, .gov, http://en.wikipedia.org/wiki/.gov (last visited June 1, 2010) (explaining
that the domain name "[.]gov is a sponsored top-level domain (sTLD) in the Domain Name System
of the Internet. The name is derived from government, indicating its restricted use by government
entities in the United States"). The General Services Administration (GSA), an independent agency
of the United States federal government, administers the .gov domain name. Id.

120. For instance, Governor Schwarzenegger's Twitter account includes his picture and ex-
plains that it is a verified account, which links to the Governor's official .gov website. Gov. Schwar-
zenegger (Schwarzenegger) on Twitter, http://twitter.com/Schwarzenegger?utm_medium=email&
utm_source=follow&utm-campaign=twitter2008O331162631 (last visited June 1, 2010). This is not
to suggest that Twitter accounts can never be spoofed, but instead that the public can have some
assurance that the government is indeed speaking.

121. Dale, supra note 110, at 7 (explaining that the top five government Facebook pages fre-
quented by the public are The White House, U.S. Marine Corps, U.S. Army, U.S. Centers for Dis-
ease Control, and the State Department).

122. Citron, supra note 11, at 6.
123. As defined by Wikipedia:

A blog... is a type of website or part of a website. Blogs are usually maintained by an
individual with regular entries of commentary, descriptions of events, or other material
such as graphics or video. Entries are commonly displayed in reverse-chronological or-
der .... The ability of readers to leave comments in an interactive format is an important
part of many blogs.

Wikipedia, Blog, http://en.wikipedia.org/wikilBlog (last visited June 1,2010).
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scribers to comment on those videos and post their own content. They
use virtual worlds like Second Life to interact with the public. 124

Although these platforms are interactive, they facilitate transpar-
ency in two important ways: they identify the government as the speaker,
and, at the same time, they verify the identities of government speakers

First, the various sites' architecture clearly signals that expression
has been authored by the government. A social network profile, for in-
stance, appears like a virtual office (or home), where one can click vari-
ous pages to gain access to a governmental subscriber's photographs,
wall postings, videos, and the like. When perusing a government agen-
cy's Facebook Fan Page, 125 one can view the agency's videos, join live
chats with a government official, and see links to websites that the agen-
cy endorses. If government fans or friends post comments, videos, or
photographs, fans' or friends' names and icon-sized images 1 6 appear
alongside their messages.12 7 Given the design of such social network
sites, blogs, and video-sharing sites, readers can easily identify the gov-
ernment as the author of its wall musings, videos, posts, photographs,
and links.

Second, these platforms either purport to verify or actually do au-
thenticate the identity of government speakers.' 2 8 Third-party platforms
build identity verification into their design for sites used by government
actors. For instance, a government actor's Twitter account explicitly
notes that the governmental author of the micro blogging site had been
"verified," providing links to the government party's official website

124. U.S. Department of Commerce, Earth System Research Laboratory, Outreach at ESRL,
http:llwww.esrl.noaa.gov/outreachl (last visited June 1, 2010) (explaining that National Oceanic and
Atmospheric Administration officials interact with the public on a virtual island in Second Life).

125. Facebook permits government officials, agencies, and corporations to set up fan sites,
which permit "fans" to see the content on a government speaker's page but prevents government
subscribers from seeing its fans' profiles. In contrast, other social network sites, such as MySpace,
allow government users to generate "friends," which permits them to see everything included on a
friend's profile. Although this capacity has profound implications for privacy, it does not affect the
government speech issues that we address here. See Citron, supra note 11, at 5-7.

126. In using the term "name" here, we refer to the name or identity provided by the person
writing the comment. The name may reflect their true identity or may be a pseudonym.

127. Similarly, government agencies using video-sharing sites, such as YouTube, employ
channels that make clear that the videos have been posted by the government agency as host. Much
like Facebook and MySpace, a government user's video channel is its virtual room with videos
posted under its profile. If subscribers comment on the government user's videos or post videos of
their own, their name and image appear alongside those expressions. To be sure, the identity of those
subscribers typically cannot be verified as many write anonymously or under pseudonyms. But
discussion of the potential need for and value of verifying the identity of subscribers is beyond the
scope of this Article, which focuses on whether the governmental host's identity is clear and verifi-
able, and that appears to be the case.

128. We use the term "verify" to mean that the social network user, blogger, or video-sharing
site holds itself out as governmental in ways that third party services suggest is true. We, of course,
acknowledge that an impersonator could set up a video-sharing site or social network site in the
government's name. Our discussion focuses on government's actual use of Web 2.0 platforms and
its significance for free speech doctrine and theory. We leave the broader concerns about impersona-
tion for another day.
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(i.e., one with a .gov domain name). Facebook explains that when or-
ganizations, such as government agencies, create "Fan Pages," they do so
as official representatives of the organization. 129 Although third-party
platforms like Twitter and Facebook do not necessarily check to see
whether those setting up the accounts actually hail from government,
they at least signal to the public that those creating the sites hold them-
selves out as government speakers. Moreover, government blogs actually
verify their governmental character by using a .gov domain name. In
either case, readers can identify the speakers as governmental. 30

Consider these examples. The White House's Facebook Fan Page
permits "two-way interaction between the government and its citizens"
through online comments, live chats, and message threads.' 3

1 It asks
fans: "Watch & Discuss through Facebook at 1:30: Obama Awards Na-
tional Medals of Science and National Medals of Technology and Inno-
vation."' 32 It has twenty-seven videos of official White House business
on its Video page; its eight photo albums permit fans to peruse pictures
of the President and his family. 33 When fans comment on postings, post
videos, or engage in live chats, their Facebook pictures appear next to
their communications. Facebook provides visual cues as to the identity of
speakers, helping readers distinguish between the White House's post-
ings and those of its fans. Furthermore, the White House's Fan Page veri-
fies its governmental nature. It states: "This is the White House page on
Facebook. Comments posted on and messages received through White
House pages are subject to the Presidential Records Act and may be
archived. Learn more at WhiteHouse.gov/privacy."'' 34

The Transportation Safety Administration (TSA) maintains a blog
called The TSA Blog.135 Five TSA employees run the site, posting on
various issues related to air safety. They post under their blogging
names, making clear that their posts reflect TSA-sanctioned ideas. The
TSA Blog has a page introducing its bloggers and the names under which

129. Facebook, Create a Page, http://www.facebook.com/pages/create.php (last visited June 1,
2010). Fan Pages created on behalf of government agencies list their "Type" of Fan Page as "Gov-
ernmental" or "Politician."

130. This is not necessarily true of a blog's commentators or a social network site's friends,
whose identities have not been authenticated in some manner.

131. Posting of Saul Hansell to Bits Blog, http://bits.blogs.nytimes.com2009/03/05/the-
nations-new-chief-information-officer-speaks/ (Mar. 5, 2009, 2:57 PM).

132. Facebook, The White House, http://www.facebook.con/WhiteHouse (Oct. 7, 2009, 11:19
EST).

133. Facebook, The White House, The White House's Videos, http://www.facebook.coml
WhiteHouse#!IWhiteHouse?v=app_2392950137 (last visited June 1, 2010); see also Facebook, The
White House, The White House's Albums, http://www.facebook.com/WhiteHouse#VWhiteHouse
?v=photos (last visited June 1, 2010).

134. Facebook, The White House, http://www.facebook.com/WhiteHouse (last visited June 1,
2010).

135. The TSA Blog, http://blog.tsa.gov (last visited June 1, 2010).
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they write.136 The official who runs the site writes his posts under the
following byline: "Blogger Bob, TSA Blog Team."' 3 7 The tag "TSA
Blog Team" follows the postings of the rest of the TSA bloggers, 38

When the TSA Blog features guest bloggers, their names and designation
as "Guest TSA Blogger" appear underneath their posts. 139 When indi-
viduals comment on a TSA blogger's posts, their names (real or imag-
ined) sit alongside their comments."4° Given these design features, the
blog provides clear signals about the identities of governmental au-
thors. 14 1 And because only official TSA bloggers are identified as such
on the website, readers can easily differentiate between official posts and
unsanctioned comments from private individuals. Much like governmen-
tal social network sites, the TSA Blog remains transparent about the gov-
ernmental source of its expression despite its interactivity.

3. Opaque Interactive Technologies

Governments also increasingly use interactive platforms where gov-
ernment speakers' identities may be both difficult to discern and to au-
thenticate. Web 2.0 platforms, such as wikis, permit users to develop
content collectively and often anonymously. As Wikipedia explains of its
efforts: "Anyone with internet access can write and make changes to
Wikipedia articles . . . .Users can contribute anonymously, under a
pseudonym, or with their real identity .... ,,42 Wikis routinely refuse to
verify the identity of contributors. Indeed, Wikipedia explicitly discour-
ages contributors from using their real names "for safety reasons."'' 43

Wikis do, however, record a history of edits and contributions by au-

136. The TSA Blog, Meet Our Bloggers, http://blog.tsa.gov/2008/011meet-our-
bloggers_29.html (Jan. 30, 2008).

137. See, e.g., Posting of Blogger Bob to the TSA Blog, http://blog.tsa.gov/2010/02/four-year-
old-boy-in-philly-told-to.html (Feb. 22, 2010).

138. See, e.g., The TSA Blog, Meet Our Bloggers, http://blog.tsa.gov/2008/01/meet-our-
bloggers_29.html (Jan. 30, 2008).

139. See, e.g., Posting of John Daly to The TSA Blog, http://blog.tsa.gov/2010/02/tsa-haiti-
evacuation-effort-federal.html (Feb. 4, 2010).

140. The TSA Blog moderates comments under the following policy:
The purpose of this blog is to facilitate an ongoing dialogue on innovations in security,
technology and the checkpoint screening process. We encourage your comments; your
ideas and concerns are important to ensure that a broad range of travelers are active and
informed participants in the discussion. TSA reserves the right to modify this policy at
any time. This is a moderated blog. That means all comments will be reviewed before
posting. In addition, we expect that participants will treat each other, as well as our
agency and our employees, with respect. We will not post comments that contain vulgar
or abusive language; personal attacks of any kind; or offensive terms that target specific
ethnic or racial groups. We will not post comments that are spam, are clearly "off topic"
or that promote services or products. Comments that make unsupported accusations will
also not be posted.

The TSA Blog, Comment Policy, http://blog.tsa.gov/2008/I0/comment-policy.html (Jan. 30, 2008).
141. The blog does not verify the identity of its commentators as non-governmental actors.

Because the commentators typically write anonymously or via pseudonyms, the identities of those
commentators are neither clear nor verified.

142. Wikipedia, Wikipedia:About, http://en.wikipedia.org/wiki/Wikipedia:About (last visited
June 1, 2010).

143. Id.
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thors, even though those authors' identities are not verified. 44 Govern-
ments' use of interactive technologies built along this model would not
reliably indicate to readers whether and when speech emanates from
government participants.

Consider some examples of government's use of opaque interactive
technologies. At the 2007 National Environmental Information Sympo-
sium, the Environmental Protection Agency (EPA) unveiled a wiki de-
voted to pooling collective knowledge on issues related to the Puget
Sound, such as "Puget Sound species and the web of life," the "quality of
human life sustained by a healthy Puget Sound," and the protection and
restoration of Puget Sound habitat. 45 EPA invited symposium partici-
pants and their "networks of knowledgeable people" to participate in the
online collaboration, which took place over a 48-hour period. 146 It ex-
plained that "[tlogether, we can explore what works and what doesn't
work in accessing environmental information.' 47

The symposium's wiki project sought participants from state gov-
ernments, local governments, Indian tribes, and industry. 48 To partici-
pate, individuals needed to provide names and email addresses. It is un-
clear if the EPA checked to make sure that those names and email ad-
dresses were true. 149 If so, particular entries and edits could not be attrib-
uted to particular speakers, at least not in any authenticated way. As
EPA's Chief Information Officer Molly O'Neill explained, the wiki gen-
erated "175 good contributions."' 50

Similarly, in 2007, the United States Patent and Trademark Office
(USPTO) launched a program called Peer to Patent, which uses collabo-
rative software to facilitate participation in patent applications.' 5 ' The
project allows individuals (who participate in groups) to discuss and pro-
vide intelligence on selected patent applications. 152 Aided by collabora-
tive software, participants evaluate patent applications, discuss their in-

144. The emerging Googlewave platform shares some similarities with wiki technology. On
the one hand, Gmail users need only pick an email account name and password and Google does not
authenticate their identity in any way. On the other, when Googlewave participants collaborate on a
document, they own their work. When someone is editing something, the reader sees their edits
shaded in a bright color; their names are affixed next to their edits. Readers may thus perhaps more
easily identify the speaker on Googlewave than on Wikipedia's history page.

145. PugetSoundMashup, Main Page, http://pugetsound.epageo.org/index.php5?title=
Main-Page (last visited June 1, 2010).

146. See id.
147. Id.
148. Joab Jackson, Molly O'Neill: EPA the Web 2.0 Way, GOV'T COMPUTER NEWS, Jan. 29,

2008, http://gcn.com/articiesl2008/01/29/molly-oneill--epa-the-web-20-way.aspx?sc-lang=en.
149. Id.
150. id.
151. BETH SIMONE NOVECK, WIKI GOVERNMENT: How TECHNOLOGY CAN MAKE

GOVERNMENT BEIrER, DEMOCRACY STRONGER, AND CITIZENS MORE POWERFUL 73 (2009).

152. Id. at 74.
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dependent research, and evaluate each others' work.153 At the end of the
process, participants submit their findings to the USPTO examiner. 54

Individuals join this endeavor by registering on the Peer to Patent
website. Registration requires that individuals provide names and email
addresses. 55 As Beth Noveck explains, "though [individuals'] informa-
tion is not authenticated (a participant need not provide a credit card to
corroborate his identity and may use a pseudonym to preserve anonym-
ity), a first name and last name rather than only a 'handle' are required in
an effort to elevate the level of discourse."' 56 Although the project identi-
fied the content provider's name, its design left readers unable to know
with certainty the actual identity of the speakers who participate, even
though those speakers may have reputational incentives to use their ac-
tual names. The Peer to Patent site thus provided no way for the audi-
ence to differentiate governmental speakers from non-governmental
ones.

B. Doctrinal Implications of Government's Use of Transparent Tech-
nologies

As Government 2.0 proceeds apace, private parties' free speech
clause claims will increasingly require courts to determine when gov-
ernment is speaking for itself and when it simply provides a means for
individuals to express themselves. To that end, courts must assess gov-
ernment's purpose and context in using online platforms to determine if
contested expression is its own, and thus exempt from free speech clause
scrutiny.

This should be a relatively simple task when government expressly
identifies postings, links, videos, photographs, and other expression as
evincing and supporting its own positions. Transparent technologies-
both non-interactive and interactive-fall in this category as they provide
the means for the audience to identify governmental speakers. 57

Consider, for example, Page v. Lexington County School District
One.5 8 There, a public school board passed a resolution expressing its
opposition to pending school voucher legislation, and authorized public
communication of that position on the school district's website as well as
in emails and letters to parents and school employees. 59 Voucher propo-

153. Id. at 83.
154. Id. at 78.
155. Id. at 73.
156. Id.
157. For a more detailed discussion of how speakers can expressly identify themselves as the

source of a message, see Norton, supra note 79, at 604-406.
158. 531 F.3d 275 (4th Cir. 2008).
159. Id. at 278-79.
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nent Randall Page then requested, among other things, that the district
permit him to post his pro-voucher materials on its website.' 60

When the district rejected his request, he filed a First Amendment
suit, alleging (among other things) that the board's decision to link its
website to private organizations that shared the district's opposition to
the legislation had opened up its website as a type of forum for private
parties' speech from which he could not be excluded on the basis of
viewpoint. 161 The Fourth Circuit rejected Mr. Page's claim, agreeing with
the school district that the government speech doctrine permits it to
communicate its own viewpoint through websites (and other means)
without any obligation to allow others to alter that expression., 62

The facts in Page should make for a relatively easy decision be-
cause the design and context of the government's website made clear to
onlookers the government's viewpoint and its identity as source of that
particular viewpoint.163 So long as the government speaker makes clear
that it links to other speakers' websites to support communication of its
own position, those links should not transform our understanding of the
government's website as communicating anything other than the gov-
ernment's own views. For example, we might think of websites and hy-
perlinks as electronic versions of the bulletin board in Downs v. Los An-
geles Unified School District.64 There, after a school district established
a bulletin board inviting faculty and staff submissions to promote its
celebration of Gay and Lesbian Awareness Month, a teacher sought to
post materials on that bulletin board questioning the morality of homo-
sexuality.' 65 When the district refused his request, he filed suit and ar-
gued that the refusal constituted viewpoint discrimination impermissible
under the First Amendment.' 66 The Ninth Circuit held that the school
district's choice to dedicate its bulletin board to a celebration of tolerance
and diversity reflected the government's own speech that it was entirely
free to control. 16

7

As the Fourth Circuit noted in Page, moreover, a posting on a
school district's website reflects a situation very different from that in

160. Id. at 277.
161. Id. at 277-78.
162. Id. at 285 ("The School District included every link to other websites on its own initiative,

and it did so only insofar as the link would buttress its own message. It thus retained sole control
over its message.").

163. In so holding, the Fourth Circuit relied primarily on the school board's "establishment"
and "control" of the message. See id. at 281-85. But the court also attended to the government's
transparent claim to the expression as its own. See id. at 284 ("[Tihe School District continuously
and unambiguously communicated a consistent message-its opposition to the Put Parents in Charge
Act-and its providing references to others who shared that position was consistent with and sup-
ported the message, much as would a bibliography, a citation, or a footnote.").

164. 228 F.3d 1003 (9th Cir. 2000).
165. Id. at 1005-06.
166. See id. at 1013.
167. See id.
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which a government agency uses interactive technologies for the express
purpose of facilitating public discussion on a topic. Government could
enable such discussions through live chats, chat rooms, or other plat-
forms designed to facilitate the ventilation of private views.1 68 There,
First Amendment principles bar government from excluding or censoring
participants on the basis of viewpoint.169 This would be true if, for exam-
ple, a government agency deleted an individual's comments on its blog
based on the person's policy preferences. Nor, of course, could the gov-
ernment prevent private speakers from starting their own websites ex-
pressing their contrary views.

To be sure, determining if the government is speaking for itself or if
it is instead censoring viewpoints is sometimes difficult. For example,
when a government formalizes its linking policy only after denying a
hyperlink requested by a government critic, its actions may create doubt
as to whether the government's website policy is driven by an interest in
communicating its own message or instead by a desire to muffle private
parties' dissent.170 For this reason, the government speech doctrine
should creative incentives for government to identify itself as the source
of a particular message by requiring such transparency as a condition of
claiming the defense.

Consider the facts in Sutliffe v. Epping School District. 17 The or-
ganizational plaintiff there described itself as "a perennial thorn in [the
Town's] side" that had been "engaged in a longstanding effort to curb
what it [saw] as 'profligate spending' by the Town and its school dis-
trict." 172 The plaintiff filed a First Amendment claim after the town re-
jected its request to include its hyperlink on the town's website, arguing
(as in Page) that the town's decision to link to certain other private web-
sites created a designated public forum from which the plaintiff could not
be excluded on the basis of viewpoint. 173

There, the town had long owned and maintained a website that pro-
vided information on various town boards and commissions, town meet-
ings, and other government activities. The town's Board of Selectmen
determined which materials-including which hyperlinks to other web-

168. See Page, 531 F.3d at 284-85; see also Sutliffe v. Epping Sch. Dist., 584 F.3d 314, 334-
35 (1st Cir. 2009) ("It is possible there may be cases in which a government entity might open its
website to private speech in such a way that its decisions on which links to allow on its website
would be more aptly analyzed as government regulation of private speech.").

169. Aden Fine, ACLU, Presentation at the U.S. Dep't of Homeland Security: Government 2.0:
Privacy and Best Practices (June 23, 2009).

170. For an example of the latter, see R. Johan Conrod, Linking Public Websites to the Public
Forum, 87 VA. L. REV. 1007, 1007 (2001) (describing a Virginia city as "remov[ing] an online
newspaper's link to its official city website because it was unhappy with critical coverage it had
received in the newspaper" while links to other newspapers and other media were allowed to re-
main).

171. 584 F.3d 314 (lst Cir. 2009).
172. Id. at 318 (first alteration in original).
173. See id. at 324.
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sites-would appear on the website. 174 It had no written or other formal
policy to guide or explain its linking decisions.175 The town argued, how-
ever, that its practice in making such decisions "was always to 'provide
information to the citizenry of the Town on Town business.' The only
links that were permitted were ones that 'would promote providing in-
formation about the Town,' and any links that were 'political or advo-
cate[d] for certain candidates' were not allowed."'' 76 After rejecting the
plaintiffs request, the town then established, for the first time, a written
policy that limited hyperlinks on its website to sites either operated by
other government agencies or that described "'events and programs that
are coordinated and/or sponsored by the Town of Epping."1 77

Focusing primarily on the town's establishment of the website and
its control over the choice of hyperlinks to be included,1 78 the federal
appellate court held that the town's decision reflected government's own
expression free from First Amendment scrutiny:

[I]n this case, the Town engaged in government speech by establish-
ing a town website and then selecting which hyperlinks to place on
its website. The Town created a website to convey information about
the Town to its citizens and the outside world and, by choosing only
certain hyperlinks to place on that website, communicated an impor-
tant message about itself. 179

But here the government's lack of a clear website policy invites
suspicion that the town's rejection of a linking request by a longtime and
vocal critic might be motivated by distaste for dissent, rather than by a
sincere interest in protecting its own message from distortion.' 80 Dissent-
ing Judge Torruella, for example, expressed concern that the town's gov-
ernment speech defense might be a subterfuge manufactured after the
fact to justify what was really viewpoint discrimination against a private
speaker. Distinguishing Page as a case in which "it was clear that the
government was engaging in its own speech activity, '

8
8' he contrasted

Sutliffe as a case in which:

[T]he majority extends the doctrine to a situation where, in my view,
it was not clear that the government was engaging in speech at the

174. Id. at 331. These included hyperlinks to the websites of '"governmental agencies and
certain civic organizations,' such as the New Hampshire Municipal Association, the Epping Middle
High School, and the Exeter Area Chamber of Commerce" as well as to the website for "Speak Up,
Epping!," an event endorsed and supported by the town. Id. at 322.

175. Seeid. at 322.
176. Id. (alteration in original).
177. Id.
178. Id. at 331.
179. Id.
180. See id. at 340 n.20 (Torruella, J., dissenting) (noting that counsel for the town at oral

argument "struggled to justify the Town's inclusion of a Chamber of Commerce link on the Town's
website, but not the plaintiffs' website").

181. See id. at 337.
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time it was acting, and only justified its actions after the fact. The
majority's position has the potential of permitting a governmental en-
tity to engage in viewpoint discrimination in its own governmentally-
owned channels so long as the governmental entity can cast its ac-
tions as its own speech after the fact.182

He urged instead that the inquiry focus on whether the public would
understand the choice of hyperlinks to reflect the government's own ex-
pression.'

83

The Sixth Circuit's decision in Putnam Pit, Inc. v. City of Cooke-
ville' 84 presents a similarly challenging situation. The plaintiff-"a self-
appointed eye on government corruption for the City"' 85---claimed that
the city's refusal to add a hyperlink to his website constituted impermis-
sible viewpoint discrimination. For several years, the city's website in-
cluded a "local links" page, to which local businesses were invited to add
a link.186 At the time of the plaintiff's request, the City had "no stated
policy on who could be linked" to the city's website, and had linked to a
number of for-profit and non-profit entities based on decisions made by
the city's computer operations manager.187 That manager recognized the
controversial nature of the plaintiff's request for a hyperlink, and for the
first time referred such a request to the city manager. The city manager
initially decided to limit hyperlinks to non-profit organizations, but then
(after the plaintiff informed him of his plans to convert to nonprofit sta-
tus) decided to limit links to those organizations that "promote the eco-
nomic welfare, industry, commerce, and tourism" of the city. 188

In a decision that preceded the Supreme Court's more detailed gov-
ernment speech decisions in Johanns and Summum by several years, the
Putnam court never considered the possibility of government speech
(and apparently the city did not raise such a defense). Characterizing the
city's website as a nonpublic forum,' 89 the court denied the city's motion
for summary judgment on whether its decision to exclude the plaintiff
from such a forum was reasonable and viewpoint-neutral. 90 A jury later

182. Id.
183. Id. at 338 n.16 ("In my view, the better course is to adopt the test proposed by Justice

Souter in his concurrence to Summum .... Justice Souter's test has the benefit of preventing ex post
rationalization of viewpoint discrimination as government speech to avoid First Amendment scru-
tiny. Rather, the actions of the government would be evaluated from the perspective of a reasonable
observer, and, as I note below, it is an open question whether a reasonable observer would construe
the Town's actions as government speech, as opposed to the designation of a public forum or simple
run-of-the-mill viewpoint discrimination.").

184. (Putnam 1), 221 F.3d 834 (6th Cir. 2000).
185. Id. at 838; see also Putnam Pit, Inc. v. City of Cookeville (Putnam 11), 76 F. App'x 607,

610-11 (6th Cir. 2003).
186. Putnam 11, 76 F. App'x at 610.
187. Putnam 1, 221 F.3d at 841; see also Putnam 11, 76 F. App'x at 610-11.
188. Putnam 11, 76 F. App'x at 610-11.
189. Putnam 1, 221 F.3d at 845.
190. Id. at 846.
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ruled for the city, concluding that the plaintiff did not meet the defen-
dant's newly-established eligibility requirements for receiving a hyper-
link in that his website did not promote economic development and tour-
ism.

191

Sutliffe and Putnam illustrate the Internet-age dangers of undue def-
erence to government's claims that speech is its own. Certainly govern-
ment should be able to control its own transparently-chosen messages on
its website (or elsewhere), as in Page. But governments' lack of trans-
parency in Sutliffe and Putnam invites the "legitimate concern that the
government speech doctrine not be used as a subterfuge for favoring
certain private speakers over others based on viewpoint."', 92 By insisting
that the government be clear about when it is speaking, on the one hand,
and when it intends instead to create an opportunity for private speech on
the other, courts can generate a principled and relatively easy solution
from both a doctrinal and a technical perspective.

These problems can generally be solved by government's design
choices. Government, in other words, can and should decide whether it
plans to claim the speech as its own and affirmatively signal its author-
ship, or disclaim the speech and prepare to comply with traditional First
Amendment principles. It can generally do so cheaply and easily.

Indeed, some government actors already have done so as a matter of
policy. As an example, USA.gov, an interagency initiative administered
by the U.S. General Services Administration, has developed policies for
federal agency websites that require transparent identification of gov-
ernment websites as the government's own speech:

Showing U.S. government sponsorship is one of the requirements for
managing your agency's website .... You should clearly display the
name of your agency or organization on every web page to show visi-
tors who sponsors the website. Be sure it's clear on every page that
the site is maintained by the U.S. government .... By clearly display-
ing your agency's name and sponsorship on every page of your web-
site, you're clearly telling the public that your agency is accountable
for the website's content.1 93

At the same time, governments at all levels can-and should-be
equally transparent in disclaiming certain speech as its own. As a specific
example:

191. See Putnam 1!, 76 F. App'x at 609 (declining to overturn the jury's verdict that the plain-
tiff did not meet the defendant's eligibility requirements for receiving a hyperlink).

192. Pleasant Grove City v. Summum, 129 S. Ct. 1125, 1134 (2009).
193. USA.gov, Showing U.S. Sponsorship, http://www.usa.gov/webcontent/getting-started/

naning/sponsorship.shtmil (last visited June 1, 2010); see also Department of Energy, Non-
Government Domains, http://cio.energy.gov/services/682.htm (last visited June 1, 2010) ("This
requirement recognizes the proper performance of agency functions includes an obligation for clear
and unambiguous public notification of the agency's involvement in or sponsorship of its informa-
tion dissemination products including public websites.").
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USA.gov can add a link to any government website that is publicly
available unless directed not to by the agency that owns the site ....
In rare instances, USA.gov links to websites that are not government-
owned or government-sponsored if these websites provide govern-
ment information and/or services in a way that is not available on an
official government website .... The U.S. government ... neither
endorses nor guarantees in any way the external organizations, ser-
vices, advice, or products included in these website links. Further-
more, the U.S. government neither controls nor guarantees the accu-
racy, relevance, timeliness or completeness of the information con-
tained in non-government website links. 194

This policy makes clear the communicative function served by the gov-
ernment's linking decisions in these specific contexts: to provide infor-
mation in a way that does not express government's views.' 9 5

As described above, courts have sometimes been befuddled by the
significance of government's links to third-party sites in the government
speech context. The technology should not, however, make the issue a
difficult one. Indeed, links may serve the same expressive function as the
government speaker's citation to a supportive reference in a policy paper.
Instead, the challenge is whether the context of the link (or embedded
YouTube video and the like) makes clear that the government has used
online technologies to project its own views.

Government can, and should, make its purpose transparent. The Of-
fice of Management and Budget, for example, has set forth policies re-
quiring federal agencies to establish and enforce agency-wide linking
practices:

You must also post a clear and comprehensive linking policy that ex-
plains your agency's criteria for choosing external sites .... Linking
to other websites is valuable since it brings additional visitors to
those sites and can provide additional information and resources to
your visitors. However, you need to have clear and fair criteria for
deciding which links to use, particularly when another website owner
asks you to link to them or trade links. 196

194. USA.gov, Linking Policy, http://www.usa.gov/About/LinkingPolicy.shtml (last visited
June 1, 2010).

195. If the government is not itself speaking, recall that traditional First Amendment principles
then apply. For a discussion of how government might sell its choice of hyperlinks as a form of
advertising, thus producing a revenue stream, see Pearson Liddell, Jr. et al., Government-Owned
Web Sites and Free Enterprise: First Amendment Implications, 10 No. 4 J. INTERNET L. 1 (2006).
Government's sale of advertising space in brick-and-mortar facilities has been variously character-
ized as a designated public forum, a limited public forum, or a nonpublic forum. See Irene Segal
Ayers, What Rudy Hasn't Taken Credit For: First Amendment Limits on Regulation of Advertising
on Government Property, 42 ARIz. L. REV. 607, 608 (2000) (discussing split in authority addressing
government efforts to regulate transit advertising); Marc Rohr, The Ongoing Mystery of the Limited
Public Forum, 33 NOVA L. REV. 299, 338-43 (2009) (discussing mixed results in transit-advertising
cases).

196. USA.gov, Establishing a Linking Policy, http://www.usa.gov/webcontent/managing-
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Consider, too, the TSA Blog that provides information related to the
TSA's mission and then invites members of the public to comment on
the agency's activities. The TSA's own postings are clearly identified as
government speech, and TSA retains complete power to control the ex-
pression of its own views. Postings by government employees appear
beneath their names and affiliation with the TSA Blog, making clear that
the TSA is the source of the expression.

Where it enables public comments, however, TSA has created a
designated public forum for the expression of private views, and has lim-
ited discussion to TSA matters. For instance, the TSA Blog explains that
this feature's purpose is to "facilitate an ongoing dialogue on innovations
in security, technology and the checkpoint screening process."' 197 The
First Amendment does not permit TSA to edit comments based on view-
point-for example, by deleting posts critical of the government's efforts
on those topics. The Court's limited public forum doctrine, however,
does permit TSA to regulate public comments that fall outside the limits
of the forum-by deleting posts on health care reform, or the World Se-
ries, or any other matter unrelated to TSA activities. 98 As the TSA Blog
explains, the TSA reviews all comments prior to posting and "will not
post comments that are spam, are clearly 'off topic' or that promote ser-
vices or products."'

99

The TSA Blog demonstrates networked technologies' great poten-
tial for facilitating government's identification of itself as speaker as
opposed to its decision to fashion a forum for private speech. Both non-
interactive and interactive technologies generally offer cheap and easy
means to identify government's own speech and that of private speakers
engaged in a public forum. Significantly, digital technologies are often
designed in ways that nudge government speakers to claim their expres-
sion. This is a great benefit of Government 2.0: networked technologies
offer an inexpensive way to get government's message to the public and
to garner its feedback while clarifying when government is speaking.

In short, government should, and inexpensively can, take care to en-
sure that the public knows whether and when the government intends to

content/organizing/links/policy.shtml (last visited June 1, 2010) (emphasis added).
197. The TSA Blog, http:/Iblog.tsa.gov/ (last visited June 1, 2010).
198. Some courts and commentators have urged that public forum doctrine additionally be

understood to permit government to regulate private speech in various forums that is vulgar, odious,
or otherwise particularly obnoxious. See, e.g., Abner S. Greene, (Mis)Attribution, 87 DENV. U. L.
REV. 833 (2010); Paul D. Wilson & Jennifer K. Alcarez, But it's My Turn to Speak! When Can
Unruly Speakers at Public Hearings Be Forced to Leave or Be Quiet?, 41 URB. LAW. 579, 585-87
(2009) (discussing decisions in which courts did or did not permit regulation on such grounds).

199. The TSA Blog, Comment Policy, http://blog.tsa.gov/2008/1Ol/comment-policy.html (last
visited June 1, 2010). It also "expect[s] that all participants will treat each other, as well as our
agency and employees, with respect" and will "not post comments that contain vulgar or abusive
language; personal attacks of any kind; or offensive terms that target specific ethnic or racial
groups." Id.
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use its website to express itself or if it instead intends to create a desig-
nated public forum for the expression of ideas generally (or a limited
public forum for expression on certain topics, or perhaps a nonpublic
forum). Government should thus keep in mind-and plan for-this key
question when designing policies for the use of websites, linking, and 2.0
platforms: Do we (government) seek to engage in our own expressive
conduct? Or are we providing some sort of opportunity for private
speech?

As Jack Balkin thoughtfully explains, design choices are crucial to
the protection of free speech values in the twenty-first century. 2°° Gov-
ernment should thus coordinate with technologists to ensure that its on-
line presence explicitly informs the public when the hosted communica-
tions are its own. Governments can forestall subterfuge concerns by de-
liberating over, and establishing, a transparent policy that explains when
it intends its website, blog, or social network site to express its own
views and when it instead intends to create a public, designated, limited,
or nonpublic forum. 201

C. Doctrinal Implications and Challenges of Government's Use of Opa-
que Technologies

Government's increasing use of certain interactive technologies cre-
ates opportunities for greater government transparency and fewer
anonymous bureaucrats, as government officials increasingly communi-
cate with the public by blog, YouTube, or podcasts that transparently
indicate their governmental source.02 On the other hand, government's
reliance on technologies that obscure speakers' identity carries the poten-
tial to frustrate government speech values by undermining the transpar-
ency, and thus the accountability, of government speech. This vulnerabil-
ity is most notably true of opaque interactive technologies that can hin-
der or prevent verification of the government as a message's source-
e.g., when the government participates in anonymous or unauthenticated

200. Jack M. Balkin, The Future of Free Expression in a Digital Age, 36 PEPP. L. REV. 427,
443-44 (2009) ("In the digital age, judicial protection of First Amendment rights will remain quite
important; but if I am correct about the trajectory of future policy debates, our attention will increas-
ingly shift to questions of design-both of institutions and technology-that are largely beyond
judicial competence. The key players in ensuring free speech values in the digital age will be legisla-
tures, administrative agencies, and technologists.").

201. Although the rules for assessing government's permissible regulation of private speech
vary with the forum designation, in none of them may government discriminate on the basis of
viewpoint. See Cornelius v. NAACP Legal Def. & Educ. Fund, Inc., 473 U.S. 788, 800 (1985); Perry
Educ. Ass'n v. Perry Local Educators' Ass'n, 460 U.S. 37,45-46 (1983).

202. See Business 3.0, Obama's Transparent and Connected Government, http://mybusiness-
network.blogspot.com12009/01/transparent-and-connected-government.html (Jan. 6, 2009, 6:16
AM). Indeed, similar parallels have emerged in the field of journalism, where previously faceless
and often unreachable columnists and reporters are now readily accessible via e-mail, frequent
blogging, etc. See Lili Levi, A New Model for Media Criticism: Lessons from the Schiavo Coverage,
61 U. MIAMI L. REV. 665, 690 (2007) ("[B]logs sponsored by daily newspapers... serve as fora for
interactive discussions between journalists, editors, and the public.").
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collaboration, such as the Peer to Patent groups and the Puget Sound
wiki.

20 3

In our view, a commitment to the values appropriately protected by
the government speech doctrine would preclude government from claim-
ing the government speech defense when it participates in opaque inter-
active technologies without clearly identifying itself as the speaker. Such
a doctrinal adjustment should encourage government to be more trans-
parent when it is speaking and less likely to regulate based on viewpoint
when it is not.2°

Consider, as just one example, government's use of wiki technolo-
gies.2 °5 As Jason Miller and Hannah Murray emphasize, "Wikipedia's
greatest weakness-that anybody can edit an article-is also its greatest
strength., 20 6 This is because wikis and other opaque interactive technolo-
gies provide a cheap and easy way to facilitate peer production, a process
by which often-anonymous individuals, whose actions are not coordi-
nated either by managers or by market price signals, jointly produce in-

207formation. Peer production facilitates collaboration among radically
diverse groups.20 8 Such diversity has enabled Wikipedia's accuracy to
rival that of the Encyclopedia Brittanica.2°9 As social media scholar Clay
Shirky explains, Wikipedia is "the product not of collectivism but of
unending argumentation. The articles grow not from harmonious thought
but from constant scrutiny and emendation. 2 t°

203. See supra notes 145-57 and accompanying text.
204. To be sure, many other transparency-forcing mechanisms remain available that we also

support. See, e.g., Consolidated Appropriations Resolution, Pub. L. No. 108-7, tit. VI, § 626, 117
Stat. 11, 470 (2003) (prohibiting expenditure of federal funds to pay third parties to engage in gov-
emnment propaganda efforts without disclosing the messages' governmental source); Leslie Gielow
Jacobs, Bush, Obama and Beyond-Observations on the Prospect for Fact Checking Executive
Department Threat Claims Before the Use of Force (Mar. 2010) (unpublished manuscript, on file
with the Denver University Law Review) (discussing possible means for encouraging greater ac-
countability by Article 11 speakers on national security issues).

205. The National Institute for Health (NIH), for example, is "encouraging its scientists and
science writers to edit and even initiate Wikipedia articles in their fields" in response to the reality
that many individuals turn to the web for health-related information. Ibby Caputo, NIH Staffers Get
Into the Wiki World, WASH. POST, July 28, 2009, available at http://www.washingtonpost.com/wp-
dyn/content/article/2009/07/27/AR2009072701912.html.

206. Jason C. Miller & Hannah B. Murray, Wikipedia in Court: When and How Citing Wikipe-
dia and Other Consensus Websites is Appropriate, 84 ST. JOHN'S L. REV. (forthcoming 2010).

207. Yochai Benkler, Freedom in the Commons: Towards a Political Economy of Information,
52 DUKE L.J. 1245, 1256 (2003).

208. See YOCHIm BENKLER, T14E WEALTH OF NETWORKS: HOW SOCIAL PRODuCTION
TRANSFORMS MARKETS AND FREEDOM 232 (2006).

209. See CLAY SHtRKY, HERE COMES EVERYBODY: THE POWER OF ORGANIZING WITHOUT
ORGANIZATIONS 141 (2008).

210. Id. at 139. To be sure, diverse groups may sometimes produce better information and
decisions than even experts. Nonetheless, Wikipedia shows that anonymous crowds can also be
destructive. Consider journalist John Seigenthaler, Sr.'s struggles. In 2005, Seigenthaler discovered
that one or more persons had created a Wikipedia biography for him that included false accusations
of his involvement in the Kennedy assassination. Id. at 138. The entry was edited to strike out the
false material, but by that time the false material had circulated for over half a year and thus "much
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No matter how effective opaque interactive technologies like wikis
may be, however, they may prevent readers from identifying speakers'
actual identity.21' Government's use of such technologies is troubling if
government officials participate without identifying themselves: uniden-
tified authors prevent readers from using a message's governmental
source as a cue to its credibility. 21 2

Moreover, opaque interactive technologies also create possibilities
for a type of deception known as "sock puppeting"-the creation of a
"fake online identity to praise, defend or create the illusion of support for
one's self, allies or company. '213 When online collaborations guarantee
anonymity, interested individuals, including government actors, can rig
the "crowd," ensuring the prominence of a particular view. To use an
example from the private sector, John Mackey, the former chief execu-
tive of Whole Foods Market, used a fictional identity on the Yahoo mes-
sage boards for eight years to assail competition and promote his super-
market chain's stock.214

Indeed, Gia Lee has documented government's efforts in more tra-
ditional expressive contexts to shape and thus manipulate public opinion
by attributing government views to private actors-perceived as more
credible or less self-interested on certain issues-through means such as
government-produced "news" segments or op-eds distributed to and
printed or aired by the media without acknowledgment of their govern-
mental source.2 15 As another example, recall the government's produc-
tion of beef advertisements accompanied only by the label "Funded by
America's Beef Producers.' ' 16 Government's participation in opaque

of the damage had been done." Id. Wikipedia now invokes editorial control to combat vandalism,
often locking pages and editing. Id.

211. Although in this Article we focus on the dangers of anonymous government speech,
private parties' use of emerging technologies to engage in anonymous cyber harassment and similar
behavior may inflict substantial harms of a very different type. See Danielle Keats Citron, Cyber
Civil Rights, 89 B.U. L. REV. 61, 61 (2009) (describing use of internet technologies to threaten,
defame, and harass women and other members of subordinated groups).

212. See Norton, supra note 79, at 592 (recounting evidence from cognitive psychology and
related fields indicating that onlookers often use a message's source as a heuristic for evaluating its
quality); see also Citizens United v. Fed. Election Comm'n, 130 S. Ct. 876, 946 n.47 (2010) (Ste-
vens, J., concurring in part and dissenting in part) (quoting ARISTOTLE, POETICS 43-44 (M. Heath
trans., Penguin Books 1996) ("In evaluating any utterance or action, one must take into account not
just the moral qualities of what is actually done or said, but also the identity of the agent or speaker,
the addressee, the occasion, the means, and the motive.").

213. Brad Stone & Matt Richtel, The Hand that Controls the Sock Puppet Could Get Slapped,
N.Y. TIMES, July 16, 2007, available at http://www.nytimes.conl2007/07/16/technology/l 6blog
.html?_-r- I &oref=slogin.

214. Id. Mr. Mackey used the online handle "Rahodeb" (an anagram of his wife's name, Deb-
orah). Id.

215. See Lee, supra note 88, at 990.
216. See Johanns v. Livestock Mktg. Ass'n, 544 U.S. 550, 577-78 (Souter, J., dissenting)

("[R]eaders would most naturally think that ads urging people to have beef for dinner were placed
and paid for by the beef producers who stand to profit when beef is on the table. No one hearing a
commercial for Pepsi or Levi's thinks Uncle Sam is the man talking behind the curtain. Why would
a person reading a beef ad think Uncle Sam was trying to make him eat more steak?"). Although
unwilling to require government affirmatively to identify itself as the author of the message as a
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interactive technologies substantially increases opportunities for such
manipulation at the expense of government accountability, as sock pup-
petry powerfully demonstrates how government might manipulate opa-

217que interactive technologies in unaccountable ways.

The sock puppetry concern provides further justification for insist-
ing that government clearly identify itself as a message's source if it
wishes to claim the government speech defense. Government thus should
not be allowed to claim the government speech defense when it partici-
pates in anonymous wikis and other opaque technologies that prevent its
identification as speaker. For example, the government speech defense
should not be available to a governmental body that anonymously edits
wiki entries to tone down criticism of the government's agenda because
such speech is not transparently governmental. Indeed, such governmen-
tal censoring of private speech based on viewpoint violates the First
Amendment.

Even though participation in such technologies is typically anony-
mous, government can often choose to participate transparently in wikis.
In a particularly promising development, perhaps one made in response
to their prior efforts,218 the EPA issued "Interim Guidance Representing
EPA Online Using Social Media" on January 26, 2010.219 In its Interim
Guidance document, the EPA addressed the manner in which EPA em-
ployees and contractors working for the agency represent the agency
online. As the guidance document explains, the "line between public
and private, personal and professional can sometimes get blurred in
online social networks." 221 As a result, employees and contractors must
remember that they are participating in their official capacity, not their
personal one.222 Under the heading "Be transparent and honest," the
guidance document instructs:

condition of claiming the government speech defense, the Supreme Court noted in Johanns the
possibility of a different outcome if there were evidence that viewers actually misunderstood the
message to be attributed to private parties-although it seemed quite unwilling to find such evi-
dence:

Whether the individual respondents who are beef producers would be associated with
speech labeled as coming from 'America's Beef Producers' is a question on which the
trial record is altogether silent. We have only the funding tagline itself, a trademarked
term that, standing alone, is not sufficiently specific to convince a reasonable factfinder
that any particular beef producer, or all beef producers, would be tarred with the content
of each trademarked ad.

Id. at 566 (majority opinion); see also Greene, supra note 198, at 834-836.
217. For thoughtful discussion of the possibility that government may sometimes act as "ven-

triloquist," deliberately masking its role as a message's source in order to enhance the message's
credibility, see Abner S. Greene, Government of the Good, 53 VAND. L. REV. 1, 49-52 (2000).

218. See supra notes 145-148 and accompanying text (describing EPA's Puget Sound project).
219. Representing EPA Online Using Social Media, Web Guide, Jan. 26, 2010,

http:llyosemite.epa.gov/OEllwebguide.nsf/socialmedialrepresenting-epa online.
220. Id.
221. Id.
222. Id.
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Do not comment or edit anonymously. Because you are working in
your official EPA capacity, you can make reference to your EPA po-
sition and title. If you are a contractor, name your company and be
clear that you are a contractor working on behalf of EPA and not an
EPA employee.

223

It notes that in writing posts or commenting on non-EPA blogs or in
editing a non-EPA wiki, employees and contractors must identify their
EPA affiliation by identifying their title and by using their work email
address. 24 Here the government has taken clear responsibility for its
expression. This enables meaningful political accountability, and pro-
vides valuable information to the public consistent with the purposes of
the government speech doctrine.

Some may object that such a transparency-forcing doctrine un-
wisely discourages government from contributing to wikis and related
opaque technologies that facilitate the production of valuable and more
accurate information precisely because they permit anonymous contribu-
tions. That argument might be persuasive if we value government speech
as simply a means to the end of information accuracy. Although govern-
ment speech may further the discovery of truth and dissemination of

225knowledge 2, its primary importance lies in another key First Amend-
ment value: facilitating democratic self-governance. In other words,
"valuable" government speech in this context does not necessarily mean
good, wise, or accurate speech. 26

In our view, government expression is valuable primarily because it
gives the public more information with which to assess their government.
For this reason, government speech is most valuable and least dangerous
to the public-thus meriting exemption from First Amendment scru-
tiny-only when members of the public can identify the government as a
message's source, thus enabling them to more accurately assess the mes-
sage's credibility and to take accountability measures as appropriate.
This is true even if-and perhaps especially if-the public finds the gov-
ernment's expression inaccurate or disagreeable. In short, the account-
ability harms of nontransparent government speech outweigh its accu-
racy-enhancing benefits.

223. Id.
224. Id.
225. For a discussion of the primary values to be served by the First Amendment, see Thomas

1. Emerson, First Amendment Doctrine and the Burger Court, 68 CAL. L. REV. 422, 423 (1980)
("Over the years, we have come to view freedom of expression as essential to: (I) individual self-
fulfillment; (2) the advance of knowledge and the discovery of truth; (3) participation in decision-
making by all members of society; and (4) maintenance of the proper balance between stability and
change.").

226. For a different view, see Bezanson, supra note 48 (characterizing government speech as
constitutionally valuable only when it is cognitive and reasoned, rather than aesthetic or emotional).
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Of course, the more successful the government is at non-transparent
behavior, the less likely we will learn of such activity. But sometimes we
do find out-thanks to whistleblowers, intrepid public watchdogs, the

227government's own indiscretion, or some other means. In any event,
such a doctrinal change may more generally shape the norms for, and
expectations of, government actors when they think through how and
when they speak in social media contexts. Law has an expressive charac-
ter aside from its coercive one. 28 It creates a public set of meanings and
shared understandings between the state and the public. 22 9 It signals ap-
propriate behavior, creating and sustaining norms. 23

0 Law also clarifies
government's commitments: "Because law creates and shapes social
mores, it has an important cultural impact that differs from its more di-
rect coercive effects. 231

Reconsidering the government speech doctrine could change the
way that government actors conduct themselves online. By emphasizing
the importance of transparency in government expression, it could make
clear to government actors that their online activities play a crucially
important role in government's larger effort in creating an informed and
responsive citizenry.

Doctrinal change can also influence the efforts of government offi-
cials. It might convince government decision-makers to adopt clear poli-
cies regarding government expression and private speech on their own
blogs, websites, and social network sites. It might press them to do the
same for employees using non-governmental social media in the manner
that EPA did in its Interim Guidance document. It could convince gov-
ernment officials to devote resources to training personnel about the
proper use of social media and means to enhance government transpar-
ency online.

227. See Lee, supra note 88, at 983-88 (describing exposure of several instances of govern-
ment's covert efforts to disseminate its policy agenda through nontransparent means); William E.
Lee, Deep Background: Journalists, Sources, and the Perils of Leaking, 57 AM. U. L. REV. 1453,
1461 (2008) (describing "the importance of leaks in the democratic dialogue"); Mary-Rose Papan-
drea, Lapdogs, Watchdogs, and Scapegoats: The Press and National Security Information, 83 IND.
L.J. 233, 233 (2008) (describing the government's communication of information to the public
through leaks); Letter from Anthony H. Gamboa, General Counsel, U.S. Government Accountability
Office, to Senators Frank R. Lautenberg & Edward M. Kennedy (Sept. 30, 2005) (on file with Den-
ver University Law Review) (describing Bush Administration Department of Education's violation
of the covert propaganda ban by contracting with columnist Armstrong Williams "to comment
regularly on the No Child Left Behind Act without assuring that the Department's role was disclosed
to the targeted audiences.").

228. Deborah Hellman, The Expressive Dimension of Equal Protection, 85 MINN. L. REV. 1, 3
& n.10 (2000); see generally Danielle Keats Citron, Law's Expressive Value in Combating Cyber
Gender Harassment, 108 MICH. L. REV. 373, 407-414 (2009) (exploring law's expressive value in
addressing cyber gender harassment).

229. Elizabeth S. Anderson & Richard H. Pildes, Expressive Theories of Law: A General
Restatement, 148 U. PA. L. REV. 1503, 1571 (2000).

230. Cass R. Sunstein, On the Expressive Function of Law, 144 U. PA. L. REV. 2021, 2022
(1996).

231. Citron, supra note 228, at 407.
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Law's insistence upon transparency in the government speech doc-
trine would have a positive impact upon the public. Because individuals
would see government making clear its policies and claiming its expres-
sion, the public would see the government owning its own words without
subterfuge. By enhancing the public's faith in government, individuals
might be encouraged to participate in policy discussions. Indeed, Presi-
dent Obama ordered executive agencies and departments to use innova-
tive technologies precisely to invigorate public participation and collabo-
ration.

CONCLUSION

This Article seeks to start a conversation about whether our expec-
tations of government speech, and of government,232 should remain the
same in light of changes in the way that government speaks. For now, we
raise more questions than we answer. And those questions are many.

For example, emerging technologies generate new controversies
about government's responsibility for the accessibility of its expression.
In other words, how understandable must government expression be, and
to what segment of the population? Considering this question requires
that we weigh the availability (volume) of government speech against its
accessibility (quality). Some take the view that the more government
speech the better, and that government efforts to manage its raw data and
other expression for quality or readability unacceptably slow the speed
and reduce the volume of information received by the public.2 33 Others,
in contrast, urge government to invest in greater accessibility and read-

234ability of its data and other expression.

Note too that we may need to reconsider certain understandings of
government speech. For example, in light of the dangers of closed source

232. For a thoughtful discussion of how the controversy over government speech reflects a
controversy over the appropriate role of government more generally, see Steven D. Smith, Why is
Government Speech Problematic? The Unnecessary Problem, the Unnoticed Problem, and the Big
Problem, 87 DENV. U. L. REV. 945 (2010). For an equally thoughtful response, see Alan Chen, Right
Labels, Wrong Categories: Some Comments on Steven D. Smith's Why is Government Speech
Problematic?, 87 DENY. U. L. REV. ONLINE (2010), http://denverlawreview.org/storage/Chen-Right
Labels.pdf.

233. David Robinson, Harlan Yu, William P. Zeller, & Edward W. Felten, Government Data
and the Invisible Hand, II YALE J.L. & TECH. 160, 160 (2009) ("If President Barack Obama's new
administration really wants to embrace the potential of Internet-enabled government transparency, it
should follow a counter-intuitive but ultimately compelling strategy: reduce the federal role in pre-
senting important government information to citizens. Today, government bodies consider their own
Web sites to be a higher priority than technical infrastructures that open up their data for others to
use. We argue that this understanding is a mistake. It would be preferable for government to under-
stand providing reusable data, rather than providing Web sites, as the core of its online publishing
responsibility.").

234. Jerry Brito, Hack, Mash, & Peer: Crowdsourcing Government Transparency, 9 COLUM.
SC1. & TECH. L. REV. 119 (2008) ("In order to hold government accountable for its actions, citizens
must know what those actions are. To that end, they must insist that government act openly and
transparently to the greatest extent possible. In the twenty-first century, this entails making its data
available online and easy to access.").
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code when used by government programmers, should we consider gov-
ernment code a form of government speech-or instead as simply gov-
ernment decision-making, rather than expression, for which it remains
constitutionally accountable? 235

This Article begins this conversation with a focus on ensuring that
government remains meaningfully politically accountable to the public
for its expressive choices, regardless of the form of communicative tech-
nology involved. It thus urges the revision of government speech doc-
trine to require that government make clear when it is speaking as a con-
dition of asserting the government speech defense. This requires gov-
ernment to make deliberate and transparent choices when designing web-
sites and engaging in other newer technologies to identify itself as a mes-
sage's source when it seeks to speak, and to disclaim or otherwise make
clear when it instead intends to create an expressive opportunity for oth-
ers.

To be sure, the Court's reluctance to require such transparency sig-
nals the possibility that it will respond to such challenges with continuing
deference to government in the face of what might seem to it as difficult
technological problems in identifying expression's source. In addition to
advancing key First Amendment interests in facilitating democratic self-
governance, however, revising the government speech doctrine as pro-
posed here may help generate some technological benefits as well. If the
government speech doctrine is understood to bar government from using
opaque technologies (at least as a condition of claiming the government
speech defense), then we might see increased investments in technolo-
gies that would enhance transparency for expressive vehicles. Indeed,
many are already working on identification technologies that facilitate
communication with individuals whose identities have been authenti-
cated.236

Ideally, technological innovation would foster greater transparency
in several ways. It would permit us to confirm when government speaks
and to prevent government from masking its identity as that of a private
speaker. It would also permit us to discern when some other speaker is
actually masquerading as the government. 7 And it would permit us to

235. See generally Danielle Keats Citron, Open Code Governance, 2008 U. CHI. LEGAL F. 355
(2008); Danielle Keats Citron, Technological Due Process, 85 WASH. U. L.R. 1249, 1250 (2008)
(urging that such government systems ought to be transparent to the public to promote accuracy,
security, and privacy, among other values).

236. See Lisa P. Ramsey, Brandjacking on Social Networks: Trademark Infringement by Im-
personation of Markholders, 58 BuFF. L. REV. (forthcoming 2010) (describing fake posts and other
techniques by imposters seeking to create confusion about the source of information about particular
corporate brands).

237. Note, for example, that some individuals with no governmental affiliation may create
official-looking platforms, such as social network profiles, that purport to convey governmental
messages-perhaps to besmirch governmental actors whose election (or re-election) efforts they
want to undermine.
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demarcate particular portions and contributions of mixed public and pri-
vate speech-as in wikis-and to link them directly and transparently to
government contributors.

This is not to say that we have unfailing faith that this will happen.
But as Paul Schwartz observed in a different context: "One of the ex-
traordinary aspects of the Internet . . .is its rapid rate of change. It is
commonplace that each year online represents the equivalent of seven
years of change in the normal, offline world. ' 38 Technical solutions that
facilitate the transparency of government expression may be around the
corner.

238. Paul M. Schwartz, From Victorian Secrets to Cyberspace Shaming, 76 U. CHI. L. REV.
1407,1446 (2009).
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Gender and Privacy in Cyberspace

Anita L. Allen*

INTRODUCTION

UNEASY ACCESS: PRIVACY FOR WOMEN IN A FREE SOCIETY. By Anita L. Allen.
Totowa, N.J.: Rowman & Littlefield, 1988. 226 pp. $68.00.

A dozen years ago, I published a book about women's privacy, Uneasy
Access: Privacy for Women in a Free Society. I have been invited to revisit
critically the central themes of my book in light of the growth of the Internet
and the World Wide Web., In the preface to Uneasy Access, I observed that
"[t]he felt need of recent generations to demarcate the limits of intervention
into the privacy and private lives of women has done more than even the in-
formation technology boom to inspire analysis of privacy and the moral right
to it."2 My observation no longer holds true. Rather, since 1990, debates
over information technology, communications, data protection, and the me-
dia have driven many of the most visible and novel efforts to understand pri-
vacy.3 These new debates have had little to do with gender.4

* Anita L. Allen, a.kaa. Anita Allen-Castellitto, Professor of Law, University of Pennsylvania
School of Law. J.D. Harvard; Ph.D. University of Michigan. All Internet citations were current as
of May 22, 2000. Copyright © 2000 by Anita L. Allen and the Board of Trustees of the Leland
Stanford Junior University.

1. Web creator Tim Bemers-Lee describes the advent of the Internet and the World Wide
Web in a recent book. See generally TIM BERNERS-LEE & MARK FISCHErrI, WEAVING THE WEB
(1999) [hereinafter BERNERS-LEE]. Part of Bemers-Lee's book discusses the impact of his inven-
tion on privacy. See id. at 125-26, 143-55 (defining privacy as involving "the ability of each person
to dictate what can and cannot be done with their own personal information").

2. P. x.
3. See, e.g., TECHNOLOGY AND PRIVACY: THE NE W LANDSCAPE (Philip E. Agre & Marc

Rotenberg eds., 1997) (collecting original essays that assess impact of technology on privacy and
that also advance theoretical understandings of privacy itself).

4. But see PATRICIA WALLACE, THE PSYCHOLOGY OF THE INTERNET 208-32 (1999) (devot-
ing a chapter to "Gender Issues on the Net"). See generally SHERRY TuRKLE, LIFE ON THE
SCREEN: IDENTITY IN THE AGE OF THE INTERNET (1995) [hereinafter TURKLE, LIFE] (describing
several cases of gender-swapping in multi-user domains); Sarah Chester, A Feminist Response to
the Exon Bill, 8 HASTINGS WOMEN'S L.. 79 (1997) (discussing the implications of the Communi-
cations Decency Act for feminism and the future of th6 Internet); Catharine A. MacKinnon, Vindi-
cation and Resistance: A Response to the Carnegie Mellon Study ofPornography in Cyberspace, 83
GEO. L.L 1959 (1995) (considering the implications of pornography on the Internet); Kim Bartel
Sheehan, An Investigation of Gender Differences in On-Line Privacy Concerns and Resultant Be-
haviors, J. INTERACTIVE MARKETING, Autumn 1999, at 24 (discussing whether gender differences
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The Internet and the Web were largely the inventions of men as well as
government and private institutions managed by men.5 However, today both
men and women are designing cyberspace, and both men and women are
using it. Like men, women use cyberspace variously to build and enhance
careers or businesses, to purchase consumer goods and services for them-
selves and their families, to magnify and challenge their political voices, to
educate themselves and the general public, and to enhance their social lives.

Moreover, both men and women are vulnerable to unwelcome privacy
invasions in cyberspace. Indeed, in major respects, men and women sail
through cyberspace in the same leaky boat.7 (We can analogize cyberspace
to a vast sea into which spills the private data of those who navigate its swel-
ling waters.) For neither men nor woman can assume complete privacy in
the email of the workplace, in their travels from Web site to Web site, in

are visible in attitudes and behavior regarding advertising and marketing practices); Sherry Turkde,
Second Class Citizens of Cyberspace, WORLDPAPER, Aug. 1998, at 6 [hereinafter Turkle, Second
Class Citizens] (discussing "virtual" gender-swapping).

5. See BERNERS-LEE, supra note 1, at 1-90 (describing the role of the Department of Defense,
the National Science Foundation, and individuals in the creation of the Internet and the Web).

6. Many books and articles describe how Internet use can result in unwanted privacy losses.
See generally, e.g., ANN CAVOUKIAN & DON TAPSCOTF, WHO KNOWS: SAFEGUARDING YOUR
PRIVACY IN A NETWORKED WORLD (1997) (describing the impact of technology on privacy); LAW
AND THE INTERNET: REGULATING CYBERSPACE (Lilian Edwards & Charlotte Waelde eds., 1997)
(outlining laws pertaining to privacy, property, decency, and other offenses perpetrated online);
LIBERATING CYBERSPACE: CIVIL LIBERTIES, HUMAN RIGHTS AND THE INTERNET (Liberty ed.,
1999) (collecting essays on the development of the Intemet, some of which focus explicitly on the
privacy issue); THOMAS A. PETERS, COMPUTERIZED MONITORING AND ONLINE PRIVACY (1999)
(identifying legal rights and interests infiinged by observation and surveillance of employees, co-
workers, and other computer users); PROTECTING PRIVACY (Basil S. Markesinis ed., 1999) (com-
piling essays on the protection of privacy); PETER P. SWIRE & ROBERT E. LITAN, NONE OF YOUR
BUSINESS: WORLD DATA FLOWS, ELECTRONIC COMMERCE, AND THE EUROPEAN PRIVACY
DIRECTIVE (1998) (examining the Directive and the possible effect it could have on the U.S. econ-
omy); CHARLES 3. SYKES, THE END OF PRIVACY (1999) (examining the challenge to privacy in the
Information Age and asking how to restore a culture that respects privacy); VISIONS OF PRIVACY:
POLICY CHOICES FOR THE DIGITAL AGE (Colin J. Bennett & Rebecca Grant eds., 1999) (noting that
the theme of the book is "whether the privacy solutions of the past are equal to the surveillance
challenges of the future"); Jerry Kang, Information Privacy in Cyberspace Transactions, 50 STAN.
L. REV. 1193 (1998) (focusing on the specific problem of personal data generated in cyberspace
transactions); Erika S. Koster, Zero Privacy: Personal Data on the Internet, COMPUTERLAW., May
1999, at 7 (providing perspectives on the ways men and women are vulnerable to unwanted privacy
losses on the Internet and what, if anything, should be done about it). Of course, men and women
often knowingly sacrifice privacy to attain other goods. In fact, not everyone turns to the Internet
and the Web for confidential or anonymous communications. On the contrary, some people ap-
proach the Internet and the Web as broadcast media for efficient social or professional networking,
mass exposure, mass marketing, and mass advertising.

7. If men work, play, and shop online more than women do, men, in a sense, might be more
vulnerable to privacy invasions than women. But their vulnerability in this instance would not have
to do with their sex. If women are more active consumers of certain categories of consumer goods
and health services, it is conceivable that private industries would wish to monitor and record their
movement through cyberspace more closely than that of men. Data gathering of this type, however,
would not necessarily constitute an affront to women as women.
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their "anonymous" chat room conversations and bulletin board postings, or
in the personal and financial data they disclose to companies with whom they
do business online.8 Neither men nor women have access to the encryption
tools some experts say they need to insure the security of personal communi-
cations.9

Too little privacy in cyberspace is something of a problem for anyone
who wants privacy, whether male or female. But too much privacy in cyber-
space can be a problem, too. Cyberspace privacy (including anonymity, con-
fidentiality, secrecy, and encryption) can obscure the sources of tortious
misconduct, criminality, incivility, surveillance, and threats to public health
and safety.o Since too little or too much privacy can be a problem for both
men and women and their common communities, why focus on gender in
cyberspace? A woman-centered perspective on privacy in cyberspace is vital
because only with such a perspective can we begin to evaluate how the ad-
vent of the personal computer and global networking, conjoined with in-
creased opportunity for women, has affected the privacy predicament that
once typified many American women's lives.

In Uneasy Access, I set out the privacy predicament. Characterizing pri-
vacy as inaccessibility to others,"' I argued that a traditional predicament of
American women was too much of the wrong kinds of privacy.12 Women
often had too much privacy in the senses of imposed modesty, chastity, and
domestic isolation and not enough privacy in the sense of adequate opportu-
nities for individual modes of privacy and private choice.13 I suggested that

8. See generally CAVOUKIAN & TAPSCOTr, supra note 6 (emphasizing the difficulty in pro-
tecting privacy with the emergence of a networked worled); LAURA J. GURAK, PERSUASION AND
PRIVACY IN CYBERSPACE (1997) (telling the stories of "two online protests, which dealt with com-
puters, privacy, and the shape of communication technology and society"); PETERS, supra note 6
(detailing how personal and financial information is passed to third parties via computer use);
SYKES, supra note 6 (noting the challenges made to privacy as a result ofmodem technology).

9. Cf BERNERS-LEE, supra note 1, at 149-51 (arguing that we are not able to use public key
cryptography to achieve authenticity, confidentiality, integrity of messages, and nonrepudiatabiity
of messages because the federal government fears loss of control).

10. See RIGHTS AND RESPONSIBILITIES OF PARTICIPANTS IN NETWORKED COMMUNITIES 69-
84 (Dorothy E. Denning & Herbert S. Lin eds., 1994) (identifying electronic vandalism and other
computer-related crime); SYKES, supra note 6, at 25-58 (raising concerns about abuses that may
result from "surveillance society"); WALLACE, supra note 4, at 110-32 (describing the prevalence
and psychology of Internet incivility); David J. Phillips, Cryptography, Secrets, and Structuring of
Trust, in TECHNOLOGY AND PRIVACY, supra note 3, at 243, 243-76 (describing security measures
for protecting data from electronic vandalism and other unauthorized access). See generally JULIAN
DIBBELL, MY TINY LIFE (1998) [hereinafter DIBBELL, TINY] (describing incivilities by Internet
game players).

11. See p. 15 ("[Plersonal privacy is a condition of inaccessibility of the person, his or her
mental states, or information about the person to the senses or surveillance devices of others.").
The term "privacy" is also "used to refer to spheres of activity that are, or ought to be, free of gov-
ernmental involvement" P. 33.

12. Seepp. 180-81.
13. See id.
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women are particularly vulnerable to privacy problems because they are per-
ceived as inferiors, ancillaries, and safe targets and that women's privacy is
sometimes probed by others who implicitly assume that daughters, pregnant
women, mothers, and wives are more accountable for their private conduct
than their male counterparts.14

Women's overall standing as equal participants in the family and in the
economic and political life of our society has improved in recent decades. In
this new environment, many women have the privacy that they want. They
have experienced success in "overcoming inequitable social and economic
patterns that substitute confinement to the private sphere for meaningful pri-
vacy."15 They have learned to "exploit[] individual privacy without sacri-
ficing worthy ideals of affiliation and benevolent caretaking to self-
centeredness."16 These egalitarian achievements in the final decades of the
twentieth century could mean that women in the lately developed realm of
cyberspace quite naturally enjoy the same privacy benefits that men enjoy
and only suffer the privacy indignities that men also suffer.

However, women in cyberspace do not enjoy the same level and types of
desirable privacy that men do. Women face special privacy problems in cy-
berspace because there, too, they are perceived as inferiors, ancillaries, and
safe targets and held more accountable for their private conduct. In short, the
complex gendered social norms of accessibility and inaccessibility found in
the real world are also found in the cyberworld.17 That privacy may be a
special problem for women in eyberspace is an especially disturbing possi-
bility since "women may be more concerned than men about information-
gathering and their privacy on-line." 8 In Part I of this essay, I briefly review
Uneasy Access, highlighting its central claims and contributions. In Part 11, 1
provide some examples of women who have used eyberspace to attain cer-
tain objectives and discuss the role that privacy plays in the reaching of those

14. Pp. 141-46. An interesting example of a woman being accountable for her private life oc-
curred recently in Japan, outraging feminists who detected a double standard. Ayumi Kuroda, a
popular television anchor, lost her job when it was revealed that she had kept her divorce secret
from the public for two years. See Howard W. French, TV Star Loses Marriage, Privacy and Her
Job Too, N.Y. TIMES, Oct. 27, 1999, at A4.

15. P. 54.
16. Id.
17. Cf. Rebecca K. Lee, Romantic and Electronic Stalking in a College Context, 4 WI. &

MARY J. WOMEN & L. 373,404,405-06 (1998).
Indeed, the Internet is proving itself to be a hostile place for women, where female abuse can
be found everywhere, including: e-mail messages, chat rooms, and Usenet newsgroups. The
atmosphere surrounding newsgroups (open electronic conferences) is charged with such high
levels of sexual harassment and disrespect for women that many women are joining private
mailing lists for cyberspace community and interaction.

Id.
18. Sheehan, supra note 4, at 27. Some opinion polls suggest that women are "highly con-

cerned" about privacy threats and are somewhat more concerned about such threats than men. See
id.
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goals. I conclude that the privacy of women in cyberspace is more at risk
than that of men.19 Some of the worst features of the real world are repli-
cated in cyberspace, including disrespect for women and for the forms of
privacy and intimacy women value.

Throughout Uneasy Access, I argued that women need and ought to have
a right to meaningful forms of privacy and private choice. To that argument,
I would now add that there is a need among women for privacy in cyber-
space, too. I want to be careful not to overstate the sex-specific problem.
Men online are vulnerable to privacy invasions just as women are. Moreo-
ver, some of the unique privacies of cyberspace work to women's advantage.
Cyberspace is hardly heaven,20 but it can serve the needs of women wishing
to be left alone and of women seeking intimacy, commerce, and community
with others.21

I. STILL UNEASY

UneasyAccess proceeded on the basis of egalitarian, liberal, and feminist
principles. I framed the central privacy problem confronting American
women with a slogan: Women have had too much of the wrong kinds of
privacy.22 Women have had too much privacy, in the form of confinement in
their homes and imposed standards of modesty and reserve; but they have
had too little privacy in the form of opportunities for replenishing solitude
and independent decisionmaking. 3 Until quite recently, many women in the
United States were confined to the so-called "private sphere" of home and
family in dependent domestic caretaking roles. Although these roles were
sources of intimacy and joy, they were products of a social structure predi-

19. See, e.g., WALLACE, supra note 4, at 45 ("A[n] ... administrator for a fantasy role-
playing game on a Boston host showed me the system statistics that summarized the gender char-
acteristics of registered players. Only about 25% were female-presenting, and they tended to re-
ceive more attention and chivalry in the form of hints and gifts, and occasionally received more
harassment."). One male posing as a woman said, "I was shaken by how quickly uninvited male
adoration could take on a violent edge." Id. (quoting Steve Silberman, a writer for Wired maga-
z'ine).

20. But see MARGARET WERTHEIM, THE PEARLY GATES OF CYBERSPACE 21 (1999) ("[Cy-
berspace] is a repackaging of the old idea of Heaven .... The perfect realm awaits us . .. beyond
the network gateways . . . "); see also id. at 22 ("Cyberspace too [like the Christian Heaven] is
potentially open to everyone: male and female .... iThere is something potentially positive for
women and racial minorities here, because the biasing baggage of a gendered and colored body is
hidden from view... :).

21. See id. at 230 ("[T]he primary use of cyberspace is not for information-gathering but for
social interaction and communication.); see also id. at 231 ("One of the great appeals of cyber-
space is that it offers a collective immaterial arena not after death, but here and now on earth.").
Wertheim argues that "cyberspace can serve as a metaphor for community, because human commu-
nities also are bound together by networks of relationships; the kinship networks of our families, the
social networks of our fiends, and theprofessional networks of our work associates." Id. at 299.

22. Seep. 37.
23. Seepp. 180-81.
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cated on male domination and women's exclusion from most forms of civic,
intellectual, and commercial leadership. Women who worked outside the
home in education, business, industry, or the military were less isolated, but
they, too, often found it hard to escape autonomy-limiting dependency and
expectations of modesty and reserve. Moreover, women working outside the
home were likely victims of privacy-invading sexual harassment on city
streets and in the workplace.24

Uneasy Access sought to identify meaningful, beneficial forms of indi-
vidual privacy and private choice to which women could lay claim, consis-
tent with the passion for and realities of community, family, and intimacy.
The first two chapters of the book were devoted to engaging the small, ana-
lytically challenging philosophical literature concerning the definition and
value of privacy. I urged that we think of privacy as modes of inaccessibility
and noninterference and argued that privacy is potentially valuable for its
capacity to enhance personhood and relationships. I also stressed the im-
portance to women of participation in society as equals and up to their ca-
pacities.5 The four remaining chapters of the book explored topical themes,
chiefly, privacy in the home, privacy in public places, birth control, abortion,
sexual harassment, rape victim publicity, pornography, and prostitution.26

Today, privacy is more widely discussed among academics, policy ana-
lysts, and joumalists27 than it was when Uneasy Access was published in
1988. At that time, privacy was still an emerging concern. To be sure, fed-
eral and state lawmakers had been steadily expanding privacy protections for
data and communications since the mid-1970s in response to threats posed
by computer and surveillance technologies.28 The federal courts were pre-
paring for a fresh round of the abortion privacy debates and were being asked
on behalf of employers and school adminstrators to consider less liberal in-
terpretations of the "reasonable expectations of privacy" principle in Fourth
Amendment cases.29 Privacy concerns about the rights of homosexuals, sur-

24. See pp. 128-33.
25. See pp. 1-53.
26. See pp. 54-179.
27. See, e.g., AMITAi ETZioNI, THE LiMITs OF PRIVACY 1-2 (1999) (noting the current agita-

tion about protecting privacy).
28. See MARC ROTENBERG, THE PRIVACY LAW SOURCEBOOK 1999, at 1-173 (1999) (identi-

fying ten federal privacy statutes enacted between 1970 and 1988 and four additional privacy stat-
utes enacted through 1999).

29. See generally Rust v. Sullivan, 500 U.S. 173 (1991) (holding that a federally funded pro-
gram may bar abortion counseling, referral, and activities advocating abortion as a method of family
planning); Webster v. Reproductive Health Serv., 492 U.S. 490 (1989) (holding that state statute
regulating abortion was constitutional). Although the Supreme Court did not reach decisions in
these abortion cases until after 1988, the privacy issues and legal challenges arose prior to that year.
For cases in which the U.S. Supreme Court considered exceptions or limitations to Fourth Amend-
ment protections sought by employers or school administrators, see generally National Treasury
Employees Union v. Von Raab 489 U.S. 656 (1989) (holding that mandatory employee urinalysis
did not violate the Fourth Amendment); Skinner v. Railway Labor Executives' Ass'n, 489 U.S. 602
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rogate mothers, and persons wanting to die were erupting nationally.O But
privacy had less "buzz." Privacy was not so commonly talked or written
about.

Uneasy Access was among the first books about privacy to appear from
the academy. It was apparently the very first by an American philosopher
and one of the first by an academic in law.31 Since the publication of Uneasy
Access a number of philosophers have written books that devoted sustained
attention to the meaning and value of privacy in its many, complex dimen-
sions. 32 That Uneasy Access, one of the first books to devote itself entirely to

(1989) (holding that employee drug and alcohol testing did not violate the Fourth Amendment); and
New Jersey v. T.L.O., 469 U.S. 325 (1985) (holding that a school search did not violate the Fourth
Amendment).

30. See generally Bowers v. Hardwick, 478 U.S. 186 (1986) (holding that Georgia law crimi-
nalizing sodomy did not violate the fundamental rights of homosexuals); In the Matter of Baby M,
537 A.2d 1227 (N.J. 1988) (voiding surrogate mother contract notwithstanding constitutional pri-
vacy claims); In the Matter of Quinlan, 355 A.2d 647 (N.J. 1976) (holding that a person's right to
die was a valuable incident of the right to privacy). Nancy Cruzan's case was igniting new interest
in comatose patients' decisional privacy as it made its way through the courts, culminating in a
1990 Supreme Court decision. See generally Cruzan v. Director, Mo. Dep't of Health, 497 U.S.
261 (1990) (recognizing a liberty interest in refusing unwanted medical treatment).

31. A number of prominent philosophers published articles about particular aspects of privacy
in the 1970s and 1980s. See generally, e.g., PHILOSOPHICAL DIMENSIONS OF PRIVACY (Ferdinand
David Schoeman ed., 1984) (compiling articles that, for the most part, focus on the moral signifi-
cance of privacy); PRIVACY (J. Roland Peanock & John W. Chapman eds., 1971) (collecting arti-
cles on privacy that do not focus on law and technology); Judith Jarvis Thomson, The Right to
Privacy, 4 PHIL. & PUB. AFF. 295 (1975) (examining when the right to privacy has been violated).
The Israeli jurisprude, Ruth Gavison, also published an important article in the 1980s. See gener-
ally Ruth Gavison, Privacy and the Limits ofLmv, 89 YALE L.J. 421 (1980) (noting that privacy is
related to our concern over accessibility to others). In 1981, Jean Bethke Elshtain published a book
that used the terms public and private "as a conceptual prism through which to see the story of
women and politics from Plato to the present." See JEAN BETHKE ELSHTAIN, PUBLIC MAN,
PRIVATE WOMAN: VOMEN IN SOCIAL AND POLITICAL THOUGHT at xiv (1981). Moral philosopher
Sissela Bok published a book substantially about privacy in 1983, but she explicitly argued that
privacy and secrecy are different concepts. See SISSELA BoK, SECRETS: ON THE ETHICS OF
CONCEALMENT AND REVELATION 6, 10 (1983) (noting that privacy is an aspect of secrecy but that
the two are not identical, "having defined secrecy as intentional concealmene). UneasyAccess was
preceded by Harvard law professor Arthur Miller's book that examined the impact of technology on
society and by Alan F. Westin's book that discussed the relationship between privacy and technol-
ogy. See ARTHUR R. MILLER, THE ASSAULT ON PRIVACY 2 (1971) (exploring the ways in which
information technology has changed basic patterns in daily life and evaluating the responses that
have been made by the law, government, industry, and the like); ALAN F. WESTIN, PRIVACY AND
FREEDOM 3 (1967) (examining "what [might] be done to protect privacy... [from the] forces of
science, technology, environment, and society"); see also KIM LANE SCHEPPELE, LEGAL SECRETS
3 (1988) (examining "the way in which Anglo-American legal culture discusses and regulates se-
crets").

32. See generally, eg., PATRICIA BOLING, PRIVACY AND THE POLITICS OF INTIMATE LIFE
(1996) ("providing a new approach to public-and-private matters and to thinking about.., concepts
of private, public, and the political"); JUDITH WAGNER DECEW, IN PURSUIT OF PRIVACY: LAW,
ETHICS, AND THE RISE OF TECHNOLOGY (1997) (examining privacy from both a legal and philo-
sophical perspective and then discussing privacy in relation to feminism, sexuality and reproduc-
tion, drug testing, and technology); JULIE C. INNESS, PRIVACY, INTIMACY, AND ISOLATION (1992)
(exploring whether privacy can be separated conceptually and morally from other interests, how
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the philosophy and jurisprudence of privacy, was undertaken from a feminist
perspective can be explained by the confluence of two factors. The first
factor was the special interest a feminist in law or moral philosophy was
bound to take in the assault on privacy jurisprudence that followed the Su-
preme Court's landmark reproductive rights decisions decriminalizing birth
control and abortion.33 The second factor was the special interest feminists
in all fields were taking in the history of the public/private distinction, newly
illuminated by a wave of women historians.34 In this context, I became in-
terested in issues of family privacy and women's reproductive privacy, both
of which posed unique dilemmas for liberal government and its ideals. I be-
came very interested as well in the notion that men and women inhabit
"separate spheres" and that family homes, while "private," can also be op-
pressive.35 My ultimate analysis of women's privacy took inspiration from
the seminal work of the nineteenth-century writer Charlotte Perkins Gil-
man.36 Unlike her more famous (to lawyers and judges anyway) contempo-
raries, Samuel Warren and Louis Brandeis,3 7 Gilman clearly appreciated the
differences a person's sex and class can make to the quality and quantity of
privacy enjoyed in everyday life.38 I also drew inspiration from contempo-
rary feminist scholars, including Catharine Mackinnon,39 Jean Elshtain,40 and

privacy should be defined, and what value it should be given); FERDINAND DAVID SCHOEMAN,
PRIVACY AND SOCIAL FREEDOM (1992) (examining privacy, social freedom, and human social
nature).

33. See generally Roe v. Wade, 410 US. 113 (1973) (holding that prohibition of abortion
without regard to the stage of pregnancy violated the Fourteenth Amendment); Eisenstadt v. Baird,
405 U.S. 438 (1972) (holding that a Massachusetts law prohibiting the distribution of contraceptives
except to married people violated the Fourteenth Amendment); Griswold v. Connecticut, 381 U.S.
479 (1965) (holding that a Connecticut statute forbidding contraception violated the right of marital
privacy).

34. See, e.g., CARROLL SMITH-ROSENBERG, DISORDERLY CONDUCT: VISIONS OF GENDER IN
VICTORIAN AMERICA (1985) (collecting the author's essays to explicate the experiences and inter-
actions of men and women from the early nineteenth century to the First World War).

35. At the time, feminists were emphasizing the problem of domesticity and the historic con-
finement of women to the private sphere or to the confining authority of lovers, husbands, and fa-
thers. See generally, e.g., id.

36. See CHARLOTrE PERKINS GILMAN, WOMEN AND ECONOMICS 255, 258-60 (Carl N. De-
gler ed., Harper & Row 1966) (1898) (distinguishing family privacy from individual privacy).

37. See generally Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 HARV. L.
REV. 193 (1890) (arguing for a "right of privacy").

38. See Anita L. Allen & Erin Mack, How Privacy Got Its Gender, 10 N. ILL. U. L. REV. 441,
465-69 (1990) (comparing Gilman's work, supra note 36, to Warren and Brandeis s, supra note
37).

39. See CATHARINE A. MACKINNON, FEMINISM UNMODIFIED: DISCOURSES ON LIFE AND
LAW 96 (1987) (arguing that "the logic of Roe... translates the ideology of the private sphere into
the individual woman's legal right to privacy as a means of subordinating women's collective needs
to the imperatives of male supremacy").

40. See ELSHTAIN, supra note 31, at 4 (using the terms public and private "as a conceptual
prism through which to see the story of women and politics from Plato to the present").
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Carol Gilligan,41 who wrote from the perspectives of law, political theory,
and psychology about women, families, and reproductive choices.

Unfortunately, at the time I wrote Uneasy Access, I was only beginning
to understand the full scope of the progressive feminist critiques of privacy
and the public/private distinction. Some of my subsequent work has at-
tempted to grapple with the expanding chorus of feminist privacy critics who
dismiss privacy as a male value or a piece of untenable liberal ideology.42
Moreover, when I completed Uneasy Access, I was just beginning to under-
stand the importance to legal feminists of what came to be called the same-
ness/difference debates.43 The liberal orientation of my book seemed to align
me with the "sameness" feminists who argued that the path to equality for
women was through being treated the same as men.44 Doubtlessly disap-
pointing to some legal feminists, Uneasy Access failed to focus sharply on
the theory of equality it presupposed or on the sameness/difference debates
in relation to reproductive privacy or sexual harassment.

Despite these imperfections, Uneasy Access has had a modest impact and
an afterlife.45 The question presented here, though, is whether the analysis of

41. See generally CAROL GILLIGAN, IN A DIFFERENT VOICE (1982) (arguing that differences
in women's psychology should be considered in a thorough study of human development).

42. See generally, e.g., Anita L. Alen, The Jurispolitics of Privacy, in RECONSTRUCTING
POLITICAL THEORY 68 (Mary Lyndon Shanley & Uma Narayan eds., 1997) (exploring "the gen-
dered ways in which the legal concept of privacy has been constructed in citizen-to-government and
citizen-to-citizen contexts"); Anita Allen, Privacy, in A COMPANION TO FEMINIST PHILOSOPHY
456 (Alison M. Jaggar & Iris Marion Young eds., 1998) (reviewing formulations of privacy and
their treatment by feminists); Anita L. Allen, The Proposed EqualProtection Fixfor Abortion Law,
18 HARV. J.L. & PUB. POL'Y 419 (1995) (addressing the proposal to treat abortion rights under
equal protection rather than privacy).

43. See, eg., DEBORAH L. RHODE, JUSTICE AND GENDER: SEX DISCRIMINATION AND THE
LAW 305-21 (1989) (discussing feminists' differences over difference and sameness); Wendy W.
Williams, The Equality Crisis: Some Reflections on Culture, Courts, and Feminism, 7 WOMEN'S
RTs. L. REP. 175, 200 (1982) (asking if feminists were defending a separate female culture while
tying to break down the barriers created by men's separate culture).

44. See Williams, supra note 43, at 200 ("I for one suspect a deep but sometimes nearly in-
visible set of complementarities, a yin-yang of sex-role assumptions and assignments so complex
and interrelated that we cannot successfully dismantle any of it without seriously exploring the
possibility of dismantling it all.').

45. For example, Chapters 3 and4 of the book have been reprinted as chapters in anthologies.
See generally Anita L. Allen, Privacy at Home: The Twofold Problem, in REVISIONING THE
POLITICAL: FEMINIST RECONSTRUCTIONS OF TRADITIONAL CONCEPTS IN WESTERN POLITICAL
THEORY 193 (Nancy 3. Hirschmann & Chistine Di Stefano eds., 1996) (pointing out that "women
face the problem of overcoming inequitable social and economic patterns that substitute confine-
ment to the private sphere for meaningful privacy" and that "women face the problem of enjoying
and exploiting individual privacy without sacrificing worthy ideals of affiliation and benevolent
caretaking to self-centeredness"); Anita L. Allen, Privacy and Reproductive Liberty, in "NAGGING"
QUESTIONS: FEMINIST ETHICS IN EVERYDAY LIFE 193 (Dana E. Bushnell ed., 1995) (identifying
"the most important forms of privacy at stake in the quest for basic reproductive liberties" and ex-
plaining "why respect for these forms of privacy should be deemed a major impetus toward policies
that maximize women's choices"). See also TECHNOLOGY AND PRIVACY, supra note 3, at 1 (de-
scribing Uneasy Access as a "foundational analysis of privacy" that was "admirably undertaken").
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women's privacy I undertook twelve years ago has continuing relevance in
the age of the Internet and the Web. I believe that it does. Uneasy Access
was published prior to the emergence of the Internet and the Web as perva-
sive tools of communication and research. It also preceded the human ge-
nome project, confessional talk shows, reality TV, cell phones, computerized
medical records, aggressive investigative journalism, the Clinton/Lewinsky
scandal,46 and many other phenomena that have made concerns about pri-
vacy everyday occurrences. Perspectives first developed in Uneasy Access
can nonetheless help illuminate privacy issues arising for women in the new
environment of cyberspace. These issues are about too much privacy as well
as too little privacy.

To talk about women and privacy in cyberspace requires revisiting tradi-
tional feminist concerns about objectification, subordination, violence, and
isolation.47 Cyberspace replicates the traditional spaces in which women
dwell and therefore is open to the same criticisms.48 Those who worry about
the perils women face behind closed doors in the real world will find analo-
gous perils facing women in cyberspace49 Rape, sexual harassment, prying,
eavesdropping, emotional injury, and accidents happen in cyberspace and as
a consequence of interaction that commences in cyberspace. Cyberspace is
not hermetically sealed. For example, sexual predators invite real contact.
In neither the real nor the virtual domain are the privacies of anonymity, con-
fidentiality, identity, seclusion, and personal autonomy unqualified goods.
They are conditional.

To talk about women and privacy in cyberspace will ultimately take us
beyond traditional feminist concerns. We need to confront the implications
of the ability to interact as one or more persons of the opposite sex or as
sexless personae. I believe that we also need to be open to the moral task of
approving and disapproving the ways in which women voluntarily use the
Internet and the Web to enhance or abrogate their privacy. What are argua-
bly excesses of voluntary concealment and exposure made possible by tech-
nology point to a need (barely visible when I wrote Uneasy Access) for
liberal privacy theorists and policymakers to confront basic questions within
political theory about whether in a liberal society there can be such a thing as
wanting, as well as having, too little privacy. Uneasy Access assumed that, if

46. See generally ANDREW MORTON, MONICA'S STORY (1999) (recounting the Clinton scan-
dal from Monica Lewinsky's point of view).

47. See generally Maggie Canon, Life in the Big City, MACUSER, May 1995, at 17 (describing
the gender imbalance and sexual predation found on the Internet).

48. For all the inventiveness ofmulti-user domain fantasy games, the action of one of the best
known takes place in a house: the traditional situs of a woman's life. See generally DIBBELL,
TINY, supra note 10 (discussing the world of LambdaMOO).

49. See, eg., Dibbell, A Rape in Cyberspace, INDEP. (London), Jan. 24, 1999, at 13 [herein-
after Dibbell, Rape] (describing "ghostly" acts of sexual violence committed by a fictive character
in a multi-user domain).
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women could get real privacy, they would want it. Recent experience in cy-
berspace suggests, though, that some women, who finally have the ability to
demand real privacy and intimacy, are opting for less rather than more of it,
using their freedom to abrogate privacy. Hence the question posed by writer
Margaret Talbot: "Is it possible to invade your own privacy?"50

It is very unclear how much privacy typical women (if there are "typical"
women) really want. Women were probably among those outraged at the
mere suggestion that amazon.com might sell general data about their reading
habits;5t worried that new banking laws would allow firms to aggregate in-
formation about their customers to enhance marketing of financial prod-
ucts; 52 fearful that medical privacy safeguards proposed by the President
might leave us vulnerable;3 and disappointed that the United States has so
far declined to adopt data protection laws comparable to those adopted by the
European Community.5 4 But as the examples below will show, some women
voluntarily make themselves highly accessible to others on the Internet and
the Web. As liberals, we can criticize but must tolerate. Can we do nothing
more? Can a liberal society do nothing more?

II. ACCESSIBILITY IN CYBERSPACE

Women currently operate in cyberspace for reasons of convenience and
pleasure as well as necessity. For some women, the use of cyberspace is not
a choice. It is required by their business or employment. In the future, as
more business and commerce move to the Internet and the Web, women's
success as economic players may well depend on their ability to negotiate
cyberspace. Ideally, these future negotiations will be civil and safe. Today,
travelers in cyberspace can move about in highly accessible modes, which
are sometimes risky, and in highly inaccessible modes, which may be more

50. Margaret Talbot, Candid Camera, NEW REPUBLIC, Oct 26, 1998, available in LEXIS,
News Library.

51. See David F. Gallagher, Amazon Moves to Ease Worry About Privacy of Customers, N.Y.
TIMES, Aug. 30, 1999, at CI (describing the controversy created by "purchase circles").

52. See Privacy in Financial Dealings, N.Y. TIMES, Nov. 3, 1999, at A24 (calling the finan-
cial services bill "a bad deal for consumer privacy" because it "places no restrictions on the kind of
detailed personal information... that can be swapped among affiliated companies").

53. See Robert Pear, Rules on Privacy of Patient Data Stir Hot Debate, N.Y. TIMES, Oct. 30,
1999, at Al (describing President Clinton's proposed rules for safeguarding medical records and the
debate over the proposals); Robert Pear, Clinton to Unveil Rules to Protect Medical Privacy, N.Y.
TIMES, Oct. 27, 1999, at Al (noting that the President's proposal might "take away some of the
power that patients have traditionally had to decide when and if their records are released to third
parties") (quoting Dr. Paul S. Appelbaum, vice-president of the American Psychiatric Association).

54. See Colin 3. Bennett, Convergence Revisited: Toward a Global Policy for the Protection
of Personal Data, in TECHNOLOGY AND PRIVACY, supra note 3, at 99, 106-14 (describing Euro-
pean data protection standards and American exceptionalism); Edmund L. Andrews, European Law
Aims to Protect Privacy ofData, N.Y. TIMES, Oct. 26, 1998, at Al (describing European Union law
prohibiting buying and selling of personal data).
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appealing but risky as well. Women participate in cyberspace in both highly
accessible modes and highly inaccessible modes.

First, women operate in cyberspace in highly accessible modes. These
women are significantly identified, revealed, or disrobed. For these women,
former conventions of modesty and reserve (described in Uneasy Access5s)
have been fully abrogated in favor of historic levels of publicity and expo-
sure. While some of the women who bare it all on the Internet are objects of
exploitation rather than agents, others are pleasure seekers, entrepreneurs,
artists, and educators-persons not easily construed as subordinated victims
of pornographers and the male entertainment industry.56

Second, women operate in cyberspace highly inaccessibly, with their
names, gender, and other identifying personal traits obscured, their messages
encrypted or protected, and their bodies shielded from view.57 They do not
enjoy perfect privacy, of course, nor would they want to. The very purpose
of the Internet and the Web is to increase the accessibility of persons and
information. Moreover, traveling in cyberspace makes the computer user
vulnerable to tracking and tracing by government, big business, and employ-
ers. Still, optional conditions of relative inaccessibility protect key aspects of
computer users' identities from unwanted disclosure to others. Women in
cyberspace can engage in selective concealment. For the women who want
it, cyberspace affords a level of privacy, anonymity, confidentiality, and se-
curity never before available for women who interact on a regular basis with
numerous others.58

The woman who shops in the local mall is vulnerable to privacy-
invading leering, social overtures, and sexual harassment. The woman who
shops from her home or office in cyberspace is vulnerable to data collectors,
but is blessedly free of unwanted pick-up attempts and other vulgar distrac-
tions. Some women operate deceptively in cyberspace as virtual males or as
androgynous beings to avoid unwanted encounters.5 9 Cyberspace permits

55. See pp. 19-21 (discussing modesty and reserve).
56. See generally WALLACE, supra note 4, at 157-70 (discussing and classifying commercial

and noncommercial pornography (photos, sex acts, reading materials)).
57. But see WALLACE, supra note 4, at 22, 24.

On the Interet, gender is more easily deciphered than age simply because so many peo-
ple sign their messages, or use nicknames that suggest male or female....

In the social neighborhoods of the Internet the pressure to reveal age and gender is high
because these two features are so fundamental to the initial impression.... [P]eople do not
probe others about race with the same kind of direct boldness they inquire about age, gender,
or location.

Id.
58. But see Lisa Guernsey, The Web Discovers Its Voice, N.Y. TIMES, Oct. 21, 1999, at DI

(describing new voice-chat software that allows participants in chat rooms to hear one another's
actual voices, thus diminishing anonymity and the ability of women and men to hide their sexes).

59. See WALLACE, supra note 4, at 47.
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women to interact with others as men, under the pretense of being men,
forcing a distinction between gender in cyberspace and women in cyber-
space. Women interacting as men may find it easier to avoid and brush off
unwanted overtures. 60 Of course, women pretending to be men may fail to
be masculine, and men pretending to be women may fail to be feminine,
further complicating how we ought to understand the impact of sex and gen-
der on privacy in cyberspace.6 1

Concrete examples of actual and represented women operating in cyber-
space will help to clarify the contrast I have sketched between the highly ac-
cessible and the highly inaccessible modes in which women travel in
cyberspace and the implications of each. I begin with women operating vol-
untarily in the exposed, accessible mode. For better and sometimes for
worse, in my opinion, these women repudiate expectations of female mod-
esty, chastity, and domestic seclusion.

Oddly, the online community is far more generous toward women who pretend to be
men, and it is rare for Internet users to show outrage at this gender deception. How much
women do this is not really known, though MUD [multi-user domain] administrators report
that women gender-swap far less frequently than men (do]. More commonly, women choose
gender-neutral names, especially to avoid online harassment.

Gender-swapping .. .could be considered fanciful role-playing, or it could be classified
as outright lying.
Id.
60. See TURKLE, LIFE, supra note 4, at 210-23 (describing several cases of gender-swapping

in multi-user domains and its effect on the participants); see also Turkle, Second Class Citizens,
supra note 4.

>From my earliest effort to construct an online persona, I learned that being a virtual man
might be more comfortable than being a virtual woman.

... Not only was I approached less frequently [in a multi-user domain], but I found it
easier to respond to an unwanted overture with aplomb ....

... As a woman I have a hard time deflecting a request for conversation by asserting my
own agenda. As a MUD male, doing so seemed more natural.

By enabling people to experience the opposite sex, gender switching online teaches new
lessons about the way gender shapes our expectations of others and ourselves.

... When a man goes online as a woman, he soon finds it difficult to maintain this fic-
tion. To pass as a woman for any length of time requires understanding how gender inflects
speech, manner, the interpretation of experience. Women attempting to pass as men face the
same kind of challenge....

... We can use [our online personae] to become more aware of what we project into eve-
ryday life. This means that we can use the virtual to reflect constructively on the real. Indeed,
in my experience, life in cyberspace can provide very serious play. We take it lightly at our
risk.

Id.
61. See WERTHEIM, supra note 20, at 239 ("The concept of gender, while not wholly up for

grabs, is at least partially decoupled from the rigid restrictions so often foisted on us by the form of
our physical bodies.'); see also Turkle, Second Class Citizens, supra note 4.



STANFORD LA W REVIEW [

A. Patti's Webcast Mastectomy

I begin with Patti, the woman who permitted the Health Network, an af-
filiate of the FOX Entertainment Group, to broadcast live her double mas-
tectomy over the World Wide Web.62 Patti is a nurse with a family history of
breast cancer. She underwent surgery to remove and reconstruct her breasts
on October 20, 1999 at St. Mary Medical Center in Langhorne, Pennsylva-
nia. Her breasts contained numerous calcifications, a small cancer, and a
precancerous lesion.63 Her decision to be at the center of the historic broad-
cast was striking for several reasons. First, medical matters are among those
people generally cloak in confidentiality and privacy.64 Patient and con-
sumer advocates generally argue for major normative and legislative safe-
guards to protect medical information privacy.6 5 Patti's decision implies a
more complex stance toward medical privacy than the traditional one. Sec-
ond, breast cancer and the removal of the breast were, until quite recently,
regarded as a disease which one did not speak about at all or only obliquely.
Patti's decision to have her surgery take place live on the Web signals the
end of shame and secrecy about breast cancer. Third, women's breasts, es-
pecially the nipple and areola have been long regarded as parts of the human
body that ought to be concealed from public view; indeed, laws prohibit
public disclosure of women's breasts in all but a few artistic and profane set-
tings.66 Patti's decision and others' support and encouragement suggest a
new attitude toward women's bodies.

Here we have a woman who did not regard the fact of her surgery as a
matter for strict confidence; who was not ashamed to reveal to strangers that

62. See As Part of Breast Cancer Awareness Month, the Health Network Will Webcast Live
Mastectomy and Breast Reconstruction Surgery, PR NEWSWIRE, Oct. 13, 1999 [hereinafter
Webcast Mastectomy), available in LEXIS, News Library.

63. See id.
64. See generally Lawrence 0. Gostin, Health Information Privacy, 80 CORNELL L. REV. 451

(1995) (discussing the tension between (1) broad collection and use of health data and (2) privacy).
65. See, e.g., GEORGE J. ANNAS, THE RIGHTS OF PATIENTs 175-91 (1989) (arguing that

medical privacy rules exist because "health care providers must often kmow the most personal and
possibly embarrassing details of the patient's life in order to help"); ETZIONI, supra note 27, at 139-
82 (arguing that medical privacy was "unnecessarily compromised without serving any important
common good"). See generally GENETIC SECRETS (Mark A. Rothstein ed., 1997) (collecting arti-
cles assessing the need for privacy protection for genetic and health information); Gostin, sutpra
note 64 (noting that current law neither protects privacy adequately nor ensures fair information
practices).

66. A North Carolina statute governing public decency defines the public exposure of the nip-
ple of the breast as unlawful but excepts breast feeding. See State v. Ely, 501 S.E.2d 656, 659 (N.C.
1998) (referencing 1993 N.C. Sess. Laws 586, 587); of. Settoon v. St. Paul Fire & Marine Ins. Co.,
331 So. 2d 73, 75 (La. Ct. App. 1976) (describing allegation that a physician invaded privacy of a
patient when he entered her hospital room as she breast fed her newborn). Earlier laws did not
necessarily except breast feeding since the "breast-feeding of a baby in a public place is considered
by many as being 'offensive to ... modesty,' vulgar and indecent." Bums v. State, 512 S.W.2d
928, 936 (Ark. 1974).
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she had breast cancer and that her breasts had been removed hoping to cure
it; and who was unafraid to disclose her breasts in public despite the taboo.
Patti's case is striking proof that the condition of imposed privacy described
in Uneasy Access is a thing of the past. Patti is plainly not a woman confined
by domestic roles and conventions of modesty and concealment., Her abro-
gation of privacy, modesty, and shame for the sake of educating the public
about an important public health problem is something many feminists
would applaud. 67 Patti rejected forms of privacy and modesty that hurt and
isolate women. Under the old privacy regime condemned in Uneasy.Access,
women could rarely feel comfortable sharing and obtaining detailed knowl-
edge of their bodies. Under the new privacy regime, health privacy is op-
tional. A woman can choose when to elect privacy, when publicity.68 To
elect tasteful publicity for so noble a cause as women's public health educa-
tion may be something we should all praise. Patti is even more remarkable
than the artist Matuschka whose photographic self-portrdit appeared on the
cover of the New York Times Magazine. Matuschka bared her chest to the
camera to reveal the disfiguring scar of a mastectomy that she believed was
probably unnecessary to cure her cancer.69

But it is one thing to laud the new regime when the privacy it makes op-
tional is privacy that is dangerous to our health. It is something else to laud
the new regime when the privacy it makes optional is the privacy moral phi-
losophers say is critical to well-being, dignified personhood, and intimacy.70

B. Elizabeth Begat Sean-on the Internet

More than a year before Patti's mastectomy appeared on the Internet,
Elizabeth, a middle-aged married mother of three, gave birth on the Network.
Like Patti, Elizabeth said she allowed the broadcast because she wanted to
educate others. Writer Ellen Goodman characterized the birth as a blow to
privacy, albeit a voluntary blow: "As private space shrinks, the public's
hunger for authenticity grows. As the hunger grows, the deeper we invade

67. See Webeast Mastectomy, supra note 62 ("My reason for publicly doing this is to educate
and empower women and give them courage to make the big decisions associated with breast can-
cer." (quoting Patti)).

68. Men have choices, too. Former U.S. Senator Robert Dole chose to be public about his use
of Viagra to fight sexual dysfiuction; actor Michael J. Fox chose to be public about Parkinson's
disease. See Donna Britt, Would We Really Value Open Leaders?, WASH. POST, Aug. 20, 1999, at
B I (referring to Dole's speaking publicly about his erectile dysfunction and Viagra use as an exam-
ple of openness among public officials); Lloyd Grove & Beth Berselli, The Reliable Source, WASH.
POST, Sept 28, 1999, at C3 (describing interview with Fox regarding his disease).

69. See Susan Ferraro, The Anguished Politics of Breast Cancer, N.Y. TIMES, Aug. 15, 1993,
§ 6 (Magazine) at 25 (photograph on cover of issue).

70. See pp. 4348, 52-53; see also BOLING, supra note 32, at 33; DECEIV, supra note 32, at
171; INNESS, supra note 32, at 4-23; PHILOSOPHICAL DIMENSIONS OF PRIVACY, supra note 31, at
34, 156,203,223,265,290,300,403.
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private life to find something real, and the shallower it gets."71 Goodman's
concern is that the appetite for other people's private lives may lead to the
end of private life as more and more people publicize otherwise private acts
to a community of strangers. One could argue that Goodman's concern is
raised more sharply by Elizabeth's case than Patti's. Childbirth, but not
breast surgery, has developed into a joyous family experience, commonly
observed by and shared with spouses, children, and parents. Some journal-
ists condemned Elizabeth for making her newborn child into a kind of
"Truman" and his birth into a kind of "Truman Show."72 Indeed, Elizabeth
may have been self-deceived about the educational impact of her Internet
delivery. How babies are born is not something about which the general
public is especially ignorant. Nor is there a stigma attached to a married
woman's childbirth that needs to be overcome by greater exposure. Eliza-
beth was more entertaining than educating.73

Once childbirth was a deeply private act shrouded by conventions of pri-
vacy. This part of our past is well illustrated by the famous case DeMay v.
Roberts,74 in which a married couple successfully sued the physician who
came to their tiny house on a dark, stormy night to deliver their child. The
doctor's mistake was to bring along an "unprofessional unmarried young
man" who observed the delivery.95 Women are no longer burdened with the
nineteenth century's expectations of modesty in childbirth. Yet childbirth is
understood by many to be an intimate family experience from which strang-
ers should be excluded.76 Perhaps there is no real harm in having one of
one's four children in front of the world, Elizabeth may have reasoned. Pri-
vacy? Been there, done that.

C. All Day, All Night Jenni

Jenni owns a Web site open to all comers for a small fee.77 Jenni has
several cameras trained on the rooms of her home to allow visitors to observe

71. Ellen Goodman, 'Miracle' Is Diminished on Internet, DES MOINES REG., June 23, 1998,
at 9.

72. See, e.g., id.; Richard Roeper, The World Has Many Truman Burbanks, DALLAS
MORNING NEWS, June 20, 1998, at 27A (discussing Elizabeth's case as part of"a growing subcul-
ture of people who are living in a kind of Truman Show of their own making-the key difference
being that these human beings are volunteering to live in a fishbowl).

73. Of course, Elizabeth did not want the media to use her last name. See Roeper, supra note
72 ("Privacy concerns, don't you know:).

74. 9N.W. 146 (Mich. 1881).
75. Id. at 148.
76. See, e.g., Knight v. Penobscot Bay Med. Ctr., 420 A.2d 915, 916-17 (Me. 1980) (describ-

ing allegation that privacy rights had been invaded when nurse's husband viewed plaintiff's wife
deliver a baby).

77. See JenniCam <http://%ww.jennicam.com>. The initial screen of the Web site reads like
a dictionary entry which defines jennicam as "a real-time look into the real life of a young woman"
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her in real time living her life. Jenni's life is on view most of each day, so
that her fans may watch her perform the activities one ordinarily performs in
the privacy of one's home: hygiene, socializing, rest, avocations, and so
on.78 Like Patti, Jenni has made decisions that represent a sharp break with
the past and its expectations of domestic privacy and female modesty. Too
much of the wrong kind of privacy? Not for Jenni. She understands that she
could live what we ordinarily think of as a truly private home life, but she
does not want to. She has chosen to give up privacy in order to earn a bit of
money, expand the creative potential of the Web, and gain notoriety. Jenni
has decided to profit by overturning traditional privacy norms, even though
those norms are generally thought to work to persons' and the political
community's advantage.

Citizens of the city of Baltimore and certain other locales find that cam-
eras follow them as they roam downtown city streets.79 The purpose of the
cameras is to deter and detect crime. U.S. corporations treat personal con-
sumer data as a mere commodity to be aggressively collected, bought, and
soId.80 The purpose of the "data" market is to enable us to satisfy our prefer-
ences efficiently. Jenni reflects pop culture's irreverent, even retaliatory,
indifference to privacy. She does to herself what the government and the
corporate sector have done to her-lowered expectations of privacy in the
conduct of daily life.

Some feminists would applaud Jenni no less loudly than they would ap-
plaud Patti. But there is a difference. Jenni's Web site services prurient in-
terests. Visitors pay to see something that social traditions say they are not
supposed to see: the body of a strange woman. Jenni's use of the cyber-
world is playful and inventive, but it also replicates the condition of women
in the real world-women are objects or commodities, and they are available
on demand to men with "needs." If Patti is a teacher, Jenni is a call girl.

and "an undramatized photographic diary for public viewing esp. via [ilnternet." Id. The site
claims that cameras show the bedrooms, living room, and dining room of Jenni's home and prom-
ises a roving camera soon. JenniCam membership costs fifteen dollars for a twelve-month sub-
scription. Nonmembers can visit the JenniCam gallery, a sample of images showing photographs of
Jenni's feet, eyes, nude back, and torso, plus photographs of Jenni bathing, caressing a lover in bed,
entertaining a gathering of friends, and working at her desk. See id. Jenni's real name is Jennifer
Ringley. She first started the site in 1995 while she was attending Dickinson College in Pennsylva-
nia. See L.A. Lorek, Privacy NowPublic with Netcams, HOUSTON CHRON., July 24, 1998, at 5.

78. See JenniCam, supra note 77.
79. See Bill Straub, New Crime Deterrent: Cameras, HOUSTON CHRON., Mar. 3, 1996, at 1

(describing Baltimore's Video Patrol Program).
80. See, ag., Jeffrey L. Seglin, The Right Thing, N.Y. TIMEs, Mar. 19, 2000, § 3, at 4 (dis-

cussing the criticism that an Internet advertising and consumer data tracking firm faced when it said
that it would start to "linkl- its trove of heretofore anonymous data about people's Internet activities
with the real names, addresses[,] and profiles of consumers in a database it had acquired").
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Jenni is not the only person living in front of a Webcam.8 Other women
with sites catering to voyeurs include Ana Voog, an artist and musician who
has broadcast herself having sex with a boyfriend;82 Carla Cole, host of an
Internet talk show called CyberLove;83 the girls on the Dolls' House, four
young women in their late teens and early twenties who agreed to twenty-
four-hour surveillance in exchange for living rent free for six months;84 and
college coeds such as Trixie, viewable on the Internet site Voyeur Dorm,85

and Lisa Baley, viewable on a similar site.8 6

D. Great Teats, Great Gametes

Ron's girls take the general problem of cyberspace accessibility and
feminism raised by Jenni to a new level. Ron Harris, who has worked as a
photographer for Playboy television, sells access to erotic photographs of
beautiful young women over the Internet.87 (He also sells access to photos of
attractive young men.) One of his Web sites purports to auction the eggs of
his models to the highest bidder. Something of a market in women's eggs
has arisen in recent years, symbolized by the New England couple who, in
1999, offered $50,000 to an Ivy League donor meeting certain race, height,
and SAT requirements. 88 Whether Ron's models are really interested in egg
selling is another matter. But the claim that they are has increased interest in

81. "Webcam Central, at www.cam-central.com,... lists more than 1,000 Webcams around
the world." Lorek, supra note 77.

82. See Rick Marin & Ray Sawhill, And Now, the Human Show, NEWSWEEK, June 1, 1998, at
64 (noting that Ana was inspired by JenniCam).

83. See Charity Surf, GUARDIAN (London), Oct. 14, 1999, at 6 ("The Carlazone has been
added to The Sync webzine at http:/lthesync.comlcarlazonel, where you can also find the Jenni
Show (by Jennifer Ringley of JenniCam fame) and a selection of geeky movies.'.

84. See Vanessa Thorpe, Every Move You Make, I'll be Watching, INDEP. (London), Aug. 31,
1998, at 12 (noting that the Dolls' House was regarded by Bravo, a raunchy cable television chan-
nel, "as the next logical step after the immense popularity of... GirlCam, which ... earned the
Bravo Web site around 100,000 hits on its launch day").

85. See Steve Huettel, Voyeur Dorm Is Test of Cyberlaw, ST. PETERSBURG TIMES, Apr. 26,
1999, at lB ("Trixie, wrapped in a towel, reaches into a dresser, then walks out of view.").

86. See Malcolm J. Venable, See Me, Hear Me, Record Me, RICHMOND TIMES DISP., Sept. 9,
1999, atD16 (listing sites such as hereandnow.net, webdorm.com, and realcollegelife.com).

87. See Ann Gerhart & John Schwartz, The Donor Egg Scheme Hatched on the Web, WASH.
POST, Oct. 26, 1999, at C1 ("According to Network Solutions Inc. in Herndon, the domain names
for ronsangels.com and 14 erotic sites are all linked to the California-based Harris, 66. He has been
operating his sex sites for about three years . . . :'); see also Ron's Angels <http://www.
ronsangels.com>. The initial screen is a photograph of the face of a brown-haired, blue-eyed
young woman, with the captions "come up to beauty" and "egg auction." The site also offers a
sperm auction for beautiful, healthy intelligent men. The egg auction accepts starting bids of
$15,000 to $150,000 (U.S.). See id.

88. See Infertile Pair Takes Academic Approach, B. GLOBE, Feb. 28, 1999, at B5 (reporting
on a couple who offered $50,000 for an egg donor who was at least 5'10" in height and who scored
at least a 1400 on the Scholastic Aptitude Test via advertisements at Yale, Harvard, Princeton, Uni-
versity of Pennsylvania, Stanford, MIT, and California Institute of Technology).
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his site. The more interest, the more hits; the more hits, the more advertising
dollars; the more advertising dollars, the more profits. Ron becomes rich.

Ron's models trade some of their privacy for cash and exposure that may
lead to jobs and more cash. This trade does not involve apervasive intrusion
into the model's private lives. In fact, Ron's models enjoy quite a bit of ano-
nymity. However, they must provide a significant amount of data about
themselves (physical traits, intelligence, medical history) as a practical re-
quirement of inviting the general public to submit bids for their eggs. These
women are exposed on an auction block, their progeny offered to the highest
bidder. Ron's Web site symbolizes the optional character of women's repro-
ductive privacy. It is their liberty to sell their beauty gene-pumped gametes
or keep them for personal use.

E. An Old Girl's Network

Many people use the Web to meet real people with whom they hope to
establish relationships in the real world. Although it is possible to conceal
one's gender and sexual orientation online and benefit from interactions gen-
derlessly and asexually, to do so defeats the purpose of some online activities
such as finding sexual partners. It was for this reason that naval officer
Timothy R. McVeigh (no relation to the man convicted of bombing the fed-
eral building in Oklahoma City) disclosed his sex and sexual orientation to
America Online administrators. 9 The Web is a meeting place. The social
aspirations of some who use the Web are in sync with the freedom of private
association generally cherished in the United States. Web-to-real-world en-
counters can be mostly benign, as in the case of 85 Broads's exclusive,
members only Web site.90 They can also be potentially dangerous, as illus-
trated by a syphilis outbreak among a group of people who met through the
Intemet9l and Patrick Naughton's disturbing case of alleged attempted child
molestation.92

89. See Philip Shenon, Navy Case Combines Gay Rights and On-Line Privacy, N.Y. TIMES,
Jan. 17, 1998, at A6 (reporting on naval officer dismissed from the military after America Online
revealed to navy investigators that his user profile indicated that he was gay.).

90. See Reed Abelson, A Network of Their Own: Front an Exclusive Address, a Group for
Women Only, N.Y. TIMES, Oct. 27, 1999, at C1 (reporting on 85 Broads, from its inception to its
status today).

91. See Syphilis Outbreak Leaves Trail Through Cyberspace, CHI. TRIB., Aug. 25 1999, § 1,
at 12 (reporting on an outbreak of syphilis among a group of men who participated in the same chat
room).

92. Patrick Naughton was executive vice-president of Infoseek Corporation and overseer of
the Walt Disney Company's online operation, Go Network, until he was arrested and charged with
interstate travel with the intention of having sex with a minor, a thirteen-year-old girl with whom he
had arranged a rendezvous in Santa Monica, California. The criminal complaint alleged that, using
the name "hotseattle," the executive posted lewd messages in an Internet chat room routinely used
by adult men seeking minor girls with whom to have sex. He was detected when he traveled to
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The Internet and the Web present the opportunity for women to "net-
work" among themselves in the interests of business, politics, culture, and
social life. Oxygen.com and ivillage.com represent consumer friendly at-
tempts to bring women of diverse backgrounds and interests a wealth of
goods, services, and online experiences designed specifically for women.
Estronet.com and chickclick.com have similar aspirations,93 though the em-
phasis is entertainment and the tenor is decidedly more "hip" and less main-
stream. Other Web sites aim at more selective audiences of women.

85broads.com is an exclusive Web site for women formerly associated
with Goldman, Sachs, many of whom are now successful businesswomen in
other venues.94 85 Broads, the organization that sponsors the Web site, is the
brain child of Janet Tiebout Hanson who left Goldman, Sachs after fourteen
years to found Milestone Capital management, a Yonkers, New York-based
firm with nearly $3 billion under management.95 The organization is, in es-
sence, a private networking tool that enables business and professional
women alumnae of Goldman, Sachs a way of exchanging information. As
described in the New York Times, 85 Broads "is an attempt to replicate some
of the aspects of the traditional old boys' network, in which phone calls are
always taken and people are quick to make referrals."96 Member Noreen
Harrington was quoted as saying: "Women haven't networked as well as
they should-or can .... We're not always our best asset."97

F. A Young Girl's Peril

The accessibility of women in cyberspace has malignant potential. An
apparent teenage girl meets an apparent adult man over the Internet. They
chat it up for a time, discuss having sex, and then plan an encounter. The
cautious adult expresses concerns about getting into trouble with law en-
forcement authorities. The girl makes it clear that she is willing to back out
of the plan to meet. The man encourages her to meet as planned. They set
up a meeting. The man flies down to Los Angeles from Seattle to meet a
thirteen-year-old girl. When he arrives at the appointed spot, he is arrested.
His cyberspace girlfriend was really a bunch of cops looking to snare child
molesters.9 8

California to meet the thirteen-year-old girl who turned out to be an FBI agent. See Infoseek Ex-
ecutive Is Charged with Seeking Sexfron Minor, N.Y. TIMES, Sept. 21, 1999, at CO.

94. For more on EstroNet and ChickClick, see Lily Burana, MadAbout the Grrls, TIME, June
15, 1998, at 66.

94. See Abelson, supra note 90.
95. See id.
96. Id.
97. Id. (quoting Harrington).
98. See Infoseek Executive, supra note 92 (discussing Naughton incident).
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Real teenagers, though, have used the privacy of the Internet and private
time at home on the computer to form relationships with adult men. These
men have exploited the privacy and, above all, the anonymity of the Internet
to conceal dangerous intentions. Patrick Naughton, arrested in California
last fall, was an Internet savvy man whose passion for illicit sex undermined
his career and reputation.99 The anonymity of the Internet allows all of us to
live duplicitous lives, more easily and potentially more successfully than in
the past. Parents may feel happy to know their daughters are safe at home in
their rooms, never guessing that they are cyberdating forbidden adult men
with a taste for pornography, statutory rape, or worse. This example makes
two points about privacy that feminist critiques of privacy have often made.
First, homes are not safe havens for women and children. Now, thanks to the
increasing ubiquitous home personal computer and the Internet, grown men
living thousand of miles of away potentially engage our children in preco-
cious sexuality previously limited to fathers, stepfathers, grandfathers, uncles
and brothers with rights of physical access to our homes. Second, privacy
itself is not an unqualified good. Sex criminals use privacy to conceal per-
fidy and violence against children. We have to be able to penetrate the wall
of privacy with which people surround themselves in order to protect the
vulnerable. The same technology that allows me "good" privacy (to read
about health matters) allows me the "bad" kind, too, the kind that affords me
the opportunity to form relations and gather information with which to com-
mit heinous crimes.

G. Carrie's Feet: Stargazing, Fetishism, and Pornography

Many women voluntarily place still or moving images of themselves on
the Internet. They want to be more accessible to others in that way. Some-
times the images appear for the benefit of friends and families; sometimes
there is a serious effort to reach mass audiences. They are part of a mutually
reinforcing culture of unashamed exhibitionism and voyeurism.100 Jenni,
Ana, and the other Webcam women who present themselves for inspection
do so for a variety of reasons, including artistic expression, profit, and enter-
tainment.10t Sexually titillating Webcam sites are part of the Internet's
thriving "adult entertainment" industry. It is more common for a man to own

99. See id.
100. See generally Clay Calvert, The Voyeurism Value in First Amendment Jurisprudence, 17

CARDOZO ARTs & ENT. L.J. 273 (1999) (arguing that voyeurism now joins news, religion, and
political expression as a constitutional value).

101. See Michael Harvey, Internet Invades the Bedroom, DAILY MAIL (London), Jan. 19,
1998, at 29 ("I don't see it as art. But nor do I see myself as a bimbo. I think it is supposed to be
titillating but I'm not going to sit there and be pornographic all day." (quoting Kate Bird, candidate
for the Girlcam Web site, sponsored by the satellite and cable television channel Bravo)); Joan
Smith, What's the Problem with Women?, GUARDIAN (London), Feb. 20, 1998, at 2 (describing
women artists and models who are reclaiming their bodies by selectively exposing them).
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or operate a sex site.' 02 Female entrepeneurs in the industry have included
Ciaty McPherson, a former topless dancer and human-resources manager,
who launched her own pom Web site, juicymango.com.10 3 Another woman,
former model and exotic dancer Danni Ashe, owns a multimillion-dollar sex
site, Danni's Hard Drive.104

Of particular concern is the fact that men and women who do not want
their images to appear on the Internet or the Web have them there anyway.
Unwanted accessibility to others of a woman's name or likeness is a serious
privacy concern. Nonconsensual visual images of ordinary people appear in
cyberspace by virtue of thousands of Webcams trained on public places.
Celebrities appear, unwittingly, on paparazzi sites such as Frank Monte's
Spy7. Spy7's newest site features SpyGirl (a.k.a. Justine Ski) during the day
and NiteLifeCam at night, both of which prowl Manhattan looking mainly
for clubbing film stars and other celebrities to film covertly for Internet
broadcast.105

Carrie Kei Heim, a member of the University of Pennsylvania School of
Law's class of 2001, was a child actor. She appeared in a number of com-
mercial television programs and popular films, including the Disney com-
pany's Parent Trap 11.106 Although Carrie decided to give up Hollywood for
the Ivy League and the practice of law, her past will not let her go. It does
not bother her that her films are available on television and videocassette. It
does not even bother her that fans continue to seek her out; she maintains a
Web site for fans who want information about her evolving career. What
bothers her is that still pictures featuring her bare feet have been excerpted
from her films, appropriated by an organization called "The Young Foot
Lover's Adoration Society" (TYFLAS) and placed on its Web site.107

TYFLAS's site does not appear to be pornographic. It might be de-
scribed, though, as fetishistic. The individual images that can be viewed by
nonpaying visitors to the site are dozens of the sort of cute photos of pretty
girls with bare feet that might appear on a parent's desk at work or in a chil-
dren's summer clothing catalogue. On a page entitled "Kid Feet for the
Connoisseur," one sees three columns of photographs, a column for each of

102. See Michael Saunders, Web's Red-Light District Shines in Technology, Profits, B.
GLOBE, May 4, 1998, at C7 (describing a woman-owned site as one of "the few adult sites that are
owned and operated by a woman").

103. See Jack Boulware, Web Rouser; Former Lusty Lady Dancer Ciaty McPherson Struggles
to Make a Living on the Oversexed Internet, S.F. WKLY., Mar. 31, 1999 (describing McPherson's
experiences as a por-site operator), available in LEXIS, News Library.

104. See Saunders, supra note 102 (reporting on Ashe's business).
105. See Anthony Haden, Tales and Wonder, OBSERVER, June 28, 1998, at 5 (reporting on the

voyeuristic Spy7).
106. PARENT TRAP II (Disney 1986).
107. Interview with Carrie Kei Heim, former child actor, in Philadelphia, Penn. (Dec. 8,

1999); see also TYFLAS<http://www.tyflas.org> (displaying photos of children's feet).
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three age groups: three to six years, seven to ten years, and eleven to four-
teen years. One or more girls' feet figure prominently in most of the photo-
graphs, including one in which a girl demonstrates her flexibility by placing
her own big toe into her mouth. Carrie's feet appear in a members-only sec-
tion of the site called "Little Feet on the Big Screen."108 Celebrities face an-
other problem, one that Carrie has not faced thus far: realistic digitally
altered images that make it appear as though one is seeing a nude or sexual
image of a well-known person.109

Appropriation of a person's name, likeness, or identity has long been de-
fined as an invasion of privacy. It was, in fact, the basis of the first privacy
tort that American courts recognized. 1 0 While people who knowingly ap-
pear in films intended for mass distribution consent to a loss of privacy,
many performers feel that unauthorized uses of their images, voices, and
other repositories of personal identity are privacy invasions nonetheless.
Tracy Moore, a Massachusetts woman who had been paid $750 a week by
NTL Communications, Inc. to perform live simulated sex shows over the
Internet, sued the company for continuing to distribute (without her authori-
zation) sexually suggestive photographs of her after she stopped perform-
ing.11

What is so bad about having a photograph of you posted on the Internet?
First of all, it might invite unsavory attention. The prominent New York
firm Davis, Polk & Wardwell was forced to remove photos of its lawyers
from its Web site when female attorneys began receiving emails from strang-
ers who commented on their physical appearances.'1 2 In the case of adult
entertainer Moore, having photos of her sex acts on the Internet led to sexual
harassment online and at work and eventually cost her, a twenty-five-year-
old single mother, her job.113 In child actor Carrie Heim's case, the injuries
thus far have been dignitarian only. It is highly offensive to her that she has
been made into an object of fetishism, worldwide, on the Web.

108. See TYFLAS, supra note 107.
109. See Tom Maurstad, Stars Do Battle in Celebrity Skin Game, DALLAS MORNING NEWS,

Dec. 13, 1998, atE6 (discussing celebrity life in the Electronic Age).
110. See generally, e.g., Pavesich v. New England Life Ins. Co., 50 S.E. 68 (Ga. 1905) (dis-

cussing at length the right of privacy).
111. See Michael C. McDermott, Stoughton Firm Sued for Showing Sex Videos, PATRIOT

LEDGER (Quincy, Mass.), Jan. 26, 1998, at 15C (reporting on Moore's suit against NTL).
112. See Anna Snider, Davis PolkRemoves Photos from Web Site, N.Y. L., Feb. 22, 1999, at

1.
113. See McDermott, supra note I11.
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H. Virtual Privacy and Community

Women have traditionally written letters and kept diaries chronicling
their lives and insights." 4 Some women, including academics and intellectu-
als, regularly use cyberspace communications that continue this tradition in a
new, electronic format. Personal computers have replaced pen-and-ink and
typewriters; email messages have replaced the letters that have kept many
women linked to intimate friends., S

Some women seek in cyberspace forms of community life to which they
do not otherwise have access. They can meet new friends and interact with
strangers. The women who participate in cybercommunities through games,
fantasy, or chat rooms may have no interest at all in forming relationships
with the people who belong to their cybercommunities. In fact, some women
only participate in such communities because they can adopt fictive alter-
egos that can interact with other people's fictive alter-egos, and so face-to-
face contact would defeat the purpose of participation.'" 6

But even with fictive alter-egos, women are not always free from harm.
The women who participate in cybercommunities are vulnerable to psycho-
logical harm and abuse stemming from the way their fictive alter-egos are
treated. The thesis that the virtual reality of cyberspace replicates some of
the worst features of the real world is suggested by an incident Julian Dibbell
described as "A Rape in Cyberspace.""7 Mr. Dibbell is a participant in a
dynamic, interactive textual fantasy world, LambdaMoo." 8 The people who

114. See p. 78 ("The diaries and letters of women are valued windows through which the mo-
res of bygone eras can be understood.").

115. Unfortunately, the privacy of computer diaries and email is compromised by employer
control of email and computer hardware and by legal rules that make computer files and email dis-
coverable and subject to subpoena-as Monica Lewinsky discovered. See generally Morton, supra
note 46 (describing independent counsel's investigation of her personal computer and email).

116. We may wonder at people who devote substantial amounts of time to fantasy on the
computer rather than to intimacy with people in the real world. Women with children and tradi-
tional marriages may, in fact, be foreclosed from such participation or may be subject to special
criticism if they choose to allocate their time so as to include fantasy.

117. See Dibbell, Rape, supra note 49; see also, DIBBELL, TiNY, supra note 10, at 11-30.
118. See Dibbell, Rape, supra note 49.

LambdaMoo was a Mud [multi-user domain]. Or to be more precise, it was a subspecies
of Mud known as a Moo, which is short for "Mud, Object Oriented." All of which means that
it was a kind of database designed to give users the vivid impression of moving through a
physical space that in reality exists only as words filed away on a hard drive. When users log
in to LambdaMoo, the programme immediately presents them with a brief textual description
of one of the rooms in the database's fictional mansion. If the user wants to leave this room,
she can enter a command to move in a particular direction and the database will replace the
original description with one corresponding to the new room....

... Characters may not leave a room in a given direction, for instance, unless the room
subprogram contains an "exit" at that compass point. Ifa character "says" or "does something
(as directed by its user-owrner via the "say" or the "emote" command), only users whose char-
acters are also in that room will see the output describing the statement or action.... Lamb-
daMooers are allowed freedom to create-they can describe their characters any way they like,
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participate in this collective fantasy imagine that the fictional characters they
create online inhabit a sprawling, busy, rustic mansion in Palo Alto, Califor-
nia. A few years ago, male university students participating in the game cre-
ated a character called Mr. Bungle. Using their skills at programming, they
caused Mr. Bungle-a "fat, oleaginous, Bisquick-faced clown"---to commit
acts of a sadistic sexual nature against fellow virtual inhabitants of Lambda-
Moo.119 One of his victims was a fictional woman, Moondreamer. The
creation of a Haverford, Pennsylvania, woman, Moondreamer was forced to
have sex with several men and women in LambdaMoo and then to "violate
herself with a piece of cutery."20 Although the woman behind Moon-
beamer was never physically endangered, any notion she may have had that
eybercommunities are psychological and emotional safe havens was abruptly
shattered.

CONCLUSION

The "Virtual Woman" is an Internet-savvy advice columnist whose ad-
vice is not unlike that dished out by "Dear Abby." But when the "Virtual
Woman" advises divorce, she can also suggests a Web site through which
one can obtain a divorce lawyer or learn about mediation.121 Try to find the
"Virtual Woman" oh the Web, though, and you might end up visiting a hard-
core sex site of the same name by mistake.122 Cyberspace is a little unpre-
dictable that way. Visit the SmartGirl Web site, not for encounters with
young female devotees of physics and literature, but for pink ribbons, hearts,
and rainbows world offered up by adults seeking to probe the minds of teen
age consumers.12 3 A woman interested in fantasy entertainment might have

they can make rooms of their own and decorate them, and they can build new objects almost at
will.

Id. LambdaMoo was founded by Pavel Curtis and was one of the first popular multi-user domains.
See Turkle, Second Class Citizens, supra note 4.

119. Dibbell, Rape, supra note 49.
120. Id.
121. See The Virtual Woman: A Woman's Weekly Guide to Cyberspace, KNIGHT RID-

DER/TRiB. NEws SERV., Jan. 13, 1999 ("If your issues with your husband are irreconcilable...
then turn to Lawyers.Com."), available in LEXIS, News Library. Questions posed to the Virtual
Woman include how to keep sexy email away from the boss's prying eyes and how to get rid of a
husband who is a jerk. The Virtual Woman directs readers to www.wwwomen.com, "the Web's
largest search directory of topics for women online." Id.

122. See Unfaithful: Never Get Caught <http://www.virtualwoman.com>.
123. See Jay Dougherty, Privacy on the Internet: Are You Being Watched?, DEUTSCHE

PRESSE-AGENTUR, Aug. 7, 1998 (noting the site's statement "where girls like you find out what's
hot and what's not"), available in LEXIS, News Library. A perky feminine, pink, blue, and yellow
colored site, with the trademark "smart girls decide for themselves," SmartGirl is clearly aimed at
young girls with a taste for hearts, rainbows, and snowflakes. It offers several categories of infor-
mation and activity: issues to discuss, reviews, love and friendship, chat space. Under issues to
discuss, topics that girls may chat about include parents and family, school, health, death, and har-
assment. In the love and friendship realm, girls are invited to "read other people's love letters" and
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been drawn to Madeleine's Mind, but the premise of the game is markedly
sexist-Madeleine is a woman imprisoned by evil, and the criminals are in
search of her genius father's secret research, which is apparently locked in
her mind, but about which she is clueless.124 Stereotypes of women, both
positive and negative, are part and parcel of the representations of women on
the Web. With the gender stereotypes come problems of privacy invasion
and abrogation.

The problems are bound to get harder before they get easier, as comput-
ers shrink in size, gain added portability and "concealability," incorporate
camera and video capabilities, and acquire more users.125 Technologists are
hard at work developing wearable computers.126 In the near future, a woman
sitting in a coffee shop in Paris may find that live video images of her are
being Webcast all over the world, simply because someone equipped with a
wearable computer thinks she's a "babe."

Professor Lawrence Lessig has stated that the architecture of cyberspace
is political, and we have to make a choice about it.127 But what are the
chances that we will select adequate privacy norms for the land that only re-
cently "has changed from a playground for like-minded libertarians to a
workplace and social space for millions"?12 For anyone with a role in
choosing the norms that will frame our collective lives in cyberspace, Un-
easy Access has a relevance that transcends its vintage. To the architects and
critics of cyberspace Uneasy Access offers a message well-illustrated by at-
tention to gender: Privacy is often important, but there can be too much as
well as too little privacy; subordinating as well as equalizing forms of pri-
vacy; fairly distributed, as well as unfairly distributed privacy; privacy used
for good, as well as privacy used for evil; privacy that moves a people for-
ward, and privacy that moves a people backwards.

to "submit your own love letters" as well as to seek advice from "Ask Arielle." See SnartGirl
<http:llwvnv.smartgirl.com>.

124. See JOHN GEIRLAND & EVA SONESH-KEDAR, DIGITAL BABYLON 89-91 (1999) (de-
scribing Madeleine, a fictional woman ("being held against [her] will"), who is the central character
in a computer game its creators at Digital Planet hoped would revolutionize the concept of interac-
tive Web entertainment).

125. For the future and technology of such "wearable" computing, see Steve Mann, An His-
toricalAccount of the 'WearComp'and 'WearCam 'Inventions Developed for Applications in 'Per-
sonal Imaging' <http:llwvw.wearcam.org/historicallindex.html>.

126. I attended the Second Annual Wearable Computers Conference in 1998. I was seated at
lunch next to a graduate student wearing a pair of ordinary-looking eyeglasses through which he
could view the Internet. After a quick glance at my name tag, he proudly announced that with the
scant information it contained, he could instantly access the resources of the Internet to research
personal data. "I can tell you where you live," he said.

127. See LAWRENCELESSIG, CODE AND OTHER.LAWVS OF CYBERSPACE 96, 103, 119 (1999).
128. Amy Harmon, The Lmv Where There is No Land, N.Y. TIMES, Mar. 16, 1998, at Dl.
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Article

THE MONSANTO LECTURE

ONLINE DEFAMATION, LEGAL CONCEPTS,
AND THE GOOD SAMARITAN

Benjamin C. Zipursky*

I. INTRODUCTION

It was an honor to give the Monsanto Lecture at Valparaiso University
Law School. Many prior Monsanto lecturers have utilized this
opportunity to sketch important theoretical frameworks. I have chosen to
go in a different direction, one that is studiously down-to-earth. The
Article principally addresses questions regarding the publication element
of the tort of libel and how the doctrine surrounding those questions
ought to be applied to defamation cases that involve the Internet. Most of
today's interesting problems in American defamation law involve a
question about the interaction of a federal statutory provision, the
Communications Decency Act ("CDA") § 230(c), with the common law of
libel. I argue that the failure to take the doctrinal structure of libel law
seriously has led courts to mangle Internet defamation law, effectively
eliminating - for the Internet only - a fundamental principle called "the
republication rule."' This interpretation is alien from what Congress
intended, from any reasonable reading of the relevant statutory text and
from plausible public policy choices in the age of the Internet. As Ninth
Circuit Judge Ronald Gould cautioned:

Congress wanted to ensure that excessive government
regulation did not slow America's expansion into the
exciting new frontier of the Internet. But Congress did
not want this new frontier to be like the Old West: a
lawless zone governed by retribution and mob justice.
The CDA does not license anarchy. A person's decision

Professor of Law and James H. Quinn '49 Chair in Legal Ethics, Fordham University
School of Law. I am grateful to Anita Bernstein, Mark Geistfeld, John Goldberg, Clare
Huntington, Thomas H. Lee, Ethan Leib, Robert Rabin, Aaron Saiger, Anthony Sebok,
Catherine Sharkey, Kevin Stack, Olivier Sylvain, and audiences at Valparaiso University Law
School and University of Western Ontario for helpful comments on previous drafts. Auran
Buckles has provided tremendous research assistance.
1 47 US.C. § 230(c) (2012).
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to disseminate the rankest rumor or most blatant
falsehood should not escape legal redress merely because
the person chose to disseminate it through the Internet
rather than through some other medium.2

This Article aims to set things right in a somewhat traditional way: it
elucidates a legal problem by identifying the relevant doctrinal
framework within tort law, and it applies that doctrinal framework to the
real world of facts and statutes and politics. Its principal thesis is that
§ 230 of the CDA-which is called "Protection for 'Good Samaritan'
blocking and screening of offensive material" -should be interpreted
against the backdrop of both: (1) a variety of principles regarding the
publication element of libel law; and (2) the numerous Good Samaritan
statutes that have been enacted to modify the common law's treatment of
the "duty" element within state negligence law. Like certain parts of
negligence law, CDA § 230 ("§ 230") relates to whether a company or
individual ever has a duty to protect persons against perils that it (the
company or individual) did not itself generate. A striking decision by a
single state trial court in the early 1990s caused a panic in the fledgling
Internet industry because it seemed to create a common law Catch-22 for
Internet service providers who try to protect families against obscenity on
the Internet.3 Congress solved the problem with § 230 just the way that
state legislatures have used Good Samaritan laws to eliminate the Catch-
22 for physicians who volunteer to rescue roadside accident victims.
Notwithstanding what seems to be a direct message from Congress in the
very naming of the statute, it turns out to have been difficult for courts
and commentators alike to grasp its main point. I am hopeful that, as a
scholar who studies the range of tort law-from negligence to strict
products liability to battery, fraud, and defamation-I may be able to shed
light on this important question of statutory interpretation. The
unjustifiable abandonment of the republication rule for Internet cases is a
consequence of courts' failure to grasp the "Good Samaritan" aspects of
§ 230 and the concepts of affirmative duty that such a framework imports
into libel law.

While friends and colleagues will not be surprised by my decision to
focus on libel law in this Article (defamation and privacy within tort law

2 See Batzel v. Smith, 333 F.3d 1018, 1040 (9th Cir.) (Gould, J., concurring in part and
dissenting in part), rehearing denied, 351 F.3d 904 (9th Cir. 2003), cert. denied, 541 U.S. 1085
(2004) (holding that a republisher was immune under the Communications Decency Act
("CDA") § 230).
3 See Stratton Oakmont, Inc. v. Prodigy Servs. Co., No. 31063/94,1995 WL 323710, at *2
(N.Y. Sup. Ct. May 24, 1995) (treating the Internet service provider ("ISP") as the publisher
of a defamatory posting by a third party).
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have long been a personal passion), some would be incredulous if I
disclaimed all theoretical pretensions. They would be at least partially
right, for the theoretical positions I have advocated over the past two
decades do lie behind the interpretive arguments I put forward here. In
the end, I shall suggest that the problems courts have faced in CDA
interpretation are symptoms of larger shortcomings in the theoretical and
methodological assumptions that many judges and lawyers today bring
to their analysis of legal questions. Sorting out § 230 requires taking legal
concepts seriously: publication, active/passive distinctions, Good
Samaritan ideas, affirmative duties, republication, and so on. Twentieth
century tort scholars gave American judges and lawyers one hundred
years of anti-conceptual thinking, often contending that pragmatic thinkers
should zip through the verbiage of the common law and get to the results
that really matter. The larger point of this Article is that reasonable and
pragmatic legal interpretations often require just the opposite - an
authentic engagement with common law principles and an intelligent
construction of the case law and statutory provisions that emerge from
and complement those principles. In pointing out a wide range of tort
claims that have been inadvertently snuffed out, I also aim to call attention
to the importance of tort law as a mechanism through which individuals
are afforded an avenue of civil recourse against those who wronged them.
To some extent, then, the Article illustrates the pragmatic conceptualist
and civil recourse views I have put forward over the past two decades,
both individually and in conjunction with Professor John Goldberg.4

Nothing here depends on acceptance of those theoretical views, however.5

Part II provides the background of our topic.6 Part II.A briefly
introduces the republication rule. Next, Part II.B describes the key case -
Stratton Oakmont v. Prodigy- that led to the enactment of § 230. Then Part
II.C describes a path of decisions interpreting the CDA, leading us to a

4 See, e.g., Benjamin C. Zipursky, Pragmatic Conceptualism, 6 LEGAL THEORY 457,458-59
(2000) [hereinafter Zipursky, Pragmatic] (introducing pragmatic conceptualism); Benjamin C.
Zipursky, Rights, Wrongs, and Recourse in the Law of Torts, 51 VAND. L. REv. 1, 82 (1998)
(introducing civil recourse theory); John C.P. Goldberg & Benjamin C. Zipursky, The Moral
of MacPherson, 146 U. PA. L. REv. 1733, 1746-50 (1998) (developing responsibility-based,
pragmatic, and conceptualistic accounts of the common law of torts, in the spirit of Cardozo
as opposed to Holmes); see also John C.P. Goldberg, Ten Half-Truths about Tort Law, 42 VAL.
U. L. REV. 1221, 1256 (2008) (providing the Monsanto lecture touching upon pragmatic,
conceptualistic, and responsibility-based themes in tort law).
5 Benjamin C. Zipursky, Thinking in the Box in Legal Scholarship: The Good Samaritan and
Internet Libel, 56 J. LEG. ED. 55 (2016). In a recent essay for a symposium on the future of legal
scholarship, I suggested that doctrinal and non-theoretical legal scholarship is too often
overlooked. Id. That essay puts forward a highly condensed version of the CDA § 230
("§ 230") analysis offered below.
6 See infra Part II (reviewing multiple cases).
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strikingly laissez-faire approach. Finally, Part II.D sketches where we are
today in Internet libel law.7 Part Ell explains that American courts have
been interpreting § 230 without an adequate understanding of either the
common law doctrines relating to the publication element of libel law or
an adequate understanding of the Stratton Oakmont decision.8 These
lacunae have led to a catastrophe in interpreting and applying § 230 since
its passage.9

Part IV uses the framework developed above to explain what has gone
wrong in the interpretation of the § 230 and why, and Part IV offers an
account of how that statute should be interpreted moving forward.10 Part
V concludes by returning to the more theoretical theme of the Article-
that legal concepts matter.11

II. ONINE DEFAMATION AN) THE DISAPPEARANCE OF THE REPUBLICATION

RULE

A. The Republication Rule

For centuries, the common law of libel and slander contained a
principle called "the republication rule."' 2 It says that a speaker who
writes or speaks a defamatory statement made by another is liable as if he
or she were the speaker herself.13 As a general matter, it is immaterial
whether the second speaker is reasserting the defamatory statement in her
own voice or attributing it to the earlier speaker.'4 Imagine a newspaper
that publishes an op-ed by a Mr. Jim Smith saying "Clint Williams is a
child molester," or a neighborhood gossip who says, "Jim Smith said
'Clint Williams is a child molester."' The newspaper and the
neighborhood gossips are, as a general matter, on the hook as if they were
Jim Smith.

The reasons for the republication rule are obvious.1 5 It is not simply
that the same damage can be done to the plaintiff by the republisher

7 See infra Part II (detailing the background of the tort of defamation).
8 See infra Part III (analyzing the courts' interpretations of § 230).
9 See infra Part III (noting the impact of various interpretations of § 230).
10 See infra Part IV (recommending a better method of interpretation).
11 See infra Part V (discussing legal concepts and the common law).
12 See, e.g., Cianci v. New Times Pub. Co., 639 F.2d 54, 61 (2d Cir. 1980) (stating
republishing libel may create liability even when the statement is attributed to another
publisher).
13 See RESTATEMENT (SECOND) OF TORIS § 578(b) (AM. LAW INST. 1977) (summarizing the
liability of those repeating defamatory statements).
14 See id. ("It is not defense that the second publisher names the author or original
publisher of the libel.").
15 See Flowers v. Carville, 310 F.3d 1118, 1128 (9th Cir. 2002) (" [tialebearers are as bad as
talemakers") (internal citations omitted).
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(actually, often far greater harm is done by the repetition or the broad
publication).16 It is that, absent such a rule, defamers could too easily
sidestep any possible liability by putting words into another's mouth.
And remember that speaking or writing - including republication - is an
intentional act, so republishers are aware when they are making the
damaging statements. An assailant does not avoid liability for battery
because the idea was someone else's and he was merely carrying through
another's intention.17

To be sure, common law courts and legislatures have crafted
intelligent limitations on the republication rule in cases where, for
example, a newspaper is carrying a report of what was said in a city
council meeting or a court.8 And, under the inspiration of New York Times

v. Sullivan and its progeny, federal and state courts interpreting the First
Amendment have created defenses that, directly or indirectly, blunt the
impact of the republication rule in a range of cases, too.19 But-for the
most part-the republication rule has remained in place before, during,
and after the New York Times v. Sullivan era, and it remains in place today.2 0

B. Cubby, Stratton Oakmont, and the Communications Decency Act

Things have gone differently for Internet defamation, however. In
New York, California, and several federal circuits, the republication rule
has been eviscerated." A person who posts a defamatory statement that
was originally written by someone else is typically said to enjoy complete
immunity from a defamation claim, even if the poster had actual malice,
and regardless of whether it is an issue of public concern." On the
Internet, the law of defamation (and various other speech torts, as well)
has been sheared away for republishers, regardless of culpability,

16 See Cianci, 639 F.2d at 61 (reasoning any different rule would generate expansive
reputational harm without liability).
17 See Flowers, 310 F.3d at 1148-50 (emphasizing the amount of authority stating that
republishers should be held liable like the originator of the defamatory statement).
18 See, e.g., Swede v. Passaic Daily News, 153 A.2d 36 (N.J. 1959) (recognizing the defense
of fairly and accurately reporting statement made in town meeting); see also e.g., Hahn v.
Holum, 162 N.W. 432 (Wis. 1917) (shielding the true and fair reporting of official proceeding).
19 See N.Y. Times Co. v. Sullivan, 376 U.S. 710,739 (1964).
20 See, e.g., Matthew D. Bunker & Clay Calvert, "Defamation Live": The Confusing Legal
Landscape of Republication in Live Broadcasting and a Call for a "Breaking News Doctrine", 39
COLuM. J.L. & ARms 497 (2016) (recognizing the persistence of the republication rule and
calling for revision of doctrine with regard to live broadcasts).
21 Infra Parts II.C and II.D.
2 See, e.g., infra Part II.D. (describing breadth of protection in today's Internet law).



6 VALPARAISO UNIVERSITY LAW REVIEW [Vol.51

knowledge, intention, or effect, and regardless of whether the original
defamer can be found.23

Two cases from New York began the sequence of events that brought
us to where we are. The first-Cubby v. Compuserve-was quite
unremarkable.24 A plaintiff sued an Internet service provider because one
of the virtual periodicals carried in its online libraries allegedly contained
a statement defaming the plaintiff.25 Judge Peter Leisure, in the Southern
District of New York, determined that Compuserve was more like a
library, bookstore, or newsstand than a newspaper, and summed this up
by saying Compuserve was more like a distributor than a publisher.26
Distributors - unlike publishers - cannot be held accountable in libel for
the contents of writings they lend, sell, or distribute, at least if they lack
notice of its defamatory content.27 Judge Leisure, therefore, granted
Compuserve's summary judgment motion on the ground that it was not
a publisher.28

Two years later, a controversial securities brokerage firm sued the
internet service provider ("ISP") Prodigy in a New York state trial court
in Nassau County on Long Island.29 An electronic bulletin board carried
on Prodigy contained a pseudonymous posting asserting the securities
brokerage was engaged in fraud." The plaintiff's lawyers in this case were
not deterred by Cubby because they had found overstated marketing
material by Prodigy in which it touted its ability to filter and edit content,

23 See Zeran v. Am. Online, Inc., 129 F.3d 327, 328-30 (4th Cir. 1997) (refusing to hold an
online publisher liable for defamation or negligence, even though the original defamer could
not be found).
24 See generally Cubby, Inc. v. CompuServe, Inc., 776 F. Supp. 135, 135 (S.D.N.Y. 1991)
(illustrating that an action was brought for libel, business disparagement, and unfair
competition).
2 See id. at 137-38 (describing the nature of the plaintiff's defamation claim).
26 See id. at 139-40 (finding CompuServe was not a publisher).
2 See id. at 139 (explaining the higher standard of liability for publishers as opposed to
distributors).
2 See id. at 135, 145 (holding CompuServe functioned more like a distributor than a
publisher).
2 See Stratton Oakmont, Inc. v. Prodigy Servs. Co., No. 31063/94,1995 WL 323710, at *2
(N.Y. Sup. CL May 24,1995) (noting the cause of action); see also Second Amended Verified
Complaint at 2-3, Stratton Oakmont, Inc., v. Prodigy Servs. Co., No. 31063/94, 1995 WL
323710, at *2 (N.Y. Sup. Ct. May 24, 1995) (stating Stratton Oakmont's president, Daniel
Porush, was also a named plaintiff, and the named defendants included: IBM, Sears
Roebuck, alleged partners of Prodigy, and unidentified defendants, John Doe and Mary
Doe). The allegations in this complaint included assertions that unidentified employees of
Prodigy were the users of the pseudonyms through which the postings were made; these
allegations had been abandoned by the time Stratton Oakmont made its motion for partial
summary judgment. Id.
3 See id. at 3 (claiming unidentified individuals made a pseudonymous posting asserting
that Stratton Oakmont had committed fraud).
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thereby declaring itself family-friendly.31 The firm aggressively
characterized Prodigy as having admitted that it was - within the rubric
of Cubby - a publisher, not a distributor.32 Moreover, Stratton Oakmont
was able to point to the fact that Prodigy had actually hired someone to
monitor the bulletin board on which the allegedly defamatory statement
appeared, and that this person had failed to remove the statement." So
confident was Stratton Oakmont-notwithstanding a prominent federal
court having ruled as a matter of law for the defendant in the only similar
case - that it moved for partial summary judgment on the issue of whether
Prodigy could be held liable if the statement was found defamatory.M
Stunningly, the trial judge in New York State court granted partial
summary judgment, ruling that Prodigy was a publisher, as a matter of
law, of statements that had been anonymously posted on its electronic
bulletin board.? Even though Prodigy hired new lawyers and moved for
reconsideration, it was too late, for the trial judge was unwilling to change
his mind.3

It is, of course, not technically relevant that the controversial securities
firm protecting its reputation in Prodigy was none other than Stratton
Oakmont, best known today as the firm that was run by Jordan Belfort -
the so-called "Wolf of Wall Street."37 We now know that public statements
critical of Stratton Oakmont were sorely missing in 1994.3 It is more than
a touch ironic that Stratton Oakmont's right to protect its reputation is the
source of American Internet defamation law today.39

The ISP industry rushed to Washington in the weeks after Justice
Stuart Ain's decision, energetically lobbying Congress for federal
protection against state judges like Ain. 0 Congress devoted a provision

31 See Stratton Oakmont, Inc., 1995 WL 323710, at *4-5 (describing Stratton Oakmont's
ability to filter and edit content).
32 See id. at *4 (following the rubric of Cubby).
3 See id. at *5-6 (explaining how Prodigy directed and controlled Epstein's actions).

See id. at *1 (moving for partial summary judgment).
M See id. at *4 (granting Stratton Oakmont's motion for partial summary judgment).
36 See id. at *1-2 (denying Prodigy's motion for renewal).
3 See Stratton Oakmont, 1995 WL 323710, at 1 (denoting Stratton Oakmont as the plaintiff
in the case); id. (establishing Stratton Oakmont as a party to the lawsuit); see also JORDAN
BELFORT, THE WOLF OF WALL STREET, 15 (2007) (detailing Jordan Belfort's efforts in
establishing the brokerage firm Stratton Oakmont). The film version of the book - The Wolf
of Wall Street-was a Hollywood blockbuster starring Leonardo DiCaprio.
3 See BELFORT, supra note 37, at 54-55 (implying Stratton Oakmont had a good reputation
among many individuals in the early 1990s).
9 See Conor Clarke, How the Wolf of Wall Street Created the Internet, SLATE (Jan. 7, 2014),
http://www.slate.com/articles/news andthestratton-oakmontruhling that-helpedwri
te.html [https://perma.cc/HT2W-KG8D] (reporting Stratton Oakmont initiated a lawsuit
that laid the legal foundation for governing Internet content).
4 See id. (describing the reaction to the Stratton Oakmont decision in Washington).
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of its then-in-progress telecommunications bill to overrule this little New
York case and to make sure it was not followed nationally.41 One of the
concerns quite rightly raised was that it was unrealistic to expect ISPs to
review all of the postings on all of its bulletin boards and to determine
which were true or false, defamatory or non-defamatory, and published
negligently or not.42 Another was that a pattern of massive filtering and
taking down of messages by ISPs-particularly if done in a defensive
spirit-would hold back the Internet from fulfilling its potential and
would represent a move in the wrong direction from a First Amendment
point of view.4 Most specifically, Congress was profoundly troubled by
the New York trial court's willingness to treat the defendant as sort of
"estopped" by its own partial censorship from pleading an inability to
control what was online.44 The problem was that companies would
therefore make sure to refrain from any form of control of obscenity.45 For
all of these reasons, Congress inserted into the CDA what it called the
"Good Samaritan" provision:

(c) Protection for "Good Samaritan" blocking and
screening of offensive material

(1) Treatment of publisher or speaker
No provider or user of an interactive computer
service shall be treated as the publisher or speaker of
any information provided by another information
content provider.
(2) Civil liability
No provider or user of an interactive computer
service shall be held liable on account of--

(A) any action voluntarily taken in good faith to
restrict access to or availability of material that
the provider or user considers to be obscene,
lewd, lascivious, filthy, excessively violent,
harassing, or otherwise objectionable, whether or
not such material is constitutionally protected; or

41 See 47 U.S.C. § 230(c) (2012) (codifying the language of the bill's final draft).
4 See Clarke, supra note 39 (expressing Congress's concerns over the Stratton Oakmont
ruling).
u See CDA 230: Legislative History, ELEc. FRONRI FOUND., https://www.eff.org/issues/
cda230/legislative-history [https:/ /perma.cc/7LDY-T4LR] (discussing additional concerns
from Congress over ISP liability).

See id. (referring to the Cox-Wyden Amendment to the CDA that was proposed in
response to Congress's concerns).
4 See id. (noting the CDA was passed, in part, in the interest of children's safety).
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(B) any action taken to enable or make available
to information content providers or others the
technical means to restrict access to material
described in paragraph (1).46

The CDA was passed into law in 1996. Although certain portions of
it were struck down by the Supreme Court in Reno v. American Civil
Liberties Union, § 230(c) remains good law.47 In the past twenty years, it
has been applied in scores of cases to undercut not only claims for
defamation, but other common law tort speech claims -such as invasion
of privacy -as well as a variety of state and federal statutory claims that
sought to impose liability on an Internet provider for speech conduct by
Internet users that violates some state or federal law.48 The word
"immunity" does not appear in § 230(c), but courts across the nation
routinely say that it creates a federal immunity for Internet service
providers and users with regard to content provided by others.49 The U.S.
Supreme Court has never issued an opinion interpreting the meaning,
scope, or applicability of § 230(c).5

C. Zeran, Batzel, and Barrett

The most widely cited opinion interpreting § 230 is Zeran v. America
Online, Inc., penned by Chief Judge J. Harvie Wilkinson, III of the United
States Court of Appeals for the Fourth Circuit shortly after the CDA
became law.5 Zeran's facts are remarkable.52 On April 25, 1995, an
unknown person posted an advertisement on an America Online, Inc.
("AOL") bulletin board for "Naughty Oklahoma T-Shirts," indicating that
those interested in acquiring such a T-shirt should call "Ken" at a phone
number that was provided.? The phone number belonged to the plaintiff,
Kenneth Zeran, who was incontrovertibly neither the person posting the
advertisement nor a person in any way involved in making or selling such

46 § 230(c)(1)-(2).
47 See 521 U.S. 844, 979 (1997) (holding that certain portions of the CDA should be
invalidated).

See generally, JOEL R. REIDENBERG ET AL., SECTION 230 OF THE COMMUNICATIONS

DECENCY Acr: A SURVEY OF THE LEGAL LITERATURE AND REFORM PROPOSALS 22-35 (2012)
(surveying cases involving range of substantive causes of action for which § 230 protection
has been sought).
4 See Chi. Lawyers' Comn'n for Civil Rights Under Law, Inc. v. Craigslist, Inc., 519 F.3d
666, 669 (7th Cir. 2008) (citing several courts that have taken the "immunity" position).
5 See § 230(c) (reflecting the absence of Supreme Court opinions on § 230(c)).
51 See Zeran v. Am. Online, Inc., 129 F.3d 327,328 (4th Cir. 1997).
52 See id. at 328-29 (highlighting the facts of the case).
5 See id. at 329 (summarizing the details of the hoax that plagued Ken Zeran).
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T-shirts. The point of the anonymous poster's hoax was evidently to cause
Zeran to be harassed by people believing him to be horrifyingly tasteless
and insensitive.5 The alleged T-shirt slogans were startlingly offensive:
they made tasteless jokes about the Oklahoma City bombing of a federal
building, which killed 168 persons (including nineteen children) less than
one week earlier.55 In essence, the posting characterizing Zeran as trying
to make money by selling shirts with slogans such as "Visit
Oklahoma . .. It's a BLAST!!!," "Putting the kids to bed ... Oklahoma
1995," and "McVeigh for President 1996."s6 Zeran received hundreds of
angry calls per day, including death threats.57 He contacted AOL,
demanding that the posting be taken down, but AOL refused to do so.M
The problem was exacerbated when an Oklahoma City radio station
learned of the posting (but did not learn that it was a hoax).59 Zeran
brought a tort claim against AOL for the reputational harm and emotional
distress caused by its failure to remove the defamatory postings.60 AOL
asserted that the CDA protected it from liability, and the case went to the
Fourth Circuit.61

Zeran argued as follows: even if one assumes that § 230 shields AOL
from being treated like Prodigy was treated in Stratton Oakmont, his claim
should still move forward because it is fundamentally different in kind
from Stratton Oakmont's.62 Stratton Oakmont insisted that Prodigy be
treated like the New York Times - as a publisher, and the trial judge had
agreed to do so." Section 230 forbids courts from following that lead,
Zeran conceded, but that is irrelevant, because he wished to hold AOL
responsible as a distributor, not as a publisher.M Recall that Cubby
indicated that Compuserve could not be held liable as a distributor

See THOMAS H. KOENIG & MICHAEL L. RUSTAD, IN DEFENSE OF TORT LAw 226 (2001)

(speculating as to the goals of the hoax).
5 See Zeran, 129 F.3d at 329.
5 See Zeran v. Diamond Broad., Inc., 203 F3d. 714, 717 (10th Cir. 2000) (naming some of
the offensive phrases advertised in the scam).
5 See Zeran, 129 F.3d at 329 (describing the nature of Zeran's harassment).

See id. (summarizing Zeran's interaction with America Online, Inc. ("AOL")).
9 See id. (describing how Zeran's predicament worsened after KRXO asked listeners to
call his number, unaware of the underlying hoax).
6 See Zeran, 203 F.3d at 335 (affirming summary judgment for the radio station on all of
plaintiff's claims; defamation was classified as slander per quod, requiring proof of special
damages).
61 See Zeran, 129 F.3d at 330 (summarizing AOUs CDA argument).
62 See id. at 331-34 (reiterating Zeran's rebuttal to AOL's argument).
63 See Stratton Oakmont v. Prodigy Servs., No. 31063/94,1995 WL 323710, at *2, *4 (N.Y.
Sup. Ct. May 24, 1995) (explaining how Prodigy commanded and controlled Epstein's
actions).
6 See Zeran, 129 F.3d at 331 (summarizing Zeran's argument against AOL).
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because it lacked proper notice.6s Stratton Oakmont shifted categories and
demanded that Prodigy be held liable as a publisher. Zeran's principal
argument was still on the distributor side. The CDA, Zeran argued, was
silent as to distributor liability. 66

Judge J. Harvie Wilkinson rejected Zeran's argument, insisting that
Congress was not using the term "publisher" so narrowly in the CDA.67
Its point was that ISP's like AOL and Prodigy should be immune from
lawsuits aiming to hold them liable for the defamatory comments posted
by others.68 When it prohibits courts from treating ISP's as "publishers"
of information content provided by others, it is not simply saying that the
newspaper-publisher or book-publisher doctrinal box shall not be used.69

It is negating any doctrinal box that could be said to function under state
(or federal) law to render ISPs liable for the harm inflicted by the
defamatory posting of another.70 Trying to use a state law distributor-box
to generate ISP liability is, therefore, also preempted by § 230.7 At least
as to defamation claims, Zeran is accepted by American jurisdictions today
without exception.72

In some ways the most important cases in my basic story are Batzel v.
Smith, rendered by a panel of the Ninth Circuit in 2003, and Barrett v.
Rosenthal, decided by the California Supreme Court in 2006.7 Batzel, a
California attorney, sued Tom Cremers, an Amsterdam-based expert in
art museum security, for posting defamatory statements about her on a
listserve and website.74 The statements themselves were written by Smith,
a building contractor and handyman who had worked for Batzel in her
house.? Smith's e-mail suggested that he had evidence that Batzel was a

6 See Cubby, Inc. v. CompuServe, Inc., 766 F. Supp. 135, 141 (S.D.N.Y. 1991) (holding
CompuServe was not a distributor).
66 See Zeran, 129 F.3d at 331 (stating Zeran's argument).
67 See id. at 334 (interpreting Congress's intended scope of the word "publisher").
68 See id. (explaining the purpose of the CDA); see also 47 U.S.C. § 203(c) (2012) (providing
the actual language of the act).
6 See cf. Zeran, 129 F.3d at 331-32 (continuing to interpret the § 230(c) as it pertains to
publishers).
7 See id. at 331-34 (barring state and local claims of defamation under the § 230(c)).

See id. at 334 (reaffirming that a state claim cannot be brought under the distributor
theory).
n See Jones v. Dirty World Entm't Recordings LLC, 755 F.3d 398, 407 (6th Cir. 2014)
(characterizing the converging position of the CDA); but see Fair Hous. Council of San
Fernando Valley v. Roommate.com, LLC, 521 F.3d 1157, 1174 (9th Cir. 2008) (declining to
extend immunity to a federal housing discrimination claim).
7 See generally Batzel v. Smith, 333 F.3d 1018, 1020 (9th Cir.), rehearing denied, 351 F.3d 904
(9th Cir. 2003), cert. denied, 541 U.S. 1085 (2004); Barrett v. Rosenthal, 146 P.3d 510 (Cal. 2006).
7 See Batzel, 333 F.3d at 1018-26 (discussing the parties and nature of the defamation
claim).
7 See id. at 1021 (identifying Bob Smith as the originator of the defamatory comments).
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descendant of the Nazi Heinrich Himmler and that Batzel possessed
valuable art that was stolen from Jews during World War II.76 Smith had
(allegedly) sent his e-mail to art-security expert Cremers so that he could
investigate these allegations, but Cremers (allegedly) believed that Smith
intended him to circulate the allegations on the listserve.7

Cremers asserted he was entitled to § 230(c) protection from Batzel's
defamation claim on the ground that he was merely posting information
provided by another content provider -Smith.78 Batzel retorted that
Cremers actually circulated and posted the defamatory e-mail letter; this
was not a case of failure to remove another's statement from a website, for
Smith had not posted his statement, but merely e-mailed it to Cremers.79

Notwithstanding a strong dissent, the majority of the Ninth Circuit panel
accepted Cremers's argument and applied § 230(c)'s protection to
Cremers." Writing for herself and one other member of the panel, Judge
Marsha Berzon stated:

Such a distinction between deciding to publish only some
of the material submitted and deciding not to publish
some of the material submitted is not a viable one. The
scope of the immunity cannot turn on whether the
publisher approaches the selection process as one of
inclusion or removal, as the difference is one of method
or degree, not substance. A distinction between
removing an item once it has appeared on the Internet
and screening before publication cannot fly either.81

Although the panel technically remanded Batzel's case for a finding on
what Cremers would reasonably have believed Smith's intent to have
been, Cremers was ultimately granted summary judgment.82

The plaintiff in Barrett was Dr. Timothy Polevoy, a Canadian
physician and host of a website purporting to expose fraudulent claims
about medicine and healthcare?3 The defendant was Ilena Rosenthal,
head of a women's healthcare foundation and operator of a website
devoted to women's health, and her posting was an article by publicist

76 See id. (highlighting the specific statements made in Bob Smith's email).
7 See id. at 1022.
78 See id. at 1034-35.
7 See id. at 1035.
so See Batzel, 333 F.3d at 1035.
81 Id. at 1032 (emphasis in original).
82 See Batzel v. Smith, 372 F. Supp. 2d 546, 547 (C.D. Cal. 2005) (entering summary
judgment for Cremers against Batzel on procedural grounds unrelated to the merits).
83 See Barrett v. Rosenthal, 146 P.3d 510, 513 (Cal. 2006) (introducing the plaintiff of the
case).
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Tim Bolen that criticized the plaintiff Polevoy." The article asserted that
Polevoy had engaged in the crime of stalking women, including the
alleged repeated stalking of a prominent Canadian radio personality.8s
Rosenthal posted Bolen's allegedly defamatory article on two websites
(neither was her own).86 Before the California Supreme Court, she
contended that § 230 shielded her from liability because she had posted
information content that was wholly provided by another (Bolen).87 In
response to the plaintiff's argument that she was herself an active poster
of a defamatory statement, not simply an ISP or website on which a
defamatory post had been made by another, the California Supreme Court
noted that the text of the CDA covers ISP "users" not simply ISPs.88 And
as to the argument that posting a message is different from failing to
remove one, the Court followed Batzel, holding that "no logical distinction
can be drawn between a defendant who actively selects information for
publication and one who screens submitted material, removing offensive
content."89 More broadly, the Court determined that "[a] user who
actively selects and posts material based on its content fits well within the
traditional role of 'publisher.'"90 Reasoning that "Congress exempted that
'publisher' role from liability,'" the Court concluded that Rosenthal was
fully protected by § 230(c).91

D. Today's Online Libel Law

Before examining the legacy of Batzel and Barrett in particular, it is
worth repeating that this Article directly addresses only a slice of § 230-
that which relates to defamation law.92 Many of the most notable cases
involve sexual assault, child prostitution, housing discrimination, and a
variety of matters quite distant from libel law.93 Just as ambitious
plaintiffs have sought to hold ISPs liable for defamatory statements posted
through the ISP, so they have sought to hold websites or apps liable for
discriminatory housing or child prostitution advertisements placed
through the website or fraudulent solicitations for sexual activity through

8 See id. (describing the defendant in the case).
85 See id. at 531 (describing the crime that the plaintiff had allegedly committed).
8 See id. at 514 (providing that Rosenthal posted the article to two websites promoting the
politics of medicine).
87 See id. at 527 (expanding on the argument of § 230 granting her immunity from liability).
8 See id. at 526 (defining the term "user" under § 230(b)(3)).
89 Barrett, 146 P.3d at 528.
90 Id.

9' Id. at 528-29.
92 See 47 U.S.C. § 230 (2012) (discussing how § 230 relates to defamation law).
93 See generally, REIDENBERG ET AL., supra note 48 (discussing the cases where § 230
protection was sought).
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the website.94 And just as ISPs and websites have inserted § 230 as a
defense to libel claims, so they have asserted them as defenses to these
other claims.95 Defendants asserting § 230 under such circumstances have
succeeded in a remarkably high proportion of such cases.9

Returning to libel law, Batzel and Barrett have been followed by the
New York Court of Appeals, the United States Court of Appeals for the
Sixth Circuit, and numerous district courts.97 In the past decade, not a
single court has rejected Barrett's holding that, in the context of a
defamation claim, § 230 shields a defendant from liability for posting a
defamatory statement wholly written by another person. To this extent -
at least in several prominent and populous jurisdictions - the
republication rule is no longer operative for defamatory statements posted
on the Internet.

The consequences of these rulings are remarkable. Anyone wishing
to hurt another person by damaging her or his reputation is free to do so
without accountability by finding a defamatory statement that someone
else has made and broadcasting it to the world over the Internet.98

Conversely, a person can anonymously plant seeds of defamation with
numerous website owners, knowing the website owners will be free to
broadcast these defamatory statements to the world. Those who are
solvent and have a large Internet audience can stay free of liability by
posting statements composed by others. Those who are insolvent and lack
a large Internet audience do not stand much to lose by posting defamatory
statements, and they can reach a large audience by feeding such
statements to Internet republishers. Where an anonymous defamer feeds
a libelous statement to a large website operator or member of a listserve,

9 See, e.g., Dart v. Craigslist, 961 F. Supp. 2d 961, 961-62 (Ill. Cir. Ct. 2009) (explaining that
the plaintiff alleged the defendant was guilty of solicitations for sexual activity through
Craigslist.com); see also Miller v. Fed. Express Corp., 6 N.E.2d 1006,1006-07 (Ind. Ct. App.
2014) (providing the plaintiff alleged the defendant posted defamatory comments on the
Internet about him).
9 See, e.g., Dart, 961 F. Supp. 2d at 965 (discussing that the defendant was immune from
liability pursuant to § 230(c)); see also Miller, 6 N.E.2d at 1013 (expressing that the defendant
claimed he was immune from liability based on the grounds of § 230).
% See, e.g., Zeran v. An Online, Inc., 129 F.3d 327, 328 (4th Cir. 1997) (finding § 230 bars
the plaintiffs claim of defamation against the defendant); see also Stratton Oakmont, Inc. v.
Prodigy Servs. Co., No. 31063/94, 1995 WL 323710, at *7 (N.Y. Sup. Ct May 24, 1995)
(entering judgment for the defendant in a defamation case).
9 See, e.g., Jones v. Dirty World Entm't Recordings, LLC, 755 F.3d 398, 406-07 (6th Cir.
2014) (recognizing § 230 provides immunity from liability for defendants in defamation
cases); see also Shiamili v. Real Estate Grp. of N.Y. Inc., 17 N.Y.3d 281, 288-89 (N.Y. 2011)
(stating the Court followed the Barrett national consensus).
9 See, e.g., Doe v. Cahill, 884 A.2d 451, 467 (Del. 2005) (discussing a situation in which a
post on a website by an anonymous user was found not to be defamatory).



2016] Online Defamation 15

there is simply no accountability and massive reputational harm.99 We
are, as Judge Gould stated in his partial concurrence and partial dissent in
Batzel, inviting an Internet "Old West."1oo

Jones v. Dirty World Entertainment Recordings LLC is representative of
how Internet defamation law is now understood by a range of legal
actors.10 1 The principal defendant in that case was Nik Richie, the owner
and operator of the website thedirty.com.10 2 Members of the public are
invited and encouraged to send him nasty and pornographic statements
and pictures about whomever they wish to discuss.10 3 Richie selects
among them and then posts some prominently on his website, typically
adding some kind of commentary.1 04 The website, like many others of this
nature, has been very popular.105 The plaintiff was a major league football
cheerleader who sued Richie and the LLC owning his website because of
statements that she had a venereal disease and that she had slept with
every single member of the Cincinnati Bengals.106 The District Court
rejected Richie's argument that he was protected by the CDA, but the
court did not consider relying upon an active/passive distinction to do so;
rather, the argument was that Richie's solicitation of materials and his

9 See id. (concluding that the majority rules allow professional rumormongers and gossip-
hounds to spread false and hurtful information with impunity).
'n See Batzel v. Smith, 333 F.3d 1018,1040 (9th Cir. 2003) (Gould, J., dissenting) ("Congress
wanted to ensure that excessive government regulation did not slow America's expansion
into the exciting new frontier of the Internet. But Congress did not want this new frontier to
be like the Old West a lawless zone governed by retribution and mob justice."). In his
dissent from the denial of rehearing en banc (in which Judges Richard Tallian and Consuela
Maria Callahan concurred), Judge Ronald Gould wrote:

I do not believe that Congress intended to make, or ever would
consciously make, the policy choice made by the panel majority.
Human reputations, built on good conduct over decades, should be not
so easily tarnished and lost in a second of global Internet defamation.
Under the panel majority's rule, there might be a remedy against the
initial sender, but there is no remedy against the person who willingly
chooses, with no exercise of care, to amplify a malicious defamation by
lodging it on the Internet for all persons and for all time. Unless this
result was commanded by Congress, we should not create such a

system
Batzel v. Smith, 351 F.3d 904, 910 (9th Cir. 2003), cert. denied, 541 U.S. 1085 (2004) (dissenting
from denial of rehearing en banc).
1n See Dirty World Entm't Recordings LLC, 755 F.3d at 407,417.
102 See id. at 401 (introducing the defendant, Nik Richie, in the case).
103 See id. (explaining how www.thedirty.com works).
104 See id. (indicating the steps that Richie took to operate the website).
105 See id. at 402 (expressing www.thedirty.com became nationally known).
1 See id. at 403 (stating Sarah Jones had been spotted around town with several of the

Cincinnati Bengals football players and that her boyfriend cheated on her with multiple
women, resulting in her having chlamydia and gonorrhea).
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commenting on them disqualified him from serving as a neutral
republisher of the contributor's defamatory posting.1ov

Following the great majority of courts, the Sixth Circuit ruled that the
question was whether Richie's additions were themselves defamatory in
an independent way; after answering this in the negative, the court ruled
that Richie's CDA defense warranted summary judgment for the
defendant.10o A tacit premise of the Sixth Circuit's entire analysis was that
under the CDA, Richie could not be held liable for the simple reposting of
his contributors' defamatory statements.109 In other words, the rejection
of the republication rule was simply taken for granted. Jones's treatment
by thedirty.com is but one example of a massive online industry that is
profoundly misogynistic and invasive of women's ordinary lives.n0

Notwithstanding my very dark picture of the current state of affairs,
it is of course possible that Batzel and Barrett were rightly decided, in at
least one important sense: it is possible that theirs is the more faithful
reading of the CDA. Many commentators seem to think so, and have
therefore called for revision of § 230.111

My own view is that, regardless of whether § 230 was a good idea in
the first place, Batzel and Barrett are wholly untenable as interpretations of
it. Indeed, my principal forward-looking claim in this Article is that future
courts interpreting § 230 should reject the Batzel-Barrett line of cases and
embrace the active/passive distinction in CDA interpretation. That is the
burden of Part IV, below.112 But first, it is worth looking in a more
sustained manner at the problems that § 230 aimed to address -how

defamation law should apply to the Internet.

Ill. A DOCTRINALIST's ANALYSIS

A. The Publication Element and the Challenge of the Internet

In enacting § 230(c), Congress was addressing a difficult problem for
ISPs, bulletin-board operators, and related entities and individuals. They

107 See Dirty World Entm't Recordings LLC, 755 F.2d at 405 (denying Dirty World's motion
for summary judgment and finding Dirty World was not immune from liability under § 230,
but clarifying that Dirty World was a neutral publisher of the defamatory post).
1os See id. at 417 (disagreeing with the district court and granting summary judgment for
Dirty World, finding immunity under § 230).
109 See id. at 415-16.
no0 See generally DANIELLE Cr[RoN, HATE CRIMES IN CYBERSPACE (2014) (illustrating the

impact of cyber harassment on women throughout the United States and arguing for an
amendment to the CDA).
ill See, e.g., Vanessa S. Browne-Barbour, Losing Their License to Libel: Revisiting § 230
Immunity, 30 BERKLEY TECH. L.J. 1505,1555-57 (2015) (acknowledging the pitfalls of § 230 and
advocating revisions).
112 See infra Part IV (analyzing the court's view of the active/passive distinction in Batzel).
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faced the possibility of speech-based tort liability for postings that
somehow appeared through the ISP, but were not, in any traditional sense,
speech by the ISP. Commentators began discussing this possibility long
before Cubby was decided, and had escalated the discussion after Cubby.113

Stratton Oakmont proved it was not just hypothetical, and the fledgling
industry went ballistic. 114 The problem is that one can control whether
one makes a defamatory or tortious statement -whether one speaks or
writes, in the traditional sense -simply by refraining from making the
statement. By contrast, when someone else is doing the speaking or
writing, one has far less control. One may be able to remove the statement,
or conceivably filter it, but otherwise shutting down the mechanism
through which it appears is the most effective method. Both the potential
liability and the free speech impact of protecting against liability for what
others have said through one's Internet service are dramatically different
from that which attaches to what one has said. Section 230(c) was enacted
to protect these entities by ruling out federal liability and expressly
preempting all state law from imposing liability under such scenarios.115

If we wish to understand the statutory solution fully, however, we will
need to know more about both the publication element of defamation law
generally and the Stratton Oakmont ruling in particular.116 That is what
this section provides.117

Legal commentators and the Stratton Oakmont court did not simply
pull legal arguments and categories out of a hat. Roughly a century of
(admittedly sparse) case law from common law jurisdictions had created

113 See, e.g., Matthew Goldstein, Prodigy Case May Solve Troubling Liability Puzzle, NAT'LL.J.,
B (1994) (commenting on legal theories discussed after Cubby); Edward V. DiLello,
Functional Equivalency and Its Application to Freedom of Speech on Computer Bulletin Boards, 26
COLuM. J.L. & Soc. PROBS. 199,210-11 (1993) (discussing the possibility of speech-based tort
liability after the Cubby decision); Philip H. Miller, New Technology, Old Problem: Determining
the First Amendment Status of Electronic Information Services, 61 FORDHAM L. REv. 1147,1148-
49 (1993) (addressing how the different characteristics of media affect the standards of free
speech that are applied and discussing the Cubby decision); Eric Schlachter, Cyberspace, the
Free Market and the Free Marketplace of Ideas: Recognizing Legal Differences in Computer Bulletin
Board Functions, 16 HASHNGS CoMM. & ENT. L.J. 87, 89 (1993) (acknowledging not all
communication through bulletin boards is the same); Robert Charles, Computer Bulletin
Boards and Defamation: Who Should Be Liable? Under What Standard?, 2J.L. & TECH. 121, 123-
24 (1987) (explaining the communication between the Internet mediums and the current libel
law).
114 See Clarke, supra note 39 (describing industry reaction to Stratton Oakmont).
115 See 47 U.S.C. § 230(c)(1)-(2) (2012) (providing the purpose and meaning of § 230 in
detail).
116 See Stratton Oakmont, Inc. v. Prodigy Services Co., No. 31063/94, 1995 WL 323710, at
*3,6 (N.Y. Sup. CL May 24,1995) (describing the publication element of defamation and that
the court found Prodigy was a publisher due to the characteristics of the "Money Talk"
computer bulletin board).
117 See infra Part nII (discussing the publication element of defamation law).
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a number of cross-cutting distinctions and categories that illuminated the
background for the early 1990s discussion. Some of these were contained
in the Restatement (Second) of Torts and the work of treatise writers in
torts in general.118 However, neither courts nor commentators actually
saw through the sensitive application of doctrinal categories to the
Internet properly during that period, and Stratton Oakmont and the
upheaval that followed it were in part a consequence of confusion and
hazy legal thinking. In this context, § 230 will become much clearer, as
will the errors of Batzel and Barrett.119

The common law torts of libel and slander, like the tort of trespass to
land, are intentional torts. The intentionality of intentional torts has little
to do with the mens rea filled intentionality of criminal law. The law does
not require that the defendant have undertaken to bring about an injury
of a certain kind, but that the defendant have voluntarily and intentionally
performed a certain affirmative act. In the case of the defamation torts, it
is the uttering, inscribing, displaying, announcing, or posting of certain
defamatory statements about someone to a third party.

It is crucial to recognize that the common law of libel has never
equated the requirement of an affirmative act of publication to a third
party with the authorship of an assertion. This is true in both directions -
authorship is neither necessary nor sufficient for publication.120 An author
of a defamatory statement who places it in a letter to the plaintiff herself
has not published the libel, because she has not published it to a third
party.121 Conversely, a newspaper that publishes a column or an
advertisement written by another is a prototype of a publisher, regardless
of whether the author of the column or the advertisement is an agent of
the newspaper.122 Indeed, America's most famous libel case - New York
Times v. Sullivan -concerns a paid advertisement published by the New
York Times.123 Notwithstanding nine Supreme Court Justices who

118 See, e.g., WILUAM L. PROSSER & W. PAGE KEETON, THE LAw OF TORIS 797-802 (5th ed.
1984) (explaining the doctrinal categories of liability in defamation law).
119 See § 230 (describing the elements of the protection for private blocking and screening
of offensive material); see also Barrett v. Rosenthal, 146 P.3d 510, 510-11 (Cal. 2006) (holding
that the messages posted to a newsgroup on the Internet were defamatory); see also Batzel v.
Smith, 333 F.3d 1018, 1018-19 (9th Cir. 2003) (ruling the operator was not able to take
advantage of § 230 immunity from liability).
120 See, e.g., Hedgpeth v. Coleman, 183 N.C. 309, 312 (1922) (noting that in libel, unlike
slander, an act of inscription and an act of publication to a third party may be separate).
121 See, e.g., Yousling v. Dare, 98 N.W. 371, 371 (Iowa 1904) (holding that there is no libel
claim where a written statement was sent only to the person defamed, not to a third person).
122 See id (discussing that a person who has sent a defamatory statement to another is
considered a publisher and is guilty of defamation).
123 See N.Y. Times Co. v. Sullivan, 376 U.S. 254, 255 (1964) (explaining the respondent's
claim that a full page ad had been run in the New York Times, resulting in him being libeled).
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searched high and low for good arguments to shield the newspaper, not
one of the Justices questioned whether the New York Times counted as a
publisher of the advertisement, which was not written by an agent of the
New York Times.124

The basic point is this: an author's composition and utterance or
inscription of a statement is one thing; the act of presenting that statement
to a third party is another. Often the author performs both acts; indeed,
in slander, a single utterance to a third party is typically both. But in most
of what is litigated in the law of libel, the initial inscription and the
presentation to the world are separate acts.125 Libel suits against what, in
non-legalese, are called "publishers" -newspapers, book publishers, and
magazine publishers -are of course very common, even though these
have typically performed the second kind of affirmative act-presenting
something composed by another to the world - but not the first
(composing the statement).126

Unsurprisingly, over the centuries there has been some amount of
interpretation and innovation in the history of defamation law
surrounding some aspects of the rule requiring such an affirmative act of
publication. The challenges, which are remarkably few and far-between
in American case law, mainly come from two different sides. One side
involves crafting inclusive notions of agency and joint liability. Assuming
that a newspaper that printed a defamatory letter to the editor performed
the affirmative act of libeling, what about the company that made the
printing press or the newsvendor that sold the newspaper? What about
the telecommunications company that allowed one person to defame
another over the telephone? What about the bookstore or the newsvendor
that makes the publications available to buyers by selling them? These are
all questions about whether the making of the statement was in some
sense an act of those who play a causal role in having the statement made
public to third parties.

A different, and in some ways more profound, challenge to the
affirmative act requirement does not aim to depict the defendant as part
of the initial making or publishing of a statement, but aims to hold the
defendant responsible for failing to remove a statement that someone else

124 See id. (providing the complete analysis taken by the court to reach a decision).
125 See RESTATEMENT (SECOND) OF TORTS § 558 (AM. LAW INSr. 1977) (listing a statement
and publication as separate elements of defamation).
126 See Susan Freiwald, Comparative Institutional Analysis in Cyberspace: The Case of
Intermediary Liability for Defamation, 14 HARV. J.L. & TECH. 569, 588 (2001) (listing what are
considered primary publishers and explaining that they are not the original authors).
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published.127 This is quite a narrow exception to the rule that there must
be an affirmative act of publishing a statement; before the Internet, most
American lawyers had likely never even heard of a single libel case of this
nature. As in nonfeasance doctrine within the law of negligence, it applies
when a defendant is situated relative to the defamatory statement in such
a way that there are special reasons for thinking there is a duty to remove
it. Typically, the reason rests in significant part on the fact that the
defamatory statement appears on, in, or at a physical space over which the
defendant has possession and control, meaning that others do not have a
right or power to remove it.128 Overwhelmingly, courts require that the
defendant space-owner knew that the defamatory statement was there.129

Even with these two conditions satisfied, it is not clear that liability should
or will lie.13s

I shall call these two different forms of liability expanded-agency-based
misfeasance and affirmative duty to remove. Although American case law
contains only traces of these ideas, the Restatement (Second) of Torts (like
the Restatement (First)) actually contains a provision for each. Section 581
is written in a manner that appears limited, but in fact it contains quite a
broad reach, allowing for notice to trigger liability. 131

§ 581 Transmission of Defamation Published by Third
Person
(1) Except as stated in subsection (2), one who only
delivers or transmits defamatory matter published by a
third person is subject to liability if, but only if, he knows
or has reason to know of its defamatory character.
(2) One who broadcasts defamatory matter by means of
radio or television is subject to the same liability as an
original publisher.132

127 See generally RESTATEMENT (SECOND) OF TORTS § 577(2) (AM. LAW. INST. 1977) (stating
there is a duty to remove defamation when the owner of the property has knowledge of the
defamation).
128 See Annemarie Pantazis, Zeran v. Am. Online, Inc.: Insulating Internet Serice Providers
from Defamation Liability, 34 WAxE FOREST L. REV. 531, 547-48 (1999) (citing RESTATEMENT
(SECOND) OF TORTS § 577(2) (AM. LAW INsT. 1977) and explaining the court used § 577 to
support its notion).
129 See Hellar v. Bianco, 244 P.2d 757, 759 (1952) (emphasizing the defendant's awareness
of the existence of defamatory matter).
130 See Scott v. Hull, 259 N.E.2d 160, 162 (1970) (holding the defendant was not liable for
failing to remove defamatory graffiti because he did not invite the public to view it and did
not perform a positive act).
131 See RESTATEMENT (SECOND) OF TORIS § 581 (AM. LAW INST. 1977) (permitting liability for
a distributor who has notice).
132 Id.
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Section 581(1) is typically cited as the source for distributor liability in the
Restatement (Second).133

Restatement (Second) of Torts section 577(2), by contrast, concerns
liability for those who -while not actually publishing -will be subjected
to liability for the reputational injury that is attributable to the defendant's
failure to remove a defamatory statement published by another person.1as
It states "[olne who intentionally and unreasonably fails to remove
defamatory matter that he knows to be exhibited on land or chattels in his
possession or under his control is subject to liability for its continued
publication."135

Initially, it is worth noting that neither of these routes captures a
distinctive form of transmission that arguably fits an ISP the best-the
common carrier. The rather sparse case law on common carriers quite
defensibly takes the view that common carriers are not publishers and are
not liable as if they were publishers.l3 And indeed, the New York Court of
Appeals, in a case that came to it after Stratton Oakmont had been decided
but before the CDA was in effect, plausibly ruled as a matter of common
law that there was no liability for AOL because it was a common carrier.137

Secondly, both the expanded-agency category and the affirmative-
duty-to-remove category are remarkably underdeveloped and
questionable in American law; the Restatement (Second) is highly
misleading, in this respect, as today's leading Torts treatise, Dobbs,
Hayden and Bublick's The Law of Torts now confirms.'" The case law cited
in the Restatement (Second) provision concerning distributors is
overwhelmingly prior to the Restatement (First).1 3 9 Given that the New

133 See, e.g., PROSSER & KEETON, supra note 118, at 810 (citing RESTATEMENT (SECOND) OF

TORTS § 581 for distributor liability).
1 See RESTATEMENT (SECOND) OF TORTS § 577(2) (AM. LAW INSr. 1977) (stating a third
party can be liable for defamation if the defamatory statement is not removed).
135 Id.
136 See Anderson v. N.Y. Tel. Co., 320 N.E.2d 647, 649 (N.Y. 1974) (holding that the
telephone company was not liable for defamation because it was a common carrier).
137 See Lunney v. Prodigy Servs. Corp., 723 N.E.2d 539, 543 (N.Y. 1999) (applying the
common carrier category to the Internet and holding the publication element of libel was not
satisfied).
1 See DAN B. DOBBS ET AL., THE LAW OF TORTS § 522 n.5 (2nd ed. 2011) (answering the
question of whether a neutral distributor, such as a library, is liable even if the distributor
knows of the defamation by suggesting that the English cases, which is the precedent for
such liability, are "doubtful authority for American consumption" in light of
"[clontemporary American ideas about liability for speech").
139 See RESTATEMENT (SECOND) OF TORTS § 581 (AM. LAW INST. 1977) (discussing the
outdated cases in the Restatement). Of the twelve cases cited in the Reporters' Notes on
distributors, the majority were over one hundred years old. Reporters' Notes to § 581,
comments a-c. Only six were American, and of these six, only two were decided after New
York Times v. Sullivan. Cardozo v. True, 342 So.2d 1053 (Fla.App.), cert. denied, 353 So.2d 674
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York Times v. Sullivan revolution occurred between the two Restatements,
it is likely that such section 581-based libel suits against libraries would
not survive a First Amendment attack, for the chilling effect argument
would seem to be very powerful as applied to defamation law that
requires distributors to engage in censorship.140 It is more than a bit
peculiar that scores of judges and law review authors since Cubby have
contrasted publisher liability with distributor liability, given that Zeran's
statements about distributor liability were almost entirely adventitious
and without support in the applicable American law.141

The few section 577(2) cases that exist are questionable and peculiar.
Hellar v. Bianco is the best known case. In 1952, an intermediate California
court announced that it might be willing to hold a tavern owner liable to
a plaintiff and her husband because its bartender did not immediately

(Fla. 1977); Church of Scientology of Minn. v. Minn Med. Ass'n Fed'n, 264 N.W2d 152
(Minn. 1978). Cardozo v. True is not a defamation case at all, but rather a personal injury
products liability case against a book dealer, which failed as a matter of law. Cardozo, 342
So. 2d at 1056. It provides no support whatsoever for the statement that book dealers are
liable with knowledge in a libel claim, in dicta it states that they are surely not libel without
knowledge, which is a different point Id. Church of Scientology is a libel claim; it holds only
that lack of knowledge precludes a libel claim against a distributor, not that knowledge
inculpates a distributor. Church of Scientology of Minn., 246 N.W.2d at 154-55

Among the scholars asserting that it was established law in the United States, prior to
§ 230, that distributors face liability for libel if they have knowledge, few rely upon anything
but Restatement (Second) § 581, criticized above. In a forceful and unusually well-researched
article written in 2001, Professor Susan Freiwald did cite two post-New York Times v. Sullivan
cases to support distributor liability under section 581. Freiwald, supra note 126, at 590 n.81;
see also Spence v. Flynt, 647 F. Supp. 1266,1272 (D. Wyo. 1986); Lerman v. Flynt Distrib. Co.,
745 F.2d 123, 139 (2d Cir. 1984). In the end, however, these cases only underline the
remarkable dearth of support for knowledge-based distributor liability today. Lerman is not
a libel case, but a misappropriation case, and, in any event, the distributor prevailed. Spence
is a libel case in a federal district court that is interpreting Wyoming tort law on a motion to
remand. The question there was whether the defendant non-resident magazine publisher
seeking to remove a libel case from state court to federal court should succeed on a motion
to remand. Flynt's argument was that the Wyoming distributor was fraudulently joined in
state court to defeat removal. The District Court said Hustler could succeed only through
demonstrating by clear and convincing evidence that there was no way the plaintiff could
possibly win against the distributor of the pornographic magazine. With no apparent
consideration of the First Amendment and no relevant precedent (other than section 581),
the District Court declined to classify the cause of action against the distributor as fraudulent
and remanded the case. Id.
140 See N.Y. Times v. Sullivan, 376 U.S. 254 (1964) (outlining that "chilling effect" of strict
liability or fault standard warrants "actual malice" rule); see also RESTATEMENT (SECOND) OF

Toms § 581 (AM. LAw INST. 1977) (stating third-party liability for transmission of
defamation).
141 See Cubby, Inc. v. CompuServe, Inc., 776 F. Supp. 135, 139-40 (S.D.N.Y. 1991)
(discussing the difference between publisher and distributor liability); see also Zeran v. Am.
Online, Inc., 129 F.3d 327, 333 (4th Cir. 1997) (stating notice of a defamatory posting causes
computer service providers to become traditional publishers).
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erase some nasty graffiti about her from the men's room bathroom stall.142
Regardless of whether one agrees with Judge Frank Easterbrook's wry
comment in Tacket v. General Motors Corp. (also imposing liability for
failure to remove) that "the common law of washrooms is otherwise," the
law of libel by failure-to-remove is extremely underdeveloped.1xa Indeed,
even in the United Kingdom, where Internet service providers have
indeed faced failure-to-remove liability, plaintiffs had to rely entirely
upon Byrne v. Deane, an almost cartoonish Court of Appeal case in which
the permissibility of failure-to-remove liability is pure dicta.144

Notwithstanding the concerns raised above (or perhaps oblivious to
them), thoughtful commentators (often law students writing Notes) in the
early 1990s saw the possibility of holding ISPs liable for the postings of
others under three-plus views. They are: (1) a full-fledged newspaper-

142 See Hellar v. Bianco, 244 P.2d 757, 758 (CaL 1952) (providing the facts of the case and
imposing liability for not removing defamation).
14 See 836 F.2d 1042,1047 (7th Cir. 1987).
14 See Tamiz v. Google, Inc., EWCA Civ. 68, 1 W.L.R 2151 (2013) (rejecting liability based
on the facts of the case, but recognizing, in principle, the possibility of liability for failure to
remove, after notice, but not within publisher or distributor framework). Many of the
common law categories and analyses (of libel on the Internet) that are discussed in this
Article have been dealt with explicitly in other common law jurisdictions, which lack or did
lack any statutory shield for ISPs. See generally Corey Omer, Intermediary Liability for Harmful
Speecl Lessons from Abroad, 28 HARV. J.L. & TECH. 289 (2014) (describing treatment of ISPs
and website hosts in non-American common law jurisdictions); see also Byrne v. Deane, 1
KB. 818 (1937). Members of a private club at a golf course in rural England enjoyed the
illegal gaming machines kept in their clubhouse. Byrne, 1 KB. at 818. They were therefore
distressed when the clubhouse was raided by public authorities and the tables were
removed. Id. At the spot in the clubhouse room where the gaming tables had been, a verse
was posted on the wall:

For many years upon this spot
You heard the sound of a merry bell
Those who were rash and those who were not
Lost and made a spot of cash
But he who gave the game away
May he byrnn in hell and rue the day.
"Diddleramus"

Id. The word "byrnn" in the last line was crossed out, and the word "burn" was scrawled
over it. Id. A member of the club, Mr. Byrne, brought a libel claim against the proprietors of
the clubhouse, arguing that this verse essentially communicated that it was Mr. Byrne who
had secretly reported to the police on the existence of illegal gambling. Id. Byrne denied this
and claimed that his reputation had suffered. Id. The clubhouse owners argued that a libel
claim includes a publication element, which they did not satisfy since they neither wrote nor
posted the anonymous verse. Byrne, 1 KB. at 818. While the trial court accepted this
argument, each of the three judges on the Court of Appeal panel that heard the case opined
that the publication element could be met in this case. Id. Under the circumstances, the
knowing failure to remove the verse from their own property could count as publication. Id.
The decision as to the publication element was only dicta, because the Court of Appeal also
ruled that it was not defamatory to say of someone that he reported a crime to the police. Id.
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publisher theory; (2) an expanded agency theory, treating ISPs as
distributors and imposing liability under section 581; and (3-plus) an
affirmative-duty-to-remove route, as in section 577(2) (which may depend
on ownership or property or chattels, as in section 577(2) itself, or on an
undertaking-to-protect theory). In each case, there was allegedly a
doctrinal path under state defamation law for saying that the publication
element of a libel clam was satisfied, and, in this sense, there was a
doctrinal path for treating an ISP as a publisher of a statement that the ISP
itself did not post.

B. Stratton Oakmont Revisited

Stratton Oakmont's lawyers drew upon this fledgling Internet-
liability scholarship in crafting their complaint and in writing their briefs
to Justice Ain. 145 Recall, however, that Judge Leisure had selected the
distributor category only two years earlier in Cubby, and, on that basis,
had granted the defendant summary judgment.146 Understandably, then,
Stratton Oakmont was driven to argue that theirs was not a distributor
case; indeed, of the three routes above - publisher, expanded-agency
based distributor liability, and affirmative-duty-to-remove- the middle
category is the only one Stratton Oakmont did not argue.147 Its complaint
and its brief were committed to the first and third categories.

A bit more detail about Prodigy's history will be illuminating. From
its inception, Prodigy played to the family-values mantra that had taken a
major foothold in the Reagan 1980s and the first Bush Presidency. The
company boasted of its commitment to filtering and censoring materials
with a "family-oriented" mindset.148 It hired individuals to monitor its

145 Plaintiffs' Memorandum of Law in Support of Motion for Partial Summary Judgment
at 11 n.3, Stratton Oakmont, Inc. v. Prodigy Servs. Co., No. 31063/94,1995 WL 323710 (N.Y.
Sup. CL May 24,1995) (No. 94-031063) (on file with the Valparaiso University Law Review)
(citing Robert Charles, Computer Bulletin Boards and Defamation: Who Should Be Liable? Under
What Standard?, 2 J.L & TEcH. 121, 122 (1987)); id. at 12 n.4 (citing Philip H. Miller, New
Technology, Old Problem: Determining the First Amendment Status of Electronic Information
Services, 61 FORDHAM L. REv. 1147 (1993)); id. at 13 n.5 (citing Eric Schlachter, Cyberspace, the
Free Market and the Free Marketplace of Ideas: Recognizing Legal Differences in Computer Bulletin
Board Functions, 16 HASrHNGs CoMm. & ENT. LJ. 87, 89 (1993)); id. at 13 n.6 (citing Edward V.
DiLello, Functional Equivalency and Its Application to Freedom of Speech on Computer Bulletin
Boards, 26 COLUM. J.L. & Soc. PROBs. 199,210-11 (1993)).
14 See Cubby, Inc., 776 F. Supp. at 141.
147 See Stratton Oakmont, Inc., 1995 WL 323710, at *3 (arguing Prodigy is not a distributor).
14 See Defendant Prodigy Services Company's Memorandum of Law in Opposition to
Plaintiffs Motion for Partial Summary Judgment at 9-18, Stratton Oakmont, Inc. v. Prodigy
Servs. Co., No. 31063/94, 1995 WL 323710 (N.Y. Sup. Ct May 24, 1995) (No. 94-031063) (on
file with the Valparaiso Law Review) (recounting history of Prodigy and changes in Prodigy
filtering).
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bulletin boards and remove obscene or otherwise offensive materials. In
the early 1990s, it made an effort to review - or to have its hired monitors
review -everything that users posted. It also used software with
algorithms for discovering obscene or offensive materials and filtering
them out. This was a marketing ploy and a company goal. During this
period, Prodigy's marketing director went so far as to analogize Prodigy
explicitly to a "newspaper" publisher.149

Within a few years of functioning in this manner, however, the growth
of the Internet and the growth of Prodigy itself made clear that its
aspirations for total monitoring were wildly unrealistic. For one thing,
algorithms were not up to the task of discovering obscene, pornographic,
or inappropriate materials. And for another, the rate and number of
postings, starting to be in the tens of thousands daily, were far beyond
what could be checked thoroughly -either in advance, or even in an
ongoing way. Nonetheless, Prodigy's marketing materials, strategy, and
structure from its earlier years remained public, and it had not yet fully
recognized how it would have to change.

Stratton Oakmont's litigation strategy, as displayed in its complaint
and its briefs, prudently took advantage of Prodigy's marketed self-image.
The most obvious line of argument, and the one Stratton Oakmont placed
front and center, was simply that Prodigy was virtually the same as a
newspaper publisher. After all, Prodigy had said this expressly about
itself:

We make no apology for pursuing a value system that
reflects the culture of the millions of American families
we aspire to serve. Certainly no responsible newspaper
does less when it chooses the type of advertising it
publishes, the letters it prints, the degree of nudity and
unsupported gossip its editors tolerate.1so

Prodigy's admission is undoubtedly part of what gave Justice Ain
comfort in his unusual grant of partial summary judgment to the
plaintiff.1 5 The lawyers for Prodigy pointed out that the admission was

149 See id.
IS See id. at *2 (quoting Exhibit J to Plaintiffs' Affidavit).
151 The court was remarkably unclear on why it was granting plaintiff partial summary
judgment on publication, rather than treating publication as a fact issue and giving the
publication issue to the jury to decide-which would itself have been a remarkably pro-
plaintiff decision Id. at *1. The court stated the following:

Again, [Prodigy] insists that its former policy of manually reviewing all
messages prior to posting was changed "long before the messages
complained of by Plaintiffs were posted." (Schneck affidavit, par. 4.)
However, no documentation or detailed explanation of such a change,
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stale and that the Internet business was changing dramatically in the early
1990s. However, Stratton Oakmont had anticipated such arguments and
was prepared with several additional points, which relied upon the
budding legal scholarship on libel law and how it would apply to the
Internet. One of its key arguments- again based on Prodigy admissions,
but current ones -was that Prodigy actively engaged in censorship and
filtering of online communications of others.152 In this way, Prodigy
exercised control of what appeared through it, and, in this respect, was
much more like a traditional newspaper publisher than Compuserve.
Indeed, Prodigy tried to gain market advantage over competitors like
Compuserve by engaging in such editorial functions. Stratton Oakmont
rightly argued that Prodigy's exercise of editorial functions was a factor
that counted in favor of treating it like a newspaper publisher. All of this
was channeled into an argument that Justice Ain should grant partial
summary judgment on the issue of whether Prodigy was a publisher.1ss

Crucially, however, Stratton Oakmont had a quite different argument,
too; indeed, Stratton Oakmont's partial summary judgment motion was
divided into two parts, and its second argument occupied the second part
of its brief.lM Stratton Oakmont pointed out that Prodigy had hired an
individual, Charles Epstein, to serve as what it called a "Board Leader"
for its bulletin board, "Money Talk." As Board Leader, Epstein's job was

and the dissemination of news of such a change, has been submitted. In
addition, [Prodigy] argues that in terms of sheer volume-currently
60,000 messages a day are posted on [Prodigy] bulletin boards-manual
review of messages is not feasible. While [Prodigy] admits that Board
Leaders may remove messages that violate its Guidelines, it claims in
conclusory manner that Board Leaders do not function as "editors".
Furthermore, [Prodigy] argues generally that this Court should not
decide issues that can directly impact this developing communications
medium without the benefit of a full record, although it fails to describe
what further facts remain to be developed on this issue of whether it is a
publisher.

Id. at *3 (emphasis added). The italicized sentence is hard to comprehend, given that the
court had just described the need for documentation and more information on "feasibility."
Stratton Oakmont, Inc., 1995 WL 323710, at *3. Relatedly, it is bizarre that the court stated that
"the critical issue to be determined by this Court is whether the foregoing evidence
establishes a prima facie case that [Prodigy] exercised sufficient editorial control over its
computer bulletin boards to render it a publisher with the same responsibilities as a
newspaper." Id. (emphasis added). A prima facie case is what a plaintiff needs to withstand
a defendant's summary judgment motion, not what a plaintiff needs to prevail on (partial)
summary judgment Id.
152 See id. at *2.
153 See id. at *1.
1' See Plaintiffs' Memorandum of Law in Support of Motion for Summary Judgment at
14-19, Stratton Oakmont, Inc. v. Prodigy Servs. Co., No. 31063/94, 1995 WL 323710, at *1
(N.Y. Sup. CL May 24,1995) (No. 94-031063) (arguing that Epstein served as Prodigy's agent
by editing "Money Talk").
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to monitor the electronic bulletin board on which the defamatory
statements were posted and to remove some when appropriate.15 5

Stratton Oakmont alleged that Epstein had failed to remove these
postings, even though such postings violated policies of not publishing
offensive material.156 Prodigy responded that Epstein was an
independent contractor, rather than an employee; therefore, Prodigy
could not be held vicariously liable for Epstein's failures.57 To this,
Stratton Oakmont argued that, independent contractor or not, basic
principles of agency law required that Stratton Oakmont be deemed
potentially liable for Epstein's failures in monitoring the Prodigy bulletin
board and that partial summary judgment was also warranted on this
agency issue.15s

As mentioned above, when we step back from Stratton Oakmont and
see it within the framework of libel law's doctrinal categories - true
publisher, extended agency (distributor, etc.), and affirmative duty to
remove -it is clear that the plaintiff was interested in two parts: the true
publisher part (involving Stratton Oakmont's admissions) and the
affirmative-duty-to-remove part (involving Epstein's alleged failures).159

The distributor theory was left out-not only because there was nothing
about Prodigy that made it seem like a distributor in this context, but also,
and more importantly, because the distributor argument had worked on
summary judgment for Compuserve and Stratton Oakmonfs aim was to
distinguish Prodigy from Compuserve.o60

Justice Ain's grant of plaintiff's partial summary judgment motion
actually addressed both of Stratton Oakmont's arguments.161 And it
awarded partially summary judgment on both: on the true publisher
argument and on the affirmative-duty-to-remove part (pertaining to the
agency relationship).162 "Based on the foregoing, the Court holds that
Epstein acted as [Prodigy's] agent for the purposes of the acts and
omissions alleged in the complaint."163

1ss See Second Amended Verified Complaint at 5, Stratton Oakmont, Inc. v. Prodigy Servs.
Co., No. 31063/94, 1995 WL 323710, at *1 (N.Y. Sup. Ct. May 24, 1995) (No. 94-031063)
(alleging Prodigy breached duty of care).
'5 See Stratton Oakmont, Inc., 1995 WL 323710, at *1.
157 See id. at *5.
158 See Plaintiffs' Memorandum of Law in Further Support of Motion for Partial Summary
Judgment at 14, Stratton Oakmont, Inc. v. Prodigy Servs. Co., No. 31063/94,1995 WL 323710,
at *1 (N.Y. Sup. Ct. May 24,1995) (No. 94-031063) (asserting Epstein was Prodigy's agent).
1s9 See id. at 2.
160 See id. at 9-10 (contrasting the facts in this case from those in CompuSeme).
161 See Stratton Oakmont, Inc., 1995 WL 323710, at *1, *5 (stating Epstein's capacity as a
publisher and the duty to censor).
162 See id.
163 Id. at *7.
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To be sure, the relevance of Justice Ain's "agency" ruling was not
rendered pellucid in the decision itself.lM One can read the opinion and
believe there is simply one legal theory in the case -that Prodigy's role is
that of a newspaper publisher.165 Note, however, that if that were true,
whether Epstein was an agent would be irrelevant to Prodigy's liability.166
Since the posting was plainly on a Prodigy bulletin board and there was
no allegation that Epstein put it there, a finding that Prodigy was the
publisher of what was posted in its bulletin board would suffice for
publisher-liability. It would be irrelevant whether Epstein was at fault for
failure to remove it. Part of the point of treating an entity as a true
publisher is that there is essentially strict liability for the publishing of it
In that event, Epstein's acts and omissions would be irrelevant. Epstein's
conduct was relevant to Stratton Oakmont's claim because Stratton
Oakmont contended that Board Leaders, like Epstein, had a duty to
remove defamatory statements, and Epstein breached that duty by
negligently omitting to remove the statement.167

The second issue of Stratton Oakmont related not to the
newspaper/ distributor connection as such, but rather to the question of
whether liability could be imposed for the negligent failure to comply
with a duty to remove defamatory statements. This was a sensible and
difficult debate presented by the facts of Stratton Oakmont, but it was not
really about whether Prodigy was like a newspaper publisher in the sense
of actively placing statements by others out into the world for third
parties. However, this does not necessarily end the important debate; it
leads to another one: whether Prodigy could be held responsible for the
reputational harm suffered by virtue of its (or its agents) having breached
an affirmative duty to filter or delete others' postings. For one thing, its
bulletin boards were closely analogous to the bulletin boards, chattels, or
property that are referred to in section 577(2).168 And for another, it
arguably undertook to screen and delete.

Once this affirmative duty framework is seen, Prodigy's repeated
assertions that it was capable of filtering, selecting, editing, and deleting

' See id.
16 See Fair Hous. Council of San Fernando Valley v. Roommates.com, LLC, 521 F.3d 1157,
1163 (9th Cir. 2008) ("The Stratton Oakmont court reasoned that Prodigy's decision to
perform some voluntary self-policing made it akin to a newspaper publisher . . ..").
166 See Stratton Oakmont, Inc., 1995 WL 323710, at *6 (discussing Epstein's agency
relationship).
167 See Second Amended Verified Complaint at 5, Stratton Oakmont, Inc. v. Prodigy Servs.
Co., No. 31063/94,1995 WL 323710, at *1 (N.Y. Sup. Ct. May 24,1995).
16 See RESTATEMENT (SECOND) OF TORTS § 577(2) (AM. LAW INST. 1977) ("One who

intentionally and unreasonably fails to remove defamatory matter that he knows to be
exhibited on land or chattels in his possession or under his control is subject to liability for
its continued publication.").
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take on a whole different light.169 Prodigy had undertaken to remove, then
failed to live up to its undertaking.170 Moreover, it had created in readers
an expectation of removal, and therefore, added to the perception of
endorsement.'7 ' Finally, it had undercut the credibility of protestations of
lack of control.172 In this context, the argument for an affirmative duty to
remove was powerful.173 Relatedly, the argument that the injury was
suffered due to the failure to remove or filter out was also quite strong.174

This was one of Stratton Oakmont's principal arguments.17s While
Stratton Oakmont's first argument was that Prodigy was simply like a
newspaper publisher, the larger picture put forward by Stratton Oakmont
was that Prodigy had an affirmative duty to remove defamatory postings
because of its undertaking.176 Indeed, Stratton Oakmont's reply brief uses
language emphasizing the undertaking basis of the affirmative duty:
"having undertaken a duty to edit, Prodigy cannot now complain that its
[sic] too difficult for it to do so properly," " [t]he law is settled in New York
that one who assumes a duty to act, even though gratuitously, may
thereby become subject to the 'duty of acting carefuly.'""77 And these
undertaking-based arguments by Stratton Oakmont were, ultimately, key
to the basis of Justice Ain's ruling: " [Prodigy's] conscious choice, to gain
the benefits of editorial control, has opened it up to a greater liability than
CompuServe and other computer networks that make no such choice."178

' See Stratton Oakmont, Inc., 1995 WL 323710, at *3 (contending Prodigy knew about the
Board Leaders' ability to remove messages in violation of the guidelines).
170 See id. at *5 (stating Prodigy had in fact benefitted by undertaking editorial control).
'71 See id. at *5 (arguing that undertaking editorial duties gave Prodigy a family-friendly
image).
172 See id. at *4 (distinguishing the case from Compuserve in part because Prodigy had
control over the content of its bulletin boards).
173 See Second Amended Verified Complaint at 14-15, Stratton Oakmont, Inc. v. Prodigy
Servs. Co., No. 31063/94, 1995 WL 323710, at 1 (N.Y. Sup. Ct. May 24, 1995) (alleging
Prodigy intentionally marketed the fact that the bulletin boards were controlled by editors,
leading to the breached duty of care).
174 See id. at 16 (contending Prodigy knowingly refused to take the libelous content off the
bulletin board).
'73 See id. at 14-15 (arguing Prodigy undertook a duty by having editors filter content).
176 See id. at 15-16 (basing more argumentation on the duty to remove).
17 Plaintiffs' Reply Memorandum of Law in Further Support of Motion for Partial
Summary Judgment at Z Stratton Oakmont, Inc., v. Prodigy Servs. Co., No. 31063/94,1995
WL 323710, at *1 (N.Y. Sup. CL May 24, 1994); id. at 12 (citing Florence v. Goldberg, 375
N.E.2d 763, 766 (N.Y. 1978) and quoting Florence's quotation of Chief Judge Benjamin
Cardozo's statement, in H.R. Moch Co. v. Rensselaer Water Co., 159 N.E. 8%, 898 (N.Y. 1928)
that "the hand once set to a task may not always be withdrawn with impunity though
liability would fail if it had never been applied at all").
'78 Stratton Oakmont, Inc., 1995 WL 323710 at *5.
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C. CDA § 230 and the Good Samaritan

On this interpretation of Stratton Oakmont, Congress's effort to
overrule the case with something called a "Good Samaritan" statute
makes perfect sense. More precisely, § 230(c) becomes clear when
interpreted as a statute aimed at preempting "failure-to-remove" based
arguments for ISP liability that were founded in an undertaking to censor
and delete.179

(c) Protection for "Good Samaritan" blocking and
screening of offensive material ...
(2) Civil liability
No provider or user of an interactive computer service
shall be held liable on account of -
(A) any action voluntarily taken in good faith to restrict

access to or availability of material that the provider
or user considers to be obscene, lewd, lascivious,
filthy, excessively violent, harassing, or otherwise
objectionable .... 180

This section basically reverses Justice Ain's statement that an ISP's choice
to restrict, filter, remove, delete, and edit creates an affirmative duty to do
so and liability concomitant on that affirmative duty; it states that an ISP's
choice to filter or delete material posted by others shall not be a basis for
holding an ISP civilly liable for negligent failing to do so.xsn But this of
course forces us to ask the question: why would it be a basis for holding
them liable, and this quite naturally leads us to ask why was it a basis for
holding Prodigy liable?

The answer is now clear: in the context of an effort to hold a defendant
liable for failure to filter out or remove a defamatory statement from a
place over which the defendant has special control, a practice of restriction
and censorship can be a basis for holding them liable for failure to filter or
remove.182 Section 230(c) proclaims that courts may not make this

17 See H.R. REP. No. 104-458, at 208 (1996) ("One of the specific purposes of this section is
to overrule Stratton Oakmont v. Prodigy and any other similar decisions which have treated []
providers and users as publishers or speakers of content that is not their own because they
have restricted access to objectionable material").
180 47 U.S.C. § 230(c)(2)(A) (2012).
181 See § 230(c)(2)(A) (negating potential publisher liability for Internet providers).
182 See Zeran v. Am. Online, Inc., 129 F.3d 327, 333 (4th Cir. 1997) ("under [Stratton
Oakmont's] holding, computer service providers who regulated the dissemination of
offensive material on their services risked subjecting themselves to liability, because such
regulation cast the service provider in the role of the publisher").
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inference from a practice-of-removal-and-restriction to liability for failure
to filter or remove.183

We are, of course, familiar with exactly the same pattern of argument
in the law of negligence.184 At the common law, strangers do not, in the
first instance, have duties to help those in need.1s5 If, however, a stranger
has undertaken to help someone, she may be held be liable for the injuries
resulting from her failure to help effectively.1s6 State legislatures across
the country have been alert to a pathological set of incentives in this
common law structure: a person may be disincentivized from being a
Good Samaritan because such volunteering is treated by the common law
as a basis for inferring a duty of care where none existed before.187 In
response, every American state legislature has passed a Good Samaritan
statute to eliminate the common law disincentive: these statutes provide
a shield to defendants who do make efforts to rescue by ensuring that such
efforts will not be utilized as a basis for overturning the basic rule that
there is no affirmative duty to help.1as

On my account, it is no coincidence that the § 230(c) is actually
expressly named "Protection for Good Samaritan blocking and screening
of offensive materials."189 It is, in fact, a parallel to state Good Samaritan
statutes that protect those who voluntarily provide emergency aid.190 Its
aim is to shield (from tort liability) those who voluntarily protect
individuals from Internet speech that would harm them; removing such
speech or filtering will not generate civil liability; courts will not be
allowed to convert an ISP's affirmative undertaking into a basis for
liability.

The legislative history unambiguously confirms the importance of the
Good Samaritan idea that is explicit in the text.191 Representative Chris

18 See § 230(c)(2) (granting immunity for online publishers who voluntarily make a good
faith effort to patrol user posts).
184 See Jackson v. Mercy Health Ctr., Inc., 864 P.2d 839, 842-43 (Okla. 1993) (describing
duty-of-care-based counterincentives to voluntary aid at common law as a basis for Good
Samaritan statute).
185 See id.
186 See RESTATEMENT (SECOND) OF TORTS § 324A(b) (AM. LAW INST. 1965) (illustrating that
undertaking to rescue, and doing so negligently, can trigger liability to a third party).
187 See, e.g., TEX. CIv. PRAC. & REM. CODE ANN. § 74.151 (West 2013) (shielding good faith
rescuers from tort liability).
188 See DAN B. DOBBS ET AL., THE LAW OF TORTS § 312 (2d ed. 2011) (noting that every
American state has a Good Samaritan statute).
' See 47 U.S.C. § 230(c) (2012) (titling the section, "Protection for 'Good Samaritan'
blocking and screening of offensive material").
190 Compare id. (providing immunity for publishers who undertake to patrol the content on
their websites), with TEX. CIv. PRAC. & REM. CODE ANN. § 74.151 (providing immunity for
traditional rescuers in emergency situations).
191 See H.R REP. No. 104-458, at 194 (1996).
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Cox of California, who (along with Representative Ron Wyden of Oregon)
spearheaded § 230, testified to Congress as follows:

... Ironically, the existing legal system provides a
massive disincentive for the people who might best help
us control the Internet to do so.

I will give you two quick examples: A Federal court
in New York, in a case involving CompuServe, one of our
on-line service providers, held that CompuServe would
not be liable in a defamation case because it was not the
publisher or editor of the material. It just let everything
come onto your computer without, in any way, trying to
screen it or control it.

But another New York court, the New York Supreme
Court, held that Prodigy, CompuServe's competitor,
could be held liable in a $200 million defamation case
because someone had posted on one of their bulletin
boards, a financial bulletin board, some remarks that
apparently were untrue about an investment bank, that
the investment bank would go out of business and was
run by crooks.

Prodigy said, "No, no; just like CompuServe, we did
not control or edit that information, nor could we,
frankly. We have over 60,000 of these messages each day,
we have over 2 million subscribers, and so you cannot
proceed with this kind of a case against us."

The court said, "No, no, no, no, you are different; you
are different than CompuServe because you are a family-
friendly network. You advertise yourself as such. You
employ screening and blocking software that keeps
obscenity off of your network. You have people who are
hired to exercise an emergency delete function to keep
that kind of material away from your subscribers. You
don't permit nudity on your system. You have content
guidelines. You, therefore, are going to face higher,
stricker (sic) liability because you tried to exercise some
control over offensive material."

Mr. Chairman, that is backward. We want to
encourage people like Prodigy, like CompuServe, like
America Online, like the new Microsoft network, to do
everything possible for us, the customer, to help us
control, at the portals of our computer, at the front door
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of our house, what comes in and what our children

see....
. . . [O]ur amendment will ... protect computer Good

Samaritans, online service providers, anyone who
provides a front end to the Internet, let us say, who takes
steps to screen indecency and offensive material for their
customers. It will protect them from taking on liability
such as occurred in the Prodigy case in New York that
they should not face for helping us and for helping us
solve this problem.192

As indicated, the express language of "Good Samaritan" endured all the
way into the text of the statute.193 Section 230 plainly constitutes an
Internet version of the traditional Good Samaritan statute.14  To
incentivize voluntarily protecting those who are at peril of injury, it
negates the common law principle that voluntarily protecting others
creates an affirmative duty where none existed before.

Attending to the affirmative-duty, or Good Samaritan, part of Stratton
Oakmont illuminates two other important features of the text of § 230(c).195

First, consider § 230(c)(2)(b)'s reference to "enabling":

No provider or user of an interactive computer service
shall be held liable on account of ...
(B) any action taken to enable or make available to
information content providers or others the technical
means to restrict access to material described in
paragraph (1).196

Plainly, the statute is no longer contemplating a defendant in a libel suit
who is acting like a newspaper publisher; it is contemplating an actor (ISP
or IS user) who has undertaken to provide others with means to restrict
obscene materials.197 Why would a jurisdiction ever impose liability for
such enabling conduct? It has nothing to do with supplying the medium
of publication or contributing to the action of publication; to the contrary,

19 141 CONG. REC. H8460-01 (1995).
193 See § 230(c)(2)(A).
19 See supra note 190 and accompanying text (comparing Texas's Good Samaritan statute
with § 230(c)).
195 See Stratton Oakmont, Inc. v. Prodigy Servs. Co., No. 31063/94,1995 WL 323710, at *5
(N.Y. Sup. CL May 24,1995) (assessing Stratton Oakmont's liability as a publisher).
1% § 230(c)(2)(B) (emphasis added).
19 See Zango, Inc. v. Kaspersky Lab, Inc., 568 F.3d 1169,1174-75 (9th Cir. 2009) ("[S]ection
230(c)(2)(B) ... covers actions taken to enable or make available to others the technical means
to restrict access to objectionable material.").
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it is about undertaking to restrict material. The answer is that the statutory
framework contemplates affirmative duties to restrict successfully that are
acquired by virtue of having undertaken to restrict or to enable others to
restrict.198

Second, Stratton Oaknont's discussion of the "Board Leader" and the
putative consequences of his negligent failure to remove is critical in
illuminating the place of the word "user" in § 230.199

No provider or user of an interactive computer service
shall be held liable on account of -
(A) any action voluntarily taken in good faith to restrict

access to or availability of material that the provider
or user considers to be obscene, lewd, lascivious,
filthy, excessively violent, harassing, or otherwise
objectionable . .200

The idea is that not only the ISP directly (Prodigy) but also the individual
person engaged in deleting or restricting (Board Leader Epstein) cannot
be held liable for the defamatory content of what makes it through, simply
by virtue of having engaged in the undertaking. We are well outside of
the domain of contemplating liability for extended agency, for newspaper
publisher or distributor; what is contemplated is liability for failure to
remove, predicated upon something akin to a commenced rescue. That is
why the actor protected by the statute need not be an ISP, but could be
simply a user.

D. Zeran Revisited

It is illuminating to revisit Zeran with this background understanding
in place.201 Zeran was a tricky case and not simply because of its powerful
facts or because the plaintiff chose to make a "distributor" argument,
rather than a section 577(2), failure-to-remove argument.202 It was a tricky
case because it fell into what might be have been perceived as a textual
gap in § 230. The doctrinal, historical, and statutory analysis above

19 See § 230(c)(2)(B) (" [Any action taken to enable or make available....").
19 See James P. Jenal, When is a User not a "User"? Finding the Proper Role for Republication
Liability on the Internet, 24 LoY. OF L.A. ENT. L. REV. 453-54 (2004) (identifying who counts as
a "user" as an important CDA issue and arguing that the CDA's shield should not apply to
Rosenthal (in Barrett v. Rosenthal) because being a non-moderating poster should not count
as a "user").
" § 230(c)(2)(A).

201 See supra Part Il.A-C (discussing the differing approaches to how a plaintiff might try
to satisfy the publication element of a libel claim).
2 See Zeran v. Am. Online, Inc., 129 F.3d 327,329-32 (4th Cir. 1997).
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indicated that - in retrospect - there were really three promising ways for
Stratton Oakmont to have argued that Prodigy should face liability. The
first was to depict an ISP, like Prodigy, as closely analogous to a
newspaper publisher, and as a publisher by virtue of its misfeasance-like
involvement in doing things that bring an original author's inscriptive
utterances to the eyes of a third party. Both Prodigy's evidentiary
admissions and its allegedly editorial activities stood as support for this
view.203 A second was to view Prodigy as a property owner with special
control over a surface and notice of the defamatory content on it; under
section 577(2), such persons arguably have affirmative duties to remove
defamatory statements made by others, and the failure to do so can subject
one to defamation liability - in effect, substituting failure to remove for
active publication, and thereby fulfilling the publication element.204 Third,
even assuming there is, in general, no duty rooted in section 577(2), for an
ISP to remove postings on its bulletin board, one could argue that
undertaking to censor, remove, and protect the reputational victims itself
generates an affirmative duty to do so.205

Section 230(c)(1) is most plainly understood as a rejection of the
central Stratton Oakmont idea that ISPs are like newspaper publishers, as
Mr. Zeran contended. Section 230(c)(2), as I have argued and as the "Good
Samaritan" textual language makes amply clear, is at least in part about
the impermissibility of inferring affirmative duties to delete from
undertakings to censor and control.206 But an argument can be made that

2 See Stratton Oakmont, Inc. v. Prodigy Servs. Co., No. 31063/94,1995 WL 323710, at *5
(N.Y. Sup. CL May 24,1995) (discussing Prodigy's admissions).
2 See supra Part III.A (referring to a property owner's affirmative duty to remove
defamatory content).
2 My post-230, backward-looking enumeration of promising arguments for Stratton
Oakmont here, is somewhat different from the enumeration offered in Part III.B, purporting
to occupy Stratton Oakmont's strategic perspective. There, I suggested there were "three-
plus" routes to argue for publication: (1) newspaper publisher; (2) distributor; and (3 plus)
affirmative duty, either as land/chattels owner or based on an undertaking to protect. I
suggested that the distributor argument was ruled out for Stratton Oakmont as strategically
unappealing, because of Cubby (and because the facts did not support a distributor-like role,
as they had in Cubby) and that Stratton Oakmont seems to have succeeded by a combination
of the newspaper argument and the affirmative duty/undertaking argument. In my post-
230 analysis, looking backwards at Stratton Oakmont, I arrive at the three "promising" routes
by omitting the "distributor" argument-leaving the newspaper and the affirmative
duty/undertaking argument, but breaking the latter into two. Thus, the three routes are: (1)
newspaper; (2) affirmative duty based on property/chattels ownership; and (3) affirmative
duty based on special undertaking to protect or filter.
2 For this reason, there is a powerful argument that Blumenthal v. Drudge was correctly
decided in favor of AOL. 992 F.Supp. 44 (D.D.C. 1998). The United States District Court for
the District of D.C. interpreted § 230(c)(1) to state that courts may not treat ISPs (like AOL,
the defendant) as if they were newspaper publishers. In Blumenthal, AOL was behaving
exactly like a newspaper publisher with respect to a syndicated columnist It had a monthly
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Zeran was about neither of these categories; it was about the second,
special-control-over-chattels-based argument for an affirmative duty to
remove. That path to recovery at first appears not to have been addressed
by (c)(1) or by (c)(2). Because Mr. Zeran's lawyer chose to frame his
argument in terms of distributor-liability, rather than affirmative duty to
remove, and because scores of scholars have followed Zeran's parsing of
the issues, courts and commentators in the United States have not
addressed head-on the section 577(2) affirmative duty argument that does
not depend on an undertaking.207 In other words, reading the two parts
of § 230(c) separately seems to lead to the conclusion AOL has no defense
against pre-Internet case law saying that there is a duty to remove, with
notice, because one is the owner of the chattels or the property.2

But, of course, there is no reason to read each of the two clauses
separately; there is reason to read them together, in context, as Justice
Antonin Scalia and a generation of textualist scholars have made clear.209
They are both part of the same law, passed at the same time, in response
to the same case, and dealing with a large and difficult question.210 As this
Article has argued at length, both the text and the history of (c)(2)
demonstrate that it says: a failing affirmative duty argument for removal

deal with the gossip columnist, Matthew Drudge, to carry his website-based gossip column
on AOL for AOL subscribers. The court in Blumenthal was arguably confronting an ISP that
took an active step to post the column Nonetheless, Stratton Oakmont's entire first half is so
plausibly understood as a ruling that ISPs should be treated as newspaper publishers, that it
is difficult to deny that § 230(c)(1) (expressly aimed at overruling Stratton Oakmont) is at least
partially an effort to preempt the newspaper publisher analogy.
20 But see Doe v. Am. Online, Inc., 783 So. 2d 1010 (Fla. 2001). The majority of the Florida
Supreme Court fended off a critique of Zeran on textualist grounds by reasoning that all of
Restatement (Second) § 577 pertained to the "publication" element, plausibly reasoning that
the Restatement understands failure to remove (under section 577(2)) as one way of
satisfying the publication element In this response -and especially in light of the dissenting
justice's "distributor"-based argument-the Doe court is among the few that takes seriously
the failure-to-remove category, rather than the distributor category. Nonetheless, Doe
predates Batzel and other courts' debates about the active/passive distinction and simply
does not address the relevance of the affirmative duty categories for § 230 analysis.
Additionally, because Doe involves asserted liability for harm caused by the posting of child
pornography- and not libel -it is not dear whether the § 230 should apply at all. Relatedly,
there is reason to wonder whether the First Amendment arguments that might undercut
notice-based distributor-based liability for libel (even absent § 230(c)) would, under common
law and constitutional law, shield ISPs against distributor-liability in connection with child
pornography.
n See Zeran v. Am. Online, Inc., 129 F.3d 327 (4th Cir. 1997).

2 See, e.g., John F. Manning, Textualism and Legislative [ntent, 91 VA. L. REv. 419, 434-36
(2005) (explaining the nature of textualists); see also Gregory Bassham, Justice Scalia's Equitable
Constitution, 33 J.C. & U.L 143, 144 (2007) (describing the reading process for constitutions
and statutes).
210 See Manning, supra note 209, at 434-36 (discussing the reasoning as to why statutory
language is read by textualists).
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will not be converted into a successful affirmative duty argument by
adding that there was an undertaking to restrict or censor. The starting
assumption of that argument appears to be that there is no affirmative
duty of ISPs (or their Board Leaders or hired monitors) to remove
defamatory statements from their own websites; the failure to remove
them cannot be taken as a basis for liability under section 577(2)
(affirmative duty of owner or property or chattels to remove defamatory
statement). And so, one is led to ask whether there is anything in the text
of § 230 that can be read as expressing that proposition.

The answer is simply that the text of § 230(c)(1) is very naturally read
as expressing that point: "No provider or user of an interactive computer
service shall be treated as the publisher or speaker of any information
provided by another information content provider."211 The question
presented by Zeran is if a court imposes liability for reputational injury on an
ISP for failure to remove a defamatory statement posted through its bulletin
board, will that court count as having "treated" the ISP as a "publisher or
speaker" of that statement? Judge Wilkinson got the right answer to that
question in Zeran: a court that imposed liability under such circumstances
would be violating § 230, and, therefore, state law is preempted to the
extent that it does S0.212

It is therefore most plausible to read § 230(c)(1), when it demands of
courts that they not "treat" an Internet service provider or user "as a
publisher or speaker" of someone else's posting, as meaning that it not
hold them liable for failure to remove postings from their websites or
bulletin board.213 That is part of what § 230(c)(1) forbids. Because such a
bald statement of no affirmative duty to protect, like tort law's basic
principles of no affirmative duty, leaves open the question of whether an
undertaking to censor and monitor could generate an affirmative duty
(and concomitant liability), § 230(c)(2) shuts the door on the undertaking-
based affirmative duty, too. The Good Samaritan component of the
legislative effort received top billing, presumably because the ISP industry
rationally viewed Stratton Oakmont's almost deliberate punitiveness
toward "family-values" ISPs as the most powerful magnet for
Congressional reform.214 Lobbyists for the industry prudently led with

21 47 U.S.C. § 230(c)(1) (2012).
212 Zeran, 129 F.3d at 335.
3 See id. at 330 (explaining that § 230 protects service providers from lawsuits if they

should act as publishers).
214 See 141 Cong. Rec. H8460-M1 (1995) (quoting Representative Christopher Cox's
testimony).
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the Good Samaritan part, presumably aware that the more basic
protection against liability for failure to remove would come in tow. 215

There is, arguably, a textual advantage to the reading of § 230(c)(1) as
this Article is suggesting, even when the text of § 230(c)(1) is taken on its
own. Notwithstanding the preliminary interpretive hypothesis, the text
of this section is not perfectly interpreted as a simple prohibition on
classifying ISPs as "publishers" akin to newspaper publishers. If that had
been its sole point, it would have been more felicitous simply to state that
an Internet service provider should not be treated as a "publisher."
Instead, it states that an ISP (or user) should not be treated as "the
publisher or speaker [of any information provided by another information
content provider]." The latter two words-"or speaker"-appear
extraneous. If, however, the point of § 230(c)(1) is to block courts from
saying that the "publication" element of a defamation claim is satisfied by
an affirmative duty of a chattels owner to remove statements, then the
phrase "publisher or speaker" makes sense. That is because the
publication element of a defamation claim is nicely captured by the
requirement that the defendant have "written or spoken" defamatory
words. It is the element as a whole that § 230(c)(1) insists is unsatisfied by
Internet service providers and users failing to remove a defamatory
statement on a site over which they have control. The point is that, in
situations where such defamatory statements appear on a site over which
they have control, the defendant's control over the site does not provide a
sufficient basis for treating the defendant as "the publisher or speaker" of
the statements posted on it by third parties -in other words, as fulfilling
the publication requirement of a defamation claim against the ISP or user,
notwithstanding that the defamatory statements were actually made (posted) by
third parties.

Let us return to Zeran. In his opinion, Judge Harvie Wilkinson
reasoned that if ISPs were subject to notice-based liability for failure to
remove defamatory statements:

[Tihey would face potential liability each time they
receive notice of a potentially defamatory statement -
from any party, concerning any message. Each
notification would require a careful yet rapid
investigation of the circumstances surrounding the
posted information, a legal judgment concerning the
information's defamatory character, and an on-the-spot

1 See Melissa A. Troiano, The New Journalism? Why Traditional Defamation Law Should
Apply to Internet Blogs, 55 AM. U. L. REV. 1447,1463 (2006) (explaining the lobbyist's position
on the Good Samaritan clause in regards to liability).
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editorial decision whether to risk liability by allowing the
continued publication of that information. Although this
might be feasible for the traditional print publisher, the
sheer number of postings on interactive computer
services would create an impossible burden in the
Internet context.216

An interpretation leading to this result would frustrate Congressional
purpose, he argued. Judge Wilkinson's statement is true, but it
understates the strength of the interpretation and its fidelity to the text; as
this Article has argued, the text of § 230 is best understood as ruling out
the treatment of ISPs as having affirmative duties to filter or remove
defamatory matter. 7 Congress's statement that ISPs should not be
treated as publishers or speakers of statements by other content providers
expresses the idea that the failure to filter or remove the other content, the
provider's statement shall not warrant treating the defendant as if she or he
were the publisher or speaker of that statement in the traditional sense.

On this account, then, section 1 of the Good Samaritan statute is broad
because it prohibits: (1) treating an ISP the same as courts would treat the
publisher or speaker in-the-traditional-sense of a defamatory (or
otherwise tortious) statement on the Internet; and (2) imposing liability on
an Internet service provider or user by virtue of the failure to comply with
an affirmative duty to remove others' statements. Section 2 is in one way
narrower and in one way broader. It is narrower because it relates only to
the "undertaking" line of plaintiff argument, and it is broader because it
goes beyond the phrase "publisher or speaker," and simply asserts that
liability should not be imposed on this basis. In this way, section 2 makes
especially clear that a particular kind of argument for generating an
affirmative duty is preempted.

It is understandable that Mr. Zeran's lawyer ran a distributor
argument against AOL in Zeran, because § 230(c)(1) (if one overlooks the
words "or speaker") appears to overrule Stratton Oakmont by declaring
that ISPs are not to be treated like newspaper publishers. Because
distributors were distinct from publishers and were allegedly deemed to
have some duties to remove postings, and because § 230 does not address
distributors, it was palatable to suggest that § 230 leaves open the
possibility of distributor liability. Judge Wilkinson was inclined to regard
this argument as wrongheaded, believing that the legislation should be
understood as having done more than eliminate pure publisher liability.

216 Zeran, 129 F.3d at 333.
217 See supra Part III.C.
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Judge Wilkinson's pro-ISP inclination was sound, as was his actual
decision in Zeran, but the distributor argument was a distraction. Zeran
was asking the District Court to impose liability upon AOL because of its
failure to remove the post defaming him from AOL's bulletin board.
Nothing about what AOL did was like the action of a distributor; AOL
provided the substratum or chattels through which another person
posted, but it did not itself choose to post anything. Zeran was effectively
asking the court to apply failure-to-remove liability, as in Restatement
(Second) of Torts section 577(2). As we have seen, § 230(c)(1) should be
read as denying the existence of a quasi-property-based affirmative duty
to remove postings. Not only does the text of (c)(1) support that reading,
it is only against that backdrop that the Good Samaritan provision of
§ 230(c)(2) makes sense. It would make no sense to say that undertaking
or volunteering to filter does not alter the background rule of no-
affirmative duty, unless it was first established that there was no baseline
affirmative duty to remove or basis of liability involved in being a
provider or user of the Internet service through which the defamatory
statement was posted by another.

It appears, however, that Judge Wilkinson did not see this argument.
He therefore read the statute according to his understanding of its broader
purpose of enhancing free speech, as preempting tort claims against those
who engage in the act of distributing defamatory statements. The
distinction between distributor-based liability with notice and chattels-
owner based liability for failure to remove was immaterial for the
purposes of Zeran; the Fourth Circuit reached the right result. But the
distinction came to be important because subsequent cases forced courts
to confront the question of what-in light of the statute-was defective
about a claim like Zeran's. The correct answer, this Article has argued, is
that Congress wished to deny that failure to remove from one's property
(or chattels or space) should count as fulfilling the publication element of
a libel claim, in the context of the Internet. Lacking this answer,
subsequent courts have been drawn to the idea that because someone else
was the author of the content, the ISP or user cannot be held liable for
publishing the content. This ultimately led courts down the path of
thinking that § 230 repeals the republication rule.

IV. BATZEL REVISITED

A. The Active/Passive Distinction

Both the Ninth Circuit in Batzel and the California Supreme Court in
Barrett were required to deal with the fact that the key defendants in their
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respective cases were individuals, not ISPs or even websites.218 Both
rightly noted that the CDA refers to "internet service providers and users,"
and in so doing, rules out any interpretation limited to ISPs.219 Because
§ 230 appears to address a targeted problem relating principally to ISPs
and website hosts, the generality is a bit puzzling.220 Batzel pointed out
that a non-ISP (e.g., a website owner or, as in Stratton Oakmont, a putative
independent contractor hired to monitor the ISP) might engage in
censorship or screening or take-down efforts, and, therefore, find herself
being treated by the jurisdiction as a publisher, were the statute worded
only to shield ISPs.221

The larger question in both cases is whether the posting on bulletin
boards or listserves by the individual defendant is shielded from liability
by § 230. Batzel's argument for liability was simple: Cremers libeled her
by e-mailing and posting around a letter stating that she was Himmler's
descendant who secretly possessed art that Nazis had looted from Jews.222
Under the law of libel, given the republication rule, the fact that the letter
was composed by Smith does not undercut Batzel's claim that Cremers
libeled her, for Cremers in fact published Smith's letter (in the traditional
sense of "publish") by circulating it and posting it.

Cremers successfully argued that § 230 preempted Batzel's claim on
the ground that imposing liability here would be treating an Internet
service user as a publisher of information provided by another
information content provider (Smith), and, therefore, contravening
§ 230(c)(1). Here is how the majority - which adopted Cremers's
position -characterized the dissent's position and responded to it:

The partial dissent . .. simultaneously maintains that 1) a
defendant who takes an active role in selecting
information for publication is not immune; and 2)
interactive computer service users and providers who
screen the material submitted and remove offensive
content are immune. These two positions simply cannot
logically coexist.

218 See Barrett v. Rosenthal, 146 P.3d 510, 513 (Cal. 2006) (establishing the defendant
Rosenthal as a director for the Humantics Foundation for Woman and operator of an Internet
discussion group); see also Batzel v. Smith, 333 F.3d 1018, 1020 (9th Cir. 2003) (introducing
the defendant, Cremers, as a specialist in museum security).

9 See Barrett, 146 P.3d at 515 (referring to the text used by § 230(c)(1)); see also Batzel, 333
F.3d at 1037 (discussing the language used in § 230 (c)(1)).
2 See § 230 (underscoring problems that may arise with website hosts and the like).
M See Batzel, 333 F.3d at 1029.
m Id. at 1021.
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Such a distinction between deciding to publish only
some of the material submitted and deciding not to
publish some of the material submitted is not a viable one.
The scope of the immunity cannot turn on whether the
publisher approaches the selection process as one of
inclusion or removal, as the difference is one of method
or degree, not substance.2

For several reasons, the majority is too quick to accept Cremers's
critique. First, the court's framing of the issue actually begs a key
question: whether a defendant's failure to remove a defamatory posting
can itself count as publishing. "Such a distinction between deciding to
publish only some of the material submitted and deciding not to publish
some of the material submitted is not a viable one." 4 The problem is in
the parallel phrases "deciding to publish only some" and "deciding not to
publish some . . . ."2 Those phrases - and the entire sentence - are
implicit versions of the following: Such a distinction between deciding to
publish only some of the material submitted (and not to publish the remainder)
and deciding not to publish some of the material submitted (but to publish the
remainder) is not a viable one. The argument, in other words, presupposes
that both sides of the comparison involve publishing some and declining
to publish the remainder. It therefore seems preposterous to think that
there is a difference in the order of how it is phrased.

The problem is that the dissent is not arguing for this distinction, but
for a different one -a distinction between choosing to post (some, but not all,
of the material written by third parties) and declining to remove (some, but not
all, of the material written by third parties). The majority simply assumes that
"declining to remove" what is posted on one's website is a form of
publication and that what both sides of the majority's supposedly false
contrast are assumed to be forms of "publishing" third party content
Since there is, as the dissent recognizes, no liability under § 230 for the
second side of the contrast (what the majority describes as "deciding not
to publish some of the material submitted," and implicitly deciding to
publish the remainder by failing to remove it), there cannot be liability on
the first side of the contrast: deciding to publish some (by posting).

Now we are at the nub of the difficulty. This Article's central
interpretive claim is that § 230(c) specifically rejects the idea that declining
to remove a posting shall count as publishing. Yet the majority in Batzel
begins with the assumption that declining to remove is publishing. That is

M Id. at 1032 (internal citation omitted) (emphasis in original).
2 Id. (emphasis in original).
2 Id. (emphasis in original).
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why courts employing broadly pro-defendant interpretations are inclined
to speak of a § 230 "immunity" as if there is a special sort of affirmative
defense or shield against what otherwise is a well-formed prima facie
claim. The plaintiff's whole point is to argue against that equivalence.
Perhaps the argument does not succeed, but the majority needs to show
that it does not succeed; to begin by merely assuming that failure to
remove is a form of publication is viciously circular. That is what the
Ninth Circuit majority does (and then says there is immunity for
publishing something if it was penned by someone else originally).

Second, the court is making plain its contempt for an active/passive
distinction and suggesting that it is sort of a fabrication of the dissent.?
But active/ passive distinctions are all over the law - for better or worse -
and they are indeed central to the black letter law of libel, especially
regarding the publication element."

Third, the account the Article offered above -stretching from Cubby
to Stratton Oakmont and § 230's enactment to Zeran - of course suggests
that preempting passive, affirmative-duty-based liability was precisely
what § 230 was aimed at doing and it explains why. The common law for
very basic reasons holds those who publish defamatory statements liable
for their intentional acts of defaming, and it sweeps in actors as part of the
agency of publishing. No communication happens and no defamation
occurs without the voluntary act of publishing. For powerful reasons
relating to responsibility, choice, and freedom, the common law does not
treat failure to remove what someone else has published, or failure to
screen out what someone else has published, as a general basis for liability
(although, as discussed, there can be exceptions). These are the same
reasons that we treat shooting someone differently from failing to stop the
bullet or failing to rescue the victim. To be pluralistic about it, some
reasons relate to basic notions of agency and responsibility; some relate to
libertarian notions of freedom; some relate to floodgates concerns; some
relate to compliance costs2m

The lawyers for Stratton Oakmont, picking up on a line of thinking in
the legal literature and on overly aggressive marketing statements by
Prodigy, crafted an interesting common law argument for changing the
default rule of no liability for failure to remove without notice; the
undertaking of screening and removal creates an actionable duty to screen

226 See id. at 1038.
22 See supra Part II.A.
m Cf. Myriam Gilles, The Defense of Making Government Pay: The Deterrent Effect of
Constitutional Tort Remedies, 65 GA. L. REv. 845,857 (2001) (discussing qualified immunity and
distinguishing negligence torts, which have high compliance costs, from intentional torts,
which have low compliance costs).
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or remove. Combined with a Restatement section 577 argument that
property or chattel owners have duties to remove when they are aware of
the defamatory content of what they are publishing, plaintiffs seemed
poised to convince courts around the country to elide the active/passive
distinction and hold ISPs liable for failure to screen or failure to remove.
As demonstrated in Part 11, the very point of the CDA was to preempt
state courts who wished to elide this distinction in this clever manner. To
do so would be to obliterate the massively important distinction between
monitoring oneself so that one does not utter or write defamatory
statements, on the one hand, and monitoring the statements of everyone
else in the world to decide whether their statements must be blocked or
removed. Congress saw not only that such an obliteration would be unfair
to ISPs, but also that it would incentivize massive overscreening, and
therefore, be a free speech problem.229

Batzel was mistaken in supposing the active/passive distinction
illogical; mistaken in supposing it fabricated, mistaken in supposing it
unmotivated, and mistaken in thinking the distinction alien from
Congress's intentions.2 Section 230-as its name "Good Samaritan
protection" indicates-is all about telling states that they may not
recognize liability predicated on breach of a duty to screen or remove; ISP
screening and removing is incentivized by rendering it a no-liability
activity. It has nothing to do with active posting of materials online.

B. Some Causes of the Batzel Error

Assuming for the moment that this Article is correct in its critique of
the Batzel majority, how could it be that nearly all of the serious federal
and state judges to have addressed the same issue continue to get it wrong,
and why has the problem not been exposed? Possibly, the deepest causes
of the error are jurisprudential; indeed, that will be the topic of Part V of
this Article, but at least three other facets of the legal setting deserve
discussion: one relating to the statutory language of § 230(c)(1), one
relating to a kind of screening issue that arises in some § 230 cases, and
one relating to the republication rule and the common law background.

1. Statutory Language

The language of § 230(c)(1) is mandatory and categorical, and
Cremers's argument appeared to fit it perfectly: "No provider or user of

229 See Zeran v. Am Online, Inc., 129 F.3d 327,330 (4th Cir. 1997) (providing that Congress
implemented § 230 to reduce infringement on freedom of speech).
m See Batzel, 333 F.3d at 1032 (explaining Congress did not require the distinction in § 230
to be present).
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an interactive computer service shall be treated as the publisher or speaker
of any information provided by another information content provider."231

Cremers was a "user of an interactive computer service"; if the Ninth
Circuit had permitted the District Court to hold him liable for libel, that
court would have been treating him "as the publisher of information
provided by" Smith, who was indeed another information provider.
Therefore, a textualist argument seems to be a clean winner for Cremers.

The problem with this argument form is that it proves too much - far
too much. No one would have argued that Cremers would be immune if
he had published the contents of Smith's letter in the New York Times's
hard copy version, but all of the above statements would still be true. The
overbreadth of this interpretation is not cured by saying that it involves
only putative publication on the Internet. There is another problem,
which is that the word "information" is quite naturally interpreted as
meaning the factual content of what the other said, not whether the other
said it, and nothing in the statute requires any attribution to the other
content provider in order to obtain freedom from liability. If Cremers,
going on the information provided by Smith (but with no express
attribution), had written on the Internet "Batzel is Himmler's descendent
and owns a great deal of Nazi looted art," he still would have come within
the text of § 230(c)(1), so interpreted, for the information would still have
been provided by another information content provider. Therefore, the
seemingly straightforward textual reading suggested in the prior
paragraph cannot be right.

It is tempting to suppose - based on these examples - that the statute
is simply poorly drafted. But there is a much more plausible way to
understand it, which lies in the word "treated"; indeed, how courts are
and are not to "treat" ISPs is the central focus of this section of the Article.
The basic idea was that ISPs- which are not in fact publishers in any
straightforward sense, but more like common carriers -should not be
treated as if they were publishers. If an ISP - Google, Inc., for example -
were to make a false and defamatory public statement about one of its
executives based on information a private detective had revealed to it,
Google could certainly be held liable in a libel claim (notwithstanding
§ 230), even if doing so would involve treating Google, Inc. as a publisher
or speaker. That would be because Google, Inc. is a publisher or speaker
in conventional terms, in that hypothetical. Section 230(c)(1) contemplates
a state or federal court that treats an ISP as a publisher or speaker,
notwithstanding its not being one in conventional terms. Doing that is
what a court "shall not" do under § 230(c)(1).

231 47 U.S.C § 230(c)(1) (2012).
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It is a truism that certain legal problems that legislatures might wish
to solve end up leading to drafting that has the capacity to mislead
seriously. Here are two similar, hypothetical, examples:

Consider a statute that reads a certain way (in italics) and an
apparently sound but actually fallacious textual argument in quotation
marks:

(1) No medical radiologic technologist shall be treated as an
expert for the purposes of giving testimony on the standard of
care in a medical malpractice case.
"Jones is a medical radiologic technologist, and therefore
may not serve as an expert witness on the standard of care
in this case, which is a medical malpractice case." The
argument is fallacious if Jones is also a licensed physician
with expertise on the standard of care pertinent to the
case at bar.

OR
(2) No automobile rental company shall be treated as a product-
seller for purposes of products liability law.
Hertz is an automobile rental company, and therefore
cannot be held liable in a products liability case based on
a rental car that injured the plaintiff. The argument is
fallacious if Hertz has created a subsidiary that is actually
a retailer of new automobiles, and the plaintiff was
injured by such an automobile.

The general form is:

No member of class C shall be treated as having the attribute
Alpha for the purposes of body of law Beta.

Such statutes can be interpreted in a range of ways. At one end of the
range is: Sufficient for exclusion: If a person or a company is a member of
class C, then, for that very reason, courts interpreting the body of law Beta may
not treat that person or company as having the attribute Alpha, under body of law
Beta. At the other end of the range is: Rejection of inclusion criterion: Body
of law Beta shall not be interpreted in such a way that membership in class C is
grounds for treating a person or company as having attribute Alpha, under body
of law Beta.

In both examples (1) and (2) above, it would very likely be wrong to
read the statute as containing a criterion that is, in and of itself, sufficient
for exclusion from treatment as having Alpha, and it would much likelier
make sense to see the statute as rejecting a certain kind of criterion as a
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primary basis for inclusion in treatment as having Alpha. These examples
are quite simple, and I am of course assuming that there was context in
each of my examples -textual, historical, or otherwise that would make
clear why the "rejection of inclusion criterion" reading was better (in (1),
I imagine a doctor's lobby persuading a state legislature that the barrier
for counting as an expert in medical malpractice cases was getting too low
and insufficiently attentive to norms of care among physicians; in (2), I
imagine a trend of plaintiffs' lawyers trying to circumvent negligence law
standards in litigation against rental companies who rent defective cars
and a legislature blocking the trend).

Taken to the CDA, the point is as follows: there is no basis for
interpreting the statute to read that being an Internet service provider or user
is sufficient to exclude a defendant from being potentially liable for republishing
someone else's statements, rather than reading it to say that being the service
or medium through which it was posted (or having control over the service or
medium through which it was posted by another) shall not be a basis for treating
the ISP (or user) as a publisher -i.e., deeming the publication element satisfied
The name and repeated usage of the phrase "Good Samaritan," the
express reference to Stratton Oakmont, the common law background, the
legislative history, and the canon of reading narrowly statutes in
derogation of the common law - all cut in favor of the second reading and
against the first.

Here, as elsewhere, courts must interpret the statute as a whole.2 3 2

2. Screening Protection

According to § 230(c)(2):

[N]o provider or user of an interactive computer service
shall be held liable on account of (A) any action
voluntarily taken in good faith to restrict access to or
availability of material that the provider or user considers
to be obscene, lewd, lascivious, filthy, excessively violent,
harassing, or otherwise objectionable ... .233

In Donato v. Moldow, the New Jersey Appellate Division confronted a
claim against the operator of a website who edited a third party's
defamatory content in such a way as to diminish its profanity, then

232 See Utility Air Reg. Grp. v. E.P.A., 134 S. CL 2427, 2442-43 (2014) (establishing when
interpreting text, the statute must be read as a whole); see also Bruesewitz v. Wyeth LLC, 131
S. CL 1068,1082 (2011).
m § 230 (c)(2).
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reposted the edited post.23 4 The defendant operator argued that to hold
him liable for reposting what was done in the service of screening out
profanity was to violate § 230(c)(2), which seems to be devoted to
encouraging web users to do some censoring or editing of profanities.2
Although Batzel was decided before Donato, and relied upon within it, an
aspect of the decision contemplated that Smith had sent Cremers his e-
mail for the purpose of having it posted, and that Cremers simply served
as an intermediary who did some good faith editing.z6 Indeed, the Ninth
Circuit actually remanded Batzel's claim to the District Court to ascertain
whether this was true, in other words, whether Cremers was simply an
intermediary who performed a good faith editing function.237 The case
lost on summary judgment because of unrelated procedural difficulties
faced by Batzel.m

In the end, this line of argument-which also appears in Shiamili and
Jones -is largely unpersuasive in the vast majority of cases in which it
appears (including Batzel, Donato, and Shiamili), and is probably quite
irrelevant in any event to the current state of the law.239 The California
Supreme Court's decision in Barrett simply did not carry this "editor"
feature; Rosenthal was not using her own website, and the unanimous
court did not even notice the difference.240 In Batzel, it was clear that even
if Cremers did post the Smith letter on his own website, in edited form, he

2 See Donato v. Moldow, 865 A.2d 711, 713-15 (N.J. Super. 2005).
2 See § 230(c)(2) (permitting editing and restricting materials on a good faith basis without
implication of liability).
26 See Batzel v. Smith, 333 F.3d 1018, 1031-34 (9th Cir. 2003) (concluding the publisher
should be potentially liable because he published defamatory statements made by third
parties and "a reasonable person in the position of the service provider or user would
conclude that the information was provided for publication on the Internet or other
'interactive computer service'"); see also, e.g., Donato, 865 A.2d at 718 (showing state courts
should give considerable weight to federal decisions when interpreting federal statutes).
2 See Batzel, 333 F.3d at 1035.
2 See Batzel v. Smith, 372 F. Supp. 2d 546, 546 (C.D. Cal 2005) (granting summary
judgment on res judicata, because of dismissal for failure to prosecute in parallel North
Carolina action).
239 See, e.g., Jones v. Dirty World Entm't Recordings LLC, 755 F.3d 396, 415-17 (6th Cir.
2014) (holding that immunity is triggered when a service provider exercises a publisher's
traditional editorial functions); Batzel, 333 F.3d at 1031 (concluding no provider or user of an
interactive computer service can be treated as the publisher provided by another content
provider); Donato, 865 A.2d at 718 (reiterating that state courts should give regard to federal
decisions when interpreting federal statutes); Shiamili v. Real Estate Grp. of N.Y. Inc., 17
N.Y.3d 281, 286-87 (N.Y. 2011) (explaining that a publisher of defamatory material authored
by a third party is generally subject to tort liability, but there is an exception in which the
defendant is an information content provider).
240 See Barrett v. Rosenthal, 146 P.3d 510, 526, 528-29 (Cal 2006) (reiterating that Congress
intended active users on the Internet to be immune from tort liability because of their
freedom to actively post material on the Internet).
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also passed the email and the email's information to other persons via
other means, so the conduit argument fails.241 Finally, and perhaps most
importantly, the statutory language follows typical Good Samaritan
statutes by including a "good faith" requirement.242 Plausible and
evidence-backed contentions that the website operators intentionally,
recklessly, maliciously, or knowingly made defamatory and false
statements quite easily create an issue as to "good faith," notwithstanding
the Donato court's dismissive comments to the contrary.243

3. Established Modes of Cabining the Republication Rule

In the third place, a common misreading of § 230 appears to draw
from the fair reporting privilege and other sources of legal doctrine
unrelated to the CDA.244 The rule sometimes appears harsh, unjust, and
indefensible -a point most eloquently and powerfully expressed by the
Second Circuit's famous decision in Edwards v. National Audubon Society,
Inc.245 Edwards utilized the First Amendment to fashion what it called the
"neutral reportage privilege," which essentially created a space of no
liability when a responsible speaker accurately conveyed the gist of a
defamatory statement by another person, perhaps a public figure, at least
where the fact of the third party's utterance was itself a matter of
legitimate public concern.246 Although Edwards has never been endorsed
by the Supreme Court and has received a mixed reception, nationally, it

241 See Batzel, 333 F.3d at 1022 (observing that Cremers included the message in emails to
several persons).
242 See 47 U.S.C. § 230(c)(2) (2012) ("No provider or user of an interactive
computer service shall be held liable on account of- (A) any action voluntarily
taken in good faith") (emphasis added).
243 See Donato, 865 A.2d at 727 (addressing the "good faith" requirement of the good
Samaritan provision). The Court addressed the appellant's argument based on the
following-

In our view, appellants' argument rests on a misconception about the
purpose of the good samaritan provision. It was inserted not to
diminish the broad general immunity provided by § 230(c)(1), but to
assure that it not be diminished by the exercise of traditional publisher
functions. If the conduct falls within the scope of the traditional
publisher's functions, it cannot constitute, within the context of
§ 230(c)(2)(A), bad faith.

Id. The failure of the New Jersey court to take seriously the role of "good faith" in Good
Samaritan statutes generally is quite striking.
244 See ROBERT D. SACK, SACK ON DEFAMATION: LIBEL, SLANDER AND RELATED PROBLEMS, 1
§ 7.3 (4th ed. 2014) (explaining "Limitations on and Exceptions to Liability" under
republication doctrine).
245 See 556 F.2d 113,122-23 (2nd Cir. 1977).
246 See id. at 120 (explaining that personal attacks against a public figure will not be able to
be immune under neutral reportage).
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echoes a common law or statutory privilege that exists in many
jurisdictions: the fair-and-accurate reporting privilege.247 The privilege
typically states that a newspaper or news source may publish "fair and
accurate reports of certain defined judicial, legislative, and executive
proceedings."248 Both neutral reportage and fair reporting are very
limited, and each requires an accurate and balanced report, as well as
many other features.249 Anything beyond the accurate and balanced
report will normally defeat the privilege.250 As a matter of practice,
however, courts adjudicating such cases are typically going to focus on
what differences exist, if any, between the statement by the third party
and the statement by the defendant. For the reasons explained below, a
defamatory-difference-in-content test seems to have caught on in CDA
case law.

Section 230(f)(3) states that " [t]he term 'information content provider'
means any person or entity that is responsible, in whole or in part, for the
creation or development of information provided through the Internet or
any other interactive computer service." Following Judge Frank
Easterbrook in the Seventh Circuit, many jurisdictions have taken
§ 230(f)(3) in conjunction with § 230(c)(1) to entail that an ISP or user is not
the publisher of a statement made by a third party unless the defamatory
content was provided in significant part by the ISP or user herself.251 That
is, whatever was provided in whole by the third party is something of
which the ISP or user cannot be considered a "publisher."252 With this
argument in mind, a thoughtful line of cases now looks at whether the
republisher has added independent content; in this case, there can be
liability that is not for information content supplied by a third party, but

247 See SACK, supra note 244, at § 7.3.5.D.3, at 7-50 ("lower state and federal courts, the
reception has been generally favorable but not unmixed"); see, e.g., RESTATEMENT (SECOND)
OF TORTs § 611 (AM. LAW INsT. 1976) (providing that a publication of defamatory matter is
privileged if "the report is accurate and complete or a fair abridgement of the occurrence
reported"); Edwards, 556 F.2d at 120.
248 RODNEY A. SMOLLA, LAW OF DEFAMATION 2 § 8:66 (2d ed. 2010).
249 See id. at 2 § 8:67 (explaining the fair reporting privilege is more often than not
considered an exemption to the common law republication rule).
2 See id. (expanding on the concept that the neutral reporting privilege and fair reporting
privileges are exceptions to the normal common law position of the republication rule
because of the public's interest to know about fair and accurate reporting).
251 See § 230(f)(3) (establishing the definition of who is considered an information content
provider); § 230(c)(1) (explaining the treatment to publishers and speakers); Chi. Lawyers'
Comm. for Civil Rights under Law, Inc. v. Craigslist, Inc., 519 F.3d 666, 669-70 (7th Cir. 2008)
(describing the limitations on how someone can be immune from tort liability).
252 See Craigslist, Inc., 519 F.3d 666 at 671-72 (stating the stipulations of § 230(c)(1), which
provide that a messenger cannot be sued simply because a message depicts a third party's
plan related to unlawful discriminatory practices).
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supplied by the defendant independently.253 In my view, part of the
success of the mistaken interpretation of the CDA is that it does provide
courts with a cogent and comprehensible test in an Internet libel case, one
that is accompanied by the perhaps familiar sense that one is doing a fair
and accurate reporting type of analysis.25

The central error in this argument is the one that Part IV.A identifies
and Part IV.B.1 deepens. Section 230 is not about the impermissibility of
treating speakers as publishers when they are in fact simply acting as
publishers in the traditional sense. To think otherwise is to suppose that
the CDA was put forward to undo the republication rule for the Internet
at a wholesale level. There is simply nothing in the statute's text or
legislative history that suggests that it has anything to do with an effort to
eliminate liability for republishing. Indeed, we have seen that taking the
statute in this way is something of a blunder, for the real issue is not
whether an ISP will be on the hook as a republisher, but whether the
original publication by a third party will somehow be a publication for
which the ISP is held responsible by virtue of providing the medium or
failing to remove it. Republication liability is certainly an interesting,
important, and potentially controversial topic, but it is not what § 230 is
about.2ss The fact that § 230 expressly aimed to change the result in

253 See Fair Hous. Council of San Fernando Valley v. Roommates.com, LLC, 521 F.3d 1157,
1174 (9th Cir. 2008) (declining to extend immunity to a federal housing discrimination claim).
Roommates.com famously declines to interpret § 230 as undercutting a federal housing
discrimination claim, finding that the website's involvement was sufficient to overcome the
statutory shield. See id. (analyzing a website's immunity under § 230). By contrast, while the
District Court in Jones found that the website owner's involvement and commentary were
sufficient to overcome § 230, the Sixth Circuit reversed the District Court as a matter of law
on this issue. See Jones v. Dirty World Entm't Recordings LLC, 755 F.3d 398, 415-17
(demonstrating why Dirty World and Richie did not materially contribute to the illegality of
the defamation statements towards Jones).
2 See Roommates.com, 521 F.3d at 1169 (explaining a website operator who changes user-
created content holds onto his immunity for anything illegal in the user-created content, as
long as the edits are unrelated to the illegality).
2 See Craigslist, 519 F.3d at 669-70 (explaining the controversies and issues that have
influenced § 230(c)). Judge Easterbrook's well-known Craigslist opinion expressly draws
from his own influential opinion in Doe v. GTE Corp. See id. at 669 (citing Doe v. GTE Corp.)
That opinion surprisingly fails to take seriously the odd structure of duty-to-
rescue/nonfeasance law that lies behind Good Samaritan statutes:

If this reading is sound, then § 230(c) as a whole makes ISPs indifferent
to the content of information they host or transmit whether they do
(subsection (c)(2)) or do not (subsection (c)(1)) take precautions, there is
no liability under either state or federal law. As precautions are costly,
not only in direct outlay but also in lost revenue from the filtered
customers, ISPs may be expected to take the do-nothing option and
enjoy immunity under § 230(c)(1). Yet § 230(c)-which is, recall, part of
the "Communications Decency Act"-bears the title "Protection for
'Good Samaritan' blocking and screening of offensive material", hardly
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Stratton Oakmont simply does not entail that it addressed the question of
republication; it did not. To abrogate a common-law principle, the statute
must "speak directly" to the question addressed by the common law.2

Indeed, the Internet is such an amazing tool for broad dissemination
that it would be a particularly bizarre policy judgment to eliminate the
republication rule for the Internet, but for no other medium. Do we really
think Congress meant to say that, while republication of defamatory
material in print or by word of mouth remains actionable, any
republication over the Internet is not? If this were the best reading of
§ 230, we would find a way to live with it or perhaps amend it, but it is
not the best reading; it is a reading that relies upon a reductive and
incomplete picture of the legal domain into which § 230 was expressly
placed.

V. LEGAL CONCEPTS AND THE COMMON LAW

Beyond the considerations mentioned above, Batzel perhaps displays
a tendency to suppose that distinctions like active/passive and concepts
like that of "publication" have no real normative work to do - that, in the
end, it is a question of whether we value free speech more than protecting
reputation in a given context. Tort law-including libel law-is not so
blunt. It does not simply weigh one person's demand for compensation
against expected policy results. It looks at who has done what to whom,
but there is nuance in the "who," in what they have "done" to someone,
and to "whom," and in what sense they have "done" that. All of this goes
into whether the legal system is willing to allow an aggrieved person to
hold another accountable for wronging her or him. The who, the how,
and the whom are not of course decided as a one-shot deal; they are

an apt description if its principal effect is to induce ISPs to do nothing
about the distribution of indecent and offensive materials via their
services. Why should a law designed to eliminate ISPs' liability to the
creators of offensive material end up defeating claims by the victims of
tortious or criminal conduct?

Doe v. GTE Corp., 347 F.3d 655, 660 (7th Cir. 2003).
The account I have provided in the text answers Judge Frank Easterbrook's question.

The point of Section 1 is to confirm the baseline nonfeasance/misfeasance rule for
defamation and the Internet, and to ensure that there is no duty-to-remove based on the
capacity to remove, the ownership of the chattels through which it is posted, or the common
carrier function. Section 2 is designed to ensure that the default no-duty/no liability rule is
not changed by a practice of censorship. Section 230(c)(2) is not about liability to those whose
postings are removed, but about liability to those who are defamed (or otherwise injured) by
virtue of what a third party posted.
a See United States v. Texas, 507 U.S. 529, 534 (1993) (arguing that the terminology used
in the statute must adhere to common law standards to be utilized with common law
standards).
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decided according to a set of categories and principles in the legal system
that, roughly speaking, coalesce into a set of rules. The system is not clear-
cut, however, and the rules are changeable, both by courts and by
legislatures.

Part of what might be called, if somewhat pretentiously, "the
normative theory of adjudication in the common law," is stating what sort
of approach judges should employ when trying to adjust the common law
to new circumstances, including new technologies. In the twentieth
century, a certain brand of Legal Realism derived from one version of
Holmes has clearly led the way in torts. On this view, legal categories and
concepts are overwhelmingly likely to be convenient instruments for
pursuing policy goals more effectively and efficiently. Indeed, on this
view, which is sometimes referred to as "Reductive Instrumentalism,"
legal concepts are best understood by grasping how they directly and
indirectly serve the goals the law is seeking. A good judge trying to decide
how to extend a legal concept or principle will mainly be aiming to see
what impact that concept has on the basic policy aims of the law, then
applying the concept in a manner that faithfully pursues those policy aims
under the new circumstances.

A person who saw legal actors making reductive instrumental choices
would see things this way: In Stratton Oakmont, the question of whether
Prodigy was a publisher was essentially equivalent - for Justice Ain - to
the question of whether the prevention of reputational harm and the
compensation of those reputationally harmed would be effectively
pursued by holding Prodigy responsible as publisher. The alleged
unfairness of imposing such liability and responsibility on Prodigy was,
in effect, blunted by Prodigy's own boasting about its capacities to
monitor.257 It was as if Prodigy set itself up to be selected as the cheapest
cost avoider.3 The questions of whether Stratton Oakmont's suit fulfilled
the publication requirement and whether Prodigy was a publisher, are
essentially answered by reverse engineering from this set of policy
preferences.

On this instrumentalist understanding, Congress weighed in with the
CDA, and because, as an institutional matter and a constitutional matter,
Congress's preferences trump, its evaluation displaced the rule in Stratton
Oakmont and other courts applying state law. And its evaluation was that
the compensation and deterrence values are outweighed by the free
speech values. Therefore, ISPs and users are not to be held liable for the
defamatory statements of others. In Batzel, there is a formal difference

257 Supra notes 148-50 and accompanying text.
2 Cf GuiDo CALABRESI, THE COSTS OF ACCIDENIS (1970) (setting forth cheapest-cost-
avoider theory of tort law).



54 VALPARAISO UNIVERSITY LAW REVIEW [Vol.51

between whether the defendant placed or removed others' defamatory
statements, but the difference is neither here nor there from a
compensation, deterrence, and incentives point of view, as Justice Ain
thought, and the free speech trumping announced by Congress is still the
biggest value out there.

Needless to say, I think this chronology is at once accurate and self-
condemning. It was quite aggressive and counterintuitive to hold that
Prodigy would be liable for Stratton Oakmont's reputational injury,
because it made no sense to say that Prodigy was the publisher of those
reputational attacks, especially as a matter of law. Conversely, Congress
may have gone overboard when it explained that ISPs and their users may
never be held responsible for the statements that third parties have posted
and may never be liable for the damage caused by such statements.
Certainly, Zeran's result was harsh, and AOL's conspicuous failure to take
responsibility for an ongoing character assassination that it could have
stopped was disconcerting, but it is plausible that the statute meant to
foreclose that sort of liability.259 Yet, by Batzel and Barrett, we have come
full circle. The defendants in those cases were actually posting
defamatory statements about the plaintiffs - spreading reputational harm
by voluntary intentional actions of communication to third parties.260 The
thing Stratton Oakmont pretended that Prodigy was doing-actually
publishing something negative about it-is exactly what Cremers and
Rosenthal were doing in those cases.

There is a jurisprudential lesson to be drawn from this story.261 Legal
concepts and legal principles have content. They are not always rightly
used and they are not always comfortable, but they aspire to track
perfectly sensible moral concepts and principles that are largely workable
in daily life. We hold other people responsible for what they have done,
for ways they have hurt us, and we act with the understanding that others
may hold us responsible, too. The common law developed in tandem with

25 See Zeran v. Ant Online, Inc., 129 F.3d 327,330, 333 (4th Cir. 1997) (emphasizing there
would be public policy concerns if service providers were subject to distributor liability).
26 See Batzel v. Smith, 333 F.3d 1018, 1021-22 (9th Cir. 2003) (noting that Smith emailed
the Director of Security at Amsterdam's Rijksmuseum about Ellen Batzel having hundreds
of European paintings that were looted during World War II, and then Cremers published
Smith's email to the Museum Security Network); Barrett v. Rosenthal, 146 P.3d 510, 513-14
(Cal. 2006) (discussing Rosenthal republished various messages about the plaintiffs, even
after Rosenthal was told they were false).
261 See Zipursky, Pragmatic, supra note 4, at 458-59 (explaining how conceptualistic analysis
of law is consistent with philosophical pragmatism and the rejection of formalism).
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these non-legal concepts of responsibility, and these non-legal concepts of
responsibility continue to evolve.262

Of course, the CDA cases we have reviewed are not exactly cases in
the common law of torts; they are statutory interpretation cases, rightly
rooted in text and purpose more than in common law concepts. We have
already seen, however, that untutored textual interpretation and
simplistic, goal-centered purposive interpretation can easily go awry. A
statutory idea that is inserted into an area of state common law should of
course be read with a background framework for the common law, and
that is what I - as a scholar of the common law of torts - have tried to
provide. When we understand the affirmative duty and 'commenced
rescue' ideas that come from the common law of negligence, the Good
Samaritan statutes used to adjust that law, and the analogous
misfeasance/nonfeasance that arise in libel law, we arrive closer to the
common law sophistication that being a good interpreter requires.

VI. CONCLUSION

The task of a common law judge crafting legal concepts and principles
is to get the hang of what they mean and also to think sensibly and
pragmatically about how the legal concepts and principles can be applied
moving forward. But thinking pragmatically does not mean thinking
instrumentally in a manner that simply contemplates a reductive
conception of social goals. Rather, the common law judge must think
pragmatically without losing a grip on the concepts and principles;
indeed, thinking pragmatically is typically an integral part of deploying
the concepts and principles well. And -as cases from Zeran to Barrett
indicate -an understanding of how statutory law fits with the common
law will typically require a supple and pragmatic grasp of the concepts
within the common law, too.

The common law of torts is in principle, available to protect
individuals against every level of injury, and-as New York Times v.
Sullivan and its progeny have shown-can be ratcheted up and down
depending on our perceptions of the social costs of liability. Twenty-two
years ago, a patently criminal enterprise - Stratton Oakmont - filed a silly
libel suit in a Long Island state court, and a local judge threw caution to
the wind and let the case proceed. Fortunately, the United States Congress
inserted a protective provision into federal law that ensured such
decisions would not chill the development of Internet speech by rendering

262 See JOHN C. P. GOLDBERG & BENJAMIN C. ZIPuRSKy, TORT LAW AND RESPONSIBILITY, IN
PHILOSOPHICAL FOUNDATIONS OF TORT LAw (I. Oberdiek ed., 2014) (analyzing place of
responsibility in tort law).
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ISPs' deep pockets for a million slights per hour. But, nothing in that law
said "all speech tort law stops here," and Congress knew then what we all
know now -that the world of the Internet would develop in ways then
unimaginable. This is just the sort of change that calls for thoughtful
interpretation, not total immunity.



Citation:
Danielle Keats Citron, Cyber Civil Rights, 89 B.U. L.
Rev. 61  (2009)





Content downloaded/printed from HeinOnline

Sun Oct 28 18:20:56 2018

-- Your use of this HeinOnline PDF indicates your 
 acceptance of HeinOnline's Terms and Conditions 
 of the license agreement available at 
 https://heinonline.org/HOL/License

-- The search text of this PDF is generated from 
   uncorrected OCR text.

-- To obtain permission to use this article beyond the scope
   of your HeinOnline license, please use:

Copyright Information

                                     Use QR Code reader to send PDF 
                                     to your smartphone or tablet device 

https://heinonline.org/HOL/Page?handle=hein.journals/bulr89&collection=journals&id=63&startid=&endid=128
https://www.copyright.com/ccc/basicSearch.do?operation=go&searchType=0&lastSearch=simple&all=on&titleOrStdNo=0006-8047


CYBER CIVIL RIGHTS

DANIELLE KEATS CITRON*

INTRODUCTION .............................................................................................. 62
I. ANONYMOUS MOBS OF THE TWENTY-FIRST CENTURY ..................... 68

A. The Destructive Nature of Online Mobs .................................... 69
B. The Dynamics of Mob Behavior ................................................. 81

II. THE COMPONENTS OF CYBER CIVIL RIGHTS STRATEGY .................... 84
A. Converging the Interests of the Majority with Those of

Subjugated Groups .................................................................... 85
1. Broader Societal Harm Wrought by Online Mobs .............. 85
2. Traditional Tort and Criminal Laws That Should Be

Invoked to Combat Cyber Harassment ................................ 86
B. A Crucial Deterrent and Remedy for Cyber Harassment of

Vulnerable Individuals: Civil Rights Law .................................. 89
1. Common Civil Rights Doctrines .......................................... 91
2. Civil Rights Doctrines Focusing on Anonymous Attackers .... 93

III. PROTECTING ONLINE DIALOGUE ........................................................ 95
A. Online Mobs and Individual Autonomy .................................... 97
B. Civil Rights and the Theory of Free Speech Online ................... 99

1. The Expression-Action Distinction on the Internet ............. 99
2. The Values the First Amendment Protects ............................ 101
3. The Inadequacy of Private Responses ................................... 103
4. The Extent of Interference with Protected Expression .......... 106

Associate Professor of Law, University of Maryland School of Law. I owe special
thanks to Taunya Lovell Banks, Robert Kaczorowski, Dan Solove, David Super, and Greg
Young whose insights proved indispensable to the piece. This Article also benefited from
the thoughtful comments of Ann Bartow, Richard Boldt, Karen Czapanskiy, Laura
DeNardis, Martha Ertman, Lisa Fairfax, Jim Fleming, Susan Freiwald, Nathaniel Gleicher,
Mark Graber, David Gray, James Grimmelmann, Debbie Hellman, Chris Hoofnagle,
Sherrilyn Ifill, Frederick Lawrence, Brian Leiter, Dan Markel, Bill McGeveran, Leslie
Meltzer, Helen Norton, Martha Nussbaum, Paul Ohm, Frank Pasquale, Rob Rhee, Neil
Richards, Jay Stanley, Sonja Starr, Cass Sunstein, Chris Wolff, Diane Zimmerman,
Jonathan Zittrain and the participants in Yale Law School's 2007 Reputation Economies in
Cyberspace symposium, the 2008 George Washington Law-Berkeley Law Privacy Law
Scholars conference, the 2008 Computers, Freedom, and Privacy conference, the Yale Law
School Information Society Project's Speaker Series, the University of Chicago's Speech,
Privacy, and the Internet conference, Fordham University School of Law's Center on
Information Policy workshop, the International Network Against CyberHate Global Summit
on Internet Hate, the University of Maryland Junior Faculty Workshop, and Professor
Jonathan Zittrain's Cyberlaw class at Harvard Law School. I also am indebted to my superb
editor Lauren O'Leary and her cohorts at the Boston University Law Review. Elise Gelinas,
Alice Johnson, Geoff Kravitz, and Susan McCarty provided superb research assistance.

61



BOSTON UNIVERSITY LA W REVIEW

C. First Amendment D octrine .......................................................... 106
1. Crim inal and Tort Law .......................................................... 106
2. C ivil R ights Law ................................................................... 111

IV. THE ROLE OF W EBSITE OPERATORS .................................................... 114
A. Should Website Operators Have Immunity? ................................ 117
B. On What Bases Should Website Operators Be Liable? ............... 121

C O N CLU SION ................................................................................................... 125

Social networking sites and blogs have increasingly become breeding
grounds for anonymous online groups that attack women, people of color, and
members of other traditionally disadvantaged classes. These destructive
groups target individuals with defamation, threats of violence, and technology-
based attacks that silence victims and concomitantly destroy their privacy.
Victims go offline or assume pseudonyms to prevent future attacks,
impoverishing online dialogue and depriving victims of the social and
economic opportunities associated with a vibrant online presence. Attackers
manipulate search engines to reproduce their lies and threats for employers
and clients to see, creating digital "scarlet letters" that ruin reputations.

Today's cyber-attack groups update a history of anonymous mobs coming
together to victimize and subjugate vulnerable people. The social science
literature identifies conditions that magnify dangerous group behavior and
those that tend to defuse it. Unfortunately, Web 2.0 technologies accelerate
mob behavior. With little reason to expect self-correction of this intimidation
of vulnerable individuals, the law must respond.

General criminal statutes and tort law proscribe much of the mobs'
destructive behavior, but the harm they inflict also ought to be understood and
addressed as civil rights violations. Civil rights suits reach the societal harm
that would otherwise go unaddressed and would play a crucial expressive role
in condemning online mob activity. Acting against these attacks does not
offend First Amendment principles when they consist of defamation, true
threats, intentional infliction of emotional distress, technological sabotage,
and bias-motivated abuse aimed to interfere with a victim's employment
opportunities. To the contrary, it helps preserve vibrant online dialogue and
promote a culture ofpolitical, social, and economic equality.

INTRODUCTION

New technologies generate economic progress by reducing the costs of
socially productive activities. Unfortunately, those same technologies often
reduce the costs of socially destructive activities. Our legal system depends
upon naturally-occurring costs to deter much anti-social behavior.1  A

Thus, the economic inefficiency of wrong-doing, rather prosaically, should join morals,

religion, and law on Dean Pound's list of the "major agencies of social control." ROSCOE
POUND, SOCIAL CONTROL THROUGH LAW 18 (Transaction Publishers 1997) (1942)
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reduction in these costs often requires extending law to new classes of
behavior.

Technology minimizes the costs of pro- and anti-social behavior through
two opposing types of changes. Technology disaggregates. Communication
advances allow people to separate their ideas from their physical presence.
This is equally true for the scientist, the venture capitalist, and the criminal. At
the same time, technology aggregates. Transportation advances allow a
business to collaborate with far-flung strangers in various states. These same
advances allow a computer hacker and a financial whiz to form a more
efficient identity-theft ring and to permit terrorists to strike from afar.2 Better
communications allow researchers in one place to advance a concept
conceived in another, but they also allow a criminal in one place to send
directions on bomb-making to another who has obtained materials from
somewhere else. The challenge for law is to foster positive applications of
technology's disaggregative and aggregative potential while understanding and
checking as many of its destructive applications as possible.

An anti-social behavior that commonly results from technological and
economic progress is civil rights abuse. As communication, travel, and trade
become cheaper, and as specialized information becomes easier to transmit,
people become freer to specialize in work for which they hold a comparative
advantage. Specialization and commodification generate efficiencies, allowing
skills to be matched more precisely with work to be done and allowing
products to be matched more effectively with demand. They also, however,
lead to stratification, alienation, and efforts to extend commodification so far
as to threaten humanity and individuality.

For example, this was true when intercontinental land and sea travel allowed
the sharing of crops, but also facilitated the slave trade. The Industrial
Revolution, and subsequent waves of automation, similarly multiplied
economic output while ushering in new means of degrading workers and the
environment. In our own time, advances in genetics open new doors to bio-
medical research and to new kinds of employment discrimination. It is equally
true in our cyber age.

The Internet raises important civil rights issues through both its aggregative
and disaggregative qualities. Online, bigots can aggregate their efforts even
when they have insufficient numbers in any one location to form a
conventional hate group. They can disaggregate their offline identities from
their online presence, escaping social opprobrium and legal liability for
destructive acts.

(explaining that social control is maintained by pressure from our fellow man to uphold
civilized society and avoid anti-social conduct).

2 Jack M. Balkin, The Constitution in the National Surveillance State, 93 MINN. L. REV.

1, 9 (2008).
3 LAWRENCE M. FRIEDMAN, A HISTORY OF AMERICAN LAW 360, 364 (3d ed. 2005).
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Both of these qualities are crucial to the growth of anonymous online mobs
that attack women, people of color, religious minorities, gays, and lesbians.
On social networking sites, blogs, and other Web 2.0 platforms, destructive
groups publish lies and doctored photographs of vulnerable individuals. 4 They
threaten rape and other forms of physical violence. 5 They post sensitive
personal information for identity thieves to use.6  They send damaging
statements about victims to employers and manipulate search engines to
highlight those statements for business associates and clients to see. They
flood websites with violent sexual pictures and shut down blogs with denial-of-
service attacks.8 These assaults terrorize victims, destroy reputations, corrode
privacy, and impair victims' ability to participate in online and offline society
as equals.

Some victims respond by shutting down their blogs and going offline.9

Others write under pseudonyms to conceal their gender,'0 a reminder of
nineteenth-century women writers George Sand and George Eliot. 1I Victims
who stop blogging or writing under their own names lose the chance to build
robust online reputations that could generate online and offline career
opportunities.

Kathy Sierra's story exemplifies the point. Ms. Sierra, a software developer,
maintained a blog called "Creating Passionate Users."'12 In early 2007, a group
of anonymous individuals attacked Ms. Sierra on her blog and two other
websites, MeanKids.org and unclebobism.com. 3 Posters threatened rape and

4 See DANIEL J. SOLOVE, THE FUTURE OF REPUTATION: Gossip, RUMOR, AND PRIVACY ON

THE INTERNET 81-82 (2007).
1 Jessica Valenti, How the Web Became a Sexists' Paradise, GUARDIAN (U.K.), Apr. 6,

2007, at 16, available at http://www.guardian.co.uk/world/2007/apr/06/gender.blogging.
6 See Azy Barak, Sexual Harassment on the Internet, 23 Soc. ScI. COMPUTER REV. 77, 80

(2005).
7 See infra notes 49 and 72 and accompanying text.
8 Anna Greer, Op-Ed., Misogyny Bares Its Teeth on Internet, SYDNEY MORNING HERALD,

Aug. 21, 2007, at 15, available at http://www.smh.com.au/news/opinion/misogyny-bares-
its-teeth-on-intemet/2007/08/20/1187462171087.html. Denial-of-service attacks occur
when an online group or individual forces a victim offline. See infra note 51.

9 Ellen Nakashima, Sexual Threats Stifle Some Female Bloggers, WASH. POST, Apr. 30,
2007, at Al.

10 Id.
" Mary Sarah Bilder, The Shrinking Back: The Law of Biography, 43 STAN. L. REV. 299,

327 n.161 (1991).
12 Creating Passionate Users, http://headrush.typepad.com/creating-passionate_users/

(last visited Nov. 24, 2008).
13 Don Park's Daily Habit, http://donpark.wordpress.com/ (Mar. 16, 2008, 17:09) (on file

with author); Posting of Zephoria to Apophenia, http://www.zephoria.org/thoughts/archives/
2007/03/26/safe-havens-for.html (Mar. 26, 2007, 20:20).
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strangulation.1 4  Others revealed her home address and Social Security
number.' 5 Individuals posted doctored photos of Ms. Sierra. One picture
featured Ms. Sierra with a noose beside her neck.' 6 The poster wrote: "The
only thing Kathy has to offer me is that noose in her neck size."'17 Another
photograph depicted her screaming while being suffocated by lingerie.'8

Blogger Hugh MacLeod describes the posters as perpetrating a virtual group
rape with the site operators "circling [the rapists], chanting 'Go, go, go."" 19

The attacks ravaged Ms. Sierra's sense of personal security. She suspended
her blog, even though the blog enhanced her reputation in the technological
community.20  She canceled public appearances and feared leaving her
backyard.2' Ms. Sierra explained: "I will never feel the same. I will never be
the same." 22

Although in theory anonymous online mobs could attack anyone, in practice
they overwhelmingly target members of traditionally subordinated groups,
particularly women. 23 According to a 2006 study, individuals writing under
female names received twenty-five times more sexually threatening and
malicious comments than posters writing under male names. 24  The
organization Working to Halt Online Abuse reports that, in 2006, seventy
percent of the 372 individuals it helped combat cyber harassment were

14 Greg Sandoval, Blogger Cancels Conference Appearance After Death Threats, CNET

NEWS, Mar. 26, 2007, http://www.news.com/8301-10784-3-6170683-7.html.
15 Valenti, supra note 5.
16 Sandoval, supra note 14.
17 Id.

18 Valenti, supra note 5. Although MeanKids.org's site operator initially refused to

censor the postings due to his "Own Your Own Words" philosophy, he took down the site
after Ms. Sierra expressed distress about them. Posting of Jim Turner to One by One Media,
http://www.onebyonemedia.com/the-sierra-saga-part- 1-dissecting-the-creation-of-the-kath
(Mar. 28, 2007, 16:31 EST) [hereinafter Jim Turner].

19 Jim Turner, supra note 18 (quoting Hugh MacLeod).
20 Blog Death Threats Spark Debate, BBC NEWS, Mar. 27, 2007,

http://news.bbc.co.uk/go/pr/fr/-/2/hi/technology/6499095.stm.
21 Id.

22 Id.

23 Posting of Lisa Stone to BlogHer, http://www.blogher.com/node/17319 (Mar. 27,
2007, 3:47) (explaining that countless women have been threatened with rape,
dismemberment, and violent images in online forums such as message boards and blog
comments).

24 Robert Meyer & Michel Cukier, Assessing the Attack Threat Due to IRC Channels, in
PROCEEDINGS OF THE INTERNATIONAL CONFERENCE ON DEPENDABLE SYSTEMS AND

NETWORKS 467 (2006), available at http://www.enre.umd.edu/content/rmeyer-assessing.pdf
(finding that individuals with ambiguous names were less likely to receive malicious
messages than female users, but more likely to receive them than male users).
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female. 25 In half of those cases, the victims had no connection to their
attackers. 26 These mobs also focus on people of color, religious minorities,
gays, and lesbians.27

These attacks are far from the only new challenge to civil rights in the
Information Age, 28 but they are a serious one. Without an effective response to
both aggressive, bigoted attacks and to more passive forms of exclusion, online
equality is more of a slogan than a reality.

Nonetheless, the development of a viable cyber civil rights agenda faces
formidable obstacles. First, because it must fill the gap left when the Internet's
disaggregation allows individuals to escape social stigma for abusive acts, the
cyber civil rights agenda must be fundamentally pro-regulatory. A regulatory
approach clashes with libertarian ideology that pervades online communities.

Second, civil rights advocacy must address inequalities of power. This may
seem incongruous to those who believe - with considerable justification in
many spheres - the Internet has eliminated inequalities by allowing
individuals' voices to travel as far as those of major institutions. This
assumption may slow recognition of the power of misogynistic, racist, or other
bigoted mobs to strike under cloak of anonymity, without fear of
consequences.

Third, a cyber civil rights agenda must convince a legal community still
firmly rooted in the analog world that online harassment and discrimination
profoundly harm victims and deserve redress. In particular, proponents of
cyber civil rights must convince courts and policymakers that the archaic
version of the acts-words dichotomy fails to capture harms perpetrated online.
The Internet's aggregative character turns expressions into actions and allows
geographically-disparate people to combine their actions into a powerful force.
Those who fail to appreciate the Internet's aggregative powers may be inclined
to dismiss many of the harms, perhaps citing "the venerable maxim de minimis
non curat lex ('the law cares not for trifles')." 29 For example, an online mob's
capacity to manipulate search engines in order to dominate what prospective

25 WORKING TO HALT ONLINE ABUSE, 2006 CYBERSTALKING STATISTICS 1 (2006),

http://www.haltabuse.org/resources/stats/2006Statistics.pdf.
26 Id.
27 See infra notes 54-56, 90, 104, 122-128, 132, 144 and accompanying text.
28 The Internet also confers great opportunities on those with the physical and intellectual

capital to aggregate with others who are similarly situated, but in so doing it furthers the
disadvantage of those who do not share the same physical and intellectual capital. The
"digital divide" resembles the enhanced isolation that pervasive telephone ownership
imposes on those who cannot afford telephones and that structured, urban environments
impose on the homeless. For an explanation of how the "digital divide" operates, see
generally Allen S. Hammond, IV, The Telecommunications Act of 1996: Codifying the

Digital Divide, 50 FED. COMM. L.J. 179 (1997).
29 See Wis. Dep't of Revenue v. Wrigley, 505 U.S. 214, 231 (1992). Courts invoked this

maxim to deny relief to those injured at the beginning of the Industrial Revolution.
MORTON J. HORWITZ, THE TRANSFORMATION OF AMERICAN LAW, 1780-1860, at 71 (1977).
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employers learn about its victim, by aggregating hundreds or thousands of
individual defamatory postings, may not be grasped by judges accustomed to a
world in which defamers' messages either reached a mass audience or were
sent specifically to recipients known to the defamer. Much as the northern
media initially dismissed the Ku Klux Klan's violence in the early 1870s as
"horseplay" borne of "personal quarrels," 30 so have many viewed the
destruction wrought by online groups as harmless pranks.

Fourth, cyber civil rights advocates must overcome the free speech
argument asserted by online abusers. Perpetrators of cyber civil rights abuses
commonly hide behind powerful free speech norms that both online and offline
communities revere. Just as the subjugation of African Americans was
justified under the rubrics of states' rights and freedom of contract, destructive
online mobs invoke free speech values even as they work to suppress the
speech of women and people of color.3'

Fifth, a cyber civil rights agenda must be sure to highlight the harms
inflicted on traditionally subjugated groups, because online civil rights abuses
typically affect members of these traditionally subjugated groups
disproportionately, but not universally. This makes the problem less
conspicuous and easier to dismiss, much as the fact that the existence of some
people of color and women working and learning in a given workplace or
school may give the erroneous impression that hiring or admissions procedures
do not impose disproportionate burdens on members of those groups.

Finally, applying civil rights norms to the technological advances of the
Information Age requires overcoming the same challenges that law faces in
coping with any sweeping social change: inevitable false starts threaten to
discredit all legal intervention, giving credibility to arguments that law must
ignore harms resulting from new technologies to avoid bringing progress to a
grinding halt. 32

This Article analyzes the problem of anonymous online mobs that target
women, people of color, and other vulnerable groups and proposes a legal
response. In so doing, it seeks to begin a conversation about developing a
cyber civil rights agenda more generally.

This Article proceeds in four Parts. Part I describes these mobs' behavior
and their success in terrorizing victims and suppressing their targets' speech. It
also finds that the online environment offers all the same conditions that social
psychology research has found to maximize the danger of destructive mob
behavior.

30 PHILIP DRAY, CAPITOL MEN: THE Epic STORY OF RECONSTRUCTION THROUGH THE
LIVES OF THE FIRST BLACK CONGRESSMEN 99 (2008).

31 More generally, opponents of cyber civil rights raise the supposed perils of even
modest governmental regulatory involvement with the Internet against initiatives to address
any cyber civil rights concerns.

32 See FRIEDMAN, supra note 3, at 351.
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Part II lays out the necessary components of a legal response to online
mobs. First, cyber civil rights proponents should seek to align the interests of
dominant online groups with those of online mobs' victims. Second, such
proponents must make an effort to translate longstanding civil rights principles
from the offline to the online world.

Part III considers the relationship between cyber civil rights and cyber civil
liberties. In particular, it addresses both theoretical and doctrinal concerns
about limiting online mobs' attacks, which purport to be protected speech. It
shows that, although much obnoxious online activity is and should be
protected, limiting online mobs' ability to silence women, people of color, and
their other targets will, in fact, enhance the most important values underlying
the First Amendment.

Finally, Part IV addresses the problems posed by online mobs' anonymity.
Whatever causes of action their victims may possess do little good if they
cannot find and serve their assailants. Online mobs' ability to strike with
impunity results in large part from websites' practices of opening themselves
to anonymous posters. Unfortunately, after a misguided, overzealous early
case imposed unsustainable strict liability on Internet Service Providers
("ISPs") for material accessed through their facilities, the legal debate has
veered unproductively into the language of immunity. This Part instead seeks
to move the debate to the development of a standard of care that preserves the
benefits from the Internet's aggregative and disaggregative functions while
limiting the opportunities for online mobs and others to harness those awesome
capabilities for malicious and unlawful ends.

1. ANONYMOUS MOBS OF THE TWENTY-FIRST CENTURY

The most valuable, indeed generative, opportunity the Internet provides is
access.33 An individual must establish an online presence and begin to build
an online reputation before aggregating ideas or economic opportunities with
others online. The Internet offers no viable alternatives to connect with others
if a person is forced off the Internet as compared to the offline world, which
offers various means of communication even if one route is foreclosed. And it
is through access to the online community that anonymous groups come
together to deny women, people of color, religious minorities, lesbians, and
gays access.

The civil rights implications of ISPs charging women or African Americans
higher monthly fees than men or Caucasians would be obvious. A less
obvious, although no less troubling, civil rights problem arises when
anonymous online groups raise the price vulnerable people have to pay to
maintain an online presence by forcing them to suffer a destructive
combination of threats, damaging statements aimed to interfere with their
employment opportunities, privacy invasions, and denial-of-service attacks

33 See JONATHAN ZirRAIN, THE FUTuRE OF THE INTERNET - AND HOW TO STOP IT 79-81
(2008).
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because of their gender or race. These assaults force vulnerable people offline,
preventing them from enjoying the economic and social opportunities that
social networking sites, blogs, and other Web 2.0 platforms provide.

Section A describes these cyber assaults that imperil, economically harm,
and silence traditionally disadvantaged people. Section B shows how the
online environment magnifies the pathologies driving dangerous group
behavior, ensuring that the abuse will not correct itself.

A. The Destructive Nature of Online Mobs

Online assaults exist along several interconnected dimensions. 34 First,
attacks involve threats of physical violence. Death and rape threats are legion
on the Web.35 The threats may foreshadow offline stalking and physical
violence.36 They often include references to victims' home addresses and
personal information, suggesting attackers' familiarity with them, and the
attackers encourage readers to physically assault the victims, putting them in
fear of genuine danger.

In response, victims stop blogging and participating in online forums. 37 A
Pew Internet and American Life Project study attributed a nine percent decline

14 A note on methodology is in order. Discussing material of this kind in an academic

forum raises difficult ethical questions. Repeating damaging material for the sake of
condemning it would be counter-productive and, indeed, hypocritical. At the same time, the
sheer brutality of these assaults is an important part of this story. This Article repeats the
mobs' misogynistic and other bigoted rhetoric to the extent necessary to convey the depth of
their depravity, but beyond that paraphrases. It excludes the names of all victims that have
not gone fully public themselves.

35 See, e.g., Cheryl Lindsey Seelhoff, A Chilling Effect: The Oppression and Silencing of
Women Journalists and Bloggers Worldwide, OFF OUR BACKS, Summer 2007, at 18, 18
(describing posters' threats to kill and rape a female writer on her blog); Valenti, supra note
5 (describing anonymous posters' attack of women bloggers with comments such as "I
would f[**]k them both in the ass" and "hate-f**]k" them); Posting of Zephoria to
Apophenia, supra note 13 (providing an account of rape threats on a college computer
science message board).

36 Catherine Holahan, The Dark Side of Web Anonymity, Bus. WK., May 12, 2008, at 64,
64, available at http://www.businessweek.com/magazine/content/08_19/
b408306445643 1.htm (detailing how strange men showed up at a young woman's home in
response to sexual comments made about her online). For example, two female bloggers
received e-mails from anonymous individuals threatening sexual violence and faced in-

person harassment after resigning from John Edwards' presidential campaign in 2007.
Posting of Amanda Marcotte to Pandagon, http://pandagon.blogsome.com/
2007/02/13/people-who-claim-to-love-jesus-write-me/ (Feb. 13, 2007); Posting of Paul the

Spud to Shakesville, http://www.shakespearessister.blogspot.com/2007/03/this-needs-to-
stop.html (Mar. 27, 2007) (describing individuals "blocking [a female blogger's] driveway
and pounding on her door").

17 Barak, supra note 6, at 80; Female Bloggers Face Harassment, WOMEN IN HIGHER

EDUC., June 1, 2007, at 5, 5 (highlighting that female bloggers are likely to be harassed far
more than their male counterparts and that such harassment may have led to a decrease in
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in women's use of chat rooms to menacing sexual comments. 38 Victims may
also make their sites private or assume pseudonyms to mask their identity.39

As one victim explains, it does not take many rape threats to "make women
want to lay low." '40

Second, assaults invade victims' privacy. Attackers hack into victims'
computers and e-mail accounts to obtain personal information, such as Social
Security numbers, driver's license information, and confidential medical
data.4 1  The stolen information is then posted online. 42  Disclosing such
personal information poses imminent risks, such as the threat of identity theft,
employment discrimination, and online or offline stalking. 43 It also inflicts
harm in the longer term. Victims feel a sustained loss of personal security and
regularly dismantle their online presence to, avoid further devastation of their
privacy.

44

Third, assaults can involve statements that damage reputations and interfere
with victims' economic opportunities.45 Online comments may assert that
individuals suffer from mental illnesses.46 They may claim individuals have
sexually transmitted diseases. 47  Attackers sometimes publish doctored

female presence in online chat rooms); see Nakashima, supra note 9 (explaining that women
attacked online by anonymous posters respond by suspending blogging, turning to private
forums, or using gender-neutral pseudonyms); Elaine Vigneault: Read My Mind,
http://www.elainevigneault.com/ (Apr. 13, 2007) (on file with author) [hereinafter
Vigneault, Ignore Violence] (explaining that she assumes male pseudonyms to comment on
male-dominated blogs).

38 Female Bloggers Face Harassment, supra note 37, at 5.
39 Id.

40 Valenti, supra note 5.
41 Barak, supra note 6, at 80.
42 See Pat Miller, Another Rape in Cyberspace, CERISE, Nov. 2007,

http://cerise.theirisnetwork.org/archives/188.
43 See Danielle Keats Citron, Reservoirs of Danger: The Evolution of Public and Private

Law at the Dawn of the Information Age, 80 S. CAL. L. REv. 241, 252-53 (2007) (discussing
the risk of identity theft posed by the release of Social Security numbers).
4 Nakashima, supra note 9.
4 Victims maintain that many of these statements are false. If indeed that is true, such

postings may be tortious. See infra Part III.C.1 (discussing defamation and false light
claims). This Article will not attempt to parse the truth of particular charges.

46 See, e.g., Sandra Sobieraj Westfall et al., Campus Controversy: Has Online Gossip
Gone Too Far?, PEOPLE, Apr. 14, 2008, at 107, 107 (explaining that anonymous posters on
the JuicyCampus website asserted that a Duke student attempted suicide, which the student
claimed was false).

17 See Richard Morgan, A Crash Course in Online Gossip, N.Y. TIMES, Mar. 16, 2008, at
ST7; Jessica Bennett, The Flip Side of Internet Fame, NEWSWEEK, Feb. 22, 2008,
http://www.newsweek.com/id/l14535 (describing JuicyCampus as having turned into a
venue for bigoted rants and stories about identified students' alleged drug use and sexual
diseases).
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photographs of victims. 48 In addition, attackers send damaging statements
about victims to their employers and manipulate search engines to reproduce
the damaging statements and pictures for others to see,49 creating digital
"scarlet letters" that destroy reputations.5 0

Fourth, some assaults do not involve online postings at all. Instead,
attackers use technology to force victims offline. Groups coordinate denial-of-
service attacks5 1 and "image reaping" campaigns to shut down sites and
blogs. 52 While the other types of assaults silence victims indirectly with fear
and humiliation, this fourth type of assault muzzles them directly.

Groups commonly wield all four of these tools in their attacks against
individuals. Some attacks originate online and continue offline, while others
move in the opposite direction. 53 For example, in 2007, the social networking
site AutoAdmit hosted a pattern of attacks on female law students. 54 Thirty-

48 See Valenti, supra note 5.

41 See SOLOVE, supra note 4, at 203 (explaining that employers conduct background
checks by running Google searches which often produce inaccurate information).

50 Frank Pasquale, Rankings, Reductionism, and Responsibility, 54 CLEV. ST. L. REV.
115, 122 (2006); Adam Hunter, Click Here for Justice?,
http://tech.msn.com/news/article.aspx?cp-documentid=6247087 (last visited Nov. 2, 2008)
("The Puritans had their scarlet letters to shame those accused of wrongdoing; today, we
have the Internet.").

51 Greer, supra note 8; Elaine Vigneault: Read My Mind,
http://www.elainevigneault.com/ (Aug. 11, 2007) (on file with author) [hereinafter
Vigneault, Web Harassment]. A denial-of-service attack is conduct that causes a loss in
service of online resources. A common form of denial-of-service is a buffer overflow attack
in which attackers send multiple e-mails, requests for information, or other traffic to the
server or network address to shut it down. Catherine E. Smith, Intentional Infliction of
Emotional Distress: An Old Arrow Targets the New Head of the Hate Hydra, 80 DENY. U.
L. REv. 1, 4 n.23 (2002). In November 2001, the FBI reported that extremist groups were
adopting the power of modem technology and concluded that, although extremist groups'
cyberattacks were limited to unsophisticated e-mail bombs and threatening content, the
increase in technological competency could lead to network-based attacks on the nation's
infrastructure such as shutting down government computer systems. See NAT'L
INFRASTRUCTURE PROT. CTR., HIGHLIGHTS 2-4 (Linda Garrison & Martin Grand eds., 2001),

http://www.iwar.org.uk/infocon/nipc-highlights/2001/highlight-01-I 0.pdf; Brian
McWilliams, Internet an Ideal Tool for Extremists - FBI, NEWSBYTES, Nov. 16, 2001,
available at 2001 WLNR 6085044.

52 "Image reaping" involves the repeated refreshing of a site's images to use up all of its
allocated bandwidth. Vigneault, Web Harassment, supra note 51.

53 See, e.g., Posting of AmandaBrumfield to BlogHer,
http://www.blogher.com/node/12104 (Mar. 30, 2007, 11:16) (explaining that she shut down
her personal blog after a year of being stalked and harassed by a group of people both online
and offline including calls to her father's unlisted phone number with threats).

11 Brittan Heller, Note, Of Legal Rights and Moral Wrongs: A Case Study of Internet
Defamation, 19 YALE J.L. & FEMINISM 279, 285 n.20 (2007) (explaining that targeted female
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nine posters targeted named students on the site's message board. 55 The
posters, writing under pseudonyms, generated hundreds of threatening,
sexually-explicit, and allegedly defamatory comments about the victims.5 6

Posters threatened female law students with violence. One poster asserted
that a named female student "should be raped. T57 That remark begat dozens of
more threats. For instance, a poster promised: "I'll force myself on [the
identified student]" and "sodomize" her "repeatedly. '5 8 Another said the
student "deserves to be raped so that her little fantasy world can be shattered
by real life." 59

Discussion threads suggested the posters had physical access to the female
students. A poster described a student's recent attire at the law school gym. 60

Posts mentioned meeting targeted women and described what they looked like
and where they spent their summer.61 Posters urged site members to follow a
woman to the gym, take her picture, and post it on AutoAdmit.62 Others
provided updates on sightings of a particular woman.63  Another poster
provided the e-mail address of a female law student under a thread entitled
"Mad at [named individual]? E-mail her. ... 64

Posters also asserted damaging statements about the women. One asserted
that a female student spent time in a drug- rehabilitation center.65 Another
claimed the student had a lesbian affair with a law school administrator. 66

law students attended various law schools including Boston University, Harvard, New York
University, Northwestern, University of Virginia, and Yale).

15 Posting of Amir Efrati to Wall Street Journal Law Blog,
http://blogs.wsj.com/law/2008/01/30/subpoena-allowed-in-autoadmit-suit (Jan. 30, 2008,
9:08 EST).

56 Plaintiffs' Memorandum of Law in Support of Opposition to John Doe 21's Motion to
Quash Plaintiff s Subpoena at 6, Doe I v. Individuals, 561 F. Supp. 2d 249 (D. Conn. 2008)
(No. 3:07CV00909) [hereinafter Plaintiffs' Memorandum of Law].

57 First Amended Complaint 49, Doe I, 561 F. Supp. 2d 249 (No. 307CV00909)
[hereinafter First Amended Complaint]; Letter from John Doe 21, a.k.a. "AK47" to
Plaintiffs, reprinted in Declaration of Steve Mitra in Support of Plaintiffs' Opposition to
John Doe 21 's Motion to Quash Plaintiffs' Subpoena exhibit 4, at 2, Doe I, 561 F. Supp. 2d
249 (No. 307CV00909).

51 First Amended Complaint, supra note 57, 21.
'9 Id. 23.
60 Plaintiffs Memorandum of Law, supra note 56, at 4.
61 Jill Filipovic, Note, Blogging While Female: How Internet Misogyny Parallels "Real-

World" Harassment, 19 YALE J.L. & FEMINISM 295, 295 (2007).
62 Plaintiffs Memorandum of Law, supra note 56, at 4.
63 Filipovic, supra note 61, at 296 (explaining that AutoAdmit posters described

sightings of the author alongside comments that she should be "hate fL**]k[ed]" and
"kick[ed in] the box").

I First Amended Complaint, supra note 57, 63.
65 Id. 54.

66 Id. 27.
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Others remarked that the student appeared in Playboy.67 Posters claimed that
another female student had a sexually transmitted disease.68 Others provided
her purported "sub-par" LSAT score. 69 The victims asserted that these were
lies.7 0

In addition to publishing the alleged lies online, posters spread them offline
to undermine the victims' job opportunities. One poster urged the group to tell
top law firms about the female student's LSAT score "before she gets an
offer. '7 1 Posters e-mailed their attacks to the student's former employer,
recommending that the employer show it to its clients, who would "not want to
be represented by someone who is not of the highest character value. 72

Another poster sent an e-mail to a particular female law student's faculty
asserting that her father had a criminal record. 73 The poster displayed the e-
mail on AutoAdmit before sending it, explaining: "I've assembled a
spreadsheet with [faculty e-mail] addresses and every single one of them will
be notified about what our darling [named student] has done. I post this here
as a warning to all those who would try to regulate the more antisocial posters
- we have the power now. ' 74

Site members applauded the e-mail and rallied around the sender. For
instance, a poster stated that the e-mail sender should be awarded a
"Congressional medal. '75 Others recommended sending the e-mail from a
public computer and a "hushmail account," or with anonymizing software. 76

The attackers waged a "Google-bombing" campaign that would ensure the
prominence of offensive threads in searches of the female students' names. 77

Posters made plain the goal of their Google-bombing campaign: "We're not
going to let that bitch have her own blog be the first result from googling her
name!" 78 An individual writing under the pseudonym "leaf' detailed the steps

67 Id. 51.

68 Id. 21.
69 Id. 26, 28, 30.

70 Id. 32, 52-54, 79-82. Whether the assertions are indeed false statements is raised by

the plaintiffs' lawsuit against the thirty-nine AutoAdmit posters. See Heller, supra note 54,
at 280 (explaining that the "ludicrous allegations" made against one of the victims included
false accusations that she "bribed [her] way into Yale with an 'embarrassingly low amount'
of money" and "pretend[ed] to be either African-American or Native-American").

"' First Amended Complaint, supra note 57, 30.
72 Id. 761.
73 Id. 58.
74 Id. 59.
71 Posting of Bodhi Tree Miracle to AutoAdmit, http://www.autoadmit.com/ (Mar. 9,

2007, 14:34) (on file with author).
76 Posting of atlas (flae) to AutoAdmit, http://www.autoadmit.com/ (Mar. 9, 2007, 15:45)

(on file with author).
7 See First Amended Complaint, supra note 57, $ 17.
78 Posting of STANFORDtroll to AutoAdmit, http://www.autoadmit.com/ (Mar. 9, 2007,

12:39) (on file with author).
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AutoAdmit posters would have to take to engage in Google-bombing. 79 Leaf
explained that posts should include the adjective "big-titted" next to the
woman's name. 80 "Big-titted [name of female student]'s name is never to be
used in parts - it must always be [name of student] at the least, and 'big-titted
[name of the student]' ideally" with pictures of her accompanying the thread.8 1

This would work because search engine algorithms assign a high rank to a
Web page if sites linking to that page use consistent anchor text. 82

Posters admitted their desire to intimidate and harm the female students.
After one of the women did not get a summer job, a poster asked if the other
"bitch got what she deserved too?" 83 Another said: "I'm doing cartwheels
knowing this stupid Jew bitch is getting her self esteem raped. '84 A poster
explained that the women were targeted "just for being women. 85

A lawsuit filed by two of the women alleged the AutoAdmit site managers
refused to remove the offensive threads even though the women told them that
the messages caused them severe emotional distress.86 On March 15, 2007, a
site manager asserted that he would not remove the offensive threads until the
female students apologized for threatening litigation and until

79 First Amended Complaint, supra note 57, 43.
80 Id.

81 Id.
82 See Tom McNichol, Your Message Here, N.Y. TIMES, Jan. 22, 2004, at GI; Tom

Zeller, Jr., A New Campaign Tactic: Manipulating Google Data, N.Y. TIMES, Oct. 26, 2006,
at A20. Previously, Google asserted it has little or no control over the practice of Google-
bombing and would not individually edit search results due to the fact that a bomb occurred.
Posting of Marissa Mayer, Director of Consumer Web Products to The Official Google
Blog, http://googleblog.blogspot.com/2005/09/googlebombing-failure.html (Sept. 16, 2005,
12:54). On January 27, 2007, Google announced on its official Google Webmaster Central
Blog that it now had an "algorithm that minimizes the impact of many Googlebombs."
Posting of Ryan Moulton & Kendra Carattini to The Official Google Webmaster Central
Blog, http://googlewebmastercentral.blogspot.com/2007/0 1/quick-word-about-
googlebombs.html (Jan. 25, 2007, 16:16).

83 Posting of STANFORDtroll to AutoAdmit, http://www.autoadmit.com/ (Mar. 9, 2007,
12:42) (on file with author).

84 First Amended Complaint, supra note 57, 42.
85 Posting of roffles roffles to AutoAdmit, http://www.autoadmit.com/ (Mar. 11, 2007,

21:50) (on file with author).
86 First Amended Complaint, supra note 57, 15. The former Chief Education Director

of AutoAdmit filed a libel suit against two female law students, their counsel, and
ReputationDefender, in which he disputed the students' claim that he refused their requests
to take down the offensive threads. Complaint % 30, 33, Ciolli v. Iravani, No.
2:08CV02601, 2008 WL 4412053 (E.D. Pa. Sept. 24, 2008) (alleging that "Mr. Ciolli never
told [the law student] that any postings about her would not be removed" and that he
responded to a complaint sent by the law student with a message that she should direct her
concerns to site owner Jarret Cohen).
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ReputationDefender, a group assisting the women, acknowledged the mistakes
the manager alleged the group had made. 87

In a similar vein, a group called Anonymous. has devoted itself to terrorizing
and silencing hundreds of women writing on the Web.88 For instance, in 2007,
Anonymous used message boards and wikis 89 to plan an attack on a nineteen-
year-old woman who maintained a video blog about Japanese language and
video games.90 Group members hacked her online accounts, including her
YouTube blog account, e-mail, Facebook profile, and MySpace page, to obtain
her personal information. 9' They published her account passwords and private
medical history on various sites.92 Postings disclosed her full name, home
address, and her mother's e-mail address. 93 Group members sent messages
from the woman's e-mail account to her loved ones. 94 They claimed the
woman had committed suicide on various message boards. 95

Members of Anonymous posted doctored photographs of the woman
including one picture that featured the woman's head atop naked bodies.96

Next to her picture appeared the promise that group members would rape her

87 Jarret Cohen, AutoAdmit's Challenge to Reputation Defender (Mar. 15, 2007),

http://www.autoadmit.com/challenge.to.reputation.defender.html. Cohen said that one of
the identified women contacted him to remove offensive messages about her, but he ignored
her request because she threatened to sue him. Mary E. O'Leary, Open Website Hurts: Yale
Group Stands up Against Offensive Content, NEW HAVEN REG., Apr. 1, 2007. Cohen also
asserted that he dismissed another similar complaint "because it sounded like more of the
kind of juvenile stuff that I have heard going on that people complained about for years."
Id. (quoting Jarret Cohen).

88 Unidentified individuals began Anonymous in 2003. The group has gathered its
members on online image boards, such as 4chan.org. Chris Landers, Serious Business:
Anonymous Takes on Scientology, CITY PAPER (Bait.), Apr. 2, 2008, at 14. As of April
2008, 4chan.org is the fifty-sixth most popular website in the United States. Id. A 2006
news special on Fox's Los Angeles affiliate gave Anonymous some notoriety by featuring
the group in a story, which described the group as "hackers on steroids" and an "internet
hate machine." Id.; see FOX 11 Investigates: 'Anonymous' (FOX 11 news broadcast July
26, 2007), available at http://www.youtube.com/watch?v=DNO6G4ApJQY.

89 A wiki is a webpage designed so that any user may modify or add to its content.
90 Miller, supra note 42. The woman maintained her video blog under the name

Applemilkl988. Id. Before the attacks, the woman's blog garnered broad attention, making
it onto YouTube's Most Subscribed list. Id.

91 Id.; see Encyclopedia Dramatica, Applemilk1988,
http://www.encyclopediadramatica.com/Applemilk1988 (last visited Nov. 2, 2008)
[hereinafter Applemilk 1988].

92 Applemilk 1988, supra note 91; Miller, supra note 42.
93 See Applemilk1988, supra note 91; Insurgency Wiki, Applemilk,

http://partyvan.info/index.php?title=Applemilk (last visited Nov. 2, 2008).
9' Miller, supra note 42.
95 Id.
96 Id.
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"at full force in her vagina, mouth, and ass."'97 A drawing depicted men
brutally raping the woman. 98

Anonymous urged its members to "seek and destroy" the woman's online
identity. 99 Group members saturated her video blog with sexually violent
material. 100 They took down her videos. 0 1 Anonymous updated its members
on the status of her sites. 10 2 When her live journal or video blog reappeared,
Anonymous urged members to "rape" and "nuke[] [her sites] from orbit." 10 3

Anonymous similarly attacked a journalist writing under the pseudonym
"Heart" who maintained a blog and discussion forum about women's issues. 10 4

Group members pieced together her identity from her postings and revealed
her name and home address on her discussion forum. 10 5 They made death
threats and sexually menacing comments on her blog.'0 6 Anonymous urged
members to engage in "image ieaping" to shut down her site. 10 7 The group
succeeded in overloading and closing Heart's website during the summer of
2007.108 In August 2007, Heart closed her blog and website.10 9

Anonymous maintains a list of sites and blogs addressing women's issues
that it claims to have forced offline.1 0 The list includes the names of shuttered
sites with a line crossed through them and the accompanying message: "Down
due to excessive bandwidth -great success!""' When a site reappears online,

97 Id.
98 Id.

99 Applemilkl988, supra note 91.
100 Miller, supra note 42.
101 Applemilkl988, supra note 91.
102 Id.
103 Id

104 Posting of Heart to Women's Space, http://womensspace.wordpress.com/2007/08/06/

blogging-while-female-men-win-hacking-as-sexual-terrorism/ (Aug. 6, 2007) [hereinafter
Heart].

105 Greer, supra note 8.
106 A poster wrote: "I'd like to tie you down, take a knife, and slit your throat. I'd

penetrate you over and over in all orifices, and create some of my own to stick myself in."
Posting of Heart to Women's Space, http://womensspace.wordpress.com/2007/08/04/
blogging-while-female-warning-may-trigger/ (Aug. 4, 2007).

107 Heart, supra note 104.
108 Id. ISPs provide the websites they host with monthly bandwith allocations. When a

site uses up its monthly allowance, the ISP will shut down the site until the following month
or charge the website owner additional fees. ISPs have a variety of hosting plans and
usually charge monthly rates. See, e.g., HostDime, Shared Website Hosting Services and
Plans, http://www.hostdime.com/services/shared/ (last visited Nov. 25, 2008).

109 Heart, supra note 104.
110 See Encyclopedia Dramatica, Cheryl Lindsey Seelhoff,

http://www.encyclopediadramatica.com/CherylLindsey-Seelhoff (last visited Nov. 2,
2008) [hereinafter Seelhoff].

"I Id.
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Anonymous tells its members: "It's back! Show no mercy."11 2 The group
takes credit for closing over 100 feminist sites and blogs. 113 Anonymous has
also targeted journalists, such as Anna Greer, who have reported on the
group's attacks. The group published Ms. Greer's home and e-mail addresses
with instructions to "choke a bitch."' 14

Targeted female bloggers and website operators confirm the group's claims
of attacks. 1 5 They describe the denial-of-service attacks and "image reaping"
campaigns that have shut down their sites.' 16 A victim explained: "Being
silenced for over two weeks felt infuriating, stifling, imprisoned by gang
raepists [sic] just waiting for me to try to get up from underneath their weight
so they could stomp me down again." 117 Victimized website operators and
bloggers have asked Anonymous in vain to stop its attacks. 118

Groups attack women on the website JuicyCampus with threats of violence,
and their posts have generated offline stalking. 1 9 For instance, anonymous
posters disclosed a woman's cell phone and dorm address with instructions that
she was available for sex. 120 After the posts appeared, strange men started
knocking on the woman's door at night. 121

Online mobs have targeted African-American and Hispanic women. 122 As
blogger "La Chola" explains, women-of-color bloggers have consistently

112 Id.
113 Posting of Jill to Feministe, http://www.feministe.us/blog/archives/2007/08/09/what-

do-we-do-about-online-harassment/ (Aug. 9, 2007, 22:36).
114 Insurgency Wiki, Anna Greer, http://partyvan.info/index.php?title=AnnaGreer (last

visited Nov. 3, 2008).
"15 Posting of Kevin to A Slant Truth, http://slanttruth.com/2007/08/15/feminist-

bloggers-are-under-increasing-levels-of-attack/ (Aug. 15, 2007, 20:15 EST) (explaining that

feminist blogs including Feministe, Shakesville, Women's Space, and Biting Beaver were
subjected to denial-of-service attacks). For instance, freesoil.org was shut down due to
excess bandwidth usage. Posting of Aletha to Women's Space,
http://womensspace.wordpress.com/2007/08/06/blogging-while-female-men-win-hacking-
as-sexual-terrorism/#comment-47470 (Aug. 7, 2007, 7:20 EST). Freesoil.org's Web access
log showed evidence of a denial-of-service attack. Posting of Aletha to Free Soil Party
Blog, http://freesoil.org/wordpress/?p=221 (Sept. 18, 2007, 1:41 EST) [hereinafter Aletha -
Free Soil Party Blog]. In addition, "Newwaveradfem" explained that her blog was attacked
in August 2007. New Wave Radical Blog, http://newwaveradfem.wordpress.com/?s=attack
(Aug. 4, 2007, 14:40).

116 Vigneault, Ignore Violence, supra note 37.
117 Aletha - Free Soil Party Blog, supra note 115.
118 See, e.g., id.

"9 Larry Magid, Opinion, JuicyCampus is a Haven for Cyberbullies, SAN JOSE MERCURY
NEWS, Mar. 24,2008, https://www.reputationdefender.com/viewPress?press-id=253.

120 Holahan, supra note 36, at 64; Magid, supra note 119.
121 Holahan, supra note 36, at 64.
122 Posting of La Chola to La Alma de Fuego, http://brownfemipower.com/?p=1224

(Apr. 13, 2007, 11:15).
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received horrific, vile e-mails and comments threatening violent sexual assault,
death, and attacks against family members.123 After the author of the blog
"Ask This Black Woman" posted commentary about the Resident Evil 5 video
game, anonymous posters attacked her on her blog and other sites. 124 She
received death threats. 12 5 Posters told her to "[g]et back into the cotton fields,
you filthy [n****r]" 126 and threatened to overrun her blog. 127

Posters on a white supremacist website targeted Bonnie Jouhari, the mother
of a biracial girl. 128 The site posted an image of Jouhari's workplace burning
in flames with a caption that read "race traitor... beware, for in our day, they
will be hung from the neck from the nearest tree or lamp post. ' 12 9 The site
included a picture of Jouhari's child and an image of her burning office with
bomb-making instructions posted beneath it. 130 Ms. Jouhari and her daughter
received harassing phone calls at home and at work.131

Other people of color have faced similar attacks. 132 An Asian-American
columnist who writes a blog called "Yellow Peril" explained that a group of
individuals attacked her online after she wrote about a hate crimes march. 133

The group posted a picture of her on a white supremacist watch list, which
included her phone number and address, and its members sent threatening e-
mails to her. 134 College students wrote racially threatening messages on a

123 Id.
124 Posting of Sokari to Black Looks,

http://www.blacklooks.org/2007/08/where lies-the-residentevil.html (Aug. 1, 2007).
125 Ask This Black Woman, http://askthisblackwoman.com/2007/10/01/death-threat.aspx

(Oct. 1, 2007, 15:20).

126 Ask This Black Woman, http://askthisblackwoman.com/2007/08/01/more-on-

resident-evil-5.aspx (Aug. 1, 2007, 11:52).
127 Vigneault, Ignore Violence, supra note 37.

128 Wilson, No. 03-98-0692-8, 2000 WL 988268, at *4 (Dep't of Hous. & Urban Dev.

July 19, 2000).
129 Id.

130 Id. at *4, *6.

131 Id. at *7.
132 See, e.g., MinJungKim.com Braindump v. 6.0, http://minjungkim.com/2007/03/26/

it%e2%80%99s-awful-yes/ (Mar. 26, 2007, 17:00 EST) (describing one Asian-American
woman's experience with threatening e-mails, racist online comments, and instant message
harassment).

133 Washington Baltimore and Annapolis Blog, http://www.crablaw.com/2007/04/take-

back-blog-host-page.html (April 28, 2007, 23:33).

134 Id. Similarly, a woman who maintained a blog about Persian culture reported that her
site was hacked and that individuals posted pornographic pictures and her home address on
the site. Posting of Lady Sun to Women's Space,
http://womensspace.wordpress.com/2007/08/06/blogging-while-female-men-win-hacking-
as-sexual-terrorism/#comment-48188 (Aug. 9, 2007, 5:05).
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Hispanic student's Facebook profile, 135 promising to "come find you and drag
you behind my (expletive) car."'136

Online mobs target individuals from religious minorities as well. Groups
post anti-Semitic comments alongside damaging statements about specific
Jewish individuals on the website JuicyCampus. 137 Anonymous has targeted
the Church of Scientology.138 It posted videos on YouTube announcing its
intent to destroy the Church. 139 Anonymous calls its campaign against the
religious organization "Project Chanology."'140 Group members have engaged
in denial-of-service attacks to take down the scientology.org website. 14 1 Nine
hundred Anonymous members gathered in a chat room to discuss different
ways to harass the Church. 142 Some suggested making harassing phone calls to
the Church's local branches. 143

Online groups have attacked gays and lesbians. 144 Anonymous has declared
homosexuals as the group's enemy. 145 It urges members to shut down blogs

135 Christine Reid, Lawyer: 0 Neal Not Responsible, BOULDER DAILY CAMERA, Feb. 28,
2006, at Al.

136 Vincent Carroll, Editorial, On Point: Blurring the Line, ROCKY MTN. NEWS, June 6,

2006, at 34A. In 1996, Richard Machado, a former student at the University of California at
Irvine, sent anonymous messages signed "Asian Hater" to fifty-nine Asian students.
ComputingCases.org, Machado Case History, http://computingcases.org/case_materials/
machado/case.history/case history.html (last visited Nov. 4, 2008). In the message,
Machado warned that he would "personally... find and kill" his target. Id. Machado was
convicted of two counts of federal civil rights violations. Id.

137 California Middle-Schoolers Suspended for Viewing MySpace Posting with Alleged
Threat, SAN DIEGO UNION-TRIO., Mar. 2, 2006, http://www.signonsandiego.com/news/
nation/20060302-1140-myspace-suspensions.html (reporting that twenty middle school
students were suspended for two days after viewing a boy's posting that contained anti-
Semitic remarks and threats against another student).

138 See Landers, supra note 88 (quoting a statement by Anonymous that it intends to
"expel" the Church of Scientology from the Internet and "systematically dismantle" the
religious group); Posting by Ryan Singel to Wired Blog Network,
http://blog.wired.com/27bstroke6/2008/01/anonymous-hacke.html (Jan. 25, 2008, 18:39)
(describing an attack by Anonymous, intended for a Scientology website, that instead
attacked the website of a school in the Netherlands).

139 Landers, supra note 88.

140 Id.

141 Id.

142 Id.

143 Id.

144 E.g., Aletha - Free Soil Party Blog, supra note 115.
145 See, e.g., Encyclopedia Dramatica, Chris Crocker,

http://www.encyclopediadramatica.com/ChrisCrocker (last visitied Nov. 5, 2008)
[herinafter Chris Crocker] (espousing hate for Chris Crocker, a gay man who gained fame
on YouTube for a video he posted which depicted him crying and urging the public to leave
Britney Spears alone).
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and websites of targeted men and women. 146 Anonymous takes credit for
driving "Gay Diamond," a lesbian, off YouTube. 47 Anonymous accuses
victims of having sexually transmitted diseases.148 Postings reveal targeted
individuals' home addresses, phone numbers, and other personal
information. 49 In August 2007, denial-of-service attacks shut down a gay
gaming site and the site's owners received death threats 150

The harm online mobs inflict is potent. The threats and privacy intrusions
produce damage in numerous ways. Publishing a woman's home address
alongside the suggestion that she should be raped or is interested in sex raises
the risk that readers of the post will stalk her or commit physical violence
against her. Posting a person's Social Security number increases the chance
that she will be subject to identity theft. Victims fear that threats or identity
theft will be realized: the Intemet's anonymity disaggregates the threats from
their social context, eliminating cues that might signal the extent of peril.
Online anonymity also may prevent an effective law enforcement response. A
victim's feeling that she is "being watched" also may stifle her creativity and
sense of well-being.151

Victims may lose job opportunities due to damaging statements and threats
posted online. Employers often review Google search results before
interviewing and hiring candidates. 152 The damaging statements and threats
may raise doubts about the victim's competence, or suggest the victim attracts
unwanted controversy, causing the employer to hire someone else. When
victims stop blogging because of threats, they lose opportunities to establish
their online presence in a manner that could enhance their careers and attract
clients.

53

If online groups select victims for abuse based on their race, ethnicity,
gender, or religion, they perpetrate invidious discrimination. Important
parallels exist between the harm inflicted by prior centuries' mobs and this

146 See Encyclopedia Dramatica, Mrfetch,
http://encyclopediadramatica.com/index.php?title=Mrfetch&printable=yes (last visited Nov.
24, 2008) [hereinafter Mrfetch]; Insurgency Wiki, Keith Kurson,
http://partyvan.info/index.php?title=KeithKurson (last visited Nov. 5, 2008) [hereinafter
Keith Kurson].

147 See Mrfetch, supra note 146.
148 See Chris Crocker, supra note 145.

149 Keith Kurson, supra note 146.
150 Posting of Brian Crecente to Kotaku, http://kotaku.com/gaming/crime/gaygamer-

target-of-hate-crime-286127.php (Aug. 5, 2007, 11:32).
151 See Julie E. Cohen, Examined Lives: Informational Privacy and the Subject as

Object, 52 STAN. L. REv. 1373, 1426 (2000).
152 See Pasquale, supra note 50, at 127.

"I3 Penelope Trunk's Brazen Careerist, http://blog.penelopetrunk.com/2007/07/19/blog-
under-your-real-name-and-ignore-the-harassment/ (July 19, 2007) (explaining that women
who write under pseudonyms miss opportunities associated with blogging under their real
names, such as networking opportunities and expertise associated with the author's name).
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century's destructive online crowds. Much like their offline counterparts,
online hate mobs deprive vulnerable individuals of their equal right to
participate in economic, political, and social life. They silence victims and
stifle public discourse. 154 Although online mobs do not engage in lynching and
physical beatings, their attacks produce serious individual and societal harm
that should not be ignored.

B. The Dynamics of Mob Behavior

These destructive crowds continue a disturbing pattem from the past, when
anonymous groups such as the anti-immigrant mobs of the nineteenth century
and the Ku Klux Klan inflicted serious harm on their victims. 155 Social
scientists have identified four factors that influence the potential dangerousness
of a group. 15 6

First, groups with homogeneous views tend to become more extreme when
they deliberate. 157 Group members' interactions tend to reinforce preexisting
views as members offer a disproportionately large number of arguments
supporting their views and only a small number of arguments tilting the other
way. 158 Hearing agreement from others bolsters group members' confidence,
entrenching and radicalizing their views.15 9

Second, a group member's deindividuation encourages the member to act on
destructive impulses. 160 According to one school of thought, people in groups
fail to see themselves as distinct individuals and lose a sense of personal
responsibility for their destructive acts.161 Another school of thought attributes
deindividuation to anonymity rather than an individual's immersion in a group.

154 See OWEN M. Fiss, THE IRONY OF FREE SPEECH 15-16 (1996) (discussing the silencing
effect of hate speech).

155 See generally SHERRILYN A. IFILL, ON THE COURTHOUSE LAWN: CONFRONTING THE

LEGACY OF LYNCHING IN THE TWENTY-FIRST CENTURY (2007) (discussing the history of
lynching and mob behavior in America).

156 See, e.g., J.S. MCCLELLAND, THE CROWD AND THE MOB: FROM PLATO TO CANETTI

196-97 (1989).
157 See ROGER BROWN, SOCIAL PSYCHOLOGY: THE SECOND EDITION 200-06,222 (1986).
158 CASS R. SUNSTEIN, REPUBLIC.COM 2.0, at 64-67 (2007).
159 See JOHN C. TURNER ET AL., REDISCOVERING THE SOCIAL GROUP: A SELF-

CATEGORIZATION THEORY 142 (1987).
160 See Ed Diener, Deindividuation: The Absence of Self-Awareness and Self-Regulation

in Group Members, in PSYCHOLOGY OF GROUP INFLUENCE 209, 218 (Paul B. Paulus ed.,
1980).

161 See GUSTAVE LE BON, THE CROWD: A STUDY OF THE POPULAR MIND 26 (1896); Brian
Mullen, Operationalizing the Effect of the Group on the Individual: A Self-Attention
Perspective, 19 J. EXPERIMENTAL SOC. PSYCHOL. 295, 295 (1983); Tom Postmes & Russell
Spears, Deindividuation and Antinormative Behavior: A Meta-Analysis, 123 PSYCHOL.

BULL. 238,254 (1998).
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This account explains that people behave aggressively when they believe that
they cannot be observed and caught. 62

Third, groups are more destructive when they dehumanize their victims. 163

By viewing victims as devoid of humanity and personal identity, group
members feel free to attack without regret. 164 Groups rarely target those who
are important to their personal well-being. 165 For instance, the incidence of
lynching in the South similarly tracked the degree of interdependence between
victims and the violent crowd, with black newcomers more vulnerable to
violence than black employees who worked for the white community. 166

Lastly, group members are more aggressive if they sense that authority
figures support their efforts. Social scientists emphasize a perceived leader's
role in accelerating dangerous group behavior. 167 As recently as the early
1900s, Southern newspapers explicitly "legitimated mob violence" by
reporting that lynch mobs included prominent members of the white

162 ARNOLD P. GOLDSTEIN, THE PSYCHOLOGY OF GROUP AGGRESSION 32 (2002); RALPH

H. TURNER & LEWIS M. KILLIAN, COLLECTIVE BEHAVIOR 165, 408 (2d ed. 1972); PHILIP G.
ZIMBARDO, THE LUCIFER EFFECT: UNDERSTANDING How GOOD PEOPLE TURN EVIL 25

(2007). This insight naturally accords with deterrence theory. Studies show heightened
aggression in subjects who feel anonymous. The Zimbardo study asked participants to
administer electric shocks to their subjects. Philip G. Zimbardo, The Human Choice:
Individuation, Reason, and Order Versus Deindividuation, Impulse, and Chaos, in
NEBRASKA SYMPOSIUM ON MOTIVATION 237, 266-70 (W.J. Arnold & David Levin eds.,
1969). Some participants wore oversized lab coats and hoods while others wore normal
attire. Id. at 264. The hooded participants shocked their subjects longer than the
identifiable participants did. Id. at 268; see also Evan R. Harrington, The Social Psychology
of Hatred, 3 J. HATE STUD. 49, 60-61 (2005) (describing a study where participants dressed
in Ku Klux Klan-type outfits gave greater shocks than participants dressed in nurse outfits).
Thus, groups are more vicious when they believe their victims cannot retaliate against them.
See Tizra Leader, Brian Mullen & Dominic Abrams, Without Mercy: The Immediate Impact
of Group Size on Lynch Mob Atrocity, 33 PERSONALITY & SOC. PSYCHOL. BULL. 1340, 1342

(2007).
163 Zimbardo, supra note 162, at 296 (explaining how Nazis dehumanized the Jews

during the Holocaust); see Roberta Senechal de la Roche, The Sociogenesis of Lynching, in
UNDER SENTENCE OF DEATH: LYNCHING IN THE SOUTH 48, 55-56 (W. Fitzhugh Brundage ed.,
1997) (explaining that lynching incidents were more prevalent and violent when the victim
was a stranger to the community).

164 Senechal de la Roche, supra note 163, at 55-56.
165 Roberta Senechal de la Roche, Collective Violence as Social Control, 11 Soc. F. 97,

106-07 (1996).
166 Id.; see W. FITZHUGH BRUNDAGE, LYNCHING IN THE NEW SOUTH: GEORGIA AND

VIRGINIA, 1880-1930, at 81-82 (1993) (describing how whites feared that black floaters
"posed a continual threat to white women and children").

167 David R. Mandel, Evil and the Instigation of Collective Violence, 2002 ANALYSES
SOC. ISSUES& PUB. POL'Y 101, 102.
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community. 168  As legal historian Robert Kaczorowski explains, federal
authorities implicitly encouraged the Klan by failing to enforce civil rights
laws.1

69

The Internet magnifies the dangerousness of group behavior in each of these
respects. Web 2.0 platforms create a feeling of closeness among like-minded
individuals. 170 Online groups affirm each other's negative views, which
become more extreme and destructive. 171 Individuals say and do things online
they would never consider saying or doing offline because they feel
anonymous, even if they write under their real names. 72 Because group
members often shroud themselves in pseudonyms, they have little fear that
victims will retaliate against them or that they will suffer social stigma for their
abusive conduct. Online groups also perceive their victims as "images" and
thus feel free to do anything they want to them.173

Moreover, site operators who refuse to dismantle damaging posts reinforce,
and effectively encourage, negative behavior. 174 Their refusal can stem from a
libertarian "You Own Your Own Words" philosophy, 175 or irresponsibility
bred from the belief that they enjoy broad statutory immunity from liability. 176

168 STEWART E. TOLNAY & E.M. BECK, A FESTIVAL OF VIOLENCE: AN ANALYSIS OF

SOUTHERN LYNCHINGS, 1882-1930, at 25-27 (1995).
169 ROBERT J. KACZOROWSKI, THE POLITICS OF JUDICIAL INTERPRETATION: THE FEDERAL

COURTS, DEPARTMENT OF JUSTICE, AND CIVIL RIGHTS, 1866-1876, at 66 (2005).
170 See PATRICIA WALLACE, THE PSYCHOLOGY OF THE INTERNET 79 (1999); Katelyn Y.A.

McKenna & Amie S. Green, Virtual Group Dynamics, 6 GROUP DYNAMICS 116, 116, 120
(2002).

171 WALLACE, supra note 170, at 79.
172 Cf id. at 125 (reporting a study in which anonymous Internet conferencing groups

experienced six times as many uninhibited hostile remarks as non-anonymous groups);
Russell Spears et al., De-individuation and Group Polarization in Computer-Mediated
Communication, 29 BRIT. J. SOC. PSYCHOL. 121, 122-24 (1990) (reviewing research that
attempts to explain the "risky shift effect," in which group discussions veer toward extreme
positions, as a product of visual anonymity). Computer-mediated interactions inevitably
engender feelings of anonymity. ADAM N. JOtNSON, UNDERSTANDING THE PSYCHOLOGY OF
INTERNET BEHAVIOUR: VIRTUAL WORLDS, REAL LIVES 23 (2003). Such communications are
conducted in a state of visual anonymity as users cannot see those with whom they are
communicating. Id. Even if users see an individual's e-mail address, name, or familiar
pseudonym, such "identifiability" is not equivalent to meeting someone in person. Id.

173 Teresa Wiltz, Cyberspace Shields Hateful Bloggers, J. GAZETTE (Fort Wayne), Nov.
17, 2007, at 2D (quoting John Perry Barlow, Vice Chairman of the Electronic Frontier
Foundation).

174 SOLOVE, supra note 4, at 159.
175 For instance, Chris Locke, the operator of the sites involved in the Kathy Sierra

attacks, explained that he initially did not take down the posts about Ms. Sierra due to his
libertarian philosophy. Jim Turner, supra note 18.

176 SOLOVE, supra note 4, at 159 (claiming that 47 U.S.C. § 230 (2000) encourages
irresponsible online behavior by too broadly immunizing bloggers from liability for user-
posted content).
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Negative posts that remain online constitute "calls to action" that generate
others in a "snowball effect."' 177

II. THE COMPONENTS OF CYBER CIVIL RIGHTS STRATEGY

Because destructive online mobs are unlikely to correct themselves, a
comprehensive legal response is essential to deter and redress the harm they
cause. 178 Much like its forebears, a cyber civil rights agenda must begin with
the courts, because legislatures and executives have yet to respond to abusive
online mobs in a comprehensive manner. 179 Professor Derrick Bell has
counseled that civil rights progress is most likely to occur when the interests of
vulnerable people can be aligned with those of the dominant group. 180 Section
A heeds that advice, demonstrating that society as a whole suffers much due to

177 Amanda Paulson, Internet Bullying, CHRISTIAN SCI. MONITOR, Dec. 23, 2003, at 11;
Dahlia Lithwick, Fear of Blogging: Why Women Shouldn't Apologize for Being Afraid of
Threats on the Web, SLATE, May 4, 2007,
http://www.slate.com/toolbar.aspx?action=print&id=2 165654 (suggesting that online threats
combined with postings of the victim's home address and Social Security number provide
incitement to deranged third parties); see High-Tech Bullying is Sweeping the Nation, KENT
& SUSSEX COURIER (U.K.), Sept. 8, 2006, at 10 (describing the snowball effect of harassing
message board posts and mobile phone texts that escalate bullying and threats aimed at
victims).

178 See SOLOVE, supra note 4, at 190 (discussing how a libertarian approach to address
online attacks on reputation is unacceptable given the threat to privacy caused by the
increasing spread of online information and the unlikelihood of market correction).

"9 See DERRICK BELL, AND WE ARE NOT SAVED: THE ELUSIVE QUEST FOR RACIAL

JUSTICE 59 (1987) [hereinafter BELL, WE ARE NOT SAVED] (explaining that because
legislatures and executives were unresponsive to civil rights issues, groups fighting for
racial justice such as the NAACP relied on the courts as a matter of necessity). Professor
Bell analogized civil rights litigation to "a leaky boat that one paddles through treacherous
waters." Derrick Bell, Foreword: The Civil Rights Chronicles, 99 HARV. L. REV. 4, 35-36
(1985). As Bell suggests, pursuing civil rights litigation is essential until a better option
presents itself. Id. at 36.

180 BELL, WE ARE NOT SAVED, supra note 179, at 63-74 (explaining that progress on
racial issues depends on the ability to convince whites that they will benefit from a social
justice agenda); Derrick A. Bell, Jr., Comment, Brown v. Board of Education and the
Interest Convergence Dilemma, 93 HARV. L. REV. 518, 523 (1980), reprinted in CRITICAL
RACE THEORY: THE KEY WRITINGS THAT FORMED THE MOVEMENT 20, 22 (Kimberl6
Crenshaw et al. eds., 1995) [hereinafter Bell, Interest Convergence]. Professor Bell
contends that "the Fourteenth Amendment, standing alone, will not authorize a judicial
remedy providing effective racial equality for blacks where the remedy sought threatens the
superior societal status of middle- and upper-class whites." Bell, Interest Convergence,
supra, at 22; see also Richard Delgado & Jean Stefancic, Introduction to CRITICAL RACE
THEORY: THE CUrrTING EDGE, at xvi-xvii (Richard Delgado & Jean Stefancic eds., 2d ed.
2000) ("Because racism is an ingrained feature of our landscape, it looks ordinary and
natural to persons in the culture.... [W]hite elites will tolerate or encourage racial
advances for blacks only when such advances also promote white self-interest.").
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online attacks and proposing remedies under criminal statutes and general tort
doctrines.

On the other hand, online attacks are fundamentally civil rights violations
and, in many respects, mirror activities that prompted enactment of prior
centuries' civil rights laws. Accordingly, Section B shows how civil rights
laws fill critical gaps left by traditional tort and criminal law in combating the
individual and societal harm that online mobs inflict.

A. Converging the Interests of the Majority with Those of Subjugated Groups

1. Broader Societal Harm Wrought by Online Mobs

Although online mobs typically focus on women, people of color, and other
traditionally subjugated groups, they harm society at large. When mobs
succeed in their professed goal of driving bloggers offline, or of using online
attacks to silence their victims' offline speech, they impoverish the dialogue
society depends upon for purposes great and small. The attacks on Kathy
Sierra deprived society of an apparently talented and enthusiastic blogger on
software design. 181

The proliferation of sexual threats and violent sexual imagery on websites
not otherwise devoted to such material increases the likelihood that children
and unwilling adults will encounter it. As such material becomes increasingly
difficult to avoid, increasing numbers of parents will restrict or deny their
children's Web access and other adults will turn away from the Internet in
disgust. Moreover, when online mobs post Social Security numbers and other
information to facilitate identity theft, they increase the receipts of identity
theft rings and spread costs throughout the financial sector. Their
dissemination of disinformation about potential employees in a manner that as
a practical matter is impossible to refute distorts the employment market.I82

On a more granular level, support for this proposal will extend beyond those
interested in protecting individuals from traditionally disadvantaged groups
because the traditional criminal and tort law doctrines featured here can be
invoked by individuals from dominant groups who have been attacked online.
Examples of such online harassment abound. For instance, in the summer of
2008, a man sought to ruin the reputation of an investment banker, Steven
Rattner, who allegedly had an affair with the man's wife.18 3 On six websites,
the man accused Mr. Rattner of trying to "steal" the man's wife with exotic
trips and expensive gifts.' 8 4 He included these accusations in e-mails to Mr.

181 See supra notes 12-22 and accompanying text.
112 Even if the mobs' accusations are only modestly persuasive, risk-averse employers

may select other candidates.
183 Andrew Ross Sorkin, On Wall St., Reputation Is Fragile, N.Y. TIMES, Aug. 5, 2008,

at Cl.
184 Id.
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Rattner's colleagues, clients, and reporters. 185 Although Mr. Rattner admits
having the affair, he says the man's other claims are "either untrue or a gross
exaggeration."' 86 The online accusations spread like a virus, forcing Mr.
Rattner to resign from his job. 187 This example shows that because online
attacks harm not only vulnerable individuals like women and minorities, but
also individuals from dominant groups like Mr. Rattner, one can expect
widespread support for the application of general tort and criminal law
remedies for online assaults.

2. Traditional Tort and Criminal Laws That Should Be Invoked to
Combat Cyber Harassment

Traditional criminal prosecutions and tort suits should be pursued to deter
and remedy an online mob's assaults. 188 Prosecutors can pursue online mobs
for computer-related crimes, 189 such as hacking into a victim's computers and
password-protected accounts 9 ° or disseminating denial-of-service and "image
reaping" attacks to shut down blogs and websites. 191 They can also prosecute
cyber mobs under 18 U.S.C. § 875(c) for online threats of rape, strangulation,
and other physical harm if victims could have reasonably believed that those
threatening them expressed a serious intent to inflict bodily harm. 192 Further,

185 Id.
186 Id.
187 Id.
188 This Article does not catalog every possible traditional tort or crime implicated by the

attacks of online mobs. Instead, it offers examples of traditional legal remedies that might
be pursued against online mobs.

189 Xiaomin Huang et al., Computer Crimes, 44 AM. CRIM. L. REv. 285, 298-92 (2007).
190 18 U.S.C. § 1030(a)(2)(C) (2000) (punishing the intentional access of a computer

without authorization to obtain information); id. § 1030(a)(4) (prohibiting unauthorized
access of a protected computer where the perpetrator intends to fraudulently obtain
something of value); see, e.g., United States v. Ivanov, 175 F. Supp. 2d 367, 371 (D. Conn.
2001) (holding that stealing credit card numbers from a computer amounted to theft of
something valuable under § 1030(a)(4)). Computer hackers have been prosecuted for
stealing a variety of sensitive personal information, from credit card numbers to medical
data. E.g., Selling Singer's Files Gets Man Six Months, HOUSTON CHRON., Dec. 2, 2000, at
A2; Press Release, U.S. Dep't of Justice, Russian Computer Hacker Sentenced to Three
Years in Prison (Oct. 4, 2002), available at http://www.cybercrime.gov/gorshkovSent.htm.

191 18 U.S.C. § 1030(a)(5) (imposing criminal sanctions for knowingly causing the
transmission of a program, code, or command that causes damage to computers); 18 U.S.C.
§ 1030(e) (stating that victims need only suffer impairment to integrity or availability of
data, programs, systems, or information to sustain a § 1030(a)(5) conviction).

192 Section 875(c) prohibits the transmission "in interstate or foreign commerce" of
communications that contain threats to injure another person. 18 U.S.C. § 875(c); see, e.g.,
United States v. Teague, 443 F.3d 1310, 1317 (10th Cir. 2006). Similarly, many states have
some form of assault law that proscribes the use of words to create fear of harm in a victim.
See KENT GREENAWALT, SPEECH, CRIME, AND THE USES OF LANGUAGE 90-104 (1989). In the
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prosecutors could charge an individual with the intent to aid and abet identity
theft for the posting of Social Security numbers. 193 In addition to criminal
prosecutions, victims can bring civil causes of action based on any of the
computer-related crimes discussed above. 194

Targeted individuals could also pursue general tort claims, such as
defamation. 195 False statements and distorted pictures that disgrace plaintiffs
or injure their careers constitute defamation per se, for which special damages
need not be proven. 196 Numerous statements and pictures described in Part I, if
indeed false, provide grounds for defamation claims as they degrade societal
perceptions of the targeted individuals. 197

Victims could sue for public disclosure of private facts. The public-
disclosure-of-private-facts tort involves the publicity of private, non-
newsworthy information, disclosure of which would be "highly offensive to a
reasonable person." 198 The tort's applicability seems clear for an online mob's
publication of a plaintiff's Social Security number; such a release would offend
the reasonable person given the concomitant risk of identity theft. 199

Many victims may have actions for intentional infliction of emotional
distress. That tort responds to "extreme and outrageous conduct" by a

AutoAdmit case, the targeted individuals could have reasonably believed that those
threatening them meant to express a serious intent to inflict bodily harm and had the ability
to carry out the attacks where the posts detailed their home addresses, clothing, and
schedule, suggesting the poster's close proximity. See supra notes 54-87 and accompanying
text (summarizing AutoAdmit postings that described female student's attire, suggesting
contact with targeted women, and warned of rape).

193 The Identity Theft Assumption Deterrence Act of 1998 outlaws the knowing transfer
or use of another person's means of identification with the intent to commit or to aid or abet
unlawful activity. 18 U.S.C. § 1028(a)(7). Courts have upheld convictions for aiding and
abetting identity theft in cases where defendants posted Social Security numbers, home
addresses, and driver's licenses online for identity thieves to use. See, e.g., United States v.
Sutcliffe, 505 F.3d 944, 950-52, 959-60 (9th Cir. 2007).

194 18 U.S.C. § 1030(g); Fiber Sys. Int'l, Inc. v. Roehrs, 470 F.3d 1150, 1155-56 (5th Cir.
2006).

195 Cf LAWRENCE M. FRIEDMAN, GUARDING LIFE'S DARK SECRETS: LEGAL AND SOCIAL

CONTROLS OVER REPUTATION, PROPRIETY, AND PRIVACY 43, 235 (2007).
196 See, e.g., Kiesau v. Bantz, 686 N.W.2d 164, 169-70, 178 (Iowa 2004) (upholding a

finding of libel per se where the defendant altered a photograph of a female police officer to
make it appear that she intentionally exposed her breasts and e-mailed the picture to
plaintiffs colleagues); Rombom v. Weberman, No. 1378/00, 2002 WL 1461890, at *2
(N.Y. Sup. Ct. June 13, 2002) (upholding a defamation award based on defamatory per se
for online postings asserting the plaintiff was a "pathological liar," a psychopath, a burglar,
and a kidnapper).

197 See supra text accompaying notes 16, 18, 65-73, 80, 81, 96, 98, 120.
198 RESTATEMENT (SECOND) OF TORTS § 652D (1977); see DANIEL J. SOLOVE,

UNDERSTANDING PRIVACY 101-06 (2008).
199 See supra note 15 and accompanying text (discussing the release of Ms. Sierra's

Social Security number).

2009]



BOSTON UNIVERSITY LA W REVIEW

defendant who intended to cause, or recklessly caused, the plaintiffs severe
emotional distress. 200  Courts are more willing to consider conduct
"outrageous" if the defendant exploited an existing power disparity between
the parties or knowingly took advantage of a vulnerable plaintiff.20 Various
types of online harassment have supported emotional distress claims, including
threats of violence, the publication of a victim's sensitive information, and
disparaging racial remarks. 20 2 Victims can certainly argue that many of the
assaults featured in Part I constitute "extreme and outrageous" conduct and
caused severe emotional distress, as nearly all of them involved gruesome
threats of physical violence and other forms of harassment. 20 3

Some victims may also bring actions for intrusion on seclusion. This tort
protects against intentional intrusions into a person's "private affairs or
concems" if the intrusions would be "highly offensive to a reasonable
person."20 4 Courts have upheld intrusion claims for deliberate interruptions of
a person's online activities. 20 5 Online mobs could face intrusion claims for
hacking into password protected e-mail accounts containing private
correspondence and conducting denial-of-service attacks to shut down personal
blogs and websites. 20 6

200 RESTATEMENT (SECOND) OF TORTS § 46(1) (1965).
201 Id. § 46 cmts. e-f (1965); see, e.g., Inland Mediation Bd. v. City of Pomona, 158 F.

Supp. 2d 1120, 1132, 1156-57 (C.D. Cal. 2001) (upholding an emotional distress claim
based on defendant's criminal behavior and public comment that he refused to rent to
Blacks because they "were nothing but trouble" on the grounds that a jury "may consider a
plaintiffs race in evaluating the plaintiff's susceptibility to emotional distress resulting from
discriminatory conduct").

202 See, e.g., Gonsalves v. Conseco Ins. Co., No. Civ. S-06-0058 WBS KJM, 2006 WL
3486962, at *6 (E.D. Cal. Dec. 1, 2006) (denying the defendant's motion for summary
judgment on a claim of intentional infliction of emotional distress because a reasonable jury
could find that posting the plaintiff's name and Social Security number on a website
amounted to extreme and outrageous conduct); State v. Carpenter, 171 P.3d 41, 58 (Alaska
2007) (holding the defendant radio announcer's actions could constitute extreme and
outrageous conduct because he gave his audience the victim's telephone and fax numbers
and urged the audience to make the victim's life "a living hell"); Delfino v. Agilent Techs.,
Inc., 52 Cal. Rptr. 3d 376, 382 n.6, 392 (2006) (concluding that "odious e-mail messages
and postings" threatening, "'[y]ou can look forward to all your fingers getting broken,
several kicks to the ribs and mouth, break some teeth [sic], and a cracked head,"' may
constitute extreme and outrageous acts).

203 See supra text accompanying notes 15, 20-22, 86 (describing Kathy Sierra's response
to online threats, the emotional distress alleged by AutoAdmit plaintiffs, and online postings
of victims' Social Security numbers).

204 RESTATEMENT (SECOND) OF TORTS § 652B (1977).
205 See, e.g., Donnel v. Lara, 703 S.W.2d 257, 260 (Tex. Ct. App. 1985) (recognizing an

intrusion claim where a creditor made intrusive phone calls to the plaintiff).
206 See supra notes 91, 107, 116 and accompanying text (describing a mob's conduct of

hacking into a woman's e-mail, Facebook, and MySpace accounts to obtain her passwords
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B. A Crucial Deterrent and Remedy for Cyber Harassment of Vulnerable
Individuals: Civil Rights Law

A meaningful response to abusive online mobs would include the
enforcement of existing civil rights laws for several reasons. First, civil rights
laws recognize the serious injuries that online mobs inflict on victims, their
communities, and society as whole.20 7 Cyber attacks marginalize individuals
belonging to traditionally subordinated groups, causing them deep
psychological harm.208 Victims feel helpless to avoid future attacks because
they are unable to change the characteristic that made them victims. 20 9 They
experience feelings of inferiority, shame, and a "profound sense of
isolation. '210 The attacks perpetrate economic intimidation and suppress civic
engagement, depriving vulnerable individuals of their equal right to participate
in social, economic, and political life. 211

Bias-motivated conduct also provokes retaliation and incites community
unrest.212 Such attacks also harm the community that shares the victim's race,
gender, religion, or ethnicity - community members experience attacks as if
the attacks happened to them.2 13 Moreover, society suffers when victims and
community members isolate themselves to avoid future attacks and when cyber
mobs violate our shared values of equality and pluralism.2 14 Traditional tort
and criminal law fail to respond to such systemic harm and, indeed, may
obscure a full view of the damage.

and sensitive personal information and detailing denial-of-service and "image reaping"
attacks).

207 Frederick M. Lawrence, The Evolving Federal Role in Bias Crimes Law Enforcement

and the Hate Crimes Prevention Act of 2007, 19 STAN. L. & POL'Y REv. 251, 255-59 (2008)
[hereinafter Lawrence, Evolving Role].

208 See Joshua Cohen, Freedom of Expression, 22 PHIL. & PUB. AFF. 207, 255-57 (1993).

209 FREDERICK M. LAWRENCE, PUNISHING HATE: BIAS CRIMES UNDER AMERICAN LAW 40

(1999) [hereinafter LAWRENCE, PUNISHING HATE].
210 Id. at 40-41; Lawrence, Evolving Role, supra note 207, at 255. Charles Lawrence

distinguishes racist speech from other offensive words because they "evoke in you all of the
millions of cultural lessons regarding your inferiority that you have so painstakingly
repressed, and imprint upon you a badge of servitude and subservience for all the world to
see." Charles R. Lawrence III, If He Hollers Let Him Go: Regulating Racist Speech on
Campus, 1990 DUKE L.J. 431,461.

211 See KENNETH L. KARST, BELONGING TO AMERICA: EQUAL CITIZENSHIP AND THE

CONSTITUTION 13 (1989); ANDREW KOPPELMAN, ANTIDISCRIMINATION LAW AND SOCIAL

EQUALITY 57-114 (1996) (summarizing arguments that a central purpose of
antidiscrimination law is to remedy the stigmatization that deprives individuals of equal
participation in society).

212 See Lawrence, Evolving Role, supra note 207, at 258 & n.20 (describing the Crown
Heights riots, in which "the mere perception of a bias crime" provoked several days of
retaliation and community unrest).

213 See id. at 257-58.

214 LAWRENCE, PUNISHING HATE, supra note 209, at 43-44.
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Second, a civil rights approach would play a valuable normative and
expressive role in society.2 15 Civil rights prosecutions would communicate
society's commitment to "values of equality of treatment and opportunity" and
make clear that conduct transgressing those values will not be tolerated.2 16

They also would be a powerful stigmatizing tool 217 because the fear of censure
might inhibit abusive behavior.218

Third, viewing the assaults as civil rights violations might provide an
incentive for prosecutors to pursue criminal charges. To date, law
enforcement's response to online criminal activities has evolved slowly.2 19

Computer crimes are difficult to prosecute given law enforcement's relative
unfamiliarity with technology. 220 Prosecutors might devote more resources to
untangling a case's difficult technological issues if they recognized its civil
rights implications.

Fourth, civil rights laws have attractive remedial features. Because damages
may be hard to prove and quantify, and because many plaintiffs cannot afford
to litigate based on principle alone, the high cost of litigation often deters the
filing of general tort suits.221 The awards of attorney's fees possible under
many civil rights statutes might make some cases affordable to pursue.

Fifth, civil rights suits may reach wrongs that would otherwise escape
liability. These include victims' rights to be free from economic intimidation
and cyber harassment based on race and gender.

215 See Deborah Hellman, The Expressive Dimension of Equal Protection, 85 MINN. L.

REv. 1, 2, 30, 37 (2000) (exploring the expressive dimension of law in equality
jurisprudence and articulating an expressivist theory of Equal Protection, namely that "state
action violates Equal Protection if its meaning conflicts with the government's obligation to
treat each person with equal concern"). A compelling body of literature addresses the merits
of expressivist conceptions of law more generally. Id. at 28-37. See generally Matthew D.
Adler, Expressive Theories of Law: A Skeptical Overview, 148 U. PA. L. REv. 1363 (2000)

(concluding that expressive theories of the law are unpersuasive because adherents confuse
"social meaning" with linguistic meaning); Richard H. Pildes, Why Rights Are Not Trumps:
Social Meanings, Expressive Harms, and Constitutionalism, 27 J. LEGAL STUD. 725 (1998)
(espousing the importance of the "expressive dimension of governmental action" in
constitutional law as a foil to Dworkin's conception of rights as "trumps" that protect
individual interests contrary to the common good).

216 LAWRENCE, PUNISHING HATE, supra note 209, at 167-69.

217 See Dan M. Kahan, What Do Alternative Sanctions Mean?, 63 U. CHi. L. REv. 591,

592 (1996) (explaining the expressive and normative importance of imprisonment as
symbolizing moral condemnation).

218 See Cass R. Sunstein, On the Expressive Function of Law, 144 U. PA. L. REv. 2021,

2029-36 (1996). Of course, the tort remedies and criminal prosecutions discussed above
also play an important expressive and normative role. See supra Part II.A.2.

219 Smith, supra note 51, at 28.
220 Huang et al., supra note 189, at 315-16.
221 See Lyrissa Barnett Lidsky, Silencing John Doe: Defamation & Discourse in

Cyberspace, 49 DUKE L.J. 855, 872-76 (2000).

[Vol. 89:61



CYBER CIVIL RIGHTS

Finally, civil rights law has adapted over the years to many of the conditions
that exacerbate the extreme behavior of online mobs. 222 It has had to respond
to hateful mobs emboldened by anonymity. It also has confronted the
objectification of subordinated people, a process the Internet fosters by
disaggregating people into screen presences that mob members can attack as if
playing a computer game.

1. Common Civil Rights Doctrines

Online assaults motivated by race discrimination that interfere with an
individual's ability to make a living can support civil and criminal actions.223

Title 42 U.S.C. § 1981 guarantees members of racial minorities "the same right
in every State. .. to make and enforce contracts. .. as is enjoyed by white
citizens .... "224 A plaintiff must show that the defendant intended to
discriminate on the basis of race and that the discrimination concerned the
"making and enforcing" of contracts. 225 Courts have upheld § 1981 damages
in cases where masked mob members used tactics of intimidation to prevent
members of racial minorities from "making a living" in their chosen field.226

Section 1981 remedies "purely private" acts of racial discrimination and thus
does not require state action.227

Similarly, 18 U.S.C. § 245(b)(2)(C), a provision of the Civil Rights Act of
1968, criminalizes "force or threat[s] of force" designed to intimidate or
interfere with a person's private employment due to that person's race,

222 See supra Part I.B.

223 This Section focuses on federal civil rights legislation, both criminal and civil, which

often parallel laws on the state level.
224 42 U.S.C. § 1981 (2000); Saint Francis Coll. v. A1-Khazraji, 481 U.S. 604, 609

(1987). Section 1981 was enacted under the Thirteenth Amendment, which allowed
Congress to rationally determine the badges and incidents of slavery and to translate them
into effective legislation. Runyon v. McCrary, 427 U.S. 160, 170 (1976). People who are
protected by the statute include those who "are subjected to intentional discrimination solely
because of their ancestry or ethnic characteristics." AI-Khazraji, 481 U.S. at 613.

225 Morris v. Office Max, Inc., 89 F.3d 411, 413 (7th Cir. 1996). The "mak[ing] and
enforce[ment of] contracts" is defined as "the making, performance, modification, and
termination of contracts, and the enjoyment of all benefits, privileges, terms and conditions
of the contractual relationship." 42 U.S.C. § 198 1(b).

226 E.g., Vietnamese Fishermen's Ass'n v. Knights of the Ku Klux Klan, 518 F. Supp.
993, 1001-04, 1008, 1016-17 (S.D. Tex. 1981) (upholding a judgment in a § 1981 case

where hooded Klan members threatened violence and burned crosses to prevent Vietnamese
fishermen from fishing in Gulf waters which held plaintiffs had a protected interest in
making a living free from racial animus).

227 Patterson v. McLean Credit Union, 491 U.S. 164, 185 (1989); Runyon, 427 U.S. at
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religion, or national origin. 228  Congress enacted § 245 to rid interstate
commerce of the burdens imposed by denying persons equal employment
opportunities and other federally protected activities through threats of
violence. 229  Courts have upheld § 245 prosecutions where defendants
threatened violence over employees' e-mail and voicemail.230

Gender discrimination that interferes with a person's ability to make a living
can be pursued under Title VII of the Civil Rights Act of 1964, which
sanctions those who intimidate, threaten, or coerce, or attempt to intimidate,
threaten, or coerce someone with the purpose of interfering with employment
opportunities due to their gender.23' The Attorney General can file civil suits
for injunctive relief.232 Such actions can be asserted against private actors
because Congress enacted Title VII of the Civil Rights Act of 1964 pursuant to
a valid exercise of its power to regulate interstate commerce. 233 Courts have
upheld Title VII violations where masked defendants engaged in "economic
coercion" and intimidation to prevent vulnerable individuals from
employment.

234

Destructive online crowds intimidate women and members of racial and
religious minorities, preventing them from "making a living" due to
discriminatory animus. Because the Internet fuses our public and private lives
and is a workplace for many, online attacks on vulnerable individuals often
interfere with their equal right to pursue work. For instance, women who stop
blogging in the face of an online mob's attack lose advertising revenue and
opportunities for advancement. 235 According to technology blogger Robert
Scoble, women who lack a robust online presence are "never going to be
included in the [technology] industry." 236 Online mobs also conduct denial-of-
service attacks to shut down blogs that generate income for women and racial
minorities. They spread damaging statements to employers and professors for
whom victims may work in order to interfere with their employment
opportunities.

228 18 U.S.C. § 245(b)(2)(C) (2000). "The statutory language that eventually became §

245 originated in Title V of the proposed Civil Rights Act of 1966." United States v. Lane,
883 F.2d 1484, 1489 n.8 (10th Cir. 1989).

229 Lane, 883 F.2d at 1492-93 (holding that § 245(b)(2)(C) could be applied in the race-
motivated murder of a Jewish radio talk show host because Corgress may, in a valid
exercise of its Commerce Clause power, "prohibit a person from denying another person
equal employment opportunities because of his race by violently injuring or killing him").

230 United States v. Syring, 522 F. Supp. 2d 125, 126 (D.D.C. 2007).
231 42 U.S.C. § 2000e-2 (2000).
232 Id. § 2000e-6.
233 United States v. Original Knights of Ku Klux Klan, 250 F. Supp. 330, 349 (E.D. La.

1965); see Heart of Atlanta Motel, Inc. v. United States, 379 U.S. 241, 250 (1964);
Katzenbach v. McClung, 379 U.S. 294, 304 (1964).

234 Original Knights ofKu Klux Klan, 250 F. Supp. at 356.
235 See Nakashima, supra note 9.
236 Id.
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Online mob attacks also implicate state laws penalizing those who harass or
stalk another by communicating words, images, or language through electronic
mail or the Internet, directed to a specific person, which would cause a
reasonable person substantial emotional distress or fear of bodily harm. 237

Some states explicitly criminalize posting messages with the intent to urge or
incite others to harass a particular individual. 238 For instance, California
authorities obtained a guilty plea from a defendant who terrorized a victim by
impersonating her in chat rooms and online bulletin boards, where the
defendant posted the victim's home address and messages suggesting the
victim fantasized about being raped.239

2. Civil Rights Doctrines Focusing on Anonymous Attackers

Civil rights law has long recognized the dangers that anonymous mobs pose.
Title 42 U.S.C. § 1985(3) allows damage suits against:

[T]wo or more persons in any State or Territory [who] conspire or go in
disguise on the highway or on the premises of another, for the purpose of
depriving, either directly or indirectly, any person or class of persons of
the equal protection of the laws, or of equal privileges and immunities
under the laws; or for the purpose of preventing or hindering the
constituted authorities of any State or Territory from giving or securing to
all persons within such State or Territory the equal protection of the
laws .... 240

To similar effect, 18 U.S.C. § 241 establishes criminal penalties for "two or
more persons [who] go in disguise on the highway, or on the premises of
another, with intent to prevent or hinder his free exercise or enjoyment of any

237 See, e.g., CAL. PENAL CODE § 653m(b) (West 1999); FLA. STAT. ANN. § 784.048

(West 2007). Typically, the mens rea for cyber stalking crimes is the intent to engage in
conduct that causes the targeted individual to fear for her safety or suffer severe emotional
distress. Naomi Harlin Goodno, Cyberstalking, a New Crime: Evaluating the Effectiveness
of Current State and Federal Laws, 72 Mo. L. REv. 125, 133-34 (2007). Forty-six stalking
and harassment state statutes have withstood vagueness and overbreadth challenges. See,
e.g., State v. Richards, 896 P.2d 357, 359-60 (Idaho Ct. App. 1995); Commonwealth v.
Hendrickson, 724 A.2d 315, 319 (Pa. 1999). States such as Oregon revised harassment laws
that were struck down on vagueness and overbroad grounds. Compare State v. Sanderson,
575 P.2d 1025, 1027 (Or. Ct. App. 1978) (en banc) (striking down a harassment statute
because the phrase "alarms or seriously annoys" was too vague), with State v. Maxwell, 998
P.2d 680, 684-86 (Or. Ct. App. 2000) (upholding a stalking conviction against a challenge
that the statutory term "visual or physical presence" was unconstitutionally vague under the
Oregon Constitution).

238 E.g., OHIO REV. CODE ANN. § 2903.21. l(A)(1)-(2) (LexisNexis Supp. 2008).

239 U.S. DEP'T OF JUSTICE, 1999 REPORT ON CYBERSTALKING: A NEW CHALLENGE FOR

LAW ENFORCEMENT AND INDUSTRY (1999), available at
http://www.usdoj.gov/criminal/cybercrime/cyberstalking.htm. Part I documents examples
of such online harassment and stalking of women and people of color.

240 42 U.S.C. § 1985(3) (2000).
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right or privilege" that is "secured to him by the Constitution or laws of the
United States, or because of his having so exercised the same."2'

Online mobs go in disguise on the Internet for the admitted purpose of
suppressing the free speech of victims expressly targeted because they are
women, people of color, members of religious minorities, or gays or lesbians.
Sections 1985 and 241 similarly proscribe conspiracies to deprive others of
civil rights. 242 Section 1986 then establishes a cause of action against any
person, "having knowledge that any of the wrongs conspired to be done, and
mentioned in section 1985 ... are about to be committed," who could have
helped prevent those acts from being committed but who fails to do so. 2 43

Efforts to apply these statutes to anonymous online mobs nonetheless face
formidable obstacles. During Reconstruction, United States v. Cruikshank
interpreted the language of the Enforcement Act, which included much of the
language later incorporated into § 1985(3), as not reaching purely private
conspiracies, and suggested Congress lacked the authority to go farther.244

Almost one hundred years later, the Court found that Congress could reach
some purely private conspiracies through its powers to implement the
Thirteenth Amendment and to protect the right to interstate travel.245 More
recently, however, the Court narrowed the statute's reach, finding it only
covers private conspiracies ".aimed at interfering with rights' that are
'protected against private, as well as official, encroachment.' ' 246 The Court
held that freedom of speech is not such a right.247

The Court noted that the Commerce Clause "no doubt" allowed Congress to
proscribe private efforts to prevent the exercise of speech or rights secured
only against state interference, but held "§ 1985(3) is not such a provision"
because of its references to "rights, privileges, and immunities" under the
laws. 248 Whatever one may think of this interpretation, Congress has since
enacted such a law. The Violence Against Women Act ("VAWA") penalizes
anyone who "utilizes a telecommunications device, whether or not

241 18 U.S.C. § 241 (2000).
242 Section 1985(3) simply creates a cause of action against conspiracies with any of the

same objects proscribed for persons going in disguise. 42 U.S.C. § 1985(3). Section 241
criminalizes "conspir[acies] to injure, oppress, threaten, or intimidate any person in [the
United States] in the free exercise or enjoyment of any right or privilege secured to him by
the Constitution .. " 18 U.S.C. § 241.

243 42 U.S.C. § 1986.
244 United States v. Cruikshank, 92 U.S. 542, 554-55 (1875).

245 Griffin v. Breckenridge, 403 U.S. 88, 104-06 (1971).

246 Bray v. Alexandria Women's Health Clinic, 506 U.S. 263, 268 (1993) (quoting

United Bhd. of Carpenters Local 610 v. Scott, 463 U.S. 825, 833 (1983)). The Court also

suggested "it is a close question whether § 1985(3) was intended to reach any class-based
animus other than animus against Negroes and those who championed their cause....
United Bhd. of Carpenters Local 610,463 U.S. at 836.

247 United Bhd. of Carpenters Local 610, 463 U.S. at 830.

248 Id. at 833.
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conversation or communication ensues, without disclosing his identity and
with the intent to annoy, abuse, threaten or harass any person at the called
number or who receives communications" with fines or imprisonment.24 9 A
telecommunications device is defined to include "any device or software that
can be used to originate telecommunications or other types of communications
that are transmitted, in whole or in part, by the Internet. ' '250 The provision
applies to individuals who anonymously and intentionally harass or threaten
another over the Internet. 251 Given prosecutors' reluctance to date to invoke
VAWA,252 Congress would do well to enact a parallel civil remedy to
accompany it, much as § 1985(3) and § 1986 supplement § 241.

1II. PROTECTING ONLINE DIALOGUE

Civil rights movements have fairly similar life cycles. In its first stage, the
movement seeks recognition of a marginalized group's members as social
equals worthy of respect. At this stage, the law has an enormous impact on the
well-being of subordinated people - such as its recognition of equal
citizenship, the ability to marry, the right to own property, and so forth - but
only a minor impact on society's overall functionality. 253 Here, the movement
can be characterized primarily as an assault on the most gratuitous
manifestations of discrimination.

Bringing full equality to formerly subordinated people, however, typically
requires more. The civil rights movement next comes into conflict with
entrenched societal values. Abolitionists faced claims of property rights and

249 47 U.S.C.A. § 223(a)(1)(C) (West 2008). At its passage, the statute stirred significant

controversy given its inclusion of the term "annoy" because the term might capture a wide
range of anonymous Internet banter that falls short of cyber stalking. Goodno, supra note
237, at 149; Posting of Daniel J. Solove to Concurring Opinions,
http://www.concurringopinions.com/archives/2006/01/annoy-someoneo.html#c 1603 (Jan.
10, 2006, 00:27). Courts have responded to this controversy, finding that although the
statute might have unconstitutional applications, it would not warrant facial invalidation on
vagueness or over breadth grounds. See, e.g., United States v. Eckhardt, 466 F.3d 938, 943-
44 (11 th Cir. 2006).

250 47 U.S.C.A. § 223(h)(1)(C).
251 United States v. Tobin, 545 F. Supp. 2d 189, 193 (D.N.H. 2008) (finding that a

defendant must "have a specific purpose to cause emotional upset in a person"). Naomi
Goodno suggests that cyberstalking statutes may be inapplicable to online postings that
terrorize victims and may only apply to e-mail directed to the victim. Goodno, supra note
237, at 149. Yet VAWA extends to communications "originat[ing]" from a "device or
software" that were "transmitted, in whole or in part, by the Internet" to a victim who
"receives the communication," 47 U.S.C.A. § 223(a)(l)(C)-(h)(1)(C), and thus a less
restrictive reading is certainly possible.

252 Kelli C. McTaggart, Note, The Violence Against Women Act: Recognizing a Federal
Civil Right to Be Free from Violence, 86 GEO. L.J. 1123, 1146 (1998).

253 BERNARD SCHWARTZ, THE LAW IN AMERICA: A HISTORY 94 (1974).
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states' rights. 254 The civil rights movement of the mid-twentieth century again
confronted claims for limited government and states' rights.255 More recent
efforts to integrate people of color, and women, into public life have faced
similar resistance, asserting New Deal norms of efficiency and merit.256 In
each case, advocates of the entrenched, supposedly neutral norm insist that it
must be upheld absolutely lest the law slide down a slippery slope leading to a
profoundly worse society. 257 Implicit, and sometimes explicit, in these calls to
hold supposedly neutral norms inviolate is a demand that marginalized
individuals sacrifice full equality for the greater good.25 8

In hindsight, these absolutists appear misguided. Requiring foundational
norms to accommodate civil rights did not destroy those norms but, in some
cases, strengthened them. Property rights had never been absolute, and ceasing
to treat human beings as the property of another buttressed property law's
credibility by separating it from the ignominy of slavery. States and public
accommodations lost the right to exclude or discriminate on the basis of race,
yet states' powers have, if anything, grown, perhaps because states seem more
trustworthy having shed the baggage of Jim Crow. Civil rights legislation did
not stop deregulation and deep tax cuts from shrinking government. And as
employers come to grips with the realities of diverse workplaces and
accommodation of people with disabilities, they are finding that diverse
environments do not sacrifice efficiency, but, in fact, enhance it.259

If past conflicts between civil rights and those foundational values seem
contrived today, it is because we recognize that those values retain their power
without being absolute260 and that accommodating them to civil rights norms

254 See Austin Allen, Rethinking Dred Scott: New Context for an Old Case, 82 CHI.-

KENTL. REv. 141, 145 (2007).
255 See FRIEDMAN, supra note 3, at 526. Absolutist claims based on these norms

successfully derailed the Reconstruction-era civil rights movement, leading to a century of
brutal subordination and hardship that discredited rather than strengthening states' rights.

256 See LAWRENCE M. FRIEDMAN, LAW IN AMERICA: A SHORT HISTORY 143 (2002).

257 See, e.g., David E. Bernstein, Defending the First Amendment from

Antidiscrimination Laws, 82 N.C. L. REV. 223, 227-28 (2003) (arguing that
antidiscrimination laws threaten free speech and that the government's weakening of civil
liberties in favor of equality threatens to undermine all other liberties).

258 See J.M. Balkin, Some Realism About Pluralism: Legal Realist Approaches to the
First Amendment, 1990 DUKE L.J. 375, 383-84 [hereinafter Balkin, Realism About
Pluralism] (explaining that the Ku Klux Klan embraced an absolutist approach to the First
Amendment that once held sway with civil rights activists of the 1950s and 1960s in
denouncing laws that combat racial discrimination).

259 See id. at 420-21 (arguing that an absolutist approach to the First Amendment is
misguided when addressing sexual and racial harassment in the workplace as there will be
no counter speech due to the directness of the intimidation).

260 See RONALD DWORKIN, TAKING RIGHTS SERIOUSLY 92 (1977) (contrasting absolute
and less-than-absolute rights and noting that the strength of society's commitment to a
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has not led to their wholesale collapse. We should assess the argument that
free speech absolutism should trump civil rights concerns in light of this
history.

In much the same way the pre-Industrial Age underscored the importance of
property rights and the Industrial Age exalted private ordering through
contract, the Information Age depends upon the Internet for its economic
success. The Internet is also as fundamental to shaping our current political
order as the concepts of states' rights and limited government were in an
earlier age. 26 1 Just as changing circumstances justified curtailing the right to
contract in the 1930s, today's networked environment warrants a rejection of
free-speech absolutism. 262  Allowing women, people of color, and other
vulnerable people to be denied the full panoply of the opportunities available
on the Internet, rather than searching for a meaningful accommodation with
other important norms, would constitute a heavy blow to both civil rights and
civil liberties.

Section A argues that robust protection of civil rights on the Internet would,
in fact, promote far more valuable speech than it would inhibit. Section B
looks more broadly at normative bases of the protection of free speech in
society, finding that a balancing of civil rights goals with free speech values is
feasible and desirable here. Section C explores why First Amendment doctrine
does not impede the protections of cyber civil rights described in Part II.

A. Online Mobs and Individual Autonomy

One of free speech's most important functions is promoting individual
autonomy.2 63 This view urges that people be free to choose their own path.264

Free speech facilitates self-mastery, allowing people to author their own
narratives. 265 Commentators characterize respect for autonomy of speech and
thought as necessary for legitimate government.266 For some, freedom from

particular right can be assessed by which other rights society allows that particular right to
trump).

261 YOCHAI BENKLER, THE WEALTH OF NETWORKS: How SOCIAL PRODUCTION

TRANSFORMS MARKETS AND FREEDOM 232 (2006).
262 Balkin, Realism About Pluralism, supra note 258, at 383.
263 See, e.g., THOMAS I. EMERSON, THE SYSTEM OF FREEDOM OF ExPRESSION 6-7 (1970);

C. Edwin Baker, Scope of the First Amendment Freedom of Speech, 25 UCLA L. REV. 964,
964-66 (1978); Richard H. Fallon, Jr., Essay, Two Senses of Autonomy, 46 STAN. L. REV.
875, 875 (1994); Martin H. Redish, The Value of Free Speech, 130 U. PA. L. REV. 591, 593
(1982) ("[F]ree speech ultimately serves only one true value, which I have labeled
'individual self-realization."').

264 RONALD DWORKIN, A MATTER OF PRINCIPLE 61 (1985); Redish, supra note 263, at
593.

265 JOSEPH RAz, THE MORALITY OF FREEDOM 408-10 (1986).
266 Robert C. Post, Racist Speech, Democracy, and the First Amendment, 32 WM. &

MARY L. REv. 267, 279-85 (1991).
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any form of coercion is paramount for autonomy and dignity.267 Others argue
that autonomy and dignity require equitable and effective participation in
political self-government, and thus the regulation of certain speech, such as
racist and sexist speech, may be an essential prerequisite to secure equal
citizenship.

268

Restraining a mob's most destructive assaults is essential to defending the
expressive autonomy and equality of its victims. 2 69 Preventing mobs from
driving vulnerable people offline would "advance the reasons why we protect
free speech in the first place," even though it would inevitably chill some
speech of online mobs. 270 Free from mob attacks, victims might continue to
blog, join online discussions, and generally express themselves on public
issues. Protecting them from grotesque defamation, threats, invasions of
privacy, and technological attacks would allow them to be candid about their
ideas.

27 '
Although online mobs express themselves and their autonomy through their

assaults, their actions also implicate their victims' autonomy and ability to
participate in political and social discourse. 272 Self-expression should receive
no protection if its sole purpose is to extinguish the self-expression of
another.273 As Owen Fiss argues, sometimes we must lower the voices of
some to permit the self-expression of others. 274 Similarly, Cass Sunstein
contends that threats, libel, and sexual and racial harassment constitute low-
value speech of little First Amendment consequence. 27 5 Rarely is that more
true than when one group of voices consciously exploits the Internet's
aggregating power to silence others and its disaggregative power to escape
social responsibility for the group's actions.

267 Id. at 284; see EMERSON, supra note 263, at 6.
268 See Mary Ellen Gale, Reimagining the First Amendment: Racist Speech and Equal

Liberty, 65 ST. JOHN'S L. REV. 119, 155-56 (1991) (arguing that positive freedom requires
"recognition and respect as an equal, autonomous self' and "protection or release from
nongovernmental social constraints"); Frank Michelman, Law's Republic, 97 YALE L.J.
1493, 1531-32 (1988).

269 See FISS, supra note 154, at 15.
270 See SOLOVE, supra note 4, at 129.

271 Id. at 131.

272 See FISS, supra note 154, at 16 (arguing that hate speech regulations address speech

that vitiates a disadvantaged group's ability to contribute to public discussion).
273 STEVEN J. HEYMAN, FREE SPEECH, HUMAN DIGNITY 166 (2008).

274 See FISS, supra note 154, at 18; Owen M. Fiss, Why the State?, 100 HARV. L. REV.

781, 786 (1987) ("Autonomy may be protected, but only when it enriches public debate.");
accord CASS R. SUNSTEIN, DEMOCRACY AND THE PROBLEM OF FREE SPEECH 127 (1995).

275 SUNSTEIN, supra note 274, at 11.
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B. Civil Rights and the Theory of Free Speech Online

The importance of free speech warrants vigilance against threats that
weaken public discourse. 276 These concerns, however, are not absolute.277

Our society permits restrictions on speech that is "of such slight social value as
a step to truth that any benefit that may be derived from [it] is clearly
outweighed by the social interest in order and morality. '278 The Internet poses
several challenges to striking that balance.

This Section explores the challenges of applying First Amendment theory to
cyberspace. Subsection 1 identifies the special problem of distinguishing
protected expressions from unprotected actions in a medium that functions
exclusively by transmitting packets of data. Subsection 2 considers online
mobs in the context of some prominent First Amendment theories. Subsection
3 assesses whether private correction of online mobs' abuses might obviate the
need for a legal response. Finally, Subsection 4 explores the extent to which
online mobs' protected speech might be curtailed or chilled by enforcement of
the doctrines advocated here.

1. The Expression-Action Distinction on the Internet

A core problem in theorizing the First Amendment is distinguishing
expressions from actions. This speech-conduct dichotomy pervades free
speech discourse. 279 Advances in law and technology, however, complicate
this distinction as they make more actions achievable through "mere" words.
Indeed, the Internet's very essence is to aggregate expressions so as to convert
them into actions. Some Internet behaviors that are akin to the offline crimes
of breaking and entering and vandalism - hacking and denial-of-service attacks
- are accomplished by sending communications to other computers.
Moreover, the Internet's powerful aggregative capacity converts seemingly
individual expressions (e.g., visiting a website or sending an e-mail) into
criminal acts through their repetition (e.g., denial-of-service attacks and image

276 Neil M. Richards, Intellectual Privacy, 87 TEX. L. REv. 387, 394-96 (2008); see

Frederick Schauer, Fear, Risk and the First Amendment: Unraveling the "Chilling Effect,"
58 B.U. L. REv. 685, 689 (1978). A host of theories offer competing explanations of the
First Amendment. See Richards, supra, at 393-402. This Article does not discuss the merits
of these theories in the abstract but instead addresses those that present the most compelling
arguments against challenging online mobs.

277 SOLOVE, supra note 4, at 128-29; T. Alexander Aleinikoff, Constitutional Law in the
Age of Balancing, 96 YALE L.J. 943,947 (1987).

278 Chaplinsky v. New Hampshire, 315 U.S. 568, 572 (1942).
279 EMERSON, supra note 263, at 8, 17 (explaining that the theory of expression rests

upon a "fundamental distinction" between expression and action, which permits society to
exercise more control over action than expression if the action is not controlled by limiting
expression, because freedom of expression is essential to personality and all other freedoms
and because expression does less injury to other social goals than action and has less
immediate consequences).
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reaping). The Internet also routinely allows individuals to aggregate their
efforts with strangers. Thus, the fact that someone may not know the identity
of a thief or rapist who uses posted personal information does not eliminate the
danger, because the poster knows that such predators may put the information
to malicious use.

The Internet may also disaggregate communications into components that
operate as actions. For example, some online rape threats engender serious
fear that they will be carried out offline because they arrive without cues -
such as the identity or location of the person who made the threat or a joking
tone of voice - that might diminish the nature of the threat. 280 The person's
refusal to leave cues that would mitigate the victim's fear arguably
demonstrates that person's intent to terrorize the victim. This can convert
expression into criminal conduct. In short, because everything that happens on
the Internet ultimately takes the form of Is and Os does not mean that it is all
the expression of ideas.

The expression-action distinction for cyberspace is elusive.281 One could
argue that hacking and denial-of-service attacks work first on computers and
only indirectly on the computers' owners. The same, however, could be said
of responding to an online poll or visiting a site solely to enhance its hit count.
Alternatively, one could categorize online activity based on its offline
analogues. Unfortunately, this would lead to difficult debates over the strength
of competing analogies. Even more importantly, this approach ignores the
ways in which the Internet's aggregative and disaggregative character
fundamentally transforms online activity. One might ask which characteristic
- expression or action - dominates the activity.282 But this question may be
difficult to answer, as behavior is often equal parts expression and action.283

For instance, the picture with Ms. Sierra being suffocated by lingerie 284

280 THE SOCIAL NET: UNDERSTANDING HUMAN BEHAVIOR IN CYBERSPACE 248 (Yair
Amichai-Hamburger ed., 2005); Shaheen Shariff & Leanne Johnny, Cyber-Libel and Cyber-
Bullying: Can Schools Protect Student Reputations and Free-Expression in Virtual
Environments?, 16 EDUC. & L.J. 307, 314 (2007).

281 Indeed, as Fred Lawrence persuasively explains, the action-expression distinction is
elusive no matter the context. Frederick M. Lawrence, Resolving the Hate Crimes/Hate
Speech Paradox: Punishing Bias Crimes and Protecting Racist Speech, 68 NOTRE DAME L.
REV. 673, 692-93 (1993) [hereinafter Lawrence, Resolving Paradox]. This argument has
even more force in cyberspace given the aggregative and disaggregative qualities of online
activity.

282 See EMERSON, supra note 263, at 18.
283 John Hart Ely, Comment, Flag Desecration: A Case Study in the Roles of

Categorization and Balancing in First Amendment Analysis, 88 HARV. L. REV. 1482, 1495-
96 (1975); Lawrence, supra note 281, at 692-94 (explaining, for example, that burning a
cross on the lawn of an African-American family is "one hundred percent action directed
against" the family and "one hundred percent expression of deeply-felt racism").

284 See supra note 18 and accompanying text.
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arguably constitutes both action meant to terrorize her and expression designed
to communicate feelings of hatred and misogyny.

A final option would be to treat online behavior as conduct if a reasonable
person would expect or intend it to have offline effects independent of the
expression of ideas. Thus, threats that frighten recipients and disclosures of
personal information that empower identity thieves to obtain victims' money
could both be regarded as criminal conduct, like denial-of-service attacks and
hacking. This principle would compel some judgment calls, although these
would be broadly similar to those the Court's Confrontation Clause doctrine
requires in determining the admissibility of statements of witnesses who are
unavailable for cross-examination. 285 It would, however, take full account of
the fundamental changes in our modes of both expression and action wrought
by the Internet.

2. The Values the First Amendment Protects

Freedom of expression serves several important purposes. 286 Limiting
online mobs' abuses as proposed above would not threaten any of their core
values. Freedom of expression facilitates deliberation about public issues and
hence promotes democratic governance. 287  Under this view, expression
deserves protection if it promotes ideas and information necessary for a self-
governing citizenry to make decisions about what kind of life it wishes to
live.2 88 A mob's online attacks do not involve discourse on political issues.
Quite the contrary, the attacks deprive vulnerable individuals of their right to
engage in political discourse. The threats, lies, and damaging photographs
generate a fear of physical violence, exclusion, and subordination that may
propel victims offline.2 89

Democratic culture theorists argue that freedom of expression promotes
"democracy in the widest possible sense, not merely at the level of governance,
or at the level of deliberation, but at the level of culture" where we interact,

285 See Crawford v. Washington, 541 U.S. 36, 59 (2004).
2186 See, e.g., EMERSON, supra note 263, at 6-7; LAURENCE H. TRIBE, AMERICAN

CONSTITUTIONAL LAW 785-89 (2d ed. 1988) (emphasizing two values protected by the First
Amendment - the intrinsic value of speech, which is the value of self-expression, and the
instrumental value of speech - and how the First Amendment protects dissent to maximize
public discourse, to achieve robust debate and ideas, and to make our democracy work).

287 TRIBE, supra note 286, at 577; Alexander Meiklejohn, The First Amendment Is an
Absolute, 1961 SuP. CT. REv. 245, 255.

281 ALEXANDER MEIKLEJOHN, FREE SPEECH AND ITS RELATION TO SELF-GOVERNMENT 25-

27 (1948); Robert H. Bork, Neutral Principles and Some First Amendment Problems, 47
IND. L.J. 1, 26 (1971); Owen M. Fiss, Essay, Free Speech and Social Structure, 71 IOWA L.
REv. 1405, 1409-10 (1986).

219 See SuNsTEIN, supra note 274, at 186 (arguing that hate speech such as the word
"ni[**]er" creates fears of physical violence, exclusion, and subordination that silence
individuals).
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create, build communities, and build ourselves. 290  Free speech permits
innovation in a networked age where people aggregate their ideas with those of
others, create works of art, gossip, and parody, and thus continually add to the
cultural mix in which they live.291 It enables individuals to participate in
creating culture on equal terms.292 Free speech also dissolves unjust social
barriers of rank and privilege. 293 In this vein, Diane Zimmerman highlights the
role of gossip as generating intimacy and a sense of community among
disparate groups.294 Gossip provides people a way to leam about social groups
to which they do not belong and fosters relationships by giving strangers the
means to bridge awkward silences when thrown together in social situations. 295

Online mobs do indeed engage in gossip. Sites such as JuicyCampus
promote themselves as gossip facilitators. But the attacks perpetrated by
online mobs have little to do with building bonds among disparate
communities. Rape threats, lies, damaging photographs, and denial-of-service
attacks not only preclude any connection with differently-minded group
members, but they also sever the victim's connections with her own
community. The attacks inflict serious social harm rather than generating
ideas in popular culture or enforcing positive social norms. Defeating such
discrimination outweighs the imperceptible contribution that online mobs
make to our cultural interaction and exchange.

Still others focus on free speech as an engine promoting truth.296 In this
view, any silencing of speech prevents us from better understanding the world
in which we live.297 Justice Holmes drew from this theory when he articulated
the notion of the marketplace of ideas: "that the best test of truth is the power
of the thought to get itself accepted in the competition of the market. '298 The

290 Jack M. Balkin, Digital Speech and Democratic Culture: A Theory of Freedom of

Expression for the Information Society, 79 N.Y.U. L. REV. 1, 34 (2004).
291 Id.

292 Id. at 35.

293 Id.

294 Diane L. Zimmerman, Requiem for a Heavyweight: A Farewell to Warren and

Brandeis's Privacy Tort, 68 CORNELL L. REV. 291, 333-34 (1983).
295 Id. at 334; see also Robert Post, The Legal Regulation of Gossip: Backyard Chatter

and the Mass Media, in GOOD GossiP 65, 65 (Robert F. Goodman & Aaron Ben-Ze'ev eds.,
1994).

296 ISAIAH BERLIN, Two Concepts of Liberty, in FOUR ESSAYS ON LIBERTY 118, 128

(1969); Frederick F. Schauer, Language, Truth, and the First Amendment: An Essay in
Memory ofHarry Canter, 64 VA. L. REV. 263, 272 (1978) (describing the marketplace of
ideas theory where the views and speech accepted by those in the marketplace are "true"
and the views and speech rejected by the marketplace are "false").

297 Robert Post, Reconciling Theory and Doctrine in First Amendment Jurisprudence, 88
CAL. L. REV. 2353, 2363 (2000).

298 Abrams v. United States, 250 U.S. 616, 630 (1919) (Holmes, J., dissenting); see also
Red Lion Broad. Co. v. FCC, 395 U.S. 367, 390 (1969) ("It is the purpose of the First
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marketplace-of-ideas metaphor places no special premium on political
discussion.299 Instead, it captures the idea that "truth must be experimentally
determined from the properties of the experience itself. '30 0

An extreme version of truth-seeking theory might insist the market should
sort out online mobs' deceptions. Though to do so, the theory would have to
consider a Social Security number a truthful fact, disclosure of which
contributes to an understanding of that person. 30 1 A more plausible vision of
truth-seeking theory, however, is not served with the disclosure of a person's
personal identifying information. 30 2 Rather than revealing a fact to be tested in
the marketplace, a Social Security number is simply a key to a person's credit
and bank accounts.30 3 In this context, it is a weapon, not a truth or half-truth to
be tested in the marketplace. Rape and death threats similarly tell us nothing
about the victims - no truths are contested there. This is equally true of denial-
of-service attacks and "image reaping." Even where online mobs make factual
assertions, features of the Internet prevent the marketplace of ideas from
performing its intended curative function, as the next Subsection shows.
Moreover, as Daniel Solove notes, "truth isn't the only value at stake. ' '30 4

3. The Inadequacy of Private Responses

One common offline response to some kinds of unpleasant speech is
exclusion of the speaker. Someone who disrupts a private party or meeting
may not receive an invitation back. A proliferation of annoying sound trucks
may yield time, place, and manner restrictions, such as a noise ordinance. 30 5

Amendment to preserve an uninhibited marketplace of ideas in which truth will ultimately
prevail .... (citations omitted)).

299 SUNSTEIN, supra note 274, at 25.
300 Post, supra note 297, at 2360.
301 See RICHARD A. POSNER, THE ECONOMICS OF JUSTICE 232-38 (1981) (seeing personal

information's main purpose as allowing the market to judge an individual).
302 The release of sensitive information, such as a person's medical condition, may not

advance the truth-seeking function of the marketplace. Cognitive and behavioral
psychologists, sociologists, and economists challenge the notion that people with access to
information will use it to make rational decisions. ARCHON FUNG, MARY GRAHAM & DAVID
WEIL, FULL DISCLOSURE: THE PERILS AND PROMISE OF TRANSPARENCY 33 (2007).

Individuals are prone to cognitive distortions that may lead them to make decisions that
differ from those predicted in a world of perfect rationality. Paul Horwitz, Free Speech as
Risk Analysis: Heuristics, Biases, and Institutions in the First Amendment, 76 TEMP. L. REV.
1, 6 (2003). This argument may be particularly persuasive where information confirms
discriminatory biases. See C. Edwin Baker, Scope of the First Amendment Freedom of
Speech, 25 UCLA L. REV. 964, 976 (1978); Jerome A. Barron, Access to the Press -A New
First Amendment Right, 80 HARV. L. REV. 1641, 1678 (1967).

303 See Citron, supra note 43, at 252-53.

'04 SOLOVE, supra note 4, at 132.
301 See Cohen v. California, 403 U.S. 15, 21 (1971) (holding a jacket with the phrase

"F[**]k the Draft" on the back worn in a courthouse was protected speech because "persons
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Stations that broadcast obscenity when children often listen may lose their
licenses.30 6 Although exclusion can be ineffective against many forms of
offensive expression offline, it is particularly ineffective online where
individuals can easily frustrate any exclusion by disaggregating their on- and
offline identities: an individual ejected from a website under one screen name
could promptly return under another.

Nonetheless, some may argue that private responses obviate the need for
criminal, tort, and civil rights remedies. In particular, they may contend that
victims can defeat online crowds without this proposal by recruiting advocacy
groups to defend them. Women's groups could coordinate efforts to rebuild a
victim's reputation online. They could engage in "Google-bombing" to
optimize positive posts on a search of a victim's name. Groups like
ReputationDefender have helped victims establish their online presence to
offset destructive postings. 30 7

Such a response, however, would be inadequate. First, it would not remove
the threats and lies that produce emotional distress and fear. It would not
restore the confidentiality of the victim's Social Security number and other
sensitive information. Even in the case of "merely" defamatory attacks, it is
inconceivable that all damage will be restored. 30 8 Because so many people will
see the material, some will inevitably miss the victim's response while others
will not believe, or only partially believe, it. In the diffuse world online, the
shortcomings of any response will be much, much worse.

When issues are being debated, the failure of a point to connect with its
counterpoint is less of a concern: some people's views may be skewed by
seeing only one side of an argument, while others' ideas may reflect
disproportionate exposure to the opposing side. In the end, society can hope
the two roughly balance. When dealing with attacks on someone's character,
however, the victim does not have an affirmative case she is trying to convey -
she is only seeking to dispel the harm from the mob's attack. People seeing a
disproportionate number of her rebuttals will not counterbalance those who
have seen none.

Second, the efforts of advocacy groups may be unable to drown out the
assaults of cyber mobs. Consider the case of Nicole Catsouras, who died in a
horrific car crash.30 9 Gruesome photographs of the carnage appeared on the
Internet, spreading to over 1500 sites. 310 Posters urged cohorts to harass her

confronted with [the] jacket were in a quite different posture than, say, those subjected to
the raucous emissions of sound trucks blaring outside their residences").

306 See FCC v. Pacifica Found., 438 U.S. 726, 738 (1978) (finding the FCC was
warranted in sanctioning licensees who engage in obscene, indecent, or profane
broadcasting).

307 See supra note 87 and accompanying text.
308 Cohen, supra note 208, at 245.
31 Victoria Murphy Barret, Anonymity & the Net, FORBES, Oct. 15, 2007, at 74, 76-77.
310 Id. at 76.
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family and facilitated this harassment by providing the family's home
address.311 The woman's family asked sites to remove the pictures but to no
avail. 312 Tracking down the anonymous posters proved impossible for the
family, and the pictures remained online. 313

Third, instead of slowing down an online mob, counter-measures may
sustain the life of the attacks. The very purpose of many online attacks is to
force victims off the net; the mobs are likely to respond with particular venom
against a victim who not only stays online but tries to fight back. A victim
may plausibly conclude that more people will see the defamatory or private
material if she responds than if she does not.

Fourth, online attacks are vastly more numerous and easier to launch than
defenses. The online advocacy groups are hopelessly outnumbered and
outmatched, and basic collective action theory says they will remain so. 314

Few free or inexpensive resources are available for defending one's online
reputation, and the services of groups like ReputationDefender are expensive
and beyond the means of many victims. 315 Even if a victim could afford such
assistance, anticipating that cost could discourage an individual from
expressing herself online. Thus, the fact that some victims of mobs may be
able to enlist allies does not justify limiting or denying relief to the many who
cannot.

Finally, this view ignores the social harm resulting from attacks by online
mobs. If expressing opinions online subjects someone to the risk of assault,
even if the damage is only temporary, the result will change the kinds of
people who participate in online discourse. If we believe the Internet is, and
should remain, a wild west with incivility and brutality as the norm, then those
who are impervious to such conduct will remain online while the vulnerable
may not. To that end, we may get more bull-headed posters and fewer
thoughtful ones. An online discourse which systematically under-represents
people - particularly women and people of color - cannot effectively process
our various attitudes and convert them into truly democratic decisions.

311 Id.
312 Id. at 77.
313 Id.

314 See Robert L. Glicksman & Richard E. Levy, A Collective Action Perspective on
Ceiling Preemption by Federal Environmental Regulation: The Case of Global Climate
Change, 102 Nw. U. L. REv. 579, 579 n. 1 (2008) (explaining collective action theory as one
that examines the dynamics of individual behavior in cooperative group settings and
concludes that individual members of a collective group usually do not act because they
have the incentive to "free ride" on the efforts of others).

315 See, e.g., ReputationDefender: Frequently Asked Questions,
http://www.reputationdefender.com/faq (last visited Nov. 5, 2008).
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4. The Extent of Interference with Protected Expression

In considering restrictions on the time, place, and manner of expression, the
Supreme Court has emphasized the availability of alternative avenues for
expression. 31 6 Although defamation, true threats, and online mobs' other
unlawful actions are subject to far more extensive regulation than merely time,
place, and manner, this reasoning is nonetheless instructive. None of the
criminal statutes, tort laws, and civil rights theories discussed here impede or
even chill the mobs' expression of their core ideas, whether they be
disagreement with their targets' ideas, hatred for their targets, or even hatred of
women or other classes of people. In addition, no statutes limit the vehemence
of those expressions. They instead further important interests unrelated to the
suppression of hateful, racist, or sexist speech.

Although the Court has upheld excluding from public property fully
protected expressions of political and religious views in ways that sharply
narrowed their potential audiences, 31 7 none of the remedies proposed here
would curtail in any way the audience for the mobs' expressions of
disagreement. At the margins, of course, some may be uncertain as to whether
a particular threat will be considered sufficiently severe to qualify as a true
threat or whether particular abuse is sufficiently outrageous to be considered an
intentional infliction of emotional distress. These problems, however, existed
in the analog world, and they affect only a tiny fraction of the ways in which
an idea might be expressed. Protecting the civil rights of online mobs' victims
comes at an extremely small cost to legitimate expression.

C. First Amendment Doctrine

1. Criminal and Tort Law

Threats fall outside the First Amendment's protection if speakers mean to
communicate a serious intention to commit an act of unlawful violence against
particular individuals. 31 8 The speaker need not actually intend to commit a
violent act because the prohibition of "true threats" protects individuals from
the fear of violence and the disruption that such fear engenders. 31 9 Once a
statement meets the "true threat" standard, it no longer qualifies as protected

316 Frisby v. Schultz, 487 U.S. 474, 482 (1988).
317 See, e.g., Int'l Soc'y for Krishna Consciousness, Inc. v. Lee, 505 U.S. 672, 685

(1992) (upholding a ban on solicitations in publicly operated airport terminals).
"I Virginia v. Black, 538 U.S. 343, 359 (2003); R.A.V. v. City of St. Paul, 505 U.S. 377,

388 (1992) (explaining that threats fall outside the First Amendment to "protect[]
individuals from the fear of violence, from the disruption that fear engenders, and from the
possibility that the threatened violence will occur"); Watts v. United States, 394 U.S. 705,
708 (1969).

119 Black, 538 U.S. at 359-60.
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speech because it "is so intertwined with violent action that it has essentially
become conduct. 320

A "true threat" determination typically depends upon whether a reasonable
person would consider the statement a serious and unconditional expression of
intent to inflict bodily harm and not mere hyperbole. 32 1 A person, however,
cannot escape responsibility merely by combining the threatening language
with an issue of public concern. 322 Courts have upheld online threats as
unprotected "true threats" even though the defendants never sent the messages
directly to the recipients.323 Whether statements constitute "true threats" is a

320 United States v. Francis, 164 F.3d 120, 123 (2d Cir. 1999) (citation omitted).
321 Watts, 394 U.S. at 705-08 (deeming the statement, "[i]f they ever make me carry a

rifle the first man I want to get in my sights is L.B.J." political hyperbole, a "kind of very
crude offensive method of stating political opposition to the President," and not a true threat
because it was made at a protest rally, it had an expressly conditional nature, and it
prompted listeners to laugh). Only the Ninth Circuit requires proof that the defendant
subjectively intended to threaten the victim. United States v. Twine, 853 F.2d 676, 680 (9th
Cir. 1988). The remaining circuits apply an objective standard that focuses on whether it
was reasonably foreseeable to the speaker (or the listener) that the statement would be
interpreted as expressing a serious intent to hurt another. E.g., United States v. Syring, 522
F. Supp. 2d 125, 129 (D.D.C. 2007).

322 Frederick M. Lawrence, The Collision of Rights in Violence-Conducive Speech, 19
CARDOZO L. REv. 1333, 1355-56 (1998); see, e.g., Planned Parenthood of
Columbia/Willamette, Inc. v. Am. Coal. of Life Activists, 290 F.3d 1058, 1079-80, 1085
(9th Cir. 2002) (en banc) (holding that "Wanted" posters and a portion of the Nuremberg
Files website that listed abortion doctors' home and work addresses went "well beyond the
political message" that "abortionists are killers who deserve death" and were true threats
because even though the posters and website contained no explicitly threatening language,
they connotated the message "You're Wanted or You're Guilty; You'll be shot or killed" in
light of the prior murders of physicians who appeared on Wanted posters); United States v.
Bellrichard, 994 F.2d 1318, 1322 (8th Cir. 1993); United States v. Khorrami, 895 F.2d 1186,
1192-94 (7th Cir. 1990) (upholding a conviction where a defendant sent a "Wanted" poster
with pictures of Israeli officials to the Jewish National Fund headquarters); Syring, 522 F.
Supp. 2d at 126, 131 (refusing to dismiss an 18 U.S.C § 875(c) (2000) indictment because it
was a fact question for the jury, where a defendant sent e-mails and voicemails to a victim's
workplace that said "[named individual's] anti-American statements ... are abhorrent ....
The only good Lebanese is a dead Lebanese").

323 See, e.g., United States v. Sutcliffe, 505 F.3d 944, 952-53 (9th Cir. 2007) (upholding
a § 875(c) conviction where a defendant posted a threat on his website to kill a company's
process server and uploaded a picture of the company's attorney and her daughter, along
with her home address, while a voiceover clip played from a movie that featured the stalking
of an attorney and his family); United States v. Morales, 272 F.3d 284, 288 (5th Cir. 2001)
(affirming a § 875(c) conviction where the defendant sent instant messages under the name
Ed Harris to a third party unconnected to the defendant's high school stating that he "will
kill" teachers and students at his school, because the defendant repeated his threats several
times, gave no indication that he was joking, and admitted that he attempted to refer to
Columbine High School killer Eric Harris).
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jury question unless no reasonable jury could find that they amounted to "true
threats.

32 4

Similarly, First Amendment doctrine offers little protection to defamatory
statements because they offer "such slight social value as a step to truth that
any benefit that may be derived from them is clearly outweighed by the social
interest in order and morality. '325 Statements do, however, enjoy immunity
from defamation liability if they do not assert or imply verifiable facts.326 To
that end, courts prohibit defamation actions based on loose, figurative language
that no reasonable person in that context would believe presented facts. 327 For
example, criticizing another's views in an online debate has been understood
as constituting privileged opinion and not verifiable facts. 328

Nonetheless, anonymous message-board postings are not immune from
defamation liability simply because they are too outrageous to be believed.329

A California court explained:

324 See, e.g., United States v. Zavalidroga, No. 97-10290, 1998 WL 403361, at *1 (9th

Cir. July 7, 1998); United States v. Whiffen, 121 F.3d 18, 22 (1st Cir. 1997).
325 Chaplinsky v. New Hampshire, 315 U.S. 568, 572 (1942); see, e.g., Ashcroft v. Free

Speech Coal., 535 U.S. 234, 245-46 (2002) (explaining that "freedom of speech has its
limits" and "does not embrace certain categories of speech, including defamation");
Beauharnais v. Illinois, 343 U.S. 250, 266 (1952).

326 Milkovich v. Lorain Journal Co., 497 U.S. 1, 18-20 (1990). The Supreme Court
explained: "If a speaker says, 'In my opinion, John Jones is a liar,' he implies a knowledge
of facts which lead to the conclusion that Jones told an untruth," and the comment can be
actionable. Id. at 18. By contrast, if the speaker says a person "shows his abysmal
ignorance by accepting the teachings of Marx and Lenin," the First Amendment bars
recovery because the statement cannot be objectively verified. Id. at 20. For example,
calling a play a "rip-off, a fraud, a scandal, a snake-oil job" constituted hyperbole that
deserved constitutional protection. Phantom Touring, Inc. v. Affiliated Publ'ns, 953 F.2d
724, 728 (1st Cir. 1992).

327 See, e.g., Old Dominion Branch No. 496, Nat'l Ass'n of Letter Carriers v. Austin, 418

U.S. 264, 284-86 (1974) (holding that the use of the word "traitor" to define a worker who
crossed a picket line was not actionable).

328 See, e.g., Nicosia v. De Rooy, 72 F. Supp. 2d 1093, 1101 (N.D. Cal. 1999) (finding
that an online debate between parties in a legal dispute did not constitute verifiable facts
because the audience would anticipate efforts by the parties to persuade others of their
position through fiery epithets and hyperbole); Krinsky v. Doe 6, 72 Cal. Rptr. 3d 231, 248-
50 (Ct. App. 2008) (finding statements in a defamation suit not actionable where the
defendant posted statements accusing the plaintiff of having a "fake medical degree" and
being a "crook" with "poor feminine hygiene" because the statements were part of a
"[h]eated discussion" between the parties on an online message board).

329 See, e.g., Super Future Equities, Inc. v. Wells Fargo Bank, 553 F. Supp. 2d 680, 688
(N.D. Tex. 2008) (refusing to consider online statements that accused the plaintiff of
engaging in particular conduct as protected opinions because they could be understood as
verifiable facts); Varian Med. Sys., Inc. v. Delfino, 6 Cal. Rptr. 3d 325, 337 (Ct. App. 2003)
(rejecting defendant's argument that his online statements calling the plaintiffs liars who
suffered from mental illnesses and had sex with their employers were opinions or hyperbole
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Even if the exchange that takes place on these message boards is typically
freewheeling and irreverent, we do not agree that it is exempt from
established legal and social norms.... We would be doing a great
disservice to the Internet audience if we were to conclude that all speech
on Internet bulletin boards was so suspect that it could not be defamatory
as a matter of law. 330

If these damaging statements here were indeed false, many would not enjoy
immunity from liability - they could reasonably be understood as asserting
verifiable facts. For instance, statements concerning a victim's specific actions
or conditions, such as a stay in a drug rehabilitation center, an infectious
disease, or a specific LSAT score, seem factual, and thus, a plaintiff could
prove them true or false for defamation purposes. 331

Moreover, plaintiffs need not prove "actual malice" if the alleged
defamation involves the personal affairs of private individuals. 332  First
Amendment doctrine requires plaintiffs to show "actual malice" only if the
plaintiffs are "public figures ' 333 or if the statements concern matters on which
the public has a justified and important interest. 334 For instance, in Time, Inc.
v. Firestone, the Court found no need for proof of "actual malice" in a
defamation case concerning the plaintiffs divorce because the dissolution of a
marriage does not involve a matter of public interest, even though the marital
difficulties of wealthy individuals might be of some interest to the public, and
because the plaintiff did not freely choose to publicize issues related to her
married life.335

Few of the targets of online mobs are likely to be "public figures" even for
special purposes: their influence is simply too minimal to suggest they "have

because "no reasonable person would take a typical anonymous and outrageous posting as a
true statement of fact"), rev'd on other grounds, 106 P.3d 958 (Cal. 2005).

330 Varian, 6 Cal. Rptr. 3d at 337.
331 See Doe I v. Individuals, 561 F. Supp. 2d 249, 256-57 (D. Conn. 2008) (allowing

plaintiffs to pierce defendant's right to speak anonymously where the plaintiff presented a
prima facie case of defamation in which the defendant falsely claimed that plaintiff, a
female law student, had a gay affair with a law school administrator, because the statement
would harm the plaintiff's reputation).

332 Dun & Bradstreet, Inc. v. Greenmoss Builders, Inc., 472 U.S. 749, 762-63 (1985)
(finding no "actual malice" requirement in a defamation case about an erroneous credit
report issued for plaintiff company because it did not concern an issue in which the public
had a justified and important interest); Time, Inc. v. Firestone, 424 U.S. 448, 453-55 (1976).

133 Gertz v. Robert Welch, Inc., 418 U.S. 323, 345 (1974) (refusing to require actual
malice in a defamation case involving a private figure who did not thrust himself into the
vortex of a public issue).

114 Curtis Publ'g Co. v. Butts, 388 U.S. 130, 155 (1967) (explaining that the burden of
proving "actual malice" is predicated in large part on the assumption that public figures
have sufficient access to the media to defend themselves); N.Y. Times Co. v. Sullivan, 376
U.S. 254, 266 (1964).

311 Time, Inc., 424 U.S. at 453-54.
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assumed roles of especial prominence in the affairs of society. '336 A person
whose published writings reach a relatively small category of people in a
particular field is not a public figure. 337 Nor do the public controversies that
surround attacks, and victims' attempts to defend themselves, render them
public figures: "[T]hose charged with defamation cannot, by their own
conduct, create their own defense by making the claimant a public figure. 338

Moreover, the assaults often involve highly personal matters on which the
public lacks an important interest. If the public does not have an important
interest in learning about the divorce of a wealthy couple, it surely has no
interest in charges of private individuals' sexually transmitted diseases or
mental illnesses. Thus, victims such as students and bloggers would not have
to prove actual malice to pursue defamation claims.

Free speech doctrine would also not limit emotional distress claims, as the
attacks here mainly involve private individuals, rather than public figures.
Only in cases involving "public debate about public figures" does First
Amendment doctrine require proof that "the publication contains a false
statement of fact which was made with 'actual malice. ' ' '339  As with
defamation claims, the actual malice standard does not apply to a private
person whose emotional distress concerns personal matters.340 Many of the
women targeted online, such as the female law students, would not be
considered public figures because they never sought to attract the public's
attention. Although some victims, such as Kathy Sierra, might be considered
public figures due to their especial prominence, the assaults do not address

336 See Gertz, 418 U.S. at 345 (refusing to deem a well-known attorney as a public

figure).
337 Hutchinson v. Proxmire, 443 U.S. 111, 135 (1979).
338 Id.

339 See, e.g., Hustler Magazine, Inc. v. Falwell, 485 U.S. 46, 53, 56 (1988) (finding no
actionable intentional infliction of emotional distress claim where a magazine advertisement
suggested the plaintiff, a nationally known minister, had a "drunken incestuous rendezvous
with his mother in an outhouse"). The actual malice standard does apply to private
individuals who have thrust themselves into the public sphere. E.g., Gilbert v. Sykes, 53
Cal. Rptr. 3d 752, 762-63 (Ct. App. 2007) (requiring proof of actual malice in an emotional
distress case involving online criticism of a plastic surgeon, because the surgeon had cast
himself into the public sphere "by appearing on local television shows[,] ... writing
numerous articles in medical journals and beauty magazines,. . . [and testifying] as an
expert witness").

310 See, e.g., Inland Mediation Bd. v. City of Pomona, 158 F. Supp. 2d 1120, 1158 n.30
(C.D. Cal. 2001); State v. Carpenter, 171 P.3d 41, 56 (Alaska 2007). To be sure, the First
Amendment would bar an emotional distress claim based solely on the content of
constitutionally protected statements, such as privileged opinion. Hustler, 485 U.S. at 55-
56. The emotional distress claims envisioned here, however, would not be based upon
protected opinion, but rather upon intimidating and frightening threats of physical violence,
the posting of Social Security numbers, and alleged lies about verifiable facts, such as a
victim's sexual health.
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issues of public concern and thus may be actionable without showing actual
malice.

2. Civil Rights Law

Civil rights violations have a dual character. On one hand, they single out
people of color, religious minorities, women, and other traditionally subjugated
groups for abuse that wreaks special harm on the victims and their
communities. On the other hand, they explicitly or implicitly communicate a
racist or otherwise bigoted viewpoint. The Court has made clear that the First
Amendment poses no obstacle to punishing a defendant for his decision to
target vulnerable individuals for abuse because of their gender or race, and for
the grave harm the targeting of vulnerable individuals inflicts. Moreover, the
Court has refused to allow perpetrators to immunize actions by adding some
explicit expressions. The Court has, however, rejected attempts to proscribe
abusive expressions solely because their content may be more offensive to
vulnerable people. This viewpoint discrimination restriction poses little
obstacle to the pursuit of federal and state antidiscrimination actions against
online mobs.

The two leading cases in this area are R.A. V. v. City of St. PauP41 and
Wisconsin v. Mitchell.342 In R.A. V, the city criminalized conduct that an
individual "knows or has reasonable grounds to know arouses anger, alarm or
resentment in others on the basis of race, color, creed, religion, or gender.' 343

The Court held that this ordinance unconstitutionally discriminated on the
basis of the content of certain offensive expressions - expressions that
offensively demonstrated bigoted ideas were proscribed by the ordinance, yet
those that gave offense in other ways were not.344 The Court explained:

Displays containing abusive invective, no matter how vicious or severe,
are permissible unless they are addressed to one of the specified
disfavored topics. Those who wish to use "fighting words" in connection
with other ideas - to express hostility, for example, on the basis of
political affiliation, union membership, or homosexuality - are not
covered. The First Amendment does not permit St. Paul to impose
special prohibitions on those speakers who express views on disfavored
subjects.

34 5

The government cannot discriminate on the basis of the ideas expressed,
even within categories of speech and conduct that the First Amendment does

341 505 U.S. 377 (1992).

342 508 U.S. 476 (1993).

143 R.A. V., 505 U.S. at 380 (citing ST. PAUL, MINN., BIAS-MOTIVATED CRIME ORDINANCE
§ 292.02 (1990)).
344 Id. at 391.
345 Id.
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not protect independently. 346 Thus, it can prohibit all obscene or defamatory
statements, or all fighting words, but not only those conveying a particular type
of message independent of their obscene, defamatory, or incendiary
character.

347

The Court emphasized the narrowness of its findings by explicitly upholding
several civil rights laws prohibiting sexual harassment in the workplace, even
though that type of harassment is commonly accomplished through expressions
that are far more likely to be misogynistic than feminist. 348 It explained that
Congress directed Title VII's prohibition on "sexually derogatory 'fighting
words"' at conduct and thus its "content-based subcategory of a proscribable
class of speech [is] swept up incidentally within the reach of a statute directed
at conduct rather than speech. '349 Also acceptable are laws that focus on those
expressions most likely to cause harm, so long as those laws do not define
harmfulness in terms of the viewpoint expressed. 350 More generally, the Court
explained that "[w]here the government does not target conduct on the basis of
its expressive content, acts are not shielded from regulation merely because
they express a discriminatory idea or philosophy. ' 351

A year later, in Mitchell v. Wisconsin, a unanimous Court confirmed that
R.A. V.'s holding was narrow indeed. Mitchell involved a Wisconsin statute
allowing harsher sentences for certain crimes if the perpetrator selected his or
her victim "because of ... race, religion, color, disability, sexual orientation,
national origin or ancestry. '3 52 A unanimous Court rejected the defendant's
claim that the statute discriminated against him on the basis of his racist
views. 353 It noted that the additional penalties attached to the defendant's
discriminatory intent because of his conduct, not his bigoted ideas. 354

The Court analogized the Wisconsin statute to federal and state
antidiscrimination laws, which, it explained, were immune from First
Amendment challenges. 355 It pointed to Title VII of the Civil Rights Act of
1964 and 42 U.S.C. § 1981 as examples from civil rights law of "permissible
content-neutral regulation of conduct. '356 The Court noted that "whereas the
ordinance struck down in R.A. V. was explicitly directed at expression (i.e.,
'speech' or 'messages'), the statute in this case is aimed at conduct unprotected

346 Id. at 383-84.
141 Id. at 384.
348 Id. at 389.
349 Id.
350 Id. at 388.
311 Id. at 390.
352 Wisconsin v. Mitchell, 509 U.S. 476, 480 (1993).
353 Id. at 487.
354 Id. at 487-88.
355 Id. at 487.
356 Id.
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by the First Amendment. ' 357 It found Wisconsin was justified in singling out
"bias-inspired conduct because this conduct is thought to inflict greater
individual and societal harm .... The State's desire to redress these perceived
harms provides an adequate explanation for its penalty-enhancement provision
over and above mere disagreement with offenders' beliefs or biases. '358 The
Court underscored that "[t]he First Amendment... does not prohibit the
evidentiary use of speech to establish the elements of a crime or to prove
motive or intent. '359

Applying civil rights statutes to the attacks of cyber mobs falls clearly on the
Mitchell side of this line. The statutes' proscriptions turn on an online mob's
discriminatory choice of victim and the distinct harm to victims and society
that the defendant's abusive conduct produces, rather than on the opinions that
either the victims or the attackers express. 360 Seeking to prevent a woman
from maintaining an income-generating blog through threats and denial-of-
service attacks because she is a woman is equally offensive, and equally
proscribed, no matter the perpetrator's specific views. Aiming to prevent a
person of color from securing gainful employment because of her race is no
more or less offensive depending on the nature of the lies or the private
information disseminated. Many online attacks have included racist, sexist, or
other bigoted language; others have not. When the law punishes online
attackers due to the special severity of the social harm produced by targeting
these classes of victims on bases of gender or race, and not due to the
particular opinions the victims express, no First Amendment values are
implicated.

R.A. V. confirmed "that nonverbal expressive activity can be banned because
of the action it entails, but not because of the ideas it expresses. '36 1 The
application of civil rights laws to online mobs clearly targets actions - the
interference with job opportunities through threats, damaging statements, and
technological attacks - and is indifferent to the mobs' ideas. Indeed, even if
these laws did single out some sub-types of proscribed speech, such as severe
threats or especially injurious defamation, the Court noted that it would raise
no First Amendment concerns. The Court explained:

When the basis for the content discrimination consists entirely of the very
reason the entire class of speech at issue is proscribable, no significant
danger of idea or viewpoint discrimination exists. Such a reason, having
been adjudged neutral enough to support exclusion of the entire class of

357 Id. (citation omitted).
358 Id. at 487-88.
359 Id. at 489.
360 See Lawrence, Resolving Paradox, supra note 281, at 721.
36 R.A.V. v. City of St. Paul, 505 U.S. 377, 385 (1992).
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speech from First Amendment protection, is also neutral enough to form
the basis of distinction within the class. 362

Virginia v. Black363 provides further support for this reading of R.A. V. In
Black, the Court held that a state "may ban cross burning carried out with the
intent to intimidate," but struck down a provision in Virginia's statute that
treated all cross-burnings as prima facie evidence of intent to intimidate. 364

The Court explicitly reaffirmed R.A. V's holding that the government may
prohibit low-value speech across-the-board, but not specific speech that
discriminates on the basis of message.365 The Court distinguished cross-
burning with the intent to intimidate, which it deemed a proscribable "true
threat," from cross-burning for other purposes, which it held constituted a
protected expression of a viewpoint.366 Thus, far from being immune from
scrutiny, Black confirms that actors' motives may be decisive in the
classification of their actions. 367 This is precisely the point Mitchell made.

Attempting to prevent anyone from making a living is offensive. By
contrast, attempting to prevent someone from making a living because of her
race is a civil rights violation. Federal and state antidiscrimination laws focus
on the perpetrator's discriminatory intent in targeting the victim and the special
harm that results, not on any views that either the perpetrator or victim might
have, and thus the laws' application here would not offend the First
Amendment. As such, their application to online mobs poses no First
Amendment problems under current doctrine.

IV. THE ROLE OF WEBSITE OPERATORS

Throughout history, technological advances have created large, successful
business entities. Those harmed by new technologies see these entities as
fitting sources of compensation for their injuries. As new technologies come
to permeate society, these large businesses inevitably facilitate anti-social, as

362 Id. at 388. The Court found nothing problematic about banning only the most
prurient obscenity and threats to the most senior public officials, or allowing states to
regulate price advertising in an industry deemed particularly prone to fraud. Id. It
explained that a federal statute criminalizing only threats of violence made against the
President would be upheld because it serves the reasons why such threats fall "outside the
First Amendment ([e.g.,] protecting individuals from the fear of violence, from the
disruption that fear engenders, and from the possibility that the threatened violence will
occur)" in the first place. Id. On the other hand, a federal law that only criminalized threats
of violence mentioning the President's policy on aid to inner cities would be
unconstitutional as its content discrimination would not fall within the reasons why threats
of violence are outside the First Amendment. Id.

363 538 U.S. 343 (2003).
364 Id. at 347-48.
365 Id. at 361-63.
366 Id. at 365.
367 See Lawrence, Evolving Role, supra note 207, at 269.
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well as pro-social, behavior. For instance, the building of canals, railroads, and
reservoirs at the dawn of the Industrial Revolution contributed much to the
economy, yet also inflicted waves of destruction on adjoining property owners
and towns, much of it wholly unnecessary. 368

The law's reaction to claims against large actors for new types of harms
typically goes through three distinct phases. First, it recognizes the new form
of harm, but not the benefit that the new technology has occasioned. 369 This
drives the law to adapt existing theories of liability to reach that harm. Second,
after the technology's benefits become apparent, the law abruptly reverses
course, seeing its earlier awards of liability as threats to technological progress
and granting sweeping protection to the firms in the new industry.370 Finally,
once the technology becomes better established, the law recognizes that not all
liability awards threaten its survival.371 It then separates activities that are
indispensable to the pursuit of the new industry from behavior that causes
unnecessary harm to third parties. 372 This is, for example, what the celebrated
Palsgraf v. Long Island Railroad Co. 373 case accomplished and much of the
reason the negligence standard emerged. As the new technology progresses
and becomes more familiar, the law refines the distinction between acceptable
and unacceptable harms, at times setting liability rules to drive the
development of less destructive means of carrying out the necessary functions.

This familiar pattern can be seen with regard to the liability of relatively
large online actors for harm inflicted through their facilities. The first, hyper-
vigilant, stage can be seen in a few early cases, notably Stratton-Oakmont, Inc.
v. Prodigy Co., in which courts found ISPs liable for offensive material that
came through their portals.374 Ironically, Prodigy's liability was based in part
on its attempt to screen out troubling material, causing the court to reason by
analogy from edited newspapers that incur responsibility as publishers for their

368 See HORWITZ, supra note 29, at 71-74.
369 See id. at 85 (explaining that "at the beginning of the nineteenth century, there was a

general private law presumption in favor of compensation").
370 Citron, supra note 43, at 273-76. For instance, courts in the newly industrialized

America refused to follow the British decision of Rylands v. Fletcher, (1868) 3 L.R.E. & I.
App. 330 (H.L.), which adopted a strict-liability approach for damage caused by bursting
reservoirs, because of a fear that the cost of faultless accidents would preclude the growth of
fledgling industry. Brown v. Collins, 53 N.H. 442, 448 (1873) (finding Rylands antithetical
to "progress and improvement"); FRIEDMAN, supra note 3, at 351 (explaining how absolute
liability rules, like that imposed in Rylands, were initially rejected in the United States
because they risked strangling the economy).

371 See, e.g., Citron, supra note 43, at 276-77 (explaining that a strong majority of U.S.
courts adopted the strict-liability approach of Rylands at the turn of the twentieth century
because it no longer seemed enterprise-inhibiting).

372 Id.

373 162 N.E. 99, 101 (N.Y. 1928).
374 Stratton Oakmont, Inc. v. Prodigy Servs. Co, No. 031063/94, 1995 WL 323710, at

*4-5 (N.Y. Sup. Ct. May 24, 1995).
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content. 375 The courts' use of an ISP's good faith remedial measures to
establish liability disturbed Congress, prompting its passage of § 230 of the
Communications Decency Act of 1996 to immunize such actions.376

This legislation merely checked a particular excess of law's hyper-vigilant
stage. The law reached the second, hyper-protective stage later, as some courts
read § 230 to grant sweeping immunity far beyond what its words and context
supported.377 This reaction reached its ironic apogee when courts read a
provision offering "[p]rotection for private blocking and screening of offensive
material" 378 to shield operators of sites purveying precisely such material.3 79

These efforts to read a sweeping immunity into § 230 despite its language and

175 Id. at *4.
376 47 U.S.C. § 230(c)(1) (2000) ("No provider or user of an interactive computer service

shall be treated as the publisher or speaker of any information provided by another
information content provider.").

377 See, e.g., Zeran v. Am. Online, Inc., 129 F.3d 327, 333-34 (4th Cir. 1997). The
Communications Decency Act consisted of a broad attack on sexually explicit material
disseminated through various media. S. REP. No. 104-23, at 59 (1995). When Congress
addressed private actors, as it did in § 230, it was to "encourage telecommunications and
information service providers to deploy new technologies and policies" to block offensive
material. Id. Representatives Christopher Cox and Ron Wyden, who proposed § 230 in a
floor amendment, focused on removing impediments to "Good Samaritan" ISPs
supplementing the law's protections against obscene and indecent material. H.R. REP. No.
104-223, at 3, 14 (1995). The Cox-Wyden amendment immunized "action voluntarily taken
in good faith to restrict access to material that the provider or user considers to be obscene,
lewd, lascivious, filthy, excessively violent, harassing, or otherwise objectionable, whether
or not such material is constitutionally protected." Id. at 14. This immunity would combat
the problem created by holding ISPs liable for inexact screening - namely, that it
discourages intermediaries from engaging in screening in order to distance themselves from
the content on their sites, and hence any liability. Susan Freiwald, Comparative
Institutional Analysis in Cyberspace: The Case of Intermediary Liability for Defamation, 14
HARV. J.L. & TECH. 569, 595-96(2001). The absence of self-screening was antithetical to
supporters of the Communications Decency Act, who believed that controlling the volume
of noxious material on the Internet exceeded the capacity of public regulatory agencies. 141
CONG. REC. 22044-45 (1995) (remarks of Rep. Cox). Supporters believed that reducing
objectionable material on the Internet depended upon ISPs acting as Good Samaritans,
voluntarily screening out as much offensive content as possible. Id. Given this history,
courts could have limited § 230's application to intermediaries and websites that engaged in
good faith, though incomplete, monitoring. Instead, they interpreted § 230 as absolving
intermediaries and website operators of all responsibility for users' actions, even those that
knew about and ignored indecent material. E.g., Chi. Lawyers' Comm. for Civil Rights
Under Law, Inc. v. Craigslist, Inc., 519 F.3d 666, 669, 671-72 (7th Cir. 2008).

378 47 U.S.C. § 230.
179 See, e.g., Chi. Lawyers' Comm., 519 F.3d at 669, 671-72 (finding that a website,

designated a non-publisher by § 230(c)(1), could not be held liable under 42 U.S.C. §
3604(c) (2006) for the posting of discriminatory housing advertisements).
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purpose have prevented the courts from exploring what standard of care ought
to apply to ISPs and website operators.

This Part seeks to help move the law to the third, more analytical stage. It
opposes holding ISPs liable merely because of their deep pockets and
inevitable proximity to harm. It is sympathetic to the results, if not the
reasoning, of many cases rejecting liability.380 On the other hand, it equally
opposes blanket grants of immunity that leave innocent victims of cyber civil
rights violations without effective recourse. Instead, this Part seeks to establish
a reasonable standard of care that will reduce opportunities for abuses without
interfering with the further development of a vibrant Intemet or unintentionally
converting innocent ISPs or website operators into involuntary insurers of
those injured through their sites. Approaching the problem in this manner - as
a question of setting an appropriate duty of care - more readily allows for
differentiating between disparate kinds of online actors by setting different
rules for websites established to facilitate mob attacks, and those large ISPs
that beneficially link millions to the Internet. Reaching this stage, however,
requires abandoning the hyper-protective stage in which many courts are
currently mired.

Section A demonstrates that granting website operators blanket immunity
would be anomalous and undesirable, effectively shielding most online mobs
from responsibility for the harm they do. Section B then considers how we
ought to construe the standard of care for ISPs and website operators.

A. Should Website Operators Have Immunity?

Participants in online mobs may be civilly and criminally liable on a number
of bases.38i In practice, however, victims of online mobs may be unable to
press their claims against posters who cannot be identified. This can occur if
the posters used anonymizing technologies or if the websites hosting the
attacks failed to track IP addresses. To be sure, as Jonathan Zittrain points out,
"[ilt's a cat and mouse game of forensics, and if people don't go to some effort
to stay anonymous, it's frequently possible to figure out who they are. '38 2 All
too often, however, abusive posters cover their tracks.

Consider the AutoAdmit case, where the plaintiffs have been unable to
identify most of their attackers because AutoAdmit does not log visitors' IP

380 See, e.g., Ben Ezra, Weinstein, & Co. v. Am. Online Inc., 206 F.3d 980, 983 (10th

Cir. 2000) (rejecting a suit against an ISP for alleged negligence in making available stock
information concededly provided by known third parties).

381 See supra Part II.A.2.
312 Posting of Amir Efrati to Wall Street Journal Law Blog,

http://blogs.wsj.com/law/2008/01/30/subpoena-allowed-in-autoadmit-suit/ (Jan. 30, 2008,
9:08).
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addresses. 383 Although the court has ordered expedited discovery to allow the
plaintiffs to locate the anonymous posters, finding them may be impossible due
to the fact that ISPs routinely delete data every sixty days. 384 Plaintiffs have
posted several messages on AutoAdmit "requesting that defendants come
forward for the purpose of being served with the complaint. '385  Not
surprisingly, most have not responded.386

Efforts to rein in online mobs may falter if the posters cannot be held
responsible for their torts and crimes. 387 Generally, the operators of destructive
websites either have information that could identify abusive posters or have
made a conscious decision not to obtain or retain that information. 388 Some
website operators function as crowd leaders, influencing the mobs'
destructiveness. 389  Deterring websites devoted to abusive attacks on
individuals plays a crucial role in inhibiting a destructive mob's coordination
and efficacy. Thus, holding accountable the operators of websites which
facilitate anonymous attacks may hold the key to protecting the civil rights of
the women, people of color, and others set upon by online mobs.

By contrast, broad immunity for operators of abusive websites would
eliminate incentives for better behavior by those in the best position to
minimize harm. 390 As Daniel Solove notes, such immunity "can foster
irresponsibility. ' 391 With blanket immunity, site operators would have no
reason to take down false or injurious material3 92 or to collect and retain the
identities of posters. 393 As a result, objectionable posts remain online and

383 Posting of Nate Anderson to Ars Technica, http://arstechnica.com/news.ars/post/

20080127-yale-students-unable-to-identify-anonymous-forum-bashers.html (Jan. 27, 2008,
22:39).

384 Plaintiffs' Memorandum of Law In Support of Motion for Expedited Discovery at 12
n.80, Doe I v. Ciolli, No. 3:07CV00909(CFD) (D. Conn. Jan. 24, 2008), available at
http://s.wsj.net/public/resources/documents/WSJDEFMemoofLawreM_01 2408.pdf
[hereinafter Memo for Expedited Discovery].

385 Id. at 11.

386 Anderson, supra note 383. At least one defendant has come forward and filed a
motion to quash a subpoena duces tecum issued to AutoAdmit's ISP for information relating
to his identity and a motion to proceed anonymously in the litigation. Doe I v. Individuals,
561 F. Supp. 2d 249, 250, 257 (D. Conn. 2008). Both motions were denied. Id.

387 See, e.g., Doe v. GTE Corp., 347 F.3d 655, 656 (7th Cir. 2003) (describing the
dismissal of anonymous online abusers for the inability to serve).

388 JuicyCampus.com and AutoAdmit.com are prominent examples of such an approach.
389 See supra Part I.B.

390 See Mark A. Lemley, Rationalizing Internet Safe Harbors, 6 J. TELECOMM. & HIGH
TECH. L. 101, 112-13 (2007); Doug Lichtman & Eric Posner, Holding Internet Service
Providers Accountable, 14 SUP. CT. ECON. REv. 221, 224 (2006).

311 SOLOVE, supra note 4, at 159.
392 Lemley, supra note 390, at 112-13.
13 See id.; see also Zeran v. Am. Online, Inc., 129 F.3d 327, 328 (4th Cir. 1997). Zeran,

for example, involved an anonymous poster who offered t-shirts that made fun of the
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searchable by employers, often migrating across the Web to become
effectively irretrievable, while plaintiffs continue to be unable to find and
recover damages from wrongdoers.

Supporters of blanket immunity for website operators have several
responses to this argument. First, some contend that holding website operators
liable is unnecessary, as victims can identify and sue members of online
mobs.394 On some occasions, particularly if victims sue very quickly and
persuade the court to order expedited discovery, they may be able to obtain
records identifying mob members before ISPs routinely purge their records
after sixty days. 395 To be sure, the plaintiffs in the AutoAdmit case have
identified a few of the posters who attacked them.396 Nevertheless, the great
majority of defendants seem unlikely to be identified.

Absolving website operators of responsibility when they create sites to
facilitate anonymous online attacks will largely foil recovery and eliminate
deterrence. Most victims are likely never to have their day in court if website
operators are free to facilitate anonymous posting, as victims are typically
ordinary individuals unsophisticated in the legal system, the attorneys they
consult may be unaware of the data destruction practices that make filing
rapidly and seeking expedited discovery so urgent, and judges may not grasp
the need to act with such speed at the outset of litigation. Without liability of
website operators, victims of online mobs face a de facto statute of limitations
of less than sixty days, far less than that applied to other plaintiffs with similar
claims.

397

Second, some fear over-deterrence: the concern that website operators
would automatically remove posts that may stir complaints and hence chill
speech, even if the complaints are frivolous.398 This concern is real and merits

Oklahoma City terrorist bombing less than a week after it occurred, and said the t-shirts
were available at the plaintiffs phone number. Id. at 329. As a result, Zeran received a
constant stream of abusive calls and death threats. Id. Although AOL eventually removed
the postings, it never identified the perpetrator. Id.

194 This argument against liability is the equivalent of the now-discredited Fellow
Servant Rule which, during the Industrial Revolution, absolved employers of liability for
workers' injuries most proximately caused by another worker. FRIEDMAN, supra note 3, at
223. Because other workers were almost always more directly involved with injured
workers than factory managers, this rule effectively precluded meaningful recoveries for
injuries and left unsafe working conditions undeterred. Id. at 224. Here, ignoring the
website operators' roles because the anonymous posters' behavior is more spectacular is
likely to prevent recovery in most cases and leave online mobs largely undeterred.

311 See Memo for Expedited Discovery, supra note 384, at 12 n.80.
396 Plaintiffs recently located an ISP with identifying information on one poster and have

previously identified five others. The district court upheld a subpoena duces tecum for
those records. Doe I v. Individuals, 561 F. Supp. 2d 249, 257 (D. Conn 2008).

197 This rule also could promote unnecessary litigation by compelling victims to sue at
the first sign of trouble without allowing significant time for investigation or negotiation.

398 Zeran, 129 F.3d at 333; SOLOVE, supra note 4, at 1243.
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consideration in crafting the substantive expectations for website operators.
Speculation about possible over-deterrence of speech, however, is not a
legitimate basis for immunizing a broad class of destructive behavior that itself
chills important speech. Any time the law acts to deter destructive behavior,
over-deterrence is possible. Even a well-balanced policy may over-deter on
some occasions and under-deter on others. The acceptability of those
respective errors depends on the values we attach to the problematic conduct
and to the potential harm. Eliminating all deterrence based on an
unsubstantiated fear that some beneficial conduct might be over-deterred
completely devalues the injuries of the women, people of color, and other
vulnerable individuals targeted by online mobs. Any over-deterrence - or
continued under-deterrence - can be assessed and offset by adjusting the
standard of liability, as the Supreme Court did in New York Times Co. v.
Sullivan.399 Other nations, such as Great Britain and Ireland, do not immunize
operators for website content produced by third parties and yet still generate
vibrant online discourse. 400

A third possible argument for immunizing website operators is to discourage
litigation. To be sure, other areas of Internet law seek alternatives to
litigation.40 1  These alternative dispute resolution mechanisms, however,
address problems in which ex post remedies are relatively effective and where
deterrence is not vital. Online mobs, however, do not operate in good faith. If
undeterred, they will continue their attacks, quite willing to have some postings
removed - often only after their victims suffer irreparable reputational injuries
and the malicious postings have spread across the Internet. Avoidance of
unnecessary litigation is a legitimate and important goal, but it too is best
addressed in setting the standard of conduct expected from website operators.

39 376 U.S. 254, 279-83 (1964) (imposing a heightened standard for defamation
involving public figures as opposed to private individuals).

400 See Michael L. Rustad & Thomas H. Koenig, Harmonizing Cybertort Law for Europe
and America, 5 J. HIGH TECH. L. 13, 47-49 (2005).

401 Frank Pasquale, Asterisk Revisited: Debating a Right of Reply on Search Results, 3 J.
Bus. & TECH. L. 61, 64 (2008) (arguing that informal mechanisms can be an effective first
step towards resolving online disputes). Pasquale offers informal processes as a first-step
towards accountability in cases involving disputed search engine results. Id. For instance,
the Uniform Dispute Resolution Policy resolves domain names disputes. Id. See generally
Jeffrey M. Samuels & Linda B. Samuels, Internet Domain Names: The Uniform Dispute
Resolution Policy, 40 AM. Bus. L.J. 885 (2003). Additionally, eBay's internal
administrative processes manage disputes among individuals without expensive litigation.
Pasquale, supra, at 65; see also Mark A. Lemley & R. Anthony Reese, A Quick and
Inexpensive System for Resolving Peer-to-Peer Copyright Disputes, 23 CARDOZO ARTS &
ENT. L.J. 1, 3-4 (2005) (proposing an amendment to the copyright statute that gives a
copyright owner "the option to enforce her copyrights either by pursuing a civil copyright
infringement claim in federal court or by pursuing a claim in an administrative dispute
resolution proceeding before an administrative law judge in the Copyright Office").
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Finally, some believe immunizing website operators is essential to preserve
anonymity, which they view as vital to free expression on the Internet.40 2 They
may invoke the role of websites such as Wikileaks.org to facilitate political
dissidence against oppressive regimes or analogize to important roles played
offline by "anonymous" persons, such as investigative journalists' sources. 40 3

These parallels, however, are inapt. In some instances, many "anonymous"
actors are not, in fact, anonymous, but rather have undisclosed identities. No
responsible newspaper publishes material based on sources whose identity it
does not know. Similarly, although the Supreme Court has rejected thinly
supported demands for the production of dissident groups' membership lists,404

it has never suggested that authorities or private litigants could not obtain the
identities of persons reasonably suspected of unlawful activities.4 0 5 Freedom
of expression has never depended on the absolute ability of speakers to prevent
themselves from being identified and held responsible for activities the state
may properly prohibit. As Professor Tribe notes, "secrecy often seems the
shield of dangerous and irresponsible designs. 40 6

B. On What Bases Should Website Operators Be Liable?

The Ninth Circuit has recently noted:

The Internet is no longer a fragile new means of communication that
could easily be smothered in the cradle by overzealous enforcement of
laws and regulations applicable to brick-and-mortar businesses. Rather, it
has become a dominant - perhaps the preeminent -means through which
commerce is conducted. And its vast reach into the lives of millions is
exactly why we must be careful not to exceed the scope of the immunity
provided by Congress and thus give online businesses an unfair
advantage over their real-world counterparts, which must comply with
laws of general applicability. 40 7

On the other hand, rejecting website operators' extravagant claims of immunity
should not lead to a regression to the hyper-vigilant response to Web
technology represented by Prodigy. Instead, it should open the door to the

402 See SOLOVE, supra note 4, at 140.
403 Similarly, Congress is considering the proposed Global Online Free Expression Act to

ensure the anonymity of political dissidents from oppressive regimes. CTR. FOR
DEMOCRACY & TECH., ANALYSIS OF THE GLOBAL ONLINE FREE EXPRESSION ACT OF 2008, at

1 (2008), http://www.cdt.org/intemational/censorship/20080505gofa.pdf.
'04 Bates v. City of Little Rock, 361 U.S. 516, 527 (1960); NAACP v. Alabama ex rel.

Patterson, 357 U.S. 449, 466 (1958).
405 Indeed, it has gone much further, allowing the state to obtain the Ku Klux Klan's

membership list to deter violence. New York ex rel. Bryant v. Zimmerman, 278 U.S. 63,
72 (1928).

406 TRIBE, supra note 286, at 1019.
407 Fair Housing Council v. Roommates.com, L.L.C., 521 F.3d 1157, 1164-65 n.15 (9th

Cir. 2008).
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reasoned development of an appropriate standard of care.40 8 The Seventh
Circuit, skeptical about assertions of blanket immunity under § 230(c)(1) and
echoing many of the concerns raised above, undertook such an inquiry.40 9 It

failed, however, to appreciate the important differences between ISPs and
other communications media in allowing wrongdoers to conceal their identity
and escape liability for their actions.4 10

Treating website operators as distributors of defamatory material could
require them to remove offensive posts when notified by victims. 41' In
practice, however, notice-and-takedown regimes have not worked well in other
contexts, such as the Digital Millennium Copyright Act.412 The difficulty of
such a regime is two-fold. First, it has the potential to sweep too broadly.
Once notified of a complaint, ISPs and website operators might take down
postings simply to avoid liability, no matter how innocuous the postings might
be. Second, such a regime would be ineffective, because by the time a victim
realizes the problem, notifies the website operator, and has the material
removed, it may have spread to other sites, becoming effectively impossible to
contain.4 13 At best, these regimes would modestly mitigate the still-substantial
harm done by online mobs. Malicious posters would have no reason to refrain
from acting abusively in the future, and the website operators would have no
reason to change the configuration of their websites to hamper further
anonymous attacks. Conversely, common targets of online mobs would
continue to have reason to fear blogging in their own names or even speaking

408 In particular, because some cases have involved non-anonymous or only thinly veiled
posters, and because courts have so focused on liability for developing offensive material to
address overbroad readings of 47 U.S.C. § 230(c)(1) (2000), they have given scant
consideration to liability for helping online malefactors escape liability. See, e.g., id. at
1174-75.

409 Doe v. GTE Corp., 347 F.3d 655, 659-62 (7th Cir. 2003).
410 See id.
411 Cf Posting of Orin Kerr to The Volokh Conspiracy,

http://volokh.com/posts/1l76705254.shtml (Apr. 16, 2007, 17:11) (suggesting that website
operators could de-index malicious postings so that they would not be searchable). Website
operators can use common Web protocols to request that search engines do not index
particular pages. Under this approach, site operators would either take full responsibility for
content on their sites or keep it out of search engines to mitigate the harm to a victim's
privacy and reputation. Id.

412 See, e.g., Jennifer M. Urban & Laura Quilter, Efficient Process or "Chilling Effects?"
Takedown Notices Under Section 512 of the Digital Millennium Copyright Act, 22 SANTA
CLARA COMPUTER & HIGH TECH. L.J. 621, 623 (2006) (discussing the high incidence of
abuse of the "notice and takedown" process for copyright infringement under 17 U.S.C. §
512(b) (2000)).

413 See Posting of Ross Tucker to Tech Policy Seminar,
http://picker.typepad.com/picker-seminar/2008/04/isp-liability-a.html (Apr. 28, 2008,
12:34).
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out offline in settings where they could irritate persons that might retaliate
online. Something different is needed to deter online mobs' unlawful conduct.

An orderly articulation of the standard of care for ISPs and website
operators is essential. First, it should require website operators to configure
their sites to collect and retain visitors' IP addresses. 4 14 In other words, the
standard of care should demand "traceable anonymity. '415 This would allow
posters to comment anonymously to the outside world but permit their identity
to be traced in the event they engage in unlawful behavior. Requiring
traceable anonymity is hardly a burdensome step: some blogs already deny
access to anonymous posters.416

Traceable anonymity would not betray our commitment to anonymous
speech if site operators and ISPs refuse to reveal a poster's identity unless a
court order demanded it. This would protect individuals for whom anonymity
is most crucial, such as victims of domestic violence and political dissidents.
At present, courts protect the identity of anonymous posters from frivolous
lawsuits by setting forth a series of requirements before granting John Doe
subpoenas.4 17 Those requirements should, at the very least, include proof that
the claims would survive a motion for summary judgment.41 8 This would
assure posters of the safety of their anonymity in the face of baseless
allegations.

414 Lemley, supra note 390, at 117 n.72. It may be reasonable to insist that websites and

ISPs retain such data for three years, which should provide plaintiffs sufficient time to
investigate and pursue claims. This would accord with many statutes of limitations for tort
claims and would not impose a high price tag given the falling costs associated with data
storage.

415 SOLOVE, supra note 4, at 146; Tal Z. Zarsky, Thinking Outside the Box: Considering

Transparency, Anonymity, and Pseudonymity as Overall Solutions to the Problems of
Information Privacy in the Internet Society, 58 U. MIAMI L. REv. 991, 1028-32 (2004).

416 For instance, the legal blog Concurring Opinions, where I am a permanent member,

tracks commentators' IP addresses. See SOLOVE, supra note 4, at 146 (describing the
traceable anonymity at Concurring Opinions, which he founded).

417 Doe v. Cahill, 884 A.2d 451, 457 (Del. 2005); Nathaniel Gleicher, Note, John Doe
Subpoenas: Toward a Consistent Standard, 118 YALE L.J. 320, 354 (2008). Mark Lemley
offers an alternative to a Doe lawsuit - granting subpoenas upon a showing of good cause
without a lawsuit where the ISP or website operator would be required to notify the
defendant and give him a chance to contest the subpoena anonymously, either in court or in
the administrative process suggested above. Lemley, supra note 390, at 117. Some extreme
libertarians might object on privacy grounds to a standard of care requiring retention of
visitors' IP addresses. They might argue that it could facilitate spying and overreaching. As
discussed above, the commitment to allowing anonymous speech has never extended to
shield criminal or tortious behavior. See supra Part IV.A. Moreover, First Amendment
considerations are greatly attenuated when it is not the government, but a large number of
independent private entities retaining the sensitive information, and where those whose
information is held voluntarily chose to visit and post on those websites.

411 E.g., Cahill, 884 A.2d at 457.
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A standard of care that includes traceable anonymity would allow society to
enjoy the free expression that anonymity facilitates without eliminating means
to combat anonymity's dark side - the tendency to act destructively when we
believe we cannot get caught.4 19 As Justice Scalia has explained, because
anonymity makes lying easier, the identification of speakers can significantly
deter the spreading of false rumors and allow us to locate and punish the
source of such rumors.420

Second, as screening software advances, some classes of online actors may
reasonably be expected to deploy the software to limit the amount and kinds of
harmful materials on their sites. 421 This certainly is wholly consistent with the
Communications Decency Act's objectives. As Susan Freiwald explains,
reducing defamation through technological means may be possible if
companies invest in code to make it feasible. 422 Naturally, online actors would
not be liable for the inevitable failures of this software to screen out all
offensive material as § 230 demands. But making a reasonable, good-faith
attempt to conduct cost-effective screening could significantly reduce harm.423

Third, and more generally, the duty of care should take into account
differences among online entities. ISPs and massive blogs with hundreds or
thousands of postings a day cannot plausibly monitor the content of all
postings.424 The duty of care will also surely evolve as technology improves.
Current screening technology is far more effective against some kinds of
abusive material than others; progress may produce cost-effective means of
defeating other attacks. Conversely, technological advances will likely offer

419 SOLOVE, supra note 4, at 140; see also supra notes 160-161 (discussing

deindividuation caused by anonymity).
420 McIntyre v. Ohio Election Comm'n, 514 U.S. 334, 382 (1995) (Scalia, J., dissenting).
421 Paul Ohm, The Rise and Fall of Invasive ISP Surveillance, 2009 U. ILL. L. REv.

(forthcoming 2009) (manuscript at 21-22, available at
http://papers.ssm.com/sol3/papers.cfm?abstractid=1261344) (describing the falling costs
and technological advances which have produced deep-packet inspection technologies,
allowing ISPs to record and monitor all their consumers' Internet communications,
including e-mails, Web surfing, instant messages, and the like).

422 Freiwald, supra note 377, at 629.
423 Some kinds of attacks, such as doctored, sexually suggestive pictures, may be easier

to screen out than others, such as defamation. Nonetheless, crafting screening algorithms is
a sophisticated enterprise; lay judges should be wary of speculating about what can and
cannot be accomplished. See Chi. Lawyers' Comm. for Civil Rights Under Law, Inc. v.
Craigslist, Inc., 519 F.3d 666, 668 (7th Cir. 2008) (suggesting that racially discriminatory
real estate ads cannot be eliminated because offering a "red brick house with white trim" is
lawful).

424 Jack Balkin argues that the risk of unconstitutional collateral censorship is high for
entities that do not sit in the best position to detect unlawful activities, including ISPs who
cannot oversee the postings of customers, and bookstore owners who cannot possibly
inspect all of the books on the shelves. J.M. Balkin, Essay, Free Speech and Hostile
Environments, 99 COLUM. L. REv. 2295, 2302-04 (1999).
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online mobs new means of carrying out their assaults, creating new risks
against which victims can ask website operators to take reasonable precautions.

CONCLUSION

Scholars and activists began developing a cyber civil liberties agenda from
the earliest days of the Internet. Although preservation of those liberties
requires constant vigilance, they have accomplished much. Unfortunately, the
Internet's impact on civil rights has gone largely neglected to date. As a result,
something with the potential to be a great engine of equality has all too often
reflected and reinforced the offline world's power imbalances. The brutality of
online mobs is an important part of that story, but it is only a part. Scholars
and activists need to devote the same attention to online threats to civil rights
that they have to civil liberties. This Article aims to open that discussion.
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contrast, this Article proposes a "multiple-setting" conception of sex-
ual harassment that both moves beyond traditionally protected set-
tings and explicitly acknowledges that sexual harassment in one set-
ting can produce harms in another. In order to address multiple-
setting harassment, a third-party liability regime similar to that of
traditional sexual harassment law should be introduced into non-
traditional contexts. In the particular case of online harassment,
liability should attach to website operators. This regime will create
an incentive for website operators to adopt preemptive, self-regulatory
measures against online sexual harassment, much as employers have
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I. INTRODUCTION

Sexual harassment is a complex and evolving practice. The rise
of sexual harassment in cyberspace is only one of the most recent and
most striking examples of the phenomenon's increasing complexity.
Sexual harassment law, however, has not kept pace with this evolu-
tion. Sex discrimination law has not been adequately "updated" to
address new and amplified practices of sex discrimination. Its two
principal limitations are (1) it treats only sexual harassment that oc-
curs in certain protected settings (for example, the workplace or
school) as actionable and (2) it assumes that both the activity and the
resulting harm of sexual harassment occur in the same protected set-
ting. Thus, it is unable to address any harassment that occurs com-
pletely or partially outside of traditionally protected settings.' By con-
trast, this Article proposes a "multiple-setting" conception of sexual
harassment that both moves beyond traditionally protected settings
and explicitly acknowledges that sexual harassment in one setting can
produce harms in another.2 In order to address multiple-setting ha-
rassment, a third-party liability regime similar to that of traditional
sexual harassment law should be introduced into non-traditional con-
texts. In the particular case of online harassment, liability should at-
tach to website operators.' This regime will create an incentive for
website operators to adopt preemptive, self-regulatory measures
against online sexual harassment, much as employers have done in
the offline setting.

While cyber harassment has received a lot of attention in recent
years, the majority of this attention focuses on tort or criminal ap-
proaches to the problem. Cyber harassment is most commonly cha-
racterized under theories of defamation, threats, stalking, bullying, or
invasion of privacy.' What has received far less attention is the dis-

1. See infa Part II.
2. See infta Part III.

3. See infta Part IV.B.

4. See, e.g., THE OFFENSIVE INTERNET: SPEECH, PRIVACY, AND REPUTATION (Saul Lev-

more & Martha C. Nussbaum eds., 2011); DANIELJ. SOLOVE, THE FUTURE OF REPUTATION:

GossIP, RUMOR, AND PRIVACY ON THE INTERNET 11 (2007); Bradley A. Areheart, Regulating

Cyberbullies Through Notice-Based Liability, 117 YALE L.J. POCKET PART 41, 41 (2007),
http://www.yalelawjournal.org/images/pdfs/581.pdf (arguing that the government

should curtail cyberbullying, such as Internet defamation and harassment, by holding In-

ternet service providers liable in some circumstances); Brittan Heller, Of Legal Rights and

Moral Wrongs: A Case Study of Internet Defamation, 19 YALE J.L. & FEMINISM 279, 279-80

(2007) (describing the effects of online defamation and harassment and the correspond-
ing legal issues); Nancy S. Kim, Web Site Proprietorship and Online Harassment, 2009 UTAH L.

REV. 993, 999-1000 (defining the terms "cyberstalking" and "cyberbulling"); David A.
Myers, Defamation and the Quiescent Anarchy of the Internet: A Case Study of Cyber Targeting, 110
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criminatory-especially sex-discriminatory-impact of cyber harass-
ment.5 This is a regrettable omission given the degree to which cyber
harassment is disproportionately targeted at women and girls, the fact
that this harassment is so often sexualized, and the serious effects this
harassment has on women's participation in social life.6 In a previous
work, I explored how online harassment undermines the progressive
social potential of cyberspace.' In this Article, I specifically address
how the Internet has expanded and amplified the practice of sexual
harassment.

Online harassment has various and wide-ranging harms: targets
have committed suicide, lost jobs, dropped out of school, withdrawn
from social activities, and decreased their participation in employ-
ment, educational, and recreational (including online) activities.'
The aggregate result of sex-based online harassment is to (re)make
women into a marginalized class, using sexual objectification and
gender stereotyping to make women feel unwelcome, subordinated,
or altogether excluded from socially meaningful activities.'

PENN ST. L. REv. 667, 667-68 (2006) (defining cyber targeting and discussing potential
legal causes of action under defamation and privacy laws).

5. There are important exceptions. Some scholars have recently observed that the
harm of cyber harassment cannot be adequately captured by traditional tort and criminal
law. Danielle Citron, in particular, has argued that an anti-discrimination agenda is a ne-
cessary component of the fight against cyber harassment. See Danielle Keats Citron, Cyber
Civil Rights, 89 B.U. L. REV. 61, 89-95 (2009) (hereinafter Citron, Cyber Civil Rights] (dis-
cussing how Tide VII and the application of civil rights doctrine to internet harassment
can help deter online mobs); see also Danielle Keats Citron, Law's Expressive Value in Combat-
ing Cyber Gender Harassment, 108 MICH. L. REV. 373, 404-14 (2009) [hereinafter Citron,
Law's Expressive Value] (characterizing cyberspace harassment as gender harassment and
making the case for law's expressive value in recognizing a cyber civil rights agenda). Ann
Bartow also addresses cyberspace harassment as sexual harassment in Internet Defamation as
Profit Center: The Monetization of Online Harassment, 32 HARV. J.L. & GENDER 383, 391-92
(2009) (criticizing the new "business model" of for-profit companies specializing in the
rehabilitation of online reputations). For more information on why certain forms of on-
line harassment should be considered discrimination, see Mary Anne Franks, The Banality of
Cyber Discrimination, or, the Eternal Recurrence of September, 87 DENV. U. L. REV. ONLINE 5, 6-9
(2010) (explaining that "[t]here is little that is new or radical about the content of cyber
harassment").

6. See Citron, Law's Expressive Value, supra note 5, at 396-97 (explaining how "online
abuse inflicts significant economic, emotional, and physical harm on women in much the
same way that workplace sexual harassment does"). I focus in this Article on sex discrimi-
nation because so much cyber harassment in the public light is aimed at women. It is not
my intention to single out women as a protected group to the exclusion of other historical-
ly marginalized groups. I maintain that the arguments I make for the application of sexual
harassment law to cyberspace hold true for anti-discrimination law more generally.

7. Mary Anne Franks, Unwilling Avatars: Idealism and Discrimination in Cyberspace, 20
COLUM.J. GENDER & L. 224, 251-52 (2011).

8. Citron, Law's Expressive Value, supra note 5, at 384-87.
9. See infra Part IV.A.
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While the growing phenomenon of sexual harassment in cyber-
space produces harm that is equal to or more severe than sexual ha-
rassment that occurs in traditionally protected spaces, there is as yet
no clear legal conceptualization of or remedy for this harassment as a
form of sex discrimination. Traditional sexual harassment law marks
certain settings as protected: the workplaces under Title VII, schools
in Title IX, and, to a less settled extent, homes (via the Fair Housing
Act) and prisons (via the Eighth Amendment)." Current law tacitly
requires that both the harassing behavior and the effects of that beha-
vior occur in the same protected setting. To be sure, courts have
sometimes been expansive in their conception of protected settings,
especially recently, recognizing that the "workplace" is not limited to
physical location, but rather tracks the relationships that make up the
employment setting. However, even the most expansive view of pro-
tected settings leaves much online harassment outside the purview of
sexual harassment law.

The fact that sexual harassment doctrine has developed around a
restrictive list of single, protected settings also means that it does not
provide a remedy for harassment that occurs in one setting and
creates effects in another. Thus, if a woman is harassed at her place
of employment by a co-worker, supervisor, or even a visitor in a way
that significantly interferes with her ability to function there, she has a
cognizable claim; if she is harassed by an anonymous stranger on an
Internet message board and it produces the same effects, she does
not." This single-setting conception of sexual harassment is particu-
larly ill-suited for the realities of the Internet age, where harassment
occurring in virtual, unregulated settings can have severe effects in
traditionally protected employment and educational settings."

The multiple-setting conception of sexual harassment advocated
by this Article recognizes that the action and the effect of sexual ha-
rassment can be split, an increasingly common reality in the Internet
age. Sexual harassment law (and discrimination law more broadly)
accordingly should be constructed around a two-pronged inquiry: (1)
Is the harm that resulted from the harassing activity serious and dis-
criminatory? (2) If so, is there an entity that can exert effective con-
trol over the harassing activity?"

Applying this inquiry to the example of online sexual harass-
ment, this Article argues that the answer to both questions is yes. The

10. See infra Part II.B.
11. See infra Part III.B.
12. See infra Part IA.
13. See infra Part III.B.
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discriminatory harm of cyber harassment can be very great, and web-
site operators are entities that can exert effective control over the ha-
rassing activity.14 Thus, traditional sexual harassment law's third-party
liability regime should be introduced into the online context.15 This
will create an incentive for website operators to adopt preemptive,
self-regulatory measures against sexual harassment, much as employ-
ers have done in the offline setting. This approach differs from other
proposed solutions to the problem of cyber harassment by addressing
sexual harassment as a distinct claim, thus capturing its particular ex-
pressive harm, and emphasizing ex ante incentives on website opera-
tors to prevent or internally resolve harassment, much as workplace
harassment law encourages employers to do. This latter feature les-
sens the need for intrusive litigation or invasive tracking practices that
could compromise privacy and online anonymity.

The implementation of this approach would, at a minimum, re-
quire a change in both the language of current federal sex discrimi-
nation law and a change in Section 230 of the Communications De-
cency Act ("CDA")." Currently, the statutory language and the
doctrinal development of Title VII and Title IX are limited to the ac-
tions of employers and school administrations. To encompass cyber
harassment, either the language of the statutes could be amended to
reflect the multiple-setting approach to sex discrimination, or a new
general federal statute on discrimination could replace the various
piecemeal protections of the current laws.

Section 230 of the CDA presents another obstacle. The section
provides that "[n]o provider or user of an interactive computer ser-
vice shall be treated as the publisher or speaker of any information
provided by another information content provider," 7 and this has
been held to immunize web hosts and other Internet entities from
liability for the unlawful activities of third parties.' 8 The most direct
way to remove the obstacle of Section 230 for sexual harassment cases
would be to revise it to include express language on compliance with
federal discrimination law." This amendment would ideally include a
subsection that explains how website operators, as agents of effective
control over websites and message boards, can be held liable for sex-

14. See infra Part III.B.
15. See infta Part IV.B.
16. See infra Part IV.C.
17. 47 U.S.C. § 230(c) (1) (2006).
18. See infra Part IV.C.
19. Reforming CDA § 230 would be required for most proposals regulating cyber ha-

rassment, not only the one advanced here.
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ual harassment that produces effects in settings protected under cur-
rent sexual harassment doctrine.2 o

In Part II, I describe the evolution of "classical" sexual harass-
ment doctrine, observing that even in its most recent, expansive form,
this doctrine is ultimately constrained by an outdated, single-setting
conception of harassment. Part III explains the multiple-setting
theory of sexual harassment and why this theory is necessary to re-
spond to increasingly complex practices of sexual harassment. This
Part also details how the seeming vagueness of the two-prong inquiry
into harm and control can be usefully populated with the definitions
and theories developed in classical sexual harassment doctrine. Part
IV applies the multiple-setting approach to cyber sexual harassment,
outlining what kinds of abuses would fall under its purview and offer-
ing specifics for how the remedy could be implemented. This Part al-
so details the advantages of the multiple-setting theory of sexual ha-
rassment and its likely effects. I explain how existing proposals for
addressing cyber harassment fail to capture the particular harm of cy-
ber sexual harassment, and/or suffer from conceptual and practical
flaws. Finally, I address several objections to using the multiple-
setting sexual harassment approach to respond to online harassment.

II. A SINGLE-SETTING THEORY: THE EVOLUTION OF "CLASSICAL"
SEXUAL HARASSMENT DOCTRINE

Sexual harassment is a complex, controversial, and continually
evolving area of law. In this Part, I attempt to outline the more settled
aspects of established sexual harassment doctrine-what I will refer to
as "classical" sexual harassment doctrine-highlighting the implicit
single-setting theory underlying it. I then offer some observations
about both the value and the limitations of established sexual harass-
ment doctrine.

Classical sexual harassment doctrine can be seen as developing
along two axes, spatial and relational. The spatial dimension is the
"where" of sexual harassment, that is, the protected space in which
individuals have a right not to be sexually harassed. The relational
dimension is the "who" of sexual harassment, that is, whose behavior
it properly addresses. The paradigmatic sexual harassment scenario
involves a specific space-the workplace-and a specific relation-
ship-superior-subordinate." Since the first Title VII cases, sexual

20. See infra Part I.C.
21. See infra Part II.A.
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harassment doctrine has expanded considerably along both the spa-
tial and the relational axes. 2

In classical sexual harassment cases, the analysis is ultimately
concerned with one "setting" at a time. The question of whose beha-
vior can be addressed by sexual harassment regulation is determined
by the role harassing actors play in that same setting. Established sex-
ual harassment cases address only situations in which the harassing
activity and the harassing effects occur in the same setting, and only
impose liability on a limited class of agents, namely those who can ex-
ert effective control over the protecting setting.

There has never been a general right not to be sexually harassed.
Women are sexually harassed everywhere-in the street, at home, in
parks, in school, and at work. Yet, with the exception of impractical
and ineffective misdemeanor laws against general harassment in pub-
lic spaces, before Title VII, women had no legal protection from the
harassment they experienced on the basis of gender in their daily
lives. " This is one reason why the recognition of sexual harassment
at work as sex discrimination was so groundbreaking: it meant that
there was at least one setting in which it was not acceptable to sexually
harass women. At the same time, the fact that the approach to such a
widespread practice of discrimination had to be so carefully cabined
to one particular setting is telling. When the only way to bring a sex-
ual harassment claim was under Title VII, there was no remedy and
no responsibility for sexual harassment occurring outside the em-
ployment setting. Sexual harassment law is not only limited to pro-
tected settings, but also limited to a small number of responsible
agents, namely those exerting control of those settings." The ques-
tion of liability has thus always been inextricably tied to the setting of
sexual harassment. In turn, liability has attached to the agent of ef-
fective control over the protected setting.

22. It now also includes additional spaces-the school, home, and prison-and in-
cludes additional relationships as well-peer relationships (co-workers, fellow students)

and, in some cases, other third parties (for example, customers in a restaurant). See infra
Part II.B.

23. See Katherine M. Franke, What's Wrong with Sexual Harassment?, 49 STAN. L. REV.
691, 700-01 (1997) (describing the difficulties early sexual harassment plaintiffs expe-

rienced in proving their cases and the engrained national understanding of appropriate
sexual behavior at the workplace).

24. Steven M. Warshawsky, Ellerth and Faragher: Towards Strict Employer Liability Under
Title WIfor Supervisory Sexual Harassment, 2 U. PA.J. LAB. & EMP. L. 303, 305 (1999).

[Vol. 71:655662
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A. The Paradigm Scenario: Sexual Harassment in the Workplace

The workplace was the first answer to the "where" question of
sexual harassment. Title VII of the Civil Rights Act makes it illegal for
any employer "to discriminate against any individual with respect to
his compensation, terms, conditions, or privileges of employment, be-
cause of such individual's race, color, religion, sex, or national ori-

gin."25 Thanks in large part to scholars such as Catharine MacKin-
non, the sexual harassment in the workplace that women experienced
for decades began to be viewed as illegal sex discrimination in the
1970s. 26 The 1976 case of Williams v. Saxbe was the first federal district
court case recognizing sexual harassment as sex discrimination 27 fol-
lowed by the first federal Court of Appeals recognition the following
year in Barnes v. Costle." Just as importantly, Title VII established the
Equal Employment Opportunity Commission ("EEOC") to enforce
the statutory provisions against discrimination and in 1980 the
EEOC issued its first guidelines on sexual harassment.o

The answer to the "who" question of sexual harassment requires
the distinction between two forms of sexual harassment: quid pro quo
harassment and hostile environment harassment. When a superior
demands sexual favors in return for obtaining or avoiding some spe-
cific employment or educational condition from a subordinate, it is
considered quid pro quo sexual harassment.3' Hostile environment
harassment, however, can involve either superiors or peers and is de-
fined as "[u]nwelcome sexual advances, requests for sexual favors,
and other verbal or physical conduct of a sexual nature ... when ...
such conduct has the purpose or effect of unreasonably interfering
with an individual's work performance or creating an intimidating,
hostile, or offensive working environment."

Importantly, liability for sexual harassment attaches to employ-
ers, not to individual harassers. Employers can be liable for harass-

25. 42 U.S.C. § 2000e-2 (a) (1) (2006).
26. See Thomas I. Emerson, Foreword to CATHARINE A. MAcKINNON, SEXUAL

HARASSMENT OF WORKING WOMEN, at vii-viii (1979) (recognizing that the work of MacK-
innon contributed to the changing view of sexual discrimination toward women).

27. 413 F. Supp. 654, 657 (D.D.C. 1976).
28. 561 F.2d 983,994-95 (D.C. Cir. 1977).
29. 42 U.S.C. § 2000e-4(a).
30. LIZA H. GOLD, SEXUAL HARASSMENT: PSVCHIATRIc ASSESSMENT IN EMPLOYMENT

LITIGATION 20 (2004).

31. See Burlington Indus., Inc. v. Ellerth, 524 U.S. 742, 751 (1998) (distinguishing quid
pro quo harassment, which involves threats related to employment status, from hostile
work environment claims).

32. 29 C.F.R. § 1604.11(a) (1985).
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ment committed not only by employees but third parties over which
the employer is found to have control, such as customers in a restau-
rant.33 In two cases from 1998, Faragher v. City of Boca Raton3 and Bur-
lington Industries, Inc. v. Ellerth,15 the Court laid out the basic liability
regime for sexual harassment. The type of harassment at issue largely
determines how liability will attach to employers in sexual harassment
cases. Employers can be directly liable for quid pro quo harassment
even if the employer has published policies against harassment and
management was unaware of the harassment.3 6 For harassment that
does not result in a tangible loss of employment benefits, however,
employers can avoid liability by demonstrating that they took reason-
able care to prevent and correct harassment and that the plaintiff un-
reasonably failed to take advantage of preventive or corrective oppor-
tunities.17  With regard to hostile environment sexual harassment,
EEOC guidelines state that employers are liable when they have actual
knowledge of the harassment and fail to act promptly and effective-
ly.38

B. Additional Protected Settings: Schools, Homes, and Prisons

Workplace sexual harassment has served as the model for ad-
dressing sexual harassment in other settings. In their analyses of sex-
ual harassment in schools, homes, and prisons, courts have turned to
Title VII for guidance regarding the standards for harm and liability,
with ambiguous results.

After the workplace, the next "protected setting" to come under
the purview of sexual harassment law was the school. Sexual harass-
ment in educational institutions receiving federal funds was first pro-
hibited under Title IX of the Education Amendments of 1972.39 Title
IX states, "No person in the United States shall, on the basis of sex, be

33. Lockard v. Pizza Hut, Inc., 162 F.3d 1062, 1073 (10th Cir. 1998); 29 C.F.R.

§ 1604.11(e) (1985).
34. 524 U.S. 775 (1998).
35. 524 U.S. 742 (1998).
36. See id. at 748-49 (explaining that the employee who engaged in the harassment

never informed his supervisors about the conduct even though the employee knew the

company had a policy against sexual harassment); id. at 766-67 (Thomas, J., dissenting)
(explaining that the majority's "rule applies even if the employer has a policy against sex-
ual harassment, the employee knows about that policy, and the employee never informs

anyone in a position of authority about the supervisor's conduct").

37. Faragher, 524 U.S. at 807.
38. 29 C.F.R. § 1604.11(d) (1985).
39. Pub. L. No. 92-318, § 901, 86 Stat. 373 (1972) (codified as amended at 20 U.S.C.

§ 1681(a) (2000)).
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excluded from participation in, be denied the benefits of, or be sub-
jected to discrimination under any education program or activity re-
ceiving Federal financial assistance."40 Like Title VII, Title IX makes
no specific mention of sexual harassment. The Supreme Court made
clear in Davis v. Monroe County Board ofEducation, however, that sexual
harassment "that is so severe, pervasive, and objectively offensive, and
that so undermines and detracts from the victims' educational expe-
rience, that the victim-students are effectively denied equal access to
an institution's resources and opportunities" is sex discrimination in
violation of Title IX. Conduct that has been found to constitute a
hostile environment includes unwelcome sexual advances,42 inquiries
about students' sex lives, vulgar sexual remarks,4 and unwelcome
rubbing or touching.45

The Supreme Court has relied substantially on its analysis of sex-
ual harassment under Title VII to assess sexual harassment claims un-
der Title IX. In Franklin v. Gwinnett County Public Schools, for example,
the Court analogized the teacher-student relationship to the employ-
er-employee relationship in Title VII cases involving quid pro quo ha-
rassment. 4 6 The Court also applied the "severe and pervasive" stan-
dard to Title IX cases, although only in cases of student-on-student
harassment. There are, however, some important differences be-
tween Title VII and Title IX case law. Unlike Title VII, Tide IX pro-
vides for an administrative remedy-namely, taking federal funds
away from an institution that does not comply with Tide IX-but did
not explicitly authorize a private right of action.48 In 1979, however,
the Court recognized an individual's right to sue for sexual harass-
ment in Cannon v. University of Chicago,49 and further clarified in Frank-
lin that the plaintiff could seek monetary damages.o

School districts, like employers, can be held liable for harass-
ment, although the standard of liability for school districts differs
from the standard set out for employers. In Gebser v. Lago Vista Inde-
pendent School District, the Court held that school officials had to be

40. 20 U.S.C. § 1681 (a).
41. 526 U.S. 629, 651 (1999).
42. Lipsett v. Univ. of Puerto Rico, 864 F.2d 881, 898 (1st Cir. 1988).
43. Franklin v. Gwinnett County Pub. Sch., 503 U.S. 60, 63, 65 (1992).
44. Davis, 526 U.S. at 633, 653-54.
45. Id.
46. Franklin, 503 U.S. at 75.
47. Davis, 526 U.S. at 652.
48. 20 U.S.C. § 1682 (2000).
49. 441 U.S. 677, 688-89 (1979).
50. 503 U.S. at 76.
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given actual notice-not merely constructive notice-to incur liability
for sexual harassment.5 ' As the Court expressed in Davis, school offi-
cials may be liable if they are "deliberately indifferent to known acts of
student-on-student sexual harassment and the harasser is under the
school's disciplinary authority." 5 2

Courts have started to recognize sexual harassment claims in ad-
ditional settings, including the home5

' and prison.5 4 In the home set-
ting, landlords who have made unwelcome sexual advances to tenants
have been found liable for sexual harassment.55 In the prison setting,
courts have found that prisoners have a limited right against sexual
harassment by prison guards. As with school harassment, courts
have relied heavily on standards gleaned from workplace harassment
cases to address harassment in these settings, a phenomenon that has
been noted and much criticized in existing literature.

51. 524 U.S. 274, 285 (1998).
52. Davis, 526 U.S. at 647. For a critical view of this standard, see Sandra J. Perry &

Tanya M. Marcum, Liability for School Sexual Harassment Under Title IX: How the Courts Are
Failing Our Children, 30 U. LA VERNE L. REV. 3,5 (2008).

53. See Nicole A. Forkenbrock Lindemyer, Sexual Harassment on the Second Shift: The Mis-
fit Application of Title VII Employment Standards to Title VIII Housing Cases, 18 LAW & INEQ.
351, 351 (2000) ('Yet another strand of sexual harassment is infecting women's lives and
has begun to be treated in our courts: sexual harassment in the home."). I am grateful to
Lee Fennell for pointing me to the literature on sexual harassment in the housing context.
See, e.g., Michelle Adams, Knowing Your Place: Theorizing Sexual Harassment at Home, 40 ARIZ.
L. REv. 17, 17 (1998) (analyzing sexual harassment in the home as "an invasion of [the]
quintessentially private space"); Jill Maxwell, Sexual Harassment at Home: Altering the Terms,
Conditions and Privileges of Rental Housing for Section 8 Recipients, 21 Wis. WOMEN'S L.J. 223
(2006); Robert G. Schwemm & Rigel C. Oliveri, A New Look at Sexual Harassment Under the
Fair HousingAct: The Forgotten Role of § 3604(c), 2002 Wis. L. REV. 771.

54. See Camille Gear Rich, What Dignity Demands: The Challenges of Creating Sexual Ha-
rassment Protections for Prisons and Other Workplace Settings, 83 S. CAL. L. REV. 1, 6-8 (2009)
(discussing the prevalence of relatively new sexual harassment claims by prisoners under
the Eighth Amendment and the problems created by applying a Title VII standard to these
claims).

55. See, e.g., Quigley v. Winter, 598 F.3d 938, 946 (8th Cir. 2010) (explaining that
"claim[s] for hostile housing environment created by sexual harassment" are actionable
under the Fair Housing Act).

56. See, e.g., Boddie v. Schneider, 105 F.3d 857, 861 (2d Cir. 1997) (explaining that a
prisoner's sexual harassment protections come from the Eighth Amendment's cruel and
unusual punishment standard); Adkins v. Rodriguez, 59 F.3d 1034, 1036-37 (10th Cir.
1995) (explaining that claims are "exclusively" bound by the Eighth Amendment stan-
dard); see also Rich, supra note 54, at 6 (recognizing that the "standards used in Eighth
Amendment analysis ... provide far weaker sexual harassment protections for prisoners
than their Title VII analogues make available to workers.").

57. See Rich, supra note 54, at 36, 51-52 (explaining that these standards are encum-
bered by "the residue of their workplace origins and, consequently, cause federal courts to
import entirely inappropriate workplace-specific assumptions ... into the prison cases");
Lindemyer, supra note 53, at 352 (recognizing that applying workplace sexual harassment
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C. An Expanding Conception of "Setting"

More recently, courts have begun to adopt a more expansive
conception of workplace and school harassment that includes, to a
limited degree, harassment in virtual spaces.58 These cases are impor-
tant and encouraging because they recognize, to a limited degree,
that the act of harassment can occur in a different setting from where
its effects are felt.

In Blakey v. Continental Airlines, Inc., the Supreme Court of New
Jersey held that an airline could be liable for sexual harassment that
occurred on an electronic bulletin board used by the airline's pilots. 9

The court held that "the fact that the electronic bulletin board may
be located outside of the workplace ... does not mean that an em-
ployer may have no duty to correct off-site harassment by co-
employees. Conduct that takes place outside of the workplace has a tendency
to permeate the workplace."6 The court analogized the bulletin board to
a pilots' lounge or bar where pilots might regularly go after work."
The court's inquiry tracked the setting in which the harm of the ha-
rassment was felt, not where the act of harassment physically took
place."

Though there are currently few cases dealing specifically with
school liability for virtual sexual harassment, the Supreme Court of
Pennsylvania held that a student's website containing derogatory and
threatening comments about his school's principal and teachers had
a sufficient "nexus" to the school to be considered on-campus

standards to sexual harassment in the home "has resulted in a gross misfit of legal stan-
dards").

58. To my knowledge, courts have not yet made similar inclusions of the virtual in
home and prison sexual harassment cases. The expanded notion of the workplace also
includes non-virtual spaces, such as bars and telephone calls. See, e.g., McGuinn-Rowe v.
Foster's Daily Democrat, No. 94623-SD, 1997 WL 669965, at *3 (D.N.H. July 10, 1997)
(noting that the employer's "alleged sexual assault of plaintiff at the bar also contributed
to the hostile environment plaintiff experienced at work, even though this particular inci-
dent occurred outside the workplace setting."); Am. Motorists Ins. Co. v. L-C-A Sales Co.,
713 A.2d 1007, 1013 (N.J. 1998) (recognizing, although the harassing phone calls to the
victim's home took place outside of the workplace, "such conduct nevertheless would have
arisen out of the employment relationship").

59. 751 A.2d 538, 543 (N.J. 2008).
60. Id. at 549 (emphasis added).
61. Id. at 548-50.
62. See id. at 556 (recognizing that the location of the effects of the harassment is cru-

cial within the liability analysis). It is reasonably well established that supervisor-
subordinate harassment is actionable regardless of where the harassment takes place; off-
site peer-to-peer harassment is less settled.
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speech.6 ' The court focused on two features of the speech to make
this determination: one, that the school had served as a physical
access point to the website, in that both the student and the targeted
staff had accessed the website at the school on numerous occasions;
and two, that the intended audience of the site was fellow students
and school staff.'

One optimistic interpretation of these cases is that courts recog-
nize that workplaces and schools, especially in a world increasingly
entangled with the Internet, are not mere physical locations. As Jack
Balkin puts it, they are "set[s] of social relations of power and privi-
lege, which may or may not have a distinct geographical nexus." A
theory of sexual harassment that acknowledges the relational dimen-
sion of workplaces and schools makes a great deal of intuitive sense.
To put it simply, a sexual harassment inquiry should have an expan-
sive view of the "where" of sexual harassment based on the "who" of
the harassment and where the effects of the harassment are felt. Ha-
rassment need not take place in the physical space of the office or the
campus to be actionable.66 Balkin gives this example: "If a male su-
pervisor makes an obscene phone call from his home to a female
subordinate in a hotel room, this unwelcome behavior can and
should contribute to a hostile work environment, even though both
supervisor and subordinate are miles away from the office."6

This developing approach provides an intuitively sound way to
deal with what could be called "intermediate" sexual harassment cas-
es-that is, cases where the harassing act occurs "off-site" but produc-
es effects in a protected setting and is committed by individuals with
some relationship to the protected setting. In other words, the in-
quiry tracks the effects of sexual harassment on the workplace or the
school, not the physical location of the harassing act. The sex dis-
crimination provisions of Title VII and Title IX are aimed at the harm
of unjustified, sex-based interference with a woman's ability to work
or learn, and thus not treating online harassment by supervisors or

63. J.S. v. Bethlehem Area Sch. Dist., 807 A.2d 847, 865-66 (Pa. 2002). See generally Ari
Ezra Waldman, Hostile Educational Environments, 71 MD. L. REv. 705 (2012).

64. Bethlehem Area Sch. Dist., 807 A.2d at 865.
65. J.M. Balkin, Free Speech and Hostile Environments, 99 COLUM. L. REv. 2295, 2313

(1999). Balkin refers here to workplaces, but the same is true of schools.

66. See id. ("Geographical proximity may be relevant to our judgments of the unrea-
sonableness of a practice and the discomfort produced by it, but it is hardly necessary to
achieve sex discrimination.").

67. Id.
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peers as sexual harassment allows (if not incentivizes) harassers to
make a virtual end run around these laws.6

These cases, however, are limited in the sense that the relational
"hook" still derives from relationships within the protected setting-
that is, they only capture situations in which harassers are co-workers
or fellow students." What courts have yet to do is also recognize sex-
ual harassment in cases where the harassment is not only committed
outside of the protected setting, but committed by people with no
known ties to the protected setting.

D. Virtues of Classical Sexual Harassment Doctrine

Classical sexual harassment doctrine, forged in the workplace set-
ting, has been criticized on many grounds. Scholars have attacked the
"severe or pervasive" standard, the "reasonable person" standard, and
the knowledge requirements for liability.7 o There is much debate
over how the harm of sexual harassment should be articulated,
whether as an offense to gender equality, to dignity, or to the freedom
to reject or subvert gender stereotypes.7 ' The wisdom of using stan-
dards from the workplace setting to address sexual harassment in dif-
ferent institutional settings has also been criticized.7 ' This Article it-
self argues that classical sexual harassment doctrine relies on an
outdated conception of the single-setting nature of sexual harass-
ment.

These are all legitimate concerns and questions that highlight
the imperfections in current remedies for sexual harassment. In spite
of such problems, however, there is no doubt that sexual harassment
doctrine has dramatically changed the landscape of workplaces and,
to a lesser extent, schools and other protected settings. One way of
describing this shift is to say that, broadly speaking, institutional and
social default settings have moved from the expectation and tolerance
of sexual harassment to the disapproval and sanction of it. This is not

68. See MAcKINNON, supra note 26, at 74 (recognizing that the failure to investigate
sexual harassment claims gives "tacit support" and even encourages the behavior).

69. See, e.g., 20 U.S.C. § 1681 (1986) (defining the prohibited conduct as relating to an
educational program or activity); 29 C.F.R. § 1604.11 (1999) (narrowly defining the prohi-
bited conduct as relating to employment or the workplace).

70. See, e.g., Anita Bernstein, Treating Sexual Harassment with Respect, 111 HARV. L. REV.
445, 448-50 (1997) (examining the problems associated with applying these standards).

71. See infra note 97.
72. See Lindemyer, supra note 53, at 379-91 (discussing the difficulty of applying legal

standards for sexual harassment that have been formed in the employment context to sex-
ual harassment that occurs in the home); see also Rich, supra note 54, at 49-52 (discussing
the difficulty of applying such standards to sexual harassment that occurs in prisons).
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to claim that sexual harassment is a thing of the past, or that individu-
al sexual harassment suits are no longer necessary. But it is clear that
sexual harassment laws have had a tremendous effect in pushing em-
ployers and school administrations to take preventative measures
against harassment.

For this Article's purposes, the most important aspect of classical
sexual harassment doctrine is its theory of third-party liability. Rather
than regulating harassers themselves, sexual harassment law regulates
agents of effective control. According to case law and EEOC guide-
lines, employers can be held liable for sexual harassment committed
by employees if they had actual or constructive knowledge of the ha-
rassment and failed to take "immediate and appropriate corrective ac-
tion."74  Employers can also be held liable for the acts of non-
employees "where the employer (or its agents or supervisory em-
ployees) knows or should have known of the conduct and fails to take
immediate and appropriate corrective action."7 With regard to sex-
ual harassment in schools, school districts can be held liable for sex-
ual harassment if they demonstrate "deliberate indifference" to the
behavior, a higher standard than the "actual or constructive know-
ledge" standard used in Title VII cases.

From an administrability and public policy perspective, there are
three characteristics of these institutions that justify holding them lia-
ble for sexual harassment: (1) the institution's superior access to in-
formation about the nature and prevalence of the harassing behavior;
(2) the institution's ability to control the behavior of the harassers;
and (3) the public policy benefits of incentivizing institutions to de-
velop and enforce policies that prevent sexual harassment from oc-
curring in the first place. The first characteristic is important be-

73. See, e.g., ANDREWJ. RUZICHO & LouIs A.JACOBS, EMPLOYMENT PRACTICES MANUAL

§ 6:32 (Supp. 2011) (providing detailed model policies and recommendations, based on a
review of statutes and cases, which employers may implement to try to avoid liability for
sexual harassment claims).

74. 29 C.F.R. § 1604.11(d) (1985); see, e.g., Eich v. Bd. of Regents for Cent. Mo. State
Univ., 350 F.3d 752, 761-62 (8th Cir. 2003) (finding an employer liable for harassment of
an employee by co-workers when the employer knew of the harassment and failed to take
corrective action).

75. 29 C.F.R. § 1604.11(e); see, e.g., Lockard v. Pizza Hut, Inc., 162 F.3d 1062, 1074-75
(10th Cir. 1998) (finding the restaurant liable for customers' harassment of waitress when
the manager had notice of the conduct and failed to respond); Rodriguez-Hernandez v.
Miranda-Velez, 132 F.3d 848, 854-55 (1st Cir. 1998) (finding employer liable for high-level
client's harassment of employee); Crist v. Focus Homes, Inc., 122 F.3d 1007, 1008 (8th Cir.
1997) (finding that the operator of a residential program for individuals with developmen-
tal disabilities could be held liable for residents' harassment of caregivers).

76. Gebser v. Lago Vista Indep. Sch. Dist., 524 U.S. 274, 290 (1998).
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cause, for example, while a sexually explicit comment from a single
employee may not make for a hostile environment, the sexually expli-
cit commentary of several employees directed at one target very well
might.n The employer or the school district has the greatest access to
important information regarding the pervasiveness of sexually harass-
ing behavior. One employee may think that his sexual comment is
harmless fun; his employer is in the best position to let him know that
his comment may contribute to a hostile environment from the pers-
pective of the person targeted.

The second and third characteristics are important because the
prospect of liability for sexual harassment aligns the interests of em-
ployers and school administration officials with that of potential vic-
tims. In order to avoid liability, employers and school administration
officials are required to implement policies and procedures that both
discourage harassment from occurring in the first place and deal with
it effectively when it does occur." It is now standard for workplaces
and schools to have sexual harassment policies that detail prohibited
behavior and internal procedures for addressing complaints. 9 As is
clear from these policies, sexual harassment doctrine has had signifi-
cant effects on institutional ex ante incentives to prevent harassment.

III. THE MULTIPLE-SETTING THEORY OF SEXUAL HARASSMENT

A. The Complexity of Sexual Harassment Practices

We can think of sexual harassment cases as falling into three cat-
egories: easy, intermediate, and hard. The easy cases are those cov-
ered straightforwardly by classical sexual harassment doctrine. The
action and the effects of the harassment occur in the same protected

77. See Bernstein, supra note 70, at 499-500 (noting that "[fileeting hostility or ab-
usiveness does not affect the work environment enough for courts to find liability" but
opining that the probability of harassment increases with the number of inappropriate in-
teractions).

78. See 29 C.F.R. § 1604.11(f) ("Prevention is the best tool for the elimination of sexual
harassment. An employer should take all steps necessary to prevent sexual harassment
from occurring, such as affirmatively raising the subject, expressing strong disapproval,
developing appropriate sanctions, informing employees of their right to raise and how to
raise the issue of harassment under title VII, and developing methods to sensitize all con-
cerned."); see also DEPT. OF ED., OFFICE FOR CIVIL RIGHTS, REVISED SEXUAL HARASSMENT
GUIDANCE: HARASSMENT OF STUDENTS BY SCHOOL EMPLOYEES, OTHER STUDENTS, OR

THIRD PARTIES 19 (2001) ("Schools are required by the Title IX regulations to adopt and
publish a policy against sex discrimination and grievance procedures providing for prompt
and equitable resolution of complaints of discrimination on the basis of sex.").

79. This includes schools and universities that do not receive federal funds.
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setting."0 The intermediate cases involve off-site harassing action but
with targets and harassers strongly connected to the protected set-
ting.' In both of these categories, liability attaches to the agent of ef-
fective control over the protected space (for example, employers in
the workplace; administration officials in schools; landlords in hous-
ing; wardens in prisons). The hard cases are of two types. In the first,
the harassing activity takes place in an unprotected setting but pro-
duces effects in protected settings. Unlike in intermediate cases, the
harassers in such cases have no known connection to the protected
setting." In the second type of hard case, both the harassing activity
and its harmful effects occur in unprotected settings. In this Article, I
am primarily concerned with the first type of hard case both because
online harassment so often fits this category and because these cases
require a less dramatic revision of current sexual harassment doc-
tnne.

Online harassment is one particularly prevalent form of multiple-
setting harassment. Imagine a scenario in which Y, an employee at a
law firm, wishes to sexually harass his co-worker, X. His firm has a
sexual harassment policy that prohibits unwelcome, graphic, and ob-
scene comments in the office. If he were to repeatedly make sexual
comments to X, he could be disciplined for sexual harassment or even
fired. If his harassment were severe and pervasive, and the firm failed
to intervene, the firm would be liable for sexual harassment. If, how-
ever, Ywere to go to an online anonymous message board and harass
X an interpretation of Title VII as reaching only conduct that occurs
within the physical workplace would leave X without a remedy.8 3 We
would have the very same harm with the very same effect (if not
worse) committed by the very same person, with no possibility of legal
response. The same is true for women who are harassed on their way

80. See supra Part II.A.
81. See supra Part II.B-C.

82. I say "known" here because it will often be the case-as it is in much online ha-
rassment-that the harasser's identity is unknown.

83. Jurisdictions vary as to whether they consider Title VII claims to extend to conduct
outside of the workplace. Compare Sprague v. Thorn Am., Inc., 129 F.3d 1355, 1366 (10th
Cir. 1997) (dismissing employee's Title VII sexual harassment claim for failure to present
evidence sufficient to demonstrate a hostile work environment, in part because the most
egregious instance of harassment "occurred at a private club, not in the workplace"), with
Crowley v. L.L. Bean, Inc., 303 F.3d 387, 409-10 (1st Cir. 2002) (finding that the lower
court did not err in considering evidence of supervisor's sexual harassing conduct toward
the plaintiff employee that occurred outside of the workplace in concluding that a hostile
work environment existed). See also Reed v. Airtran Airways, 531 F. Supp. 2d 660, 670 n.17
(D. Md. 2008) ("[Clircuits are split on whether incidents that occur outside of the office
contribute to a hostile work environment.").
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to work, for example, on the subway or in a private park. These wom-
en may feel so intimidated, abused, insecure, or unsafe on their route
that the harassment affects their performance at work (or even pre-
vents them from going to work). Yet, under Title VII, they would not
be able to bring a sexual harassment claim against the transportation
authority or the park service because they do not actually work in the
subway or park.

B. Two-Pronged Inquiry

A strict single-setting conception of sexual harassment precludes
a discrimination remedy for these situations. The multiple-setting
theory of sexual harassment, by contrast, recognizes that there can be
more than one relevant setting in a sexual harassment inquiry. One is
the setting in which the harassment occurs, and the other is the set-
ting in which the harmful effects are felt. Even if the first setting has
no relationship to the second and is not itself a traditionally protected
setting, it should be a proper object of legal intervention if the harm
is serious enough and an agent of effective control can be identified
in it. In other words, the multiple-setting theory of sexual harassment
involves a two-pronged inquiry: (1) Is the harm resulting from the ha-
rassing activity serious and discriminatory? (2) If so, is there a clearly
identifiable entity that can exert effective control over the harassing
activity?

While this two-pronged inquiry might sound rather broad, there
is no need to reinvent the wheel in order to apply it. Workable defini-
tions of subjective concepts, such as "hostile environment" and "un-
welcome conduct," are objective measurements of harm, and assess-
ments of effective control have all been painstakingly mapped out in
existing sexual harassment case law and EEOC guidelines.8 4 We
should make good use of the wealth of theory and application that
has already been formed in classical sexual harassment doctrine in
applying this two-pronged theory to multiple-setting cases.

Sexual harassment, defined generally as unwelcome sexual or
sex-based conduct, has been shown to have long-lasting and severe ef-
fects on its victims no matter where it occurs." One message of sex-

84. See supra Part II.A.
85. See, e.g., Cynthia Grant Bowman, Street Harassment and the Informal Ghettoization of

Women, 106 HARV. L. REv. 517, 524-27 (1993) (describing the widespread harmful effect of
sexual harassment in public places: "Unlike men, women passing through public areas are
subject to 'markers of passage' that imply either that women are acting out of role simply
by their presence in public or that a part of their role is in fact to be open to the pub-
lic. ... [B]y turning women into objects of public attention when they are in public, ha-
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ual harassment-perhaps the loudest message-is that women de-
serve to be treated not as subjects, but as objects-whether sexual,
servile, or generally inferior. Sexual harassment signals to women
that they are either not welcome in a given space and/or that they will
only be tolerated in that space under certain conditions of humilia-
tion and sexualization."

The standards for demonstrating sexual harassment are quite
high. Sexual harassment law is not intended, as the Supreme Court
has noted, to be a "civility code."" To make out a prima facie case of
hostile environment sexual harassment, a plaintiff must show that (1)
she is a member of a protected class; (2) she was subject to unwel-
come sexual harassment; (3) the harassment was based on sex; (4) the
harassment was sufficiently severe or pervasive so as to alter the condi-
tions of her employment and create an abusive working environment;
and (5) her employer knew or should have known about the harass-
ment and failed to stop it." The conduct that courts have sometimes
found to qualify as creating a hostile environment includes unwel-
come sexual innuendoes, sexual propositions, statements of women's
inferiority (for example, calling a female employee a "dumb ass wom-
an")," unwanted sexual touching, lewd remarks about women's body
parts," pervasive presence of sexually oriented materials, and sexually
demeaning comments and jokes.91

In Meritor Savings Bank v. Vinson, the Supreme Court held that
hostile environment sexual harassment must be "severe or pervasive"
in order to be actionable under Title VII.92 To determine whether
the harassment constitutes hostile environment sexual harassment,
the Court considered "'the totality of [the] circumstances."'9 In so
holding, the Court stated that it is not necessary for the harassment to
have had any economic effect to be actionable.9 4 In Harris v. Forklift

rassers drive home the message that women belong only in the world of the private."
(footnotes omitted)).

86. Id.

87. Oncale v. Sundowner Offshore Servs., Inc., 523 U.S. 75, 80 (1998).
88. Henson v. City of Dundee, 682 F.2d 897, 903-05 (11th Cir. 1982).
89. Harris v. Forklift Sys., Inc., 510 U.S. 17, 19, 23 (1993).
90. Faragher v. City of Boca Raton, 524 U.S. 775, 780, 808 (1998).
91. Robinson v. Jacksonville Shipyards, Inc., 760 F. Supp. 1486, 1490-91 (M.D. Fla.

1991). But see Greene v. A. Duie Pyle, Inc., 371 F. Supp. 2d 759, 761, 763 (D. Md. 2005)
(holding that keeping copies of Penthouse and Playboy magazines in the bathroom, among
other allegations, did "not describe the requisite severity or pervasiveness necessary to
create a hostile work environment"), affd per curiam, 170 F. App'x 853 (4th Cir. 2006).

92. 477 U.S. 57, 67 (1986).
93. Id. at 69 (quoting 29 C.F.R. § 1604.11(b) (1985)).
94. Id. at 67-68.
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Systems, Inc., the Court later held that psychological injury is also not
necessary to prove a hostile environment." The Court then clarified,
in the same-sex harassment case of Oncale v. Sundowner Offshore Servic-
es, Inc., that sexual harassment need not be motivated by sexual de-
sire-any discriminatory treatment based on sex can qualify as sexual
harassment.9 6

The harm of sexual harassment has been articulated in many
ways. A few prominent characterizations include sexual harassment as
gender inequality, as an offense to dignity, and as a means of enforc-
ing gender stereotypes.9 7 For the purposes of this Article, I do not
take a position on which perspective is most accurate or useful; ra-
ther, I take it as a given that all of these articulations are legitimate
and provide numerous reasons to take the harm of sexual harassment
seriously.

Applying the two-pronged inquiry into harm and control is not a
vague or unpredictable enterprise, but can be populated with the de-
finitions, standards, and theory of classical harassment doctrine. Addi-
tional support for emphasizing the question of harm and of control is
found by considering that harm (including the harms of captivity)
and control have played key roles in the development of classical sex-
ual harassment doctrine. Given that sexual harassment is a general
social harm that can occur anywhere, it is significant that sexual ha-
rassment law has developed primarily to address harassment in the
workplace and educational settings.98 Why these particular settings
are afforded the protections of sexual harassment law can be usefully
explained by three main features: (1) employment and education are
intimately linked to the goals of gender equality; (2) such settings are
characterized by captivity, which exacerbates the harm of harassment;
and (3) such settings are responsive to administrative control.

First, the harm of sexual harassment in employment and educa-
tional environments is particularly grave. Employment and education

95. 510 U.S. 17, 22 (1993).
96. 523 U.S. 75, 80-81 (1998).
97. See, e.g., Bernstein, supra note 70, at 508-09 (arguing that sexual harassment should

be thought of as a "dignitary harm"); Mary Anne C. Case, Disaggregating Gender from Sex and
Sexual Orientation: The Effeminate Man in the Law and Feminist Jurisprudence, 105 YALE L.J. 1,
60 (1995) (discussing sexual harassment as a response to deviations from traditional gend-
er expectations); Katherine M. Franke, What's Wrong with Sexual Harassment?, 49 STAN. L.
REV. 691, 762-63, 772 (1997) (describing the wrong of sexual harassment as the policing
of gender norms); Vicki Schultz, Reconceptualizing Sexual Harassment, 107 YALE L.J. 1683,
1755 (1998) (emphasizing hostile environment sexual harassment as a form of economic
gender inequality).

98. Sexual harassment jurisprudence, however, is expanding to include other spaces,
such as the home and the prison. See supra Part II.B.
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are two realms in which sex discrimination's public effects are felt
most acutely. The workplace and the school are two important public
sites in women's struggle to achieve equality with men. By seizing
educational opportunities and breaking into professions previously
accessible only to men, women materially alter the status quo that pri-
vileges men over women. An increasing number of women in the
workplace means an increasing number of women earn their own
money and are thus not economically dependent on men. Economic
independence is essential to individual liberty, as is the opportunity to
add to one's identity through one's work.99 An education is one of
the most important ways in which any individual discovers and devel-
ops her skills, passions, and talents; it also serves as an important
stepping-stone to job opportunity. In short, work and school are two
of the most public, expressive sites vital to the attainment of gender
equality.

The harm of sexual harassment in the workplace and school is
exacerbated by the "captivity" of these settings. Early scholarship on
sexual harassment contrasted sexual harassment in the workplace
with sexual harassment in the street, observing that women "cannot
simply walk away" from harassment in the workplace. 00 While the as-
sumption that women can merely "walk away" from street harassment
is overly simplistic and downplays the harm of street harassment,'0 '
there is some merit to the argument that women are captive in the
workplace and in school in a way that they are not in other places.
Victims cannot "opt out" of the harassment without leaving their
place of employment or study.' 2

The third feature, responsiveness to control, provides a more
practical justification for the differing treatment of workplace or
school harassment and street harassment. In both workplaces and
schools, there is a clearly identifiable "agent of effective control" to
whom liability can be justifiably and usefully attached. Employers can
control the behavior of their employees and others who enter the

99. See, e.g., Schultz, supra note 97, at 1756 ("[W]ork not only bestows a livelihood and
sense of community, but also provides the basis for full citizenship, and even for personal
identity. Like it or not, we are what we do." (footnote omitted)).

100. David B. Oppenheimer, Workplace Harassment and the First Amendment: A Reply to Pn--
fessor Volokh, 17 BERKELEYJ. EMP. & LAB. L. 321, 323 (1996).

101. See Bowman, supra note 85, at 580 ("[W]omen do not frequently talk about street
harassment, not even with one another .... [T]he experience of street harassment is so
common that it often seems to be an inevitable part of life.").

102. For more on the concept of "captive audiences," see Balkin, supra note 65, at 2306-
18.
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workplace; os school administration officials can do the same with stu-
dents and staff.104 While street harassment can be as traumatic and
harmful as harassment in the workplace or school,' there is no clear-
ly identifiable agent of effective control over the behavior of those on
the street to whom liability can attach. Moreover, street harassers are
difficult to apprehend because their actions may be fleeting. A victim
of street harassment may not know who is harassing her, and indeed
may not even be able to identify the harasser later.' 6 She will have
difficulty providing evidence that she was harassed, as street harass-
ment is often ephemeral. These problems do not attend workplace
and school harassment, rendering these environments more respon-
sive to control.

IV. CASE STUDY: CYBER SEXUAL HARASSMENT

This Part applies the multiple-setting theory of harassment to ad-
dress certain forms of online discrimination. First, I identify and de-
fine the kind of online abuse that qualifies as sexual harassment by
way of several recent examples.'0 7 Second, I illustrate specifically how
the two-prong inquiry would be applied to online sexual harassment
and the benefits of this approach as compared to tort and criminal
approaches.'08 Third, I suggest the statutory changes required to ad-
dress sexual harassment online.'0o Fourth, I discuss the advantages of
providing a remedy for cyber sexual harassment victims. "0 Finally, I
address several objections to the multiple-setting theory."'

103. See, e.g., Eich v. Bd. of Regents for Cent. Mo. State Univ., 350 F.3d 752, 761-62 (8th
Cir. 2003) (finding an employer liable for harassment of an employee by co-workers when
the employer knew of the harassment and failed to take corrective action).

104. See Davis v. Monroe County Bd. of Educ., 526 U.S. 629, 646-47 (1999) (holding the
school board liable for money damages because the school retained substantial control
over a student who sexually harassed another); Baynard v. Malone, 268 F.3d 228, 242-43
(4th Cir. 2001) (recognizing that school boards exercise control over teachers through the
school principal).

105. See Bowman, supra note 85, at 535-40 (explaining that street harassment is a physi-
cal and psychological invasion of a woman's privacy that causes women to feel disempo-
wered, ashamed, and fearful of rape or attack).

106. See id. at 523 (noting that street "harassers are unacquainted with their targets").

107. See infra Part IV.A.

108. See infra Part IV.B.

109. See infta Part IV.C.
110. See infra Part IV.D.

111. See infta Part IV.E.
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A. What Does Cyber Sexual Harassment Look Like?

Online abuse has existed as long as the Internet itself has existed.
The anonymity of cyberspace seems to bring out the tendencies to
mockery and malice in users who might never dare to be anything but
perfectly civil in encounters with others offline." 2 The best strategy of
dealing with much of the insulting, juvenile behavior that occurs in
cyberspace is sometimes simply to ignore it. However, when users at-
tack (1) individuals belonging to historically subordinated groups; (2)
personally and by name; (3) with graphic, vicious, and public abuse
that interferes with these individuals' livelihood or education, this is
not mere juvenile behavior but rather a form of discrimination. 13

One high-profile case of cyber harassment involved the message
board AutoAdmit.com, a forum where individuals could share infor-
mation about top law schools, law school admissions, firms, clerkships,
and generally how to succeed in law school."' In March 2005, law
professor Brian Leiter wrote about the site on his blog, Leiter Reports,
calling attention to the rampant racism and sexism of AutoAdmit
posters. In March 2007, the Washington Post ran a story about the
numerous racist, sexist, and obscene posts on the site, highlighting
the particularly vicious attacks on female law students."' These posts
included entire message threads devoted to "ranking" these students'
bodies, discussing their alleged sexual activities, and expressing what
users would like to do with them sexually-all in graphic and often
violent detail. 7  The women in question were often targeted by
name, while the users posted under pseudonyms." 8 In some cases,
users posted personal information of their targets, including email
addresses, instant messenger screen names, and the email addresses
of their professors and former employers, and they encouraged site

112. Citron, Cyber Civil Rights, supra note 5, at 83.
113. Id. at 80-81 (concluding that when online harassers "select victims for abuse based

on their race, ethnicity, gender, or religion, they perpetuate invidious discrimination" be-
cause, like "offline" harassment, such abuse "deprive[s] vulnerable individuals of their
equal right to participate in economic, political, and social life").

114. Ellen Nakashima, Harsh Words Die Hard on the Web; Law Students Feel Lasting Effects of
Capricious Remarks, WASH. POST, Mar. 7, 2007, at Al [hereinafter Nakashima, Harsh Words].

115. Brian Leiter, Penn Law Student, Anthony Ciolli, Admits to Running Prelaw Discussion
Board Awash in Racist, Anti-Semitic, Sexist Abuse, LErTER REP.: A PHIL. BLOG (Mar. 11, 2005,
6:12 PM), http://leiterreports.typepad.com/blog/2005/03/pennlawstuden.html.

116. Nakashima, Harsh Words, supra note 114.
117. David Margolick, Slimed Online, PORTFOLIO.COM (Feb. 11, 2009), http://www.port-

folio.com/news-markets/national-news/portfolio/2009/02/ 1/Two-Lawyers-Fight-Cyber-
Bullying/index.html.

118. Citron, Cyber Civil Rights, supra note 5, at 71-72.
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members to email their insults directly."' Several of the women tar-
geted knew nothing about the site until friends informed them or un-
til they discovered the threads on Google searches.' 20 Some of the
women attacked on the site contacted the site's administrators and
requested the offensive threads be removed.' 2' Instead of replying di-
rectly to the women, one administrator lashed back in an AutoAdmit
post, saying, "Do not contact me ... to delete a thread."122 He warned
that if he kept receiving similar requests, he would "post them all on
the message board for everyone to see."'2 3 In response to criticism for
this response, the AutoAdmit administrators cited First Amendment
ideals and asserted that the complaining women invited the attention
they received by posting photographs on social networking sites such
as Facebook and MySpace. In some cases, the administrators posted
the women's complaints on the site, leading to message threads call-
ing the women "bitches" and threats to punish them with rape, stalk-
ing, or other abuse.

Kathy Sierra, a software developer and the first woman to deliver
a keynote speech at a conference on the Linux operating system, au-
thors a popular blog called Creating Passionate Users.124 At about the
same time as the AutoAdmit controversy broke, Sierra began receiv-
ing death threats in the comments section of her blog.125 One com-
menter wrote about slitting her throat and ejaculating; another post-
ed a digitally altered photo of Sierra with a noose around her neck. 2 6

On another site, a user posted a manipulated photo that appeared to
show Sierra with panties across her face, struggling to breathe. The
picture was captioned: "I dream of Kathy Sierra . .. head first."2

1

Sierra canceled several speaking engagements and suspended her
blog in the wake of the threatening posts.12 8

119. Id. at 73.
120. Nakashima, Harsh Words, supra note 114.

121. Margolick, supra note 117.
122. Id.

123. Id.
124. Ellen Nakashima, Sexual Threats Stifle Some Female Bloggers, WASH. POST, Apr. 30,

2007, at Al [hereinafter Nakashima, Sexual Threats].

125. Id.
126. Id.

127. Victoria Murphy Barret, Anonymity & the Net, FORBES, Oct. 15, 2007, at 74, available
at http://www.forbes.com/forbes/2007/1015/074.html.

128. Blog Death Threats Spark Debate, BBC NEWS (Mar. 27, 2007, 11:20 GMT),
http://news.bbc.co.uk/2/hi/technology/6499095.stm.
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Chelsea Gorman, a freshman at Vanderbilt University, was raped
on her way to campus one evening.' Gorman left school for that
semester, struggling with panic attacks and self-blame.130 When she
returned to school in the fall, she had only told her family and a few
friends about the rape. In March 2008, a friend at another college
called to tell her that someone had posted about her rape on a gossip
site called JuicyCampus.com. On the Vanderbilt University page of
the site, there was a post titled "Chelsea Gorman Deserved It.""'3 The
post not only announced the rape, but went on to read: " [W] hat
could she expect walking around there alone. [E]veryone thinks she's
so sweet but she got what she deserved. [W]ish I had been the home-
less guy that f***** her.""' The post became the talk of Vanderbilt's
campus-both the virtual one on JuicyCampus, and the real one
Gorman had to face every day. 3 3

On January 9, 1994, a University of Michigan student named Ab-
raham Jacob Alkhabaz, who uses the name Jake Baker, submitted a
story about raping, torturing, and murdering a fellow student to the
alt.sex.stories Usenet news group. 34 Baker used the fellow student's
real name in the story. Once notified of the story, the University of
Michigan police searched Baker's computer and found a second simi-
lar story on his hard drive, using the same student's name and her ac-
curate residential address, along with email correspondence with a
man named Arthur Gonda. This correspondence included details of
plans for the two men to meet so that they could carry out the real-life
rape, torture, and murder that they fantasized about.'35 Judge Avem
Cohn dismissed the case, ruling that there was no evidence Baker ac-
tually intended to act out his fantasies."'

129. 20/20: Campus Gossip; Student's Horrific Ordeal (ABC News television broadcast May
16, 2008) (transcript on file with Maryland Law Review).

130. Eamon McNiff & Ann Varney, College Gossip Crackdown: Chelsea Gorman Speaks Out,
ABC NEWS (May 14, 2008), http://abcnews.go.com/2020/Story?id=4849927&page=1.

131. Id.

132. Id.
133. Id.
134. United States v. Alkhabaz, 104 F.3d 1492, 1493 (6th Cir. 1997).
135. Id. at 1498.
136. United States v. Baker, 890 F. Supp. 1375, 1388-90 (E.D. Mich. 1995), affd 104

F.3d 1492 (6th Cir. 1997). For commentary on the implications of the Baker case, see Ste-
ven G. Gey, A Few Questions About Cross Burning, Intimidation, and Free Speech, 80 NOTRE
DAME L. REv. 1287, 1335-37 (2005); Robert Kurman Kelner, Note, United States v. Jake
Baker: Revisiting Threats and the First Amendment, 84 VA. L. REV. 287, 307-13 (1998); David
C. Potter, The fake Baker Case: True Threats and New Technology, 79 B.U. L. REV. 779, 794-800
(1999).
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Sites that thrive on gossip and insults, like AutoAdmit and the
now-defunct JuicyCampus,m' direct much of their negative attention
to women and girls, many of whom have no connection to their at-
tackers nor are users of the sites in question.'38 The comments sec-
tions of many online newspapers, 1 blogs,o40 and video hosting sites
are rife with obscene, sexist abuse. Social networking sites such as Fa-
cebook and MySpace have become highly effective outlets for venge-
ful men to attack ex-girlfriends, and an extraordinary number of sites
are exclusively devoted to "revenge porn," defined by the Urban Dic-
tionary as " [h] omemade porn uploaded by ex girlfriend or (usually)
ex boyfriend after particularly vicious breakup as a means of humiliat-
ing the ex or just for own amusement."'42 The effects on the victims
of cyber sexual harassment include suicide, eating disorders, de-
creased motivation to work or study, and a host of psychological prob-
lems. 4 3

B. Harm and Control in Cyber Sexual Harassment

As discussed above, the multiple-setting approach to sexual ha-
rassment involves a two-pronged inquiry: (1) Is the harm that resulted
from the harassing activity serious and discriminatory? (2) If so, is
there an entity that can exert effective control over the harassing ac-
tivity?

One could object that the harm caused by cyber harassment is by
default less serious than that caused by workplace or school harass-
ment because victims are not "captive" in the way they would be at

137. JuicyCampus folded in 2009, only to be replaced by another college campus gossip
site. Nora Sorena Casey, juicy Campus Folds Citing Lack of Funds, Makes Way for New Gossip
Site, CHI. MAROON (Feb. 10, 2009), http://www.chicagomaroon.com/2009/2/10/juicy-
campus-folds-citing-lack-of-funds-makes-way-for-new-student-gossip-site.

138. Citron, Cyber Civil Rights, supra note 5, at 65-66.
139. See Howard Kurtz, Online, Churls Gone Vile, WASH. POST, Mar. 26, 2007, at Cl (not-

ing that "[t]he Washington Post's Web site has been grappling with a surge in offensive
and incendiary comments" and that the newspaper "does not have the resources to
screen ... comments in advance").

140. See Citron, Cyber Civil Rights, supra note 5, at 76-78 (describing how female blog-
gers, particularly those of color, frequently receive abusive and sexually violent comments
on their blogs).

141. See Ann Bartow, Internet Defamation as Profit Center: The Monetization of Online Ha-
rassment, 32 HARV. J.L. & GENDER 383, 387-89 (2009) (describing a string of obscene
comments left on a YouTube video trailer for a documentary about a rock and roll camp
for girls between the ages of eight and eighteen).

142. Revenge Porn Definition, URBANDICIONARY.COM, http://www.urbandictionary.com/
define.php?term=revenge%20porn (last visited Dec. 28, 2011).

143. Azy Barak, Sexual Harassment on the Internet, 23 Soc. SCI. COMPUTER REv. 77, 84-85
(2005).
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work or in school.'4 4 In all but a few rare cases, an individual does not
"need" to enter or participate in virtual spaces in the way that she
"needs" to have ajob or go to school. Sexual harassment law does not
create a right to feel comfortable in every setting, and so perhaps the
best way to deal with cyber harassment (so the argument goes) is the
same as often suggested for dealing with offensive material on TV or
in books and magazines: just don't look at it.'45

The analogy is inapt, however, because the cyber harassment ad-
dressed by this Article targets specific individuals and does so in ways
that produce widespread, potentially unlimited, effects. Because cy-
berspace is now intertwined with most people's daily lives, a victim
who simply chooses not to look at the cyber harassment against her
does little or nothing to diminish its harmful impact. We could even
speak of cyber harassment as producing a kind of virtual captivity.
One has few options to effectively avoid or exit cyber harassment."'
The effects of cyberspace harassment can manifest anywhere, to any-
one, and at any time. Particularly if the online attack is indexable by a
major search engine like Google, it is accessible to almost anyone (the
target's co-workers, fellow students, clients, children) almost any-
where (at her place of work, her school, her home, her doctor's of-
fice). 4

Thus, targeted sexual harassment of women in cyberspace may
not only produce all of the effects that "real-life" harassment does, 48

but also has the potential to be even more pernicious and long-lasting
than "real-life" harassment. Three features of cyberspace exacerbate
the impact of harassment: anonymity, amplification, and perma-
nence.

(1) Anonymity: the increased opportunity for harassers to attack
their targets anonymously, making it difficult if not impossible for the
targets to engage in self-help or legal remedies;

(2) Amplification: the capacity for harassers to quickly find a
wide audience for their harassment, including users who will join in
the harassment;

144. Cf Balkin, supra note 65, at 2310-12 (explaining how the First Amendment "cap-
tive audience" doctrine may apply to sexual harassment cases in the workplace).

145. See, e.g., Ann Althouse, Let's Talk About AutoAdmit, ALTHOUSE (Mar. 16, 2007, 6:36
AM), http://althouse.blogspot.com/2007/03/lets-talk-about-autoadmit.html.

146. See, e.g., Margolick, supra note 117 (explaining that website moderators often
refuse to delete any offensive material or comments).

147. See, e.g., Nakashima, Harsh Words, supra note 114 (describing the myriad ways and
places individuals can access online information).

148. See Barak, supra note 143, at 84-85 (describing the real life harms produced by of-

fline sexual harassment).
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(3) Permanence: online attacks, which often include personal in-
formation about their targets, such as home addresses and telephone
numbers, are very difficult to erase.149

At the same time, cyber sexual harassment is in theory far more
responsive to control than much real-life harassment. Some of the
very features of cyberspace that magnify the harm of harassment-for
instance, permanence-also make such harassment easier to regulate.
Much cyber sexual harassment is in some way recorded, and much is
also date- and time-stamped; thus, the evidentiary problems that often
plague real-life harassment claims are lessened.5 o Secondly, there is a
clearly identifiable agent of effective control over sites where harass-
ing activity takes place. Website operators have effective control over
their sites and those who enter them, at least in theory.5"' They can
control the behavior of users on their sites at least as effectively as
employers and school administrators can control individuals in their
respective environments.

Let us use AutoAdmit as an example to illustrate this. Say that C
is a law student who has just been hired at a Biglaw firm for her 2L
summer. After her first few weeks she notices that she never gets to
work on the important cases being handed to the rest of the summer
associates, relegated instead to making copies and doing simple re-
search. One day she overhears an associate making reference to the
"4racy stuff about C' on a site called AutoAdmit and how he couldn't
imagine telling an important client that C is working on his case. C
has never heard of AutoAdmit; she looks it up and discovers that
there are several message threads about her, including allegations
that she has multiple STDs, is promiscuous, and entered herself into a
law student beauty contest. Some posters have written things like "fol-
low C into the firm showers and snap a pic!" and "I can't wait until C
starts back at Law School-I'll be waiting in the bushes!" C finds
it difficult to concentrate on herjob; she begins missing work because
she does not want to face the associates, all of whom she thinks have
probably read the posts. She decides to quit halfway through the
summer, and because of this does not receive an offer of permanent
employment from the firm. When school resumes, C hears students

149. For a more detailed discussion of these features, see Franks, supra note 7, at 255-
56.

150. See Margolick, supra note 117 (noting that the identity of many, although not all, of
the authors of offensive comments were discovered through prior posts and information
given by Internet providers under subpoena).

151. See Leiter, supra note 115 (highlighting a comment from an administrator of a
"more grown-up prelaw site" that describes how he or she keeps obscene comments off the
website).
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talking about the posts in class. She is also anxious about the posts
that suggest someone at the law school might be stalking her. C
misses several classes during the term, and starts to contemplate leav-
ing law school altogether.

C has experienced the effects of sexual harassment in both her
workplace and her school. Her harassers may or may not include co-
workers and fellow students. But who should be held liable?

The recommendation of this Article is that we should hold liable
the agent with effective control over the setting of the harassment-in
this case, the website operators.15 2 Like employers and school admin-
istrators in straightforward cases of Title VII and Title IX sexual ha-
rassment, website operators have the most information about the ha-
rassment. They know how prevalent and vicious it is and whether
certain targets are being harassed by multiple users, and they also may
have identifying information about the users. Secondly, they have
control over the users of their site. Much as employers can fire em-
ployees at will, or restrict employees' behavior, or eject abusive cus-
tomers, website operators can warn or ban users who post harassing
messages. Finally, from a public policy perspective, it is best that web-
site operators put policies into place that discourage harassment from
occurring in the first place. Especially given the permanence of on-
line expression, it is better to prevent the harm from occurring then
to try to mitigate it after the fact.'53

Let us walk through how this would work. First, let us consider
how "real space" employers and educational institutions deal with
sexual harassment and see how this could translate into how website
operators deal with sexual harassment. In real space, employers and
educational institutions generally set out sexual harassment policies
that put employees on notice about what will be considered imper-
missible conduct. This is not necessarily an easy task; employers and
educational institutions must walk a fine line to make a sexual ha-
rassment policy that properly deters unwelcome and harmful speech
and actions while not imposing a "civility code" that strips the
workplace of all flirtation, jokes, or banter.'5 4 A well-written policy in

152. For more on why my suggestion is that liability should attach to website operators
and not Internet service providers or search engines, see Part IV.E.2.

153. See, e.g., 29 C.F.R. § 1604.11(f) (1985) ("Prevention is the best tool for the elimina-
tion of sexual harassment. An employer should take all steps necessary to prevent sexual
harassment from occurring, such as affirmatively raising the subject, expressing strong dis-
approval, developing appropriate sanctions..., and developing methods to sensitize all
concerned.").

154. See Estelle D. Franklin, Maneuvering Through the Labyrinth: The Employer's Paradox to
Hostile Environment Sexual Harassment-A Proposed Way Out, 67 FORDHAM L. REV. 1517, 1521
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itself reduces the incidence of harassing conduct and provides a guide
for evaluating and addressing the harassing behavior that does occur.
Consider the sexual harassment policy of the University of Chicago
(particularly useful in that the University is both an employer and an
educational institution) as an example:

Sexual harassment encompasses a range of conduct,
such as unwanted touching or persistent unwelcome
comments, e-mails, or pictures of an insulting or de-
grading sexual nature, which may constitute unlawful
harassment, depending upon the specific circums-
tances and context in which the conduct occurs. For
example, sexual advances, requests for sexual favors, or
sexually-directed remarks or behavior constitute sexual
harassment when (i) submission to or rejection of such
conduct is made, explicitly or implicitly, a basis for an
academic or employment decision, or a term or condi-
tion of either; or (ii) such conduct directed against an
individual persists despite its rejection.15 5

The University of Chicago policy also makes clear that simply be-
cause an individual might perceive certain behavior as harassing, it
will not be considered as such unless there is objective reason to do
so. This is in line with what courts have considered to be the correct
perspective from which to evaluate harassing conduct, namely, a rea-
sonable person standard. 1 56

A person's subjective belief that behavior is offensive, intimidat-
ing, or hostile does not by itself make that behavior unlawful harass-
ment. The behavior must also be objectively unreasonable.' Ex-
pression occurring in an academic, educational, or research setting is
considered as a special case and is broadly protected by academic

(1999) ("Employers are thus subjected to a double-edged sword: potential liability to the
victim of the harassment if they fail to take prompt and appropriate corrective action, and
the potential liability to the 'angry man victim' if they take such action.").

155. Univ. of Chi., Policy on Unlawful Discrimination and Harassment 2 (Adopted by the
Council of the University Senate, February 28, 2006) [hereinafeter Univ. Chi. Policy],
available at hrservices.uchicago.edu/fpg/policies/docs/UnlawfulDiscrimHarassPolicy
2006.pdf.

156. As Miranda McGowan has pointed out, this standard, along with the "severe or
pervasive" standard that the courts have set out for sexual harassment, should reassure
free-speech critics of sexual harassment law that Title VII does not encourage the purging
of mildly offensive, infrequent comments from the workplace. Miranda Oshige McGowan,
Certain Illusions About Speech: Why the Free-Speech Critique of Hostile Work Environment Harass-
ment Is Wrong, 19 CONST. COMMENT. 391, 434-35 (2002).

157. Faragher v. City of Boca Raton, 524 U.S. 775, 787-88 (1998).
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freedom.'15  The University of Chicago's sexual harassment policy of-
fers some insight: "Such expression will not constitute unlawful ha-
rassment unless .. . it is targeted at a specific person or persons, is ab-
usive, and serves no bona fide academic purpose.""

The policy also explains the procedures for dealing with sexual
harassment. An individual may discuss the harassment with a "faculty
member, dean, or supervisor" and ask that person to informally ap-
proach the alleged harasser.160 If this does not resolve the issue or if
the individual prefers, she can contact a Complaint Advisor to discuss
options for addressing the harassment. The individual can then de-
cide to pursue mediation, an informal investigation, or a formal inves-
tigation into the harassment. 161 These channels may produce a varie-
ty of results, depending on the circumstances surrounding the
harassment. The University can assess the seriousness of the com-
plaint by considering the substance of the harassing behavior; any
previous complaints from others of sexual harassment by the person
in question; and any particular mitigating or exacerbating circums-
tances. On that basis, the University can make an informed decision
about what action to take-to do nothing, issue a warning, order leave
without pay, or termination among other options. 6

1

A similar process could be adopted by website operators. If web-
site operators were held liable for sexual harassment, they too would
have an incentive to try to make sure the users of their sites do not
engage in sexual harassment.16 3 They could accomplish this in the
first instance the same way that employers and educational institu-
tions do: by adopting sexual harassment policies that give notice
about impermissible behavior to the users of their space. Creating
such policies is admittedly a slightly more complex project in the cy-
berspace setting because website policies, unlike real space policies,
must address multiple-setting harassment. Thus, while website opera-
tors could borrow much of the language used in workplace or educa-
tional institution sexual harassment policies, they would have to

158. See, e.g., Cohen v. San Bernardino Valley Coll., 92 F.Sd 968, 972 (9th Cir. 1996)
(finding that a community college's sexual harassment policy was unconstitutionally ap-
plied to an English professor, who argued that the policy violated his academic freedom).

159. Univ. Chi. Policy, supra note 155, at 1.
160. Id. at 2.
161. Id. at 3.
162. Id. at 4.
163. Cf Melanie Hochberg, Protecting Students Against Peer Sexual Harassment: Congress's

Constitutional Powers to Pass Title IX, 74 N.Y.U. L. REv. 235, 275-76 (1999) ("By holding
schools liable for failing to take remedial action in response to peer sexual harassment, the
judicial system can provide an incentive for schools to adopt anti-harassment policies.").
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create language to express the link between behavior on the website
and effects on targeted individuals' work or school experiences. This
clause could be added to standard clauses explaining the limited
scope of the policy. The University of Chicago policy quoted above
made clear that only behavior that is "objectively unreasonable" would
be considered harassment;" website operators could add that only
behavior that a reasonable person would consider likely to have a
negative impact on the targeted person's employment or educational
life would be considered harassment. Moreover, given the potentially
vast amounts of information posted to a given website, website opera-
tors should be held liable only for harassment of which they have ac-
tual, and not merely constructive, knowledge, following Title IX's "de-
liberate indifference" standard rather than Title VII's more
demanding standard.

C. Statutory Changes Required for Implementation

The implementation of this approach would, at a minimum, re-
quire a change in both the language of current federal sex discrimi-
nation law and a change in Section 230 of the CDA.1'5 Although
"hostile environments" can plausibly be created in workplaces by ac-
tions not under employers' control, Title VII is written exclusively in
terms of employer responsibilities.166 The language of Title IX is not
similarly restricted to the responsibilities of school administrations,
but the doctrine has developed in a similar fashion to Title VII-that
is, with the tacit assumption that only harm within the school adminis-
tration's control can be characterized as sex discrimination.1 The
statutes would have to be amended to explicitly reflect the multiple-
setting conception of sex discrimination. Given the various limita-
tions of the single-setting approach, however, there is good reason to
consider creating a new federal statute on discrimination. 16 8

Section 230 of the CDA presents a further obstacle to adopting
the multiple-setting approach specific to cyber harassment, one that
underscores the need for a civil rights remedy for online discrimina-
tion. This section states that " [n] o provider or user of an interactive

164. Univ. Chi. Policy, supra note 155, at 2.
165. 47 U.S.C. § 230 (2006).
166. See 29 C.F.R. § 1604.11(d) & (e) (1985).
167. See Davis v. Monroe County Bd. of Educ., 526 U.S. 629, 645 (1999) (finding that a

funding recipient must have substantial control over both the harasser and the context in
which the harassment occurred in order to be found liable under Title IX).

168. I address what this statute should look like in another work. See Mary Anne Franks,
No More Safe Spaces: A New Standard for Discrimination Law (on file with author).
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computer service shall be treated as the publisher or speaker of any
information provided by another information content provider."'"
This has effectively "immunized" web hosts and other Internet entities
from liability for the unlawful activities of third parties.170 Given that
online harassers are often anonymous, this means that victims of on-
line harassment in many cases can bring no cause of action at all be-
cause there is no party to hold accountable."'

The "immunity" provided to online entities is not, however, abso-
lute. Section 230 explicitly makes exceptions for federal criminal law
and intellectual property law.' 72 The most direct way to remove the
obstacle of CDA Section 230 for sexual harassment cases would be to
revise it to include express language on compliance with federal dis-
crimination law.'7 ' This amendment would ideally include a subsec-
tion that explains how website operators, as agents of effective control
over websites and message boards, can be held liable for sexual ha-
rassment that produces effects in settings protected under current
sexual harassment doctrine.

D. Advantages of a Cyber Sexual Harassment Remedy

In addition to providing a much-needed remedy for a serious
harm, regulating cyber sexual harassment the way suggested here has
the benefits of relatively low implementation costs, relatively low liber-
ty costs, and the potential for great deterrent effect-in short, this
remedy has the virtue of efficiency.

1. Efficiency

Instituting and enforcing a sexual harassment complaints process
on websites is easier than it is in real-space workplaces and education-
al institutions. First, many websites already have a moderation policy

169. 47 U.S.C. § 230(c) (1) (2006).
170. See Zeran v. Am. Online, Inc., 129 F.3d 327, 330 (4th Cir. 1997) ("By its plain lan-

guage, § 230 creates a federal immunity to any cause of action that would make service
providers liable for information originating with a third-party user of the service.").

171. See Universal Commc'n Sys., Inc. v. Lycos, Inc., 478 F.3d 413, 420 (1st Cir. 2007)
(holding that allowing registered users to post comments under multiple screen names did
not make the website operator liable under Section 230).

172. 42 U.S.C. § 230(e)(1)-(2) (2006).
173. Reform of CDA Section 230 would be required for most proposals for regulating

cyber harassment, not only the one advanced here. See KrisAnn Norby-Jahner, "Minor" On-
line Sexual Harassment and the CDA § 230 Defense: New Directions for Internet Service Provider
Liability, 32 HAMLINE L. REV. 207, 243 (2009) (advocating for statutory clarifications of Sec-
tion 230 so that Internet service providers can be held liable for creating an online hostile
environment).
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that includes warnings and sanctions for users who violate the poli-

cy. 1 4 For these websites, all that would be required to comply with a
multiple-setting theory would be an explicit statement regarding sex-
ual harassment in the moderation policy, and heightened attention to
allegations of sexually harassing posts. Secondly, a great deal of In-
ternet communication is recorded in some way, often in written
form.175 In real-space workplace or school harassment, disagreements
can arise over what someone actually said or did. It is thus always
possible in real-space harassment that innocent people will be accused
of sexual harassment. On websites, there often is no dispute as to
whether the allegedly harassing behavior took place, as the posts are
in written form (and usually date- and time-stamped). Many modera-
tors do not let users delete or edit their own posts, so it would be dif-
ficult for harassers to cover their tracks.

There are also lower liberty costs to regulating online harassing
behavior than offline harassing behavior. If an innocent person is ac-
cused of sexual harassment in a real-space environment, and the em-
ployer or educational institution takes punitive action, the results can
be devastating. The worst that can happen to an alleged harasser on
any given website is that his privileges of participating on that website
will be restricted or taken away. This is a far lower liberty cost than
that associated with firing an employee or expelling a student. In this
sense, regulating online sexual harassment has the benefit of more
closely tying the sanction to the offending behavior than is possible in
the offline world. There are also lower privacy risks with this ap-
proach than, for example, in a traceability approach. Website opera-
tors would not necessarily need to rely on tracking IP addresses or
other identifying information. All a moderator needs to know is the
harasser's username, which is already available.' 76

As noted above, perhaps the greatest victory of sexual harassment
law is the ex ante effects it has on institutional behavior. This is im-
portant for many reasons, not least because of the paradox of ex post
remedies. Many victims of cyber harassment have been made unwil-
lingly into objects of sexualized attention. Remedies such as defama-

174. See Dawn C. Nunziato, The Death of the Public Forum in Cyberspace, 20 BERKELEY TECH.
L.J. 1115, 1126 (2005) (discussing how Internet service providers like America Online can
shut down message boards when members violate the terms of service).

175. See Donald P. Harris et al., Sexual Harassment: Limiting the Affirmative Defense in the
Digital Workplace, 39 U. MICH. J.L. REFORM 73, 93-94 (2005) (acknowledging that compa-

nies employ monitoring technology from which one can audit online transactions to mon-
itor sexual harassment in the workplace).

176. There is, of course, the problem of multiple monikers-that a banned user can
simply re-register under a new pseudonym. See infta Part IV.E.4.
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tion suits or criminal charges for threats require the victim to draw
even more attention to this non-consensual sexual objectification. Fil-
ing a defamation or privacy suit often means magnifying a victim's
feelings of humiliation and exposure. This means that many victims
will be deterred from taking legal action against their harassers, and
that those who do will suffer greatly for it.'77 Moreover, for those ha-
rassers whose intent is to sexually humiliate victims in as public a
manner as possible, the threat of litigation will not serve as a deter-
rent, and may even be welcomed by the harasser.

The AutoAdmit lawsuit provided one illustration of the negative
outcomes of current litigation strategies. A poster who called himself
AK47 and who made several graphic and sexually explicit claims
about the two female plaintiffs wrote a letter to the women, pleading
to be dropped from the suit. 78 While apologizing for his conduct,
however, "he threatened to seek help online to corroborate all of the
awful things said about the two women in order to defend himself.""7
Given that truth is an affirmative defense to defamation, 8 0 using de-
famation law to combat harassment can produce perverse incentives
in would-be harassers; one can well imagine harassers actively seeking
out "proof" of their claims, such as medical records or confidential
sources. Whatever the outcome of such attempts, the reputational
and emotional harm to victims could well be magnified. 8 1

Moreover, individuals who do appeal to web hosts are vulnerable
to increased harassment. The AutoAdmit case is illustrative also of
this point. As discussed above, the owners of the site actually posted
to the message board some of the emails that women sent them re-

177. See J. Hoult Verkerke, Notice Liability in Employment Discrimination Law, 81 VA. L.
REV. 273, 345-46 (1995) ("The harassment victim may feel both embarrassment concern-
ing the events and fear that a complaint will lead to retaliation against her.").

178. Sam Baynard, "AK47" Files Motion to Quash in AutoAdmit Case, CITIZEN MEDIA L.
PROJECT (Feb. 28, 2008, 10:59 AM), http://www.citmedialaw.org/blog/2008/ak47-files-
motion-quash-autoadmit-case.

179. Margolick, supra note 117.
180. See, e.g., Medico v. Time, Inc., 643 F.2d 134, 137 (3d Cir. 1981) (describing the

common law affirmative defense of truth to a defamation claim).
181. The recent Liskula Cohen case offers yet another illustration. Her outed harasser,

Rosemary Port, claims that Cohen "defamed herself" by bringing the suit. "Before her
suit, there were probably two hits on my Web site: One from me looking at it, and one
from her looking at it . . .. That was before it became a spectacle." Laura Schreffler &
Rich Schapiro, Model Liskula Cohen Still Not Getting Apology from Blogger Rosemary Port, N.Y.
DAILY NEws (Aug. 26, 2009) http://articles.nydailynews.com/2009-08-
26/gossip/17930132_1anonymous-blogger-liskula-cohen-apology (internal quotation
marks omitted). While Port's blaming of Cohen is self-serving and misses the point, it cer-
tainly seems to be true that the suit brought Port's site much more publicity.
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questing the removal of defamatory or threatening posts, which
spurred users to attack them with even more vehemence."'

The institutional liability aspect of sexual harassment law means
that agents of effective control have incentives to set their environ-
mental defaults to non-harassment. It is to be hoped that the same
will be true of cyber sexual harassment. If website operators are vul-
nerable to liability for sexual harassment, they will likely adopt poli-
cies very similar to those already seen in workplaces and schools, with
similar deterring effects. One of the reasons cyberspace harassment is
so widespread has to do with the seemingly costless nature of such
behavior.'83 If a website user knows he will not suffer any negative
consequences from harassing someone (including being identified as
the harasser-a possibility much easier to avoid in cyberspace than in
real life), there is very little to stop him from doing it. If, however,
there is a policy in place on the website that includes the penalties for
harassment-probably deletion of harassing posts and banning us-
ers-a would-be cyber harasser would at least have to recalculate the
costs and benefits of harassing. If his harassing post is simply going to
be deleted, and he may be prevented from posting again on that site,
he may very well conclude that it simply is not worth it to harass. If
one assumes, as seems reasonable, that some substantial number of
cyberspace harassers are opportunistic rather than pathological, im-
posing costs to online harassment should get rid of much of that be-
havior.

The harassment that does occur could be dealt with by some
combination of direct observation and a reporting system for com-
plaints, just as it is in real space. If a website operator moderates the
site herself and sees a harassing post, she can warn the poster directly
and/or ban him if he has posted harassing messages before. If she
does not moderate the site herself, or if there is so much activity on
the site that monitoring all posts is not possible or practical, the web-
site operator can establish a complaints policy that would enable indi-
viduals to alert the owners about harassing posts. The website opera-
tor or her designated moderator(s) could then make the assessment
that employers do: consider the nature of the allegedly harassing post;
whether there have been other complaints about the user in question;
any particular features of the setting or "space" that would mitigate
for or against the behavior in question. The website operator could

182. See Margolick, supra note 117.
183. See Norby-Jahner, supra note 173, at 220 ("The dehumanization of the online peer

relationship eliminates physical and social cues of the victim's reaction to the harassment,
and the harassers do not have to face the consequences of their behavior.").
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then decide whether the appropriate response is to do nothing, re-
solve the issue informally, issue warnings, delete postings, or ban the
user in question.

For these reasons, it can be hoped that cyberspace sexual ha-
rassment policies and procedures would be even more effective at re-
solving sexual harassment non-litigiously than real-space procedures.
A cyber sexual harassment remedy that involves liability for website
operators thus imposes very low burdens on both website operators
and good-faith website users, while preventing harassers from using
websites as launching pads for sexual harassment with effects on vic-
tims' work or school experiences.

2. The Importance of a Discrimination Remedy for Cyber Sexual
Harassment

One might argue that while cyber sexual harassment is a serious
problem in need of legal response, tort and criminal approaches are
preferable to an anti-discrimination remedy. It is certainly true that
much cyber harassment is legally cognizable as defamation, invasion
of privacy, and threats."' There are several reasons, however, that
these remedies are not fully adequate to address cyber sexual harass-
ment. First, a significant amount of online harassment does not fit
easily into any of these categories, and much of what does fit is better
or more completely understood as sexual harassment. Second, as dis-
cussed above, these remedies require victims to publicly draw atten-
tion to the harassing conduct, which, in the case of sexualized ha-
rassment, can harm the victim more than the harassment itself.
Along these lines, such remedies can produce perverse ex ante incen-
tives; that is, if a harasser's intent is to sexually humiliate his victim in
the most public way possible, he will not be deterred by and may even
welcome the possibility of litigation. Third, these remedies often rely
heavily on the ability to identify individual harassers, which risks un-
dermining significant liberty interests in online anonymity and, in any
event, cannot be perfectly, or even near-perfectly, achieved.

While much cyber harassment does indeed take the form of de-
famation, invasions of privacy, and threats, a great deal of it does not.
Cyber harassers are often a legally savvy bunch; many of the AutoAd-
mit harassers, for example, were lawyers or law students.'18 Further, it

184. Citron, Cyber Civil Rights, supra note 5, at 86-89.
185. One such harasser posted on AutoAdmit: "We're lawyers and lawyers-in-training,

dude. Of course we follow the law, not morals." Nakashima, Harsh Words, supra note 114
(internal quotation marks omitted).
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is not difficult for harassers to circumvent legal prohibitions on
threats or defamatory language by formulating sexual and/or violent
comments in the form of opinions. For example, the AutoAdmit
poster who wrote "that women named [the plaintiff in the AutoAdmit
suit] should be raped," defended his remark by maintaining that it
was "a suggestion, not a threat."186 Statements made with defamatory
intent can be carefully phrased to avoid being identified as such. In-
stead of posting, "I have it on good authority that [X] has rape fanta-
sies""' (possibly defamatory), a harasser can write, "I think [X] would
like to be raped" (not necessarily defamatory).

In general, there are two large-scale problems with tort or crimi-
nal responses: one is largely practical, and the other is largely symbol-
ic. The first involves placing too much emphasis on the individual
identity of the perpetrator, and the second involves placing too much
emphasis on the individual identity of the victim.

a. Anonymity and Immunity: Navigating Between the Scylla of
Net Architecture and the Charybdis of CDA Section 230

Tort and criminal remedies for cyber harassment necessarily rely
on the identification of harassers and/or treating content providers as
publishers. However, the combination of what could be called the
"architectural anonymity" of the Internet and the immunity provided
by CDA Section 230 presents several obstacles to these remedies. The
anonymity--or, more precisely, pseudonymity-provided by the In-
ternet's architecture, combined with Internet service provider ("ISP")
immunity provided by CDA Section 230, proves to be a disheartening
combination for those seeking legal redress for cyber harassment. 88

Since most harassers use pseudonyms, it is very difficult for a victim to
identify the harasser on her own, thus making it difficult for her to

186. Margolick, supra note 117. Note that it is possible that some of these types of

comments can be pursued under the "true threats" doctrine. See Planned Parenthood v.
Am. Coal. of Life Activists, 290 F.3d 1058, 1075 (9th Cir. 2002) (en banc) ("A true threat,
that is one 'where a reasonable person would foresee that the listener will believe he will
be subjected to physical violence upon his person, is unprotected by the first amendment
[sic].' (quoting United States v. Orozco-Santillan, 903 F.2d 1262, 1265 (9th Cir. 1990))).

187. Message thread title on AutoAdmit.com, http://www.autoadmit.com/thread.php?
threadjid=613270&forum-id=2&PHPSESSID=e0c219ffde39e0cc844a7db6ae3fdc7c. The
author of this Article has chosen to edit out the names of the individual women targeted
by these cyber harassers.

188. See, e.g., Carafano v. Metrosplash.com, Inc., 339 F.3d 1119, 1120-25 (9th Cir. 2003)
(finding that CDA Section 230 provided an Internet matchmaking website with statutory
immunity from tort liability for the posting of defamatory material); Zeran v. Am. Online,
Inc., 129 F.3d 327, 330-34 (4th Cir. 1997) (holding AOL to be statutorily immune from
suit under Section 230 for defamatory comments posted by a third party).
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sue or report him. While a victim can ask a content provider to reveal
the name of a harasser, it is not yet settled whether content providers
are obligated to release it or might in fact be prevented from releas-
ing it. In a recent case, a woman pursuing a defamation suit against
an anonymous blogger successfully forced Google, who provided the
web log service, to reveal the name of the harasser.'8 9 The fate of this
case is unclear; the outed blogger is currently suing Google for $15
million, alleging that Google "breached its fiduciary duty to protect
her expectation of anonymity when it complied with the court or-
der."190

Even if content providers can be legally forced to reveal a user's
identity, they may not, in many cases, be able to do so. Many web
hosts do not keep track of their site visitors' IP addresses, or at least
claim not to.' 9' Even those that do record IP addresses do not store
them indefinitely; by the time a subpoena is issued, the relevant in-
formation may no longer exist. 92

In response to the pseudonymity issue, one could argue that web-
site operators should be required to implement some minimally inva-
sive traceability procedures. However, there are two problems with
this. One is an ethical concern about protecting legitimate and valu-
able online anonymity; the other is a practical concern about the in-
creasing use of anonymizing software. In opposition to the first point,
however, Daniel Solove has argued that requiring some record to be
kept of IP addresses does not necessarily strip away anonymity, but
simply ensures traceability.'9 3  Traceability preserves the ability to
speak anonymously, while providing a way for users' real identities to
be linked to their pseudonyms if there is a compelling reason for
doing so. 19

189. Cohen v. Google, 887 N.Y.S.2d. 424,429-30 (N.Y. Sup. Ct. 2009).

190. Bobbie Johnson, Outed 'Skank' Blogger to Sue Google for $15m, THE GUARDIAN ONLINE

(Aug. 24, 2009, 12:19 PM), http://www.guardian.co.uk/technology/2009/aug/
24/blogging-google (internal quotation marks omitted).

191. See Citron, Cyber Civil Rights, supra note 5, at 118 ("Consider the AutoAdmit case,
where the plaintiffs have been unable to identify most of their attackers because AutoAd-
mit does not log visitors' IP addresses."). In some cases, web hosts actively avoid gathering

any identifying information about their users. This is precisely what the owners of Au-

toAdmit did, or claimed to do. See Sam Bayard, Plaintiffs Seek Information to Unmask Pseudo-
nymous Defendants in AutoAdmit Case, CITIZEN MEDIA L. PROJEcr Uan. 28, 2008),
http://www.citmedialaw.org/blog/2008/plaintiffs-seek-information-unmask-
pseudonymous-defendants-autoadmit-case.

192. See Citron, Cyber Civil Rights, supra note 5, at 118 (noting that ISPs routinely delete
data every sixty days).

193. SOLOVE, supra note 4, at 146-47.

194. Id.
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On the second point, even if the content provider does have the
information, and produces it in a timely fashion, a victim may still face
insuperable challenges in identifying the harasser. Anonymizing
software such as Tor and Privoxy can prevent the discovery of a user's
true IP address, ensuring that a careful harasser might never be iden-
tified. 9 5 While using anonymizing software may not yet have become
de rigueur for Internet users (the software can be cumbersome and
costly) technological advances are making anonymizing techniques
increasingly accessible.

Thus, remedies that depend on identification of online harassers
are not likely to succeed. This makes criminal law approaches partic-
ularly unworkable in the online harassment context. In tort, of
course, there is still another option if pursuing the individual tortfea-
sor is impractical or impossible: vicarious liability. This option, how-
ever, is currently barred by Section 230 of the CDA.'19 Section 230
has been interpreted by some courts to completely immunize ISPs
from liability for torts committed by users of their services.' 97  This
creates an obvious obstacle for victims of defamation and invasions of
privacy,198 as they can neither sue the ISP nor expect that the ISP will
assist them in obtaining identifying information about harassers.

Recent case law, however, suggests that immunity does not apply
if the entity in question is an "Information Content Provider" or an
"Internet Content Facilitator" rather than an ISP.'99 The distinctions
can be somewhat difficult to draw, but broadly speaking, if an entity
helps create content, or if it edits content so that it can be more easily
indexed by search engines, it is not acting solely as an ISP and is not

195. Omer Tene, What Google Knows: Privacy and Internet Search Engines, 2008 UTAH L.

REV. 1433, 1465-66.

196. 47 USC § 230(c) (1) (2006) ("No provider or user of an interactive computer ser-
vice shall be treated as the publisher or speaker of any information provided by another
information content provider.").

197. Doe v. MySpace, Inc., 528 F.3d 413, 418-20 (5th Cir. 2008); Chi. Lawyers' Comm.
for Civil Rights Under Law, Inc. v. Craigslist, Inc., 519 F.3d 666, 669-71 (7th Cir. 2008);
Ben Ezra, Weinstein, & Co. v. Am. Online, Inc., 206 F.3d 980, 984-86 (10th Cir. 2000); Ze-
ran v. Am. Online, Inc., 129 F.3d 327, 330-31 (4th Cir. 1997); Blumenthal v. Drudge, 992
F. Supp. 44, 50-51 (D.D.C. 1998).

198. CDA Section 230 does not provide immunity for either federal criminal liability or
intellectual property claims.

199. Compare Fair Hous. Council of San Fernando Valley v. Roommates.com, LLC, 521
F.3d 1157, 1162-63, 1164 (9th Cir. 2008) (en banc) (holding that hosting an online ques-
tionnaire could make a website liable under CDA Section 230 as a content provider be-
cause the website "created the questions and choice of answers"), with Carafano v. Metros-
plash.com, Inc., 339 F.3d 1119, 1124 (9th Cir. 2003) (holding that an online questionnaire
was not enough to disregard immunity because "no profile has any content until a user
actively creates it" and "the selection of the content was left exclusively to the user").
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immunized from liability. 200 This is not yet a settled area of law, how-
ever, and it remains unclear just what actions and conditions an In-
ternet entity can take without being exposed to liability.

In any event, none of the various calls for changes to CDA Sec-
tion 230 (including the changes suggested by this Article) would re-
solve the architectural anonymity issue. That issue may very well
prove practically unsolvable, or at least unsolvable without seriously
undermining users' liberty interests in privacy and anonymity.

b. Sexual Harassment Is a Group, not Merely an Individual,
Harm

Even those instances of cyber harassment that could be chal-
lenged on the grounds of defamation, invasion of privacy, or threats
should be characterized additionally as sexual harassment. Such a ca-
tegorization adequately expresses the discriminatory impact of the
harm. This does not mean that the theory of sexual harassment must
be used exclusively in sexualized harassment cases, but rather to em-
phasize the importance of making this legal and conceptual category
available to harassment victims.

One the one hand, tort and criminal law emphasize, with a few
exceptions, the importance of injury done to individuals. Anti-
discrimination law, on the other hand, emphasizes the importance of
publicly correcting prejudice and violence against historically subor-
dinated groups. When a woman is discriminated against because of
her gender, she is not only being harmed as an individual, but also as
the member of a group. Anti-discrimination law is charged with the
responsibility to make clear society's condemnation of prejudice in
general as well as to address individual injury. It serves an important
and unique expressive function in a progressive society.

E. Objections

I address four objections in this section. The first is a concern
about the effects of sexual harassment law on free speech generally,
and in cyberspace particularly. The second objection is to my choice
of website operators for liability, as opposed to ISPs or search engines.
The third objection is a concern about efficacy; namely, is a legal re-
sponse the best way to deal with the problem of cyberspace sexual ha-
rassment? The fourth objection is somewhat related to the second,

200. See Roommatescom, 521 F.3d at 1162-63 ("[A]s to content that [a websitel creates
itself, or is 'responsible, in whole or in part' for creating or developing, the website is also a
content provider.").
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but considers that the prevalence and intensity of cyberspace sexual
harassment might itself actually be driven in part by sexual harass-
ment law and policy in the workplace and in schools.

The first objection-concern about the effects of cyber sexual
harassment law on free speech-is perhaps the most important and
complex. Because this is the case, I only sketch some of its main fea-
tures here and leave a fuller discussion of it to another article.20 ' The
other three objections I will address in more detail.

1. Sexual Harassment Law's Effects on Free Speech

Some scholars believe that hostile environment sexual harass-
ment law chills free speech.20 2 At its foundation, this objection main-
tains that at least some forms of speech regulated by sexual harass-
ment law are constitutionally protected speech. Eugene Volokh's
concern, for example, seems to be that some of the kinds of speech
and conduct found to constitute a hostile environment are not only
innocuous, but are often forms of valuable expression. 203 Volokh is
also concerned that employers will implement sweepingly restrictive
speech codes in order to avoid liability for hostile environment sexual
harassment.204 Some scholars have argued that Volokh's concern on
both counts is greatly exaggerated.20 5 Others have simply maintained
that harassing speech is not constitutionally protected speech, and, as
such, restricting it does not violate the First Amendment. 2 06

One very basic point to make here is that to some extent, the ex-
pansion of sexual harassment law I am suggesting does not really
change the terms of the free speech debate over sexual harassment.

201. See Franks, supra note 168.
202. See David E. Bernstein, Hostile Environment Law and the Threat to Freedom of Expression

in the Workplace, 30 OHIO N.U. L. REV. 1 (2004) (examining the effects of hostile environ-
ment law on free speech in the workplace); Kingsley R. Browne, Title VII as Censorship: Hos-
tile-Environment Harassment and the First Amendment, 52 OHIO ST. L.J. 481 (1991) (noting the
extent to which the widely adopted broad definition of hostile environment law is inconsis-
tent with the traditional jurisprudence of the First Amendment); Eugene Volokh, What
Speech Does "Hostile Work Environment" Harassment Law Restrict?, 85 GEO. L.J. 627 (1997)
(discussing the types of free speech that are restricted by hostile environment workplace
harassment law).

203. Volokh, supra note 202, at 628-29.
204. Id. at 637-39.
205. See, e.g., McGowan, supra note 156, at 431-36 (arguing, among other things, that

sexual harassment law produces no more uncertainty or over-regulation than dignitary
torts).

206. See, e.g., Jennie Randall, "Don't You Say That!": Injunctions Against Speech Found to Vi-
olate Title VIIAre Not Prior Restraints, 3 U. PA.J. CONST. L. 990, 991 (2001) (arguing "that an
injunction against speech found to violate Title VII of the 1964 Civil Rights Act is not a
prior restraint" on free speech).
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If one believes that sexual harassment law constitutes censorship of
constitutionally protected speech in the workplace or school, one
would presumably also believe that restricting it in cyberspace is un-
constitutional. Likewise, if one does not believe that harassing speech
is constitutionally protected, any concerns one might have about ex-
panding Title VII and Title IX liability to website operators would
presumably not be driven by First Amendment concerns. That is, a
person who is convinced that sexually harassing speech could some-
times be constitutionally protected will not support my suggestion of
expanded Title VII and Title IX liability, and no one who is convinced
that sexually harassing speech is not constitutionally protected should
object to the recommendations of this Article on First Amendment
grounds.207

Some might believe, however, that sexually harassing speech is
not constitutionally protected in workplaces and in schools, and to a
limited extent in homes and prisons, but is protected everywhere else.
Those in this group might thus object to the application of sexual ha-
rassment law to online environments, even though they support their
application to the workplace and the school. Miranda McGowan
might fall into this group; while largely refuting Volokh's claims about
the danger of employers implementing impermissibly restrictive sex-
ual harassment policies, McGowan also maintains that public spaces
and workplaces intended to foster expressive discourse should (and
will) be more protective of First Amendment concerns.20 s McGowan
places considerable weight on the specific features of the workplace
to justify the restrictions on speech that sexual harassment law en-
tails.2 o9 One could argue that websites do not share these specific fea-
tures, and in fact are often explicitly committed to "public discourse."

207. For more on the debate over sexual harassment and the First Amendment, see De-
borah Epstein, Can a 'Dumb Ass Woman' Achieve Equality in the Workplace? Running the
Gauntlet of Hostile Environment Harassing Speech, 84 GEO. L.J. 399 (1996); Richard H. Fallon,
Sexual Harassment, Content Neutrality, and the First Amendment Dog That Didn't Bark, 1994 SUP.
CT. REv. 1; Robert Austin Ruescher, Saving Title VII: Using Intent to Distinguish Harassment
from Expression, 23 REV. LITIG. 349 (2004); Suzanne Sangree, Title VII Prohibitions Against
Hostile Environment Sexual Harassment and the First Amendment: No Collision in Sight, 47
RUTGERS L. REv. 461 (1995); Nadine Strossen, Regulating Workplace Sexual Harassment and
Upholding the First Amendment-Avoiding a Collision, 37 VILL. L. REv. 757 (1992); Eugene
Volokh, Freedom of Speech in Cyberspace from the Listener's Perspective: Private Speech Restrictions,
Libel, State Action, Harassment, and Sex, 1996 U. CHI. LEGAL F. 377.

208. See McGowan, supra note 156, at 425-26 (noting that museums are the kind of in-
stitutions that are intended to foster free expression and that such forums have "signifi-
cantly stronger First Amendment defense [s] than a [typical workplace]").

209. Among those features are the often face-to-face nature of employment relations,
the economic aspect of employment, and the "instrumental" purpose of workplace speech.
Id. at 424-25.
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One could also argue, somewhat along the same lines, that employers
and school officials owe a duty of care to their employees and stu-
dents that website operators simply do not owe to their users. These
are important considerations. As I argue above, 2 o however, if one be-
lieves that sexual harassment law legitimately restricts the speech in
workplaces and schools because they are particularly significant and
public sites of potential gender inequality, then exempting cyberspace
sexual harassment that accomplishes the same harms undermines the
goals of sexual harassment law. Regarding the question of duty of
care, one could analogize websites to public accommodations such as
restaurants and hotels to suggest that while the duty of care may not
exactly track that which exists between employer and employees, or
school officials and students, the relationship between website opera-
tors and users is also not one of complete indifference.

2. Why Website Operators?

In this Article, I argue that liability for cyber sexual harassment
should attach to website operators and not to either search engines or
ISPs. The reasons for this require some explanation. On the ques-
tion of search engines, it is clear that much of the damage caused by
cyber harassment is facilitated by Google's indexing. The fact that
harassment would lose much of its impact if it never showed up in
Google searches makes Google a very tempting candidate for liability.
Steven Horovitz, for example, has suggested that the government
adopt a notice-and-takedown regulatory scheme (similar to that
adopted by the Digital Millennium Copyright Act of 1998
("DMCA")) 2 11 for defamatory posts indexed by search engines.212

Under this scheme, defamed individuals can notify Google of defama-
tory threads, while posters can counter-notify if they are willing to give
up their anonymity and can offer evidence that the alleged defamato-
ry content is actually true. If a search engine like Google consis-
tently removed defamatory threads, according to Horowitz, this would
force message boards that want to be indexed by Google to clean up
their act.214

This is a very tempting solution, but the DMCA's scheme has
problems that would likely undermine a similar approach in the cyber

210. See supra Part III.

211. 17 U.S.C. § 512 (2000).
212. Steven J. Horowitz, Defusing a Google Bomb, 117 YALE L.J. POCKET PART 36 (2007),

http://thepocketpart.org/2007/09/08/horowitz.html
213. Id. at 38.
214. Id. at 38-39.
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harassment setting. Several scholars have argued that the DMCA's
notice-and-takedown regime results in overdeterrence: for reasons of
expediency and administrability, instead of checking each notice
carefully, Google is more likely to simply take down any material
about which it gets complaints.2" The same could very likely happen
with putatively defamatory threads. Google is unlikely to be able to
carefully review each notice, and might very well simply delete any al-
legedly defamatory thread, resulting in a potentially regrettable loss of
content.216

As for ISPs, given that CDA Section 230 grants them immunity
for torts committed by users of their services, they do not seem to be
likely candidates for sexual harassment liability. There are two deeper
problems with ISP liability, however. The common definition of an
ISP is a company that provides services such as Internet access, email
hosting, and web site development. Thus, it is clear that companies
such as AOL, Comcast, and Verizon are ISPs. Such companies pro-
vide massive amounts of diverse web services to vast numbers of con-
sumers. It is difficult to see how such companies would be able to ex-
ert "effective control" over individual message boards or web sites;
they are simply too far removed from these environments. Addition-
ally, there are definitional problems: if the definition of an ISP is any
entity that provides an Internet service, is an individual who shares his
WiFi service with others an ISP? What about a bed and breakfast that
offers its guests a computer for Internet access? What about a law
school with Internet-enabled public computers? 17 If a person were to
use any of the above to harass his victim, it would not be clear who-
or what-should count as an ISP.

3. Law's Efficacy and Social Norms

A very different sort of objection has to do with the question of
the law's ability to have real effects on certain forms of behavior. Giv-
en the pervasiveness of cyberspace sexual harassment, the burdens of
litigation, and the inability of many targets of harassment to find the
resources, time, or legal guidance to bring the law to bear on their

215. See, e.g., Charles W. Hazelwood, Jr., Fair Use and the Takedown/Put Back Provisions of
the Digital Millennium Copyright Act, 50 IDEA 307, 315 (2010).

216. Cf Joshua Urist, Who's Feeling Lucky? Skewed Incentives, Lack of Transparency, and
Manipulation of Google Search Results Under the DMCA, 1 BRooKJ. CORP. FIN. & COM. L. 209,
227-28 (2006) (arguing that "flawed or disingenuous complaints will still result in the re-
moval of content").

217. I thank Mark Egerman for bringing this point about ISPs to my attention.
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218situation, we should perhaps not be very sanguine about the effica-
cy of legal remedies for sexual harassment in general, and even less so
for cyberspace harassment. What are the chances that new legal re-
medies for cyberspace sexual harassment will improve the status quo?

As explained above, even if very few cases of cyberspace sexual
harassment ever get all the way to court (and a few high-profile cases
might be enough to make an impact), the policies and practices of
website operators in response to liability will likely deter or resolve a
great deal of harassing behavior, as has been the case with real-life
sexual harassment.

This is not to say, however, that legal responses are the only or
best way to address sexual harassment. Changing social norms in
other, non-legal ways could result in more immediate and in some
cases more effective deterrence of harassing conduct." The "Holla-
back" sites 220 (and now applications"') are a vivid example of such
"grassroots" efforts to expose, critique, and stigmatize real-life sexual
harassment. Victims of street harassment, whose experiences range
from being groped on subways, enduring graphic sexual threats, or
having men expose themselves in front of them, are encouraged to
take cell phone pictures of the conduct and upload them to the sites,
along with the date, time, and location of the harassment and any
narrative they wish to provide.22 2  Because the sites are state- and
sometimes even city-specific (there is a HollabackNYC, a Hollaback-
Boston, and a HollabackChicago), the photographs and narratives
provide site visitors with useful information about locations of fre-
quent harassment and sometimes even the identities of harassers.
The sites also provide a forum for victims of harassment to commise-
rate and share strategies about combating sexual harassment, along
with resources and links for consciousness-raising and assistance.

Hollaback and other sites seem to produce fairly immediate so-
cial effects. Many people who visit the site leave messages that express
their newfound awareness of street sexual harassment, or the comfort
they have found in realizing that they are not alone, or how the expe-

218. Bartow, supra note 5, at 412.
219. See Citron, Law's Expressive Value, supra note 5, at 377 (explaining that like

"workplace sexual harassment and domestic violence, changing the norms of acceptable
conduct may be the most potent force in regulating behavior in cyberspace").

220. HOLLABACK!, http://www.ihollaback.org (last visitedJan. 24, 2012).
221. See iPhone and Droid Apps, HOLLABACK!, http://www.ihollaback.org/resources/

iphone-and-droid-apps (last visited Jan. 24, 2012) (providing free downloadable apps for
smartphones).

222. Share Your Story, HOLLABACK!, http://www.ihollaback.org/share/ (last visited Jan.
2,2012).
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riences of other victims have helped them realize that the harassment
is not their fault. While it is perhaps unlikely that harassers are visit-
ing the site and consequently changing their behavior, it seems clear
that Hollaback and sites like it are changing the way victims perceive
themselves and the problem of harassment, which is in itself a way of
changing social norms about acceptable behavior.

There is no particular reason why providing a legal remedy for
cyberspace sexual harassment should undermine non-legal, social
challenges to bad conduct. Rather, creating a legal remedy for cyber-
space sexual harassment merely offers an additional tool for changing
harmful social norms and behavior, one that may reach situations that
do not respond as well to non-legal challenges as the examples given
in this section.

4. Invading Harassers'Paradise: Creating New Harms?

If the previous objection expressed concern that legal remedies
for sexual harassment might be ineffectual, the final objection I ad-
dress here in some sense raises the opposite concern, that the legal
remedies might be too effective. That is, one theory about why sexual
harassment in cyberspace is so prevalent and savage is that, thanks in
large part to sexual harassment law, cyberspace is one of the increa-
singly few places where one can still engage in that kind of behavior
without negative consequences. Not only that, but cyberspace enables
harassers to easily find likeminded individuals-some websites have
become havens for individuals whose only seeming connection is
their shared desire to abuse women with impunity.2 If it is true that
real-space sexual harassment law has in a sense helped create the
problem of cyberspace harassment, should we be concerned about
what will happen when that law's reach is extended to cyberspace?

There is no way to know for certain what the effects of legally re-
gulating cyberspace sexual harassment will be. Some theorists have
suggested that advancements in law or policy that benefit women
and/or challenge traditional male privileges inevitably produce back-
lash effects.2 2 ' Few would argue that this fact should discourage such
advancements, and indeed that would seem like a very bad reason to
do so, but it is nonetheless worthwhile to reflect upon potential back-
lash effects in order to better address them when they occur.

223. AutoAdmit and the now-defunctJuicyCampus are candidates for this distinction.
224. See, e.g., SUSAN FALUDI, BACKLASH: THE UNDECLARED WAR AGAINST AMERICAN

WOMEN 64 (1991) ("Under this backlash, like its predecessors, an often ludicrous over-
reaction to women's modest progress has prevailed.").
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One possibility is that harassers will simply find other, as-yet-legal
ways to accomplish their goals. In much the same way that employees
or students may have moved their harassment online and out of
workplaces and schools, and thus out of the reach of current law, ha-
rassers will look for ways to make an end-run around a law that regu-
lates cyberspace sexual harassment. Harassers who frequently get
banned for their harassing posts may simply take on an endless series
of monikers so that they can revisit the site under different names."'
If the website operators do not track IP addresses, or if the harasser is
using anonymizing software, there would be little that could be done
against this. This would, however, also exact a cost from the harasser,
who would not be able to build up affiliations or enjoy the benefits of
a well-known moniker if forced to change it repeatedly.

Harassers might also move their activities off websites and into
more private channels, such as email. This too would exact a cost
from the harasser; first, it would deprive him of whatever benefits he
might associate with harassing someone in a public forum, and se-
condly, there are other remedies available to individuals who wish to
prevent a certain person from contacting them directly (for example,
deleting emails or blocking messages from certain senders).

There is also the possibility that harassers may become more than
'just" harassers if denied outlets for their expression. If the harasser
in question is more than just an opportunistic or "casual" harasser,
and is committed to harming his target, he may escalate his behavior
if he finds he cannot harm her through usual channels. It is tragically
common knowledge that in the domestic violence setting, abusers of-
ten escalate their behavior when denied access to their victims.12 6 If
some harassers are in fact abusers, or if they exhibit the same tenden-
cy to violence as abusers, they may similarly ratchet up the level of vi-
olence from words to actions when frustrated in the former.

These concerns are significant. There is no solid empirical data,
however, that suggests online harassers are likely to escalate to physi-
cal violence when prevented from expressing their sentiments verbal-
ly. If such evidence exists, it would certainly need to be factored into
the discussion of legal remedies for sexual harassment. But in any

225. Citron, Cyber Civil Rights, supra note 5, at 104.

226. See, e.g., Martha R. Mahoney, Legal Images of Battered Women: Redefining the Issue of
Separation, 90 MICH. L. REv. 1, 5 (1991) ("At the moment of separation or attempted sepa-
ration-for many women, the first encounter with the authority of law-the batterer's
quest for control often becomes most acutely violent and potentially lethal." (footnote
omitted)); Myrna S. Raeder, The Admissibility of Prior Acts of Domestic Violence: Simpson and
Beyond, 69 S. CAL. L. REV. 1463, 1483 (1996) ("It is no accident that the violence frequently
escalates after the woman leaves.").
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case, one must take seriously the proposition that the social message
of gender equality-communicated, among other ways, through the
intolerance of sexually harassing behavior-is necessary to interrupt
the mindset that produces violence against women in the first place.

V. CONCLUSION

The overarching goal of sex discrimination law is the achieve-
ment of gender equality in society. In order to genuinely move to-
ward this goal in the networked age, we must update our theory of
sexual harassment. We must recognize that all harassment that pro-
duces significant sex-discriminatory effects, regardless of where it ori-
ginates, is sexual harassment, and that those with control over harass-
ing environments can and should be held responsible for those ef-
fects. Such a conception will provide real remedies and conceptual
clarity to a problem that is only increasing in both occurrence and
impact.
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ABSTRACT. Those who wish to expose, control, and distort the identities of 

women, minorities, and minors routinely do so by invading their privacy. 

People are secretly recorded in bedrooms and public bathrooms, and “up their 

skirts.” Victims are coerced into sharing nude photographs and filming sex 

acts under the threat of public disclosure. People’s nude images are posted 

online without permission. Machine-learning technology is used to create 

digitally manipulated “deep sex fake” videos that swap people’s faces into 

pornography.  

 

At the heart of these abuses is an invasion of sexual privacy—the social norms 

that manage access to, and information about, our bodies; intimate activities 

and decisions; and gender and sexual identities. Invasions of sexual privacy 

undermine identity formation, dignity, and equality. More often, 

marginalized and subordinated communities shoulder the abuse.  

 

This Article explores how sexual privacy works, and should work. Sexual 

privacy is a distinct category of privacy interest that deserves special 

protection. We need an explicit commitment to protect sexual privacy and a 

comprehensive approach that includes federal and state penalties for 
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INTRODUCTION 

The barriers that protect information about our intimate lives are under 

assault. Networked technologies are being exploited to surveil, hijack, and 

expose individuals’ naked bodies, intimate activities, and gender identities. 

Hidden cameras are used to film people in bedrooms and restrooms, and 

up their skirts. Home devices are manipulated to spy on intimates and ex-

intimates.1 People are coerced into sharing nude images and making sex 

videos under threat of public disclosure.2 They are ordered to tell no one, 

pairing forced exhibition with coerced silence.3 Sexually explicit images are 

posted online without subjects’ permission.4 Technology enables the 

creation of hyper-realistic “deep fake” sex videos that insert people’s faces 

into pornography.5 At the heart of all of these abuses is an invasion of sexual 

privacy.  

Sexual privacy involves the social norms (behaviors and expectations) 

that manage access to, and information about, individuals’ intimate lives. 

Sexual privacy does not just include sexual activity. It concerns all aspects 

of our intimate selves and activities. It includes the parts of our bodies that 

are closely connected to sex and gender. It involves information about our 

gender and sexual identities. It concerns our intimate activities, including 

thoughts, communications, and physical interactions, and the spheres in 

which those activities occur. Sexual privacy involves personal decisions 

about our bodies and intimate information.  

Central to this project is the experience of sexual privacy—how sexual 

privacy is currently experienced and how it should be experienced. Sexual 

privacy, in the way that I am using the term, is descriptive and normative. 

It enables us to exercise agency over our intimate lives. It frees us to 

experiment with our bodies, sexuality, and gender identity before going 

“on stage” with them.6 It permits us to be seen as human beings rather than 

as just genitalia, trans identities, or sexual preferences.7 The denial of sexual 

privacy makes it difficult to engage in self-formation. If there is a risk of 

                                                 
1Nellie Bowles, Thermostats, Locks and Lights: Digital Tools of Domestic Abuse, N.Y. TIMES, June 
24, 2018, at A1. 
2 BENJAMIN WITTES, CODY POPLIN, QUINTA JURECIC & CLARA SPERA, BROOKINGS INSTITUTE, 
SEXTORTION: CYBERSECURITY, TEENAGERS, AND REMOTE SEXUAL ASSAULT (2016).  
3 Id. 
4 Danielle Keats Citron & Mary Anne Franks, Criminalizing Revenge Porn, 49 WAKE FOREST L. 
REV. 345, 346 (2014). 
5 Robert Chesney & Danielle Keats Citron, Deep Fakes: A Looming Challenge for Privacy, 
Democracy, and National Security, CALIF. L. REV. (forthcoming), 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3213954. 
6 CHARLES FRIED, AN ANATOMY OF VALUES 140 (1970). 
7 Linda C. McClain, Inviolability and Privacy: The Castle, the Sanctuary, and the Body, 7 YALE J. 
L. & HUMANITIES 195, 241 (1995). 
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unwanted exposure, a young person may refrain from exploring their 

gender identity.8 When individuals’ nude images are posted on online 

without consent, they are denied the chance to define their intimate 

identities for themselves.  

Sexual privacy is also crucial to relationships of love and caring.9 

Intimacy develops through a process of mutual self-disclosure, mutual 

vulnerability, and mutual discretion.10 When partners can be trusted with 

our innermost thoughts and feelings, intimate relationships deepen.11 

When an intimate betrays his partner’s trust by secretly recording them 

having sex, it may be difficult for the partner to let his guard down in the 

future. 

Individuals from marginalized and vulnerable communities suffer the 

brunt of invasions of sexual privacy.12 This continues a long-standing 

pattern. Before the Civil War, enslaved men and women had no private 

spaces to claim and no control over their bodies. After Reconstruction, free 

black women were subject to various techniques of surveillance, sexual 

harassment, and sexual assault. Middle- and upper-class white women 

were surveilled, controlled, and violated in their homes. For too long, 

sexual minorities were in the double bind of being coerced into the closet 

and searched in their bedrooms.13  

In the present, as in the past, invasions of sexual privacy make it difficult 

for marginalized individuals to enjoy all of life’s crucial opportunities. 

Victims of invasions of sexual privacy may be stigmatized and treated as 

“lesser than.” They may lose their jobs and find it impossible to find new 

ones. They may feel deep humiliation and shame. 

                                                 
8 See the powerful autobiographies of trans women. See, e.g., JANET MOCK, REDEFINING 

REALNESS: MY PATH TO WOMANHOOD, IDENTITY, LOVE & SO MUCH MORE (2014); JENNIFER 

FINNEY BOYLAN, SHE’S NOT THERE: A LIFE IN TWO GENDERS (2003). 
9 IRWIN ALTMAN & DALMAS TAYLOR, SOCIAL PENETRATION: THE DEVELOPMENT OF 

INTERPERSONAL RELATIONSHIPS (1973). 
10 Id. 
11 EDWARD J. BLOUSTEIN, INDIVIDUAL AND GROUP PRIVACY 181 (1978). As Edward Bloustein 
explains, “[l]overs fashion intimacy by telling each other things about themselves that they 
would not share with anyone else.” 
12 Scott Skinner-Thompson, Privacy’s Double Standards, WASH. L. REV. (forthcoming 2018), 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3134500 (explaining that 
marginalized communities are disproportionately subject to unwanted surveillance); Scott 
Skinner-Thompson, Performative Privacy, 50 U.C. DAVIS L. REV. 1673 (2017). 
13 Poor mothers enjoyed little sexual privacy because government conditioned their receipt 
of health care on invasive interrogations about, and surveillance over, their intimate lives. 
KHIARA M. BRIDGES, THE POVERTY OF PRIVACY RIGHTS 197 (2017). 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3134500
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In this Article, I argue that sexual privacy is a distinct category of 

privacy interest that is distinctly worthy of protection.14 Sexual privacy has 

special normative significance to individuals, groups, and society. Given its 

invaluable role in identity formation, intimate relationships, and equal 

opportunity, sexual privacy should be understood as sitting at the apex of 

the hierarchy of privacy values.  

Nonetheless, efforts to protect sexual privacy have been stymied for 

various reasons. Some say that no attention is warranted because it involves 

problems of victims’ making.15 Some worry that such efforts reinforce 

outmoded views of sexual modesty and shame.16 Others warn that sexual 

privacy would simply hide abuse of the vulnerable.17  

But the protection of sexual privacy need not work this way.18 

Dismissing sexual privacy because victims “asked for it” is just another way 

                                                 
14 David E. Pozen, Privacy-Privacy Tradeoffs, 83 U. Chi. L. Rev. 221 (2016) (calling for scholars 
to distinguish the value of different privacy interests so that policymakers can make 
meaningful decisions when privacy interests conflict). 
15 DANIELLE KEATS CITRON, HATE CRIMES IN CYBERSPACE (2014); Citron & Franks, supra note, 
at; Danielle Keats Citron, Law’s Expressive Value in Combating Cyber Gender Harassment, 108 
MICH. L. REV. 373, 392–95 (2009) (exploring recurring patterns animating society’s 
trivialization of harms disproportionately impacting women like domestic abuse, workplace 
sexual harassment, and cyber gender harassment). 
16 JANET HALLEY, SPLIT DECISIONS: HOW AND WHY TO TAKE A BREAK FROM FEMINISM (2006). This 
critique has early tort bona fides. For instance, late nineteenth-century privacy tort decisions 
reflected “paternalistic attempts to keep ‘ladies’ out of the public gaze.” JESSICA LAKE, THE 

FACE THAT LAUNCHED A THOUSAND LAWSUITS: THE AMERICAN WOMEN WHO FORGED A RIGHT 

TO PRIVACY 225, 10 (2016). This argument is one I consistently faced when presenting my 
coauthored work on nonconsensual pornography with Mary Anne Franks called 
Criminalizing Revenge Porn. Feminist scholars pushed back on our call to criminalize the 
nonconsensual posting of someone’s nude images as affirming the view that women should 
be ashamed of their nude bodies. But the punishment of nonconsensual pornography would 
not re-inscribe shame. Instead, it would make clear that each and every one of us should be 
able to decide who gets to view our naked bodies. As Part I argues, sexuality—including our 
nude bodies—is crucial to identity development and individuality. It is bound up in our 
ability to forge relationships of love and trust. The nonconsensual posting of people’s nude 
images undermines respect for their choices about their sexual selves and it corrodes their 
sense of trust. It does not say that they ought to be ashamed of their sexuality. 
17 CATHARINE A. MACKINNON, FEMINISM UNMODIFIED: DISCOURSES ON LIFE AND THE LAW 93, 
101-02 (1987); Reva B. Siegel, ‘The Rule of Love:’ Wife Beating as Prerogative and Privacy, 105 
YALE L.J. 2117 (1996). Sexual privacy should not be abandoned for fear of its distortion in 
order to hide abuse or coerce silence, whether it is domestic abuse or sexual predation like 
in the cases of Harvey Weinstein, Charlie Rose, and Matt Lauer. Instead, sexual privacy 
should be protected where it enables identity formation, intimacy, and equality. 
18 In this Article, I emulate the spirit of Anita Allen’s scholarship, which has sought to 
identify beneficial forms of privacy and private choice to which women and minorities can 
lay claim, see, e.g., ANITA L. ALLEN, UNEASY ACCESS (1988); Anita L. Allen, Gender and Privacy 
in Cyberspace, 52 STAN. L. REV. 1175 (2000); Anita L. Allen & Erin Mack, How Privacy Got Its 
Gender, 10 N. ILL. U. L. REV. 441, 442 (1990) (explaining that nineteenth-century women 
suffered from the wrong kind of privacy—too much privacy in society’s demand for 
modesty, seclusion, and reserve and too little privacy in the home and autonomous choice), 
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to trivialize harms of people from marginalized communities.19 Rather than 

re-inscribing shame, the protection of sexual privacy conveys respect for 

individuals’ choices about their sexual lives and affirms the importance of 

trust in intimate relationships. Efforts to hide abuse or coercion under the 

guise of privacy deserve no protection, let alone sexual privacy.  

This Article focuses on invasions of sexual privacy at the hands of 

private individuals, leaving extensive discussion of governmental and 

corporate invasions of sexual privacy for later work.20 Why concentrate on 

interpersonal wrongdoing? Law addresses some invasions of sexual 

privacy, no doubt because the harm suffered is viscerally palpable. This 

provides a foothold to assess existing law and norms concerning sexual 

privacy.  

Neither tort nor criminal law has protected sexual privacy as clearly or 

as comprehensively as it should.21 Some victims are left with little or no 

legal redress; some abusers are punished in an inconsistent manner. For 

instance, neither criminal law nor the privacy torts are likely to cover up-

skirt photos, and a grab bag of criminal laws cover sextortion but result in 

the disparate treatment of perpetrators depending on the victims’ age.22  

This is precisely the time to develop a comprehensive understanding of 

sexual privacy and to make an explicit commitment to protect it. Traditional 

privacy law’s efficacy is eroding just as digital technologies magnify the 

scale and scope of the harm. Thanks to digital technologies, sexual privacy 

can be invaded at scale and from across the globe.23 Search engines ensure 

                                                 
as well as Linda McClain’s scholarship, which has called for an “egalitarian, liberal feminist 
conception of privacy.” See, e.g., Linda C. McClain, Reconstructive Tasks for a Liberal Feminist 
Conception of Privacy, 40 WM. & MARY L. REV. 759 (1999); Linda C. McClain, Inviolability and 
Privacy: The Castle, The Sanctuary, and The Body, 7 YALE J.L. & HUMAN. 195 (1995).  
19 Citron, Law’s Expressive Value, supra note, at 392-95. 
20 This Article focuses on individual wrongdoing and law’s role addressing it, though I refer 
to state action that has worked to invade sexual privacy to provide context for my piece. My 
future work will explore governmental and corporate practices impacting sexual privacy. 
For instance, it will consider governmental outing of people’s sexuality, gender identity, and 
HIV status; state laws requiring that people frequent bathrooms that accord with the sex 
assigned on their birth certificates; state denial of services to transgender individuals; the 
mandatory collection of intimate information to obtain government services; the use of 
automated predictions about our intimate lives among other issues. Scholars have drawn 
attention to these issues, and my later work will build on their important insights. See, e.g., 
KHIARA M. BRIDGES, THE POVERTY OF PRIVACY RIGHTS (2017); Kendra Albert, The Double Binds 
of Transgender Privacy (on file with author); Scott Skinner-Thompson, Outing Privacy, 110 NW. 
U. L. REV. 159 (2015). 
21 See Part III. 
22 WITTES ET AL., supra note, at. 
23 Brian Krebs, Sextortion Scam Uses Recipient’s Hacked Passwords, KREBS ON SECURITY (July 18, 
2018), https://krebsonsecurity.com/2018/07/sextortion-scam-uses-recipients-hacked-
passwords/. 

https://krebsonsecurity.com/2018/07/sextortion-scam-uses-recipients-hacked-passwords/
https://krebsonsecurity.com/2018/07/sextortion-scam-uses-recipients-hacked-passwords/


The Yale Law Journal (forthcoming)  

8 
 

the prominence of posts far into the future.24 In some cases, the damage can 

be permanent.25  

Federal and state law should provide civil and criminal penalties for all 

manner of sexual privacy invasions. Although private litigation has many 

practical barriers, there is room to improve the privacy torts to provide 

meaningful protection for sexual privacy invasions. Some content 

platforms should bear responsibility for sexual privacy invasions. This 

approach would allow us to take a full account of the structural impact of 

sexual privacy invasions. Then too, a crucial part of our task is to identify 

market efforts that valuably advance the project of sexual project without 

risking too much of it.      

I. SEXUAL PRIVACY 

A. CONCEPT 

Privacy has been studied from a wide range of perspectives, across 

disciplines.26 There has been considerable debate about the central meaning 

of privacy.27 In the twentieth century, scholars disputed privacy’s 

boundaries—for some, privacy mattered only it was tied to autonomy;28 for 

others, privacy exclusively concerned intimacy;29 others contended that 

privacy involved human dignity and individuality.30 In the twenty-first 

century, scholars, notably Helen Nissenbaum and Daniel Solove, reject the 

notion that privacy possesses a singular, definitive meaning. They urge us 

to focus on privacy’s operation in context, though they refrain from 

prioritizing privacy interests (which is crucial to my task).31 I build on this 

“ground up” approach, exploring how sexual privacy is and should be 

experienced.32  

                                                 
24 DANIELLE KEATS CITRON, HATE CRIMES IN CYBERSPACE (2014). 
25 Danielle Keats Citron, Mainstreaming Privacy Torts, 98 CALIF. L. REV. 1804 (2010). 
26 The literature is rich and varied. See, e.g., ARI WALDMAN, PRIVACY AS TRUST: INFORMATION 

PRIVACY FOR THE INFORMATION AGE (2018); WOODROW HARTZOG, PRIVACY’S BLUEPRINT (2017); 
NEIL RICHARDS, INTELLECTUAL PRIVACY (2015); JULIE COHEN, CONFIGURING THE NETWORKED 

SELF (2010); DANIEL J. SOLOVE, UNDERSTANDING PRIVACY (2008); ANITA ALLEN, UNPOPULAR 

PRIVACY: WHAT WE MUST HIDE (2010); PRISCILLA REGAN, LEGISLATING PRIVACY (1995); ARTHUR 

R. MILLER, THE ASSAULT ON PRIVACY (1971); ALAN WESTIN, PRIVACY AND FREEDOM (1970); Paul 
M. Schwartz, Privacy and Democracy in Cyberspace, 52 VAND. L. REV. 1607 (1999). 
27 SOLOVE, UNDERSTANDING PRIVACY, supra note, at. 
28 See, e.g, ALAN WESTIN, PRIVACY AND FREEDOM (1970); Joel Feinberg. 
29 See notes and accompanying text. 
30 Edward Bloustein, Individual and Group Privacy. 
31 Id.; Helen Nissenbaum, Privacy in Context (2010). 
32 IRWIN ALTMAN, THE ENVIRONMENT AND SOCIAL BEHAVIOR: PRIVACY, PERSONAL SPACE, 
TERRITORY, AND CROWDING 50 (1975); Kirsty Hughes, A Behavioral Understanding of Privacy and 
its Implications for Privacy Law, 75 MODERN L. REV. 806, 810-13 (2012). 
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In everyday interactions, we erect boundaries around our personal 

information, bodies, and activities.33 We seclude some physical spaces and 

not others; we keep some conversations confidential and share others with 

third parties.34 We make social media posts visible to some friends and hide 

them from others.35  

Sometimes, law protects the boundaries that free us from scrutiny and 

exposure. To take a few well-known examples, law restricts the handling of 

personal data in government databases.36 It limits the collection, use, and 

disclosure of financial information,37 educational records,38 social security 

numbers,39 and driver’s license numbers.40 It protects the privacy of political 

activities—our votes are anonymous to prevent retaliation and reduce 

social pressure.41 At other times, law does not protect our privacy but it 

should. 

Whether privacy is warranted depends upon the settings, contexts, and 

expectations in which those boundaries are erected.42 Crucial to those 

settings, contexts, and expectations is sex—our bodies, gender identities, 

sexual orientation, intimate activities, and personal decisions.43 We 

construct and perform our gender and sexual identities. We engage in 

intimate interactions. We make decisions about our intimate lives, 

                                                 
33 DANIEL J. SOLOVE, UNDERSTANDING PRIVACY (2008) (arguing that privacy should be 
understood as a family of interrelated problems); HELEN NISSENBAUM, PRIVACY IN CONTEXT: 
TECHNOLOGY, POLICY, AND THE INTEGRITY OF SOCIAL LIFE (2009) (offering a theory of 
“contextual integrity” in which contextual norms shape privacy protection). As this Article 
explores, sex is indispensable to that contextual inquiry. 
34 SOLOVE, UNDERSTANDING PRIVACY, supra note, at (offering a taxonomy of sixteen types of 
privacy problems, including intrusion, disclosure, collection, interrogation, use, anonymity, 
and invasion). 
35 Woodrow Hartzog & Frederic D. Stutzman, The Case for Online Obscurity, 101 CALIF. L. REV. 
1 (2013). 
36 Privacy Act of 1974, 5 U.S.C. § 552(a); see PRISCILLA REGAN, LEGISLATING PRIVACY (1995).  
37 Solove & Citron, supra note, at. 
38 Family Educational Rights & Privacy Act, 20 U.S.C. § 1232(g); 34 C.F.R. Part 99. 
39 Danielle Keats Citron, Reservoirs of Danger: The Evolution of Public and Private Law at the 
Dawn of the Information Age, 80 S. CAL. L. REV. 241 (2007). 
40 Citron, Mainstreaming Privacy Torts, supra note. 
41 Jill Lepore, Rock, Paper, Scissors: How We Used to Vote, NEW YORKER (Oct. 13, 2008). In the 
landmark decision of NAACP v. Alabama, 357 U.S. 449 (1958), the Court struck down an 
Alabama law requiring the disclosure of members of the civil rights group on First 
Amendment grounds. Thanks to Nestor Davidson for urging me to include this point. 
42 In Solove’s view, privacy “refers to a wide and disparate group of related” contextual, 
culturally and historically contingent problems that generate a desire for privacy. SOLOVE, 
UNDERSTANDING PRIVACY, supra note, at 44-46, 75. 
43 See generally DANIELLE KEATS CITRON, HATE CRIMES IN CYBERSPACE (2014). 
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including whom to choose as intimate partners and how to describe our 

sexual preferences and gender.44  

Consider a few contexts implicating sexual privacy. A man undresses 

in a gym locker room before taking a shower. A young boy struggling with 

his feeling that he is a girl goes into a store’s dressing room and tries on 

skirts and dresses.45 A young woman tells her boyfriend in confidence that 

she was raped as a teenager. A man shares nude images with his boyfriend 

on the understanding that the photos are for their eyes only. A couple 

undress in their apartment on the belief that no one is watching them. 

B. VALUES 

This section shows the importance of sexual privacy to identity 

development and intimacy. It explores the connection between sexual 

privacy and equality.  

1. Identity  

Sexual privacy is the cornerstone of human agency.46 The human body 

serves as an important point of reference as we develop intimate 

identities.47 Sexual privacy lets us to “be and become” who we want to be 

by enabling us to experiment with our intimate selves before sharing them 

with others.48 Being able to reveal our naked bodies, sexuality, and gender 

at the pace and in the ways that we choose shapes our experience of identity 

formation.49  

When the revelation of our sex, gender, and sexuality is out of our hands 

at crucial times, it can be shattering to self-develpment.50 As Anna Lauren 

                                                 
44 PATRICIA BOLING, PRIVACY AND THE POLITICS OF INTIMATE LIFE 57 (1996). In her book PRIVACY 

AND THE POLITICS OF INTIMATE LIFE, published in 1996, Patricia Boling explored how privacy 
functions, focusing on the Supreme Court’s constitutional privacy decisions. 
45 See MOCK, supra note, at (discussing trying on female best friend’s clothing behind 
closed doors); BOYLAN, supra note, at (recalling trying on her mother’s clothes when 
everyone left the house before transitioning to a woman) 
46 Jeffrey H. Reiman, Privacy, Intimacy, and Personhood, 6 PHIL. & PUB. AFF. 26, 40 (1977) 
(arguing that privacy accorded intimate affairs conveys to individuals that their lives are 
their own).  
47 MAURICE MERLEAU-PONTY, THE PHENOMENOLOGY OF PERCEPTION (2013); Tom Gerety, 
Redefining Privacy, 12 HARV. C.R.-C.L L. REV. 233, 266 (1977). Indeed, sometimes, the body is 
a source of deep anxiety because it does not match how one experiences gender. Janet Mock 
writes movingly about how her genitals taunted her—she felt like a girl from a tender age 
and her genitals served as a rebuke to that feeling.  
48 KHIARA M. BRIDGES, THE POVERTY OF PRIVACY RIGHTS 197 (2017). 
49 McClain, Reconstructive Tasks, supra note, at 772. 
50 Talia Mae Bettcher, Evil Deceivers and Make-Believers: On Transphobic Violence and the Politics 
of Illusion, HYPATIA, Summer 2007, at 43, 50. 
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Hoffmann insightfully explains, “being forced to reveal or go by the wrong 

gender or the wrong name triggers feelings of dysphoria and 

humiliation.”51 The psychic trauma produced by the unwanted exposure of 

people’s sexuality and gender can alter their life plans.52  

The ability to make decisions about our intimate lives allows us to figure 

out our future selves.53  As Linda McClain argues, sexual privacy recognizes 

our agency to set boundaries around our bodies and decisions concerning 

intimacy.54 Sexual privacy secures our ability to make life-defining 

decisions.55 It gives us “breathing space away from familial or societal 

censure necessary for decisional privacy—e.g., to choose whether to have 

an abortion.”56 As the Court underscored in Lawrence, personal decisions 

related to sexual intimacy permit us to ”define one’s concept of existence, 

of meaning, of the universe, and of the mystery of human life.”57  

Sexual privacy’s importance to self-development was at the heart of 

Samuel Warren and Louis Brandeis’s landmark article The Right to Privacy. 

Although Warren and Brandeis seemed to address a rarified problem—

press coverage of upper crust dinner parties58—their project had broad 

implications for sexual privacy.59 Warren and Brandeis called for a “right to 

                                                 
51 Anna Lauren Hoffmann, Data, Technology, and Gender: Thinking About (and From) Trans 
Lives, in SPACES FOR THE FUTURE: A COMPANION TO PHILOSOPHY OF TECHNOLOGY (Joseph C. Pitt 
& Ashley Shew eds., 2017). 
52 Id. 
53 Lawrence v. Texas, 539 U.S. 558 (2003).  
54 Linda C. McClain, Inviolability and Privacy: The Castle, the Sanctuary, and the Body, 7 YALE J. 
L. & HUMANITIES 195, 241 (1995). 
55 Roe v. Wade, 410 U.S. 113 (1973); Planned Parenthood of Se. Pa. v. Casey, 505 U.S. 833 
(1992). A robust literature challenges the Court’s decision in Roe v. Wade to base the right to 
make important intimate decisions on privacy. See, e.g., Sylvia Law, Rethinking Sex and the 
Constitution, 132 U. PA. L. REV. 1020 (1984); John Hart Ely, The Wages for Crying Wolf: A 
Comment on Roe v. Wade, 82 YALE L.J. 930 (1973). Important scholarship has criticized Roe for 
failing to secure the right to privacy for the poor. See, e.g., Linda C. McClain, The Poverty of 
Privacy?, 3 COLUM. J. GENDER & L. 123 (1992); Dorothy E. Roberts, Punishing Drug Addicts Who 
Have Babies: Women of Color, Equality, and the Right to Privacy, 104 HARV. L. REV. 1424 (1991); 
Anita Allen, Taking Liberties: Privacy, Private Choice, and Social Contract Theory, 56 U. CIN. L. 
REV. 461 (1987). I leave these concerns and the relationship between decisional privacy and 
informational privacy for my book project on sexual privacy.  
56 Jerry Kang, Information Privacy in Cyberspace Transactions, 50 STAN. L. REV. 1193, 1203-04 
(1998). Privacy in reproductive decisions protects an individual from having to tell the state 
about her reasons for exercising the choice to terminate a pregnancy. Id. 
57 Lawrence, 539 U.S. at 573–74 (quoting Planned Parenthood v. Casey, 505 U.S. 833, 851 
(1992). 
58 See MELVIN I. UROFSKY, LOUIS D. BRANDEIS: A LIFE 98 (2009) (explaining how prominent and 
affluent Bostonian Samuel Warren convinced his law school classmate and law firm partner 
Louis Brandeis to coauthor the The Right to Privacy because he was displeased with the 
attention that the press paid to his social life, in particular the dinner parties hosted by his 
wife Mabel, the daughter of a U.S. Senator). 
59 Another reason behind Samuel Warren’s interest in a right to privacy was arguably his 
younger brother Ned’s homosexuality. Charles E. Colman, About Ned, 129 HARV. L. REV. F. 
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be let alone” in the “sacred precincts of private and domestic life.”60 

Individuals needed control over how much others knew about the 

“domestic circle.”61 This included “details of sexual relations” and 

intimacies “whisper[ed] in the closet.”62 That freedom, for Warren and 

Brandeis, was essential to developing one’s “inviolate personality.”63 

An aspect of the “inviolate personality” is human dignity—the 

recognition that we are capable of constructing identities.64 When we are 

given the freedom to manage access to our intimate lives, we can see 

ourselves as the author of our sexual and gender identities.65 We can 

recognize ourselves as “autonomous originators of intimacy.”66 Julie Innes 

argues that when “someone goes into another’s house and touches her body 

at will and learns all matters about her, without her saying yes, it is difficult 

to imagine how [she] would ever recognize herself as an originator of 

[love].”67 

The ability to manage access to our bodies and intimate information  

enables us to present identities that are dignified and whole.68 It is integral 

to what Leslie Henry calls “dignity as personal integrity”—having the 

social bases of self-respect.69 When intimate information is ”removed from 

its original context and revealed to strangers, we are vulnerable to being 

misjudged” on the basis of our tastes, preferences, or activities.70 When our 

private sexual reading material or intimate habits are exposed to strangers, 

we may be ”reduced, in the public eye, to nothing more than the most 

salacious book we once read” or sexual activity.71 When someone’s trans 

identity or sexuality is subject to unwanted exposure they risk being viewed 

                                                 
128 (2016). As Charles Colman argues, Warren might have viewed the article as a way to 
protect his family from damaging public scrutiny of his brother’s sexuality. Id.   
60 Samuel L. Warren & Louis Brandeis, The Right to Privacy, 4 HARV. L. REV. 193, 195 (1890). 
61 Id. at 205. 
62 Id. 
63 Id. 
64 As Leslie Henry explores in her important scholarship, dignity encompasses pluralistic 
values in the jurisprudence of the Supreme Court. Leslie Henry, The Jurisprudence of Dignity, 
160 U. PA. L. REV. 169 (2011). The Court has used the term dignity in five distinct yet 
complementary ways—institutional status as dignity, equality as dignity, liberty as dignity, 
personal integrity as dignity, and collective virtue as dignity. Id. at 177. Relying on the 
Court’s opinions, Henry shows that “each conception of dignity has a judicial function 
oriented toward safeguarding substantive interests against dignitary harm.” Id. I rely on 
Henry’s insights to underscore dignitary harms that accompany sexual privacy invasions. 
65 See Altman, supra note, at 50 (“when the permeability of these boundaries [to the self] is 
under the control of a person a sense of individuality develops.”). 
66 Id. at 109–10. 
67 INNES, supra note, at 109. 
68 Id. 
69 Henry, supra note. 
70 Rosen, supra note, at 9. 
71 Id. at 9. 
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as just their gender identity or sexuality. Janet Mock explained her 

reluctance to tell colleagues about her trans womanhood in this way: “I felt 

that if I told people I was trans . . . being trans would be come the focus on 

my existence, and I would be forced to fight the image catalogued in 

people’s minds about trans people.”72  

The unwanted exposure of people’s nude bodies gives victims a 

“diminished status,” which is often internalized “as a lack of full self-

esteem.”73 Of course, undressed bodies appear in advertising, films, and 

television shows—but what violates human dignity in some contexts is 

unremarkable in others.74 As Martha Nussbaum explains, “sexuality is an 

area of life in which disgust often plays a role.”75 Sex signifies our animal 

nature because it involves the exchange of bodily fluids.76 In nearly all 

societies, “people identify a group of sexual actors as disgusting or 

pathological, contrasting them with ‘normal’ or ‘pure’ sexual actors 

(prominently including the people themselves and their own group).”77 

Those groups often include those who do not fall in line with 

heteronormativity—women who have had more than one sexual partner, 

LGBTQ individuals, and individuals in multiple sexual relationships.78  

                                                 
72 MOCK, supra note, at. 
73 See Martha C. Nussbaum, Objectification and Internet Misogyny, in THE OFFENSIVE INTERNET 

68 (Saul Levmore & Martha C. Nussbaum eds., 2010) (discussing online posters’ description 
of rape fantasies of female law students); see also MARTHA NUSSBAUM, POLITICAL EMOTIONS: 
WHY LOVE MATTERS FOR JUSTICE 363 (2013). 
74 As Roisin Kiberd noted of celebrities who appeared nude on film but who suffered deep 
embarrassment after the theft and posting of nude images, “with a stolen image, the value is 
doubled: The woman is naked and the viewer isn’t supposed to be seeing what they are 
seeing.” Roisin Kiberd, Why the Fappening Keeps Happening, VICE (Apr. 12, 2017). 
75 MARTHA C. NUSSBAUM, FROM DISGUST TO HUMANITY: SEXUAL ORIENTATION AND 

CONSTITUTIONAL LAW 17 (2010). 
76 Id. 
77 Id. There is a similar dynamic at work when the State interrogates poor black mothers 
about their intimate lives when they apply for Medicaid. KHIARA M. BRIDGES, THE POVERTY 

OF PRIVACY RIGHTS (2017). As Bridges documents in her scholarship, the State demands to 
know about poor mothers’ intimate activities, which have no bearing on their physical health 
or the well-being of the fetus. Poor mothers are asked whether their pregnancies were 
planned, how many sexual partners they have had, whether they are sexually adventurous, 
whether they have experienced sexual assault, and if they have ever exchanged sex for 
money or gifts. Id. at 111. By forcing poor mothers to reveal their histories with abortion, 
sexual assault, and prostitution, the State reduces them to those experiences. Poor mothers 
cannot present authentic identities—they are sexual assault victims, prostitutes, or sexual 
deviants. The State’s interrogations violate human dignity by saying that poor mothers are 
the type of people who are unworthy of privacy. See Danielle Keats Citron, A Poor Mother’s 
Right to Privacy: A Review, 98 B.U. L. REV. (forthcoming 2018) (reviewing The Poverty of Privacy 
Rights and comparing the work of Bridges to that of Charles Reich in providing a theory of 
privacy for the marginalized). 
78 Nussbaum, supra note, at (explaining that the sexuality of women and LGBTQ individuals 
are often shamed as disgusting); Manning & Stern, supra note, at 219 (arguing that sexuality 
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None of this is to suggest that sex, gender, or sexuality are the essence 

of our identities.79 Other aspects of our lives are profoundly important to 

identity formation. As Neil Richards argues, being able to manage 

boundaries around our intellectual activities like reading, writing, and 

speaking is crucial to self-development.80 Without intellectual privacy, we 

might feel pressured to conform to the bland and uncontroversial.81 Just as 

the recognition of intellectual privacy does not mean that reading, writing, 

and speaking determine our personhood, the recognition of sexual privacy 

does not mean our sex, gender, and sexuality exclusively define who we 

are. 

2. Intimate Relationships 

Another crucial aspect of sexual privacy is its role in fostering intimacy. 

Intimate activities and interactions need protection from the public glare to 

flourish.82 Sexual privacy frees us to experience physical intimacy.83 It gives 

us the space to shed our inhibitions and to reveal our physical bodies to 

each other.84 It lets intimate partners “give themselves over” to each other 

physically and “to be who they are—at least as bodies—intensely and 

together.”85 When this takes place in the context of caring, physical intimacy 

is an aspect and expression of love.86 

Sexual privacy not only permits us to experience physical intimacy, but 

it provides an essential condition for the formation of intimate 

relationships.87 As Charles Fried contends, “[t]o respect, love, trust, or feel 

                                                 
is often shamed if it does not fall in line with heteronormativity, including women who are 
punished for having more than one sex partners whereas men are not). 
79 Jed Rubenfeld, The Right of Privacy, 102 HARV. L. REV. 752 (1989) (contending that 
conceptions of privacy linked to self-determination risks embracing essentialized 
identities—women as mothers—and offering a view of privacy based on the prevention of 
totalitarian state control over citizens). 
80 RICHARDS, supra note, at. 
81 Id.; Neil M. Richards, The Dangers of Surveillance, 126 HARV. L. REV. 1934 (2013); Neil M. 
Richards, Intellectual Privacy, 87 TEX. L. REV. 387 (2008); see also Julie E. Cohen, Privacy, 
Visibility, Transparency, and Exposure, 75 U. CHI. L. REV. 181 (2008); Julie E. Cohen, Examined 
Lives: Informational Privacy and the Subject as Object, 52 STAN. L. REV. 1373, 1425–26 (2000). 
82 Boling, supra note, at 68. 
83 Thomas Nagel, Concealment and Exposure, 27 PHIL. & PUB. AFF. 3, 20 
(1998).  
84 Robert S. Gerstein, Intimacy and Privacy, 89 ETHICS 76 (1978) (arguing that intimacy and 
intimate relationships could not exist without privacy); Jeffrey H. Reiman, Privacy, Intimacy, 
and Personhood, 6 PHIL. & PUB. AFF. 26, 39 (1977) (same); James Rachels, Why Privacy Is 
Important, 4 PHIL. & PUB. AFF. 326 (1975) (same). 
85 Jeffrey H. Reiman, Privacy, Intimacy, and Personhood, 6 PHIL. & PUB. AFF. 26, 35 (1977) 
(arguing that the context of caring makes the sharing of personal information significant). 
86 Id. 
87 Waldman, supra note, at. 
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affection for others and to regard ourselves as the object of love, trust, and 

affection is at the heart of our notion of ourselves as persons among persons, 

and privacy is the necessary atmosphere for these attitudes and actions, as 

oxygen is for combustion.”88 Being shielded from public inspection enables 

intimate partners to engage in “mutual self-disclosure.”89 When intimate 

partners reveal their innermost thoughts and feelings to each other, they 

experience a shared vulnerability.90 In turn, intimate partners develop trust 

that their revelations “will not be viewed as inconsequential” and will be 

treated with discretion.91 Such trust enables intimate relationships to grow 

and deepen.92 

As the Court recognized in Roberts v. Jaycees,93 intimate relationships 

warrant privacy protection because of their importance to identity 

development. The constitutional shelter afforded highly personal 

relationships reflects the “realization that individuals draw much of their 

emotional enrichment from close ties with others.” “Protecting these 

relationships from unwarranted state interference therefore safeguards the 

ability independently to define one’s identity that is central to any concept 

of liberty.”94 In those relationships, people share “special community of 

thoughts, experiences, and beliefs but also distinctively personal aspects of 

one’s life.”95  

                                                 
88 CHARLES FRIED, AN ANATOMY OF VALUES 137, 140 (1970). 
89 ARI WALDMAN, PRIVACY AS TRUST: INFORMATION POLICY FOR AN INFORMATION AGE 67 (2018); 
JEFFREY ROSEN, THE UNWANTED GAZE: THE DESTRUCTION OF PRIVACY IN AMERICA 8 (2000); 
CHARLES J. SYKES, THE END OF PRIVACY: THE ATTACK ON PERSONAL RIGHTS—AT HOME, AT 

WORK, ON-LINE, AND IN COURT 20 (1999). Of course, mutual revelation, so crucial to identity 
development, is not always egalitarian. Jimmie Manning & Danielle M. Stern, 
Heteronormative Bodies, Queer Futures: Toward a Theory of Interpersonal Panopticism, 21 INFO., 
COMM. & SOCIETY 208, 217 (2018). Pressure to reveal one’s body to an intimate partner can 
undermine meaningful identity development. See generally Citron & Franks, supra note, at 
(discussing how domestic abusers pressure partners to reveal intimate images). 
90 IRWIN ALTMAN & DALMAS TAYLOR, SOCIAL PENETRATION: THE DEVELOPMENT OF 

INTERPERSONAL RELATIONSHIPS (1973); see also Robert S. Gerstein, Intimacy and Privacy, 89 
ETHICS 76 (1978) (arguing that intimacy and intimate relationships could not exist without 
privacy). 
91 Ferdinand Schoeman, Privacy and Intimate Information, in PHILOSOPHICAL DIMENSIONS OF 

PRIVACY: AN ANTHOLOGY (Ferdinand David Schoeman, editor 1984). 
92 See WALDMAN, supra note, at 67. 
93 Roberts v. United States Jaycees, 468 U.S. 618 (1984). 
94 Id. at 619 (citing dissent of Justice Brandeis in Olmstead v. United States and Stanley v. 
Georgia). 
95 Id. 
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3. Equality 

The connection between sexual privacy and the quest for gender, racial, 

sexual, and economic equality is undeniable.96 Invasions of sexual privacy 

can lead to marginalization.97 People from traditionally subordinated 

groups have lost their jobs or had trouble finding work after their intimate 

information was exposed online.98 As writer Jennifer Finney Boylan 

explains, transgender people have faced violent attack and lost custody 

over their children after their trans identities were revealed.99  

This section begins by highlighting how invasions of sexual privacy can 

result in subordination on an intersectional basis. It explores how the 

concept of sexual privacy has been exploited to justify subordination and 

abuse. It ends by arguing that even if sexual privacy had no impact on the 

equality of opportunity, we would still need sexual privacy.  

a. Intersectionality 

Sexual privacy invasions often involve intersecting modes of 

subordination that compound the harm suffered. The “intersectionality” 

framework, theorized by Kimberlé Crenshaw, shows that the forces 

marginalizing individuals operate on multiple levels.100 People experience 

                                                 
96 See, e.g., DOROTHY ROBERTS, KILLING THE BLACK BODY: RACE, REPRODUCTION, AND THE 

MEANING OF LIBERTY 308 (1997) (“Governmental policies that perpetuate . . . subordination 
through the denial of procreative rights, which threaten both racial equality and privacy at 
once, should be subject to the most intense scrutiny.”); see also JUDITH W. DECEW, IN PURSUIT 

OF PRIVACY: LAW, ETHICS, AND THE RISE OF TECHNOLOGY (1997) (“Protection of privacy 
enhances and ensures the freedom from such scrutiny, pressure to conform, and 
exploitation”). 
97 Discrimination is a contested term with various meanings. I borrow from Deborah 
Hellman’s account of discrimination unless otherwise noted in this piece. Hellman explains 
that discrimination is wrongful if it is demeaning, which has two criteria: (1) the conduct 
shows disrespect for another by debasing or degrading the person, and (2) conduct might be 
a material put-down, an exercise of power over the person. DEBORAH HELLMAN, WHEN IS 

DISCRIMINATION WRONG? (2011). 
98 Franks & Citron, supra note, at; Ari Ezra Waldman, A Breach of Trust: Fighting 
Nonconsensual Pornography, 102 IOWA L. REV. 709 (2017). See also Madsen v. Erwin, 481 N.E.2d 
1160 (Mass. 1985) (finding no privacy tort and constitutional law claims where plaintiff’s 
employer Christian Science Monitor demanded to know her sexual orientation and then 
fired her after learning she was gay because right of religious freedom allowed the defendant 
to discharge the plaintiff). 
99 Jennifer Finney Boylan, Britain’s Appalling Transgender ‘Debate,’ N.Y. TIMES (May 9, 2018). 
100 Kimberlé W. Crenshaw, Mapping the Margins: Intersectionality, Identity Politics, and Violence 
Against Women of Color, 43 STAN. L. REV. 1241, 1244 (1991); Kimberlé W. Crenshaw, Close 
Encounters of Three Kinds: On Teaching Dominance Feminism and Intersectionality, 46 TULSA L. 
REV. 151 (2010). 
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subordination differently based on intersecting identities.101 Race, gender 

identity, sexual orientation, religion, and class may combine as bases for 

oppression. The “intersection of racism and sexism factors into [women of 

color’s] lives in ways that cannot be captured wholly by looking at the race 

or gender dimensions of those experienced separately.”102 As Dorothy 

Roberts explains, poor women of color experience various forms of 

oppression “as a complex interaction of race, gender, and class.”103 

Mary Anne Franks has insightfully explored what she calls 

“intersectional surveillance.”104 As she explains, “Attentiveness to race, 

class, and gender is vital to understanding the true scope of the surveillance 

threat. Marginalized populations, especially those who experience the 

intersection of multiple forms of subordination, also often find themselves 

at the intersection of multiple forms of surveillance: high-tech and low-tech, 

virtual and physical.”105 

Sexual privacy invasions involving intersectional marginalization 

inflict profound harm. Consider the attacks on black actress Leslie Jones 

after the release of the movie Ghostbusters in which Jones had a starring 

role.106 Tweets featured doctored photos of Jones with semen on her face. 

Harassers compared Jones to an ape with menacing photos to match. 

Jones’s website was hacked; its contents replaced by photographs of her 

license and passport, fake nude photographs of Jones, and a video tribute 

to a dead zoo gorilla. 107 Jones eventually departed Twitter in response to 

the harassment. 

                                                 
101 Angela Onwuachi-Willig, What About #UsToo?: The Invisibility of Race in the #MeToo 
Movement, 128 YALE L.J. FORUM 105, 107-08 (2018), 
https://www.yalelawjournal.org/forum/what-about-ustoo. For an early discussion of the 
intersectional nature of workplace sexual harassment, see LIN FARLEY’S SEXUAL SHAKEDOWN: 
THE SEXUAL HARASSMENT OF WOMEN ON THE JOB 63 (1978).  
102 Crenshaw, Mapping the Margins, supra note, at 1244. 
103 Dorothy E. Roberts, Punishing Drug Addicts Who Have Babies: Women of Color, Equality, and 
Privacy, 104 HARV. L. REV. 1419, 1424 (1991). People with identities that meet at the 
intersection of privilege and disadvantage face unique forms of discrimination and 
subordination. Darren Lenard Hutchinson, Identity Crisis: ‘Intersectionality,’ 
‘Multidimensionality,’ and the Development of an Adequate Theory of Subordination, 6 MICH. J. 
RACE & L. 285, 312 (2001). Black maleness—in the context of racial profiling, police brutality, 
and employment—is not a privileged identity, even though being male is generally viewed 
as a privilege in our society. Darren Lenard Hutchinson, Out Yet Unseen: A Racial Critique of 
Gay and Lesbian Queer Theory and Political Discourse, 29 CONN. L. REV. 561, 641 (1997); Athena 
D. Mutua, Multidimensionality Is to Masculinities What Intersectionality Is to Feminism, 13 NEV. 
L.J. 341, 344–58 (2013).  
104 Mary Anne Franks, Democratic Surveillance, 30 HARV. J.L. & TECH. 425, 465-64 (2017). 
105 Id. at 464. 
106 Adam Howard, Why Was Leslie Jones Targeted by Trolls?, NBC NEWS (Aug. 26, 2016), 
https://www.nbcnews.com/news/us-news/why-was-leslie-jones-targeted-trolls-n638291. 
107 Abby Ohlheiser, The Leslie Jones Hack Used All the Scariest Tactics of Internet Warfare All at 
Once, WASH. POST (Aug. 26, 2016) (explaining that women of color are subjected to racism 

https://www.yalelawjournal.org/forum/what-about-ustoo
https://www.nbcnews.com/news/us-news/why-was-leslie-jones-targeted-trolls-n638291
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As Angela Onwuachi-Willig insightfully argues, Jones’s experience 

should be viewed through an intersectional, multidimensional lens.108 The 

invasions of Jones’s sexual privacy were fraught with racism and 

misogyny.109 Tweets exposed her racial and sexual identities in demeaning 

and humiliating ways. Doctored photographs reduced her to her genitalia 

and breasts; she was depicted as less than human—a gorilla. Posts revealed 

Jones’s home address and confidential driver’s license number and 

passport number. 

We can see the intersectional nature of sexual privacy in the case of an 

author who I interviewed about her experience being secretly taped while 

having sex. The author’s boyfriend hid a camera in his bedroom. The author 

discovered the secret sex videos in a computer folder labeled “Indian 

Research.” As the author explained to me, she felt doubly shamed—she was 

not only reduced to a sex object but she was even more worthless due to her 

Indian heritage.110 She felt demeaned as a woman and as an Indian 

American—an “other” who could be reduced to a sex object, violated, and 

abused.111  

b. Coerced Concealment 

One aspect of subordination involves norms that coerce concealment of 

people’s sexual or gender identity. Those norms are not really about sexual 

privacy, at least not in the identity-affirming, intimacy-enabling, and 

dignity-securing way that I am conceiving it. Instead, these norms may be 

better understood as autonomy violations.112  

Consider the pressure to hide one’s homosexuality or trans identity and 

conform to hegemonic heterosexual society.113 For far too long, sexual 

minorities could either hide their sexuality and pass as heterosexuals or face 

discrimination and the loss of crucial life opportunities.114 As Kenji Yoshino 

writes in Covering: The Hidden Assault on Our Civil Rights, sexual minorities 

                                                 
and sexism online); Sandra Laville et al., The Women Abandoned to Their Online Abusers, 
GUARDIAN (Apr. 11, 2016) (explaining that comments on Black Lives Matter Facebook pages 
contain “racism, sexism, and homophobia”). 
108 Onwuachi-Willig, supra note, at 114. 
109 Id. 
110 Interview with Jane Doe (notes on file with author). The man faced charges under state 
video voyeurism law for invading the privacy of several women and eventually pleaded 
guilty. 
111 The woman spoke to me with an understanding that I would keep her name confidential. 
I am honoring that promise here. 
112 Thanks to Katharine Silbaugh for urging me to make this point explicit. 
113 EVE KOSOFSKY SEDGWICK, EPISTEMOLOGY OF THE CLOSET (1990); Adrienne Rich, Compulsory 
Heterosexuality and Lesbian Existence, 5 SIGNS 631 (1980). 
114 KENJI YOSHINO, COVERING: THE HIDDEN ASSAULT ON OUR CIVIL RIGHTS 22, 144 (2006). 



SEXUAL PRIVACY 

19 
 

felt compelled to “cover”—men felt pressure to perform stereotypical 

heterosexual male attributes, such as aggressiveness, while women felt 

pressured to perform stereotypically female attributes, such as 

compassion.115 LGBTQ individuals often hide their sexuality or gender 

identity to prevent bigoted abuse.116 Writer Jennifer Boylan kept her female 

identity a secret until she was forty years old because she feared social 

rejection, violence, and discrimination.117  

The pressure to cover or hide one’s authentic sexuality or gender 

identity stems not just from social norms but from law as well. Today, 

military recruits are told to hide their trans identities as a condition of 

service.118 The military’s “Don’t Ask, Don’t Tell” policy required gay 

military members to hide their sexuality from colleagues and superiors. 

Being forced to hide one’s sexual or gender identity denies individuals 

agency over their intimate identities, thoughts, and feelings. It violates a 

commitment to equality because it tells sexual minorities that they should 

feel ashamed about their authentic intimate identities. Sexual minorities are 

treated as “others” whose social identities are not their own to determine.  

Along similar lines, nineteenth century law coerced the concealment of 

some women’s bodies “at high cost to sexual choice and self-expression.”119 

As I. Bennett Capers explains, “Between 1850 and 1870, just as the 

abolitionist movement, then the Civil War, and then Reconstruction were 

disrupting the subordinate/superordinate balance between blacks and 

white, just as middle class women were demanding social and economic 

equality, agitating for the right to vote, and quite literally the right to wear 

pants, and just as lesbian and gay subcultures were emerging in large cities, 

jurisdictions began passing sumptuary legislation which had the effect of 

reifying sex and gender distinctions.”120 Many sumptuary laws explicitly 

banned cross dressing.121 Sumptuary laws were enforced overwhelmingly 

                                                 
115 Id.  
116 Sejal Singh & Laura E. Durso, Widespread Discrimination Continues to Shape LGBT People’s 
Lives in Significant Ways, AMERICAN PROGRESS (May 2, 2017), 
https://www.americanprogress.org/issues/lgbt/news/2017/05/02/429529/widespread-
discrimination-continues-shape-lgbt-peoples-lives-subtle-significant-ways/. 
117 Jennifer Finney Boylan, How a Sliver of Glass Changed My Life, N.Y. TIMES (Sept. 4, 2018). 
118 U.S. DEP’T OF DEFENSE, REPORT AND RECOMMENDATION ON SERVICE OF TRANSGENDER 

PERSONS IN THE MILITARY (Feb. 2018), 
https://assets.documentcloud.org/documents/4420622/226-3.pdf (“Transgender persons 
who have not transitioned to another gender and do not have a history or current diagnosis 
of gender dysphoria—i.e., they identify as a gender other than their biological sex but do not 
currently experience distress or impairment of functioning in meeting the standards 
associated with their biological sex—are qualified for service.”). 
119 Allen, Taking Liberties, supra note, at 471. 
120 I. Bennett Capers, “Cross Dressing and the Criminal,” 20 YALE J. L. & HUMANITIES 8 (2008). 
121 Id. at 10. 
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against white women.122 Courts treated some white women’s bodies 

differently than white men’s bodies, relying on notions of modesty to deny 

them sexual autonomy.123 

Another illustration was society’s treatment of the home as a secluded 

domain where men were free to batter their wives. Courts invoked the 

concept of the “private sphere” of family life to justify immunizing spousal 

abuse from criminal liability.124 Law, norms, and culture overlooked and 

trivialized women’s battering because women were perceived as properly 

subject to their husbands’ discipline in the home.125 Domestic violence 

remained hidden until the battered women’s movement gave it a name and 

worked to ensure its criminalization.126 

Feminist scholars have viewed the distortion of sexual privacy in the 

service of subordination as warranting privacy’s end.127 In the view of 

Catharine MacKinnon, privacy is inevitably a one-way ratchet to 

inequality.128  

For other feminist scholars, sexual privacy’s historical distortion did not 

dictate its normativity.129 As Anita Allen has powerfully explained, while 

“the traditional predicament was . . . too much of the wrong kind of 

privacy,” subordinated individuals deserved “privacy in the sense of 

adequate opportunities for privacy and private choice.”130 Just as the harm 

that results from some exercises of individual liberty does not lead to the 

rejection of liberty, the harm that results from privacy’s mischaracterization 

does not warrant the rejection of privacy.131  

                                                 
122 Amy Kapczynski, Same-Sex Privacy and the Limits of Antidiscrimination Law, 112 YALE L.J. 
1257, 1285 (2003).  
123 Id. at 1284. 
124 Reva B. Siegel, “The Rule of Love”: Wife Beating as Prerogative and Privacy, 105 YALE L.J. 2117, 
2166 (1966) (quoting Drake v. Drake, 177 N.W. 624, 625 (Minn. 1920)). In the late twentieth 
century, battered women’s advocates got the attention of lawmakers, courts, and law 
enforcement, discrediting the reasons behind society’s protection of domestic violence. 
Danielle Keats Citron, Law’s Expressive Value in Combating Cyber Gender Harassment, 108 
MICH. L. REV. 373 (2009). Law and norms have shifted, though not as completely as it was 
hoped. CITRON, HATE CRIMES, supra note, at 98–99. Although domestic violence remains a 
serious problem, the notion of “family privacy” as a shield to immunize domestic abusers 
no longer has the persuasive power it once enjoyed.  
125 Anita L. Allen, Gender and Privacy in Cyberspace, 52 STAN. L. REV. 1175, 1178 (1990).  
126 Id. 
127 CATHARINE MACKINNON, FEMINISM UNMODIFIED 93, 101–02 (1987). 
128 MacKinnon argued that privacy entrenched male hierarchy and power—privacy was a 
right “for men to be left alone to oppress women.” Catharine A. MacKinnon, Privacy v. 
Equality: Beyond Roe v. Wade, in FEMINISM UNMODIFIED 102 (1987).  
129 Judith Wagner Decew, The Feminist Critique of Privacy: Past Arguments and New Social 
Understandings, in SOCIAL DIMENSIONS OF PRIVACY 90 (Beate Rosessler & Dorota 
Mokroskinska eds., 2015). 
130 ALLEN, UNEASY ACCESS, supra note, at 40.  
131 Id. 
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c. Beyond Equality 

Would sexual privacy matter if bigoted attitudes and discrimination 

disappeared? What if naked bodies were no longer viewed with shame so 

posting someone’s nude images or sex videos would not damage 

reputations and risk unemployment? Would we still need sexual privacy? 

In other words, as Scott Skinner-Thompson asks in Outing Privacy, is sexual 

privacy an interest that has a limited shelf life? 

In a sex-positive, bigotry-free world (one can dream!), we would still 

need sexual privacy. Even if no one cares if our nude photos are posted 

online or if we are bisexual, lesbian, trans, or straight, we should retain the 

ability to manage for ourselves how much of our intimate selves is shared 

with others. The ability to disclose intimate information as we wish is 

crucial to individuality, intimacy, and trust.132 As Charles Fried explained, 

mutual self-disclosure is the “moral capital which we spend in friendship 

and love.”133 Whether or not anyone would judge us for what we do, we 

need to feel secure in consensual intimate interactions. Sexual privacy lays 

the foundation for trust essential for intimacy and intimate relationships.134  

According to Hannah Arendt, the private world of intimate 

relationships is crucial to human existence and the ability to participate in 

public life.135 She noted, “there are very relevant matters which can survive 

only in the realm of the private. For instance, love, in distinction from 

friendship, is killed, or rather extinguished, the moment it is displayed in 

public.”136  In other words, human activities involving love, sex, and 

intimacy need protection from the public glare if they are to flourish.137 

The recognition that intimate activity and nudity can be viewed as 

discrediting and shameful—and result in discrimination—is not to suggest 

that intimate behaviors are discrediting and shameful. Intimate activities 

and identities are not dirty. They are not undesirable. Quite the contrary. 

Because sex, sexuality, and gender are central to identity formation, dignity, 

and intimacy, we need to manage physical and informational boundaries 

around them.  

                                                 
132 Waldman, supra note, at. 
133 Charles Fried, Privacy, 77 YALE L.J. 475, 482 (1968). As Justice Kennedy explained in 
Lawrence v. Texas: ”When sexuality finds overt expression in intimate conduct with another 
person, the conduct can be but one element in a personal bond that is more enduring.” 
Lawrence, 539 U.S. at 567 (striking down an anti-sodomy law on the ground that gay persons 
should be free to make intimate decisions free from governmental interference). 
134 In forthcoming work, I am exploring sexual privacy’s role in fostering trust in intimate 
relationships. See Danielle Keats Citron, Why Sexual Privacy Matters for Trust, WASH. U. L. 
REV. (forthcoming 2019). 
135 HANNAH ARENDT, THE HUMAN CONDITION 51, 73 (1958) 
136 Id. at 53. 
137 Boling, supra note, at 68. 
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We must be able to decide for ourselves the extent to which aspects of 

our intimate lives are shared with others. Actress Lena Dunham posted 

pictures of herself after her hysterectomy to raise awareness about ovarian 

fibroids and the challenges of reproductive health.138 Crucial was that she 

chose to be seen in a hospital gown and to share the fact of her 

hysterectomy.139  

Without sexual privacy, we may be unable to see ourselves as the 

authors of our identities. We may be unable to forge relationships of love 

and trust. Sexual privacy matters and will continue to matter even as the 

forces of discrimination and subordination recede. But for now, invasions 

of sexual privacy can lead to marginalization and subordination. We must 

recognize, understand, and address those harms. 

C. PRIVACY TRADEOFFS 

A meaningful understanding of the significance of sexual privacy 

entails wrestling with the normative significance of sexual privacy in light 

of competing privacy interests. David Pozen describes this inevitable task 

as a “privacy-privacy tradeoff.”140 Protecting “privacy along a certain axis 

may entail compromising privacy along another axis.”141 

Weighing those competing interests requires thoughtful analysis. Pozen 

astutely argues that policymakers and courts need “guidance on how to 

weigh—or in cases of incommensurability, how to order—various privacy 

interests when hard choices must be made among them.”142 They must 

wrestle with competing privacy values, lest decisions about those conflicts 

be left to whimsy and analytic error. Developing a normative framework 

for evaluating privacy-privacy tradeoffs is an urgent task.143 

Sexual privacy has special normative significance to individuals, 

groups, and society. It implicates a “different domain of value” as compared 

to other privacy interests.144 Given its central role in identity formation, 

intimacy, and equality, sexual privacy should be understood as sitting at 

the apex of the hierarchy of privacy values.  

                                                 
138 Lena Dunham, In Her Own Words: Why Lena Dunham Chose to Have a Hysterectomy at 31, 
VOGUE (Feb. 14, 2018), https://www.vogue.com/article/lena-dunham-hysterectomy-
vogue-march-2018-issue. 
139 Thanks to Clare Huntington for discussing this issue with me. 
140 Pozen, supra note, at 224. 
141 Id. 
142 Id. at 243. 
143 Id. In his project, Pozen builds a framework for understanding privacy-privacy tradeoffs. 
Id. The focus on his superb work is on government surveillance efforts.  
144 Id. at 231. 
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Scholars have provided important analytical building blocks for my 

project. Anita Allen has shown the significance of privacy afforded the 

intimate lives of women and LGBTQ individuals.145 Linda McClain has 

highlighted the importance of women’s liberty to make private decisions 

about their bodies.146 Khiara Bridges has demonstrated the value of privacy 

for poor mothers’ self-development, dignity, and equal citizenship and 

participation.147 

Some scholars have emphasized the importance of privacy for intimacy, 

arguing that it is the only privacy warranting protection.148 For Tom Gerety, 

intimacy is the “chief restricting concept in the definition of privacy.”149 For 

Julie Innes, privacy is warranted only when someone’s activity is motivated 

by “love, caring, or liking.”150 Under this account, information about family 

life, love affairs, and inner thoughts deserve privacy protection but 

information about work, location, and voice do not.151  

Sexual privacy deserves special protection because it serves as a 

necessary precondition for intimate relationships. But it also deserves 

special protection even when intimate relationships are not involved. We 

need sexual privacy when we try on clothing in a store, take a shower at the 

gym, or visit a public restroom. We need to decide for ourselves who knows 

about our trans identity or sexual preferences even if such sharing has 

nothing to do with building intimate relationships and even if we are out to 

certain friends. We need sexual privacy for nude photos we take of 

                                                 
145 See, e.g., Allen, Uneasy Access, supra note, at. For instance, Allen described workplace 
sexual harassment as a matter of sexual privacy. When male supervisors stared at female 
employees’ breasts and tried to grope them at work, they invaded women’s ability to keep 
their sexual identities in the background. They pierced women’s sexual anonymity and 
forced the exhibition of their sexuality. 
146 McClain, supra note, at. 
147 Bridges, supra note, at. 
148 See, e.g., JULIE C. INNES, PRIVACY, INTIMACY, AND ISOLATION (1992) (contending that privacy 
involves decisions about and access to information about acts or matters that draw value and 
meaning from an agent’s “love, caring, or liking”); Tom Gerety, Redefining Privacy, 12 HARV. 
C.R.-C.L. L. REV. 233 (1977) (arguing that “intimacy” and the “intimacies of personal 
identity” are the “chief restricting concept in the definition of privacy”). This literature 
provides crucial support for my argument about the particular importance of sexual privacy, 
but, as I note, privacy has value beyond intimate matters and decisions.  
149 Gerety, supra note, at. 
150 INNES, supra note, at 75. 
151 Id. at 71. Location information would not fall under Innes’s theory of privacy because 
individuals usually do not think of it as bound up in love, liking, and caring. Nonetheless, 
location information can reveal much about our intimate activities. As Justice Sotomayor 
noted in her concurrence in United States v. Jones, and as the majority in Carpenter v. United 
States underscored, being able to know where someone travels can reveal intimate 
information about them, including visits to a family planning clinic, gay bar, or a lover’s 
house. 565 U.S. 400, 413, 415 (2012). 
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ourselves regardless of whether we created them in the context of an 

intimate relationship.  

Sexual privacy should be treated as having normative priority over 

other privacy claims.152 Consider the privacy invader who anonymously 

posted a woman’s nude photos without consent. Under a pseudonym, a 

man posts a nude image of a woman without her consent. When the woman 

obtains a John Doe subpoena to obtain the IP address of the poster, the 

website claims that it should not be forced to reveal that information 

because it would undermine the poster’s interest in anonymity. The privacy 

invader’s interest in anonymity should cede ground to the woman’s interest 

in protecting her sexual privacy. The woman’s sexual privacy interest has 

greater normative weight than the privacy invader’s interest in anonymity.  

In The Unwanted Gaze, Jeffrey Rosen echoes Erving Goffman when he 

argues that employees have an interest in carving out spaces where they can 

joke, let down their hair, and form intimate relationships free from official 

scrutiny.153 What if during lunch, employee A shows employee B a nude 

image that employee C and C had sent the photo to A in confidence? While 

A has an interest in the privacy of his discussions with B, C has a profound 

interest in preventing the sharing of her nude image.154 

When it comes to competing sexual privacy interests, the challenge is 

not easily resolved.155 There are also privacy interests besides sexual privacy 

that carry significant—arguably comparable—normative weight. Neil 

Richards and Julie Cohen have made a compelling case for the importance 

of intellectual privacy.156 Anita Allen has explored the special importance of 

privacy related to children’s online activities.157 In such a case, much like 

competing sexual privacy interests, policymakers and courts would have to 

weigh those competing interests in a manner that would minimize the 

                                                 
152 Id. at 230. Pozen creates an astute typology of privacy-privacy tradeoffs. First, a policy 
may shift privacy burdens or benefits from one group in the population to another, which 
Pozen describes as a “distributional tradeoff.” Id. at 229. Second, risk may be shifted not only 
among groups that suffer harm but also on groups that cause harm to a certain privacy 
interest—among privacy invaders as well as victims, which Pozen describes as a “directional 
tradeoff.” Id. Third, a policy may shift privacy risk across time periods, which Pozen calls a 
“dynamic tradeoff.” Id. at 230. Last, a policy may shift risk across different privacy interests, 
which Pozen calls a “dimensional tradeoff.” Id. In other words, targeting one privacy risk 
creates a new, countervailing risk. Id. 
153 Rosen, supra note, at 122-25. 
154 Leslie Henry and I discuss this example in our review of Daniel Solove’s book 
Understanding Privacy. Danielle Keats Citron & Leslie Meltzer Henry, Visionary Pragmatism 
and the Value of Privacy in the Twenty-First Century, 108 MICH. L. REV. 1107, 1122 (2010). In our 
review, we criticized Solove for failing to rank privacy interests. We argued that 
policymakers needed guidance when dealing with competing privacy claims. Id. 
155 Pozen, supra note, at 243. 
156 Richards, supra note; Cohen. 
157 ALLEN, UNPOPULAR PRIVACY, supra note, at. 
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overall risks to privacy or that advances privacy for the most vulnerable 

groups.158   

Some privacy scholars have declined to provide a lexical ordering of 

privacy values. Instead, as Daniel Solove argues, privacy encompasses 

related, overlapping dimensions and values whose value must be assessed 

from the ground up.159 Yet those ground up assessments require normative 

inputs.160 This Article aims to provide guidance when sexual privacy is at 

stake. 

II. INVASIONS OF SEXUAL PRIVACY 

This Part explores different types of sexual privacy invasions and the 

harm that results. It begins with brief historical background and turns its 

focus contemporary invasions of sexual privacy. 

A. BRIEF HISTORICAL BACKGROUND  

In nineteenth-century America, sexual privacy was denied enslaved 

black men and women.161 Enslaved individuals had to disrobe on command 

so white masters could assess their bodies.162 Enslaved women were 

sexually assaulted by white masters who forced them to bear their 

children.163 Their bodies were treated as “items of public (indeed 

pornographic) display.”164 In the days of slavery, “black women were taken 

into the town square to be sold. They were paraded around naked, to be 

inspected and critiqued for future sale and sure abuse.”165 

                                                 
158 See Pozen, supra note, at 243. 
159 Daniel Solove has argued that because aggregations of innocuous data may allow 
inferences about sensitive matters, it is unhelpful to designate particular personal data as 
worthy of special protection. Recent drafts of the American Law Institute’s Information 
Privacy Principles reflect that view. As an adviser to that project (which Solove and Paul 
Schwartz lead as Reporters), I have objected to dropping the notion of sensitive information. 
Neil Richards joins me in that objection. 
160 Danielle Keats Citron & Leslie Meltzer Henry, Visionary Pragmatism and the Value of Privacy 
in the Twenty-First Century, 108 MICH. L. REV. 1107 (2010). 
161 ROBERTS, KILLING THE BLACK BODY, supra note, at 10. 
162 Franks, supra note, at 442. 
163 McClain, Reconstructive Tasks, supra note, at 770 (highlighting the work of feminist scholars 
Patricia Hill Collins and Adrienne Davis concerning the commodification and expropriation 
of enslaved women’s labor, sexuality, and reproductive capacity). 
164 McClain, Reconstructive Tasks, supra note, at 770 (citing PATRICIA HILL COLLINS, BLACK 

FEMINIST THOUGHT: KNOWLEDGE, CONSCIOUSNESS, AND THE POLITICS OF EMPOWERMENT 163–80 
(1991)). 
165 Gabrielle Union, My Nude Photos Were Stolen, and I’m Fighting Back, COSMOPOLITAN (Nov. 
5, 2014), http://www.cosmopolitan.com/entertainment/celebs/news/a32589/gabrielle-
union-my-nude-photos-were-stolen/. 



The Yale Law Journal (forthcoming)  

26 
 

The situation was hardly better for free black women. In the North, 

employment agencies pushed black women into prostitution.166 In Black 

Women in White America, Gerda Lerner notes that, “the free availability [of 

black women] as sex objects to any white man was enshrined in tradition, 

upheld by the laws forbidding inter-marriage, enforced by terror against 

black men and women and . . . tolerated both in its clandestine and open 

manifestations.”167  

Black men and women, enslaved and free, were denied sexual privacy 

because they were deemed unworthy of it.168 Dorothy Roberts explains that 

black women were “exiled from the norms of true womanhood.”169 Racist 

mythology labeled the black woman as a “lascivious temptress” and a 

“degenerate.”170 Black women could not be trusted with privacy over their 

intimate affairs.171  

In the post-slavery era, black women in the segregated South remained 

“hypervisible and on display.” As Patricia Hill Collins explains in Fighting 

Words: Black Women and the Search for Justice, black women working as 

domestic laborers in white-controlled private homes were subject to various 

techniques of surveillance, including close scrutiny, sexual harassment, 

assault, and violence.172 In Dark Matters: On the Surveillance of Blackness, 

Simone Browne observes that “within these labor conditions of 

hypervisibility, black domestic workers needed to assume a certain 

invisibility” so that they would be perceived as “readily manageable and 

nonthreatening.”173  

Conceptions of womanhood that led to the exposure of black women’s 

bodies174 led to the control of upper- and middle-class white women in the 

                                                 
166 MARY M. BROWNLEE & W. ELLIOTT BROWNLEE, WOMEN IN THE AMERICAN ECONOMY 244 
(1976). 
167 GERDA LERNER, BLACK WOMEN IN WHITE AMERICA: A DOCUMENTARY HISTORY 163–64 (1973). 
168 ROBERTS, KILLING THE BLACK BODY, supra note, at 10. 
169 Id. 
170 Id. (quoting historian Gerda Lerner). 
171 Judith Butler, Endangered/Endangering: Schematic Racism and White Paranoia, in READING 

RODNEY KING/READING URBAN UPRISING 15–22 (Robert Gooding-Williams ed., 1992). Black 
women were demeaned as unchaste, immodest, and undeserving of protection. Cheryl 
Harris, Whiteness as Property. 106 HARV. L. REV. 1709, 1768 (1993). During slavery, rape of 
black women was not a crime. Id.; ANGELA DAVIS, WOMEN, RACE, AND CLASS (1981). 
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(1998). 
173 SIMONE BROWNE, DARK MATTERS: ON THE SURVEILLANCE OF BLACKNESS 57 (2015). Browne’s 
book is a tour de force on how contemporary surveillance technologies and practices are 
informed by the methods of policing black life under slavery. 
174 ROBERTS, KILLING THE BLACK BODY, supra note, at 11. See also Toni Morrison, RACE-ING 

JUSTICE, EN-GENDERING POWER: ESSAYS ON ANITA HILL, CLARENCE THOMAS, AND THE 

CONSTRUCTION OF SOCIAL REALITY (1992). 
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“family home” where they enjoyed little sexual privacy.175 Upper- and 

middle-class white women had few opportunities to enjoy solitude and 

repose in the home.176 As John Stuart Mill observed, husbands colonized 

wives’ sentiments and bodies.177 Wives were expected to bear children and 

care for their families, adhering to a “cult of domesticity.”178 The bourgeois 

ideal was the white woman working at home and the white man working 

in the community.179 The public-private distinction reflected the 

differentiation of the male from the family, family from the state and 

market, and the superior from the inferior.180   

As workplaces changed in the twentieth century with white women, 

women of color, and lesbian and bisexual women working alongside men, 

sexual harassment was rampant. Until the late 1970s, it was acceptable to 

gawk at, ogle, and touch women in the workplace.181 Sexual harassment 

was viewed as a perk of the workplace rather than invidious, illegal 

discrimination.182  

Throughout these periods, sexual minorities were denied seclusion in 

their intimate affairs. State sodomy laws effectively criminalized their 

intimate interactions.183 Until the Supreme Court decision in Lawrence v. 

                                                 
175 PATRICIA BOLING, PRIVACY AND THE POLITICS OF INTIMATE LIFE (1996).  
176 ALLEN, UNWANTED ACCESS, supra note, at. 
177 JOHN STUART MILL, THE SUBJECTION OF WOMEN 26–27 (2d ed. 1869). 
178 CARL N. DEGLER, AT ODDS: WOMEN AND THE FAMILY IN AMERICA FROM THE REVOLUTION TO 

THE PRESENT (1980). Working class women did not fit this model of domesticity given their 
need to work. Nineteenth-century feminists held views about social purity that led to 
concerns about prostitution and the erosion of female virtue. Kathy Peiss, Charity Girls and 
City Pleasures: Historical Notes on Working-Class Sexuality, 1880-1920, in POWERS OF DESIRE: THE 

POLITICS OF SEXUALITY (Ann Barr Snitow, Christine Stansell & Sharon Thompson eds., 1983). 
Thanks to Linda McClain who helpfully discussed this history of “sex wars” with me. 
179 Id. Sarah Joseph Hale, a journalist in the 1830s, described women as “God’s appointed 
agent of morality” with a responsibility to use their power within the family to refine men’s 
“human affections and elevate [their] moral feelings.” Id. The “True Woman was domestic, 
docile, and reproductive. The good bourgeois wife was to limit her fertility to symbolize her 
husband’s affluence.” C. SMITH-ROSENBERG, DISORDERLY CONDUCT 225 (1983). 
180 Bradwell v. Illinois, 83 U.S. 130 (1873) (explaining that man is, or should be, woman’s 
protector or defender. The natural and proper timidity and delicacy which belongs to the 
female sex evidently unfits it for many of the occupations of civil life . . . The paramount 
destiny and mission of woman are to fulfill the noble and benign offices of wife and 
mother.”). American attitudes reflected Aristotle’s distinction in The Politics between the 
polis, the political realm allocated to men, and the okios, the domestic realm allocated to 
women. Aristotle, The Politics, in THE BASIC WORKS OF ARISTOTLE 1127 (Richard McKeon ed., 
1941). 
181 CITRON, HATE CRIMES IN CYBERSPACE, supra note, at. 
182 Citron, Law’s Expressive Value, supra note, at 392. 
183 JOEY J. MOGUL, ANDREA J. RITCHIE, AND KAY WHITLOCK, QUEER (IN)JUSTICE: THE 

CRIMINALIZATION OF LGBT PEOPLE IN THE UNITED STATES 11-16 (2011); Bowers v. Hardwick, 
478 U.S. 186 (1986). 
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Texas,184 the fear of state intrusion hung over intimate interactions of LGBT 

individuals. As Anita Allen explains, restroom stalls and bedrooms “were 

not reliably private for the LGBT community.”185 A gay man was arrested 

and charged with sodomy after someone spied on him in a store’s 

bathroom. A court explained that the man had no right to privacy in the 

bathroom stall, even though he was simply going to the restroom, because 

the store had an interest in securing restrooms free of crime.186 Similarly, 

after a woman’s ex-husband secretly photographed her having sex with her 

female lover, a court found that the woman had no right to be free from 

surveillance in her bedroom.187 According to the court, the man was 

justified in spying on his ex-wife and her lover because her lesbian affair 

was relevant to a child custody battle.188 

These are just a few illustrations of the ways that sexual privacy was 

invaded and exploited in the past. In the next section, I turn to the focus on 

this Article—contemporary invasions of sexual privacy and the injuries that 

they inflict.  

B. SEXUAL PRIVACY IN THE DIGITAL AGE  

Some of these invasions of sexual privacy persist to this day.189 Cultural 

attitudes about women and minorities have not changed as quickly or as 

profoundly as one might have hoped.190 For white women, women of color, 

LBT women, and girls, invasions of sexual privacy persist in different 

forms.191 Gay men, trans men, and boys continue to have their intimate 

activities and identities exposed in unwanted ways.192 Heterosexual men 

                                                 
184 539 U.S. 558 (2003). 
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187 Plaxico v. Michael, 735 So. 2d 1036, 1038 (Miss. 1999). 
188 Id. 
189 Franks, supra note, at 441 (explaining how privacy has been unequally distributed in 
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CRIMES, supra note, at (documenting particular targeting of women and minorities and 
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note, at; Mary Anne Franks, Sexual Harassment 2.0, 71 MD. L. REV. 655 (2012); Danielle Keats 
Citron, Law’s Expressive Value in Combating Cyber Gender Harassment, 108 MICH. L. REV. 373 
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existent. See BRIDGES, supra note, at. 
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and men of color do experience invasions of sexual privacy, as this section 

will highlight, but, according to the most current evidence, individuals 

from marginalized communities and minors suffer the brunt of invasions 

of sexual privacy.  

This section highlights the ways that sexual privacy is being invaded 

with the advent of networked technologies, including: (1) digital 

voyeurism, (2) up-skirt photos, (3) sextortion, (4) nonconsensual 

pornography, and (5) deep fake sex videos.   

1. Digital Voyeurism 

Observing, tracking, and recording intimate activities and bodies is not 

new. Individuals have long used technology to watch and record others in 

places and zones where being watched and recorded is neither welcome 

nor expected. But digital technologies have extended the voyeur’s reach by 

enabling remote and ubiquitous surveillance.   

Consider the secret audio and video recording of people at home. A vast 

market exists for wireless spy cameras. A quick search yields an array of 

inexpensive coat hooks, clock radios, and smoke detectors with hidden 

cameras.193 Perpetrators—often landlords, maintenance workers, 

roommates, and ex-intimates—place spy cameras in people’s bedrooms 

and bathrooms.194 For instance, a professor welcomed LGBT teenagers to 

                                                 
obtain publicly funded hormone therapy or other government services. Albert, supra note, 
at.  
193 Todd Magel, Man’s Arrest Prompts Hidden Camera Concerns in Iowa, KCCI (Apr. 6, 2018), 
https://www.kcci.com/article/mans-arrest-prompts-hidden-camera-concerns-in-central-
iowa/19706016. 
194 Welsh v. Martinez, 114 A.3d 1231 (Conn. App. Ct. 2015) (upholding invasion of privacy 
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Spied on Residents at Apartment Complex, Warren County Sheriff Says, WCPO (May 26, 2016), 
https://www.wcpo.com/news/crime/maintenance-man-hid-camera-spied-on-residents-
at-apartment-complex-warren-county-sheriff-says; Robert Hadley, Chicago Tenant Accuses 
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against landlord for secretly installing camera in smoke detector above his bed); Michelle 
Pekarsky, Landlord Faces 42 Counts of Invasion of Privacy for Cameras found in KC Woman’s 
Midtown Apartment, FOX4KC (Aug. 18, 2015, 3:37 PM), 
https://fox4kc.com/2015/08/18/landlord-faces-42-counts-of-invasion-of-privacy-for-
cameras-found-in-kc-womans-midtown-apartment/ (explaining that landlord was accused 
of planting hidden video cameras in tenants’ bedrooms and bathrooms); Shelby Brown, What 
This Landlord Allegedly Did To Spy on Tenant Will Creep You Out, WTVR (CBS NEWS) (Jan. 16, 
2015, 12:35 PM), https://wtvr.com/2015/01/16/landlord-sued-over-spy-camera/; Erica 
Thompson, Former Montauk Resident Sentenced After Illegally Spying on Tenants, 
SOUTHHAMPTON PRESS, Oct. 13, 2014. 
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live in his house after the teens had been kicked out of their homes for 

“coming out.”195 He hid a video camera in the guest bathroom.196 Rutgers 

University student Dharun Ravi secretly filmed his roommate Tyler 

Clementi kissing a man and watched the live feed with six friends.197  

The home is not the voyeur’s only target. Secret recording devices are 

placed in public restrooms and locker rooms.198 A Maryland rabbi used a 

spy camera clock radio to secretly videotape a hundred women while they 

undressed for the bath known as the mikvah.199 In some localities, law 

enforcement has issued warnings about spy cameras placed in women’s 

public restrooms.200 In countries like South Korea, hidden cameras in 

women’s restrooms are rampant.201 

Voyeurs trick people into downloading malware (remote access trojans 

or RAT) onto their laptops, which are often kept in bedrooms. They turn on 

laptops’ cameras and microphones to spy on victims.202 Online 

communities known as “Ratters” share images of victims whom they refer 

to as their “slaves.”203 More often, the victims are young girls and boys.204 

According to the Digital Citizen Alliance, Ratters sell “slaved devices” 

online—girls’ devices sell for more than boys’ devices.205  

Smart-home technology provides another way to spy on, record, and 

monitor people in intimate spaces.206 According to Erica Olsen, Director of 

the National Network to End Domestic Violence’s Safety Net Project, 
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(Mar. 10, 2013, 8:30 PM), https://arstechnica.com/tech-policy/2013/03/rat-breeders-meet-
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domestic abusers are using home technologies to watch, listen to, and 

torment their exes.207 Networked home gadgets like Amazon Echo and 

security cameras are usually installed by men who use cellphone apps to 

monitor them.208 The majority of victims are women.209 

Cyber stalking apps are another spying tool of choice. These apps 

enable people to monitor everything people do and say with their 

cellphones.210 Perpetrators need to have access to victims’ phones for just a 

few minutes to install the spying app, which leaves no trace of its 

presence.211 They can then view victims’ texts, photos, calendars, contacts, 

and browsing habits in real time.212 Targeted phones can be turned into 

bugging devices; conversations within a fifteen-foot radius of a phone are 

recorded and uploaded to the app’s portal.213 As cyberstalking app provider 

FlexiSPY tells subscribers, “[b]ug their room: listen in on their phone’s 

surroundings and listen in on what is really going on behind closed 

doors.”214 

It requires very little digging to discover that the goal is stealth 

surveillance of intimates and ex-intimates. Stalking apps are hailed as the 

“spy in a [cheating spouse’s] pocket.”215 Advertisements prominently 

feature a photo of a couple next to the message: “many spouses cheat. They 

all use cell phones. Their phones will tell you what they won’t.”216 The 

advertisement continues, “Women who do cheat usually do so in a well-

planned and discrete fashion, making it exceedingly difficult for their man 

to know they’re being cuckolded . . . . Women are much more capable of 

looking you straight in the eye and lying.”  

Although the unauthorized voyeurism of women, girls, and boys is 

more common, it certainly impacts men as well. From 2014 to early 2018, 

Bryan Deneumostier ran a subscription-based website called 

“Straightboyz,” which showed videos of him having sex with men.217 The 
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site claimed that the videos featured straight men who he tricked into sex.218 

Deneumostier posted Craigslist ads posing as a “bored housewife” 

interested in anonymous sex.219 He instructed the men answering his ad to 

come to his home where they would have sex. He greeted the men dressed 

as a housewife and told them to put on blacked-out goggles or blindfolds.220 

The men were never told that Deneumostier videotaped their sexual 

encounters and posted them online.221 

2. Up-Skirt Photos 

A related development involves the secret recording of women’s breasts 

and genitals while they are in public spaces. People, usually men, 

surreptitiously take photographs of women “up their skirts” or “down their 

blouses.”222 Some perpetrators use shoes with hidden cameras and wrist 

watches with micro lenses to film women’s crotches and breasts.223  

A famous example involves actress Emma Watson—a member of the 

paparazzi lay down on the floor and got a photograph up her skirt.224 After 

actress Anne Hathaway experienced the same, then-television anchor Matt 

Lauer shamed her on television about it.225 Up-skirt photographs are not 

limited to the well-known. Everyday women are targeted on subways, 

airplanes, stairs of national monuments, stores, coffee shops, and pools.226 
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Private online forums are dedicated to sharing up-skirt videos. 

Motherboard accessed one of the private forums and found thousands of 

up-skirt images of girls and women. One popular private site called The 

Candid Forum contains 4,300 individual threads in a section dedicated to up-

skirt videos.227 

3. Sextortion 

According to a groundbreaking study by the Brookings Institute, 

sextortion involves extortion or blackmail carried out online involving a 

threat to release sexually-explicit images of the victim if the victim does not 

engage in some form of further sexual activity.228  The scheme begins when 

perpetrators obtain victims’ nude images either by tricking them into 

sharing them229 or by hacking into their computers.230 Perpetrators then 

threaten to distribute the nude photos unless victims send more.231  

Victims are also coerced into filming degrading sex acts. Benjamin 

Jenkins demanded that victims—girls between the ages of 12 and 16—

record themselves inserting objects into their vaginas, drinking their urine, 

and licking toilets.232 He ordered victims to watch him masturbate.233 

The abuse does not just involve invasion and exposure of victims’ 

bodies. Coerced silencing is another aspect of sextortion. Victims are 

threatened with further harm if they tell anyone. The abuse thrives as 

victims keep silent.234 One in three victims tell no one about the sextortion.235 
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Perpetrators, who are universally male, have dozens and even 

hundreds of victims.236 The vast majority of victims are female.237 Of the 

adult victims, nearly all are female.238 The majority of underage victims are 

girls.239 Boys are also victimized as well. Take Anton Martynenko who 

tricked 155 boys into sending him nude photos and then extorted more.240  

To get a sense of the scale and the damage, consider the following cases. 

Luis Mijangos tricked hundreds of women and teenage girls into 

downloading malware onto their computers.241 He turned on victims’ 

webcams to record them undressing. Once Mijangos obtained victims’ 

nude images, he emailed them his demand for more. He coerced 230 

women and girls into performing sex acts for him on camera and sending 

nude images.242 

Michael Ford followed a similar playbook, hacking into the computers 

of 75 female college students to obtain sexually-explicit images.243 Via email, 

Ford ordered young women, including college students, to take videos of 

“sexy girls” undressing in changing rooms at pools, gyms, and stores.244 He 

threatened to post their nude photos and contact information on 

“escort/hooker websites” unless they complied with his demands. When 

victims failed to comply, Ford sent the nude photos to victims’ family 

members and friends.245 
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4. Nonconsensual Pornography 

Nonconsensual pornography involves the distribution of sexually 

graphic images of individuals without their consent.246 Sometimes, 

perpetrators obtain the nude images without subjects’ permission.247 Recall 

that Ford stole nude images from victims’ computers and published the 

images after the victims refused to share more.248 To take another example, 

a college student was secretly taped having sex with her boyfriend.249 The 

boyfriend then showed the video at a fraternity meeting and texted it to his 

friends.250  

In other cases, perpetrators obtain the nude images with consent, 

usually in the context of an intimate relationship. Then, the images are 

distributed without consent.251 That practice is what is popularly referred 

to as “revenge porn.”252 For instance, Holly Jacobs shared sexually explicit 

images and videos with her boyfriend.253 The images and videos were for 

their eyes only.254 After their break up, her ex betrayed her trust, posting the 

photos and videos on hundreds of revenge porn sites, porn sites, and adult 

finder sites.255 Her nude photos were also sent to her boss.256  

Sometimes, perpetrators distribute nude images obtained with consent 

and ones obtained without consent. In the college student’s case, the 

boyfriend not only distributed the sex video he made without her 

permission, but he also distributed nude images she shared with him in 

confidence.257 The boyfriend uploaded the nude images on a Facebook page 

called “Dog Pound” where members of his fraternity posted videos and 

images of sexual “conquests.”258  
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Nonconsensual porn impacts women and girls far more frequently than 

men and boys.259 According to recent studies, the majority of victims are 

female.260 Young women are particularly likely to face threats to post their 

nude images.261 Men and boys do experience nonconsensual porn. Ari 

Waldman has conducted empirical studies about the prevalence of 

nonconsensual pornography among gay men.262 Also consider the case of 

the woman who posted a photo of her ex-boyfriend’s penis to insult his 

masculinity on a revenge porn site.263  

Individuals who identify as sexual minorities are more likely than 

individuals who identify as heterosexual to experience threats of, or actual, 

nonconsensual pornography.264 Research shows that three percent of 

Americans who use the internet have had someone threaten to post their 

nude photos while two percent have had someone do it. Those numbers 

jumped considerably—to 15 percent and 7 percent respectively—among 

lesbian, gay, and bisexual individuals.265  

The perpetrators are often—but not always—male.266 Women and girls 

are perpetrators as well. For instance, Dani Mathers, a model for Playboy, 

secretly took a photograph of a 70-year-old woman while she was taking a 

shower in her health club’s locker room.267 She sent the photograph of the 
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nude woman to her Snapchat followers, expressing her disgust for the 

elderly woman’s naked body with the tagline, “If I can’t unsee this, then 

you can’t either.”268  

5. Deep Fake Sex Videos 

Machine-learning technologies are being used to create “deep fake” sex 

videos—where people’s faces and voices are inserted into real 

pornography.269 Deep fake technology enables the creation of 

impersonations out of digital whole cloth.270 The end result is realistic-

looking video or audio that is increasingly difficult to debunk.271  

A subreddit (now closed) featured deep fake sex videos of female 

celebrities, amassing more than 100,000 users.272 One video featured Gal 

Gadot having sex with her stepbrother—but of course Gadot never made 

the video.273 Deep fake sex videos have featured Scarlett Johansson, Taylor 

Swift, and Maisie Williams.274 

The capacity to generate deep fake sex videos is diffusing rapidly.275 

Now available for download is Fake App, a “desktop tool for creating 

realistic face swapping videos with machine learning.”276 The technology is 

now in the hands of all manner of people who want to exploit and distort 

others’ sexual identities. 

Ex-intimates have seized upon the deep fake trend. As one Reddit user 

asked, “I want to make a porn video with my ex-girlfriend.  But I don’t have 

any high-quality video with her, but I have lots of good photos.”277 A 

Discord user explained that he made a “pretty good” video of a girl he went 

to high school with, using around 380 photos scraped from her Instagram 

and Facebook accounts.278  

Female journalists have been targeted with deep fake sex videos. A deep 

fake of Indian investigative journalist Rana Ayyub went viral after she 
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wrote about corruption in Hindu nationalist politics.279 The abuse began 

with tweets impersonating Ayyub saying she supported child rape and 

hates Indians.280 A two-minute fake pornographic video then appeared 

with Ayyub’s face morphed onto another woman’s body.281 Thousands of 

people shared the deep sex fake on Twitter, Facebook, and in WhatsApp 

groups.282 Ayyub’s social media notifications were filled with snippets of 

the video next to comments demanding sex and threatening gang rape.283 

Tweets with her home address, phone number, and photograph circulated 

widely.284 Most of the posters identified themselves as fans of the politicians 

she discussed in her reporting.285 As one poster wrote, “See, Rana, what we 

spread about you; this is what happens when you write lies about Modi and 

Hindus in India.”286 

These examples highlight the gendered dimension of deep sex fake 

exploitation. Thus far, most, if not all, victims of deep sex fakes are female. 

One can imagine deep fake videos featuring someone being raped. For 

women, the threat of rape is all too real.287 Deep sex fakes bring that threat 

alive in a visceral way.   

Of course, deep fake sex videos do not actually depict a person’s naked 

body. This distinguishes deep sex fakes from the nonconsensual disclosure 

of intimate images. Even though deep fake sex videos do not depict 

featured individuals’ actual genitals, breasts, buttocks, and anus, they 

hijack their sexual and intimate identities. Much like nonconsensual 

pornography, deep fake sex videos exercise dominion over people’s 

sexuality, exhibiting it to others without consent. They reduce individuals 

to their genitalia, breasts, buttocks, and anus, creating a sexual identity not 

of their own making. They undermine people’s ability to present identities 

with integrity, affixing them with damaged ones. They are an affront to the 

sense that people’s intimate lives are their own to share or to keep to 

themselves and select individuals.  
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C. HARM  

The harm of sexual privacy invasions is profound. Consider the way 

that sexual privacy invasions interfere with identity development. Victims 

are denied agency over their intimate lives. Sextortion victims are forced to 

insert objects into their orifices, masturbate on command, and create 

sexually explicit images.288 Reminiscent of the silencing that domestic 

violence victims have long endured, victims are forced to hide the abuse 

from people who could help them.289 

Feeling free to develop intimate identities and relationships is difficult 

after one’s sexual privacy is invaded. After realizing that her ex’s gifts 

contained recording devices, a woman had “recurrent and intrusive 

thoughts of being exposed and violated, interference with her personal 

relationships, and feelings of vulnerability and mistrust.”290 She explained 

that she “lives in a perpetual state of fear that someone is watching or 

spying on her and does not feel safe anywhere.”291 Sports journalist Erin 

Andrews echoed these sentiments after a stalker secretly taped her 

undressing in a hotel room and then posted the video online.292 Jacobs was 

afraid to date for months after discovering the revenge porn.293 Sextortion 

victims experience visceral fear. As one of Mijangos’ victims explained, “He 

haunts me every time I use the computer.”294 

Posting nude images without consent and deep fake sex videos allow a 

single aspect of one’s self to eclipse all other aspects.295 It reduces people to 

their genitalia. Sex organs and sexuality stand in for the whole of one’s 

identity.296 Gone are the boundaries that protect us from being simplified 

and judged out of context.297 
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Sexual privacy invasions reduce victims to sexual objects that can be 

exploited and exposed. As Robin West astutely described threats of sexual 

violence, there is a “literal[], albeit not physical[], penetrat[ion of] women’s 

bodies.”298 So it is with some sexual privacy invasions. Sextortion victims 

have described feeling like they were “virtually raped.”299  

Sometimes, invasions of sexual privacy are so destructive to identity 

that individuals have to change their names. After Jacobs’s sexually graphic 

photos and videos appeared prominently in searches of her name, her 

supervisor urged her to change her name—and she did.300  

When the nude images of women and sexual minorities are posted 

online without consent, they may be stigmatized and treated as “lesser 

than.” The “universal human discomfort with bodily reality” often works 

to undermine women and minorities.301 Martha Nussbaum explains that 

the “body of the gay man has been the central locus of disgust-anxiety, 

above all for other men.”302 The same is often true of displays of women’s 

nude bodies.303 Misogyny, racism, and homophobia, often a toxic brew, 

underlie the stigmatization.304  

Recall the boyfriend’s nonconsensual taping of his sexual encounter 

with the novelist—it made her feel deeply ashamed and embarrassed.305 

Ayyub similarly understood the deep sex fake as designed to humiliate, 

shame, and silence her.306 She saw it as an effort to “break” her by defining 

her as a “‘promiscuous,’ ‘immoral’ woman.”307  

The emotional harm is severe and lasting. Individuals suffer immense 

psychological distress.308 They have difficulty concentrating, eating, and 

working.309 They experience anxiety and depression. They contemplate 

suicide. Ayyub described her anxiety as crushing—she could not eat or talk 

for days, and she felt numb and traumatized.310 Sextortion victims live in 

perpetual anxiety and describe feeling helpless.311 
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Minors are particularly vulnerable to depression and suicide. Two boys 

killed themselves in the Martynenko sextortion case.312 Clementi killed 

himself.313 Fourteen-year-old Jill Naber hanged herself after a photo of her 

topless went viral.314 Fifteen-year-old Amanda Todd took her own life after 

a stranger convinced her to reveal her breasts on a webcam and created a 

Facebook page with the picture.315 Just before killing herself, she posted a 

video on YouTube explaining her devastation that the photograph is “out 

there forever” and she can never get it back.316 

There is a significant risk to victims’ job prospects. Search results matter 

to employers.317 According to a Microsoft study, more than 90 percent of 

employers use search results to make decisions about candidates, and in 

more than 77 percent of cases, those results have a negative result.318 As the 

study explained, employers often decline to interview or hire people 

because their search results featured “inappropriate photos.”319 The reason 

for those results should be obvious. It is less risky and expensive to hire 

people who do not have the baggage of damaged online reputations.320 

Because employers consult search results in hiring endeavors and because 

data brokers include online posts in their dossiers, sexual privacy invasions 

“become the basis for a probabilistic judgment about attributes, abilities, 

and aptitudes.”321  

Companies may refuse to interview or hire women and minorities 

because their search results include nude images or deep sex fakes.322 Social 

norms about sexual modesty and gender stereotypes explain why women 

and minorities are more likely to suffer harm in the job market than 
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CANDIDATES AT ALL-TIME HIGH, FINDS LATEST CAREERBUILDER STUDY (June 15, 2017); see also 
Erica Swallow, How Recruiters Use Social Networks to Screen Candidates, MASHABLE (Oct. 23, 
2011), https://mashable.com/2011/10/23/how-recruiters-use-social-networks-to-screen-
candidates-infographic/#p.RPip3oYaqI.  
318 CITRON, HATE CRIMES IN CYBERSPACE, supra note, at 8; see Citron & Franks, supra note, at 
352–53. 
319 CROSS-TAB, ONLINE REPUTATION IN A CONNECTED WORLD 9 (2010), https://www.job-
hunt.org/guides/DPD_Online-Reputation-Research_overview.pdf.  
320 Id. 
321 Cohen, supra note, at 144. 
322 DANIELLE KEATS CITRON, HATE CRIMES IN CYBERSPACE (2014). 

https://www.washingtonpost.com/news/morning-mix/wp/2016/11/30/his-massive-sextortion-scheme-snared-155-teen-boys-now-hes-going-to-prison-for-decades/?utm_term=.5876715fede0
https://www.washingtonpost.com/news/morning-mix/wp/2016/11/30/his-massive-sextortion-scheme-snared-155-teen-boys-now-hes-going-to-prison-for-decades/?utm_term=.5876715fede0
https://www.washingtonpost.com/news/morning-mix/wp/2016/11/30/his-massive-sextortion-scheme-snared-155-teen-boys-now-hes-going-to-prison-for-decades/?utm_term=.5876715fede0
https://www.rollingstone.com/culture/culture-news/sexting-shame-and-suicide-72148/
https://mashable.com/2011/10/23/how-recruiters-use-social-networks-to-screen-candidates-infographic/#p.RPip3oYaqI
https://mashable.com/2011/10/23/how-recruiters-use-social-networks-to-screen-candidates-infographic/#p.RPip3oYaqI
https://www.job-hunt.org/guides/DPD_Online-Reputation-Research_overview.pdf
https://www.job-hunt.org/guides/DPD_Online-Reputation-Research_overview.pdf
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heterosexual white men. Women would be seen as immoral sluts for 

engaging in sexual activity.323 Exponentially so for nonwhite women. Nude 

images evoke the pernicious view of black women as sexually deviant.324 

Black men are similarly subject to racist stereotypes about their sexuality. 

Along these lines, LGBT individuals are subject to the stereotype of being 

“promiscuous, sex driven, and predatory.”325 All of this “marginalizes and 

otherizes” women and minorities and raises the risk of unfair treatment.326 

Annie Seifullah’s experience is illustrative. Seifullah was a school 

principal in New York when her ex-boyfriend gave ten-year-old 

photographs of her having sex to her boss, the superintendent, and the New 

York Post.327 Her ex obtained the photographs from her work computer.328 

He posted the photographs online next to lies that she had sex at school 

with parents, educators, and a student.329 The school district initially 

demoted her and then suspended her for a year without pay.330 The 

explanation was that she brought “widespread negative publicity, ridicule, 

and notoriety” to the school system and failed to safeguard her work 

computer from her abusive ex.331 

III.  LAW AND MARKETS  

Law and markets shape, and are shaped by, social norms about sexual 

privacy. As this Part explores, civil and criminal law address some 

invasions of sexual privacy. Market efforts have played a role as well, 

supplementing law and filling in gaps in legal protection. This Part lays out 

law’s opportunities and challenges. It urges a comprehensive approach that 

considers the role of perpetrators, platforms, and markets. 

A. LAW’S ROLE 

Traditional privacy law is ill-equipped to address some of today’s 

invasions of sexual privacy. This is hardly surprising. After all, privacy 

law’s roots trace back to the nineteenth century and have been developed 

                                                 
323 Citron & Franks, supra note, at 353. 
324 See BRIDGES, supra note, at; Roberts, supra note, at. 
325 Ari Waldman, Law, Privacy, and Online Dating: Nonconsensual Pornography in Queer Online 
Communities, J. L & SOC. INQUIRY (forthcoming) (on file with author). 
326 Id. 
327 Annie Seifullah, Revenge Porn Took My Career, The Law Couldn’t Get It Back, JEZEBEL (July 
18, 2018). 
328 Id. 
329 Id. 
330 Id. 
331 Id. 
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in an incremental way.332 This Part sketches existing legal protections and 

gaps in the law. It makes the case for a unified legal approach to sexual 

privacy. 

1. Traditional Law 

Before reviewing the prospects for traditional theories of liability, it is 

important to acknowledge some threshold problems involving the 

identification of perpetrators, jurisdiction over foreign defendants, resource 

constraints of victims, privacy risks of civil suits, and the immunity 

afforded content platforms.  

First, law cannot deter, redress, or punish perpetrators if they cannot be 

identified.333 Attribution can be difficult, especially if perpetrators go to 

lengths to hide their digital tracks.334 Some perpetrators live outside the 

United States and thus are beyond the reach of U.S. process. Private 

plaintiffs will have great difficulty suing foreign defendants.335 With its 

investigative capacities and ability to seek extradition, law enforcement has 

an advantage there.336  

Even if perpetrators can be identified and live in the U.S., civil suits and 

criminal prosecutions require significant resources. For victims interested 

in suing perpetrators, this is incredibly frustrating as most cannot afford to 

hire a lawyer.337  Law enforcement may be unwilling to expend scarce 

resources on combating sexual privacy invasions. Although some state 

attorneys general, local district attorneys, and federal prosecutors have 

devoted resources to prosecuting sexual privacy invasions, far more have 

                                                 
332 Citron, Mainstreaming Privacy Torts, supra note, at (exploring how privacy torts were 
stunted by William Prosser’s articulation of privacy tort law as four torts and not well 
designed for data security problems). The privacy torts were conceptualized by nineteenth-
century men of wealth and power. Anita L. Allen & Erin Mack, How Privacy Got Its Gender, 
10 N. ILL. U. L. REV. 441, 442 (1990). Twentieth-century judicial decisions reflected “gendered 
notions of female modesty that suggested women were vulnerable and in need of 
protection.” Skinner-Thompson, supra note. 
333 Citron, Cyber Civil Rights, supra note, at. 
334 CITRON, HATE CRIMES IN CYBERSPACE, supra note, at 165. 
335 Chesney & Citron, supra note, at. 
336 Id. 
337 There are some bright spots for plaintiffs—law firms like K&L Gates devote significant 
pro bono resources to seeking redress for victims of nonconsensual pornography. Partners 
Elisa D’Amico and David Bateman been spearheading this effort. CYBER CIVIL RIGHTS LEGAL 

PROJECT, https://www.cyberrightsproject.com/. Then too, there are exceptional lawyers like 
Carrie Goldberg who specialize in invasions of sexual privacy. Margaret Talbot, The Attorney 
Fighting Revenge Porn, THE NEW YORKER (Dec. 5, 2016), 
https://www.newyorker.com/magazine/2016/12/05/the-attorney-fighting-revenge-
porn. 

https://www.cyberrightsproject.com/
https://www.newyorker.com/magazine/2016/12/05/the-attorney-fighting-revenge-porn
https://www.newyorker.com/magazine/2016/12/05/the-attorney-fighting-revenge-porn
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not.338 Only extreme cases are likely to attract the law enforcement’s 

attention.  

Another wrinkle is that since plaintiffs in civil court generally have to 

proceed under their real names, victims may be reluctant to sue for fear of 

unleashing more unwanted publicity.339 Generally, courts disfavor 

pseudonymous litigation because it is assumed to interfere with the 

transparency of the judicial process.340 Arguments in favor of Jane Doe 

lawsuits are considered against the presumption of public openness—a 

heavy presumption that often works against plaintiffs asserting privacy 

claims.341  

Victims are often reluctant to sue privacy invaders because they do not 

want to further expose their lives to them. As David Bateman and Elisa 

D’Amico (who represent victims of nonconsensual pornography on a pro 

bono basis) have explained, victims often fear the exposure that discovery 

inevitably entails.342 They do not want their medical records revealed to 

their attackers. They are anxious about sitting across from their abusers 

during a deposition. It is not hard to see why many victims do not sue 

privacy invaders.  

Even where pseudonymous litigation is permitted, even when a victim 

can secure representation, and even when a victim does not fear litigation, 

it may be hard to recover much from privacy invaders. Victims may not 

want to expend scarce resources on suing someone who is effectively 

judgment proof. The other logical option for redress is content platforms. 

Logical, yes, possible, no. Twenty years ago, Congress provided platforms 

with a broad liability shield for user-generated content in the form of 

Section 230 of the Communications Decency Act.343 Thus, the parties in the 

                                                 
338 Then-California Attorney General (now U.S. Senator) Kamala Harris is a noted exception, 
see Danielle Keats Citron, The Privacy Policymaking of State Attorneys General, 92 NOTRE DAME 

L. REV. 747 (2016), as is the DOJ’s Computer Crimes and Intellectual Property Section in 
Washington, D.C., with Assistant U.S. Attorney Mona Sedky as a shining example. Citron & 
Wittes, supra note, at. 
339 CITRON, HATE CRIMES IN CYBERSPACE, supra note, at. 
340 Id. 
341 Id. The Uniform Civil Remedies for Unauthorized Disclosure of Intimate Images Act 
permits plaintiffs to bring suits under pseudonyms to protect their identity and privacy from 
further harm. Uniform Civil Remedies for Unauthorized Disclosure of Intimate Images Act 
(June 14, 2018).  
342 Remarks at Fordham Law School (dated September 12, 2018). David Bateman and Elisa 
D’Amico generously came and spoke to my privacy class at Fordham Law school. 
343 47 U.S.C. § 230(c)(1)(2). There are a few exceptions, including federal criminal law, 
intellectual property law, Electronic Communications Privacy Act, and FOSTA (Fight Online 
Sex Trafficking Act). 47 U.S.C. § 230(e)(2). 
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best position to minimize potential harm have no legal incentive to 

intervene, and for plaintiffs, there is no deep pocket to sue.344  

These obstacles are significant, but they are not fatal. If someone is able 

and willing to sue over invasion of sexual privacy or if law enforcement is 

ready to devote resources to the matter, the next question is whether current 

laws provide useful causes of action. 

a. Criminal Law  

Criminal law is crucial to preventing and punishing invasions of sexual 

privacy. Criminal penalties signal the significant individual and societal 

harm that such invasions inflict.345 There is a long-standing recognition that 

the coerced visibility of our bodies can be as destructive as an assault on the 

body. As Supreme Court Justice Horace Gray wrote in 1891, “The 

inviolability of the person is as much invaded by a compulsory stripping 

and exposure as by a blow.”346  

Sexual privacy invasions deserve criminal penalties, but state and 

federal laws tackle only part of the problem. Video voyeurism laws punish 

the nonconsensual recording of individuals in a state of undress in places 

where they can reasonably expect privacy.347 In New York, for example, it 

is a crime to secretly record a person undressing or having sex if the person 

has a reasonable expectation of privacy.348 The federal Video Voyeurism 

Prevention Act of 2004 penalizes a person who “intentionally captures an 

image of a private area of an individual without their consent and 

knowingly do so under circumstances in which an individual has a 

reasonable expectation of privacy.” The statute, however, only applies to 

images captured on federal property.349 Most states and federal law makes 

it a crime for private individuals to engage in secret wiretapping.350 

                                                 
344 Danielle Keats Citron & Benjamin Wittes, The Internet Will Not Break: Denying Bad 
Samaritans Section 230 Immunity, 86 FORDHAM L. REV. 401, 408–10 (2017). 
345 See generally Citron, Law’s Expressive Value, supra note, at. 
346 Union Pac. Ry. Co. v. Botsford, 141 U.S. 250, 252 (1891). 
347 See, e.g., 18 U.S.C. § 1801. 
348 The law is named for Stephanie Fuller whose landlord placed a hidden camera in the 
smoke detector above her bed. Danielle Keats Citron, Nonconsensual Taping of Sex Is a Crime, 
FORBES (May 15, 2014), 
https://www.forbes.com/sites/daniellecitron/2014/05/15/nonconsensual-taping-of-sex-
partners-is-a-crime/#7708a2c86ce0. 
349 See Danielle Keats Citron & Mary Anne Franks, Criminalizing Revenge Porn, 49 WAKE 

FOREST L. REV. 345 (2014). 
350 Under Title III, it is a felony to intercept electronic communications unless one of the 
parties to a communication consented to the interception. 18 U.S.C. § 2511 (2012). Most states 
follow this approach, though twelve states criminalize the interception of electronic 
communications unless both parties to the communication consent to the interceptions. Paul 
Ohm, The Rise and Fall of Invasive ISP Surveillance, 2009 U. ILL. L. REV. 1417, 1485. 
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Thanks to advocates and policymakers, 40 states and the District of 

Columbia now ban the nonconsensual distribution of nude images.351 Both 

the Senate and the House of Representatives have proposed bills 

criminalizing the disclosure of someone’s intimate images without 

consent.352  

The criminalization of nonconsensual pornography can be reconciled 

with the First Amendment because the disclosure of nude images constitute 

private communications that require protection to prevent the chilling of 

expression.353 Nude images posted without consent involve the narrow set 

of circumstances when the publication of truthful information can be 

proscribed civilly and criminally.354  

The Vermont Supreme Court recently upheld the state’s criminal statute 

penalizing nonconsensual pornography, finding that the law survived strict 

scrutiny because the government’s interest was compelling and the statute 

was narrowly tailored.355 The court emphasized that “[f]rom a 

constitutional perspective, it is hard to see a distinction between laws 

prohibiting nonconsensual disclosure of personal information comprising 

images of nudity and sexual conduct and those prohibiting the disclosure 

of other categories of nonpublic personal information,” such as health 

data.356 The court noted that the State’s argument that the statute covered 

                                                 
351 See Franks, supra note, at.  
352 The original House Bill was conceptualized and drafted by Mary Anne Franks, who 
authored the first model statute and whose tireless work and advocacy has led to the wave 
of state laws criminalizing the practice and proposed federal laws. For instance, when we 
first started writing about nonconsensual pornography, there were two or three laws 
criminalizing the practice. See Citron & Franks, supra note, at. Now, thanks to Franks’ work, 
there are forty laws on the books and proposed federal statutes. I have been working with 
Senator Kamala Harris’s office on the Senate version of the bill as well as with 
Congresswoman Jackie Speier’s office on the House version, which Franks authored. 
353 I—along with my colleague Mary Anne Franks—have written extensively about the First 
Amendment and free speech values implicated in regulating nonconsensual pornography. 
See, e.g., Id. at 208-212; Mary Anne Franks, ‘Revenge Porn’ Reform: A View from the Front Lines, 
69 FLA. L. REV. 1252, 1308–23 (2017); Citron & Franks, supra note, at 374–86; Danielle Citron, 
More Thoughts on How to Write a Constitutional Revenge Porn Law, FORBES (May 23, 2015), 
https://www.forbes.com/sites/daniellecitron/2015/05/23/more-thoughts-on-how-to-
write-a-constitutional-revenge-porn-law/#3d7033664a34. 
354 Mary Anne Franks and I are not alone in this position—we are joined by Erwin 
Chemerinsky, Neil Richards, and Eugene Volokh in arguing that nonconsensual porn can be 
proscribed consistent with First Amendment doctrine and free speech values. Professor Erwin 
Chemerinsky and Expert Panelists Support Bipartisan Federal Bill Against Nonconsensual 

Pornography, CYBER CIVIL RIGHTS INITIATIVE (Oct. 6, 2017), 
https://www.cybercivilrights.org/2017-cybercrime-symposium/; Eugene Volokh, Florida 
Revenge Porn Bill, THE VOLOKH CONSPIRACY (Apr. 4, 2013), 
http://volokh.com/2013/04/10/florida-revenge-porn-bill/. 
355 Vermont v. VanBuren, No. 2016-253, 2018 WL 4177776 (Vt. Aug. 31, 2018). 
356 Id. 

https://www.forbes.com/sites/daniellecitron/2015/05/23/more-thoughts-on-how-to-write-a-constitutional-revenge-porn-law/#3d7033664a34
https://www.forbes.com/sites/daniellecitron/2015/05/23/more-thoughts-on-how-to-write-a-constitutional-revenge-porn-law/#3d7033664a34
https://www.cybercivilrights.org/2017-cybercrime-symposium/
http://volokh.com/2013/04/10/florida-revenge-porn-bill/
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“extreme privacy invasions” that are categorically unprotected speech was 

persuasive but declined to base its holding on that basis.357  

Only two states specifically criminalize the taking of up-skirt photos, 

although video voyeurism laws may cover the practice.358 As the next 

section shows, courts have been reluctant to extend video voyeurism laws 

to up-skirting practices. 

A number of criminal statutes are potentially relevant to deep sex fakes. 

For instance, several states make it a crime to knowingly and credibly 

impersonate another person online with intent to “harm, intimidate, 

threaten, or defraud” the person.359 In certain jurisdictions, creators of deep 

sex fakes could face charges for criminal defamation if they posted videos 

knowing they were fake or if they were reckless as to their truth or falsity.360 

b. Civil Law 

Tort law provides important relief for sexual privacy invasions, 

particularly if spaces traditionally understood as private like homes are 

involved. But not so for some intrusions like up-skirt photos and the 

disclosure of nude photos to small groups rather than to the public at large.  

The most pertinent body of tort law is the privacy torts: intrusion on 

seclusion; public disclosure of private fact; false light; and appropriation of 

identity.361 The intrusion tort applies to invasions into someone’s “private 

place” or private affairs in a manner that is “highly offensive to the 

reasonable person.”362 In Hamberger v. Eastman, the Supreme Court of New 

Hampshire upheld an intrusion claim against a peeping landlord who spied 

on a married couple in their bedroom.363 

                                                 
357 Id. The court extensively cited the article that Franks and I wrote about the criminalization 
of revenge porn in its findings. An appellate court in Wisconsin similarly upheld its criminal 
statute. 
358 MASS. GEN. LAWS ANN. ch. 272, § 105 (West 2014); VA. CODE ANN. 18.2-386.1 (West 2014). 
The Texas Court of Appeals struck down a poorly drafted, overbroad up-skirt statute, 
finding it “paternalistic” and unconstitutional. Callie Beusman, “Paternalistic” Law Banning 
Upskirt Photos Thrown Out by Texas Court, JEZEBEL (Sept. 18, 2014), 
https://jezebel.com/paternalistic-law-banning-upskirt-photos-thrown-out-by-1636505597.  
359 See, e.g., CAL. PENAL CODE § 528.5 (West 2009). 
360 Eugene Volokh, One to One Speech Versus One-to-Many Speech, 107 NW. U. L. REV. 731 
(2013). 
361 William Prosser, Privacy, 48 CALIF. L. REV. 383 (1960).  
362 Id.  
363 Hamberger v. Eastman, 206 A.2d 239, 242 (N.H. 1964). We saw in the Plaxico case that that 
a man’s desire to show the court proof of his ex-wife’s lesbian affair overcame that default 
presumption that bedrooms are private spaces. Plaxico v. Michael, 735 So. 2d 1036, 1040 
(Miss. 1999). The majority went to great pains to say that it would have come to the same 
conclusion if the ex-wife had been engaged in sex with a man. Id. Reading between the lines, 
however, it was clear that the majority thought that gay sex did not deserve privacy because 
it could have endangered the child. Allen, supra note, at 1725. The private home “is not a 

https://jezebel.com/paternalistic-law-banning-upskirt-photos-thrown-out-by-1636505597
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The intrusion tort generally applies to secret watching and recording of 

individuals at home and on their personal devices.364 It protects against the 

coerced invasion of people’s bedrooms and bodies, as in the case of 

sextortion. In both instances, the intrusions involve physical spaces 

recognized as private and whose invasion would highly offend the 

reasonable person. The intrusion tort has no application to deep sex fakes 

and may have little use for up-skirt photos, as discussed in the next section. 

Now to the disclosure tort, which involves the publication of private, 

non-newsworthy information that would highly offend the reasonable 

person. Nude photos published online without consent provide strong 

grounds for disclosure claims because they are roundly understood as non-

newsworthy.365 The appropriation tort would apply, but many jurisdictions 

narrow the privacy tort to instances where people’s images are used for 

commercial purposes. In most cases involving deep fake sex videos, 

perpetrators are not using a person’s image to make money.366 As the next 

section explores, up-skirt photos and nude photos disclosed to a group of 

people without consent are not covered by the privacy torts.  

First Amendment objections can largely be overcome in cases involving 

deep fake sex videos. Under First Amendment doctrine, private individuals 

can sue for defamation for falsehoods that are circulated negligently.367 

Public officials and public figures like Gadot could sue for defamation if 

clear and convincing evidence exists of actual malice (that is, defendant 

knew the deep sex fakes were false or recklessly disregarded the possibility 

that they were false).368 The closely related concept of suing for placing a 

person in a “false light”—recklessly creating a harmful and false 

implication about someone—has potential for deep sex fakes as well, to the 

extent that jurisdictions recognize the tort.  

As I extensively explore in my work on deep fakes with Robert Chesney, 

deliberate harm-causing lies have historically been treated as unprotected 

under the First Amendment.369 Federal and state laws punish identity theft 

                                                 
sanctuary for intimate sex for LGBT individuals where courts view homosexual relationships 
as illicit.” Allen, Unreliable Remedies, supra note, at 1725. 
364 See, e.g., Welsh v. Martinez, 114 A.3d 1231 (Conn. App. Ct. 2015) (upholding two million-
dollar jury award in privacy tort action where defendant ex-boyfriend planted spying 
devices in plaintiff’s bedroom, including radio clock and television); In re Marriage of Tigges, 
758 N.W.2d 824, 829 (Iowa 2008); Lewis v. LeGrow, 670 N.W.2d 175 (Mich. Ct. App. 2003) 
(upholding verdict for plaintiff where ex-boyfriend made secret videos of them having sex).  
365 CITRON, HATE CRIMES IN CYBERSPACE, supra note, at 121. 
366 Chesney & Citron, supra note. 
367 RESTATEMENT (SECOND) OF TORTS 559 (1969). 
368 For an overview of the defamation tort, see CITRON, HATE CRIMES IN CYBERSPACE, supra 
note, at. Defamation has no application to other sexual privacy invasions because they 
involve truthful, private intimate information, not falsehoods. 
369 See Chesney & Citron, supra note (discussing United States v. Alvarez). 
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as well as the deliberate impersonation of government officials. As Helen 

Norton explains, such lies concern the “source of the speech.”370 Lies about 

the source of speech—that is, who is actually speaking—are proscribable 

because they threaten significant harm to listeners who rely on them as a 

proxy for reliability and credibility. Such laws “remain largely 

uncontroversial as a First Amendment matter in great part because they 

address real (if often tangible) harm to the public as well as to the individual 

target.”371 The regulation of deep fake sex videos concerns whether 

someone actually engaged in pornography, an objectively verifiable 

determination.372 This lessens concerns that the regulation of deep fake sex 

videos will chill valuable speech or invite partisan enforcement.373  

Copyright law could provide avenues of redress for sexual privacy 

cases involving the distribution of intimate images created by victims 

because Section 230 does not immunize websites from federal intellectual 

property claims.374 Victims could file a Section 512 notice after registering 

the copyright. Site owners would have to take down the photographs 

promptly or face monetary damages under the Digital Millennium 

Copyright Act.375  

2. Shortcomings 

 Digital technologies enable certain activities that existing law is ill-

suited to address. Sometimes, law’s inadequacy stems from the fact that it 

has been developed in an incremental fashion and thus certain problems 

fall outside law’s reach. At other times, law’s inadequacy stems from 

outmoded assumptions—the misuse of new technologies simply highlights 

that problem. Both concerns apply to the regulation of sextortion, deep sex 

fakes, up-skirt photos, and certain public disclosures of intimate images. 

                                                 
370 Helen Norton, Lies to Manipulate, Misappropriate, and Acquire Government Power, in LAW 

AND LIES 143, 167 (Austin Sarat, ed. 2017); Marc J. Blitz, Lies, Line Drawing, and (Deep) Fake 
News, 71 OKLA. L. REV. 59, 110 (2018). 
371 Norton, supra note, at 147, 167. 
372 Id. at 168-173 
373 Id. Helen Norton helpfully talked with me about the First Amendment implications of 
regulating deep fake sex videos. 
374 Citron & Franks, supra note, at 360. Some deep sex fakes exploit copyrighted content that 
the plaintiff created herself but the harm isn’t about property but about sexual privacy. 
Moreover, the prospects for success are uncertain because defendants will surely argue that 
the fake is a “fair use” of the copyrighted material and sufficiently transformed from the 
original so as to elude copyright protection. Chesney & Citron, supra note, at. 
375 Id. 
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When social conditions change in fundamental ways, law must adapt or 

fade into irrelevance.376   

For sextortion, the criminal law offers a patchwork of tools, which are 

insufficient when perpetrators target adults.377 Different federal and state 

criminal charges have been used to prosecute sextortion but they produce 

disparate sentences with “no clear association between prison time meted 

out and the egregiousness of the crime committed.”378 The sentence 

disparity stems from weak state laws and the dramatically different way 

federal and state law treats minor and adult victims.379 Under federal law, 

the sextortion of an adult is usually prosecuted as computer hacking, 

extortion, or stalking, all have comparatively light sentences as compared 

to the child pornography laws that apply when sextortion involves 

minors.380 As the Brookings study explains, the “severity of the sentence is 

not directly related to either the number of victims or the depravity of the 

individual crime.”381  

The most-recognized privacy torts—intrusion on seclusion and public 

disclosure of private face—provide no redress for deep fake sex videos even 

though they constitute invasions of sexual privacy.382 Although using a 

person’s face in a deep fake sex video would highly offend the reasonable 

person, it would not amount to disclosure of private information if the 

source image was generated from publicly available content.383 Nor would 

                                                 
376 For insightful exploration of how new technologies challenge law and legal structures, see 
the scholarship of Ryan Calo. See, e.g., Ryan Calo, Robotics and the Lessons of Cyberlaw, 103 
CALIF. L. REV. 513 (2015). Not all cyber problems require new legal solutions. As Judge 
Easterbrook argued long ago, existing law can tackle many harms caused by digital 
technologies. Frank H. Easterbrook, Cyberspace and the Law of the Horse, 1996 U. CHI. LEGAL F. 
206. I have argued that mainstream torts can be adapted to address certain privacy problems, 
such as leaking databases of sensitive personal information. Citron, Reservoirs of Danger, 
supra note, at (analogizing insecure databases of sensitive personal information to reservoirs 
at the turn of the twentieth century—activity crucial to the economy but also raising 
significant dangers—and a Rylands v. Fletcher strict liability approach); Citron, Mainstreaming 
Privacy Torts, supra note, at (exploring enablement tort, confidentiality law, and strict liability 
to address privacy problems ill-suited to the privacy torts). 
377 Id. 
378 BENJAMIN WITTES, CODY POPLIN, QUINTA JURECIC & CLARA SPERA, BROOKINGS INSTITUTE, 
CLOSING THE SEXTORTION SENTENCING GAP: A LEGISLATIVE PROPOSAL (2016), 
https://www.brookings.edu/research/closing-the-sextortion-sentencing-gap-a-legislative-
proposal/. 
379 Id. 
380 Id. 
381 Id. 
382 Chesney & Citron, supra note, at. 
383 The appropriation tort is inapplicable because creators of deep sex fakes likely do not use 
people’s faces or bodies for a commercial advantage. RESTATEMENT (SECOND) OF TORTS 652C 
(1977); see DANIEL J. SOLOVE & PAUL M. SCHWARTZ, INFORMATION PRIVACY LAW 218 (5th ed. 
2018) (explaining that the appropriation tort protects against the commercial exploitation of 
one’s name or likeness). 

https://www.brookings.edu/research/closing-the-sextortion-sentencing-gap-a-legislative-proposal/
https://www.brookings.edu/research/closing-the-sextortion-sentencing-gap-a-legislative-proposal/
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it amount to an intrusion on seclusion, since there has been no intrusion 

into a private space or activity. Although the false light tort would apply to 

deep fake sex videos, many jurisdictions refuse to recognize it.384 

Now to discuss up-skirt photos and some disclosures of private intimate 

facts. Traditional privacy law embraces cramped notions of privacy that 

leave some sexual privacy invasions without redress or penalty. It does not 

address certain invasions of sexual privacy because, as Ari Waldman 

explains, it relies on “under-inclusive bright line rules to determine the 

difference between public and private.”385 For instance, privacy law 

presumes that certain spaces—bedrooms, hotel rooms, and bathrooms—

warrant privacy protection.386 But once people leave those spaces, the 

presumption flips.387 As William Prosser explained, “[o]n the public street, 

or in any other public place, the plaintiff has no right to be alone.”388 This is 

true of criminal and privacy tort law. 

Criminal convictions have been struck down in up-skirt cases because 

the defendants took the photos while in a public place. Consider the case of 

a Georgia man who took a photograph of a woman up her skirt at a local 

grocery store.389 The Georgia statute banned the use of any device, without 

consent, to photograph or record the activities of another occurring in “any 

                                                 
384 DANIEL J. SOLOVE & PAUL M. SCHWARTZ, INFORMATION PRIVACY LAW 218 (5th ed. 2018). 
385 WALDMAN, PRIVACY AS TRUST, supra note, at 72. 
386 See infra text and note 300. 
387 WILLIAM MCGEVERAN, INFORMATION PRIVACY LAW (2017); DANIEL J. SOLOVE & PAUL 

SCHWARTZ, INFORMATION PRIVACY LAW (2018 ed.). This presumption extends beyond the 
privacy torts and criminal law. Under Fourth Amendment doctrine, the general assumption 
is that we have no reasonable expectation of privacy in our public travels. David Gray & 
Danielle Keats Citron, The Right to Quantitative Privacy, 98 MINN. L. REV. 62 (2013). Recent 
Supreme Court decisions have suggested that digital technologies enabling continuous and 
indiscriminate surveillance of one’s public travels may amount to a search, thus implicating 
the crucible of Fourth Amendment protection. Id. Five concurring Justices in United States v. 
Jones made that point as to the placement of a GPS tracker on the defendant’s car. Id. In 
Carpenter v. United States, the Court held that the government’s access to cell site location 
data, held by third party provider, amounted to a search requiring a warrant based on 
probable cause. Chief Justice Roberts, writing for the majority, explained that the Fourth 
Amendment was implicated because the technology enabled “too permeating police 
surveillance” and enabled the tracking of the “whole of one’s physical movements.” In Jones 
and Carpenter, five Justices have signaled that where digital technologies significantly alter 
the nature of surveillance, the presumption that we have no privacy in public may not apply. 
388 William L. Prosser, Privacy, 48 CALIF. L. REV. 383, 391 (1960). Scholars have explored the 
pitfalls of drawing a sharp line between what is public and what is private. See, e.g., HELEN 

NISSENBAUM, PRIVACY IN CONTEXT (2010); Woodrow Hartzog, The Public Information Fallacy, 
98 B.U. L. REV. (forthcoming 2018), 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3084102; Skinner-Thompson, supra 
note, at; Lior Jacob Strahilevitz, A Social Networks Theory of Privacy, 72 U. CHI. L. REV. 919 
(2005). 
389 Gary v. State, 790 S.E.2d 150 (Ga. Ct. App. 2016). 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3084102
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private place and out of public view.”390 The majority struck down the 

conviction on the grounds that the law failed to “reach destructive conduct 

made possible by ever-advancing technology.” Although the case turned 

on legislative meaning of “private place,” it reflected the fallacy that public 

spaces and privacy are incompatible.391 

Up-skirt photos should be actionable as intrusions on seclusion and as 

public disclosures of private fact if posted online, but the fact that the 

photos are taken in public may present a problem. Courts routinely find 

that plaintiffs have no privacy rights in public.392 For instance, in Neff v. 

Time, a photographer captured a photo of the plaintiff cheering at a football 

game.393 The fly on the plaintiff’s pants was open and a photograph 

showing the plaintiff’s exposed underwear appeared in Sports Illustrated.394 

In addition to finding that the photograph was newsworthy, the court held 

that the plaintiff had no expectation of privacy because the photograph was 

“taken at a public event” with the “knowledge and implied consent of the 

subject.”395 Similarly, a court found that a high school soccer player had no 

expectation of privacy (and thus no actionable intrusion claim) in a 

photograph of him while his genitalia was exposed because it was taken 

while he was playing soccer at a public event.396  

That is not to say that no decisions would support the notion that 

individuals have privacy up their skirts even though they are in public. 

                                                 
390 Id.  
391 The dissent noted that rather than the statute being outpaced by technology, it was an 
overly narrow interpretation of a “private place.” Id. Sexual privacy isn’t an all nothing 
proposition. At least it should not be. There are degrees and nuances to the sort of privacy 
that society expects. In her book Privacy in Context, Helen Nissenbaum disputes the notion 
that privacy is a binary concept. HELEN NISSENBAUM, PRIVACY IN CONTEXT 144 (2010). Content 
and social norms determine the question. Daniel Solove’s pragmatic conception of privacy 
envisions context as central to understanding and addressing contemporary privacy 
problems. Solove, supra note, at. Even in public, there are boundaries—Robert Post calls them 
“information preserves”—that are integral to individuals and warrant respect. This is so for 
the parts of our bodies, such as our genitalia and breasts, that we endeavor to conceal in 
public with shirts, pants, underwear, and bras. ROBERT C. POST, CONSTITUTIONAL DOMAINS: 
DEMOCRACY, COMMUNITY, MANAGEMENT 73 (1995). 
392 See, e.g., Cefalu v. Globe Newspaper Co., 391 N.E.2d 935 (Mass. App. Ct. 1979). For 
thoughtful scholarship on the intrusion tort in upskirt cases, see Andrew Jay McClurg, 
Bringing Privacy Law Out of the Closet: A Tort Theory for Intrusions in Public Places, 73 N.C. L. 
REV. 990 (1995); Carlos A. Ball, Privacy, Property, and Public Sex, 18 COLUM. J. GENDER & LAW 
1, 4 (2008).  
393 Neff v. Time, Inc., 406 F. Supp. 858, 860 (W.D Pa. 1976). 
394 Id. 
395 Id. at 861. 
396 McNamara v. Freedom Newspapers, Inc., 802 S.W.2d 901, 904 (Ct. App. Tex. 1991). 



SEXUAL PRIVACY 

53 
 

Daily Times Democrat v. Graham,397 decided in 1964, points in that direction. 

The plaintiff took her children to a county fair. Her dress was “blown up by 

the air jets” and her body was “exposed from the waist down” except for 

the “portion covered by her panties.”398 A newspaper photographer 

snapped a picture and put in on the front page.399 The court upheld the 

disclosure claim because being “involuntarily enmeshed in an 

embarrassing pose” in a “public scene” does not dispel one’s privacy 

interest.400 Unfortunately for plaintiffs, however, Graham is an outlier. 

Other aspects of traditional privacy law do not accord with how we 

experience invasions of sexual privacy. To sue for public disclosure of 

private fact, the information must be disclosed to a wide audience.401  This 

presumes that there is little damage when intimate information is disclosed 

to a small group of people. But it is often those small groups of people—

employers, family, and colleagues—to whom the disclosure is most 

damaging for victims. When Jacobs’ ex-boyfriend revealed her nude photos 

to her employer, her sense of self-worth and confidence were destroyed.  

Consider Bilbrey v. Myers. There, a court struck down a disclosure claim 

on the grounds that there was no widespread publicity of the private fact. 

In that case, a pastor broadcast the plaintiff’s homosexuality to a church 

congregation, which included his fiancée’s father. The disclosure 

undermined the man’s ability to construct his sexual identity on his own 

time; the damage was profound because the audience included his family 

members.402 The harm was significant even though the pastor did not 

disclose the information online.403 The widespread publicity rule does not 

                                                 
397 Daily Times Democrat v. Graham, 162 So. 2d 474 (Ala. 1964). Clay Calvert wisely describes 
Flora Bell Graham’s case as the “original upskirt” litigation. CLAY CALVERT, VOYEUR NATION: 
MEDIA, PRIVACY, AND PEERING IN MODERN CULTURE 203 (2004). 
398 Id. at 381. 
399 Id. at 382. 
400 Id. at 382–83. The drafters of the Restatement (Second) of Torts provide support for the 
Graham decision. A comment to the section on the intrusion tort notes that “even in a public 
place, however, there may be some matters about the plaintiff, such as his underwear or his 
lack of it, that are not exhibited to the public gaze; and there may still be an invasion of 
privacy when there is intrusion upon these matters.” RESTATEMENT (SECOND) OF TORTS 652B 
cmt. c (1977).  
401 Courts refuse to recognize disclosure claims if a private fact is not widely publicized. 
Swinton Creek Nursey v. Edisto Farm Credit, 514 S.E.2d 126, 132 (S.C. 1999). As the 
Restatement (Second) of Torts notes, it is “not an invasion of the right to privacy . . . to 
communicate a fact concerning a plaintiff’s private life to a single person or to even a small 
group of people.” RESTATEMENT (SECOND) OF TORTS 652D cmt. a (1977). 
402 Bilbrey v. Myers, 91 So. 3d 887 (Fla. Dist. Ct. App. 2012). 
403 Victims might be able to sue for intentional infliction of emotional distress because the 
conduct is severe and outrageous and causes severe emotional distress. CITRON, HATE CRIMES 

IN CYBERSPACE, supra note, at (exploring intentional infliction of emotional distress in the 
context of cyber stalking). 
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accord with how intimate information is shared and can be used to people’s 

detriment. 

Another shortcoming involves the current state of laws criminalizing 

nonconsensual pornography. Some states have adopted inadequate laws, 

ignoring the advice of Franks and myself. For instance, Franks and I worked 

with the Maryland ACLU to draft a state law, but an overly narrow bill 

emerged from committee. The Maryland revenge porn law only applies to 

intimate images posted on the “Internet,” excluding nude imagery sent to 

colleagues, friends, and family via email or text. For Franks, this is a routine 

disappointment in her extraordinary work with state lawmakers. Several 

states have worked closely with Franks and nonetheless have failed to 

follow her well-crafted proposed model statute, resulting in overly narrow 

laws. In Franks’s view, some of those laws are so narrow that will do little 

to combat the problem.404 

Lastly, a crucial shortcoming in the law is the broad sweeping immunity 

afforded platforms for user-generated content. Having written about 

Section 230 elsewhere, I will not belabor the point.405 It is worth noting that 

the overbroad interpretation of Section 230 has given content platforms a 

free pass to ignore destructive invasions of sexual privacy, to deliberately 

repost illegal material, and to solicit invasions of sexual privacy while 

ensuring that abusers cannot be identified.406 The overbroad interpretation 

of Section 230 makes life even more difficult for victims of sexual privacy 

invasions. 

For instance, Grindr was notified over fifty times that someone was 

impersonating a man on the app, sharing his nude images, claiming he had 

rape fantasies, and providing his home address.407 Over a thousand 

strangers came to his door demanding sex.408 Grindr ignored the man’s 

complaints and refused to do anything about the imposter.409 Given the 

breadth of judicial interpretations of Section 230, law can do little vis-à-vis 

the app.410  

                                                 
404 Interview with Mary Anne Franks (Sept. 2, 2018) (notes on file with author). 
405 CITRON, HATE CRIMES IN CYBERSPACE, supra note, at; Danielle Keats Citron & Quinta Jurecic, 
Platform Justice: Content Moderation at an Inflection Point (forthcoming Hoover Institution); 
Citron & Wittes, supra note, at; Citron, Cyber Civil Rights, supra note, at. 
406 Citron & Wittes, supra note, at. 
407 Herrick v. Grindr, No. 17-CV-932 (VEC), 2017 WL 744605, at *1 (S.D.N.Y. Feb. 24, 2017). 
408 Sarah Ashley O’Brien, 1,100 Strangers Showed Up at His Home for Sex. He Blames Grindr, 
CNN (Apr. 14, 2017), https://money.cnn.com/2017/04/14/technology/grindr-
lawsuit/index.html. 
409 Id. 
410 Herrick, 2017 WL 744605, at *3. 

https://money.cnn.com/2017/04/14/technology/grindr-lawsuit/index.html
https://money.cnn.com/2017/04/14/technology/grindr-lawsuit/index.html
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3. Unified Approach to Sexual Privacy 

A comprehensive approach to invasions of sexual privacy is 

warranted.411 Federal and state law should provide civil and criminal 

penalties for all manner of sexual privacy invasions. Individuals should be 

able to pursue claims against perpetrators and, in some circumstances, 

platforms. The privacy torts should evolve to reflect an explicit commitment 

to sexual privacy.  

Why not continue along the path of adopting specific statutes and 

common law rules as problems arise?  We could pass legislation as issues 

arise. Today, it is sextortion, deep fakes, and up skirt photos. Tomorrow, 

sexual privacy invasions may involve robots and drones.412 States have 

criminalized nonconsensual porn, often with separate statutes.413 Congress 

is considering a federal statute to do the same.414  

An incremental approach has merit. It enables an assessment of whether 

an approach is working and should be extended to other areas. But it would 

require updating as new invasions of sexual privacy arise.415 Practically 

speaking, it is difficult to capture the interest of lawmakers on any given 

topic. An approach that requires constant updating likely would not be 

updated in a timely manner.  

To be sure, an incremental approach can be precisely the right approach 

when society is wrestling with changing attitudes. Consider efforts to 

criminalize nonconsensual pornography. Much as the women’s rights 

movement of the 1960s and 1970s had to first name domestic violence and 

workplace sexual harassment to capture the public’s attention, advocates 

and scholars had to educate the public about nonconsensual pornography 

and the harm it inflicted.416 In 2013, when Mary Anne Franks wrote the first 

                                                 
411 Sextortion may warrant higher penalties than other invasions of sexual privacy. A federal 
statute can consider aggravating factors as sentence enhancements. 
412 For all matters involving robots, see the scholarship of Ryan Calo. 
413 Franks, supra note, at. 
414 See note 266. 
415 We have seen law struggle in the related area of stalking and harassment, with states 
passing laws to deal with telephone abuse, others to address email abuse, and still yet others 
addressing cyber stalking. CITRON, HATE CRIMES IN CYBERSPACE, supra note, at.  
416 That work was undertaken by a group of advocates and scholars. Without My Consent, 
founded by Erica Johnstone and Colette Vogel, formed to educate the public about laws that 
would enable victims of privacy invasions to sue as Jane or John Does and grew to cover 
nonconsensual pornography. Jacobs co-founded the Cyber Civil Rights Initiative (CCRI) with 
Franks to combat the problem of nonconsensual pornography. They named the organization 
after my article Cyber Civil Rights, which made the case for conceptualizing cyber stalking as 
a civil rights problem. I serve on CCRI’s Board of Directors along with its President, Mary 
Anne Franks, co-founder Jacobs, Carrie Goldberg, Jason Walta, and Michelle Gonzalez. 
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model revenge porn statute,417 and in 2014, when together we wrote the first 

law review article on the topic,418 a crucial part of our task was expressive. 

We had to convince lawmakers and the public why it was not the fault of 

victims who trusted exes with their nude photos. Then, calling for law to 

combat invasions of sexual privacy—with revenge porn as an illustration—

might not have captured lawmakers’ attention in the way that framing the 

issue as revenge porn did.  

We are at a pivotal moment. Having convinced lawmakers of the 

seriousness of nonconsensual pornography in just a few short years, we can 

make the case for seeing the constellation of sexual privacy invasions as a 

single problem requiring a comprehensive solution. Digital voyeurism, up-

skirt photos, sextortion, nonconsensual porn, and deep sex fakes are all 

invasions of sexual privacy, and they all should be treated as such.  

There is much to be said for making an explicit commitment to 

addressing sexual privacy in a comprehensive way.419 It would say that 

coerced access to, spying on, intentional distortion of, and exposure of our 

intimate lives produces corrosive harm. In protecting sexual privacy, it 

would make clear that our bodies and intimate lives are our own. To be 

clear, it would not mean that sexual privacy deserves absolute protection. 

Instead, sexual privacy would be weighed against other competing values 

depending on the context. For instance, sexual privacy’s protection may 

give way to free speech concerns, such as the posting of a politician’s crotch 

shots that the politician sent to strangers.420 Nonetheless, it would permit a 

fulsome understanding of the costs to individuals and society before 

weighing those costs against competing interests. 

A comprehensive approach allows us to see the structural impact of 

these invasions of sexual privacy. The harm inflicted to identity formation 

is not borne equally. Marginalized and vulnerable communities shoulder a 

disproportionate amount of the abuse. Given the way that stigma works 

                                                 
417 Mary Anne Franks, Why We Need a Federal Criminal Response to Revenge Porn, CONCURRING 

OPINIONS (Feb. 15, 2013), https://concurringopinions.com/archives/2013/02/why-we-
need-a-federal-criminal-law-response-to-revenge-porn.html. 
418 Citron & Franks, supra note, at. 
419 In my book Hate Crimes in Cyberspace and a law review article entitled Law’s Expressive 
Value in Combating Cyber Gender Harassment, I argued that naming cyber gender harassment 
served a crucial expressive purpose. CITRON, HATE CRIMES IN CYBERSPACE, supra note, at; 
Citron, Law’s Expressive Value, supra note, at. 
420 Consider Anthony Weiner who sent photos of his genitalia to strangers during his New 
York City mayoral run even though he swore to the public he was no longer engaged in such 
activity. Citron & Franks, supra note, at (discussing the free speech concerns of prosecuting 
the women who exposed Weiner’s texts). 
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and its collateral impact on the job market, especially around sex and 

sexuality, the harm compounds for women and minorities.421 

a. Statutory Protections 

The drafting of a sexual privacy statute should be informed by First 

Amendment doctrine, due process concerns, and the goal of encouraging 

the passage of laws that will deter invasions of sexual privacy.422 Careful 

and precise drafting is essential to any effort. Defendants must have clear 

notice of the precise activity that is prohibited. Not only does legislation 

have to give fair warning to potential perpetrators, it must not be so broad 

as to criminalize or accord civil penalties for innocuous behavior. 

An invasion of sexual privacy statute should have a number of features. 

It should require proof that the defendant knowingly engaged in, or 

knowingly coerced another person to engage in, the photographing, 

filming, recording, digital fabrication, or disclosure of “intimate 

information,” including images of a person whose “private area” is exposed 

or partially exposed, who is engaged in sexually explicit conduct or “sexual 

act,” or whose nude image is digitally manufactured. Second, it should 

require proof that the defendant knew the person did not consent to the 

photographing, filming, recording, digital fabrication, or disclosure of 

intimate information.423 The statute should include exemptions for 

disclosures concerning matters of legitimate public concern or pertaining to 

legitimate law enforcement efforts.424 

A sexual privacy statute must provide clear and specific definitions of 

key terms. A crucial task would be defining “intimate information.” 

Definitions in certain voyeurism and nonconsensual pornography laws are 

helpful guides. For instance, the model nonconsensual pornography statute 

                                                 
421 The connection between privacy and equality are at the heart of European data protection 
law. ALLEN, UNPOPULAR PRIVACY, supra note, at. As European lawmakers recognized, Hitler’s 
Final Solution—and the genocide of six million Jews and six million others—was only 
possible due to the Nazis’ access to personal data about people’s religion and race. EDWIN 

BLACK, IBM AND THE HOLOCAUST: THE STRATEGIC ALLIANCE BETWEEN NAZI GERMANY AND 

AMERICA’S MOST POWERFUL CORPORATION (2001). 
422 See text and footnotes 395-410. 
423 For instance, the statute could read, in part: Whoever knowingly [using any means 
affecting interstate or foreign commerce by any means, including by computer] engaged in, 
or knowingly coerced another person to engage in, the photographing, filming, recording, 
digitally fabrication, or disclosure of intimate information: 

(1) knowing that person did not consent to the photographing, filming, recording, 
digital fabrication, or disclosure of intimate information; and 
knowing a reasonable person would have expected privacy in the intimate 
information 

shall be fined under this title or imprisoned for not more than five (or ten) years, or both. 
424 Citron & Franks, supra note, at 388. 
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drafted by Franks provides well-crafted definitions of terms like “sexual 

act,” which “includes but is not limited to masturbation; genital, anal, or 

oral sex; sexual penetration with objects; or the transfer or transmission of 

semen upon any part of the depicted person’s body.”425 The federal Video 

Voyeurism Act defines “private area” as “the naked or undergarment clad 

genitals, pubic area, buttocks, or female breast of that individual.”426  

“Intimate information” should include more than imagery involving 

covered or uncovered genitals, pubic area, buttocks, or female breasts. As 

we saw in Brilbey v. Myers, the unauthorized disclosure of information about 

someone’s sexual orientation, sex, or gender can be deeply damaging to 

identity development.427 Penalizing the unauthorized disclosure of 

someone’s sex, gender, or sexuality raises free speech concerns, especially if 

the person is a public figure or public official. The exemption of matters 

involving legitimate public concern would help guard against the chilling 

of protected speech though it would not eliminate those concerns.428 Where 

the disclosure involves a private individual, free speech concerns are 

muted.429  

Because a uniform statute would cover the landscape of sexual privacy 

invasions, criminal punishment should be calibrated to the wrongful 

conduct. There are some circumstances that deserve higher penalties. 

Sextortion is particularly harmful and particularly reprehensible conduct—

it may warrant stiffer penalties than other sexual privacy invasions. A 

uniform statute should include aggravating circumstances that would 

enhance the penalties, such as where an actor engages in both 

nonconsensual taping and disclosure or where minors have been 

targeted.430  

A uniform statute should include civil penalties. Along these lines, the 

National Conference of Commissioners on Uniform State Laws, with Franks 

as the Reporter, recently proposed a statute providing civil remedies for the 

authorized disclosure of intimate images.431 The Uniform Civil Remedies 

for Unauthorized Disclosure of Intimate Images Act permits plaintiffs to 

                                                 
425 CCRI Model State Statute, https://www.cybercivilrights.org/wp-
content/uploads/2016/06/CCRI-Model-State-Law-for-NCP_6-8-16.pdf; see also Franks, 
supra note, at. 
426 18 U.S.C. § 1801. 
427 See infra note. 
428 Snyder v. Phelps, 562 U.S. 443 (2011). 
429 Id. 
430 Rod Smolla, Accounting for the Slow Growth of American Privacy Law, 27 NOVA. L. REV. 289, 
302 (2002); Neil Richards, The Limits of Tort Privacy, 9 J. TELECOMM. & HIGH TECH. L. 357 (2011) 
(suggesting that a hybrid intrusion/disclosure tort may help resolve some of the First 
Amendment problems with disclosure tort). 
431 Uniform Civil Remedies for Unauthorized Disclosure of Intimate Images Act (June 14, 
2018). 

https://www.cybercivilrights.org/wp-content/uploads/2016/06/CCRI-Model-State-Law-for-NCP_6-8-16.pdf
https://www.cybercivilrights.org/wp-content/uploads/2016/06/CCRI-Model-State-Law-for-NCP_6-8-16.pdf
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bring suits under pseudonyms to protect their identity and privacy from 

further harm.432 Plaintiffs are allowed to recover economic and 

noneconomic damages proximately caused by defendants or statutory 

damages not to exceed $10,000 against a defendant.433 Punitive damages, 

reasonable attorney’s fees and costs, and injunctive relief are also allowed.434 

That statute should extend to all invasions of sexual privacy, not just the 

disclosure of intimate images without consent. 

b. Privacy Torts 

The privacy torts should evolve as well,435 even though their practical 

import may be more limited than government funded civil suits and 

prosecutions.436 The origin story of the privacy torts provides interesting 

insights for a path forward. The majority of the early privacy plaintiffs were 

women whose images had been used in advertisements and films without 

permission or whose nude bodies were viewed without consent.437 In 

DeMay v. Roberts, the first privacy case, a doctor went to the plaintiff’s house 

in the middle of the night to help her deliver her child.438 The doctor brought 

a friend with him but never explained that the friend was not a medical 

professional.439 The doctor’s friend watched the plaintiff as she gave birth. 

After finding out that the friend was not a doctor, the plaintiff brought a 

suit.440 The court recognized that the plaintiff had a “right to privacy,” 

understood as having the right to decide who sees one’s exposed laboring 

body.441  

Historian Jessica Lake unearthed the stories behind those cases and 

found that female plaintiffs often used privacy tort law to object to 

unwanted “optical violation of their bodies.”442 Female plaintiffs sought to 

                                                 
432 Id.; see CITRON, HATE CRIMES IN CYBERSPACE, supra note, at (arguing for recognition of 
pseudonymous litigation on behalf of plaintiffs in privacy suits). 
433 Uniform Civil Remedies for Unauthorized Disclosure of Intimate Images Act (June 14, 
2018). 
434 Id. 
435 See generally Citron, Mainstreaming Privacy Torts, supra note, at. 
436 As explored above, individuals are unlikely to have the resources required to sue privacy 
invaders. 
437 Lake, supra note, at 232. 
438 DeMay v. Roberts, 46 Mich. 160 (1881). 
439 Id. 
440 Id. 
441 Lake, supra note, at 95. Lake studied primary court documents, including affidavits, 
pleadings, records of testimony, and exhibits of important early cases including Roberson v. 
Rochester Folding Box Co., 64 N.E. 442 (N.Y. 1902), DeMay v. Roberts, 9 N.W. 146 (Mich. 
1881), Feeny v. Young, 181 N.Y.S. 481 (App. Div. 1920), and Kunz v. Allen, 172 P. 532 (Kan. 
1918). See Lake, supra note, at. 
442 Id. at 227. 
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“protest” being reduced to “objects of consumption” or shameful “hookers 

or divorcees.”443 Although court decisions tended to attribute privacy 

redress to the preservation of female “modesty” and “reserve,” the plaintiffs 

themselves did not frame their cases that way.444 As complaints and 

litigation documents showed, plaintiffs sought to “claim ownership over 

their life experiences and to protest against the appropriation and 

exploitation of those experiences.”445  

That history is instructive. The privacy torts could have evolved in a 

way that provided robust protection of sexual privacy—the ability to 

determine for oneself how much of one’s sexual life is shared with others as 

the earliest plaintiffs imagined. The privacy torts have ossified into four 

torts with cramped meanings.446 But courts can and should protect what the 

early privacy plaintiffs sought—protection for the “inviolate personality” 

rather than being hampered by the restrictive elements of the four privacy 

torts.447 This goal might enable courts to shed some of the rigidity that has 

prevented privacy torts from recognizing privacy injuries involving 

disclosures of intimate information to small groups of people or intrusions 

of seclusion in public.448 

The privacy torts should grow to protect sexual privacy.449 Crucial 

would be the recognition that privacy harm is as profound when private 

facts like nude images, sexual orientation, or gender transition are disclosed 

to smaller groups of people who matter to us—whether it is one’s church 

congregation or employer—than it is to the broader public. The rigid 

publicity rule does not accord with the lived reality of invasions of sexual 

privacy. Then too, courts should recognize that even if plaintiffs are in 

public, they have a right to privacy up their skirts.  

c. Section 230 Reform 

Suing perpetrators is insufficient—content platforms are essential to 

protecting sexual privacy in the digital age. The call for a more regulated 

internet is no longer considered outlandish.450 Congress recently amended 

Section 230 to exempt from the immunity platforms that facilitate online sex 

                                                 
443 Lake, supra note, at 106, 221. 
444 Lake, supra note, at 224–25. 
445 Id. at 222. 
446 Citron, Mainstreaming Privacy Torts, supra note, at; Neil M. Richards & Daniel J. Solove, 
Prosser’s Privacy Law: A Mixed Legacy, 98 CALIF. L. REV. 1887 (2010). 
447 Prosser, supra note, at. 
448 See Lior Strahilevitz, Reunifying Privacy Law, 98 CALIF. L. REV. (2010). 
449 See Citron, Mainstreaming Privacy Torts, supra note, at 1850–51. 
450 Citron & Jurecic, supra note, at. 
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trafficking.451 As one of the drafters of Section 230 (now-U.S. Senator Ron 

Wyden) recently acknowledged, the law’s safe harbor was meant to 

incentivize efforts to clean up the internet—not to provide a free pass for 

ignoring or encouraging illegality.452  

We find ourselves at a very different moment now than we were in five 

or ten years ago, let alone twenty years ago when Section 230 was passed. 

The pressing question now is not whether the safe harbor will be altered, 

but to what extent. That is astounding, to say the least.  

Modest adjustments to Section 230 could maintain a robust culture of 

free speech online without extending the safe harbor to bad actors or, more 

broadly, to platforms that do not respond to illegality in a reasonable 

manner. One possibility suggested by noted free speech scholar Geoffrey 

Stone would be to deny the safe harbor to bad actors. Specifically, that 

exemption would apply to online service providers that “knowingly and 

intentionally leave up unambiguously unlawful content that clearly creates 

a serious harm to others.”453 This would ensure that bad actors could not 

claim immunity if they knowingly and intentionally leave up illegality 

causing serious harm, such as nonconsensual pornography or up-skirt 

photos.  

A variant on this theme would deny the immunity to online service 

providers that intentionally solicit or induce illegality or unlawful content. 

This approach takes a page from trademark intermediary liability rules. As 

Stacey Dogan urges in that context, the key is the normative values behind 

the approach.454 Providers that profit from illegality—which surely can be 

said of sites that solicit illegality—should not enjoy immunity from liability. 

It behooves them to keep up harmful, illegal content and risk potential 

lawsuits. At the same time, other online service providers would not have 

a reason to broadly block or filter lawful speech in order to preserve the 

immunity. In other words, the approach provides broad breathing space for 

protected expression.455 

Still yet another approach would amend Section 230 in a more 

comprehensive manner. As Benjamin Wittes and I have argued, platforms 

should enjoy immunity from liability only if they can show that their 

response to unlawful uses of their services is reasonable.456 The immunity 

                                                 
451 H.R. 1865, 115th Cong. (2017-2018). 
452 Alina Selyukh, Section 230: A Key Legal Shield for Facebook, Google Is About to Change, NPR 
(Mar. 21, 2018). 
453 Email of Geoffrey Stone to Danielle Citron (Apr. 8, 2018) (on file with author). 
454 Stacey Dogan, Principled Standards vs. Boundless Discretion: Two Approaches to Intermediary 
Trademark Liability Online, 37 COLUM. J. L. & ARTS 502, 508 (2014).  
455 Id. 
456 Citron & Wittes, supra note. A better revision to Section 230(c)(1) would read (revised 
language is italicized): “No provider or user of an interactive computer service that takes 
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would hinge on the reasonableness of providers’ (or users’) content 

moderation practices as a whole — rather than whether specific content was 

removed or allowed to remain in any specific instance. The determination 

of what constitutes a reasonable standard of care would consider 

differences among online entities. Internet service providers (ISPs) and 

social networks with millions of postings a day cannot plausibly respond to 

complaints of abuse immediately, let alone within a day or two. On the 

other hand, they may be able to deploy technologies to detect content 

previously deemed unlawful. The duty of care will evolve as technology 

improves. 

A reasonable standard of care would reduce opportunities for abuses 

without interfering with the further development of a vibrant internet or 

unintentionally turning innocent platforms into involuntary insurers for 

those injured through their sites. Approaching the problem as one of setting 

an appropriate standard of care more readily allows for differentiating 

among various kinds of online actors, setting different rules for large ISPs 

linking millions to the internet versus websites designed to facilitate mob 

attacks or enable illegal discrimination.457  

B. MARKETS  

As law has struggled to address invasions of sexual privacy, market 

forces have endeavored to mitigate some of the harm of invasions of sexual 

privacy. There may be other efforts on the horizon. Those developments 

should be viewed through Pozen’s typology of privacy-privacy tradeoffs. 

First, a policy may involve a “distributional tradeoff,” that is, it shifts 

privacy burdens or benefits from one group in the population to another.458 

Second, a policy may involve a “directional tradeoff” in what it shifts the 

burden not only among groups that suffer harm but also on groups that 

cause harm to a certain privacy interest—among privacy invaders as well 

as victims. Third, a policy may involve a “dynamic tradeoff,” which shifts 

the privacy risk across time periods.459 Last, a policy may shift risk across 

different privacy interests, which Pozen calls a “dimensional tradeoff.” 

The privacy-privacy tradeoff calculus is particularly important because 

whenever a new information technology emerges, the typical reaction is to 

overestimate the privacy costs of the new technology without taking a 

                                                 
reasonable steps to prevent or address unlawful uses of its services shall be treated as the publisher 
or speaker of any information provided by another information content provider in any 
action arising out of the publication of content provided by that information content provider.” Id. 
457 Id. 
458 Pozen, supra note, at 229. 
459 Id. at 230. 
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meaningful account of its privacy benefits.460 Debates over privacy “keep 

score very badly and in a fashion gravely biased towards overstating the 

negative privacy impacts of new technologies relative to their privacy 

benefits.”461  

Information technologies are doubled-edged—they collect personal 

data even as they afford new opportunities for privacy.462 In the analog age, 

if people wanted access to racy literature, they had to go into a store and 

buy it, revealing their reading habits to clerks.463 Because it was 

embarrassing to be seen purchasing it, many declined to do so. In the digital 

age, there are no clerks to give us sideways looks if we purchase Fifty Shades 

of Grey.464 To be sure, online behavioral advertisers are tracking our 

purchases as are Amazon and other e-book sellers.465  

This Part takes a look at emerging trends to ensure that we do not cast 

aside valuable private efforts without a careful look at the overall impact on 

sexual privacy and competing privacy interests.  

1. Facebook Hashes 

Since 2014, Facebook has banned nonconsensual pornography in its 

terms of service (TOS) agreement. At the start, users would report images 

as TOS violations, and the company would react to those requests, 

removing images where appropriate. Yet abusers would routinely repost 

the material once it had been removed, leading to a game of whack-a-mole.  

Facebook has spearheaded technical strategies to address this problem 

that have garnered very different public reactions. Let’s take the effort that 

has obvious upsides for privacy and little downsides. In April 2017, 

Facebook announced its adoption of hash techniques to prevent the cycle of 

reposting: users would report images as nonconsensual pornography as 

before, but now, the company’s “specially trained representative[s]” would 

determine if the images violate the company’s terms of service and then 

designate the images for hashing.466 Photo-matching technology would 

                                                 
460 BENJAMIN WITTES & JODIE LIU, BROOKINGS INSTITUTE, THE PRIVACY PARADOX: THE PRIVACY 

BENEFITS OF PRIVACY THREATS (2015), https://www.brookings.edu/research/the-privacy-
paradox-the-privacy-benefits-of-privacy-threats/. 
461 Id. 
462 Id. 
463 WITTES & LIU, supra note. 
464 BENJAMIN WITTES & EMMA KOHSE, BROOKINGS INSTITUTE, PRIVACY PARADOX II: MEASURING 

THE PRIVACY BENEFITS OF PRIVACY RISKS (2017), https://www.brookings.edu/research/the-
privacy-paradox-ii-measuring-the-privacy-benefits-of-privacy-threats/. 
465 Id. 
466 Antigone Davis, The Facts: Non-Consensual Intimate Image Pilot, FACEBOOK NEWSROOM 
(Nov. 9, 2017), https://newsroom.fb.com/news/h/non-consensual-intimate-image-pilot-
the-facts/. 
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block hashed images from reappearing on any of the platforms owned by 

Facebook. This strategy is one that Franks, as legislative director of the 

Cyber Civil Rights Initiative, had long urged tech companies to adopt.467  

Hashing is “a mathematical operation that takes a long stream of data 

of arbitrary length, like a video clip or string of DNA, and assigns it a 

specific value of a fixed length, known as a hash. The same files or DNA 

strings will be given the same hash, allowing computers to quickly and 

easily spot duplicates.”468 In essence, hashes are unique digital fingerprints. 

This program has great promise to mitigate the damage suffered by 

victims of nonconsensual pornography. Preventing the reappearance of 

nonconsensual pornography is a relief to victims, who can rest easy 

knowing that at least on Facebook and its properties, friends, family, and 

coworkers will not see their nude images without their consent.469 Storing 

the hashed images poses little risk to privacy—since the images have 

already been posted without consent and removed, the hashes would be the 

only remnant of that process and would be difficult to reverse engineer back 

to the original image. 

The next step in Facebook’s efforts, however, has garnered significant 

outrage from privacy advocates and journalists. In November 2017, 

Facebook announced a pilot program that would allow victims of 

nonconsensual porn to send to Facebook images that they worried might be 

posted without their consent.470 The effort grew out of discussions with 

Facebook about the concerns of women whose abusers had threatened to 

post their nude images online. The question posed to Facebook was whether 

the company could do anything before intimate images were posted without 

their consent. The hashing program was incredibly helpful but it could not 

prevent the initial publication. There was still harm—mitigated, to be sure, 

but still significant.  

                                                 
467 Interview with Mary Anne Franks (Sept. 1, 2018) (on file with author) (explaining that as 
early as 2014, Franks urged tech companies to adopt hash strategies to filter and block 
content constituting nonconsensual pornography). 
468 Jamie Condliffe, Facebook and Google May Be Fighting Terrorist Videos with Algorithms, MIT 

TECH. REV. (June 27, 2016), https://www.technologyreview.com/s/601778/facebook-and-
google-may-be-fighting-terrorist-videos-with-algorithms/. Computer scientist Hany Farid, 
in conjunction with Microsoft, developed PhotoDNA hash technology that enables the 
blocking of content before it appears. Id. 
469 Of course, this solution is confined to Facebook—but its success might portend wider 
adoption, as in the case of child pornography moderation efforts. 
470 I am a member of a small group of advisers working with Facebook on the issue. Our 
Non-Consensual Intimate Image Working Group includes members of CCRI and the 
National Network to End Domestic Violence. See announcement of working group and 
effort here. Facebook Safety, FACEBOOK, 
https://www.facebook.com/fbsafety/posts/1666174480087050. I am not paid for any of my 
consulting work with Facebook. 
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Facebook’s technologists and policy leaders partnered with Australia’s 

e-safety commissioner to roll out a program that would enable individuals 

to send in intimate photos that they feared would be posted on Facebook 

without their permission.471 Users have to notify the e-safety 

commissioner’s office about the problem.472 Once the e-safety office notifies 

Facebook, individuals are sent a one-time link so that they can send intimate 

images to Facebook. Facebook’s operations access the image and hash it to 

prevent its future posting on the site.473 Facebook is extending the program 

to the United States and the United Kingdom. 

The reaction to the proposal was swift, and much of it negative. Some 

criticism was warranted. Journalists asked why anyone should trust 

Facebook after the Cambridge Analytica fiasco.474 Information security 

experts noted that transmitting intimate images to Facebook entailed 

security risks.475 Civil liberties groups were quick to criticize the initiative, 

mocking it as a privacy disaster.476   

There are indeed risks to sexual privacy—a dynamic one, as Pozen 

describes it—if Facebook fails to secure the transmission of nude images 

and does not delete those images after hashing them. All signs suggest that 

Facebook is immediately deleting the nude images after hashing them and 

it is difficult to reengineer images from hashes. On the other hand, the hash 

program offers meaningful upsides for sexual privacy. The pilot program is 

an experiment, one that could end up protecting far more sexual privacy 

than it endangers. Crucially, Facebook safety officials, notably Antigone 

Davis and Karuna Nain, are monitoring the project to ensure that the 

privacy calculus makes sense. Facebook is hosting in-house training 

sessions with experts so that staff is attuned to privacy concerns.477 In short, 

this is precisely the sort of careful efforts that companies should engage in 

as they adopt privacy-enhancing technologies that also carry risks. 

                                                 
471 Olivia Solon, Facebook Asks Users for Nude Photos in Project to Combat Revenge Porn, 
GUARDIAN (Nov. 7, 2017), 
https://www.theguardian.com/technology/2017/nov/07/facebook-revenge-porn-nude-
photos. 
472 Louise Matsakis, To Fight Revenge Porn, Facebook Is Asking to See Your Nudes, MOTHERBOARD 

(Nov. 7, 2017). 
473 Davis, supra note, at. 
474 David Bloom, Facebook Wants Your Nude Photos, What Could Possibly Go Wrong?, FORBES 
(May 24, 2018), https://www.forbes.com/sites/dbloom/2018/05/24/facebook-wants-
your-nude-photos-what-could-possibly-go-wrong/. 
475 Id. 
476 For a sample, see tweets directed at Facebook’s Chief Security Officer Alex Stamos. 
https://twitter.com/alexstamos/status/999745140108378112; 
https://twitter.com/fightfortheftr/status/999720271484350464.   
477 I have been speaking at those training sessions. 
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2. Immutable Life Logs  

The development of hard to debunk deep sex fakes raises the possibility 

of a market response that would enable people to have credible alibis. As 

Robert Chesney and I discuss in a project about the national security, 

privacy, and democracy implications of deep fakes, there may soon emerge 

a market response that warrants careful study: immutable life logs or 

authentication trails that make it possible for a victim of a deep fake to 

produce a certified alibi credibly proving that he or she did not do or say 

the thing depicted.478   

From a technical perspective, such services will be made possible by 

advances in technologies including wearable tech; encryption; remote 

sensing; data compression, transmission, and storage; and blockchain-

based record-keeping. That last element will be particularly important, for 

a vendor hoping to provide such services could not succeed without 

earning a strong reputation for the immutability and comprehensiveness of 

its data.  

Obviously, not everyone would want such a service even if it could 

work reasonably effectively as a deep-fake defense mechanism. But some 

individuals (politicians, celebrities, and others whose fortunes depend to an 

unusual degree on fragile reputations) will have sufficient fear of suffering 

irreparable harm from deep fakes that they may be willing to agree to—and 

pay for—a service that comprehensively tracks and preserves their 

movements, surrounding visual circumstances, and perhaps in-person and 

electronic communications (though providers may be reluctant to include 

audio-recording capacity because some states criminalize the interception 

of electronic communications unless all parties to a communication consent 

to the interception).479 

Should we encourage the emergence of such services? We need to 

examine the privacy calculus in total. The privacy tradeoff is dimensional—

it protects privacy and reputation by giving enormous power over every 

detail of our lives to lifelogging companies. There are serious social costs 

should such services emerge and prove popular. Proliferation of 

comprehensive life logging would have tremendous spillover impacts on 

privacy in general. It risks what has been called the “unraveling of 

                                                 
478 Chesney & Citron, supra note, at. 
479 See Danielle Keats Citron, Spying, Inc., 72 WASH. & LEE L. REV. 1243, 1262 (2014) (explaining 

that twelve states criminalize the interception of electronic communications unless all parties 
to the communication consent to the interception); Paul Ohm, The Rise and Fall of Invasive ISP 
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to interception, the remaining state laws—38—and federal law permit the practice.  
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privacy”480—the outright functional collapse of privacy via social consent 

despite legal protections intended to preserve it. Scott Peppet has warned 

that, as more people relinquish their privacy voluntarily, the remainder 

increasingly risks being subject to the inference that they have something to 

hide.481 This dynamic might overcome the reluctance of some holdouts. 

Worse, the holdouts in any event will lose much of their lingering privacy, 

as they find themselves increasingly surrounded by people engaged in life-

logging.    

Note the position of power in which this places the supplier of these 

services. The scale and nature of the data they would host would be 

extraordinary, both as to individual clients and more broadly across 

segments of society or even society as a whole. A given company might 

commit not to exploit that data for commercial or research purposes, hoping 

instead to draw revenue solely from customer subscriptions.  But the 

temptation to engage in predictive marketing, or to sell access to the various 

slices of the data, would be considerable. The company would possess a 

database of human behavior of unprecedented depth and breadth, after all, 

or what Paul Ohm has called a “database of ruin.”482  The Cambridge 

Analytica/Facebook scandal might pale in comparison to the possibilities 

unleashed by such a database. 

At the same time, this would have its upsides in terms of identifying 

deep sex fakes and all other manner of using video to manufacture the past. 

Ultimately, a world with widespread lifelogging of this kind might produce 

more benefits than costs (particularly if there is legislation well-tailored to 

regulate access to such a new state of affairs). But it might not.  Enterprising 

businesses may seek to meet the pressing demand to counter deep fakes in 

this way, but it does not follow that society should welcome—or wholly 

accept—that development. Careful reflection is essential now, before either 

deep fakes or responsive services get too far ahead of us. 

CONCLUSION 

Digital voyeurism, up-skirt photos, sextortion, deep sex fakes, and 

nonconsensual porn are all invasions of sexual privacy—and more often, 

marginalized and subordinated communities shoulder the abuse. Sexual 

privacy requires careful assessment and vigorous protection given its 

importance to identity formation, dignity, and equal opportunity. 
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Traditional privacy law’s efficacy is eroding just as digital technologies 

magnify the scale and scope of the harm. We need a comprehensive 

approach that protects the positive potential of sexual privacy.  
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