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Speaker Bios 
Susan Block-Lieb 
Professor of Law and Cooper Family Chair 
of Urban Legal Studies, Fordham Law School 
Susan Block-Lieb is a Professor at Fordham 
Law School, where she holds the Cooper Family 
Chair in Urban Legal Studies.  She specializes in 
bankruptcy, contracts, commercial finance, 
consumer financial protection, and international 
and transnational law and lawmaking on these 
topics.  She has written extensively on the 
unification, harmonization and modernization of 
international private law by international 
organizations, on global governance by the G20, 
IMF, World Bank and UN, on sovereign debt 
restructuring and more generally on 
transnational legal orders.  Together with 
Terence C. Halliday, she is author of Global 
Lawmakers: International Organizations in the 
Crafting of World Markets (Cambridge Univ. 
Press 2017), an intensive study of global 
lawmaking by the UN Commission on 
International Trade Law.  She has consulted for 
the International Monetary Fund, served as a 
reporter and observer at World Bank task forces 
on insolvency and secured transactions law 
reform initiatives, and has been a delegate from 
the American Bar Association to UNCITRAL’s 
Insolvency Working Group for more than 15 
years.   Beginning in 2019, she is the American 
College of Bankruptcy Scholar in Residence and 
will hold this position for a 3-year term. 

Greta Byrum 
Co-Director of the Digital Equity Laboratory 
at The New School 
Greta Byrum reimagines the way we design, 
build, control, and govern communications 
systems. As Co-Director of the Digital Equity 
Laboratory at the New School for Social 
Research and Director of the Community Tech 
New York project, she builds digital justice 
through applied research, community 
collaborations, and policy strategy. Previously 
Byrum founded and led the Resilient 
Communities program at New America, where 
she developed and led Resilient Networks NYC, 
an initiative bringing training, tools, and 

equipment for storm-hardened mesh WiFi to 
five neighborhoods in NYC's flood zones. 
Current projects include community wireless 
network collaborations in rural Tennessee and 
the Hudson Valley and a curriculum manual for 
2020 digital decennial census preparedness. An 
urban planner, poet, and digital justice organizer, 
Byrum also serves on the board of the 
Metropolitan New York Library Council. 

Albert Fox Cahn 
Founder and Executive Director, S.T.O.P. 
Albert Fox Cahn is S.T.O.P.’s founder and 
executive director, a fellow at the Engelberg 
Center on Innovation Law & Policy at N.Y.U. 
School of Law, and a columnist for Gotham 
Gazette. As a lawyer, technologist, writer, and 
interfaith activist, Mr. Cahn began S.T.O.P. in 
the belief that emerging surveillance 
technologies pose an unprecedented threat to 
civil rights and the promise of a free society. 
Mr. Cahn is a frequent commentator on civil 
rights, privacy, and technology matters and a 
contributor to numerous publications, including 
the New York Times, Slate, NBC Think, 
Newsweek, and the N,Y. Daily News.  He began 
his legal career as an associate at Weil, Gotshal 
& Manges LLP, where he advised Fortune 50 
companies on technology policy, antitrust law, 
and consumer privacy. 
In addition to his work at S.T.O.P., Mr. Cahn 
serves on the Immigrant Leaders Council of the 
New York Immigration Coalition. He is a 
member of the New York City Bar Association 
and the New York County Lawyers’ 
Association. Mr. Cahn received his J.D., cum 
laude, from Harvard Law School (where he was 
an editor of the Harvard Law & Policy Review), 
and his B.A. in Politics and Philosophy from 
Brandeis University. 

Nestor M. Davidson 
Albert A. Walsh Chair in Real Estate, Land 
Use, & Property Law & Faculty Director, 
Urban Law Center at Fordham Law 
Nestor M. Davidson joined the faculty of 
Fordham Law School in 2011 and was named 



the Albert A. Walsh Chair in Real Estate, Land 
Use and Property Law in 2017.  Professor 
Davidson has published widely in the fields of 
urban law, state and local government, property, 
and affordable housing law and policy and has 
co-edited volumes on urban law, the sharing 
economy, state preemption, and public-private 
partnerships in affordable housing.  Professor 
Davidson founded and serves as the faculty 
director of the Urban Law Center.  Professor 
Davidson practiced with the firm of Latham and 
Watkins, focusing on commercial real estate and 
affordable housing, and served as Deputy 
General Counsel at the U.S. Department of 
Housing and Urban Development.  Professor 
Davidson earned his AB from Harvard College 
and his JD from Columbia Law School. 
 
Martha F. Davis 
Associate Dean for Experiential Education, 
Professor of Law, & Faculty Director of the 
human rights program and the NuLawLab at 
Northeastern University School of Law 
Martha F. Davis is Associate Dean for 
Experiential Education and Professor of Law at 
Northeastern University School of Law, where 
she is also faculty director of both the law 
school human rights program and the 
NuLawLab.  Professor Davis has written widely 
on human rights, social justice, and women’s 
rights, with scholarly articles in the Yale Law 
Journal, the North Carolina Law Review, 
Fordham Law Journal, NYU Review of Law & 
Social Change, and others.  Her co-edited 
book, Global Urban Justice: The Rise of Human 
Rights Cities (Cambridge 2016), critically 
examines the potential that cities hold for global 
urban justice.  She is the co-author of the 
textbook, Human Rights Advocacy in the United 
States (West), now in its second edition, and co-
editor of Bringing Human Rights Home, a 3-
volume work chronicling the history of human 
rights activism in the U.S.  In 2015-2016, 
Professor Davis held the Fulbright 
distinguished chair at the Raoul Wallenberg 
Institute of Human Rights and Humanitarian 
Law (RWI) in Lund, Sweden. 
 
Sheila R. Foster 
Scott K. Ginsburg Professor of Urban Law & 

Policy at Georgetown University; Co-Director 
of LabGov 
Sheila R. Foster is the Scott K. Ginsburg 
Professor of Urban Law and Policy at 
Georgetown University. She holds a joint 
appointment with the Law School and the Public 
Policy School. Professor Foster’s work explores 
urban law and governance through the lens of 
the “commons” exemplified by her article The 
City as a Commons, Yale Law and Policy 
Review (2016) and her forthcoming MIT Press 
Book, The Co-City. Professor Foster has been 
involved on many levels with urban law and 
policy. She is the chair of the advisory 
committee of the Global Parliament of Mayors 
and has been a member of the Aspen Institute’s 
Urban Innovation Group and the New York City 
Mayor’s Panel on Climate Change.  She also co-
directs LabGov, an international applied 
research project that works directly with local 
governments on projects and policies that enable 
city residents to steward land and other 
resources within their communities. 
 
Ellen P. Goodman 
Professor of Law at Rutgers Law School 
Ellen P. Goodman, @ellgood, is a professor of 
law at Rutgers Law School. She co-directs and 
co-founded the Rutgers Institute for Information 
Policy & Law (RIIPL). She has published 
widely on media and telecommunications law, 
smart cities and the Internet of Things, freedom 
of expression, and advertising law. Goodman is 
currently a Democracy Fund grantee for a 
project relating to digital platform regulation and 
a Pratt Fund grantee for a project on algorithmic 
transparency. Her short-form writing has 
appeared in the Guardian, Slate, Democracy 
Journal, etc. She served in the Obama 
Administration as a Distinguished Visiting 
Scholar with the Federal Communications 
Commission, and has been a visiting scholar at 
the London School of Economics and the 
University of Pennsylvania. She has been the 
recipient of Ford Foundation and Geraldine R. 
Dodge grants for work on advancing new public 
media models and public interest journalism. 
Prior to joining the Rutgers faculty, Goodman 
was a partner at the law firm of Covington & 
Burling LLP, where she practiced in the 



information technology area. She is a graduate 
of Harvard College and Harvard Law School, 
clerked for Judge Norma Shapiro on the Eastern 
District of Pennsylvania, and has three children. 
 
Shaina Horowitz 
Vice President of Product & Programs at 
New Lab  
Shaina is the Vice President of Product & 
Programs at New Lab, a platform for scaling 
frontier technologies. Based in the Brooklyn 
Navy Yard, New Lab provides the tools and 
community that unite and support 650+ 
innovative entrepreneurs, designers, and 
engineers representing over 130 companies in a 
variety of fields—including robotics, A.I., urban 
technology, and energy—and fosters 
collaboration and advancement across 
disciplines. Shaina guides the development of 
programs engaging New Lab member 
companies and entrepreneurs, government 
agencies, corporate partners and academic 
institutions to apply innovative approaches and 
emerging technologies to move companies, 
industries and cities into a future state. 
 
Shaina brings 10 years of experience working at 
the intersection of cities, technology and 
innovation to her role at New Lab. Prior to 
joining New Lab, Shaina was a founding 
member of Bloomberg Associates, a first of its 
kind civic consultancy established by Michael R. 
Bloomberg to advise mayors in cities including 
London, Mexico City, Rio de Janeiro, Athens, 
Los Angeles and Oakland. Previously Shaina 
worked at the Mayor's Office of Media and 
Entertainment under Mayor Bloomberg where 
she was part of the team who appointed New 
York City’s first Chief Digital Officer, published 
New York City’s Digital Roadmap and created 
the ‘Made in NY’ campaign. Shaina holds an 
honors BA in Media Studies from Vassar 
College and lives in Brooklyn, New York.  
 
She’s a lifelong equestrian and a devoted 
member of a monthly book club over a decade in 
the making.   
 

James Koenig 
Co-Chair & Partner, Privacy & 
Cybersecurity at Fenwick & West LLP 
Jim Koenig is the Co-Chair of our Privacy & 
Cybersecurity Practice. His practice focuses on 
advising emerging startups to Fortune 100 
companies on a range of issues, including global 
privacy compliance, security/cybersecurity and 
breach response, data use policies and regulatory 
investigations and enforcement actions or class-
action litigations relating to privacy and 
cybersecurity practices. Jim also has extensive 
experience helping companies with new and 
emerging technologies, including analytics, 
machine learning, social media, mobile, 
location-based services, internet of things, 
behavioral advertising, autonomous 
vehicles/connected cars, smart homes/cities, 
biotech/medical devices, genetics, blockchain 
security and others. 
 
In 2018, Jim was honored by The Legal 500 as a 
top lawyer in Cyber Law, including Data 
Privacy and Data Protection. Jim also has been 
recognized in the National Law Journal ’s 
inaugural list of Cybersecurity Trailblazers. 
 
Constantine E. Kontokosta 
Associate Professor of Urban Science and 
Planning, Marron Institute; Director, Urban 
Intelligence Lab; Director, Civic Analytics; 
Associated Faculty, Department of Civil and 
Urban Engineering at New York University 
Constantine E. Kontokosta is an Associate 
Professor of Urban Science and Planning and 
Director of the Civic Analytics program at the 
NYU Marron Institute of Urban Management. 
He also leads the Urban Intelligence Lab and 
holds faculty appointments at the NYU Center 
for Urban Science and Progress (CUSP) and the 
Tandon School of Engineering. Previously, he 
served as the founding CUSP Academic 
Director and designed and directed the first 
graduate program in urban science and 
informatics. Constantine brings an 
interdisciplinary perspective to urban science 
that integrates fundamental research with 
impact-driven, use-inspired needs. His work 
seeks to develop computational methods for 
urban policy decisions, to democratize 



knowledge through information transparency, 
and to analyze and address the root causes and 
disparate impact of discrimination and bias in 
urban data science. 
 
Chad Marlow 
Senior Advocacy & Policy Council at the 
American Civil Liberties Union (ACLU)  
Chad Marlow is a senior advocacy and policy 
counsel at the ACLU, where he principally 
focuses on privacy, surveillance, and technology 
issues. His work on issues ranging from net 
neutrality and police body cameras to 
government surveillance and consumer privacy 
has been a frequent subject of national and 
international media coverage. He is the author of 
seventeen ACLU model bills, and he leads the 
ACLU’s nationwide #TakeCTRL and 
Community Control Over Police Surveillance 
(CCOPS) campaigns. 
 
Marlow holds a J.D. from the University of 
Virginia School of Law and a B.A. in 
Government from Connecticut College. In 2007, 
City & State (New York) newspaper named him 
to its “Rising Stars: 40 Under 40” list. 
 
Kelly Orians 
Rising Foundations  
Kelly Orians graduated Summa Cum Laude 
from the University of Colorado at Boulder 
where her thesis addressed the effect of public 
housing policy on the lives of mothers in 
Brooklyn, New York whose children were 
involved in the criminal justice system. After 
graduating she worked for three years at the 
Juvenile Justice Project of Louisiana in New 
Orleans, Louisiana managing a statewide 
advocacy campaign to end the practice of 
sentencing juveniles to life without the 
possibility of parole JLWOP. She helped create 
public policy and impact litigation strategies, 
including the implementation of the Graham v. 
Florida decision, which made JLWOP 
unconstitutional in non-homicide cases. Kelly 
worked on the legal team that secured the 
release of the first two people in the country 
under Graham, drove them home from the 
Louisiana State Penitentiary at Angola, and 
continues today to assist them with their reentry. 

Through this work Kelly was exposed to the 
many barriers people and their families face 
when someone returns home from prison and 
began taking innovative approaches to combat 
the lack of reentry resources in New Orleans. In 
2012 Kelly was accepted into the David J. 
Epstein Program in Public Interest Law and 
Policy at the UCLA School of Law where she 
specialized in critical race studies, and business 
law and policy.  
 
In May 2015, she received her Juris Doctorate 
from UCLA School of Law, and later that year, 
she was awarded an Echoing Green Fellowship 
to launch Rising Foundations, a community 
development corporation dedicated to helping 
formerly incarcerated people become business 
owners and homeowners. Today Rising 
Foundations is a division of The First 72+ 
promoting economic empowerment services. In 
May of 2016 she was sworn into the Louisiana 
State Bar. Kelly has received the Richard 
Cornuelle Award for Social Entrepreneurship 
from the Manhattan Institute, a fellowship from 
the Global Good Foundation, The Michael 
Rubinger Fellowship for Community 
Development from the Local Initiatives Support 
Corporation, and in 2019 she was named a 
"Leader in Law" by New Orleans City Business. 
 
Bilyana Petkova 
Assistant Professor, Department of 
International & European Law at Maastricht 
University; Associate Scholar, Yale 
Information Society Project 
Dr. Bilyana Petkova has been affiliated with the 
Yale Information Society Project since 2014. 
Between 2017 and 2019 Bilyana was an 
Assistant Professor at the Department of 
International and European Law of Maastricht 
University (UM) in the Netherlands where she 
taught European Law. Bilyana has been a 
Visiting Faculty at the University of Melbourne 
School of Law in Australia (summer 2018) and 
at the Georgetown Law Center in Washington 
DC (fall 2019) where she co-designed and 
taught a seminar on the General Data Protection 
Regulation (with Marc Rotenberg).  
 



Before joining UM, Bilyana was a Max Weber 
postdoctoral fellow at the European University 
Institute in Florence, Italy, and at New York 
University where she was a part of the Jean 
Monnet Center for Regional Economic Law & 
Justice and later, the NYU Information Law 
Institute. Bilyana holds a PhD from the 
University of Kent (Brussels campus, Belgium) 
and a Master’s in Studies of Law from the Yale 
Law School. Her paper "The Safeguards of 
Privacy Federalism" won a Young Scholars 
Award at the Eight Privacy Law Scholars 
Conference at the University of Berkeley, 
California (2015). 
Research interests: comparative constitutional 
law, judicial legitimacy, federalism and human 
rights, data-driven cities, US-EU privacy law 
and freedom of speech in a digital age; platform 
regulation.  
Book projects: "Privacy and the City: How Data 
Shapes City Identities" (with Ira Rubinstein, 
NYU Press 2020); "Fundamental Rights 
Protection Online: The Future Regulation of 
Intermediaries" (with Tuomas Ojanen (eds.), 
Edward Elgar, 2020).  
 
Ira Rubinstein 
Senior Fellow, Information Law Institute at 
New York University School of Law 
Ira Rubinstein is a Senior Fellow at the 
Information Law Institute. His research interests 
include Internet privacy, electronic surveillance 
law, big data, voters' privacy, EU data protection 
law, and privacy engineering. Rubinstein 
lectures and publishes widely on issues of 
privacy and security and has testified before 
Congress on these topics on several occasions. 
Recent papers include "The Future of Self-
Regulation is Co-Regulation," "Anonymization 
and Risk," and "Voter Privacy in the Age of Big 
Data." Rubinstein has also completed a work in 
progress entitled "Privacy Localism." Prior to 
joining the ILI, Rubinstein spent 17 years in 
Microsoft's Legal and Corporate Affairs 
department, most recently as Associate General 
Counsel in charge of the Regulatory Affairs and 
Public Policy group. Before coming to 
Microsoft, he was in private practice in Seattle, 
specializing in immigration law. Rubinstein 
graduated from Yale Law School in 1985. He 

has served on the President's Export Council, 
Subcommittee on Encryption (1998-2001); the 
Editorial Board of the IEEE Security and 
Privacy Magazine (2003); the Board of 
Directors of the Center for Democracy and 
Technology (2010-2016); as Rapporteur, EU-US 
Privacy Bridges Project, which was presented at 
the 2015 International Conference of Privacy 
and Data Protection Commissioners in 
Amsterdam, 28-29 October 2015; and the 
Organizing Committee, Privacy by Design 
Workshops, Computing Research Association 
(2015-2016). He is currently a Senior Fellow at 
the Future of Privacy Forum. 
 
Arnaud Sahuguet 
Project Lead for the Urban Tech Hub at the 
Jacobs Technion-Cornell Institute  
Dr. Arnaud Sahuguet has a passion to invent and 
build products that leverage technology to solve 
meaningful problems and have a large social 
impact. His goal is to empower people and 
organizations to be more productive and 
collaborative through innovation. 
He is currently the project lead for the Urban 
Tech Hub at the Jacobs Technion-Cornell 
Institute in New York City. Previously, he was 
the director of the Foundry@Cornell Tech, an 
in-house team of designers, product managers 
and software engineers who collaborate with 
faculty to design, create and build usable tools, 
platforms, and products. 
 
Before joining Cornell Tech,  Arnaud served as 
Chief Technology Officer for the NYU 
Governance Lab where he focused on civic 
innovation and open data; he spent eight years as 
a product manager for Google (speech, Google 
maps) and Google.org; and he worked for five 
years at Bell Labs research as a Member of 
Technical Staff. 
 
Arnaud holds a PhD in Computer Science from 
the University of Pennsylvania, a MSc in civil 
engineering from Ecole Nationale des Ponts et 
Chaussées and a BSc from Ecole Polytechnique 
in France. 
 
Shreya Subramani 
Anthropologist at Princeton University  



Shreya Subramani is an Anthropologist teaching 
at Princeton University. Based on two years of 
ethnographic fieldwork in the city of New 
Orleans, Louisiana, her research focuses on the 
processes of racialization that constitute and are 
refracted through criminal justice reform efforts. 
Specifically, she explores the entrepreneurial 
governance of prisoner reentry initiatives by 
charting the experiences of formerly 
incarcerated people as well as those of municipal 
bureaucrats, nonprofit operatives, legal 
professionals, and urban planners who 
differentially participate in the private-public 
constellations of reentry programming.  
Subramani's scholarly work is concerned with 
how progressive liberal reforms reveal and 
produce relations between racial capitalism and 
urban citizenship in the American city.  
 
Olivier Sylvain 
Professor of Law & Director of the 
McGannon Center for Communications 
Research at Fordham Law School 
Olivier Sylvain is a Professor of Law at 
Fordham University School of Law. His 
academic interests are chiefly in information and 
communications law and policy. He has written 
a variety of law review articles, symposium 
pieces, essays, policy papers, news articles, op-
eds, and blog posts on current controversies in 
communications policy, online intermediary 
liability, privacy, and copyright.  At Fordham, 
Olivier teaches Legislation & Regulation, 
Administrative Law, Information Law, and 
information law related courses. He is the 
Director of the McGannon Center for 
Communications Research. He is also affiliated 
with the Center for Law and Information Policy 
and the Center on Race, Law, and Justice. 
Before entering academia, Olivier was a 
Karpatkin Fellow in the National Legal Office of 
the American Civil Liberties Union in New 
York City and a litigation associate at Jenner & 
Block, LLC, in Washington, D.C. 
 
Geeta Tewari 
Associate Director | Urban Law Fellow for 
the Urban Law Center at Fordham Law 
School 

Geeta Tewari (‘05) is the Associate Director | 
Urban Law Fellow for the Urban Law Center at 
Fordham Law School, where she launched the 
Women in Urban Law Leadership Initiative in 
Spring 2019. She graduated from Cornell 
University with a B.A. in Government, and from 
Fordham University School of Law. At the Law 
School, she served as an editor for the Fordham 
International Law Journal and was granted the 
Archibald R. Murray Dean’s Award of 
Excellence for Outstanding Public Service. 
Tewari is admitted to practice in New York, 
New 
Jersey, and Washington, D.C., and has practiced 
public interest law for the New York City Law 
Department and the Washington D.C. Office of 
the Attorney General. Tewari also holds a 
Master 
of Fine Arts in Writing from Columbia 
University, where she has taught creative and 
expository 
writing, and served on the Fiction Board of the 
Columbia Journal of Literature and Art. Her 
fiction has appeared in Granta Magazine, New 
England Review, and other literary publications. 
She is a member of the New York Women Bar 
Association’s Advancing the Status of Women 
Committee, and her legal scholarship on gender 
equity is forthcoming from Michigan Journal of 
Race & Law and New York University Journal 
of Law & Business. 
 
Stefaan G. Verhulst 
Co-Founder & Chief Research & 
Development Officer of the Governance 
Laboratory at New York University 
Stefaan G. Verhulst is Co-Founder and Chief 
Research and Development Officer of the 
Governance Laboratory @ NYU (GovLab) 
where he is responsible for building a research 
foundation on how to transform governance 
using advances in science and technology. 
 
Verhulst’s latest scholarship centers on how 
technology can improve people’s lives and the 
creation of more effective and collaborative 
forms of governance. Specifically, he is 
interested in the perils and promise of 
collaborative technologies and how to harness 



the unprecedented volume of information to 
advance the public good. 
 
Before joining NYU full time, Verhulst spent 
more than a decade as Chief of Research for the 
Markle Foundation, where he continues to serve 
as Senior Advisor. At Markle, an operational 
foundation based in New York, he was 
responsible for overseeing strategic research on 
all the priority areas of the Foundation 
including, for instance: transforming health care 
using information and technology, re-
engineering government to respond to new 
national security threats, improving people’s 
lives in developing countries by connecting 
them to information networks, developing multi-
stakeholder networks to tackle global 
governance challenges, changing education 
through information technology et al. Many of 
Markle’s reports have been translated into 
legislation and executive orders, and have 
informed the creation of new organizations and 
businesses. 
 
He is also an Adjunct Professor in the 
Department of Culture and Communications at 
New York University, Senior Research Fellow 
for the Center for Media and Communications 
Studies at Central European University in 
Budapest; and an Affiliated Senior Research 
Fellow at the Center for Global Communications 
Studies at the University of Pennsylvania’s 
Annenberg School for Communications. 
Previously at Oxford University he co-founded 
and was the Head of the Programme in 
Comparative Media Law and Policy at the 
Centre for Socio Legal Studies, and also served 
as Senior Research Fellow of Wolfson College. 
He is still an emeritus fellow at Oxford. He also 
taught several years at the London School of 
Economics. 
 
Verhulst was the UNESCO Chairholder in 
Communications Law and Policy for the UK, a 
former lecturer on Communications Law and 
Policy issues in Belgium, and Founder and Co-
Director of the International Media and Info-
Comms Policy and Law Studies at the 
University of Glasgow School of Law. He has 
served as a consultant to numerous international 

and national organizations, including the 
Council of Europe, the European Commission, 
UNESCO, World Bank, UNDP, USAID, the UK 
Department for International Development 
among others. He has been a grant recipient of 
the Bertelsmann Foundation, the Ford 
Foundation, the Rockefeller Foundation, and the 
Markle Foundation. 
 
Verhulst has authored and co-authored several 
books, including: In Search of the Self: 
Conceptual Approaches to Internet Self 
Regulation (Routledge, 2001); Convergence in 
European Communications Regulation 
(Blackstone, 1999); EC Media Law and Policy 
(AWL, 1998); Legal Responses to the Changing 
Media (OUP, 1998); and Broadcasting Reform 
in India (OUP, 1998) and The Routledge 
Handbook of Media Law (2013). 
 
Latest reports and papers include, for instance, 
Innovations in Global Governance: Toward a 
Distributed Internet Governance Ecosystem 
(2014) and The Open Data Era in Health and 
Social Care (2014), and are also available here. 
Verhulst blogs also regularly on a variety of 
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T he difference between urban intelligence
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Technology and innovation have roles to play in both the global North and South
but context is everything
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The Fourth Industrial Revolution heralds a new era in human development, one characterized by

extraordinary technological advances coupled with unprecedented investment in how data can

drive urban futures. Feedback loops between humans and the urban environment are the driving

force behind both technological developments and the generation of data to advance human

progress. While nation-states in the global North and South have embraced the transforming

potential of technology and data, it is clear that the roles of the two must differ given the vast

variations in human well-being and urban environments across and within cities.
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This blog post contrasts insights and observations made at the 2019 Urban Intelligence Forum,

co-hosted by MIT and the Futures Council on Cities and Urbanization, with my own research on

urban knowledge and sustainability in the African context through the Leading Integrated

Research for Agenda 2030 in Africa (LIRA) to illustrate the parallel focuses on urban intelligence

and urban knowledge in these different contexts. While there appears to be a north-south

polarization in approach, the discourses of urban intelligence and urban knowledge can be

productively bridged by focusing on the potential of both to contribute to improved interfaces

between science and policy.

The Urban Intelligence Forum was a celebration of technology and innovation designed to

increase the effectiveness and efficiency of existing infrastructure with application in northern

cities, whose rates of urbanization have essentially stabilized in recent decades. A crude

characterization of the urban problem in these contexts is increasing the (carbon) efficiency of

outdated infrastructures whilst simultaneously enhancing user efficiency for urban citizens. The

discussions at the forum indicate that urban intelligence, new forms of mobility, visual informatics,

governing innovation and new forms of citizenship provide the architecture for the Fourth

Industrial Revolution.

By contrast, the LIRA Programme is focused on the generation of urban knowledge in contexts of

rapid urbanization and the dominance of informality (in service delivery and governance systems)

in addressing the needs of diverse urban dwellers in highly unequal cities. Understanding the

prevalence of risk, distribution of pollution, household livelihood strategies, prevalence of disease,

among other issues, are the focus of research in cities that operate parallel economic, governance

and service delivery mechanisms. The delivery of infrastructure and the incremental upgrading of

infrastructure and services in vast informal settlements is the focus of urban interventions.

Despite many African governments embracing the discourse of the Fourth Industrial Revolution,

there are murmurings that economic development models based on technological advances can

reinforce systems of power that entrench patterns of inequality.

The differences in urbanization and development trajectories, infrastructural development and

technological capacities in cities of the global North and South result in seemingly parallel

strategies focused on urban intelligence and urban knowledge. Urban intelligence based on

artificial intelligence and big data has a significant anticipatory role in maximizing the efficiency of

infrastructures in the North; while transitions in southern cities depend on generating data and

urban knowledge on everyday urban processes and systems (which are predominantly informal).

However, this is not to say that the role of technology in urban transformation is less significant in

the South, rather that the use of technology should be reconceptualized in different contexts.

http://senseable.mit.edu/urbanintelligence/
https://council.science/what-we-do/funding-programmes/leading-integrated-research-for-agenda-2030-in-africa
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The future of automated vehicles, for example, might well be a relevant and productive discussion

in congested cities such as L ondon or Boston. In cities such as Nairobi or K ampala, however,

autonomous vehicles would not address the j ob creation opportunities presented by the informal

taxi industry that fill the gap created by poor spatial planning and the lack of an integrated rapid

mass transit system. D eveloping mobility and transit solutions for Nairobi or K ampala is premised

on generating data about the transit patterns of the urban poor. H ere, technology in the form of

mobile phones has the potential to provide the necessary data and urban knowledge req uired to

inform interventions to address congestion.

This example illustrates that technology and innovation have roles to play in both the global North

and South, but that the different contexts mean they cannot be transferred from one context to

the next with the same results. Significantly, the example shows the potential role of technology to

generate science and data on and for cities and for data to translate to action.

more people live in urban or rural areas?, 1950
e of the population which live in urban versus rural areas. Here, 'majority urban'

cates more than 50 percent of the population live in urban centres; 'majority rural'
cates less than 50 percent. Urban populations are de�ned based on the de�nition
rban areas by national statistical of�ces. This is based on estimates to 2016,
bined with UN projections to 2050.

No data Majority rural Majority urban

ce: OWID based on UN World Urbanization Prospects (2018) & Historical Sources (see Sources tab)
WorldInData.org/urbanization • CC BY

1500 2050

HART MAP DATA SOURCES

https://ourworldindata.org/grapher/urban-vs-rural-majority
https://ourworldindata.org/urbanization
http://creativecommons.org/licenses/by/4.0/deed.en_US
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Critical engagement with the role of technology is important, as evidence suggests that

transitions focused on the intersections between society, nature and technology can leave many

places behind. Engaging with the different drivers underpinning the relationship between data,

technology and action while developing feedback loops between urban dwellers and the city

across different contexts is critical. The transfer of innovation, intelligence and knowledge

therefore is not nearly as valuable as recognizing that intelligence and knowledge must

necessarily look quite different in different contexts.

The centrality of data and the significance of knowledge systems is obvious when one hones in

on the indicator framework of the SDGs. Improving science-policy connections across the world

has been prioritized by the UN Secretary General’s Independent Expert Advisory Group (IEAG),

which calls for a data revolution involving the strengthening of statistical systems at local, national

and international levels and new means of collecting data of high quality and coverage.

Common to both contexts is the need for action. This action could be about scaling experimental

technological innovations based on urban intelligence or using urban knowledge (generated

through the use of technology) to inform decisions to improve the daily lives of citizens.

Additionally common to both is the development of policy environments that facilitate appropriate

actions.

Whilst it is useful to differentiate between the knowledge, data and technological capacities and

requirements of cities of the North and South, both approaches are in fact parts of a continuum of

knowledge production that are central to the Science and the Future of Cities agenda. Nature

Sustainability's expert panel highlights the threefold role of science for the future of all cities:

to understand how cities work;

to provide an understanding of the opportunities and challenges cities afford to

humanity;

and to inform how we can harness these to transition to more sustainable and just

societies.

In order to secure more effective science to strengthen science-policy connections, the panel has

identified two strategies. Firstly, the forging of new knowledge that responds to complex urban

challenges and hastening the uptake of scientific urban information by practitioners and decision-

makers. Both strategies require anticipatory urban intelligence and feedback systems, as well as

urban knowledge on urban systems.

https://unstats.un.org/sdgs/indicators/indicators-list/
https://www.nature.com/articles/s41893-018-0209-7
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In both cases, how intelligence and knowledge are generated is critical if the power dynamics that

have left sections of society behind are to be redressed. What is common to both is the

proliferation of new knowledge partnerships that bring together scholars from different fields,

working with innovators, citizens, the private sector and other knowledge brokers to jointly

experiment with alternate futures.

Getting solutions to scale requires the transformation of current interfaces between science and

policy by breaking down the conventional divides between science and politics and by derailing

notions of who does science where and who does politics and where. Transdisciplinary practices

have been shown to be an effective vehicle for facilitating the production of knowledge through

alternate tracks and forging much needed alternate pathways to urban progress.

It is suggested that reorientating the discussion on the future of cities to the interfaces between

science and policy provides a more expansive approach to urban change than that offered by the

suggested centrality of technology in the urban intelligence discourse. This shift is helpful in

moving the discussion away from polarized north-south positioning, inviting a more productive

project of building bridges between urban intelligence and knowledge.
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Smart cities using data captured by the Internet of Things (IoT) devices and processed

with artificial intelligence (AI) are all the rage today among cities.  Promoters tout the
benefits these data-driven utopias, but as an urban planner, I tend to be sceptical of

marketing hype. In the past, urban innovations painted visions that masked their real

intentions and results.  Urban renewal was sold as “garden cities,” but became black
removal. Redevelopment during the 1980s eliminated small businesses and poor

residents to make way for corporate offices, stadiums, and convention centers, leaving

“ghost cities” with officials wondering why shoppers left for suburban malls.  The race t
attract “the creative class” has resulted in skyrocketing housing prices, gentrification,

income inequalities and homelessness. As planners know, “the best laid plans of mice

and men often go astray.” Smart cities are typically pitched as ways to make cities safer

healthier and wealthier, but is it true?  What are their real impacts?

http://www.forbes.com/sites/cognitiveworld/
https://www.forbes.com/sites/cognitiveworld/people/sheridantatsuno/
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Smart Cities 1.0:  The Inferno of Surveillance, Ticketing and Automated

Pollution

Today’s smart cities were born from tragedy.  After the 9/11 attacks, New York City and
other cities installed 24x7 surveillance cameras and AI to protect public spaces through

public-private partnerships (PPP) driven by cities and corporations.  Cities routinely
gather huge amounts of data in a top-down fashion without any public review. In China

social profiling is used to monitor political and social behavior as a way to control the

right to travel, education and housing.  In Toronto, Google touts its Sidewalk Lab as a
way to revitalize the waterfront, but citizens are divided over growing concerns about th

lack of data privacy and transparency.

Today In: Innovation

To finance smart city initiatives after initial grants run out, many cities rely on smart

metering to issue parking and traffic tickets.  For many cash-strapped cities, smart
ticketing has become a major new revenue source. However, from the perspective of

sustainability, smart metering “automates pollution” by increasing the flow of gas-

powered vehicles.  To be truly smart, cities need to reduce their carbon footprint by
promoting “smart mobility” -- walking, biking, transit and electric vehicles (EVs).

Smart Cities 2.0:  The Purgatory of Smart, Sustainable, and Resilient Cities

Since the Paris Accord, many cities are adding sustainability policies to their data-drive

smart cities programs under the slogan:  “What gets measured gets managed.” IoT
sensors and AI are being deployed to manage and reduce traffic, energy use and carbon

emissions.  Many of these programs have been successful in quantifying and monetizin
climate policies.

With the rapid increase in hurricanes, forest fires and other natural disasters, cities are

adding resilience planning to their smart cities programs.  AI-driven weather and
damage forecasting tools are being sought by insurers, financiers, builders, first

responders and cities who stand to lose many lives and tens of billions of dollars

annually.  As global warming increases, cities are now racing to use smart technologies
to predict and manage fire, police, medical, water, sanitation, and other public services

during and after disasters.

https://www.forbes.com/ai-big-data
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Smart cities are also developing innovative business models.  Instead of requiring
homeowners to install solar panels, the city of Palo Alto is buying renewable energy from

solar grid companies on a competitive basis, accelerating the shift to clean energy while

saving its citizens time and money.  More cities will use open procurement to deploy
smart grids quickly and cheaply. Cities are also exploring how to actively engage citizen

and companies using smartphone apps managed by AI systems, such as San Francisco’

pioneering Civic Bridge Day where community groups and companies develop

prototypes in order to win city contracts.   Smart cities are learning to leverage
hackathons and challenges to apply exponential technologies while ensuring citizen

engagement, transparency, governance, and accountability among city agencies, citizen

businesses and visitors. Their ultimate goal is nurturing “smart citizen scientists” where

everyone pitches in to improve city services.

Smart Cities 3.0:  The Paradise of Green, Equitable Cities

The ideal for all city officials, citizens and businesses is the green city that is open, fair,

safe and equitable – “the city on the hill” – which has become increasingly difficult to

achieve due to gentrification, congestion, homelessness and growing income disparities

 How can smart cities achieve the goals of high-quality schools and jobs, affordable
housing, convenient transit, open space and rich cultural activities, while reducing

energy use and carbon emissions under the Paris Accord? These goals are not luxuries o

dreams; they are mandatory if we are to avoid runaway global warming and create citie

worth living in.  They can only be achieved if cities reinvest into their social
infrastructure, which has been neglected for decades. VR/AR, IoT, AI, blockchain and

other exponential technologies are powerful tools with the potential for improving and

accelerating positive change, but only if we pursue wise urban policies. What are some o

these? Higher density affordable housing near transit hubs in walkable communities,

urban greenery to reduce carbon and stress, appealing public places that encourage art

music, sports and other social activities, innovative schools that bridge generations, and

renewed civic pride in working together to improve our cities.  We humans are social
creatures who achieve our highest potential when we collaborate. Truly smart cities wil

nurture smart citizens. After all, cities are not just buildings and smart grids; they are

people seeking to pursue their dreams of a better life.
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Highlight

"As a society, we are now at a crucial juncture in determining how to deploy AI-based technologies in ways that 
promote, not hinder, democratic values s-uch as freedom, equality, and transparency."    2

As artificial intelligence and big data analytics increasingly replace human decision making, questions about 
algorithmic ethics become more pressing. Many are concerned that an algorithmic society is too opaque to be 
accountable for its behavior. An individual can be denied parole or credit, fired, or not hired for reasons that she will 
never know and which cannot be articulated. In the public sector, the opacity of algorithmic decision making is 
particularly problematic, both because governmental decisions may be especially weighty and because 
democratically elected governments have special duties of accountability.

We set out to test the limits of transparency around governmental deployment of big data analytics, contributing to 
the literature on algorithmic accountability with a thorough study of the opacity of governmental predictive 
algorithms. Using open records processes, we focused our investigation on local and state government deployment 
of predictive algorithms. It is here, in local government, that algorithmically-determined decisions can be most 
directly impactful. And it is here that stretched agencies are most likely to hand over data analytics to private 
vendors, which may make design and policy choices unseen by client agencies, the public, or both. To test how 
impenetrable the resulting "black box" algorithms are, we filed forty-two open records requests in twenty-three 
states, seeking essential information about six predictive algorithm programs. We selected the most widely-used 
and well-reviewed programs, including those developed by for-profit companies, nonprofits, and academic/private 
sector partnerships. The specific goal was to assess whether open records processes would enable citizens to 
discover what policy judgments these algorithms embody and to evaluate their utility and fairness.

To do this work, we identified what meaningful "algorithmic transparency" entails. We found that in almost every 
case, it was not provided. Over-broad assertions of trade secrecy were a problem. But, contrary to conventional 
wisdom, trade secrets properly understood are not the biggest obstacle, as release of the trade-secret-protected 

1  Robert Brauneis is Professor of Law at the George Washington University Law School; Ellen P. Goodman is Professor of Law 
at Rutgers Law School. We would like to thank Erin Dalton, Jeremy Heffner, Andrew Nicklin, and the participants in the 
University of Cambridge conference on The Power Switch: How Power is Changing in a Networked World, MetroLab Network's 
workshop on Ethical Guidelines for Applying Predictive Tools within Child Welfare Services, the Bloomberg Philanthropies What 
Works Cities Summit, the Wharton School's Law and Ethics of Big Data Colloquium, and the Eighteenth Annual Congress of the 
European Intellectual Property Institutes Network.

2  Peter Stone et al., Overview, ONE HUNDRED YEAR STUDY ON ARTIFICIAL INTELLIGENCE (AI100) (Aug. 1, 2016), 
http://ai100.stanford.edu/2016-report/overview [http://perma.cc/3GQY-HRWV]. 
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code used to execute predictive models will not usually be necessary for meaningful transparency. We conclude 
that publicly deployed algorithms will be sufficiently transparent only if (1) governments generate appropriate 
records about their objectives for algorithmic processes and subsequent implementation and validation; (2) 
government contractors reveal to the public agency sufficient information about how they developed the algorithm; 
and (3) public agencies and courts treat trade secrecy claims as the limited exception to public disclosure that the 
law requires. We present what we believe are eight principal types of information that records concerning publicly 
implemented algorithms should contain.

Text

 [*107]   INTRODUCTION

With ever greater frequency, governments are using computer algorithms to conduct public affairs. This is 
especially true in cities, counties, and states, whose governments are tasked with providing basic services and 
deploying coercive police power. The "smart city" movement worldwide impresses on local governments the 
importance of gathering and deploying data more effectively.   3 One of the goals is to find patterns in big data sets-
-for example, the places and times crime is most likely to occur--and to generate predictive models to guide the 
allocation of public services--for example, how and where to police.   4 Most local governments lack the expertise 
and wherewithal to deploy data analytics on their own. If they want to be "smart," they need to contract with 
companies, universities, and nonprofits to implement privately developed algorithmic processes. The result is that 
privately developed predictive algorithms are shaping local government actions in areas such as criminal justice, 
food safety, social services, and transportation.   5

Because the designing entities typically do not disclose their predictive models or algorithms, there is a growing 
literature criticizing the "black box" opacity of these processes.   6 These  [*108]  black boxes are impervious to 

3   See, e.g., Rob Kitchin, The Real-Time City? Big Data and Smart Urbanism, 79 GEOJOURNAL 1 (2014).

4   See ANDREW GUTHRIE FERGUSON, THE RISE OF BIG DATA POLICING: SURVEILLANCE, RACE, AND THE FUTURE 
OF LAW ENFORCEMENT (2017); Andrew Guthrie Ferguson, Policing Predictive Policing, 94 WASH. U. L. REV. 1115 (2017); 
Elizabeth E. Joh, The New Surveillance Discretion: Automated Suspicion, Big Data, and Policing, 10 HARV. L. & POL'Y REV. 
15, 38 (2016).

5  On smart-city algorithms generally, see infra text accompanying notes 27-36; on the algorithms about which we filed open 
records requests, see text accompanying notes 123-183.

6   See, e.g., ROB KITCHIN, THE DATA REVOLUTION: BIG DATA, OPEN DATA, DATA INFRASTRUCTURES AND THEIR 
CONSEQUENCES (2014); CATHY O'NEIL, WEAPONS OF MATH DESTRUCTION (2016); FRANK PASQUALE, THE BLACK 
BOX SOCIETY: THE SECRET ALGORITHMS THAT CONTROL MONEY AND INFORMATION (2015); Michael Ananny, 
Toward an Ethics of Algorithms: Convening, Observation, Probability, and Timeliness, 41 SCI. TECH. & HUM. VALUES 93 
(2015); David Beer, The Social Power of Algorithms, 20 J. INFO. COMM. & SOC. 1 (2016); Taina Bucher, 'Want To Be on the 
Top?' Algorithmic Power and the Threat of Invisibility on Facebook, 14 NEW MEDIA & SOC'Y 1164 (2014); Jenna Burrell, How 
the Machine 'Thinks:' Understanding Opacity in Machine Learning Algorithms, 3 BIG DATA & SOC'Y 1 (2016); Danielle Citron & 
Frank Pasquale, The Scored Society: Due Process for Automated Predictions, 89 WASH. L. REV. 1 (2014); Kate Crawford, Can 
an Algorithm be Agonistic? Ten Scenes from Life in Calculated Publics, 41 SCI. TECH. & HUM. VALUES 77 (2016); Nicholas 
Diakopoulos, Algorithmic Accountability: Journalistic Investigation of Computational Power Structures, 3 DIGITAL JOURNALISM 
398 (2015); Tarleton Gillespie, The Relevance of Algorithms, in MEDIA TECHNOLOGIES: ESSAYS ON COMMUNICATION, 
MATERIALITY, AND SOCIETY 167 (Tarleton Gillespie et al. ed., 2014); Rob Kitchin, Thinking Critically About and Researching 
Algorithms, 20 INFO. COMM. & SOC'Y 14 (2016) [hereinafter Kitchin, Thinking Critically]; Christian Sandvig, Seeing the Sort: 
The Aesthetic and Industrial Defense of "The Algorithm", 12 J. NEW MEDIA CAUCUS, 1 (2015); Christian Sandvig et al., 
Auditing Algorithms: Research Methods for Detecting Discrimination on Internet Platforms (2014), 
http://www.personal.umich.edu/ csandvig/research/Auditing%20Algorithms%20--%20Sandvig%20-

20 Yale J. L. & Tech. 103, *103
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question, and many worry that they may be discriminatory,   7 erroneous, or otherwise problematic.   8 Journalists 
and scholars who have begun to seek details from public entities about these algorithms generally come up short 
as their freedom of information requests are denied or go unanswered.   9

Commentators have called for more transparency across all implementations of artificial intelligence.   10 There are 
special  [*109]  concerns when municipal and other governments use predictive algorithms whose development and 
implementation neither the public nor the government itself really understands. By developing and selling these 
systems to government--or even giving them away--private entities assume a significant role in public 
administration. What is smart in the smart city comes to reside in the impenetrable brains of private vendors while 
the government, which alone is accountable to the public, is hollowed out, dumb and dark. The risk is that the 
opacity of the algorithm enables corporate capture of public power. When a government agent implements an 
algorithmic recommendation that she does not understand and cannot explain, the government has lost democratic 
accountability, the public cannot assess the efficacy and fairness of the governmental process, and the government 
agent has lost competence to do the public's work in any kind of critical fashion.

We set out to test just how opaque local government predictive algorithms are by identifying some of the most 
common uses of big data prediction in that sector. We identified algorithms developed by foundations, private 
corporations, and government entities and those used in criminal justice and in civil applications. We then 
assembled a "portfolio" of open records requests targeting a variety of uses and jurisdictions. Using MuckRock, the 
nonprofit collaborative platform for filing open records requests,   11 we filed 42 requests in 23 states for records 
relating to six predictive algorithms.   12 The federal government and all fifty states (and Washington D.C.) have 
open records laws that require varying amounts of disclosure concerning the public use of algorithms. Given how 
broadly most open records acts are written, contracts and related correspondence with vendors will almost always 
be "public records" that must be disclosed.   13 Software is a "record"  [*110]  disclosable under the federal 

%20ICA%202014%20Data%20and%20Discrimination%20Preconference.pdf [http://perma.cc/M9FK-3R2V]; Zynep 
Tufekci,Algorithmic Harms Beyond Facebook and Google: Emergent Challenges of Computational Agency, 13 J. ON 
TELECOM. & HIGH TECH. L. 203 (2015); Malte Ziewitz, Governing Algorithms: Myth, Mess, and Methods, 41 SCI. TECH. & 
HUM. VALUES 3 (2015). See generally Tarleton Gillespie & Nick Seaver, Critical Algorithm Studies: A Reading List, SOC. 
MEDIA COLLECTIVE RES. BLOG http://socialmediacollective.org/reading-lists/critical-algorithm-studies/ [http://perma.cc/TBF5-
DEY4] (compiling sources).

7   See, e.g., FED. TRADE COMM'N, BIG DATA: A TOOL FOR INCLUSION OR EXCLUSION? UNDERSTANDING THE 
ISSUES (Jan. 2016), http://www.ftc.gov/reports/big-data-tool-inclusion-or-exclusion-understanding-issues-ftc-report 
[http://perma.cc/B922-N6U4]; Solon Barocas & Andrew D. Selbst,Big Data's Disparate Impact, 104 CAL. L. REV. 671 (2016); 
Tufecki, supra note 6; Julia Angwin et al., Machine Bias, PROPUBLICA (May 23, 2016), 
http://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing [http://perma.cc/684J-45ZP] (evaluating 
algorithmic risk assessments used by judges to set bail amounts in Fort Lauderdale, Florida).

8   See generally Lee Rainie & Janna Anderson, Code-Dependent: Pros and Cons of the Algorithm Age, PEW REP. (Feb. 9, 
2017), http://www.pewinternet.org/2017/02/08/code-dependent-pros-and-cons-of-the-algorithm-age/ [http://perma.cc/MCQ8-
APDG] (summarizing examples of the risks of using algorithms broadly).

9   See, e.g., Nicholas Diakopoulos, We Need To Know the Algorithms the Government Uses To Make Important Decisions 
About Us, CONVERSATION (May 23, 2016), http://theconversation.com/we-need-to-know-the-algorithms-the-government-uses-
to-make-important-decisions-about-us-57869 [http://perma.cc/N522-46V4] (reporting on open records requests to fifty states on 
their use of algorithms in criminal justice, of which nine "based their refusal to disclose details about their criminal justice 
algorithms on the claim that the information was really owned by a company"); Tonia Hill,Jamie Kalven Joins Other Chicago 
Journalists in Lawsuit Against CPD, HYDE PARK HERALD (June 7, 2017), http://hpherald.com/2017/06/07/jamie-kalven-joins-
chicago-journalists-lawsuit-cpd/ [http://perma.cc/RPM7-LV3K] (describing journalists suing the Chicago Police Department for 
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Freedom of Information Act (FOIA),   14 as well as under many state laws, but not all.   15 We sought records 
including correspondence, contracts, software, training materials, existing and planned validation studies, and other 
documentation. Although our focus was local and state government, we suspect our findings are generalizable to 
other governmental entities working with private vendors.

We conclude from the results of those requests and associated investigation that there are three principal 
impediments to making government use of big data prediction transparent: (1) the absence of appropriate record 
generation practices around algorithmic processes; (2) insufficient government insistence on appropriate disclosure 
practices; and (3) the assertion of trade secrecy or other confidential privileges by government contractors. In this 
article, we investigate each of these impediments, and suggest policies and practices to lower them. If these 
problems were addressed, we suspect that in some cases, there would be yet another impediment to real 
transparency: the use of algorithms that are highly dynamic or that use modeling which makes them difficult to 
interpret even when records are revealed. We save this issue for another day.

In Part I of this Article, we introduce basic concepts such as clinical judgment, actuarial judgment, and predictive 
algorithms; trace the development of smart city algorithmic governance; and survey the promise and perils of 
governing by algorithm. In Part II, we develop the concept of "meaningful transparency" regarding predictive 
algorithms. That involves exploring what the public needs to know about the politics embedded in these programs, 
and about their utility, fairness, and impact on governmental capacity. Part III describes the open records requests 
we submitted to various jurisdictions about their deployment of predictive algorithms, and the responses we 
received. Part IV identifies obstacles to greater transparency with respect to algorithmic processes. Part V suggests 
mitigation techniques to maximize algorithmic transparency, and presents eight principal types of information 
 [*111]  that records concerning publicly implemented algorithms should contain. Part VI concludes.

I. THE PROMISE AND PERILS OF ALGORITHMIC GOVERNANCE

withholding information about an algorithm that produces a Strategic Subject List, known as a "heat list," predicting people 
allegedly likely to be involved in gun violence).

10   See, e.g., 23 Principles for Beneficial Artificial Intelligence, FUTURE LIFE INST., (Jan. 17, 2017), http://futureoflife.org/ai-
principles/ [http://perma.cc/THU7-CPGM] (noting that more than 1,600 signatories, including Steven Hawking, Elon Musk, and AI 
researchers, called for "Failure Transparency" showing why an AI system might have caused harm and "Judicial Transparency" 
providing a satisfactory explanation auditable by a competent human authority of any judicial decision).

11   About Us, MUCKROCK, http://www.muckrock.com/about/ [http://perma.cc/L8SV-TYDL]. In one case (Allegheny County Child 
and Family Services), we filed the requests separately, not using the platform.

12  Our project page on MuckRock can be found at Uncovering Algorithms, MUCKROCK, 
http://www.muckrock.com/project/uncovering-algorithms-84/ [http://perma.cc/HNW2-ZSUA]. That page links to our requests and 
most of the documents provided in response to our requests. (Some governments provided links to files on their servers, rather 
than uploading the documents to MuckRock.) Some of our requests were initially routed to the wrong agencies; we are not 
counting those in the numbers we provide in the text, but they are included on the MuckRock project page.

13   See, e.g., FLA. STAT. § 119.011(12) (2017) (providing that a "public record" open for inspection "means all documents, 
papers, letters, maps, books, tapes, photographs, films, sound recordings, data processing software, or other material, 
regardless of the physical form, characteristics, or means of transmission, made or received pursuant to law or ordinance or in 
connection with the transaction of official business by any agency").

14   See generally Katherine Fink, Opening the Government's Black Boxes: Freedom of Information and Algorithmic 
Accountability, INFO. COMM. & SOC'Y (2017) (discussing research on federal agency responses to FOIA requests for source 
code).

15   Compare  ARK. CODE ANN. § 25-19-103(5)(B) (providing that the definition of a "public record" does not include "software 
acquired by purchase, lease, or license."), with  FLA. STAT. § 119.011(1) (providing that "[d]ata processing software" is included 
in the definition of a "public record."). See generally infra notes 113-117 (providing examples of state open records law 
coverage).
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A. From Clinical Prediction to Smart City Algorithmic Governance

Algorithmic governance is made possible by vast increases in computing power and networking, which enable the 
collection, storage, and analysis of large amounts of data. Cities seek to harness that data to rationalize and 
automate the operation of public services and infrastructure, such as health services, public safety, criminal justice, 
education, transportation, and energy.  16 The limitations of local government make private contractors central to 
this process, giving rise to accountability problems characteristic of policy outsourcing. This movement from public 
need to private technology support has its origins in the preference for "actuarial" over "clinical" prediction.

1. Clinical Versus Actuarial Prediction and Judgment

Government officials who allocate public resources and deploy coercive police power often use what has been 
called "clinical prediction" to make their decisions.   17 From training, apprenticeship, and experience, those officials 
develop a sense of how people behave and what consequences an administrative decision is likely to have. A 
seasoned caseworker has a sense of whether a child is likely to be mistreated in a household. A judge predicts 
whether a prisoner will commit another crime if paroled. And a public college admissions officer can roughly predict 
what kind of scholarship offer will prompt an admitted  [*112]  student to enroll. Clinical prediction, or clinical 
judgment, cannot be fully formalized or articulated, as it is based on applying the accumulated wisdom of an 
individual to a particular situation, informed by an open-ended inquiry into relevant circumstances.

Clinical prediction stands in contrast to actuarial prediction, which has also been called mechanical, statistical, or 
algorithmic prediction or judgment.   18 An actuarial approach analyzes data about subjects to discover correlations 
between features or characteristics and outcomes. It is decidedly not open-ended. Analysis of data about parolees, 
for example, could hypothetically reveal that those between the ages of twenty and thirty were arrested twice as 
often while on parole as those between ages fifty and sixty. The data definitions, methods of analysis, and 
correlations of actuarial prediction can be formalized and articulated, unlike those of clinical prediction. The resulting 
predictions or judgments, however, are never based on all the circumstances of a particular situation, because 
actuarial analysis always operates with a finite number of data fields.   19 For example, while the age, sex, and 
criminal history of a criminal defendant may be considered, the quality of her familial relationships and community 
connections may not be.

Actuarial judgment has been around for a long time. The first life insurance company to sell policies based on 
actuarial tables was founded in London in 1762.  20 Ninety years ago, in 1928, Ernest Burgess created a formula for 

16   See Hafedh Chourabi et al., Understanding Smart Cities: An Integrative Framework, in PROC. 2012 45TH HAW. INT'L 
CONF. ON SYS. SCI. (HICSS 2012), http://dx.doi.org/10.1109/HICSS.2012.615 [http://perma.cc/K5GS-66N5] (describing and 
synthesizing various conceptions of the smart city); Lilian Edwards,Privacy, Security and Data Protection in Smart Cities: A 
Critical EU Law Perspective, 2 EUR. DATA PROTECTION L. REV. 28, (2016); see also Nils Walravens & Pieter Ballon, Platform 
Business Models for Smart Cities: From Control and Value to Governance and Public Value, 51 IEEE COMM. MAG. 72 (2013) 
(discussing the role of mobile technologies in addressing urban problems); Ellen P. Goodman, "Smart Cities" Meet "Anchor 
Institutions": The Case for Broadband and the Public Library, 41 FORDHAM URB. L.J. 1665 (2015).

17   See, e.g., PAUL E. MEEHL, CLINICAL VERSUS STATISTICAL PREDICTION: A THEORETICAL ANALYSIS AND A 
REVIEW OF THE EVIDENCE (1954); Theodore R. Sarbin, A Contribution to the Study of Actuarial and Individual Methods of 
Prediction, 48 AM. J. SOC. 593 (1943).

18   See William M. Grove et al., Clinical Versus Mechanical Prediction: A Meta- Analysis, 2000 PSYCHOL. ASSESSMENT 19; 
Jack Sawyer, Measurement and Prediction, Clinical and Statistical, 66 PSYCHOL. BULL. 178 (1966).

19  On the correlation between clinical judgment and particularism, and between actuarial judgment and generalization, see 
FREDERICK SCHAUER, PROFILES, PROBABILITIES, AND STEREOTYPES 19-22 (2003).

20   See MAURICE EDWARD OGBORN, EQUITABLE ASSURANCES: THE STORY OF LIFE ASSURANCE IN THE 
EXPERIENCE OF THE EQUITABLE LIFE ASSURANCE SOCIETY, 1762-1962, at 39 (1962).
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predicting recidivism among parolees, based on statistical analysis of 21 factors  21 --a formula that a later review 
determined to be more accurate than clinical prognoses of prison psychiatrists.  22 Over sixty years ago, the use of 
actuarial prediction was widespread enough that Paul Meehl published a famous book contrasting clinical and 
 [*113]  statistical prediction.  23 And of course governments have long been applying, in piecemeal form at least, 
more formal statistical methods alongside informal clinical judgment, as they consider matters such as the degree 
to which certain safety improvements would likely reduce traffic deaths, or the likely change in demand for electricity 
in a community over some period in the future. Yet the application of actuarial judgment in government (as well as 
in business) has recently picked up tremendous momentum, thanks to the accumulation of large datasets for 
analysis and advances in computing power and machine learning theory that have enabled much more complex 
analysis of those datasets.

2. Predictive Algorithms and Machine Learning

In the era of big data, actuarial judgment is implemented through the creation and use of predictive algorithms. 
Predictive algorithms are constructed through analysis of large datasets to reveal correlations between various 
features (of a person, circumstance, or activity) and desired or objectionable outcomes.  24 Typically, that analysis 
is performed with the assistance of machine learning processes, processes in which computers may test thousands 
or millions of complex correlations to see which best fits the data. Machine learning processes are powerful--they 
comb through a very large number of possibilities--and relatively objective--the computer has no idea whether a 
particular variable represents a feature that a person might consider irrelevant, like shoe size, or sensitive, like race, 
but simply tests the strength of any correlation between that variable and the variable representing the outcome. 
The set of correlations with the best fit becomes a model that will estimate the likelihood of future behavior or 
events (the output) when given relevant facts (the input).  25 An algorithmic process will therefore typically involve 
(1) the construction of a model to achieve some goal, based on analysis of collected historical data; (2) the coding 
of an algorithm that implements this model; (3) collection of data about subjects to provide inputs for the algorithm; 
(4) application of the prescribed algorithmic operations on the input data; and (5) outputs in the form of  [*114]  
predictions or recommendations based on the chain of data analysis.  26

3. Algorithmic Governance and Smart Cities

21   See Ernest W. Burgess, Factors Determining Success or Failure on Parole, in ANDREW A. BRUCE ET AL., THE 
WORKINGS OF THE INDETERMINATE SENTENCE LAW AND THE PAROLE SYSTEM IN ILLINOIS 205 (1928); see also 
BERNARD E. HARCOURT, AGAINST PREDICTION: PROFILING, POLICING AND PUNISHING IN AN ACTUARIAL AGE 47-
76 (2007) (discussing Burgess's work and its significance); Karl F. Schuessler, Parole Prediction: Its History and Status, 45 J. 
CRIM. L. & CRIMINOLOGY 425 (1955) (discussing the history of statistical prediction in relation to parole decisions, including 
Burgess's work).

22   See Daniel Glaser, A Reconsideration of some Parole Prediction Factors, 19 AM. SOC. REV. 335 (1954).

23   See MEEHL, supra note 17.

24  EXEC. OFFICE OF THE PRESIDENT, BIG DATA: A REPORT ON ALGORITHMIC SYSTEMS, OPPORTUNITY, AND CIVIL 
RIGHTS, 8 (May 2016) (describing machine learning as the "science of getting computers to act without being explicitly 
programmed" (quoting Andrew Ng, Coursera Machine Learning Course, STAN. U. 2016)).

25  Robin K. Hill, What an Algorithm Is, 29 PHIL. & TECH. 35 (2015).

26  See Tal Zarsky, Transparent Predictions, 2013 U. ILL. L. REV. 1503, 1517-20; Gillespie, supra note 6, at 167; Joshua A. Kroll 
et al., Accountable Algorithms, 165 U. PA. L. REV. 633, 640 n.14 (2017).
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Use of big data and predictive algorithms is a form of governance--that is, a way for authorities to manage individual 
behavior and allocate resources.   27 Implementation of algorithms at the local level is part of a broader move 
towards data-driven decision making, and must be understood in the context of the "smart city" agenda.

In the twenty-first century, cities and counties have increasingly turned to "digital hardware and software, producing 
massive amounts of data about urban processes."   28 At first, the integration of digital technologies into 
governance involved rudimentary e-government initiatives and digitizing governmental resources.   29 In the past 
half-decade, local governments have deployed more extensive analytics and begun to exploit sensor networks, 
ubiquitous communications, and computing.   30 All of this work--the collection, analysis, and use of data--requires 
technical know-how and infrastructure that most governments lack. Cities are being asked to handle more with 
fewer resources as they transition to data-based governance. Private technology companies provide "solutions" 
which can be difficult for city managers to assess.

Local government depends on public-private partnerships to develop the analytics necessary for "smart" urban 
systems.   31 Controversially, private entities have been at the leading edge of the entire smart city movement.   32 
Indeed, IBM registered the  [*115]  phrase "smarter cities" as a trademark as part of its campaign to market 
technology-driven urban management.   33 Cisco has been similarly active.   34 Sidewalk Labs, a subsidiary of 
Alphabet (which owns Google), is redeveloping the Toronto waterfront.   35 The governance of this smart waterfront 
district will be equally split between Sidewalk Labs and the government agency, Waterfront Toronto.   36

B. Promises and Perils

There is both good and bad in smart city reliance on private technology companies, as well as in governmental 
deployment of actuarial judgment through algorithmic processes more generally.

On the good side, algorithmically informed decision making promises increased efficacy and fairness in the delivery 
of government services. As has been demonstrated in medicine, actuarial prediction is sometimes measurably 
better than clinical prediction: formalized analysis of datasets can result in better assessments of risk than informal 

27  Marijn Janssen & George Kuk, The Challenges and Limits of Big Data Algorithms in Technocratic Governance, GOV'T INFO. 
Q. 33, 371-77 (2016) (discussing how algorithms and big data become a form of governance, often impervious to interrogation 
or explanation).

28  Alan Wiig & Elvin Wyly, Introduction: Thinking Through the Politics of the Smart City, 37 URB. GEOGRAPHY 485, 488 
(2016); see also Rob Kitchin, The Real-Time City? Big Data and Smart Urbanism, 79 GEOJOURNAL 1 (2014).

29   See generally STEPHEN GOLDSMITH & SUSAN CRAWFORD, THE RESPONSIVE CITY: ENGAGING COMMUNITIES 
THROUGH DATA-SMART GOVERNANCE (2014) (tracing the stages of integration of digital technology into governance).

30   See generally ANTHONY M. TOWNSEND, SMART CITIES: BIG DATA, CIVIC HACKERS, AND THE QUEST FOR A NEW 
UTOPIA (2013).

31   See, e.g., Alberto Vanolo, Smartmentality: The Smart City as Disciplinary Strategy, 51 URB. STUD. 883 (2013) (describing 
the centrality of public-private partnership to the smart city vision and implementation).

32   See Janine S. Hiller & Jordan M. Blanke, Smart Cities, Big Data, and the Resilience of Privacy, 68 HASTINGS L.J. 309 
(2017) (describing the corporate framing of smart cities).

33   See SMARTER CITIES, Registration No. 4,033,245; Ola Söderström et al., Smart Cities as Corporate Storytelling, 18 CITY 
307 (2014); see also Alan Wiig, IBM's Smart City as Techno-Utopian Policy Mobility, 19 CITY 158 (2015) (exploring the utopian 
rhetoric and extravagant promises of early IBM smart city initiatives); Alan Wiig, The Empty Rhetoric of the Smart City: From 
Digital Inclusion to Economic Promotion in Philadelphia, 37 URB. GEOGRAPHY 535, 540 (2016) (explaining that IBM's Smarter 
Cities Challenge offered cities partnerships with corporate "consultants and technology specialists [that] will help municipalities 
analyze and prioritize their needs, review strengths and weaknesses, and learn from the successful strategies used by other 
cities").
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professional hunches developed over years of experience in practice.   37 Data analysis can surface patterns not 
previously noticed or not precisely quantified. For example, systematic tracking of Yelp restaurant reviews can 
inform city health inspectors about food-borne illnesses emerging from the restaurants in their jurisdictions.   38 
Integrating data across siloed administrative domains, such as  [*116]  education and human services, and then 
using that data to prioritize families in need of government help, can improve social service delivery.   39

Algorithmically informed decision making can also help government officials avoid the biases, explicit or implicit, 
that may creep into less formal, "hunch"-based decision making.   40 For example, members of a parole board who 
simply interview a prisoner to make parole decisions may be overly focused on the severity of the crime, on whether 
the prisoner displays remorse, or on cultural or ethnic generalizations. By contrast, the systematic use of data 
analytics can identify characteristics that have a significant correlation with recidivism and evaluate the strength of 
those correlations, either separately or in combination. Those correlations can then be encoded into an algorithm 
that estimates the risk of recidivism when fed input information about the prisoner.   41 While constructing an 
algorithm, government officials can explicitly decide to exclude sensitive attributes such as race, ethnicity or 
religion, as well as categories of data that serve as proxies for those sensitive attributes, from consideration if they 
conclude that such consideration would be unfair.

At the same time, predictive algorithms are hardly infallible and pose special risks, especially when substantially 
controlled by private partners. When improperly developed or implemented, predictive algorithms can turn out to be 
less accurate than the clinical judgment of government officials, and they can formalize and mask biases embedded 
in the data on which they are trained. Moreover, as we will discuss below, algorithms may enact policy judgments 
that diverge from the preferences of the electorate or its elected representatives.

The involvement of private vendors in algorithmic design leads to another set of dangers, including opacity, public 
disempowerment, and loss of accountability. Public officials who have ceded the development of predictive 
algorithms to private vendors may not participate in and may be unaware of the policy decisions that are 
incorporated into those algorithms. Public employees who use the output of a predictive algorithm to inform their 
decisions may not understand the design and limitations  [*117]  of the algorithm, and may not be able to determine 
whether it has taken into account factors that they would consider relevant. Even if they were capable of 

34  Gordon Falconer & Shane Mitchell, Smart City Framework: A Systematic Process of Enabling Smart + Connected 
Communities, CISCO (2012), http://www.cisco.com/c/dam/en_us/about/ac79/docs/ps/motm/Smart-City-Framework.pdf 
[http://perma.cc/D3ZA-K8NC]. 

35   Innovation and Funding Partner Framework Agreement: Summary of Key Terms for Public Disclosure, SIDEWALK 
TORONTO (Nov. 1, 2017), http://sidewalktoronto.ca/wp-content/uploads/2017/10/Waterfront-Toronto-Agreement-Summary.pdf 
[http://perma.cc/6JAL-HEQ4]. 

36   Id.

37   See, e.g., Grove et al., supra note 18.

38   See Edward L. Glaeser et al., Big Data and Big Cities: The Promises and Limitations of Improved Measures of Urban Life 
(Harv. Bus. Sch. NOM Unit, Working Paper No. 16-065, 2015), http://dash.harvard.edu/bitstream/handle/1/24009688/16-
065.pdf?sequence=1 [http://perma.cc/QB2R-CFLG]. 

39   See, e.g., Erika M. Kitzmiller, IDS Case Study: Allegheny County, ACTIONABLE INTELLIGENCE FOR SOC. POL'Y (May 
2014) (analyzing how Allegheny County, Pennsylvania has used data analytics to improve its human service agency's 
responsiveness).

40   See Daniel Castro, Data Detractors Are Wrong: The Rise of Algorithms is a Cause for Hope and Optimism, CTR. FOR DATA 
INNOVATION (2016), http://www.datainnovation.org/2016/10/data-detractors-are-wrong-the-rise-of-algorithms-is-a-cause-for-
hope-and-optimism/ [http://perma.cc/YBS8-74P3]. 

41  On the Arnold Foundation's PSA-Court algorithms, concerning which we filed open records requests, see text accompanying 
notes 123-136.
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interrogating the algorithm, they may be halted by vendor-drafted contracts that give the vendor control or 
ownership of the data and analytics.   42

Private participation in public administration through algorithmic governance raises concerns that data will be used 
to hurt citizens and weaken public authority. "Policing, surveillance, crowd control, emergency response, are all 
historically state functions, and citizens might expect the very sensitive data involved to be held by the state. Yet the 
likelihood in a . . . city [built on public-private partnerships] is that the data finds itself . . . in private control."   43 
According to the digital chief of Barcelona, a leader in smart city technologies, cities can "end up with a black-box 
operating system where the city itself loses control of critical information and data that should be used to make 
better decisions."   44 The risk is that the corporation controlling the data and analytics occupies the command 
center of urban governance while the democratically accountable officials, unable to control the data, move to the 
periphery.   45

A related concern is that, through these partnerships, private vendors come to lock governments into proprietary 
systems. Some smart city commentators warn that "smart" projects are simply vehicles to sell municipalities 
comprehensive data management systems owned and managed by the vendor.   46   [*118]  Service contracts can 
make governments dependent on the technology provider for upgrades and ongoing development, locking the 
government into proprietary technologies whose costs and pace of innovation they cannot control. Lock-in may 
extend beyond technical systems to the physical infrastructure in which they are embedded. For example, the 
Alphabet subsidiary Sidewalk Labs is partnering with Waterfront Toronto to build from scratch "holistically" a mini-
city of 800 acres as "a place that is enhanced by digital technology and data."   47 It is probable that Sidewalk Labs 
will gather data and use city data to make algorithmic predictions about desirable waterfront activity.   48 It is unclear 

42   See, e.g., Memorandum of Understanding Between the Laura and John Arnold Foundation and the Superior Court of 
California, County of San Francisco 3 (Aug. 4, 2015), http://www.muckrock.com/foi/san-francisco-city-and-county-3061/san-
francisco-public-safety-assessment-court-30096/#file-113830 [http://perma.cc/73QC-QLX9]; see also Angwin et al., supra note 7 
(describing the COMPAS contract).

43  Edwards, supra note 16, at 33.

44  David Meyer, How One European Smart City is Giving Back Power to its Citizens, ALPHR (July 10, 2017), 
http://www.alphr.com/technology/1006261/how-one-european-smart-city-is-giving-power-back-to-its-citizens 
[http://perma.cc/FM7D-YVX9] (quoting Francesca Bria, digital chief of Barcelona). Another problem is that "the business model is 
creating dependence on very few providers."Id. This lock-in of city services to particular private vendors could "be extended to 
the entire urban infrastructure of the city. We're talking about transportation, better waste management, even water, energy, 
distributed green infrastructure. It's a big problem for a public administration, losing control of the management of the 
infrastructure." Id.

45  Christine Richter & Linnet Taylor, Big Data and Urban Governance, in BIG DATA AND URBAN GOVERNANCE 175, 180 (J. 
Gupta et al. eds., 2015) ("The increasing influence of corporations over the creation of the smart city environment potentially 
places corporations at the centre of democratic urban processes."); see also Kitchin, Thinking Critically, supra note 6.

46   See, e.g., ADAM GREENFIELD, AGAINST THE SMART CITY (2013); Donald McNeill, Global Firms and Smart 
Technologies: IBM and the Reduction of Cities, 40 TRANSACTIONS INST. BRIT. GEOGRAPHERS 562 (2015); Wiig, The 
Empty Rhetoric of the Smart City, supra note 33, at 535 ("[T]he smart city acts as a data-driven logic urban change where 
widespread benefit to a city and its residents is proposed, masking the utility of these policies to further entrepreneurial 
economic development strategies.").

47  Darrell Etherington, Alphabet's Sidewalk Labs To Turn Toronto into a Model Smart City, TechCrunch (Oct. 17, 2017), 
http://techcrunch.com/2017/10/17/alphabets-sidewalk-labs-to-turn-toronto-area-into-a-model-smart-city/ [http://perma.cc/2BTE-
ZSFY]. 

48  Laura Bliss, When a Tech Giant Plays Waterfront Developer, CITYLAB (Jan. 9, 2018), 
http://www.citylab.com/design/2018/01/when-a-tech-giant-plays-waterfront-developer/549590/ [http://perma.cc/6LKW-FTE9] 
(proposing a "digital layer" that will tie together and manage physical infrastructure and interactions between the infrastructure, 
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what ownership or access the public will have to the data or related analytics, how the physical infrastructure will be 
governed, or whether public entities will be able to take control of the informational and physical assets should they 
wish to end the relationship with the private company.

II. DEFINING MEANINGFUL TRANSPARENCY: WHAT THE PUBLIC NEEDS TO KNOW

As artificial intelligence and algorithmic prediction come quickly to penetrate local governance, it would be desirable 
for the public to know what policy judgments the algorithms reflect and how well they perform in achieving the 
objectives set for them. This Part identifies the components of meaningful transparency in light of how an algorithm 
operates. Part V operationalizes the idea of meaningful transparency through specific disclosure practices that we 
recommend for public predictive algorithms.

A. What Are the Algorithm's Politics?

 [*119]  Algorithmic governance has a politics. Judgments are encoded in the algorithmic process at all stages.   49 
These are judgments that at some level the public should know and speak to. However, algorithms positioned 
merely as the means to scientific truth can conceal the values embedded in the underlying models.   50 Moreover, 
when private vendors control algorithmic governance, the politics of algorithms recede behind private hedges. The 
idea that algorithms are a science without politics can obscure the stakes of their private control that are clearer in 
other areas of privatization, such as schools and prisons.

As Harry Surden notes, a predictive algorithm's recommendation "actually masks an underlying series of subjective 
judgments on the part of the system designers about what data to use, include or exclude, how to weight the data, 
and what information to emphasize or deemphasize."   51 There will be tradeoffs in implementing any policy goal. 
For example, even when implementing a goal as uncontroversial as reducing traffic wait time, a policymaker has to 
consider what risk to pedestrian safety is permissible in the service of traffic flow, and how to factor in the reduction 
of tailpipe emissions. The general directive to reduce wait times does not dictate what those tradeoffs should be. 
Indeed, some choices may not even have occurred to policymakers, but surface only when the engineers come to 
design the algorithms and are left to resolve the tradeoffs.

A growing literature identifies the social, political, and ethical dimensions of algorithms.   52 We address specific 
contextualized problems in Part III. For now, it is enough to  [*120]  highlight by way of example one especially 
important manifestation of an algorithm's politics: how a classification algorithm deals with false positives and false 
negatives. Take an algorithm that classifies objects in a train station as suspicious or not. Programmers must 
formalize the balance between the risk of false alarms and the risk of missing a dangerous object. In statistics, false 

city services, and people);cf. SIDEWALK LABS, Project Vision (Oct. 17, 2017), http://sidewalktoronto.ca/wp-
content/uploads/2017/10/Sidewalk-Labs-Vision-Sections-of-RFP-Submission.pdf. 

49  Mittelstadt et al., The Ethics of Algorithms: Mapping the Debate, July-Dec. 2016 BIG DATA & SOC'Y 1, 1 ("Operational 
parameters are specified by developers and configured by users with desired outcomes in mind that privilege some values and 
interests over others.").

50   See Rob Kitchin, Reframing, Reimagining and Remaking Smart Cities: The Programmable City 4 (Open Sci. Framework, 
Working Paper No. 20, 2016) (summarizing smart city critiques).

51  Harry Surden, Values Embedded in Legal Artificial Intelligence 5 (Univ. Colo. Law Legal Studies, Research Paper No 17-17, 
Oct. 18, 2017), http://ssrn.com/abstract=2932333 [http://perma.cc/3RUC-54PP]. 

52   See Diakopoulos, supra note 6, at 400 (discussing the value choices embedded in data prioritization, classification, 
association, and filtering); see also EXEC. OFFICE OF THE PRESIDENT NAT'L SCI. & TECH. COUNCIL COMM. ON TECH., 
PREPARING FOR THE FUTURE OF ARTIFICIAL INTELLIGENCE (2016), 
http://obamawhitehouse.archives.gov/sites/default/files/whitehouse_files/microsites/ostp/NSTC/preparing_for_the_future_of_ai.p
df [http://perma.cc/TZ2W-PJT7]; Bryce Goodman & Seth Flaxman,EU Regulations on Algorithmic Decision-Making and a "Right 
to Explanation," ARXIV (2016), http://arxiv.org/pdf/1606.08813.pdf [http://perma.cc/4GDRXQ5P]; Felicitas Kraemer et al.,Is 
There an Ethics of Algorithms?, 13 ETHICS & INFO. TECH. 251 (2011).
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positives are commonly known as "Type I Errors," and false negatives are known as "Type II Errors." Programmers 
must "tune" the algorithm to favor one kind of error over the other, or to treat them the same.   53 Nick Diakopoulos 
observes that algorithmic tuning "can privilege different stakeholders in a decision, implying an essential value 
judgment by the designer of such an algorithm in terms of how false positive and false negative errors are 
balanced."   54

One of the few algorithms for which this tuning was revealed is Philadelphia's Adult Probation and Parole 
Department's risk prediction algorithm for violent recidivism among probationers. The tool predicts the likelihood of 
a probationer committing a violent crime within two years of release, and classifies the population as high, medium, 
and low risk. The algorithm was constructed by treating historical false negatives as 2.6 times more costly than 
false positives.   55 Criminologist and statistician Richard Berk, who consulted on the program, estimates that 
between 29% and 38% of predictions end up being wrong--an error rate justified by a policy that it is "much more 
dangerous to release Darth Vader than it is to incarcerate Luke Skywalker."   56 It turned out, however, that 
overclassifying probationers as high risk was problematic because they received more expensive services designed 
to smooth re-entry. The city went back to Berk and asked him to recalibrate the algorithm to reduce the size of the 
high-risk category. According to another  [*121]  project participant, the model was intentionally made less accurate 
"to make sure it produces the right kind of error when it does."   57

The choice to privilege one type of error over another is one of dozens or hundreds of decisions that will inform the 
construction of a predictive algorithm. Some of these will be trivial and some consequential. Some will implement 
publicly stated policy objectives while others will have been left to programmers without policy direction. Cary 
Coglianese and David Lehr recognize that "[f]or agencies not accustomed to making moral valuations through any 
kind of formal process, let alone one that assigns them numbers, machine-learning algorithms will necessitate 
addressing questions of organizational and democratic decision making."   58

B. Does the Algorithm Perform?

Whatever the hidden policy choices an algorithm encodes, a government will presumably have a high-level explicit 
policy objective for a predictive algorithm--whether it is to reduce traffic wait time or to minimize recidivism among 
parolees. The public should be able to assess algorithmic performance in achieving the stated goals. This is a 
relatively simple question of utility as assessed by statistical performance in fitting the data to the desired outcome.

Even here, of course, there are a variety of measures of performance, and it is important to understand what each 
measure represents. For example, one popular measure used for predictive algorithms is the area under the 

53   See Daniel Neyland & Norma Mollers, Algorithmic IF . . . THEN Rules and the Conditions and Consequences of Power, 20 
INFO. COMM. & SOC'Y 45 (2016) (discussing algorithms that make just this kind of classification).

54  Diakopolous, supra note 6, at 401; see also Matthias Spielkamp, Inspecting Algorithms for Bias, MIT TECH. REV. (June 12, 
2017), http://www.technologyreview.com/s/607955/inspecting-algorithms-for-bias/ [http://perma.cc/K243-2DH2] (arguing that a 
sentencing algorithm can treat disparate groups "fairly" with respect to true positives (recidivism), but not with respect to false 
negatives (predicted recidivism that does not occur)).

55  Nancy Ritter, Predicting Recidivism Risk: New Tool in Philadelphia Shows Great Promise, 271 NAT'L INST. JUST. (2013), 
http://www.nij.gov/journals/271/pages/predicting-recidivism.aspx [http://perma.cc/J9SA-88LV]. 

56  Joshua Brustein, This Guy Trains Computers to Find Future Criminals, BLOOMBERG TECH. (July 18, 2016), 
http://www.bloomberg.com/features/2016-richard-berk-future-crime/ [http://perma.cc/46L5-4DMU]. See generally RICHARD A. 
BERK, STATISTICAL LEARNING FROM A REGRESSION PERSPECTIVE 13, 139-45 (2008) (discussing scoring of different 
kinds of errors in machine learning algorithms).

57   Id. (quoting Geoffrey Barnes).

58  Cary Coglianese & David Lehr, Regulating by Robot: Administrative Decision Making in the Machine-Learning Era, 105 GEO. 
L.J. 1147, 1218 (2017).
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receiver operating characteristic (ROC) curve. In a single number between 0.5 and 1, it provides an assessment of 
how much better an algorithm is than a random assignment of cases at avoiding both false positives and false 
negatives. However, it has some limitations--it can only be applied when the output of the algorithm is a score that 
ranks subjects from least to most likely to be associated with some outcome--and it provides only one perspective 
on the relative success of the algorithm. Other measures may focus on other aspects of performance. For example, 
"goodness of fit" tests may reveal that although a model is quite good overall at predicting the risk of an outcome, 
its predictions that subjects are among the riskiest ten percent are significantly less accurate than its predictions 
that subjects are among the least risky ten  [*122]  percent.   59 In other words, there are many ways to measure 
accuracy, with more coming down the pike.   60 One cannot understand claims about performance without knowing 
how it is being measured.

There are many reasons an algorithm could be ineffective.   61 It could be trained on bad data inputs (garbage in, 
garbage out).   62 Errors may also result from faulty inductive reasoning, data selection, and factor weighting.   63 
Another point of failure in the broader algorithmic process may be at the implementation phase. Unless the 
algorithmic prediction is self-executing, human beings have to understand the prediction in order to choose how 
much weight to give it in the decision-making process. In the municipal context, government workers will often be 
responsible for selecting and inputting data as well. While validation studies can help to ensure that an algorithm is 
achieving the desired goal, cash-strapped governments may not require validation studies before or after 
implementation, or they may not be conducted properly. The results of validation studies, as well as information 
about their design, should all be subjected to public scrutiny to enable proper evaluation.

C. Is the Algorithm Fair?

 [*123]  An algorithm may perform well in terms of achieving desired outcomes, but come up short on equitable 
measures. There is a strong public interest in ensuring that predictive algorithms are designed and executed justly, 
especially when they impact individuals. Fairness concerns will generally matter much less to developers than the 
performance of an algorithm, and may not figure in an engineer's remit at all.   64

59   See, e.g., Alberto Maydeu-Olivares & C. Garcia-Forero, Goodness-of-Fit Testing, in INTERNATIONAL ENCYCLOPEDIA OF 
EDUCATION 190 (Penelope Peterson et al. eds., 3d ed. 2010).

60   See, e.g., DEAN ABBOTT, APPLIED PREDICTIVE ANALYTICS: PRINCIPLES AND TECHNIQUES FOR THE 
PROFESSIONAL DATA ANALYST 283-304 (2014); Ewout W. Steyerberg et al., Assessing the Performance of Prediction 
Models: A Framework for Some Traditional and Novel Measures, 21 EPIDEMIOLOGY 128 (2010); Mauno Vihinen, How To 
Evaluate Performance of Prediction Methods? Measures and Their Interpretation in Variation Effect Analysis, 13 BMC 
GENOMICS S2 (2012), http://doi.org/10.1186/1471-2164-13-S4-S2 [http://perma.cc/8Q73-GXYC]; Scott Fortmann-
Roe,Accurately Measuring Model Prediction Error (May 2012), http://scott.fortmann-roe.com/docs/MeasuringError.html 
[http://perma.cc/3YDK-QDMK]. 

61   See EXEC. OFFICE OF THE PRESIDENT, httphttpsupra note 24 (discussing poorly selected data; incomplete, incorrect or 
outdated data; selection bias; and unintentional perpetuation and promotion of historical biases).

62   Garbage In, Garbage Out, WIKIPEDIA, http://en.wikipedia.org/wiki/Garbage_in,_garbage_out [http://perma.cc/M8CV-P7U8] 
(explaining a computer science term expressing the informal rule that the quality of a computer's output is only as good as the 
quality of its input).

63   See Amended Summary Judgment Op., Hous. Fed'n of Teachers v. Hous. Indep. Sch. Dist., Civil Action No. H-14-1189, at 
*13 (S.D. Tex. May 4, 2017) (noting that an algorithmic score "might be erroneously calculated for any number of reasons 
ranging from data-entry mistakes to glitches in the computer code itself. Algorithms are human creations, and subject to error 
like any other human endeavor.").

64  Nick Seaver, Knowing Algorithms 2 (Feb. 2014) (unpublished manuscript), http://nickseaver.net/s/seaverMiT8.pdf 
[http://perma.cc/AB75-JY6M] (arguing that the policy implications of an algorithm are "strictly out of frame" for algorithm 
developers). This is a challenge computer science is beginning to explore.See, e.g., Michael Feldman et al., Certifying and 
Removing Disparate Impact, in PROC. 21ST ACM SIGKDD INT'L CONF. DISCOVERY & DATA MINING 259 (2015) (presenting 
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Government use of predictive algorithms poses an inherent challenge to traditional notions of fairness.   65 By their 
nature, predictive models are simplifications that cannot consider all possible relevant facts about subjects, and that 
therefore necessarily treat people as members of groups, not as individuals.   66 Generalizations, which may treat 
unlike cases alike, are inherent to this process. For sensitive decisions, particularly where individual liberty is at 
stake, decision makers like judges and social workers are expected to exercise human judgment over algorithmic 
predictions so that they may catch faulty predictions. In theory, the algorithmic edict is advisory only. In practice, 
decision makers place heavy reliance on the numbers, raising the stakes for their fairness.   67

The most-discussed algorithmic fairness question has been whether predictive algorithms are likely to introduce or 
perpetuate invidious discrimination on the basis of race, gender, or another protected characteristic.   68 Additional 
forms of discrimination are of concern, such as whether an algorithm incidentally disfavors (and therefore, 
disincentivizes) certain behaviors. For example, if use of the mental health system  [*124]  correlates with increased 
risk of child endangerment, then an algorithm might include mental health system use as a factor in its risk 
assessment. Use of the mental health system may or may not correlate with membership in a protected class. But 
an algorithm that penalizes those who seek mental health treatment raises fairness concerns, as well as larger 
welfare concerns if those who would be aided by mental health treatment choose not to seek it to avoid child 
welfare interventions.

Fairness and performance are sometimes correlated.   69 A classic example is facial recognition algorithms that 
were trained on the faces familiar to the engineers who built it, which were mostly white.   70 As a result, the 
programs were more likely to fail to identify or to misidentify dark-skinned human faces, which may make innocent 
dark-skinned people more likely to be misidentified as criminal suspects.   71 Retraining the algorithm using human 
faces of all skin colors would make it perform better overall, as well as reduce the disparity in accuracy between 
light- and dark-skinned human faces. When making an algorithm fairer would actually increase its utility, we can 
expect that rigorous analysis of performance will also lead to greater fairness.

a test for disparate impact in algorithmic processes and a method by which data might be made unbiased); Sorelle A. Friedler et 
al., On the (Im)possibility of Fairness (Sept. 23, 2016) (unpublished manuscript), http://arxiv.org/pdf/1609.07236.pdf 
[http://perma.cc/DQP4-PMWU]. 

65  Fairness itself is subject to different definitions; the definition selected will affect assessments of algorithmic fairness. See 
Friedler et al., supra note 64 (recommending that computer scientists make more explicit what notion of fairness they seek to 
represent in algorithms).

66   See, e.g., O'NEIL, supra note 6, at 20-23; Mittelstadt et al., supra note 49, at 8.

67   See generally John Danaher, The Threat of Algocracy: Reality, Resistance and Accommodation, 29 PHIL. & TECH. 245 
(2016) (raising concerns about deference to algorithmic output by human decision makers who cannot understand how the 
algorithms work).

68   See, e.g., O'NEIL, supra note 6; Barocas & Selbst, supra note 7; Joh, supra note 4; Pauline T. Kim, Data-Driven 
Discrimination at Work, 58 WM. & MARY L. REV. 857 (2017); Andrew D. Selbst, Disparate Impact in Big Data Policing, GA. L. 
REV. (forthcoming), http://ssrn.com/abstract=2819182 [http://perma.cc/KDT8-DXF5]. 

69   See, e.g., Tal Z. Zarsky, Understanding Discrimination in the Scored Society, 89 WASH. L. REV. 1375, 1383 (2014) ("[I]n 
many instances, discrimination might be inefficient and thus present an unsustainable business or social practice").

70   See Tess Townsend, Most Engineers Are White--And So Are the Faces They Use To Train Software, RECODE (Jan. 18, 
2017), http://www.recode.net/2017/1/18/14304964/data-facial-recognition-trouble-recognizing-black-white-faces-diversity 
[http://perma.cc/T5PL-XNLJ]. See generally Clare Garvie & Jonathan Frankle, Facial-Recognition Software Might Have a Racial 
Bias Problem, ATLANTIC (Apr. 7 2016), http://www.theatlantic.com/technology/archive/2016/04/the-underlying-bias-of-facial-
recognition-systems/476991/ [http://perma.cc/6K5Z-H3JM] (describing the racial biases of facial recognition algorithms).

71   See Garvie & Frankle, supra note 70.
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In some cases, however, there will be a trade-off between fairness and performance. Inclusion of an individual's 
group membership may enhance algorithmic utility if the observed correlations are not simply duplicative of other 
correlations in the data. Take the correlation that some data analysis has found between convicted felons from 
certain zip codes and higher rates of recidivism.   72 That correlation might not increase the  [*125]  predictive 
power of an algorithm if the algorithm were also using, say, employment history as a factor. Zip codes and 
employment history might turn out to be nearly co-variants, but with employment history as the better predictor. It 
might be the case that zip codes were only serving as a weak signal of future employment, due to geographic 
clustering of unemployment, and were therefore not improving on predictions that directly factored in employment 
history. Conversely, however, inclusion of zip code information might demonstrably increase the predictive power of 
an algorithm, pointing to some correlation that was not covered by any other included variable or characteristic.

However, due to residential segregation, zip codes are often proxies for race. Knowing this, agencies may choose 
to exclude zip codes as inputs to predictive algorithms even where they improve the algorithm's predictive power. 
They may conclude that skin color has no causal relation to the desired or undesired outcome and, therefore, that 
the predictive power must be rooted in some other co-variant. To use race, or its proxy, as a shortcut for whatever 
might actually have some causal relation would perpetuate "a history of purposeful unequal treatment"   73 based 
on "an immutable characteristic determined solely by the accident of birth."   74 In other words, if some marginal 
increase in accuracy is almost certainly accompanied by an increase in unfairness to a protected class, a public 
agency may choose fairness over accuracy.

Of course, in some situations, taking race into account may simply reinforce historical patterns of bias. Minority 
neighborhoods historically subject to more intensive policing will have higher arrest and re-arrest rates, and then be 
recommended by the algorithm for more policing, and so on.   75 A historical pattern of discriminatory treatment will 
thus cause higher observed crime rates in the zip codes that the algorithm predicts are at higher risk for criminal 
activity.

Jurisdictions have dealt with such fairness concerns in different ways. The Oakland Police Department decided not 
to use a predictive algorithm (PredPol) at all, having concluded that "officers would have been deployed to mostly 
lower-income minority neighborhoods where the previous drug crimes were  [*126]  recorded."   76 By contrast, 
cities like Philadelphia and Chicago are using predictive policing programs, but their vendor (Azavea, Inc., 
developers of HunchLab) has decided to deemphasize some arrest data, particularly data concerning drug-related 
and nuisance crimes, in creating its policing models, to avoid likely systemic bias.   77 Ultimately, unless a predictive 

72   See Angwin et al., supra note 7. But see William Dieterich et al., COMPAS Risk Scales: Demonstrating Accuracy Equity and 
Predictive Parity, NORTHPOINTE INC. RES. DEP'T (July 8, 2016), http://go.volarisgroup.com/rs/430-MBX-
989/images/ProPublica_Commentary_Final_070616.pdf [http://perma.cc/ND8Z-Y3GS]; Anthony W. Flores et al.,False Positives, 
False Negatives, and False Analyses: A Rejoinder to "Machine Bias: There's Software Used Across the Country to Predict 
Future Criminals. And it's Biased Against Blacks," COMMUNITY RESOURCES FOR JUST., http://www.crj.org/page/-
/publications/rejoinder7.11.pdf [http://perma.cc/624E-ZUE9]; Rhema Vaithianathan et al.,Developing Predictive Models to 
Support Child Maltreatment Hotline Screening Decisions: Allegheny County Methodology and Implementation, CTR. FOR SOC. 
DYNAMICS (Sept. 2016) (discussing zip codes and other proxies for race).

73   San Antonio Ind. Sch. Dist. v. Rodriguez, 411 U.S. 1, 28 (1973).

74   Frontiero v. Richardson, 411 U.S. 677, 686 (1973).

75   See O'NEIL, supra note 6, at 97-98.

76  Emily Thomas, Why Oakland Police Turned Down Predictive Policing, VICE (Dec. 28, 2016), 
http://motherboard.vice.com/read/minority-retort-why-oakland-police-turned-down-predictive-policing [http://perma.cc/KJH5-
DS93]. 

77   See A Citizen's Guide to HunchLab, HUNCHLAB 26 (July 11, 2017), 
http://robertbrauneis.net/algorithms/HunchLabACitizensGuide.pdf [http://perma.cc/NY6B-QNZD]. Azavea also recommends 
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algorithm is rendered sufficiently transparent, we will not know whether automated decision-making and risk 
prediction accords with our substantive commitments to fairness.   78

D. Does the Algorithm Enhance or Diminish Governmental Capacity?

There is a further danger that algorithmic governance, impervious to critical evaluation while also displacing human 
decision making, will hollow out the decision-making capacity of public servants. Contributing factors could include 
unwarranted deference to the algorithm, insufficient understanding of algorithmic processes, and atrophied 
competence to use human judgment.

Government officials may defer to algorithmic output even when it is erroneous, discriminatory, or framed in terms 
of categories that are too coarse or outcomes that are too narrow. When the "machine says so," it can be difficult 
for rushed and over-extended human decision makers to resist the edict. As Harry Surden notes, judges may "give 
more deference to computer-based recommendations, in contrast to comparable human-based assessments, given 
the aura of mechanistic objectivity surrounding computer-generated, analytics-based, analyses."   79 According to 
Michael Ananny, "algorithmic categories . . . signal certainty, discourage alternative explorations, and create 
coherence among disparate objects,"  [*127]  thereby reifying the algorithmic model's choices.   80 When 
algorithmic output is uninterpretable--when the decision path is not explained--government officials have no way of 
knowing whether and how the factors they are facing accord with the factors that produced the algorithmic 
recommendation. Suppose that the criminal defendant the algorithm is scoring has been blinded or has had a child. 
Might those facts justify deviating from the algorithm's risk prediction, or are they accounted for? If the algorithm is 
opaque, the government official cannot know how to integrate its reasoning with her own, and must either disregard 
it, or follow it blindly. Thus, as Christopher Church and Amanda Fairchild have said, "The reasoning behind an 
algorithm's prediction is critically important. The algorithm must not only be able to accurately identify the high risk 
cases . . . but must also be able to provide contextual reasoning for why certain cases are being flagged."   81

Over time, deference to algorithms may weaken the decisionmaking capacity of government officials along with 
their sense of engagement and agency. The "de-skilling" of human beings through automation has become a 
widely-studied phenomenon,   82 and it will undoubtedly spread to public administration. Ethicists have also 
examined how computer systems can undermine a person's sense of her own moral agency. When "human users 
are placed largely in mechanical roles, either mentally or physically," and "have little understanding of the larger 
purpose or meaning of their actions . . . human dignity is eroded and individuals may consider themselves to be 
largely unaccountable for the consequences of their computer use."   83 The same can be said more specifically 
about predictive algorithms and the government officials who use them. For example, police personnel who are 

introducing a small degree of randomness into the algorithm to make a "probabilistic selection of locations," for patrol, in part to 
counter bias.See id. at 10-11.

78  See Joanna Bryson, Three Very Different Sources of Bias in AI, and How To Fix Them, ADVENTURES IN NI (July 13, 2017), 
http://joanna-bryson.blogspot.co.uk/2017/07/three-very-different-sources-of-bias-in.html [http://perma.cc/2RXD-LZPG] ("The way 
to deal with [bias] is to insist on the right to explanation, on due process. All algorithms that affect people's lives should be 
subject to audit.").

79   See Surden, supra note 51, at 2; see also danah boyd & Kate Crawford, Critical Questions for Big Data, 15 INFO. COMM. 
SOC'Y 662 (2012) (identifying mistaken belief in objectivity as one of the pitfalls of reliance on big data analytics).

80  Ananny, supra note 6 at 103; see also Barocas & Selbst, supra note 7.

81  Christopher E. Church & Amanda J. Fairchild, In Search of a Silver Bullet: Child Welfare's Embrace of Predictive Analytics, 68 
JUV. & FAM. CT. J. 67, 78 (2017).

82   See, e.g., NICHOLAS CARR, THE GLASS CAGE: HOW OUR COMPUTERS ARE CHANGING US 106-112 (2014).

83  Batya Friedman & Peter H. Kahn, Jr., Human Agency and Responsible Computing: Implications for Computer System 
Design, 17 J. SYSTEMS SOFTWARE 9 (1992); see Helen Nissenbaum, Accountability in a Computerized Society, 2 SCI. & 
ENGINEERING ETHICS 25 (1996).
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instructed by algorithms exactly where and how to patrol may lose their own awareness of crime risks, and be 
unable to responsibly deviate from the algorithm's instructions.   84

 [*128]  The decision path an algorithmic process took to generate a recommendation should therefore ideally be 
disclosed to the government officials tasked with implementation. That disclosure would help government officials to 
feel responsibility for the decisions they make, and to cultivate skills appropriate to decision making in their fields. 
The public should be able to find out whether government officials have been trained in the logic and limitations of 
the algorithms they use, so that citizens can assess whether the algorithm may be eroding the skills, agency, and 
accountability of public officials.

E. Meaningful Transparency

It will be possible to assess a predictive algorithm's politics, performance, fairness, and relationship to governance 
only with significant transparency about how the algorithm works. Algorithmic opacity is a problem widely 
recognized and variously defined.   85 As a general matter   86 and with respect to public sector applications, 
commentators recognize the need for more transparency in the implementation of predictive algorithms.   87 So do 
courts presented with cases of first  [*129]  impression about the due process rights of individuals affected by 
algorithmic judgment to know the reasons why the machine "said so."   88

To be sure, there has always been risk of inefficacious or biased decision making by government agents. We 
cannot know if a judge deciding on pre-trial flight risk is properly considering risk factors. Why should automated 
reasoning be revealed to us when human reasoning was not? First, more transparency is better than less when it 
comes to decisions to use government force, deprive citizens of their liberty, or allocate public resources. The 
formalization of predictions in an algorithm may give us the opportunity to see the decision-making processes that 

84  On the "de-skilling" of police occasioned by computerized risk analysis, see RICHARD V. ERICSON & KEVIN D. 
HAGGERTY, POLICING THE RISK SOCIETY 447 (1997). On the dangers of "de-skilling, the erosion of professional discretion, 
and . . . a process of de-professionalization" stemming from use of algorithms by probation decision makers, see Gwen 
Robinson, Implementing OASys: Lessons from Research into LSI-R and ACE, 50 PROBATION J. 30, 33 (2003); and Diana 
Wendy M. Fitzgibbon, Risk Analysis and the New Practitioner: Myth or Reality?, 9 PUNISHMENT & SOC'Y 87, 90 (2007)

85  For an exploration and taxonomy of various kinds of algorithmic opacity, see Andrew D. Selbst & Salon Barocas, Regulating 
Inscrutable Systems (Mar. 20, 2017) (unpublished manuscript), http://www.werobot2017.com/wp-
content/uploads/2017/03/Selbst-and-Barocas-Regulating-Inscrutable-Systems-1.pdf [http://perma.cc/Y5FZ-E6SU]. 

86   See, e.g., Frank Pasquale, Restoring Transparency to Automated Authority, 9 J. TELECOMM. & HIGH TECH. L. 235 (2011); 
Julie Brill, Comm'r, Fed. Trade Comm., Scalable Approaches to Transparency and Accountability in Decisionmaking Algorithms: 
Remarks at the NYU Conference on Algorithms and Accountability (Feb. 28, 2015), 
http://www.ftc.gov/system/files/documents/public_statements/629681/150228nyualgorithms.pdf [http://perma.cc/39XN-YN42]; 
Nicholas Diakopoulos,Revealing Algorithms, ELECTRONIC PRIVACY INFO. CTR., http://epic.org/algorithmic-transparency/ 
[http://perma.cc/L3X8-XJ8C]; Ed Felten,Accountable Algorithms, FREEDOM TO TINKER (Sept. 12, 2012), http://freedom-to-
tinker.com/2012/09/12/accountable-algorithms/ [http://perma.cc/3SM8-N2TN];httphttphttphttp. But see Mike Ananny & Kate 
Crawford, Seeing Without Knowing: Limitations of the Transparency Ideal and its Application to Algorithmic Accountability, NEW 
MEDIA & SOC'Y (Dec. 13, 2016), http://journals.sagepub.com/doi/abs/10.1177/1461444816676645 [http://perma.cc/9TS6-
837G] (arguing that some algorithmic processes may be inherently non-transparent and, therefore, should be rendered 
accountable in other ways).

87  Lee P. Breckenridge, Water Management for Smart Cities: Implications of Advances in Real-Time Sensing, Information 
Processing, and Algorithmic Controls, 7 GEO.WASH. J. ENERGY & ENVTL. L. 153, 162 (2016) (identifying in the context of 
smart city water management the dangers of "automated processes for sensing, analyzing, and responding to complex 
information . . . unless the administrative processes for adopting these systems are themselves made accessible, transparent, 
and subject to ongoing and meaningful review").

88   See, e.g., Amended Summary Judgment Op., Hous. Fed'n of Teachers v. Hous. Indep. Sch. Dist., Civil Action No. H-14-1189 
(S.D. Tex. May 4, 2017) (allowing teachers' due process action against public school district for implementing a teacher 
evaluation algorithm that is impervious to investigation).
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are unknowable in a human subconscious and to test whether those predictions are inaccurate or unfair. Properly 
viewed, that is part of the promise of algorithms.

Second, predictive algorithms pose new risks of unfairness and error even if they improve overall decision making. 
This is because where a problem exists, it will be worse and more durable. Predictive algorithms are typically used 
to guide decisions throughout a governmental unit--all criminal judges in a jurisdiction, for example--and even 
across many local and state governments.   89 This is the problem that Cathy O'Neil identifies as the scalability of 
algorithms.   90 The ability of these algorithmic processes to scale, and therefore to influence decisions uniformly 
and comprehensively, magnifies any error or bias that they embody, and increases the importance of rendering 
them transparent.

The challenge is to specify a degree and form of transparency that is meaningful for the public and practical for 
developers and governments. Part V below identifies the kind of information that should be revealed about publicly 
deployed algorithms. Here, we unpack several layers of transparency, and highlight the centrality of transparency to 
open records laws.

Algorithmic processes can be opaque and resistant to knowing in different ways. Following Frank Pasquale, 
commentators have focused on concealment of algorithmic  [*130]  formulas, inputs, and rules of procedure in a 
"black box."   91 Disclosing the algorithm's formal components might reveal mistakes in the algorithm itself--it might 
reveal, for example, that the algorithm sometimes generates results outside of the range to which it is supposed to 
be limited, or conversely that its results will always be more limited than the range it is supposed to produce.

Algorithms should be capable of formal disclosure in some combination of mathematical and logical notation and 
natural language.   92 To be implemented by computer, they must be coded in a programming language. Disclosure 
of the computer code may be appropriate if there is a concern that the computer implementation may be incorrect.   
93 However, the computer program will usually be significantly harder for human beings to read and understand 
than mathematical or logical notation or natural language, and hence disclosure of computer code may be the less 
helpful alternative to easier means of interpretation.

Even if the algorithm's formal components are revealed, the algorithmic process may still not be capable of 
evaluation. The algorithm's claim of validity is not limited to compliance with the algorithm's own rules. The claim 
rests on correlations between facts and outcomes in an underlying dataset. We cannot interrogate this claim without 
knowing something about the training data. How was the data selected, why were particular rules of operation 

89  For example, the Arnold Foundation's Public Safety Assessment is used by three entire states--Arizona, Kentucky, and New 
Jersey--and in approximately thirty-five other jurisdictions. See Public Safety Assessment, LAURA & JOHN ARNOLD FOUND., 
http://www.arnoldfoundation.org/initiative/criminal-justice/crime-prevention/public-safety-assessment/ [http://perma.cc/9XLV-
N65H]. 

90   See O'NEIL, supra note 6, at 29-31.

91   See PASQUALE, supra note 6, at 1-18; see also O'NEIL, supra note 6, at 28-31 (illustrating the ways in which creators of 
predictive algorithms conceal their mechanics); Selbst & Barocas, supra note 85, at 9 (outlining the "What-How-Why" model of 
explanation predictive algorithms fail to satisfy).

92  For one example of such disclosure, see MARIE VANNOSTRAND & GINA KEEBLER, PRETRIAL RISK ASSESSMENT IN 
THE FEDERAL COURT 48 (Apr. 14, 2009), http://tiny.cc/r3qrmy [http://perma.cc/YKZ5-6FV6] (disclosing in mathematical 
notation a formula to predict risk of failure to appear at trial and risk of crime upon pretrial release, and in natural language a 
description of each factor used).

93   See Danielle Keats Citron, Technological Due Process, 85 WASH. U. L. REV. 1249, 1268-69 (2008) (stating that from 
September 2004 to April 2007, code writers embedded over nine hundred incorrect rules into Colorado's public benefits system, 
which resulted in hundreds of thousands of incorrect eligibility determinations and benefits calculations for Medicaid and food 
stamps during this period); id. at 1270 (stating that code writers incorrectly translated policy into California's automated public 
benefits system, causing over- and underpayments and improper terminations of public benefits).
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chosen while others were rejected, and what steps were taken to validate those choices?   94 Access to the 
underlying data or at least descriptions of it would help us understand how strong the purported correlations actually 
are,  [*131]  what the sample size was, and other matters that affect statistical validity.

Other types of information now typically sunk in obscurity include the public purpose for which the algorithm was 
developed, the contract terms that govern data ownership and access, and plans for validation and follow-up. 
Sometimes, this information will also either explicitly or implicitly address some of the policy tradeoffs the algorithm 
entails. All of this will be important to assess whether the algorithm is effective, fair, and otherwise politically 
acceptable.

We acknowledge that even if all the information identified above were revealed, it might still be impossible to 
understand the results of an algorithmic process. This is because transparency does not necessarily render an 
algorithm "interpretable."   95 If an algorithm uses hundreds of unweighted inputs in a complex decision tree in 
which a single input might appear at multiple junctures, we cannot necessarily figure out which inputs were decisive 
in a particular case.   96 This makes it particularly difficult to understand whether the algorithm correlates with our 
sense of fairness, and it makes it difficult for government officials to assess algorithmic output in light of their own 
sense of a situation, requiring them either to ignore that output or to ignore their own judgment, and perhaps 
eventually to lose that judgment.

Lastly, algorithmic processes may be dynamic, their rules changing constantly to fit new patterns in the data. As a 
result, the code and data sets that are released to the public at Time 1--even if "interpretable" in isolation--may bear 
little resemblance to the process that is conducted at Time 2. Dynamic algorithms are, as Rob Kitchin says, 
"ontogenetic in nature," subject to being "edited, revised, deleted and restarted."   97 This dynamism creates 
obstacles to transparency, as the algorithms  [*132]  themselves become less easy to understand.   98 We will not 
be addressing this kind of dynamism in large part because the local and state government actors we studied are not 
yet using these constantly adjusted predictive algorithms.

Just as transparency does not necessarily support interpretability, transparency is not coextensive with 
accountability.   99 It is merely a means. An algorithmic process is accountable when its stakeholders, possessed of 

94  In a case of first impression for the Fifth Circuit, Houston teachers have sought "the equations, computer source codes, 
decision rules, and assumptions" built into a privately-created evaluation algorithm used by the school district. Amended 
Summary Judgment Op., Hous. Fed'n of Teachers v. Hous. Indep. Sch. Dist., Civil Action No. H-14-1189, at *17 (S.D. Tex. May 
4, 2017).

95  Of course, people can sometimes provide us with explanations of their reasoning processes. However, we have no guarantee 
that these explanations actually match how they came to their decisions. See Zachary C. Lipton, The Mythos of Model 
Interpretability (June 16, 2016) (unpublished manuscript) (manuscript at 98), http://arxiv.org/abs/1606.03490v2 
[http://perma.cc/H3E5-TVA2] (noting this, and defining the ability of a model to be explained after the fact as "post hoc 
interpretability").

96  If a model tries to predict parolee recidivism by assigning weights to a few factors like prior violent offenses and age, we can 
understand and explain what it is doing. Suppose, however, that the model uses over one thousand factors to predict parolee 
recidivism, some of which do not seem to have any intuitive causal connection to recidivism (say, height). Suppose moreover, 
that the model uses a complex decision tree featuring many factors multiple times. It will be difficult to understand how influential 
each factor is in a particular case or over a range of cases, or to articulate the model's theory of causation (if any).

97  Kitchin, Thinking Critically, supra note 6, at 18.

98   See EXEC. OFFICE OF THE PRESIDENT, supra note 24 (noting that as machine learning methods advance "it may 
become more difficult to explain or account for the decisions machines make through this process unless mechanisms are built 
into their designs to ensure accountability").

99  Kroll et al., supra note 26, at 657-60; see also Ananny, supra note 6, at 109.
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meaningful transparency, can intervene to effect change in the algorithm, or in its use or implementation.   100 In the 
public sphere, this entails that government actually be held accountable by the voting public for the algorithms it 
deploys. Such accountability requires not perfect transparency--complete knowledge of an algorithm's rules of 
operation and process of creation and validation--but the lower standard of meaningful transparency--knowledge 
sufficient to approve or disapprove of the algorithm's performance. Records short of the underlying computer code 
may suffice to provide the necessary input. Of course, accountability in practice could well require public education 
and political processes that are beyond what we can address here. But meaningful transparency will be the 
necessary first step.

III. AN OPEN RECORDS ACT PROJECT: OBTAINING DOCUMENTATION OF ALGORITHMS

Open data practices are probably the best way to make transparent aspects of the algorithms used in government.   
101 That is, governments should reveal the relevant structures, logic, and policies of the algorithms voluntarily from 
the outset. Amendments to the Federal FOIA in 2016 codified this preference for a "push" method of transparency 
from the government, which reduces the load on "pull" requests for government records from the public.   102 Yet 
governments have not been pushing out information about the algorithms they use. There is a big gap between the 
importance of algorithmic  [*133]  processes for governance and public access to those algorithms.   103 In the 
absence of push transparency, open records requests are the next best way to close the gap and vindicate the 
public's interest in understanding the algorithms that are being applied to them and their fellow citizens. We tested 
how responsive governments are to such requests for information concerning predictive algorithms and associated 
data analytics. We first discuss our project design, introducing open records laws and explaining how we chose 
which algorithms and public agencies to target and how we formulated our open records requests. We then discuss 
our results.

A. Project Design and Implementation

1. Open Records Laws

The state freedom of information laws we relied on in seeking information about algorithmic processes all have the 
same central purpose: to reveal the workings of government to the people.   104

Freedom of information laws have as their principal goal accountable government. In signing the original federal 
FOIA in 1964, President Johnson expressed "a deep sense of pride that the United States is an open society in 

100   See Kroll et al., supra note 26, at 657-60; Selbst & Barocas, supra note 85, at 15.

101   See JOSHUA TAUBERER, THE PRINCIPLES AND PRACTICES OF OPEN GOVERNMENT DATA 10 (2d ed. 2014).

102  The FOIA Improvement Act of 2016 amended 44 U.S.C. § 3102 (requiring now that agencies must establish "procedures for 
identifying records of general interest or use to the public that are appropriate for public disclosure, and for posting such records 
in a publicly accessible electronic format").

103   See Nicholas Diakopoulos, Algorithmic Accountability Reporting: On the Investigation of Black Boxes, TOW CTR. FOR 
DIGITAL JOURNALISM 2 (2014), http://academiccommons.columbia.edu/catalog/ac:2ngf1vhhn4 [http://perma.cc/7N2Q-7XHA] 
("What we generally lack as a public is clarity about how algorithms exercise their power over us.").

104   See, e.g., New York Freedom of Information Law, N.Y. PUB. OFF. L. § 86(4) (McKinney 2003) ("The people's right to know 
the process of governmental decision-making and to review the documents and statistics leading to determinations is basic to 
our society. Access to such information should not be thwarted by shrouding it with the cloak of secrecy or confidentiality. The 
legislature therefore declares that government is the public's business and that the public, individually and collectively and 
represented by a free press, should have access to the records of government.").
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which the people's right to know is cherished and guarded."   105 With FOIA amendments establishing deadlines for 
agency responses a decade later, Congress celebrated "[o]pen government . . . as the best insurance that 
government is being conducted in the public interest."   106 And when Congress affirmed in 1996 that the central 
transparency mandate of FOIA applied to electronic records, the Senate Committee Report explained that  [*134]  
government transparency "is consistent with our democratic form of government by furthering the interests of 
citizens in knowing what their Government is doing."   107 The courts have consistently held that FOIA embodies "a 
general philosophy of full agency disclosure."   108

Animated by the same transparency principles, the open records statutes of all fifty states and the District of 
Columbia provide individuals with the right to access government records, subject to various exemptions. These 
include exemptions to protect individual privacy, criminal investigatory material, and agency deliberative processes.   
109 Almost all the laws also exempt trade secrets, which we discuss below.

FOIA only applies to "agency records"--a term undefined in the statute.   110 The Supreme Court understands 
"agency records" to include any records that an agency 1) creates or obtains and 2) has control of at the time of the 
FOIA request.   111 Although state laws more typically use the term "government records," the coverage is similar.   
112

FOIA covers digital records, including software and databases.   113 Some state laws expressly include software as 
a public record.   114 Under New Jersey's open records statute, for example, a "government record" includes any 
"data processed or image processed document" and "information stored or maintained electronically" if it has been 
made, maintained, or received by a State officer or employee in the course "of his or its  [*135]  official business."   
115 Other state statutes expressly exclude software from public records.   116 Still others have not addressed the 

105  Statement by President Lyndon B. Johnson upon Signing Pub. L. 89-487 on July 4, 1966, in ATTORNEY GENERAL'S 
MEMORANDUM ON THE PUBLIC INFORMATION SECTION OF THE ADMINISTRATIVE PROCEDURE ACT (1967), 
http://www.justice.gov/oip/67agmemo.htm [http://perma.cc/XD4G-FLNR]. 

106  S. REP. NO. 93-854, at 1 (1974).

107  S. REP. NO. 104-272, at 5 (1996). See generally MICHAEL SCHUDSON, RISE OF THE RIGHT TO KNOW (2015) 
(chronicling the history of FOIA).

108   Dep't of the Air Force v. Rose, 425 U.S. 352, 360 (1976).

109   See, e.g., 5 U.S.C. §§ 552(b)(1)-(9) (2012). With respect to FOIA, the Supreme Court "has repeatedly stated that these 
exemptions from disclosure must be construed narrowly, in such a way as to provide maximum access." Vaughn v. Rosen, 484 
F.2d 820, 823 (D.C. Cir. 1973).

110   5 U.S.C. § 552(a)(4)(B).

111   See  Forsham v. Harris, 445 U.S. 169, 182 (1980).

112   See, e.g., ARIZ. REV. STAT. § 41-151.18; CAL. GOV'T CODE § 6252.

113   See, e.g., 5 U.S.C.§ (f)(2)(A) (providing that "'record' and any other term used in this section in reference to information 
includes any information that would be an agency record subject to the requirements of this section when maintained by an 
agency in any format, including an electronic format"). Some state open records exclude certain kinds of software. See, e.g., 
CAL GOV'T CODE §§ 6254.9(a)-(b) (excluding computer software "developed by a state or local agency . . . includ[ing] 
computer mapping systems, computer programs, and computer graphic systems")
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issue.   117 Whether or not a member of the public is rightfully able to insist on the production of software under a 
state open records act will rarely be the most important issue for algorithmic transparency, given that meaningful 
transparency can be achieved through other kinds of records.

The most formidable obstacle to disclosure is ownership of the record. Most open records laws only cover 
government records. To the extent that private contractors have exclusive control of records, those records may be 
beyond the reach of transparency laws. FOIA provides that when records are "maintained for an agency by an 
entity under Government contract, for the purposes of records management," those records remain "agency 
records" subject to FOIA disclosure. This covers situations where an agency contracts with a private vendor to 
maintain records, such as police camera video.  118 These records are agency records even though they reside on 
private servers. However, where a private party generates records for its own purposes and never deposits them 
with an agency, such records are likely to fall outside FOIA and state open records acts.  119 In the case of 
algorithms, these may include the training data and documentation of the process of constructing and validating the 
algorithm. As discussed below, public access to these records will depend on the insistence of government 
agencies on data ownership and/or possession of records.

2. Algorithms, Agencies, and the Formulation of Requests

 [*136]  Although our open records project was "empirical" in the sense that we sent requests out into the world to 
see how governments would respond, it was not and could not have been quantitative or statistical. There is no 
central registry of algorithms in use by governments, and algorithms are not naturally visible in the way that, say, 
skyscrapers or bridges are. Thus, we have no means of knowing how many algorithms are currently in use, who 
has developed them, or which governments are using them. Without that knowledge, we cannot develop any 
method for sampling algorithm use in any way that would allow us to generalize from our findings.

What we have done is much less formal. We surveyed public information to identify local government use of 
predictive algorithms. We then chose six programs to get a mix of different subject matters (policing, criminal 
justice, child welfare, and education), of different developers (foundations, private corporations, and government 
entities), and of different jurisdictions (forty-two different agencies in twenty-three states). The six programs are: 
Public Safety Assessment; Eckerd Rapid Safety Feedback; Allegheny Family Screening Tool; PredPol; HunchLab; 
and New York City Value-Added Measures. We drafted an open records request that was by design very general 

114   See generally Cristina Abello, Reporters Committee for Freedom of the Press, Access to Electronic Communications, 
REPORTERS COMMITTEE FOR FREEDOM PRESS (2009), http://www.rcfp.org/rcfp/orders/docs/ELECCOMM.pdf 
[http://perma.cc/QBM4-UCZ8]; Andrea G. Nadel, Annotation,What Are "Records" of Agency Which Must Be Made Available 
under State Freedom of Information Act, 27 A.L.R.4th 680 (Supp. 2014); Marjorie A. Shields, Annotation, Disclosure of 
Electronic Data under State Public Records and Freedom of Information Acts, 54 A.L.R.6th 653 (Supp. 2014).

115   N.J. STAT. ANN. § 47:1A-1.1 (West 2015); cf.  FLA. STAT. § 119.011(12) (2017) (defining "public records" to include "data 
processing software"); 5 ILL. COMP. STAT. 140/2(c) (2016) (defining "records" as including "electronic data processing 
records."); N.Y. PUB. OFF. L. § 86 (4) (McKinney 2003) (defining "record" as "any information kept, held, filed, produced or 
reproduced by, with or for an agency or the state legislature, in any physical form whatsoever").

116   See, e.g., ALASKA STAT. § 40.25.220(3) (2010) (providing that the definition of "public records" does not include 
"proprietary software programs")

117   See, e.g., ALA. CODE § 36-12-40 (2004) (providing that "[e]very citizen has a right to inspect and take a copy of any public 
writing of this state, except as otherwise expressly provided by statute" without addressing the meaning of "writing").

118   See Alexandra Mateescu, et al., Police Body-Worn Cameras 9 (Data & Soc'y Research Institute, Working Paper, Feb. 2, 
2015), http://www.datasociety.net/pubs/dcr/PoliceBodyWornCameras.pdf [http://perma.cc/TB9A-K63G] (discussing police 
department storage of police body camera footage in third-party cloud servers).

119  State treatment of records held by private entities is complex and varied. For a review, see Alexa Capeloto, Transparency on 
Trial: A Legal Review of Public Information Access in the Face of Privatization, 13 CONN. PUB. INT'L L.J. 19, 27 (2013).
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and inclusive, trying to cover any record that related to the algorithm in question.   120 When an agency responded 
that the breadth of the request was causing delays, we sent a revised request.   121 Because of time and resource 
constraints, we did not challenge final denials or sustained non-responsiveness in court, nor did we pay significant 
fees when an agency demanded them to respond to our request.   122 The barriers we encountered amount to 
substantial limitations on public access to information about algorithms, even if some of them could be overcome 
with more time and money. In some cases, we were also able to engage in direct communication with algorithm 
developers to try to gain additional information.

 [*137]   B. Results

In general, we found wide variation in whether jurisdictions responded to our requests; whether they claimed an 
open records exemption; and if not, what information they provided. However, only one of the jurisdictions, 
Allegheny County, was able to furnish both the actual predictive algorithms it used (including a complete list of 
factors and the weight each factor is given) and substantial detail about how they were developed. Some 
developers were also more forthcoming than others. The Arnold Foundation, developer of Public Safety 
Assessment, has disclosed its relatively simple algorithms to the public, but it provided us next to nothing about its 
development process, while Azavea, Inc., developers of HunchLab, disclosed much more. These results suggest 
that transparency is a choice that jurisdictions and their vendors make--a choice having less to do with immutable 
trade secrets or confidentiality concerns than with a culture of disclosure. We proceed to detail the responses with 
regard to each of the six algorithms.

1. Public Safety Assessment--Pretrial Release

Public Safety Assessment (PSA) is a pretrial risk assessment tool developed by the Laura and John Arnold 
Foundation, designed to assist judges in deciding whether to detain or release a defendant before trial.   123 As of 
this writing, it is being used in thirty-eight jurisdictions, including the entire states of Arizona, New Jersey, and 
Kentucky.   124 PSA includes three different risk assessment algorithms, which are intended to assess the risks that 
a released defendant will, respectively, fail to appear for trial; commit a crime while on release; or commit a violent 
crime while on release.

The three algorithms operate by assigning points based on nine facts about the defendant's criminal history; some 
facts are used for only one or two of the algorithms, while others are used for all three. For the failure-to-appear and 
commission-of-crime assessments, the raw point scores are converted to a six-point scale, in which one signifies 
lowest risk and six signifies highest risk. For the commission-of-violent-crime assessment, the raw score is 

120  For one example of our standard initial request language, see our request to the Lincoln, Nebraska Police Department 
regarding its use of HunchLab, Letter from Michael Morisy to Lincoln Police Dep't (Nov. 15, 2016), 
http://www.muckrock.com/foi/lincoln-4033/lincoln-police-department-hunchlab-documents-30110/ [http://perma.cc/Z8LY-RT32]. 

121  See, for example, our correspondence with the Cocoa (Florida) Police Department, Letter from Michael Morisy to Cocoa 
Police Dep't (Nov. 16, 2016), http://www.muckrock.com/foi/cocoa-10491/cocoa-police-department-predpol-documents-30104/ 
[http://perma.cc/3KEA-HJF3]. 

122   See, e.g., Letter from Okla. Dep't of Human Servs. to Muck Rock [sic] (Nov. 3, 2016), 
http://www.muckrock.com/foi/oklahoma-248/oklahoma-department-of-human-services-eckerd-rapid-safety-feedback-28151/#file-
108045 [http://perma.cc/Q88A-8JVQ] (requesting payment of $ 2,472 before work would begin on responding to our request).

123   Public Safety Assessment, supra note 89.

124   See id.
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converted into a binary yes/no answer; a crime committed is either likely to be violent, or likely not to be violent.   
125

 [*138]  Unlike some of the other algorithms, PSA is relatively simple--it can be implemented without a computer by 
tallying up points for various factors, and then applying a conversion formula to obtain the final risk assessment. 
The PSA algorithms, unlike many others, are fully disclosed. However, the Arnold Foundation has not revealed how 
it generated the algorithms, or whether it performed pre- or post-implementation validation tests and, if so, what the 
outcomes were. Nor has it disclosed, in quantitative or percentage terms, what "low risk" and "high risk" mean: is 
the chance that a "low risk" defendant will fail to appear one in ten or one in five hundred? Is the chance that a "high 
risk" defendant will fail to appear twice that of a low risk defendant or fifty times?

To see whether the courts that were using PSA had answers to these or similar questions, we sent open records 
requests regarding the PSA program to sixteen different courts. We sent a large number of requests--the largest for 
any of the algorithms we chose to study--in part because we knew that many open records laws exempt courts from 
most disclosures. Of the five courts that responded by providing some documents,   126 four of them--the Mesa 
Municipal Court and the Pima and Navajo County Court systems in Arizona, and the San Francisco Superior Court 
system in California--stated that they could not provide information about PSA because that information was owned 
and controlled by the Arnold Foundation.   127 Three of  [*139]  those four (Pima County, Navajo County, and San 
Francisco) sent us copies of their Memoranda of Understanding with the Arnold Foundation, which contained 
identical language prohibiting the courts from disclosing any information about the PSA program.   128

The one court system from which we received any documents about PSA other than a Memorandum of 
Understanding was the Seventh Judicial Circuit Court of Florida, on behalf of the Pretrial Services Program of 
Volusia County, one of the counties served by that circuit. This may be because Florida law requires private parties 

125  A description of all three algorithms, including factors, raw point allocations, and conversion from raw scores to final output, is 
available at Public Safety Assessment: Risk Factors and Formula, LAURA & JOHN ARNOLD FOUND. (2013-16), 
http://www.arnoldfoundation.org/wp-content/uploads/PSA-Risk-Factors-and-Formula.pdf [http://perma.cc/GNF5-89PV]. 

126  Four courts never responded, and one acknowledged receipt of our request, but did not further respond. Four courts 
responded that they had no relevant documents, and two courts rejected our requests, concluding that the relevant open records 
laws did not require them to provide the material we requested. For example, the Superior Court of New Jersey rejected our 
request, responding that its rules exempt from disclosure "records relating to the Pretrial Services Program" and "notes, 
memoranda or other working papers maintained in any form by or for the use of a justice, judge or judiciary staff member in the 
course of his or her official duties." Letter from Michelle M. Smith, Clerk of the Superior Court, to Michael Morisy (Dec. 22, 2016), 
http://www.muckrock.com/foi/new-jersey-229/new-jersey-superior-court-public-safety-assessment-court-28835/#file-114392 
[http://perma.cc/M9ZZJU3G]. The Allegheny County Court also rejected our request, on the ground that the Pennsylvania Right-
to-Know Law applies to the judiciary only with respect to financial records, and our request was not for financial records. Email 
from Christopher H. Connors, Chief Deputy Court Adm'r, to Michael Morisy (Oct. 6, 2016), 
http://www.muckrock.com/foi/allegheny-county-306/allegheny-county-public-safety-assessment-court-28150/ 
[http://perma.cc/3BYS-4RDM]. 

127   See Letter from Ann E. Donlan, Commc'ns Dir., Superior Court of Cal., Cty. of San Francisco, to Michael Morisy (Dec. 16, 
2016), http://www.muckrock.com/foi/san-francisco-city-and-county-3061/san-francisco-public-safety-assessment-court-
30096/#file-113829 [http://perma.cc/A48W-RN5A]; Letter from Ronald G. Overholt, Court Adm'r, Ariz. Superior Court, Pima Cty., 
to Michael Morisy (Jan 18, 2017), http://www.muckrock.com/foi/pima-county-183/pima-county-superior-court-public-safety-
assessment-30130/#file-116730 [http://perma.cc/EER2-PS5L]; Email from Marla Randall, Court Adm'r, Navajo Cty. Courts, to 
Michael Morisy (Dec. 20, 2016), http://www.muckrock.com/foi/navajo-county-9526/navajo-county-superior-court-public-safety-
assessment-30129/ [http://perma.cc/YXB9-2454]; E-mail from Paul Thomas, Court Adm'r, Mesa Mun. Court, to Michael Morisy 
(Nov. 17, 2016), http://www.muckrock.com/foi/mesa-4736/mesa-municipal-court-public-safety-assessment-30126/ 
[http://perma.cc/V6P5-ZAP5]. 

20 Yale J. L. & Tech. 103, *137



Page 24 of 48

to expressly designate trade secrets or waive confidentiality--a feature of the law that was reflected in the MOU 
between the Arnold Foundation and the Seventh Judicial Circuit, which we also received.   129

The documents produced by the Seventh Judicial Circuit provide some interesting additional information. For 
example, one document discloses the actual percentages of defendants, by risk score, who fail to appear or who 
commit new criminal activity or new violent crime. In what is apparently the original training data that Arnold used to 
create the algorithms, the percentages of defendants by risk score who were released and failed to appear are 1 
(10%), 2 (15%), 3 (20%), 4 (31%), 5 (35%), and 6 (40%).   130 Thus, the highest risk score was set to generate 
 [*140]  a risk of failure to appear four times that of the lowest risk score. Once the PSA algorithm started being 
used, however, the Arnold Foundation found that it generated a narrower band of results: 1 (12%), 2 (16%), 3 
(18%), 4 (23%), 5 (27%), and 6 (30%).   131 A score of six represented less risk of failure to appear than a score of 
four in the training data. Unfortunately, the only validation study results are three summary charts. Therefore, we 
have no way of knowing, for example, what percentage of the defendants in each risk category were detained 
rather than released before trial, and hence did not figure in the validation study.

Two documents produced by the Seventh Judicial Circuit also provide some information about another Arnold 
Foundation initiative that the Foundation itself has not broadly publicized.   132 The Foundation recommends that 
courts use a "Decision Making Framework" which takes as input a defendant's PSA risk score and current pending 
charges, and generates as output specific recommendations as to pretrial treatment, from release without bail to 
detention.   133 The Decision Making Framework is a second algorithm, generating specific recommendations for 
treatment (rather than risk scores). The Foundation states that Decision Making Frameworks are created for each 
jurisdiction by representatives of that jurisdiction in cooperation with a contractor that specializes in implementing 
the PSA program in particular court systems.   134 However, the Seventh Judicial Circuit documents provide no 

128   See, e.g., Memorandum of Understanding Between the Laura and John Arnold Foundation and the Superior Court of 
California, County of San Francisco, supra note 42 ("The Court agrees to refrain from disclosing, absent the entry of a court 
order by a court of competent jurisdiction, any information about the Tool, including information about the development, 
operation and presentation of the Tool, to any third parties without prior written approval from the Foundation.").

129  Memorandum of Understanding Between the Laura and John Arnold Foundation and the Seventh Judicial Circuit of the State 
of Florida 3 (2015), http://cdn.muckrock.com/foia_files/2016/12/15/Memorandum_of_Understanding.pdf [http://perma.cc/4QAE-
NUCP]. 

130   See Zach Dal Pra, LJAF Public Safety Assessment--PSA, JUST. SYS. PARTNERS 31, 
http://cdn.muckrock.com/foia_files/2016/12/15/Volusia_Stakeholder_Training_10162015.pdf [http://perma.cc/BH7A-PNPC] (slide 
deck). This presentation, provided to us by the Seventh Judicial Circuit, contains only a brief summary of the study, with very 
little detail. Because it contains no citation to any published source, we assume that the study was conducted by the Foundation 
itself and has not been published.

131   Id. at 46 (finding these numbers based on tracking PSA application in 100,000 cases in Kentucky and in three unnamed 
cities outside of Kentucky).

132   See Dal Pra, supra note 130, slides 49-54 (describing the Decision Making Framework); Zach Dal Pra, Volusia County Case 
Review, JUST. SYS. PARTNERS 3 (2016), 
http://cdn.muckrock.com/foia_files/2016/12/15/Volusia_County_Case_Review_Redacted.pdf [http://perma.cc/A4PA-2EQR] 
(noting that "[p]retrial staff is adhering to the Decision-Making Framework as a guide to making recommendations that are based 
on the defendant's risk levels with adjustments for the nature of the present charge").

133   See Dal Pra, supra note 130, slide 52 (explaining how the Decision Making Framework is used to "determine the preliminary 
recommendation release type and corresponding conditions level.").

134   See Email from Leila Walsh, Vice President of Commc'n, Laura & John Arnold Found., to Robert Brauneis, Professor of 
Law, George Washington Univ. 5 (Mar. 2, 2017), http://www.robertbrauneis.net/algorithms/ArnoldFoundationEMail.pdf 
[http://perma.cc/7CU3-4JQP] ("Before implementing the PSA, local stakeholders--such as representatives from the courts, law 
enforcement, district attorney's office, and public defender's office--work together on a decision-making framework (DMF) for 
their jurisdiction.").
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information on how the Decision Making Framework for that court was created, or whether it has been subject to 
any testing.

 [*141]  Finally, we approached the Arnold Foundation directly and, through a series of emails and telephone 
conversations, asked specifically for technical reports, validation studies, and other documents the Foundation 
might have that would provide more detail about the creation and testing of the PSA algorithms. The Foundation 
responded with a short, three-page statement that consisted mostly of text that was already available on the 
Foundation's website.   135

From the Foundation's website, the documents provided by the Seventh Judicial Circuit, and the statement the 
Foundation produced for us, we know that the Foundation created the PSA algorithms by analyzing data in about 
750,000 cases. We know nothing about how it analyzed that data, what alternatives it tried, or how those 
alternatives compared to the PSA algorithms it ultimately adopted.

We asked specifically why the Arnold Foundation had insisted on memoranda of understanding that prohibit courts 
from disclosing any information about PSA. The Foundation responded:

Prior to releasing the algorithm, confidentiality agreements with early adopting jurisdictions kept PSA use 
limited while we developed local data infrastructure to measure results, waited for and studied post-
implementation pretrial outcomes, and initiated additional research. These confidentiality agreements also 
helped to guard against the possibility of for-profit companies using elements of the PSA to develop 
substandard risk tools to be marketed to jurisdictions.   136

As far as we can tell, however, the confidentiality provisions are not limited to "early adopting jurisdictions," and the 
provisions all say that they require confidentiality in perpetuity.

2. Eckerd Rapid Safety Feedback--Child Welfare Assessments

Eckerd Rapid Safety Feedback (RSF) is a risk assessment process designed to identify child welfare cases with a 
high probability of serious child injury or death.   137 RSF was developed by Eckerd Kids (Eckerd), a nonprofit family 
and child services  [*142]  organization, and Mindshare Technology, a for-profit software company. Through a 
review of a large group of child welfare cases, including those in which children were injured or died, Eckerd 
identified the greatest risk factors contributing to child injury or death, namely, "a child under the age of three, a 
paramour in the home, substance abuse, and domestic violence history, and a parent who had previously been 
placed in foster care."   138 Eckerd partnered with Mindshare Technology to create software that analyzes data in 
existing child welfare reporting systems and flags high-risk cases with these factors for intervention.   139

We sent open records requests seeking information about use of the Eckerd RSF algorithm to five state child 
welfare agencies that Eckerd reported were using the RSF system: Alaska, Connecticut, Illinois, Maine, and 
Oklahoma. We received several documents from Alaska, Connecticut and Illinois. Oklahoma responded that it 
would need a payment of about $ 2500 to respond to our request, which would apparently include the cost of 

135   Id.

136   Id. at 5.

137   Summary and Replication Information, ECKERD RAPID SAFETY FEEDBACK, http://static.eckerd.org/wp-
content/uploads/Eckerd-Rapid-Safety-Feedback-Final.pdf [http://perma.cc/6H3D-PNBR]. 

138   Id.; see also Bryan Lindert, Eckerd Rapid Safety Feedback: Bringing Business Intelligence to Child Welfare, 2014 POL'Y & 
PRAC. 25, http://static.eckerd.org/wp-content/uploads/Eckerd.pdf [http://perma.cc/SKU8-UJQH]. Eckerd also found that the most 
critical steps that can be taken to prevent child injury or death relate to quality safety planning, quality supervisory reviews, and 
the quantity and frequency of home visits.Id. It is not clear whether Eckerd performed these analyses by means of machine 
learning, human evaluation, or some combination of the two.

139   See Summary and Replication Information, supra note 137.
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providing us the child welfare case data that it sent to Eckerd, with personally identifying information removed.   140 
Maine acknowledged our request but to date has not produced any documents.   141

The Alaska Department of Health and Social Services sent us a number of documents, including the Memorandum 
of Understanding between its Office of Child Services ("OCS") and Eckerd concerning Eckerd's provision of RSF 
assessments for child welfare cases to OCS. It is clear from the Memorandum that Eckerd retains control of the 
software that processes information about OCS child welfare cases and generates risk assessments. Child welfare 
case information is transmitted to Eckerd or Mindshare, and the risk assessments that are generated about those 
cases are made available on a website  [*143]  maintained by Eckerd, to which OCS personnel can gain access.   
142

The public agency, OCS, has no access to the algorithm that generates the risk assessments and none to the 
process by which the algorithm is generated and adjusted. Moreover, to the extent that OCS learns anything about 
the algorithm, it agrees not to disclose it. The Eckerd-Alaska OCS Memorandum of Understanding provides that all 
"Eckerd IP," including the website maintained by Eckerd and its related software, reports generated by Eckerd, and 
all related inventions, processes, improvements and algorithms, are to be treated as "Confidential Information," 
which OCS agrees not to disclose.   143

The Connecticut Department of Children and Families provided a number of documents concerning Eckerd RSF, 
including a brochure, fact sheet, slide presentation, and flow chart, which confirm that the public agency provides 
information about child welfare cases to Eckerd, which then processes that information and generates risk 
assessments that the agency can view.   144

The Illinois Department of Children and Family Services provided its contracts with Eckerd for Fiscal Years 2016 
and 2017. They show the amounts that Illinois estimates it will pay Eckerd for its services--$ 107,000 in FY 2016 
and $ 171,000 in FY 2017.  145 The contracts also contain what appears to be standard state contracting provisions 
that are more favorable to disclosure and public ownership than the Alaska Memorandum  [*144]  of 

140   See Invoice, Open Record Request, OKLA. DEP'T HUMAN SERVICES (Nov. 3, 2016), 
http://cdn.muckrock.com/foia_files/2016/11/09/11-3-16_MR28151_FEE_2472.pdf [http://perma.cc/L78B-DRBK] (requesting 
payment of $ 2472 to respond to open records request).

141   See Letter from Kevin C. Wells, General Counsel, Me. Dep't of Health and Human Servs. to Michael Morisy, MUCKROCK 
(Nov. 21, 2016), http://cdn.muckrock.com/foia_files/2016/12/06/1249s5dayletterEckerdRapid_SafetySoftware11.21.16.pdf 
[http://perma.cc/34RS-TZLX]. 

142  Memorandum of Understanding of February 20, 2015 between Eckerd Youth Alternatives, Inc. and the Alaska Department of 
Health and Social Services 2, 
http://cdn.muckrock.com/foia_files/2017/03/02/MOU_Eckerd_and_OCS_February_2015_signed.docx.pdf 
[http://perma.cc/58KW-FXKP] (providing that Eckerd will "[h]ost, maintain and support the Portal with a goal of providing the 
Agency with 24 hour technical support and access to the Portal and the reports it generates");id. at 1 (defining "Portal" as "a 
website and related technology that is designed to read [electronic information about child welfare cases], perform automated 
analysis, and generate reports that can be used to implement and support Eckerd Rapid Safety Feedback").

143   See id. at 1, 4, 5.

144  For example, a chart entitled "CT Eckerd Rapid Safety Feedback Process Flow" allocates to Mindshare the step of 
"Mindshare Tool/Predictive Analysis Generates List for Review." CT Eckerd Rapid Safety Feedback Process Flow, ECKERD, 
http://cdn.muckrock.com/foia_files/2016/11/13/CT_ERSF_Process_Flowchart9-12.pdf [http://perma.cc/4B3ZZVPG]. 

145   See Contract # 5445089016 between Eckerd Youth Alternatives, Inc. and State of Illinois, Department of Children and 
Family Services 7 (Sept. 15, 2015), http://www.robertbrauneis.net/algorithms/ILERSFFY16.pdf [http://perma.cc/D5LY-44C5] 
[hereinafter Illinois FY16 Contract]; Contract # 5445089027 between Eckerd Youth Alternatives, Inc. and State of Illinois, 
Department of Children and Family Services 7 (July 1, 2016), http://www.robertbrauneis.net/algorithms/ILERSFFY17.pdf 
[http://perma.cc/M7QS-XLH7] [hereinafter Illinois FY17 Contract].
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Understanding. They recite that "[a]ny information not prohibited or exempt from disclosure under federal law, State 
law, or applicable FOIA exemption is public."  146 They also provide that the state owns everything produced under 
the contracts, including all intellectual property rights and any products of the contracts.  147 There is some 
language in the Illinois contracts suggesting that Eckerd is supposed to produce a new predictive algorithm based 
on analysis of Illinois data; one of the actions in "Phase 1: Development of the Model" is "[t]he development of the 
predictive model that will be used to identify those incoming investigations with the highest probability of serious 
injury or death."  148 It is unclear, however, whether this actually involves entirely new data analysis, or some fitting 
of an existing algorithm.

3. Allegheny Family Screening Tool--Child Welfare Assessments

Like Eckerd RSF, The Allegheny Family Screening Tool (AFST) was developed to facilitate the triaging of child 
welfare cases. AFST was developed by a consortium led by the Centre for Data Analytics at the Auckland 
University of Technology (the "Auckland Consortium"), in cooperation with the Allegheny County Department of 
Human Services. The Allegheny DHS published a request for proposals for projects to leverage Allegheny County's 
databases, and the Auckland Consortium submitted a successful proposal. While Eckerd RSF is apparently used 
on an ongoing basis to monitor cases within the child welfare system, AFST is applied at the time an initial call is 
made to report child maltreatment. It assists in determining whether the report warrants a formal investigation. 
Currently, Allegheny FST is used only in Allegheny County.

After we submitted an open records request to Allegheny County about the AFST, county officials contacted us, 
provided us with a report prepared by the Auckland Consortium about the development of the algorithm,   149 and 
indicated that they were happy to speak with us about the algorithm and its development. The report is in many 
respects the most comprehensive we have seen on the development of an algorithm. It details many of the choices 
that were made in the  [*145]  development process, the reasoning behind those choices, and the data and 
methods that were used.

The developers ended up creating two algorithms, one for predicting the likelihood that an allegation, if not formally 
investigated, would be followed within two years by another allegation involving the same child, and another for 
predicting the likelihood that an allegation, if formally investigated, would result in the child being placed in foster 
care within two years.   150 The training data for the algorithms was drawn from the County's integrated data 
management system, which was created in 2008; the developers decided that for each allegation of abuse in the 
dataset, they wanted data available for eighteen months before that allegation, and two years after the allegation.   
151 The dataset included over 800 variables.   152 The developers used nonlinear regression as their principal 
analytic method in large part because it produced as good results as other methods and had the advantage of 
being interpretable.   153 In other words, it lent itself to transparency and accountability goals. The developers 
performed both internal validation studies--using a reserved portion of the training data--and external validation 

146   See Illinois FY16 Contract, supra note 145, at 11; Illinois FY17 Contract, supra note 145, at 11.

147   See Illinois FY16 Contract, supra note 145, at 11; Illinois FY17 Contract, supra note 145, at 11.

148  Illinois FY16 Contract, supra note 145, at 6.

149   See Vaithianathan et al., supra note 72.

150   See id. at 10.

151   See id. at 11.

152   See id. at 12.

153   See id. at 13-14.
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studies, using records of hospitalization and "critical events" (serious injury or death).   154 The algorithm has not 
been in use long enough to conduct post-implementation studies.

The report discloses in an appendix 112 variables ultimately used--71 for the model predicting foster home 
placement, and 59 for the model predicting repeat allegations--and the weights assigned to each of the variables 
are available upon request to the Allegheny DHS.   155 The output of the algorithms is presented as two risk scores-
-one for repeated allegations or "re-referral," and one for foster home placement--on a scale of 1 to 20, with each 
number representing a band of 5% of all children considered.   156 Thus, a score of "10" would mean that the child's 
risk of re-referral or placement is in the 50-55% range of all children; a score of "15" would be in the 75-80% range. 
The developers also decided to create a threshold score that would presumptively result in a mandatory 
investigation, subject to the possibility of a supervisor waiving that outcome; the report does not disclose the 
threshold.   157

 [*146]  Allegheny County ultimately decided not to use the race of the child or custodians as a variable because it 
did not substantially improve predictive power and was otherwise problematic.   158 The report discusses the 
dangers of false negatives and false positives at some length, but does not say whether they were ultimately 
weighted equally or unequally.   159

Although the Auckland Consortium has retained copyright in the code used to implement the algorithm, the contract 
with Allegheny County grants it the power to license other jurisdictions to use that code without further payment, 
and county officials have indicated that they are interested in doing so. Thus, although this project is not fully an 
open source project, it comes closer than any of the other five algorithms we studied.

4. PredPol--Predictive Policing

PredPol is software that predicts where and when crimes of various types are likely to occur, and thus assists police 
forces in plotting their patrols to deter those crimes. It was originally developed by mathematicians and behavioral 
scientists from the University of California, Los Angeles and Santa Clara University, in collaboration with crime 
analysts and officers from the Los Angeles and Santa Cruz Police Departments,   160 but is now managed by the 
for-profit company PredPol Inc. The creators of PredPol determined that the three most important types of 
information, or "data points," for predicting crime are crime type, crime location, and crime date and time.   161 
PredPol feeds data about past patterns of criminal activity into an algorithm that predicts where and when new 
crimes will be committed.   162 According to one source, PredPol "is well known for keeping its algorithm a 'closely 
guarded' secret."   163

154   See id. at 15-17, 19-23.

155   See id. at 37-43. We made such a request and were provided with the weights.

156   See id. at 27.

157   See id. at 28.

158   See id. at 15, 30.

159   See id. at 10.

160   PredPol Is Predictive Policing, PREDPOL, http://www.predpol.com/about/ [http://perma.cc/Y2R8-C2XM]. 

161   Id.

162   Id.
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We sent requests for records concerning PredPol to eleven police departments, including the police departments of 
Oxford, Alabama; Little Rock, Arkansas; Los Angeles, Modesto, Orange County and Santa Cruz, California; Cocoa, 
Florida; Atlanta, Georgia; Hagerstown, Maryland; Reading, Pennsylvania; and Tacoma, Washington. Eight of those 
eleven police departments either did not respond, acknowledged our request but did not  [*147]  produce 
documents, asked for more time to respond and have not yet responded, or responded that they did not have any 
relevant documents. The three departments that did provide documents were those of Tacoma, Cocoa, and Santa 
Cruz.

The City of Tacoma, Washington was among the most forthcoming of any of the jurisdictions to which we sent 
records requests about any algorithm. It supplied two-hundred email threads of correspondence between Tacoma 
Police Department and PredPol personnel concerning a wide variety of issues in implementing PredPol. It also 
produced ten presentations on how PredPol and predictive policing work. These documents would be quite helpful 
to someone interested in what PredPol reports look like, what data the PredPol algorithm uses as input, and so on. 
None of the documents, however, reveals the algorithm that PredPol is using to generate predictions from past 
crime data, nor the process that PredPol used to create that algorithm.

The City of Cocoa sent us a number of documents that all related to the purchase of services from PredPol. 
Perhaps most telling was the background document provided to City Council members when the purchase of 
PredPol services was on the Council agenda. That document does not provide any detail about PredPol, but states 
that "[t]he City Attorney has advised that information revealing surveillance techniques, procedures or personnel is 
exempt from public inspection pursuant to s. 119.071(2)(d), Florida Statutes."   164 It is likely that the City relied on 
this advice in declining to provide any documents about PredPol itself, although it is very likely that the city could 
conceal surveillance techniques while still being more transparent about the algorithm's values and implementation.

The City of Santa Cruz, California sent several screenshots of PredPol software. One screen requests the user to 
input data about the place (in latitude and longitude), time, and type (vehicle or residential) of recent crimes, and 
states that predictions about the location of crimes over the following twenty-four-hour period will appear on a map. 
The other screen is a map of the city, with colored areas representing where crimes are likely to occur. Those 
screenshots provide information about the type of data input and the format of the output, but little else. The 
PredPol version that Santa Cruz is using appears to be less sophisticated than that used by Tacoma.

5. HunchLab--Predictive Policing

 [*148]  Like PredPol, HunchLab is software that predicts where and when crime will occur, with a cartographic 
output indicating areas at higher risk for certain types of crimes over certain time periods. HunchLab is developed 
and maintained by Azavea, Inc., a for-profit certified B corporation.   165 HunchLab uses a wide range of inputs to 
predict risks of crime, and allows individual police departments to prioritize for selected crimes.   166

163  Elizabeth E. Joh, The Undue Influence of Surveillance Technology Companies on Policing, 92 N.Y.U. L. REV. ONLINE 101, 
119 (2017) (quoting Ali Winston, Arizona Bill Would Fund Predictive Policing Technology, REVEAL (Mar. 25, 2015), 
http://www.revealnews.org/article/arizona-bill-would-fund-predictivepolicing-technology/ [http://perma.cc/V4BV-YMZP]). 

164  Legislation Details (With Text), File # 15-361, City of Cocoa 1 (July 30, 2015), 
http://cdn.muckrock.com/foia_files/2017/01/13/15-361_City_Council_Agenda_Item__8-25-15.pdf [http://perma.cc/K9JZ-ZAR9]. 

165  B Corporations are for-profit corporations certified by B Lab, a nonprofit certification organization, to meet certain standards 
of social and environmental performance, accountability, and transparency. See What are B Corps?, B CORPS, 
http://www.bcorporation.net/what-are-b-corps [http://perma.cc/Q5FH-8KCK]. 

166  "HunchLab determines what data is most useful for prediction of each crime. In some cases, geography--the locations of 
prior crimes or particular landmarks--is the most important factor. In others, time--day of week, month of year--takes 
precedence." Maurice Chammah, Policing the Future, MARSHALL PROJECT (Feb. 3, 2016), 
http://www.themarshallproject.org/2016/02/03/policing-the-future#.vVL53xF4m [http://perma.cc/YKC9-CDU6] (reporting on St. 
Louis' deployment of the HunchLab system).
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We sent open records requests concerning HunchLab to four police departments, including those of Miami, Florida; 
St. Louis County, Missouri; Lincoln, Nebraska; and Philadelphia, Pennsylvania.

Miami eventually responded that it had no responsive documents.   167 St. Louis County asked for a payment of $ 
400 before it produced any documents, and reiterated that it would not act without a $ 400 payment when we asked 
whether we could narrow our request to reduce the fee.   168 The City of Philadelphia produced a purchase order 
for the HunchLab service,   169 but otherwise denied our request on the grounds that we did not request specific 
documents.   170 The City of Lincoln, Nebraska provided several documents, including a manual introducing 
HunchLab to staff, and a blog post by the City's Public Safety Director on HunchLab. Perhaps most helpfully, 
Lincoln provided us with a sample set of input data for HunchLab, which it identified as comprising a thirty-day 
rolling  [*149]  window of police incident reports.   171 Over that time period, Lincoln recorded 3057 police incident 
reports; each of those reports contains details about the street address, latitude and longitude of the reported crime; 
the type of crime; and the date and time of the report and of the crime.   172

Jeremy Heffner, HunchLab Project Manager and Senior Data Scientist at Azavea, approached us after learning of 
our open records request to Lincoln, Nebraska. We had an email exchange and phone conversation with him, and 
he ultimately created and sent us a draft document titled "A Citizen's Guide to HunchLab," which provides 
information about the HunchLab algorithms and their creation and validation. It seems from that document that the 
HunchLab algorithms are less interpretable than many others. They are built using a "gradient boosting decision 
tree" technique in which successive decision trees are tried and tested; the developers incorporate data, not just 
about reported crimes and the place and time they occurred, but data about location of known offenders, location of 
known and likely targets of crime, weather, daily, weekly, and seasonal cycles, socioeconomic indicators, and so 
on.   173 A police officer cannot know how the algorithm's decision making relates to his or her own knowledge and 
judgment. The HunchLab algorithm is also the most dynamic of any of the algorithms we studied. For each client, 
HunchLab does a new "modeling run" every few weeks to re-calibrate the model, and each of those modeling runs 
creates a new predictive algorithm.   174

HunchLab also discusses openly the issue of potential bias in inputs, and its judgments on that issue. One type of 
bias is "reporting bias"--some communities may report larger percentages of crimes than others. HunchLab takes 
the position that it is appropriate to incorporate much of that bias into police activity. It states: "We believe that 
police activity should reflect what the community is reporting as problems . . . . If reporting biases are due to distrust 
of the police, then we believe that letting the bias exist within the data is appropriate."   175 It notes that this may not 

167   See Miami PD HunchLab Documents, MUCKROCK, http://www.muckrock.com/foi/miami-103/miami-pd-hunchlab-
documents-30109/ [http://perma.cc/9WPG-YH3F] (displaying correspondence).

168   See St. Louis County PD HunchLab Documents, MUCKROCK, http://www.muckrock.com/foi/st-louis-county-8838/st-louis-
county-pd-hunchlab-documents-30113/ [http://perma.cc/P68R-8M4F] (displaying the exchange of correspondence).

169   Purchase Order, CITY OF PHILADELPHIA PROCUREMENT DEP'T. (2015) 
http://cdn.muckrock.com/foia_files/2017/02/06/POXX16106457_-_Redacted.pdf [http://perma.cc/FQ6W-TEDN]. 

170   See Email from Robert Kieffer, Assistant City Solicitor to Michael Morisy (Feb. 6 2017), 
http://cdn.muckrock.com/foia_files/2017/02/06/Final_Response_-_Morisy_CP_2016-1710.pdf [http://perma.cc/46LH-M3A2]. 

171   See Email from Tonya Peters, Police Legal Advisor, Lincoln Police Dep't to Michael Morisy (Nov. 30 2016), 
http://cdn.muckrock.com/foia_files/2016/11/30/PRR_Response.pdf [http://perma.cc/2KU2-DP3Z]. 

172  Police Incident Reports, http://cdn.muckrock.com/foia_files/2016/11/30/Archive.zip [http://perma.cc/7D2N-EL2Q]. 

173   See HUNCHLAB, A Citizen's Guide to HunchLab, supra note 77, at 5-6.

174   Id. at 19.

175   Id. at 2.
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be the case if failure to report is due to fear or shame, but it is not clear how that can be remedied. HunchLab also 
comments on "enforcement bias"--the possibility that police end up making more arrests and engaging in more 
enforcement  [*150]  activity in some communities than in others, even if the level of crime is the same. It states a 
belief that that bias is less present in major crimes such as homicides, robberies, or assaults; for other drug-related 
and nuisance crimes, it states that it tries to use data that reflects the community's call for services--complaints--
rather than data that reflects police enforcement activity.   176

The HunchLab program has three other interesting features. First, the algorithm allows each community to set 
weights for the relative seriousness of each type of crime--how much more important is it to stop a murder than a 
burglary? It also allows tailored weights for patrol efficacy--indoor crimes are less likely to be deterred by increased 
police presence.  177 Second, HunchLab recommends that the algorithm incorporate randomness to assure that 
police are not assigned to the same routes every day, in order to combat monotony on the job and to reduce the 
negative side effects of constant police presence in an area.  178 Third, HunchLab has now extended its reach into 
patrol tactics, recommending certain kinds of police activity in patrol areas, such as car patrol, foot patrol, car stops, 
and the like, and monitoring the effectiveness of the tactics used over time.  179

6. New York City and New York State Value Added Models--Teacher Evaluation

New York City and the State of New York are among the jurisdictions that have adopted a Value Added Model 
("VAM") method for evaluating teachers.   180 In general, Value Added Model algorithms compare test scores of 
students at the beginning and end of a given year in order to measure the progress of those students. Those results 
are then adjusted to try to account for factors other than teacher effectiveness, such as socioeconomic status, that 
might be responsible for the students' progress or lack thereof. The adjusted results for the students  [*151]  that 
are taught by a particular teacher are then used to produce an evaluation of that teacher's effectiveness.

We filed open records requests with both the City of New York and New York State for documents relating to their 
VAM programs.   181 To date, the City of New York has sent us five letters notifying us that it needs more time to 
produce records, but it has not sent us any records.   182 The New York State Education Department produced a 
number of documents, including the original contract with its vendor, the American Institutes for Research, to 
implement a VAM program for New York; two renewals of that contract; five published articles by various authors 
generally evaluating the validity of Value Added Models, none of which focus on the New York VAM 

176   See id. at 26.

177   Id. at 9-10.

178   Id. at 10-11.

179   Id. at 11-14.

180  The New York Supreme Court held that the New York City growth measurements were arbitrary and capricious as to the 
complaining teacher. Matter of Lederman v. King, 47 N.Y.S.3d 838 (N.Y. Sup. Ct. 2016).  See generally Valerie Strauss, Judge 
Calls Evaluation of N.Y. Teacher 'Arbitrary' and 'Capricious' in Case Against New U.S. Secretary of Education, WASH. POST 
(2016) (reporting on teacher's litigation against the city for wrongful termination), 
http://www.washingtonpost.com/news/answersheet/wp/2016/05/10/judge-calls-evaluation-of-n-y-teacher-arbitrary-and-
capricious-in-case-against-new-u-s-secretary-of-education/ [http://perma.cc/5CH4-RYQE]. 

181  Ours was not the first attempt. Cathy O'Neil also tried and failed to obtain New York City's VAM records. See Cathy O'Neill, 
An Attempt To FOIL Request the Source Code of the Value-Added Model, MATHBABE (2014), 
http://mathbabe.org/2014/03/07/an-attempt-to-foil-request-the-source-code-of-the-value-added-model/ [http://perma.cc/HNB3-
LC5X]. 

182   See New York State or New York City Value Added Measures for Teachers, MUCKROCK (November 9, 2016), 
http://www.muckrock.com/foi/new-york-city-17/new-york-state-or-new-york-city-value-added-measures-for-teachers-29739/ 
[http://perma.cc/MN4R-U3U5] (displaying correspondence).
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implementation; and sample outputs of the VAM algorithm--outputs for fifty students and fifty teachers, with their 
names and other identification removed.

The sample outputs do provide some information about the format of what the VAM algorithm produces, and they 
provide a glimpse of how the algorithm works, because they actually contain some of the inputs--for example, 
student test scores--as well as the outputs. However, fifty sample outputs is much too small a number to begin to 
reverse engineer the algorithm, and the contract between the Education Department and the American Institutes for 
Research provides that "methodologies or measures that are the property of the contractor at the time the contract 
is executed" are "proprietary information" that the Education Department is allowed to use "solely for [its] 
educational purposes."   183 Thus, the algorithm or algorithms are not publicly available, and the process by which 
they were constructed has not been disclosed.

C$. Conclusion

Our efforts to learn about predictive algorithms through open records requests were in many respects frustrating. 
Many governments did not respond, and many of those that did  [*152]  claimed to be either generally exempt from 
open records acts (as, for example, courts) or unable to comply with requests because they had promised to keep 
information confidential. While a number of jurisdictions provided their contracts with vendors, thus enabling us to 
learn something about contract terms, we got very little about the development of the algorithms, probably because 
the governments were never in possession of records that would include that information. Allegheny County, which 
contracted for the development of a predictive algorithm from scratch by a consortium of university researchers, 
was the biggest exception, because it commissioned and possessed reports that detailed the development of its 
algorithm and disclosed the algorithm itself.

IV. PRINCIPAL OBSTACLES TO TRANSPARENCY

Having detailed our efforts to obtain useful information through open records requests about state and local 
government deployment of predictive algorithms, we now turn to the obstacles we encountered. Principal among 
these were a failure to generate important records or to deliver those records to the government and claims of trade 
secrecy. We also discuss the law enforcement and deliberative process exemptions in open records laws which are 
likely to be overused because governments fear algorithmic transparency.

A. Lack of Documentation

Governments cannot disclose more information than they have. Most open records laws entitle requesters only to 
obtain "records" or "information" already in existence. Agencies are generally not required to generate new records 
when faced with an open records request.   184 Our research suggested that governments simply did not have 
many records concerning the creation and implementation of algorithms, either because those records were never 
generated or because they were generated by contractors and never provided to the governmental clients. These 
include records about model design choices, data selection, factor weighting, and validation designs. At an even 
more basic level, most governments did not have any record of what problems the models were supposed to 
address, and what the metrics of success were.

 [*153]  Many of the most important decisions in a big data application are made at the "wholesale" level of the 
design of a model, not at the "retail" level of application to a particular case. In the analog world, wholesale policy 
decisions that are not legislated are likely to be made through administrative rulemaking. There is the 
announcement of a proposed policy; opportunities to comment on that proposal; and eventually disclosure of the 

183   See Contract No. C010834 between the People of the State of New York and Am. Insts. for Research (Sept. 19, 2011), app. 
D, http://robertbrauneis.net/algorithms/AIR_CONTRACT_2011_Redacted_FOIL_final.pdf [http://perma.cc/6SP3-2Y74]. 

184   See, e.g., A Pocket Guide to the California Public Records Act, FIRST AMEND. PROJECT SOC'Y PROF. JOURNALISTS, 
http://www.thefirstamendment.org/publicrecordsact.pdf [http://perma.cc/K3KP-Y8QT] ("The PRA covers only records that already 
exist, and an agency cannot be required to create a record, list, or compilation.").
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final policy, the reasons why it was adopted, and an explanation of how it will be implemented. These norms and 
laws do not apply to the creation of algorithmic policy. Big data prediction models are often built and used without 
key policy decisions ever having been articulated, justified, or recorded. In the best cases, there will be public 
requests for proposals for private vendors to supply predictive algorithms to government.   185 More typically, there 
will simply be a form agreement with a private vendor that does not articulate the political choices that have been 
embedded in the algorithm.

B. Aggressive Trade Secret and Confidentiality Claims

Even where governments have key explanatory records, they may refuse to disclose them in deference to the 
claims of private vendors that this information is confidential. The owners of proprietary algorithms will often require 
nondisclosure agreements from their public agency customers   186 and assert trade secret protection over the 
algorithm and associated development and deployment processes.   187 Governments will then use these claims to 
exempt vendor material from disclosure, often in ways that violate the open records laws' relatively narrow trade 
secret exemptions.

 [*154]  The trade secret roadblocks to algorithmic transparency are especially problematic in the criminal justice 
context, where individual liberty is at stake. Journalists were unsuccessful in obtaining information about 
NorthPointe's COMPAS (Correctional Offender Management Profiling for Alternative Sanctions) sentencing 
algorithm through open records requests because of alleged trade secret protection.   188 In litigation related to the 
algorithm, the Wisconsin Supreme Court upheld use of COMPAS against a defendant's due process claim, but 
acknowledged the transparency problem and required that sentencing reports inform judges that "the proprietary 
nature of [the algorithm] has been invoked to prevent disclosure of information relating to how factors are weighed 
or how risk scores are determined."   189

As discussed above, we encountered jurisdictions that cited trade secrets and confidentiality as reasons they could 
not reveal more about their predictive models. This was true, for example, of the Mesa Municipal Court and the 
Pima and Navajo County Court systems in Arizona, and the San Francisco Superior Court system in California, who 
were using the Arnold Foundation's PSA-Court.   190 It was also true of Alaska, using the Eckerd Rapid Safety 
Feedback risk assessment for children.   191 The open records laws of Arizona,   192 California,   193 and Alaska   

185   See, e.g., Request for Proposal to Design and Implement Decision Support Tools and Predictive Analytics in Human 
Services, ALLEGHENY COUNTY DEP'T HUM. SERV. (2014), http://www.county.allegheny.pa.us/Human-
Services/Resources/Doing-Business/Solicitations/2014/Decision-Support-Tools-and-Predictive-Analytics-in-Human-Services-
RFP.aspx [http://perma.cc/UHS3-8VW3]. 

186   See Joh, supra note 163, at 7 (discussing police department nondisclosure agreements with the Harris Corporation for use 
of Stingray police surveillance technology).

187   See e.g., Amended Summary Judgment Op., Hous. Fed'n of Teachers v. Hous. Indep. Sch. Dist., Civil Action No. H-14-
1189, at *1 (S.D. Tex. May 4, 2017) ("[Teacher evaluation] scores are generated by complex algorithms, employing 
'sophisticated software and many layers of calculations.' . . . . [The vendor] treats these algorithms and software as trade 
secrets, refusing to divulge them either to [the District] or the teachers themselves."). See generally Kitchin, Thinking Critically, 
supra note 6, at 20 ("[I]t is often a company's algorithms that provide it with a competitive advantage and they are reluctant to 
expose their intellectual property even with non-disclosure agreements in place").

188   See Angwin et al., supra note 7; see also Diakopolous, supra note 9 (discussing trade secrecy barriers to disclosure).

189   State v. Loomis, 881 N.W.2d 749, 763-64 (Wis. 2016). It also required disclosure that no validation studies have been 
completed and tools must be constantly monitored and re-normed. Id. at 769.

190   See supra text accompanying notes 129-130.

191   See Illinois FY16 Contract, supra note 145; Illinois FY17 Contract, supra note 145.

192  Arizona Public Records Law, ARIZ. REV. STAT. ANN. § 39-121 (2017).
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194 all exempt trade secrets and confidential information, and none entitles public access to records the government 
does not have. It would require considerable additional probing and perhaps litigation to determine if the 
government agencies acted lawfully. But what we can say is that the agencies have agency. They could have made 
more records disclosable simply by reducing the scope of confidentiality and ensuring government possession of 
records necessary to explain the algorithms.   195

Overbroad assertions of confidentiality in response to open records requests are common in the field. For example, 
in researching how California police departments use the  [*155]  Shotspotter technology to respond to gunshots 
fired in their jurisdictions, Forbes reporter Matt Drange submitted more than a dozen state freedom of information 
act requests for Shotspotter-generated reports of gunfire.   196 Despite the fact that the requests did not seek the 
underlying sensor technology, the jurisdictions initially reported that they could not disclose the data as a result of 
confidentiality agreements with Shotspotter.   197 Risk-averse municipalities thought they could not share 
information on shots detected in their jurisdictions even though the data was not a trade secret or confidential.

Government assertions of trade secrecy protection on behalf of their vendors may sometimes be justified. 
Government agents are subject to ordinary liability for disclosing trade secrets and/or for violating nondisclosure 
agreements, unless protected by some form of immunity.   198 Most states have adopted the Uniform Trade Secret 
Act,   199 which protects against the "misappropriation" of a trade secret, defined as "disclosure or use of a trade 
secret of another without express or implied consent by a person who . . . at the time of disclosure or use, knew or 
had reason to know that his knowledge of the trade  [*156]  secret was . . . acquired under circumstances giving 
rise to a duty to maintain its secrecy or limit its use."   200 Governments are persons, and therefore potentially liable.   
201 Thus, vendors create a pull towards secrecy by asserting protection or demanding that government officials sign 
nondisclosure agreements. It is a pull strengthened by the government agency's own interests in secrecy, for 
reasons discussed below.

193  California Public Records Act, CAL. GOVT. CODE §§ 6250-6276.48 (West 2017).

194  Alaska Public Records Disclosures, ALASKA STAT. §§ 40.25.100-350 (West 2017).

195  As noted above, Florida's Seventh Judicial District took a step in the right direction, see supra text accompanying note 129, 
but it could have done much more.

196  Matt Drange, We're Spending Millions on This High-Tech System Designed To Reduce Gun Violence. Is It Making a 
Difference?, FORBES (Nov. 17, 2016), http://www.forbes.com/sites/mattdrange/2016/11/17/shotspotter-struggles-to-prove-
impact-as-silicon-valley-answer-to-gun-violence/#27e6920c9dbf [http://perma.cc/BNX9-ZK8R]. 

197  The company had sent out a nationwide memo to customers in July 2015, urging cities to issue blanket denials to records 
requests or disclose heavily redacted information, "in a form that would not harm SST's business and allow the customer to 
respond from a public goodwill point of view." Customer Success Training Bulletin, SST (2015), 
http://www.documentcloud.org/documents/3221020-ShotSpotter-nationwide-memo-July-2015.html [http://perma.cc/F2DB-8AN9]; 
see also Jason Tashea, Should the Public Have Access to Data Police Acquire Through Private Companies?, ABA J. (Dec. 1, 
2016), http://www.abajournal.com/magazine/article/public_access_police_data_private_company [http://perma.cc/B3L2-DYMK] 
(reporting on municipal discomfort with Shotspotter assertions of ownership of data it collects on gunshots fired within the 
jurisdiction).

198   See, e.g., WASH. REV. CODE § 42.56.060 (2017) ("No public agency, public official, public employee, or custodian shall be 
liable, nor shall a cause of action exist, for any loss or damage based upon the release of a public record if the public agency, 
public official, public employee, or custodian acted in good faith in attempting to comply with the provisions of this chapter."); 
accord  Levine v. City of Bothell, 2015 WL 2567095 at *3 (W.D. Wash. 2012) (recognizing that "a public agency and its 
employees are immune from liability upon the release of public records if they acted in good faith by attempting to comply with" 
the Washington open records law); cf. Peter S. Menell, Tailoring a Public Policy Exception to Trade Secret Protection, 105 CAL. 
L. REV. 1, 30-31 (2017) (discussing privileges for private parties to disclose trade secrets in the public interest).

199  For a table of jurisdictions adopting the act, see UNIF. TRADE SECRETS ACT (UNIF. LAW COMM'N 1985) (West 2016).
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Open records acts do not exert as much of a counterforce for transparency as they might, because they generally 
exempt trade secrets.   202 Exemption 4 of FOIA has many close parallels in state open records act exemptions. It 
excludes from disclosure "trade secrets and commercial or financial information obtained from a person [that is] 
privileged or confidential."   203 The exemption thus covers two broad categories: (1) trade secrets; and (2) 
information that is (a) commercial or financial, (b) obtained from a person, and (c) privileged or confidential.

Under scrutiny, these trade secret exemptions are narrower than companies might claim. Overly generous agency 
 [*157]  protections have been struck down when challenged. The D.C. Circuit--the leading source of FOIA case 
law--has interpreted the term "trade secret" to have a more limited meaning than it does under the Uniform Trade 
Secrets Act   204 (and the federal Defend Trade Secrets Act of 2016).   205 The government may only withhold 
records under Exemption 4 for "a secret, commercially valuable plan, formula, process, or device that is used [in 
connection with] trade commodities and that can be said to be the end product of either innovation or substantial 
effort."   206 There must be "a direct relationship between the information at issue and the productive process," 
rather than merely "collateral business confidentiality."   207 In other words, the information concealed must be 
central to the commercial product, and not merely an ancillary byproduct. Given this limitation, not all algorithmic 
processes that a vendor might consider to be trade secrets in the commercial sphere should count as trade secrets 
for open records exemption purposes.

The second prong of Exemption 4 permits secrecy for some kinds of financial or commercial information.   208 This 
part of the exemption is also limited. The information has to be "privileged or confidential."   209 The D.C. Circuit has 
held that a mere promise of confidentiality to the source of the information is insufficient. Rather, the government 
must prove with respect to compelled records that disclosure would likely (1) "impair the government's  [*158]  
ability to obtain necessary information in the future" or (2) "cause substantial harm to the competitive position" of 
the information source.   210 With respect to voluntarily disclosed records, commercial and financial information is 

200   Id. § (1)(2)(ii).

201   Id. § (1)(3). In addition, federal law specifically forbids disclosure of trade secrets. 18 U.S.C. § 1905 (imposing criminal 
liability on any U.S. government employee who in the course of official duties, "publishes, divulges, discloses, or makes known in 
any manner or to any extent not authorized by law any information . . . which information concerns or relates to the trade 
secrets, processes, operations, style of work, or apparatus, or to the identity, confidential statistical data, amount or source of 
any income, profits, losses, or expenditures of any person").

202   See, e.g., CONN. GEN. STAT. § 1-210(b)(5) (2017) (exempting from disclosure a "trade secret," defined as (A) "information, 
including formulas, patterns, compilations, programs, devices, methods, techniques, processes, drawings, cost data, or 
customer lists that (i) derive independent economic value, actual or potential, from not being generally known to, and not being 
readily ascertainable by proper means by, other persons who can obtain economic value from their disclosure or use, and (ii) are 
the subject of efforts that are reasonable under the circumstances to maintain secrecy; and (B) Commercial or financial 
information given in confidence, not required by statute."); DEL. CODE ANN. 29 § 10002(g)(2) (2017) (deeming not to be public 
"[t]rade secrets and commercial or financial information obtained from a person which is of a privileged or confidential nature"); 
Pennsylvania Right-to-Know Law, 65 PA. STAT. AND CONS. STAT ANN. § 67.708 (b)(11) (exempting from disclosure "[a] 
record that constitutes or reveals a trade secret or confidential proprietary information"). In other states, courts recognize trade 
secrets under more general exemptions. See, e.g., Phx. Newspapers, Inc. v. Keegan, 35 P.3d 105, 112 (Ariz. Ct. App. 2001) 
(recognizing that trade secrets are "protected by the confidentiality exception to disclosure" in Arizona's open records law). See 
generally Linda B. Samuels, Protecting Confidential Business Information Supplied to State Governments: Exempting Trade 
Secrets from State Open Records Laws, 27 AM. BUS. L.J. 467, 468-69 (1989) (discussing the coverage of state trade secrets 
exemptions from open records laws); Open Government Guide, REPORTERS COMMITTEE FOR FREEDOM PRESS, 
http://www.rcfp.org/ogg/index.php [http://perma.cc/2QNF-V83V] (linking to all fifty state open records acts).

203   5 U.S.C. § 552(b)(4) (2016).
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"confidential" if the source would not customarily release such information to the public.   211 In sum, the FOIA trade 
secret exemption applies only to a narrow range of "bet the company" trade secrets and a subset of financial or 
commercial information. The presumption of disclosure remains. Given the burden that the government bears, 
some states require that state agencies notify private entities of requests for trade secret or confidential information 
and obtain the private party's defense of its designation.   212

In interpreting trade secrets exemptions, government officials should be mindful of the purpose of the carve-out. 
The purpose of FOIA Exemption 4 is to preserve the government's ability to collect information from regulated 
entities,   213 or in an alternative formulation, to "encourage individuals to provide certain kinds of confidential 
information to the Government."   214 Similarly, state open records laws protect trade secrets and confidential 
information in order to advance public goals.   215 Because open records laws impose a presumption of openness, 
and because states have followed FOIA courts in construing trade secrets and confidential material narrowly, the 
trade secret exemption to open records is narrower than private vendors might like. This is especially true when a 
government is acting as a customer and not as a regulator, because secrecy is not abetting the government's 
regulatory power. Currently pending litigation in New York poses the question of how far trade secret claims should 
be honored when the government acts  [*159]  in its enterprise capacity. Citing trade secret protection,   216 New 
York City refused the Brennan Center for Justice's freedom of information law requests for records related to the 
sentencing algorithm known as Palantir Gotham.   217

All of the requests we made were submitted to jurisdictions acting in their enterprise capacities. We can be 
confident that the assertions of trade secret over all materials connected with the algorithms were overbroad. Even 
assuming that the source code and certain details of the model would qualify as trade secrets or confidential 
information, we sought training materials, existing and planned validation studies, and other documentation 
concerning the objectives and design choices reflected in the algorithm. It is hard to imagine that most, if any, of this 
material would qualify for the exemption.

204  UNIF. TRADE SECRETS ACT § 1.4 (defining a trade secret as "information, including a formula, pattern, compilation, 
program, device, method, technique, or process, that: (i) derives independent economic value, actual or potential, from not being 
generally known to, and not being readily ascertainable by proper means by, other persons who can obtain economic value from 
its disclosure or use, and (ii) is the subject of efforts that are reasonable under the circumstances to maintain its secrecy")

205   18 U.S.C. § 1839(3) (2016) (including "all forms and types of financial, business, scientific, technical, economic, or 
engineering information, including patterns, plans, compilations, program devices, formulas, designs, prototypes, methods, 
techniques, processes, procedures, programs, or codes, whether tangible or intangible, and whether or how stored, compiled, or 
memorialized physically, electronically, graphically, photographically, or in writing").

206   Pub. Citizen Health Research Grp. v. U.S. Food & Drug Admin., 704 F.2d 1280, 1288-89 n.25 (D.C. Cir. 1983) ("The 
Restatement approach, with its emphasis on culpability and misappropriation, is ill-equipped to strike an appropriate balance 
between the competing interests of regulated industries and the general public."); see also  Anderson v. Dep't of Health & 
Human Servs., 907 F.2d 936, 944 (10th Cir. 1990) (adopting the same definition).

207   Pub. Citizen, 704 F.2d at 1287-88.

208   Guide to the Freedom Of Information Act, U.S. DEP'T JUSTICE (May 2004), http://www.justice.gov/oip/foia-guide-2004-
edition-exemption-4 [http://perma.cc/LC5X-EJPK] (stating that records are commercial if the submitter "has a 'commercial 
interest' in them").

209  HARRY A. HAMMITT ET AL., LITIGATION UNDER THE FEDERAL OPEN GOVERNMENT LAW 119 (25th ed. 2010) (The 
term "confidential" is "the key term in Exemption 4 caselaw.").

210   Nat'l Parks & Conservation Ass'n v. Morton, 498 F.2d 765, 770 (D.C. Cir. 1974).

211   Critical Mass Energy Project v. Nuclear Regulatory Comm'n, 975 F.2d 871, 872-74 (D.C. Cir. 1992).

212   See, e.g., Pennsylvania Right-to-Know Law, 65 PA. STAT. AND CONS. STAT ANN. § 67.707 (providing that a state agency 
must notify a company of a request to disclose trade secret or confidential information within five business days. The company 
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It is almost certainly true that protecting algorithms as trade secrets sometimes incentivizes companies to create 
predictive models for public applications.   218 At the same time, the information allegedly protected by trade secret 
law may lie at the heart of essential public functions and constitute political judgments long open to scrutiny. As 
David Levine writes, "[t]he conflict between trade secrecy and a transparent and accountable democratic 
government is ultimately a clash of governing theory and values."   219 It is a conflict that can be mitigated by courts 
and legislatures limiting the scope of the trade secret exemption to open records laws and by government agencies 
insisting on transparency when they contract for algorithms.

 [*160]   C. Other Governmental Concerns and Open Records Act Exemptions

Even if government agencies generated or acquired sufficient records and assured that those records were not 
subject to claims of trade secrecy, they might have other reasons for resisting algorithmic transparency: gaming or 
circumvention; loss of candor in deliberation; and undue public controversy.

Government officials may worry that publicly disclosed algorithms will be gamed or circumvented, making 
predictions less reliable and thwarting their purpose.   220 If a criminal defendant knows that statements she makes 
will result in a higher recidivism risk score, she may lie.   221 If a terrorist knows how names are placed in the 
Terrorist Screening Database and matched to names on visa applications, he may try to avoid such placement and 
matching.   222

These concerns are understandable, but do not excuse nonresponsiveness to open records requests. Open 
records acts do address potential gaming in the context of law enforcement investigations and investigative 
techniques.   223 Exemption 7(E) of FOIA asks explicitly whether the disclosure of investigative  [*161]  techniques 
would "risk circumvention of the law."   224 However, at its core, "investigation" concerns the identification of 
perpetrators and gathering of evidence of crimes that have already been committed. In exceptional cases, some 
courts have been willing to stretch "investigation" to cover some preventative measures,   225 and one of our open 

then has five business days to provide the state agency with the company's position concerning disclosure of its information. 
Within ten days of notifying the company, the state agency must decide to release or withhold the information).

213  According to the U.S. Justice Department, Exemption 4 "affords protection to those submitters who are required to furnish 
commercial or financial information to the government by safeguarding them from the competitive disadvantages that could 
result from disclosure." Guide to the Freedom Of Information Act, supra note 208; see also id. at n.2.

214   Soucie v. David, 448 F.2d 1067, 1078 (D.C. Cir. 1971).

215   See, e.g., Verizon N.Y., Inc. v. N.Y. State Pub. Serv. Comm'n, 23 N.Y.S.3d 446 (N.Y. App. Div. 2016) ("[T]he policy behind 
Public Officers Law § 87(2)(d) is simply to protect businesses from the deleterious consequences of disclosing confidential 
commercial information, so as to further the State's economic development efforts and attract business to New York.").

216  N.Y. PUB. OFF. L. § 87(2)(d) (exempting from disclosure records that "are trade secrets or are submitted to an agency by a 
commercial enterprise or derived from information obtained from a commercial enterprise and which if disclosed would cause 
substantial injury to the competitive position of the subject enterprise")

217  Memorandum of Law in Support of Verified Petition, Brennan Center for Justice at New York University School of Law v. 
New York City Police Department, Case No. 0160541/2016 (N.Y. Sup. Ct. 2016) (Doc. No. 8), 
http://www.brennancenter.org/sites/default/files/8%20-
%20Memorandum%20of%20Law%20in%20Support%20of%20Verified%20Petition.pdf [http://perma.cc/E5E6-Q7HB]. 

218  Kroll et al., supra note 26, at 15-17; see also David S. Levine, Secrecy and Unaccountability: Trade Secrets in Our Public 
Infrastructure, 59 FLA. L. REV. 135, 180-81 (2007) (providing an example in the voting machine context of how state laws 
compelling source code disclosure can deter companies from contracting with the state for public services).

219   See  Levine, supra note 218, at 157; see also Mark Fenster, The Opacity of Transparency, 91 IOWA L. REV. 885, 918-19 
(2006) (observing a "fundamental conflict between laws intended to cover government agencies and the increasing reliance by 
those agencies on private firms" and noting that state courts and legislatures have "failed to develop a consensus or clarity for 
their open government laws" to address this conflict).
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records requests revealed that one jurisdiction exempted itself from providing data related to police surveillance 
techniques, arguably a cousin of prevention.   226 Predictive policing programs like PredPol and HunchLab, 
however, which are focused on deterrence rather than investigation, are at or beyond the periphery of the 
exemption. Risk assessment of criminal defendants for recidivism and failure to appear seems even less tied to 
"investigation." Moreover, there is no exemption from open records laws for other non-criminal justice gaming 
concerns. Child welfare programs like the Eckerd Rapid Safety Feedback and Allegheny Family Screening Tool 
efforts are not primarily related to law enforcement.   227

Agencies may best deal with concerns about gaming by adopting algorithms that are relatively immune to 
manipulation. For example, the Arnold Foundation claims that  [*162]  PSA-Court, which relies only on objective, 
verifiable facts concerning a defendant's history, produces risk assessments that are just as accurate as algorithms 
that rely on subjective statements made by defendants.   228 Azavea has introduced randomness into its HunchLab 
predictive policing algorithm, which among other things would frustrate efforts to derive patrolling plans even from a 
disclosed algorithm.   229

Another concern officials might have is that they do not want to expose their tentative thinking about predictive 
algorithms. Both FOIA and many state open records acts include an exemption to protect the deliberative process 
within the executive branch.   230 None of our open records requests were rejected under an executive-branch 
deliberative process exemption, and so the application of such an exemption to algorithmic processes remains 
speculative. The deliberative process privilege assumes that agencies have already announced a rule and 
explained its rationale. The point of exempting the deliberative process is "to protect against confusing the issues 
and misleading the public by dissemination of documents suggesting reasons and rationales for a course of action 
which were not in fact the ultimate reasons for the agency's action."   231 If the government never explains the 
"rules" of an algorithm or why it was adopted, then there is no authoritative utterance to safeguard from stray 

220  In machine learning literature, the gaming problem is known more generally as "adversarial learning"--the problem of 
developing models when it is anticipated from the beginning that adversaries will try to defeat them. See, e.g., Daniel Lowd & 
Christopher Meek, Adversarial Learning, in PROCEEDINGS OF THE ELEVENTH ACM SIGKDD INTERNATIONAL 
CONFERENCE ON KNOWLEDGE DISCOVERY AND DATA MINING (KDD) 641 (Robert Grossman et al. eds., 2005); Pavel 
Liskov & Richard Lippmann, Machine Learning in Adversarial Environments, 81 MACHINE LEARNING 115 (2010).

221  For example, COMPAS, a tool for assessing the likelihood of recidivism by criminal defendants, bases its predictions in part 
on a defendant's agreement or disagreement with statements such as "A hungry person has the right to steal" and "You can talk 
your way out of a problem." See Brittney Via et al., Exploring How to Measure Criminogenic Needs: Five Instruments and No 
Real Answers, in HANDBOOK ON RISK AND NEED ASSESSMENT: THEORY AND PRACTICE (Faye S. Taxman ed., 2016).

222   See JEROME P. BJELOPERA, BART ELIAS & AARON SISKIN, CONG. RESEARCH SERV., R44678, THE TERRORIST 
SCREENING DATABASE AND PREVENTING TERRORIST TRAVEL 12 (2016) (documenting the use of name-searching 
algorithms in screening visa applicants). For an exploration of the fuzzy line between enforcement and prevention, see 
Coglianese & Lehr, supra note 58, at 1210 (noting that an algorithmic rulemaking process might model compliance choices of 
regulated entities, in which case it would be similar to post-hoc enforcement algorithms and might legitimately be exempted from 
disclosure).

223   See, e.g., 5 U.S.C. § 552(b)(7)(E) (exempting "records or information compiled for law enforcement purposes" whose 
disclosure "could reasonably be expected to risk circumvention of the law"); 5 ILL. COMP. STAT. 140/7(d)(v) (exempting law 
enforcement records that "disclose unique or specialized investigative techniques other than those generally used"); MICH. 
COMP. LAWS § 15.243(1)(b)(v) (exempting records that would "[d]isclose law enforcement investigative techniques or 
procedures").

224   5 U.S.C. § 552(b)(7)(E).

225   See  Coastal Delivery Corp. v. U.S. Customs Serv., 272 F. Supp. 2d 958 (C.D. Cal. 2003) (holding that the Customs Service 
could withhold records of the number of examinations of merchandise arriving into various seaports under Exemption 7(E), 
because they could aid the illegal importation of goods by informing importers of where and when examinations were less likely 
to occur); U.S. News & World Report v. Dept. of the Treasury, 1986 U.S. Dist LEXIS 27634 (D.D.C.) (holding that details of 
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deliberation. Indeed, the records created during formulation of the algorithm would be the only window into the rules 
and rationales bound up in the algorithmic process.

The judicial branch is often exempt from open records laws.   232 A number of our open records act requests were 
rejected on the ground that courts were not properly subject to the request. We cannot say this was wrong in every 
case, but it  [*163]  should be. The formulation and adoption of an algorithm for a court system bears little 
resemblance to judicial decision making in individual cases (usually illuminated by public explanation anyway). It is 
more analogous to the drafting and adoption of a rule of evidence that will be applied to a large set of cases. 
Judicial rulemaking, like administrative rulemaking, is typically carried out in public. Federal law requires rules 
promulgated by any federal court other than the Supreme Court "to be prescribed only after giving appropriate 
public notice and an opportunity for comment,"   233 and the Supreme Court also uses notice-and-comment 
rulemaking under procedures issued by the Judicial Conference.   234 State courts have similar public procedures.   
235 In the absence of an open records mandate to provide records of the process by which an algorithm was 
formulated and adopted, courts should consider some form of public process similar to that which they use to adopt 
and amend rules.

Finally, governments may be worried that some constituents are uncomfortable with the deployment of algorithms, 
will discern discrimination or unfairness where there is none, or will unduly contest algorithmic recommendations. 
To avoid what they see as unwarranted controversy based on distortions or unscientific conclusions or mistakes, 
governments might rather not publicize algorithmic models. We know of no open records act exemption that 
prevents controversial matters from disclosure, and while government officials may justifiably fear distortions and 
unscientific conclusions, controversy is unavoidable in the democratic process. It is often at the heart of it.

V. FIXES

How can governments promote transparency in their use of predictive algorithms? Legislatures are unlikely to 
withdraw protection for trade secrets and other confidential information.   236 Even if that were to happen, removal 

construction of the President's limousines could be withheld under Exemption 7(E), and adopting a broad reading of 
"investigative" that encompassed preventing potential harm to the President). But see  Living Rivers, Inc. v. U.S. Bureau of 
Reclamation, 272 F. Supp. 2d 1313, 1320-22 (D. Utah 2003) (holding that maps of areas below dams that would be inundated if 
the dams were breached could not be withheld under Exemption 7(E), because the maps did not disclose investigative 
practices).

226  The City of Cocoa, Florida sent us a document noting that detail about PredPol would not be provided in a public document 
because "information revealing surveillance techniques, procedures or personnel" is exempt from disclosure under Florida open 
records law. See Legislation Details (With Text), File # 15-361, supra note 164; FLA. STAT. § 119.071(2)(d) (2017) ("Any 
information revealing surveillance techniques or procedures or personnel is exempt from s. 119.07(1) and s. 24(a), Art. I of the 
State Constitution."). Even if a system for deploying police personnel in particular areas at particular times is a surveillance 
technique or procedure, a specific exemption for surveillance is not common in open records acts.

227  As we mentioned above, see supra page 16, government officials also may worry about incidental, detrimental behavioral 
effects of publicizing algorithms, such as the avoidance of needed mental health treatment by people who learn that having 
received such treatment is a factor in child welfare risk assessment. Like gaming, this can be a legitimate concern in tension with 
transparency; there is no open records exemption that addresses it.

228   See Developing a National Model for Pretrial Risk Assessment, LAURA & JOHN ARNOLD FOUND. (Nov. 2013), 
http://www.arnoldfoundation.org/wp-content/uploads/2014/02/LJAF-research-summary_PSA-Court_4_1.pdf 
[http://perma.cc/KTY8-VCP9] (noting that other risk assessment instruments "rel[ied] on data that [could] only be gathered 
through defendant interviews" and that PSA-Court uses only data that is "drawn from the defendant's criminal history").

229   See A Citizen's Guide to HunchLab, supra note 77, at 10-11.

230   See, e.g., 5 U.S.C. § 552(b)(5) (exempting "inter-agency or intra-agency memorandums or letters which would not be 
available by law to a party other than an agency in litigation with the agency"); 5 ILL. COMP. STAT. 140/7(f) (exempting 
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of trade  [*164]  secret protection would not itself solve the problem of inadequate documentation and private 
possession of records. A more fruitful course would be for governments to use their contracting powers to insist on 
appropriate record creation, provision, and disclosure.   237 We will first consider provision and disclosure 
requirements, and then turn to best practices concerning record creation.

A. Contract Language Requiring Provision and Permitting Disclosure of Records

The agreements between public agencies and contractors that we obtained through open records requests 
demonstrate that governments do not, and need not, uniformly accede to contractor wishes for nondisclosure and 
data ownership.

For example, it appears that when the Arnold Foundation drafted a standard Memorandum of Understanding for its 
PSA program, it included strong, broad language concerning nondisclosure. Courts that did not request changes to 
that language promised to keep all information they had about the PSA confidential.   238 The Seventh Judicial 
Circuit of Florida, however, evidently asked for language that provided for significantly narrower nondisclosure 
duties. It placed the burden on the Arnold Foundation of designating trade secrets, redacting unprotected material, 
and delivering marked copies to the government.   239 That approach--placing the burden on the contractor to 
identify and mark specific passages in a document as trade secrets--goes a long way towards avoiding over-
claiming trade secrets, and forces the contractor to consider exactly why and how the disclosure of particular 
information would undermine its competitive position.   240 Such language dovetails with appropriately narrow 
construction of trade secret exemptions in open records acts.   241

 [*165]  It is important to recognize that the demand for much narrower nondisclosure language did not cause the 
Arnold Foundation to refuse to contract with the Seventh Judicial Circuit. The Foundation acceded to the less 
favorable language, even though it provides the PSA for free and the Seventh Judicial Circuit did not have the 
bargaining leverage of withholding payment. Nonprofits and foundations need clients just as for-profit companies 

"[p]reliminary drafts, notes, recommendations, memoranda and other records in which opinions are expressed, or policies or 
actions are formulated"); N.Y. PUB. OFF. L. 87(2)(g) (exempting most "inter-agency or intra-agency materials").

231   Coastal States Gas Corp. v. Dep't of Energy, 617 F.2d 854, 866 (D.C. Cir. 1980).

232   See, e.g., 5 U.S.C. § 552(f)(1) (defining "agency" to exclude courts); 65 PA. STAT. & CONS. STAT. ANN. § 67.304 (West 
2017) (requiring "[j]udicial agencies" only to provide access to financial records).

233   28 U.S.C. § 2071(b).

234   See ADMIN. OFFICE OF THE U.S. COURTS, PROCEDURES FOR COMMITTEES ON RULES OF PRACTICE AND 
PROCEDURE § 440.20.40, http://www.uscourts.gov/rules-policies/about-rulemaking-process/laws-and-procedures-governing-
work-rules-committees-0 [http://perma.cc/MEL6-GJ3A]. 

235   See, e.g., ILL. S. CT. R. 3(a)(1) (2017) (providing for a rulemaking process with such elements as "a public record of all . . . 
proposed rules and proposed amendments" and "an opportunity for comments and suggestions by the public, the bench, and 
the bar").

236  For an argument that trade secrecy should not be used to withhold information about a predictive algorithm from a criminal 
defendant, see Rebecca Wexler, Life, Liberty and Trade Secrets: Intellectual Property in the Criminal Justice System, 70 STAN. 
L. REV. (forthcoming 2018).

237   Cf. Joel R. Reidenberg, Lex Informatica: The Formulation of Information Policy Rules Through Technology, 76 TEX. L. REV. 
553, 589-90 (1998) (arguing for the use of public procurement standards to pursue policy goals).

238   See supra notes 127-128.

239   See supra note 129.

240  Similarly, the New York State Education Department contract with American Institutes of Research for the Value Added 
Measurement project provides that "the contractor shall clearly identify . . . proprietary information [regarding methodologies or 
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do--they need to show their donors that they are providing services that are making a difference and impacting how 
governments run. Thus, governments must understand that they have leverage even if they are not paying for 
services.   242

If governments are paying for services, they have additional leverage over nondisclosure and ownership issues. 
Thus, for example, Illinois' contract to pay Eckerd Kids for the Rapid Safety Feedback service apparently used 
standard public contracting language containing disclosure and ownership provisions favorable to the State. With 
regard to disclosure, the contract provides that the default assumption is that all information that Eckerd provides is 
public   243--although it could go even further, as the Seventh Judicial Circuit agreement with the Arnold Foundation 
did, and place the burden on the contractor to make specific, marked claims of trade secrecy or lose the power to 
object to disclosure. With regard to ownership, the contract provides that Illinois owns everything produced under 
the contract, including all intellectual property rights in those products.   244 By contrast, when the Alaska 
Department of Health and Social Services signed a memorandum of understanding under which Eckerd Kids 
agreed to provide RSF services without compensation, Alaska promised to treat all Eckerd creations and products 
as confidential information, and agreed that Eckerd owned everything related to the Rapid Safety Feedback 
program, including all software and all reports that the software produced.   245

A contractor that has developed an algorithm intended for multiple jurisdictions without modification will not want to 
transfer ownership of the source code implementing that  [*166]  algorithm to one jurisdiction. However, if the 
contractor is providing a custom algorithm for a jurisdiction, then it could be appropriate for that jurisdiction to insist 
on ownership, or at least on a license for its own use and use by other jurisdictions. Thus, for example, Allegheny 
County's contract with the Auckland Consortium grants a nonexclusive license to the state and federal government 
to use the software produced under the contract and to authorize others to use it, and grants the county the right to 
use and distribute anything produced under the contract that is protected by any intellectual property rights.   246 In 
all cases, government agencies should assert ownership over reports that assess risks in that jurisdiction based on 
data provided by that jurisdiction. The Illinois contract makes such an assertion,   247 while the Alaska agreement 
cedes ownership of all reports to Eckerd.   248

measures that are the property of the contractor at the time the contract . . . is executed] and give . . . a license to NYSED to 
continue using such proprietary information solely for NYSED's educational purposes for a period of ten years from the date of 
termination of this contract." See Contract No. C010834, between the People of the State of New York and American Institutes 
for Research, supra note 183.

241   See text accompanying notes 204-217 (discussing appropriately narrow construction of trade secret exemptions in open 
records acts).

242  In some cases, government officials may welcome nondisclosure language because they want to avoid public scrutiny of 
their actions. It may be more difficult to deal with a government agency that promises nondisclosure to a contractor so that it has 
a justification for keeping its own decision-making process secret, but in an appropriate case, legal action could be brought 
challenging such an action as inconsistent with the agency's open government obligations.

243   See Illinois FY16 Contract, supra note 145, at 11.

244   See id. at 11-12.

245   See Memorandum of Understanding of February 20, 2015 between Eckerd Youth Alternatives, Inc. and the Alaska 
Department of Health and Social Services, supra note 142.

246   See AUT Enterprises Ltd. Contract 9-1-14 to 6-30-15, at 37-39, 45-46 (2014) 
http://robertbrauneis.net/algorithms/AlleghenyAUTContract.pdf [http://perma.cc/5HWR-CR8U]. 

247   See Illinois FY16 Contract, supra note 145, § 4.8 S b.

248   See Memorandum of Understanding of February 20, 2015 between Eckerd Youth Alternatives, Inc. and the Alaska 
Department of Health and Social Services, supra note 142.
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Even very favorable language providing for ownership and disclosure, however, is not effective if no documentation 
has been created, or if it has never been provided to the government client. Because of the disclosure provisions in 
the Seventh Judicial Circuit agreement with the Arnold Foundation, that court was able to provide to us information 
about the PSA risk scales--the percentages of people released pretrial who failed to appear by risk score, both in 
the original training set and in a validation study--that no other court nor the Arnold Foundation itself would provide. 
Yet it only was able to provide that information because it happened to be included in a slide presentation made by 
an Arnold Foundation associate to the court, thus leaving it entirely up to the Arnold Foundation to determine 
disclosure policy. Accountable governments should make these decisions and link disclosure provisions to 
demands that records be produced to the government, and created if they do not already exist.

B. Creating Records for Accountability

Governments should consciously generate--or demand that their vendors generate--records that will further public 
understanding of algorithmic processes. This seems to be what is contemplated by the European Union General 
Data Protection Regulation (coming into force in 2018), which stipulates that the  [*167]  function of an algorithm 
must be made understandable to the public.   249

Ideally, relevant stakeholders would produce a set of best practices for documenting the creation and 
implementation of predictive algorithms. Such a best practices document could draw on a number of existing 
models. For example, the Transparency and Accountability Initiative has released a guide to best practices in 
government transparency, accountability, and civic engagement.   250 The National Federation of Municipal 
Analysts has promulgated a series of best disclosure practices in connection with the issuance of municipal debt.   
251 The Online Trust Alliance has released a number of best practices documents, including the Internet of Things 
Trust Framework 2.5, a set of privacy and security principles focused on connected home and wearable 
technologies.   252 Perhaps of most relevance, although at a very high level of abstraction, the U.S. Public Policy 
Council of the Association for Computing Machinery has produced a set of seven "Principles for Algorithmic 
Transparency and Accountability."   253

Although we cannot hope here to provide the kind of best practices statement that would be produced by sustained 
multi-stakeholder deliberation, we identify based on our research desirable documentation in eight categories: the 

249  The European Union, as part of its Data Protection Directive, has also given its citizens a right to an explanation of 
algorithmic decisions (public and private) that "significantly affect" individuals. Regulation (EU) 2016/679 of the European 
Parliament and of the Council of 27 April 2016 on the Protection of Natural Persons with Regard to the Processing of Personal 
Data and on the Free Movement of such Data, and repealing Directive 95/46/EC (General Data Protection Regulation) 2016 O.J. 
(L 119/1) 71;  cf. Sandra Wachter et al., Why a Right to Explanation of Automated Decision-Making Does Not Exist in the 
General Data Protection Regulation, 7 INT'L DATA PRIVACY L. 76 (2016) (arguing that the Directive "does not, in its current 
form, implement a right to explanation, but rather a limited 'right to be informed'" of automated decision making); Goodman & 
Flaxman, supra note 52, at 6 (identifying developer secrecy, public technical illiteracy, and algorithmic design as barriers to 
explanation).

250   Opening Government: A Guide to Best Practice in Transparency, Accountability and Civic Engagement Across the Public 
Sector, TRANSPARENCY & ACCOUNTABILITY INITIATIVE (2011), http://www.transparency-initiative.org/archive/wp-
content/uploads/2011/09/15-Open-government11.pdf [http://perma.cc/V244-AJME]. 

251   Disclosure Guidelines, NAT'L FED'N MUN. ANALYSTS, http://www.nfma.org/disclosure-guidelines [http://perma.cc/DC9F-
WDAV]. 

252  IoT Security & Privacy Trust Framework v. 2.5, ONLINE TRUST ALLIANCE (2017), 
http://otalliance.actonsoftware.com/acton/attachment/6361/f-008d/1/-/-/-/-/IoT%20Trust%20Framework.pdf 
[http://perma.cc/LB23-EM4N]. 

253   Statement on Algorithmic Transparency and Accountability, ASS'N FOR COMPUTING MACH. U.S. PUB. POLICY 
COUNCIL, (Jan. 12, 2017), http://www.acm.org/binaries/content/assets/public-policy/2017_usacm_statement_algorithms.pdf 
[http://perma.cc/5TKE-LFHT]. 
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algorithmic model's general predictive goal and application; relevant, available, and collectable data; considered 
exclusion of data;  [*168]  specific predictive criteria; analytic techniques used; principal policy choices made; 
results of validation studies and audits; and explanation of the predictive algorithm and the algorithm output.

1. General Predictive Goal and Application

Governments should be expected to articulate their goals in using a predictive algorithm. This will provide an 
important benchmark against which specific criteria can be measured, and may lead to a better understanding of 
the decisions that algorithmic predictions inform. The goal is not always self-explanatory. For example, the most 
general goal of an algorithm like PredPol or HunchLab is to predict where and when crimes will occur. Yet a local 
police force may really be interested in making decisions about where its limited number of patrol officers can most 
effectively deter crimes, acknowledging that crimes that take place indoors are difficult to deter by patrol. Therefore, 
the department would more accurately describe its goal more narrowly, as predicting where and when the presence 
of police patrols would deter crimes.

As part of formulating a general predictive goal, a government may want to take one step further back and articulate 
the problem it is trying to address. For example, a government that is seeking assistance in predicting which 
prisoners are most likely to commit crimes if released on parole may be motivated by a variety of concerns. It may 
want to reduce the prison population because of overcrowding; or it may want to reduce the number of parolees 
who commit new crimes; or it may be facing challenges to the fairness of its parole decision practices. Each of 
these situations will likely call for different sensitivities in creating predictive algorithms. Predictive algorithms can 
also be applied to assist governmental decisions at a variety of junctures. For example, while the Allegheny Family 
Screening Tool and Eckerd Rapid Safety Feedback both provide child welfare assessments, the former is designed 
to be applied at the moment a call comes in to a child welfare hotline, as an immediate screening tool; the latter is 
apparently used to periodically review all child welfare cases currently being handled by an agency. There should 
ideally be some reflection on the particular decision-making process for which an algorithm is being designed, 
whether that the best application of algorithmic prediction in the operations of that agency, and whether the 
algorithm design is appropriate for that application.

2. Data: Relevant, Available, Collectable

 [*169]  With a predictive goal in mind, the next step is to consider what data could be relevant to making that 
prediction. It is helpful both for evaluation of an algorithm and for inducing deliberation to document what data 
initially might be thought of as conceivably relevant to predicting the outcome in question. For example, did the data 
scientists who might have settled on data about a defendant's prior arrest history and employment record also 
consider data about a defendant's exercise regime and educational background? If not, why not? Most predictive 
algorithms will be trained on data that has already been collected for some other purpose. Thus, data scientists will 
go on a search for existing data sources, and it will be important to document where they looked and what they 
found.

3. Data Exclusion

Data that is available may in the end be excluded from the set of data that is used to train an algorithm and that will 
eventually be used as the input to generate a prediction about a particular subject. There are at least five groups of 
reasons for excluding data: quality concerns, susceptibility to manipulation, time and place limitations, lack of 
relevance, and policy considerations other than lack of relevance. Documenting all of these is important for 
understanding the training data and input data of the algorithm.

a. Data Quality. Data scientists may be worried that datasets, or certain data fields, have too many inaccuracies, 
were not defined consistently as data was collected, or have become corrupted in various ways. For example, 
addresses may have been manually transcribed from handwritten originals and test as invalid.   254 Or, two types of 

254   Cf. Julia Andre, Luis Ceferino & Thomas Trinelle, Prediction Algorithm for Crime Recidivism, MACH. LEARNING PROJECT, 
STAN. U. 1 (2015), http://cs229.stanford.edu/proj2015/250_report.pdf [http://perma.cc/YWP2-5CTX] (cautioning that "publicly 
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data may have for some period been entered into a single field. Documentation of those issues, and decisions 
made as to whether to keep the data--even with its imperfections--or to exclude it, can be important to assessing 
the quality of the algorithm produced.

b. Manipulation and Gaming. Creators of predictive algorithms may also decide to exclude some types of data 
because it is subject to manipulation or "gaming," and thus undermines either the accuracy of the training data or 
the accuracy of the input to the completed algorithm. For example, as mentioned above, the Arnold Foundation 
decided to create a pretrial release algorithm that would not require as input any  [*170]  facts gathered in an 
interview with the criminal defendant.   255 This exclusion was partly motivated by the concern that information 
collected during an interview, when the defendant knows that the responses can determine pre-trial release, is 
subject to manipulation.

c. Time and Place Limitations. Data is necessarily collected about subjects who are acting in different times and 
places. All other things being equal, the larger the training dataset, the better. But all other things may not be equal. 
The risk of recidivism ten years ago may be different today for prisoners with the same profile, due to the economy, 
available social services, and many other factors. If data subsets from different years exhibit markedly different 
correlations, a decision may be made to exclude older data as stale. On the other hand, if the goal is to predict 
whether a parolee will commit a crime in the next five years, then the training dataset must exclude data about 
prisoners who have been paroled less than five years ago, because newer parolees will not have a sufficiently long 
track record. In some instances, then, some data may have to be excluded as too old, and other data as too new.   
256

In the case of HunchLab, the Lincoln Police Department revealed that the output that HunchLab produces on any 
given day is based on police incident reports for the previous thirty days.   257 The choice of a thirty-day window 
obviously involves a balance of competing factors. Restricting input to the past month keeps the data relatively 
fresh, and allows for inquiry into weekly and monthly cycles of activity. At the same time, it does not allow for inquiry 
into seasonal cycles, and may lead to very thin data on relatively uncommon types of crimes.

Algorithm developers must also make judgments about the geographic scope of training and input data. Due to 
different social and economic conditions, and perhaps more controversially due to different ethnic composition, 
income profile, or other factors, a group of defendants from one area--perhaps an urban area--who are otherwise 
similar to a group of defendants from a second area--perhaps a rural area--may pose different risks of pretrial flight.

We know that the Arnold Public Safety Assessment algorithm was trained on data that was aggregated from three 
 [*171]  hundred different jurisdictions nationwide.   258 We do not know if the Arnold Foundation tested whether 
subsets of that dataset from different states or regions exhibited the same predictive correlations as the dataset as 
a whole. If data from different regions exhibit substantially different predictive correlations, a decision may be made 
to geographically restrict the dataset. Whether or not the dataset is restricted by time and place, it may be a best 
practice to test for difference across time and place and document the results.

available datasets [of recidivism of released inmates] are ancient, due to prescriptions, which means that they are often number 
re-transcription of manually stored data").

255   Developing a National Model for Pretrial Risk Assessment, supra note 228, at 3.

256  On the choice of time and place limitations for data, see Andreas M. Olligschlaeger, Crime Forecasting on a Shoestring 
Budget, CRIME MAPPING & ANALYSIS NEWS 8, 9-10 (Spring 2015), http://crimemapping.info/wp-
content/uploads/2015/03/CrimeMappingNews_ Issue23.pdf [http://perma.cc/DF5F-FBFF]. 

257   See Email from Tonya Peters, supra note 171.

258   Developing a National Model for Pretrial Risk Assessment, supra note 228 at 3.
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d. Relevance. Some data elements may be excluded because they do not seem to be sufficiently correlated with 
the outcome sought to be predicted. It would be useful to document that exclusion, and the threshold of predictive 
value below which the excluded data fell.

e. Policy Reasons Other Than Relevance. Perhaps most notably and controversially, certain data will be excluded, 
in spite of its potential predictive value, for a variety of policy reasons. For example, the Arnold Foundation 
promotes as an advantage of its algorithm that it does not take into account matters such as "race, gender, income, 
education, home address, drug use history, family status, marital status, national origin, employment, [or] religion."  
259 Immutable characteristics such as race and gender are constitutionally problematic; home address may in many 
cases be closely correlated with race. The decision to exclude characteristics such as level of education and drug 
use history, if they are found to have substantial predictive value, would presumably be more controversial, and 
should be documented.

4. Specific Predictive Criteria

We noted above that it can be useful to articulate a general predictive goal that an algorithm development project 
will pursue. Once decisions have been made about what training data to use, however, it will likely turn out that the 
actual predictions will have to be described somewhat differently than the original predictive goal. Therefore, the 
choices of criteria used to predict should be documented, especially when they diverge from the obvious.

For example, the general predictive goal of an algorithm may be to predict where and when crime will occur, but the 
only available training and input data are most likely crimes that  [*172]  have been reported, and that have been 
reported relatively soon after their occurrence. Thus, the algorithm will end up more specifically predicting not where 
crimes will occur, but where crimes that will be reported will occur. That is troubling, not just because many crimes 
are not reported,  260 but because crimes are reported at different rates in different neighborhoods.  261 For 
example, one study found that simple assaults were less likely to be reported in disadvantaged neighborhoods.  262 
Another found that crimes were particularly underreported in heavily immigrant neighborhoods.  263 A third found 
that reporting of crimes tends to increase with the age of the victim, so that neighborhoods with older residents will 
likely report a higher percentage of crimes.  264 Thus, an algorithm trained on reported crimes may end up directing 
police away from disadvantaged, immigrant, and young victims, who are arguably among the most vulnerable. 
These issues are not limited to predictive policing. For example, Allegheny County was most interested in predicting 
when reported child maltreatment was likely to result in serious injury or death, but it decided that it could not build 
an algorithm that would do so directly, because the cases in which serious injury or death actually occurred 
provided (thankfully) too few data points. It therefore decided instead to use the proxies of placement in a foster 

259   The Public Safety Assessment (PSA), LAURA & JOHN ARNOLD FOUND., http://www.arnoldfoundation.org/wp-
content/uploads/PSA-Infographic.pdf [http://perma.cc/PLR5-2SZ6]. 

260   See Lynn Langton et al., Victimizations Not Reported to Police, 2006-2010, U.S. DEP'T JUST., BUREAU JUST. STAT. 
(Aug. 2012), http://www.bjs.gov/content/pub/pdf/vnrp0610.pdf [http://perma.cc/ASK6-TJ82]. 

261  On the general divergence of reported crime from true crime rates, see David Robinson & Logan Koepke, Stuck in a Pattern: 
Early Evidence on Predictive Policing and Civil Rights, UPTURN 5 (2016), www.teamupturn.org/static/reports/2016/stuck-in-a-
pattern/files/Upturn_-_Stuck_In_a_Pattern_v. 1.01.pdf [http://perma.cc/C5SL-MF4Q]. 

262  Eric P. Baumer, Neighborhood Disadvantage and Police Notification by Victims of Violence, 40 CRIMINOLOGY 579, 597 
(2002).

263  Carmen M. Gutierrez & David S. Kirk, Silence Speaks: The Relationship Between Immigration and the Underreporting of 
Crime, 63 CRIME & DELINQUENCY 928, 946 (2015)

264   See Stacey J. Bosick et al., Reporting Violence to the Police: Predictors Through the Life Course, 40 J. CRIM. JUST. 441 
(2012). Admirably, Azavea, Inc., the creator of HunchLab, discusses in some detail its choice of reported crimes as training data, 
the reasons why it has made that choice, and the type of crime reports it prefers. See  A Citizen's Guide to HunchLab, supra 
note 77, at 25-26.
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home and additional reports of maltreatment as the specific predictive criteria, for reasons explained at length in the 
Auckland Consortium report.  265 Similarly, the COMPAS recidivism algorithm is trained on data about repeat 
arrests for crimes, not data about convictions;  266 although the Arnold Foundation has not disclosed  [*173]  details 
about its PSA training data, it almost certainly also uses arrests rather than convictions. It is important to 
understand how those two may diverge. Abe Gong asks us to consider: "What if police officers are more likely to 
pursue, search and arrest black suspects than white suspects? What if law enforcement deploys a disproportionate 
amount of force or uses more aggressive policing tactics in black neighborhoods?"  267 Arrests of minority 
community members will be skewed artificially high, and therefore other predictive criteria had to be chosen; those 
choices should be disclosed.

5. Analytic and Development Techniques Used

A relatively small number of analytic techniques are used to discover correlations between characteristics or 
features of subjects of prediction. Among the most popular are regression techniques (linear, logistic, and 
polynomial), random forests, neural networks, and support vector machines.   268 It is helpful to document which 
techniques were tried, and which chosen and why. For example, linear regression may be appropriate when it is 
thought likely that there is indeed a linear relationship between one or more inputs and the output--for example, 
between the age of a defendant and the likelihood that the defendant will commit a crime if released before trial. It 
may be the case that a non-linear predictive model (for example, because it uses cutoffs of particular ages) 
produces comparably statistically significant results that are just as statistically significant.

There are also standard algorithm development techniques in use, such as dividing a dataset randomly into subsets 
that will be used for training an algorithm, and then testing it ("validation") in one or more stages.  269 
Documentation of those development techniques is also likely a best practice.

6. Principal Policy Choices

We have mentioned a number of different types of policy choices made in the development of an algorithm. One is 
the decision to exclude otherwise relevant data for various reasons. Another is the decision to weight false 
negatives and false  [*174]  positives equally or differently. Those choices should be documented, along with 
accounts of why they were made the way they were.

7. Validation Studies, Audits, Logging, and Nontransparent Accountability

Pre-implementation validation is a standard step in the initial development of a predictive algorithm. However, after 
an algorithm has been put into service, additional post-implementation validation studies may be conducted 
regarding the predictive strength of the algorithm, and any output biases that it may be producing, under real-world 
conditions. Best practices could be developed about when and how such studies should be conducted, and when it 

265   See Vaithianathan et al., supra note 72.

266   See COMPAS Risk & Need Assessment System, NORTHPOINTE 2 (2012), 
http://www.northpointeinc.com/files/downloads/FAQ_Document.pdf [http://perma.cc/6TL7-GCA4] (describing the training method 
for the General Recidivism Risk Scale algorithm as based on data on whether defendants have been arrested within two years 
of an intake assessment).

267  Abe Gong, Ethics of Powerful Algorithms (2 of 4), MEDIUM (July 12, 2016), http://medium.com/@AbeGong/ethics-for-
powerful-algorithms-2-of-3-5bf750ce4c54 [http://perma.cc/VVR9-PF9G]. 

268   See, e.g., SHAI SHALEV-SCHWARTZ & SHAI BEN-DAVID, UNDERSTANDING MACHINE LEARNING: FROM THEORY 
TO ALGORITHMS 89-240 (2014).

269   See, e.g., YASER S. ABU-MOSTAFA, MALIK MAGDON-ISMAIL & HSUAN-TIEN LIN, LEARNING FROM DATA: A SHORT 
COURSE 138-54 (2012).

20 Yale J. L. & Tech. 103, *172



Page 47 of 48

is appropriate to insist that the studies be conducted by an independent entity. Public clients could require that such 
studies be conducted on their cases and delivered to them.

Audits could serve as alternatives or additions to validation studies. Where optimal disclosure will not happen for 
trade secret, security, or privacy reasons, it could be important to have a third-party confidential audit of algorithm 
development.  270 Public clients could insist on an audit whenever an algorithm misses certain targets, or when the 
clients discover evidence that the development process was flawed. It would also be appropriate to require the 
developer to keep a log containing many or all of the categories of documentation described above, even though 
the complete log would not ordinarily be disclosed, just in case an audit became necessary.  271 Public entities 
should also contract for audits of algorithm implementation, which is what the Seventh Judicial Circuit got for its 
implementation of the PSA algorithm (performed by an Arnold Foundation subcontractor).  272 Public clients should 
know and be able to reveal to the public whether they are inputting data and interpreting results correctly.

8. Algorithm and Output Explanations

It will often be important to provide a plain-language explanation of the correlations upon which an algorithm is 
 [*175]  based, and of the general path that it takes to its prediction, whether that be a formula that weights factors, 
a decision tree, or some other path.   273 This will allow both for public accountability and for the users of the 
algorithm to judge its output. If the algorithm is so complicated that a plain-language explanation does not seem 
possible, that should probably be disclosed as well, so that those who are using the predictive output of the 
algorithm understand that it is a black box, unconnected to any articulable explanation or causal theory. If an 
interpretable algorithm performs as well as a non-interpretable algorithm, governments should prefer the 
interpretable one for the sake of government capacity as well as public transparency. If the government agents (or 
people they trust) understand the algorithm, they will be better equipped to accept its judgment or override it.   274

It will also often be important to provide explanations of the algorithm's output. That is particularly true when the 
algorithm produces an uncalibrated scale, like the PSA's risk scales of one to six. In a validation study conducted 
on early implementation of the algorithm, almost nine out of ten defendants who earned the lowest score for risk of 
pre-trial flight actually did appear at trial; for those who earned the highest risk score, seven out of ten appeared. If 
pretrial services officials and judges are not aware of those percentages, they might assume that the difference 
between the lowest and highest risk scores is greater than it actually is, or they may have different assumptions 
about how low a risk a "low-risk" defendant poses, or how high a risk a "high-risk" defendant poses.   275

VI. CONCLUSION

270  On algorithm audits, see Christian Sandvig et al., Auditing Algorithms: Research Methods for Detecting Discrimination on 
Internet Platforms, ANN. MEETING INT'L COMM. ASS'N (2014) http://tiny.cc/61wrmy [http://perma.cc/F29K-BALH]. 

271   See Statement on Algorithmic Transparency and Accountability, supra note 253, at 2 ("Auditability: Models, algorithms, data, 
and decisions should be recorded so that they can be audited in cases where harm is suspected.").

272   See Dal Pra, Volusia County Case Review, supra note 132.

273   See id. ("Explanation: Systems and institutions that use algorithmic decisionmaking are encouraged to produce explanations 
regarding both the procedures followed by the algorithm and the specific decisions that are made. This is particularly important 
in public policy contexts."), Diakopoulos, supra note 6, at 411 (recommending that a transparency policy for algorithms include 
"the definitions, operationalizations, or thresholds used by similarity or classification algorithms").

274  On the development of interpretable algorithms, see Jiaming Zeng, Berk Ustun & Cynthia Rudin, Interpretable Classification 
Models for Recidivism Prediction, J. ROYAL STAT. SOC'Y: SERIES A (STATISTICS IN SOC'Y) (2016), 
http://arxiv.org/abs/1503.07810 [http://perma.cc/MZ87-LNF9]. 

275  Assessing whether subjects are grouped in a way that reflects risk differences is referred to as "calibration." See, e.g., 
Nicholas Serrano, Calibration Strategies to Validate Predictive Models: Is New Always Better?, 38 INTENSIVE CARE MED. 
1246 (2012).
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There will always be value in public entities using open source code, or otherwise releasing the code running 
predictive analytics. But access to code will not usually be necessary to achieve meaningful transparency, and 
sometimes will not even  [*176]  help. What public entities should be more focused on is undertaking the design, 
procurement, and implementation of algorithmic processes in more thoughtful and transparent ways. Public entity 
contracts should require vendors to create and deliver records that explain key policy decisions and validation 
efforts, without necessarily disclosing precise formulas or algorithms. Those records can then be released and 
support open policy debates without adversely affecting contractors' competitive positions. To the extent that 
irreducible trade secrets remain in predictive algorithm projects, government records custodians responding to open 
records requests should construe those claims narrowly. Courts should do the same, requiring contractors to 
release records (even in redacted form) that will not weaken their competitive position. This will allow for meaningful 
transparency, and thus government accountability in the use of these algorithms.
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 Although tax evasion cost the US government over $ 3 trillion during the first decade of the 2000s,  1 the Internal 
Revenue Service (IRS) budget was cut 17% and employees were reduced by 14% in 2010.  2 At the same time, 
there has been a 7% increase in tax returns filed as well as the passage of two statutes increasing the IRS's 
workload: the Implement Foreign Account Tax Compliance Act and the Patient Protection and Affordable Care Act.  
3 In response, the Office of Compliance Analytics was created in 2011 as a new division of the IRS. The office is 
charged with developing an advanced analytics program, relying on the use of big data and predictive algorithms to 
reduce tax fraud.

According to Jeff Butler, the Associate Director of Data Management at the IRS Research, Analysis, and Statistics 
Organization:

The IRS uses a wide range of analytic methods, tools, and technologies to address such problems as ID theft, 
refund fraud, inventory optimization, and other activities related to its statutory mandates. In an era of persistently 
reduced budgets, the use of data analytics has become more important than ever to drive innovation, risk 
management, and decision making across the agency. 4

 The IRS uses big data analytics to mine commercial and public data pools including social media sites (e.g., 
Facebook, Instagram, and Twitter).  5 This data is then added to its proprietary data bases, and  [*820]  pattern 
recognition algorithms are run to identify potential noncompliant taxpayers.  6 Data analytics has proven to be a 
useful tool in successfully identifying fraud victims, and, according to the IRS, computer identification of 
noncompliant taxpayers is less subjective than other methods.  7 However, the IRS is less forthcoming about its use 
of data analytics in deciding whom to audit; the decision is based on private, highly detailed profiles of each US 
taxpayer, created from sources other than the taxpayer's returns and third party reports.  8 Also, the question 
remains as to whether the data upon which algorithms rely is accurate and if the algorithms themselves may result 
in discrimination. Overall, the collection and use of this data without proper oversight and the increasing reliance on 
machine generated decisions may result in harm.

1  Federal Revenue Lost to Tax Evasion, Demos, http://www.demos.org/data-byte/federal-revenue-lost-tax-evasion 
[https://perma.cc/TMP9-GZB9] (last visited Apr. 9, 2017).

2  Chuck Marr & Cecile Murray, IRS Funding Cuts Compromise Taxpayer Service and Weaken Enforcement, Ctr. on Budget & 
Pol'y Priorities (Apr. 4, 2016), http://www.cbpp.org/research/federal-tax/irs-funding-cuts-compromise-taxpayer-service-and-
weaken-enforcement [https://perma.cc/W6GU-PBGB]. 
3  Id. 

4  Sean Robinson, Wise Practitioner - Predictive Analytics Interview Series: Jeff Butler at IRS Research, Analysis, and Statistics 
Organization, Predictive Analytics Times (Sept. 2, 2015), http://www.predictiveanalyticsworld.com/patimes/wise-practitioner-
predictive-analytics-interview-series-jeff-butler-at-irs-research-analysis-and-statistics-organization09022015/6243/ 
[https://perma.cc/9KPH-94PB]. 

5  Dara Kerr, Tax Dodgers Beware: IRS Could Be Watching Your Social Media, CNET (Apr. 15, 2014), 
http://www.cnet.com/news/tax-dodgers-beware-irs-could-be-watching-your-social-media/ [https://perma.cc/2UFZ-GJTB]; see 
also Tim Sampson, FYI, the IRS Is Looking at Your Online Activity for Signs of Tax Evasion, Daily Dot (Apr. 16, 
2014),http://www.dailydot.com/news/irs-social-media-tax-evasion/ [https://perma.cc/F33W-M9FL]; Report: IRS Data Mining 
Facebook, Twitter, Instagram and Other Social Media Sites, CBSDC (Apr. 16, 
2014),http://washington.cbslocal.com/2014/04/16/report-irs-data-mining-facebook-twitter-instagram-and-other-social-media-
sites/ [https://perma.cc/8G4W-GEZ3]. 
6  Kerr, supra note 5. 
7  See Robinson, supra note 4. 
8  The IRS has released very little information about the Office of Compliance Analytics. Id. 
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This Article will explore a number of potential issues pertaining to the IRS's use of big data and predictive 
algorithms. Part II explains data collection by the IRS, the history of improper audits, and how the IRS selects 
returns for audit. Part III outlines the legal issues raised by the IRS's data collection activities and their use of 
predictive analytics. Part IV discusses the potential for misuse of data and algorithms by the IRS. Part V provides 
the conclusion.

II. The IRS

 The IRS is the branch of the United States Department of Treasury that is responsible for administering the Internal 
Revenue Code and enforcing tax law.  9 Income taxes were introduced to the United States in 1913 when the 
Sixteenth Amendment was enacted.  10 While the Treasury Department collects the taxes, the IRS is responsible 
for examining the tax returns for accuracy and bringing criminal action against those who file incorrect returns.  11 
Each tax return is checked internally for mathematical accuracy and consistency, regardless of whether it is 
submitted via mail or  [*821]  electronically.  12 The IRS also compares the submitted returns to third-party materials 
that are required to be filed with the IRS, such as W-2s and 1099s.  13 Today the IRS is taking advantage of the 
large amount of data that can be purchased from data brokers as well as amassing its own data sets.  14

A. IRS Data Collection

 Prior to discussing the potential issues with the IRS's use of data analytics, it is important to understand what data 
it is collecting and from where it is collecting that data. While the IRS may request information from taxpayers to 
support the information provided on their tax returns,  15 individuals are having to consider the constitutionality of 
the IRS collecting and maintaining information on taxpayers from sources other than the taxpayer and prior to an 
audit. Even though a taxpayer is required to maintain the proof necessary to support any line item on a tax return, 
the taxpayer need not provide support along with her return, nor would she need to support an allowed deduction, 
such as the payment of mortgage interest, if she instead chose to take the standard deduction or simply not take 
the deduction at all.  16 While the burden is on the taxpayer to support their return, the IRS does not have unlimited 
power to obtain any data it desires regarding a taxpayer.

It is well known that the IRS is able to obtain information from third parties to verify line items on tax returns 
provided by taxpayers.  17 An example would be a W-2 from an employer. However, the right to third party 
information is not unlimited. Only recently have privacy scholars begun to examine these issues when it comes to 

9  Internal Revenue Service, USA.gov, https://www.usa.gov/federal-agencies/internal-revenue-service [https://perma.cc/ZEW8-
8JEN] (last visited Mar. 5, 2017).

10  A Brief History, IRS, https://www.irs.gov/uac/brief-history-of-irs [https://perma.cc/SR5R-VAFF] (last visited Mar. 5, 2017).

11  The Agency, Its Mission and Statutory Authority, IRS, https://www.irs.gov/uac/the-agency-its-mission-and-statutory-authority 
[https://perma.cc/L4V9-W3NV] (last updated July 27, 2016).
12  William J. Hunter & Michael A. Nelson, An IRS Production Function, 49 Nat'l Tax J. 105, 105-15 (1996).  
13  Id. 

14  Robinson, supra note 4; see also National Research Program (NRP), IRS (Aug. 18, 2012), https://www.irs.gov/uac /national-
research-program-nrp [https://perma.cc/X8HP-SGC2]. 

15   I.R.C. § 7602(a) (2016). The IRS may also investigate sources of income from those who fail to file any tax return. See I.R.C. 
§ 6651 (2016). 

16  See Beatty v. Comm'r, 40 T.C.M. (CCH) 438 (1980).  

17   I.R.C. § 7602(a). 
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electronic and phone communications.  18 Most of the rules permitting the IRS to obtain records from third parties 
were written prior to the existence of social media, and certainly prior to the current state of technology. "Modern 
technologies are creating "minutely detailed records' of our existence, increasingly facilitating the "persistent, 
 [*822]  continuous and indiscriminate monitoring of our daily lives.'"  19 The existence of data brokers and the 
ability to purchase information about pretty much anyone over the Internet has created a situation where users are 
losing control over who sees their once private information.  20 This is especially unsettling when that viewer is the 
IRS.

1. Phone Records

 According to the American Civil Liberties Union (ACLU), the IRS is one of the agencies that purchased cell phone 
tracking technology in 2009 and 2012.  21 This phone tracking technology, known as Stingray, masks as a cell 
tower to trap metadata and content from cell phones that connect to them. This technology means the IRS has the 
ability to record phone conversations, text messages, and track the location of individuals using their cell phones 
without anyone being aware of this tracking.  22 Legal scholars believe that the IRS will increasingly rely on 
surveillance technology to reduce noncompliance.  23 A case is currently being heard in Maryland regarding the 
constitutionality of the government's use of the Stingray cell tracking device.  24 Although in 2015 the Department of 
Justice (DOJ) issued a guidance statement for the department's law enforcement constituents,  25 these guidelines 
do not apply to the IRS.  26

 [*823] 

2. Emails

 Pursuant to a Freedom of Information Act (FOIA) request in 2013, the ACLU discovered that the IRS had been 
reading taxpayers' private emails without a warrant.  27 The 2011 IRS auditor's training manual indicated that 

18  Jonathan P. West & James S. Bowman, Electronic Surveillance at Work, 48 Admin. & Soc'y 628, 628 (2014). 

19  Michael Hatfield, Taxation and Surveillance: An Agenda, 17 Yale J.L. & Tech. 319, 322 (2015) (quoting Danielle Keats Citron 
& David Gray, Addressing the Harm of Total Surveillance: A Reply to Professor Neil Richards, 126 Harv. L. Rev. F. 262 (2013) 
and Neil M. Richards, The Dangers of Surveillance, 126 Harv. L. Rev. 1934 (2013)).  

20  See Mark Hachman, The Price of Free: How Apple, Facebook, Microsoft and Google Sell You to Advertisers, PC World (Oct. 
1, 2015), http://www.pcworld.com/article/2986988/privacy/the-price-of-free-how-apple-facebook-microsoft-and-google-sell-you-
to-advertisers.html [https://perma.cc/2VX6-PKFF]. 

21  Steve Straehley & Danny Biederman, Even the IRS Has Spied on American Citizens, AllGov (Oct. 29, 2015), 
http://www.allgov.com/news/top-stories/even-the-irs-has-spied-on-american-citizens-151029?news=857740 
[https://perma.cc/CT98-HX79]. 

22  Kay Bell, IRS Using Cellphone Scrapers to Gather Data, Bankrate (Oct. 27, 2015), 
http://www.bankrate.com/financing/taxes/irs-using-cell-phone-scrapers-to-gather-data/#ixzz4JhlKj7p5 [https://perma.cc/9P83-
BZQZ]. 
23  Hatfield, supra note 19, at 337. 

24  Rebecca McRay, A Lawsuit Could Rein in the Government's Use of Secret Surveillance Tools, Takepart (Feb. 7, 2016), 
http://www.takepart.com/article/2016/02/07/stingray-lawsuits-maryland [https://perma.cc/ZE57-CVAV]; see also EPIC v. FBI - 
Stingray / Cell Site Simulator, Electronic Privacy Info. Ctr.,http://epic.org/foia/fbi/stingray/ [https://perma.cc/M2BR-MLJ8] (last 
visited Mar. 22, 2017).

25  Kelly Phillips Erb, IRS Joins FBI, DEA & Other Federal Agencies with Access to Cellphone Surveillance Technology, Forbes 
(Oct. 26, 2015), http://www.forbes.com/sites/kellyphillipserb/2015/10/26/irs-joins-fbi-dea-other-federal-agencies-with-access-to-
cellphone-surveillance-technology/#2da5c5b77377 [https://perma.cc/AEB2-KFNL]. 
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investigators could obtain everything in an account using an Electronic Communications Privacy Act (ECPA) court 
order except for unopened email or voicemail stored with a provider for 180 days or less.  28 This policy is in direct 
contravention of the 2010 ruling in United States v. Warshak, which reaffirmed that citizens have a reasonable 
expectation of privacy in their emails and that the government needs a warrant to obtain them.  29 It should be 
noted that an ECPA court order can be issued fairly easily and does not require "probable cause" that a criminal 
statute has been violated.  30 In response to a Senate Finance Committee hearing, the IRS agreed to stop reading 
taxpayers' emails without a warrant  31 but was notably silent about its social media activities.

3. Social Media

 According to a spokesperson for the UC-Berkeley Samuelson Clinic, the IRS confirmed in response to a FOIA 
request that it is collecting information from social media sites.  32 An IRS training document mentions Facebook, 
MySpace, and YouTube as possible  [*824]  sources for taxpayer information.  33 According to CNET, the IRS uses 
"online activity trackers to look though mass amounts of public Internet data for potentially incriminating 
information."  34 The IRS has also used evidence from Google Maps in a Tax Court case to revoke the 501(c)(4) tax 
exempt status of a homeowners' association.  35 There is, of course, a difference between locating publicly 
available information online about a taxpayer who is being audited and data mining for potential tax violators prior to 
the time the taxpayer has been selected for an audit. The IRS is reported to have used automated computer 
programs (sometimes known as spiders) to sort through social media sites.  36

4. Data Mining

 Data mining involves the analysis of large data sets, which have been collected for a purpose other than that for 
which they are being analyzed,  37 in order to search the data sets for previously unknown relationships in the data.  
38 Data mining can be descriptive or predictive: descriptive data mining summarizes properties of the data set,  39 
while predictive data mining performs analysis on a data set to build a model that makes predictions about data that 

26  The IRS falls under the purview of the Treasury Department, not the Department of Justice. The Agency, Its Mission and 
Statutory Authority, supra note 11. 

27  Nathan F. Wessler, New Document Suggests IRS Reads Emails Without a Warrant, ACLU (Apr. 10, 2013), 
https://www.aclu.org/blog/new-documents-suggest-irs-reads-emails-without-warrant?redirect=blog/technology-and-liberty-
national-security/new-documents-suggest-irs-reads-emails-without-warrant [https://perma.cc/3SYX-CGQT]. 

28  Internal Revenue Serv., Manual Transmittal 9.4.9, § 9.4.9.5.3.4(1) (2011), https://www.aclu.org/legal-document/manual-
transmittal-re-irm-949?redirect=national-security/manual-transmittal-re-irm-949 [https://perma.cc/4RXL-AG84]. For unopened 
email or voicemail stored with a provider for 180 days or less, the manual did indicate that a warrant was required. Id. § 
9.4.9.5.3.4(1), (2).

29   United States v. Warshak, 631 F.3d 266, 274 (6th Cir. 2010).  

30   I.R.C. § 2702(d) (2016) only requires facts that show the content is relevant to an ongoing investigation. 

31  Tim Sampson, IRS Reverses Course on Warrantless Email Snooping, Daily Dot (Apr. 17, 2013 4:40 PM), 
http://www.dailydot.com/news/irs-email-warrantless-snooping-reversal/ [https://perma.cc/S54F-YZ8K]. 

32  Jaikumar Vijayan, IRS, DOJ Use Social Media Sites to Track Deadbeats, Criminal Activity, Computer World (May 16, 2010), 
http://www.computerworld.com/article/2516372/web-apps/irs - doj-use-social-media-sites-to-track-deadbeats - criminal-
activity.html [https://perma.cc/L9GA-JSKY]. 

33  IRT-WBT Content 2009, Electronic Frontier Found. 12 (2009), 
https://www.eff.org/files/filenode/social_network/training_course.pdf [https://perma.cc/ER9P-R6TM]. 
34  Sampson, supra note 5. 
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is not available.  40 The IRS engages in data mining in order to develop analytics and algorithms to identify tax 
compliance issues.  41 According to an IRS report: "It is not possible to have compliance experts review every 
possible set of related tax returns… . Active learning can be used to refine targeting models. Common connections 
between possibly abusive transactions can be used to identify  [*825]  potential promoters of these transactions."  
42 Sources have disclosed that the IRS is using data mining to create more detailed profiles of taxpayers.  43 "If 
Nike is analyzing my information, the worst consequence is that they market stuff to me that I don't want and it's 
annoying," stated Behnam Dayanim, co-chair of the privacy and data practice at Paul Hastings, "if the government 
does it, the worst consequence is there could be legal ramifications, whether it's fines, penalties, or imprisonment."  
44 Concerns about agency use of data mining were also discussed in the Senate hearings regarding the Federal 
Agency Data Mining Reporting Act of 2007.  45 The hearing report indicated that there were 199 different 
government data mining programs, including the IRS, and that there was very little control over these activities.  46

B. History of Improper Audits

 One of the concerns with the IRS's unprecedented access to private information is the IRS's history of misusing the 
audit function. An audit is intended to ensure tax compliance; the IRS audits returns to check for mathematical 
errors, document mismatching, and noncompliance.  47 However, since the creation of the IRS, government  [*826]  
officials, particularly presidents, have been using the IRS for their own political agendas.  48

President Franklin D. Roosevelt set the stage for presidents using the IRS as a weapon to investigate political rivals 
and business opponents.  49 Roosevelt's victims included Senator Huey Long, United Mine Workers leader John 
Lewis, Representative Hamilton Fish, Chicago Tribune publisher Robert "Colonel" McCormick, Philadelphia Inquirer 
publisher Moses Annenberg, William Randolph Hearst, Father Charles Coughlin, and, the former Treasury 
Secretary Andrew Mellon.  50 The latter is especially ironic because Andrew Mellon utilized the IRS to audit his 
rivals as Treasury Secretary under President Calvin Coolidge.  51

35  Id. 
36  Report: IRS Data Mining Facebook, Twitter, Instagram and Other Social Media Sites, supra note 5. 
37  David Hand, Heikki Mannila & Padhraic Smyth, Principles of Data Mining 1 (2001). 
38  Ramesh Sharda, Dursun Delen & Efraim Turban, Decision Support and Business Intelligence Systems 680 (9th ed. 2011). 
39  Jaiwei Han & Micheline M. Kamber, Data Mining: Concepts and Techniques 15 (2d ed. 2006). 

40  Michael Wu, Big Data Reduction 2: Understanding Predictive Analytics, Lithium (Mar. 25, 2013), 
http://community.lithium.com/t5/Science-of-Social-blog/Big-Data-Reduction-2-Understanding-Predictive-Analytics/ba-p/79616 
[https://perma.cc/MZV7-Q966]. 

41  David DeBarr & Maury Harwood, Relational Mining for Compliance Risk 175 (2004), https://www.irs.gov/pub/irs-
soi/04debarr.pdf [https://perma.cc/6AP2-9PCP]. 
42  Id. at 183. 

43  Richard Satran, IRS High-Tech Tools Track Your Digital Footprints, U.S. News & World Rep. (Apr. 4, 2013), 
http://money.usnews.com/money/personal-finance/mutual-funds/articles/2013/04/04/irs-high-tech-tools-track-your-digital-
footprints [https://perma.cc/WUC5-86TJ]; see also Stacey Vanek Smith, When the IRS "Likes' Your Facebook Update, Minn. 
Pub. Radio: Marketplace (Apr. 14, 2014), https://www.marketplace.org/2014/04/14/economy/when-irs-likes-your-facebook-
update [https://perma.cc/MZV7-Q966]. 
44  Smith, supra note 43. 

45  Balancing Privacy and Security: The Privacy Implications of Government Data Mining Programs: Hearing Before the S. 
Comm. on the Judiciary, 110th Cong. (2007), https://www.gpo.gov/fdsys/pkg/CHRG-110shrg33226/html/CHRG-
110shrg33226.htm [https://perma.cc/WK2T-BURL]. 
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Between 1956 and 1971, the FBI ran a counterintelligence program called COINTELPRO.  52 The brainchild of 
then-FBI Director J. Edgar Hoover, its purpose was initially to disrupt, discredit, and destroy Communist Party 
activities in the United States.  53 It later expanded to include other groups such as the Socialist Workers Party and 
the Black Panther Party.  54 Under COINTELPRO, the FBI was able to harass these individuals and organizations 
by having the IRS target them for tax audits.  55 Martin Luther King Jr. was a victim of this harassment, as was the 
National Association for the Advancement of Colored People and the National Council of Churches.  56

When Robert Kennedy, chief counsel for the Senate Select Committee on Improper Activities in Labor and 
Management, investigated Teamsters leader Jimmy Hoffa in the late 1950s for illegal activities, he failed to obtain a 
conviction.  57 When he was the  [*827]  Attorney General under President John F. Kennedy, Robert again sought 
out Jimmy Hoffa.  58 One of the tactics used was requesting the IRS to repeatedly examine his returns and those of 
his associates for tax evasion.  59 This tactic was also employed for other alleged racketeers whom Kennedy had 
his eye on.  60 This targeting of those believed to be involved in criminal activity raised questions from legal experts 
who decried that tax laws are for revenue collection, not prosecuting criminals, and insisted that audits should be 
random.  61 Under the Kennedy administration, IRS investigations extended to groups with extreme conservative 
views such as the John Birch Society.  62 The IRS went so far as to establish the "Ideological Organizations Audit 
Project" to target these groups.  63

The President who really excelled at wielding the IRS audit weapon against political enemies was Nixon. Besides 
targeting left-wing groups, Nixon sought out antiwar groups, churches and nonprofits supporting antiwar groups, 
civil rights groups, reporters, and prominent Democrats.  64 The White House tapes provide direct evidence of 
Nixon using the IRS to collect data on potential Democratic presidential candidates, including Senators Hubert 
Humphrey, Edward (Ted) Kennedy, and Edmund (Ed) Muskie.  65 Nixon had the IRS establish the Special Service 
Staff unit to utilize tax records to create dossiers on more than 11,000 individuals and groups, including supporters 
of Democrat Presidential nominee George McGovern for 1972.  66 In the House Judiciary Committee's 1974 

46  Id. According to the 2015 Annual Privacy and Data Mining Report, the IRS indicates that it consolidates two reporting 
requirements to provide Congress and the public with a more comprehensive overview of the Treasury's privacy compliance and 
oversight activities: (1) The annual privacy report required by Section 522(a) of the Consolidated Appropriations Act of 2005; and 
(2) the Data Mining Reporting Act requirement contained in Section 803 of the Implementing Recommendations of the 9/11 
Commission Act of 2007, 42 U.S.C. § 2000ee-3. Dep't of the Treasury, 2015 Annual Privacy and Data Mining Report 5, 7 (2015), 
https://www.treasury.gov/privacy/annual-
reports/Documents/Annual%20Privacy%20and%20Data%20Mining%20Report%20Fiscal%20Year%202015.pdf 
[https://perma.cc/WGJ4-EMT4] (alleging that everything they do complies with the law but not detailing the exact nature of their 
data mining activities, which would seem to be the purpose of requiring the report).

47  IRS Audits, IRS, https://www.irs.gov/Businesses/Small-Businesses-&-Self-Employed/IRS-Audits [https://perma.cc/5R48-
W2KL] (last updated Mar. 23, 2017).

48  Gail Chaddoci, Playing the IRS Card: Six Presidents Who Used the IRS to Bash Political Foes, Christian Sci. Monitor (May 
17, 2013), http://www.csmonitor.com/USA/Politics/DC-Decoder/2013/0517/Playing-the-IRS-card-Six-presidents-who-used-the-
IRS-to-bash-political-foes/ [https://perma.cc/F4KU-P5WL]. 
49  Id. 

50  Id.; see also The IRS's Long History of Scandal, Week (June 8, 2013), http://theweek.com/articles/463448/irss-long-history-
scandal [https://perma.cc/4G4B-TKJB]. 
51  Chaddoci, supra note 48. 

52  FBI Records: The Vault, FBI, https://vault.fbi.gov/cointel-pro [https://perma.cc/WQE9-EH2X] (last visited Mar. 6, 2017).
53  Id. 
54  Id. 
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Articles of Impeachment, one of the articles charged Nixon with trying to obtain confidential information contained in 
income tax returns for purposes not authorized by law, in violation of the taxpayer's constitutional rights, and 
causing the selection of audits in a discriminatory manner.  67

 [*828]  There have also been IRS abuses by presidents subsequent to Nixon. Recently, the IRS singled out 
conservative organizations with "tea party" affiliations that were seeking tax-exempt nonprofit status and subjecting 
them to extra scrutiny.  68 While there may or may not have been a political motivation for the increased scrutiny, it 
does appear that at the very least gross mismanagement was involved.  69 Despite the Department of Justice's 
finding that no criminal conduct occurred, the House Ways and Means Committee has indicated that it will continue 
to investigate the targeting.  70

C. Audit Selection History

 Every year the IRS must shift through copious numbers of taxpayer returns and their related data. In order to 
ensure tax compliance, the IRS may audit a tax return to check for mathematical errors, document mismatching, 
and noncompliance.  71 The audit may be performed through the mail, at the taxpayer's home, or at an IRS office.  
72 Historically, tax returns were selected randomly (based on a statistical formula), due to a mismatch with third 
party data, or when a return was linked to other taxpayers who were being audited themselves.  73 The majority of 
audits resulted from mismatches with third party data.  74 The Information Returns Processing (IRP) System was 
responsible for the data received from employers and other third parties reporting taxpayer income, pensions, 
interest, and dividends paid during the tax year.  75 The IRP would match income reported on information returns 
against income reported by taxpayers on their individual income tax returns based on Social Security numbers. 
When mathematical errors, inconsistencies, or a mismatch in the IRP system was identified, the taxpayer was 
contacted via mail and a bill or check was sent to the taxpayer.  76

55  Omar V. Garrison, COINTELPRO Revisited - "A Rough, Tough Dirty Business", in Playing Dirty: The Secret War Against 
Beliefs 53-73 (1980), http://www.whatreallyhappened.com/RANCHO/POLITICS/COINTELPRO/fbi_cofs.html 
[https://perma.cc/J3E4-DL6H]. 
56  The IRS's Long History of Scandal, supra note 50. 
57  Chaddoci, supra note 48. 
58  Id. 

59  James Kelly, The Prince and the Pauper, Wall Street J. (Aug. 7, 2015), http://www.wsj.com/articles/the-prince-and-the-
pauper-1438979666 [https://perma.cc/D9UG-UQK9]. 
60  Chaddoci, supra note 48. 
61  Id. 
62  The IRS's Long History of Scandal, supra note 50. 
63  Id. 
64  Chaddoci, supra note 48. 
65  Id. 

66  The Nixon Administration and Watergate: Political Subordination of IRS, Hist. Commons, 
http://www.historycommons.org/timeline.jsp?nixon_and_watergate_tmln_watergate_campaign_conspiracy=nixon_and_watergat
e_tmln_political_subordination_of_irs&timeline=nixon_and_watergate_tmln [https://perma.cc/3YYD-5ACS] (last visited Mar. 6, 
2017).
67  Chaddoci, supra note 48; see also The IRS's Long History of Scandal, supra note 50. 
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 [*829]  The rate of audits increased during the 1950s.  77 In the early 1960s over 5.5 percent of tax returns were 
chosen for audits.  78 The rate then began declining due to technological advancements in identifying potential tax 
returns to audit. The IRS first used computers for selecting tax returns in 1962 and created the Taxpayer 
Compliance Measurement Program (TCMP) two years later.  79 The TCMP randomly selected about 50,000 returns 
approximately every three years to perform detailed audits requiring substantiation of each line on the tax return.  80 
This program initially reviewed delinquent returns to create a statistical summary, which evolved into an automated 
program known as the discriminant function analysis (DIF).  81 The DIF gives each tax return a score based on the 
probability of noncompliance. IRS personnel then manually screen the tax returns to ensure appropriate selection.  
82 This process enhanced audit efficiency by allowing the IRS to manually review the machine scored returns and 
chose the tax returns with the highest likelihood of noncompliance while avoiding auditing compliant returns.  83 The 
first tax audits based on the DIF occurred in 1969, and refinements to the DIF were made during the 1970s and 
again in the 1980s with the addition of computerized third party document matching and mathematical accuracy.  84 
Analysis of the most common errors by taxpayers led to policy changes. For example, in 1986 the TCMP identified 
a significant misreporting of dependency exemptions and wrongful claims of the earned income credit by individuals 
claiming children that did not qualify. The policy was then changed to require identification numbers for dependents. 
As a result, the number of dependents claimed in 1987 was 7 million fewer than  [*830]  claimed in 1986 when 
identification numbers were not required.  85 A similar decrease was found for those claiming an earned income 
credit.  86 In the 1980s, when third party reporting became required of income items such as wages, interest, and 
dividends, the accuracy of these amounts on tax returns substantially increased.  87

Prior to the time the TCMP audit was used, only half of the audited returns found any errors.  88 During the time of 
the TCMP audits, the percentage of returns chosen for audits containing no errors (no-change) decreased from 
over 40 percent in 1968 to about 11 percent in the early 1990s.  89 However, TCMP audits were onerous because 
they required the taxpayer to support each line of their tax return with documentation.  90 In 1988, the TCMP was 

68  Andy Kroll, The IRS Tea Party Scandal, Explained, Mother Jones (Nov. 21, 2013), 
http://www.motherjones.com/politics/2013/05/irs-tea-party-scandal-congress-nonprofit-obama [https://perma.cc/TDK5-BLQB]. 

69  Evan Perez, First on CNN: DOJ Closes IRS Investigation with No Charges, CNN Pol. (Oct. 23, 2015), 
http://edition.cnn.com/2015/10/23/politics/lois-lerner-no-charges-doj-tea-party/ [https://perma.cc/8HME-9M54]. 
70  Id. 
71  IRS Audits, supra note 47. 
72  Id. 
73  Id. 
74  Id. 

75  Information Returns Processing, IRS (Nov. 16, 2016), https://www.irs.gov/uac/information-returns-processing 
[https://perma.cc/M6VG-ZQYB]. 
76  Id. 
77  Hunter & Nelson, supra note 12, at 105-15. 
78  Id. 
79  Id. 

80  James Alm, Designing Responsible Regulatory Policies to Encourage Tax Compliance 8 (2013), 
http://murphy.tulane.edu/files/events/Alm-DesigningResponsibleRegulatoryPolicies-MurphyInstitute-021113.pdf 
[https://perma.cc/5YSD-8DQH]. 

19 Vand. J. Ent. & Tech. L. 817, *828

http://www.motherjones.com/politics/2013/05/irs-tea-party-scandal-congress-nonprofit-obama
https://perma.cc/TDK5-BLQB
http://edition.cnn.com/2015/10/23/politics/lois-lerner-no-charges-doj-tea-party/
https://perma.cc/8HME-9M54
https://www.irs.gov/uac/information-returns-processing
https://perma.cc/M6VG-ZQYB
http://murphy.tulane.edu/files/events/Alm-DesigningResponsibleRegulatoryPolicies-MurphyInstitute-021113.pdf
https://perma.cc/5YSD-8DQH


Page 10 of 42

Danielle Donofrio

eventually phased out due to cuts in the IRS budget and criticisms by taxpayers, Congress, and the media.  91 The 
1996 General Accounting Office (GAO) report on the IRS, suggested that the IRS find alternative methods (to the 
TCMP) for updating the DIF and develop a long-term strategy for obtaining compliance data with fewer resources.  
92 Supporting the GAO's predictions of the detrimental effects of not updating the TCMP, the 1994 no-change rate 
for individual returns identified by the DIF was over 19 percent, and more than 24 percent  [*831]  in 1998.  93 By 
not updating the data upon which the DIF was based, a greater percentage of compliant taxpayers had to suffer 
through the expense and stress of an audit.  94 Based on concern that the effectiveness of the DIF was 
deteriorating and reducing taxpayer confidence in the fairness of the tax system, in 2002 the IRS initiated the 
National Research Program (NRP) to replace the TCMP.  95 The idea was to increase the quality of the data and 
better predict which tax returns would result in a deficiency without the burdensome TCMP audits.  96

The NRP gathers data learned from random audits to measure voluntary compliance with tax laws and improve DIF 
audit selection methods.  97 This data is used for analytical purposes such as identifying tax issues, reporting 
characteristics, and taxpayer segments that may lead to noncompliant behavior.  98 The rationale for performing 
this type of analytics is that efficiency in the audit process reduces unnecessary audits for compliant taxpayers. 
Today, the IRS uses big data analytics to target their audits on tax returns more likely to result in tax deficiencies.  
99

 [*832]  Becoming more efficient has become increasingly important as the budget for the IRS continues to 
decrease. Since 2010, the budget has been cut by 17 percent and staff has decreased by 14 percent.  100 This has 
caused a decrease in compliance monitoring.  101 In fact, the number of audits dropped to an eleven-year low in 
2015,  102 in which the IRS collected $ 3.3 trillion in revenue and processed about 243 million tax returns.  103 This 
corresponded to 35 cents spent for each hundred dollars it collected.  104 Although the IRS is one of the world's 
most efficient tax administrations,  105 IRS Commissioner John Koskinen stated that there comes a point when it is 
not possible to keep doing more with less without jeopardizing the mission of the IRS.  106 He also projected that 
with a larger budget, the IRS could increase the amount of taxes collected.  107 In his written statement, Koskinen 

81  This is the first use of data analytics by the IRS, and it relied on data contained in the tax returns provided by the taxpayers. 
Id. 

82  Internal Revenue Serv., IRS Publication 556, Examination of Returns, Appeal Rights, and Claims for Refund 2 (2013); see 
also How Tax Returns Are Selected for Audit: Explaining DIF Scores and UI DIF Scores, Brotman L., 
http://info.sambrotman.com/blog/how-tax-returns-are-selected-for-audit/ [https://perma.cc/SU89-2RSC] (last visited Mar. 7, 
2017).
83  Personal Communication with Keith Nelson, Former Criminal Investigator, Internal Revenue Serv. (Mar. 16, 2016). 
84  Hunter & Nelson, supra note 12, at 105-15. 
85  Jeffrey B. Liebman, Who Are the Ineligible EITC Recipients?, 53 Nat'l Tax J. 1165, 1171 (2000).  
86  Id. 
87  Jeffrey Dubin, Michael Graetz & Luis L. Wilde, The Effect of Audit Rates on the Federal Individual Income Tax, 1977-1986, 43 
Nat'l Tax J. 395, 397 (1990).  
88  Hunter & Nelson, supra note 12, at 105-15. 
89  Id. 

90  David Turner, Taxpayers Beware of "Audit from Hell', Orlando Sentinel (Mar. 12, 1995), 
http://articles.orlandosentinel.com/1995-03-12/business/9503100011_1_irs-audit-taxpayer-compliance-measurement-regular-
audit [https://perma.cc/3ZUH-L39W]. The IRS eventually concluded that the TCMP was too costly, burdensome, and time 
consuming. U.S. Gov't Accountability Office, GAO-02-769, TAX ADMINISTRATION: New Compliance Research Effort Is on 
Track, but Important Work Remains 4 (2002),http://www.gao.gov/assets/240/234955.pdf [https://perma.cc/MLF6-HPH4]. 
However, the General Accounting Office (GAO) determined that limiting the scope of the TCMP was unjustified and would 
undermine its benefits. U.S. Gov't Accountability Office, GAO-95-39, Tax Compliance: Status of the Tax Year 1994 Compliance 
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added, "I don't know any organization in my 20 years of experience in the private sector that has said, "I think I'll 
take my revenue operation and starve it for funds to see how it does.'"  108 It is estimated that for every dollar 
decrease in the IRS budget, there are five dollars owed that are not collected.  109

Most of the changes the IRS has made to address their budget shortfall rely on the increased use of technology.  
110 For the 2015 tax return filing season, around 90 percent of the returns were filed electronically, thus reducing 
the need for data entry employees.  111 In 2005 electronic filings comprised only 50 percent of the total.  112 The 
IRS uses the Automated Under-Reporter Program to match  [*833]  third-party information reports with tax returns 
and contact taxpayers via letters to resolve discrepancies.  113 In 2015, the IRS received 2.6 billion third-party 
information reports, of which over 87 percent were filed electronically. The ability to easily verify tax return 
information allowed the IRS to resolve more than 3.7 million tax return discrepancies in 2015, resulting in more than 
$ 6.3 billion.  114 All of this was accomplished with the equivalent of only 1,739 full-time employees - approximately 
a $ 3.6 million increase in post-audit collections per employee.  115

Data analytics is being touted as the solution to the IRS's budget problems. Part of the IRS's data analytics program 
examines source data to identify noncompliant tax returns going beyond information provided by the taxpayer and 
the third party sources required to submit information (such as employers providing W-2s).  116 The IRS asserts that 
with analytics it can improve efficiencies and effectiveness of its investigations and avoid wasting taxpayers' time or 
creating unnecessary burdens on them.  117 Koskinen opined that without analytics, the future of the IRS would not 
be possible.  118 According to Dean Silverman, at that time the IRS's senior adviser to the commissioner for the 
Office of Compliance Analytics, the IRS is expanding its source data resources to include credit and debit card 
processors, PayPal, social media, and other Internet data.  119

Measurement Program 1-2 (1994). The TCMP actually lessened the overall burden by decreasing the number of compliant 
taxpayers being audited. U.S. Gov't Accountability Office, GAO-02-769, supra, at 5. The 1995 TCMP was planned to be the 
most comprehensive review, with over 150,000 returns audited covering individuals and small businesses and include more 
computerized analysis. Id. at 1, 4.

91   U.S. Gov't Accountability Office, GAO-02-769, supra note 90, at 1, 4; see also U.S. Gov't Accountability Office, GAO-96-89, 
TAX ADMINISTRATION: Alternative Strategies to Obtain Compliance (1996), http://www.gao.gov/assets/230/222435.pdf 
[https://perma.cc/G3SL-BFAA]. 
92  Id. 
93  David Blattner & Robert Johnson, IRS National Research Program, 4 J. Tax Prac. & Proc. 9, 9 (2002). 
94  Id. 
95  U.S. Gov't Accountability Office, GAO-07-423, Using Data from the Internal Revenue Service's National Research Program to 
Identify Potential Opportunities to Reduce the Tax Gap 1-2 (2007); see also U.S. Gov't Accountability Office, GAO-03-614, TAX 
ADMINISTRATION: IRS Is Implementing the National Research Program as Planned, at i (2003). The NRP was developed to 
provide compliance data for updating the DIF to improve targeting noncompliant audits while minimizing the burden on taxpayers 
selected for the data collection audits. U.S. Gov't Accountability Office, GAO-03-614, supra, at 1-2. It was also intended to 
identify potential methods for improving voluntary compliance. U.S. Gov't Accountability Office, GAO-07-423, supra, at 1-2. 
About 46,000 tax returns were audited and of those, 8,000 were audited using information already in the possession of the IRS 
without contacting the taxpayer and another 9,000 were completed through letter correspondence. U.S. Gov't Accountability 
Office, GAO-03-614, supra, at 19. The approximately 17,000 audits with minimal taxpayer contact were possible through a 
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 [*834] 

III. Potential Legal Issues

 This section explores the legal issues arising due to the IRS's data collection activities and analytics program. 
These include the failure to comply with fair information practices, the lack of transparency in the algorithm structure 
resulting in violations of the Administrative Procedure Act and potential discrimination, due process issues involving 
the collection of data without a warrant by the government, and other potential violations of federal statutes.

A. Fair Information Practices

 According to Fred Cate, a privacy expert at Indiana University, the standard for data collection over the Internet is 
"notice and consent";  120 individuals should be informed that data is being collected about them and given the 
opportunity to correct such data.  121 In the beginning of the computer age, the US Department of Health, 
Education, and Welfare issued a report concerning the government's collection of data on individuals, which set 
standards known as the Fair Information Practices (FIPs).  122 These FIPs were revised by the Organization of 
Economic Cooperation and Development (OECD) and have been the basis of many federal, state and international 
privacy regulations.  123 The FIPs have been adopted by the Federal Trade Commission (FTC) as the "five core 
principles of privacy protection" and specifically name the notice-and-consent requirements as the basis of legal 
information privacy protection.  124 The main tenets of the FIPs are that (1) there should be no secret data collection 
systems; (2) there should be a way for data subjects to find out what information is in their records and how it is 
used; (3) data collected for one purpose should not be used for another without user permission; (4) the data 
subject should have the ability to correct inaccuracies; and (5) the data collector should keep reliable records and 
protect them.  125 The FTC continues to support this control by citizens over how their personal  [*835]  information 
is used, and the FIPs are specifically incorporated into the Privacy Act of 1974, discussed in Section III.D.1.  126

process called case-building, gathering IRS and third-party information to verify tax return data. Id. at 1, 19. The taxpayer was 
contacted for support for only those items that could be verified. Id. at 19. 

96   U.S. Gov't Accountability Office, GAO-07-423, supra note 95, at 1; see also U.S. Gov't Accountability Office, GAO-03-614, 
supra note 95, at 1. 

97   U.S. Gov't Accountability Office, GAO-07-423, supra note 95, at 1-2. 
98  Id. 

99  Historically, the IRS used data from taxpayers and third parties. Id. Today the IRS is using big data purchased from data 
brokers and the internet, as well as other questionable sources. Jeff Butler, Dir., Research Databases, IRS, Big Data and 
Analytics at the IRS, Address at the Techamerica Big Data Commission: Demystifying Big Data 5 (Nov. 14, 2012), https://www-
01.ibm.com/events/wwe/grp/grp004.nsf/vLookupPDFs/Jeff%20Butler's%20Presentation/$ 
file/Jeff%20Butler's%20Presentation.pdf [https://perma.cc/3NLN-NHHK]. 
100  Marr & Murray, supra note 2. 

101  Daniel Bendtsen, As IRS Budget Shrinks, So Does the Number of Audits, Deseret News (Dec. 15, 2015), 
http://national.deseretnews.com/article/6928/as-irs-budget-shrinks-so-does-the-number-of-audits.html [https://perma.cc/6D57-
JEYF]. 
102  Id. 
103  Internal Revenue Serv., Internal Revenue Service Data Book 2015, at iii (2015). The 243 million includes all tax returns such 
as income, employment taxes, excise, etc. 
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1. No Notice

 "It's well-known in the tax community, but not many people outside of it are aware of this big expansion of data and 
computer use [by the IRS]," says Edward Zelinsky, a tax law expert and professor at Benjamin N. Cardozo School 
of Law and Yale Law School.  127 "I am sure people will be concerned about the use of personal information on 
databases in government, and those concerns are well-taken. It's appropriate to watch it carefully. There should be 
safeguards."  128 Zelinsky went on to say that taxpayers should be made aware that what they say and do online 
could be used against them in IRS enforcement actions.  129 There have been instances of the IRS pointing to 
Facebook posts in defending their audit position that seem to support this statement.  130 Although the IRS website 
in no way reveals this to taxpayers, Dean Silverman, former Senior Advisor to the Commissioner in the Office of 
Compliance Analytics for the Internal Revenue Service, indicated that the IRS uses big data for the following  131 :

. Charting and analyzing social media such as Facebook

. Targeting audits by matching tax filings to social media or electronic payments

. Tracking individual Internet addresses and emailing patterns

. Sorting data in 32,000 categories of metadata and 1 million unique "attributes"
 [*836] 

. Machine learning across "neural" networks

. Statistical and agent-based modeling

. Relationship analysis based on Social Security numbers and other personal identifiers. 132

104   The Agency, Its Mission and Statutory Authority, supra note 11. 
105  Id. 

106  William Hoffman, Koskinen Pledges Transparency and Accountability in Confirmation Hearing, Tax Analysts (Dec. 13, 2013), 
http://www.taxanalysts.org/content/koskinen-pledges-transparency-and-accountability-confirmation-hearing 
[https://perma.cc/E4SL-WLND]. 
107  Id. 
108  Id. 
109  Id. 
110  Satran, supra note 43. 

111  U.S. Taxpayers E-filed More than 128 Million Returns in 2016, Efile.com, http://www.efile.com/efile-tax-return-direct-deposit-
statistics/ [https://perma.cc/VB3M-CJXJ] (last visited Mar. 6, 2017).
112  Id. 

113  Gerard H. Schreiber Jr., IRS Automated Underreporter Initiative, Tax Advisor (Jan. 1, 2009), 
http://www.thetaxadviser.com/issues/2009/jan/irsautomatedunderreporter.html [https://perma.cc/2JQP-VAHY]. 

114   Internal Revenue Serv., supra note 103, at 37. 
115  Id. at 38. 
116  Id. at 37. 
117  Id. 
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 Nowhere in Facebook's terms of use,  133 or most likely on any social media site, is a provision indicating that 
users consent to the use of their information by the IRS. By making their posts private, Facebook users should be 
able to keep the IRS from accessing their information without a warrant; however, as previously noted, IRS agents 
were obtaining emails without a warrant as recently as 2013.  134 Although they agreed to stop this activity, they 
were silent with respect to accessing social media accounts,  135 and it seems pretty clear that the IRS has not 
provided adequate notice to tax payers of their data collection activities.

2. No Secret Data Collection Systems

 There is little information available from the Treasury Department about the IRS's use of predictive analytics to 
conduct targeted audits.  136 A search of irs.gov comes up with only one hit for the name of the sub-agency 
responsible for these searches, the Office of Compliance Analytics, and that is on the back page of the 2014 Data 
Book.  137 When the IRS uses electronic information about taxpayers without their consent, the public does not 
have a way to check the information collected nor correct any mistakes in the information  138 that the IRS is using 
to determine whether they will be audited.  139 This lack of transparency also violates FIP requirements that there 
be no secret data collection activity.  140

 [*837]  In addition to the secrecy surrounding IRS data mining, they are also keeping the algorithms themselves 
secret. The reason is to prevent taxpayers from gaming the system by understanding the nature of the audit 
selection and working around it.  141 There are, however, enormous legal issues with respect to the failure of the 
IRS to disclose the algorithm structure.  142 Transparency is required by law with respect to predictive analytics 
because of the potential for violations of the Administrative Procedure Act (APA) and discriminatory decisions.  143 
The Taxpayer Reform Act of 1998 also mandates IRS transparency.  144 The IRS bases its secrecy on the following 
language in the Taxpayer Reform Act:

118  Excerpt from Commissioner John Koskinen's Senate Finance Committee Testimony: Planning for the Future of the Taxpayer 
Experience, IRS (Feb. 10, 2016), https://www.irs.gov/PUP/newsroom/FSTaxpayerInteraction.pdf [https://perma.cc/5DC8-PD5H]. 
For example, the IRS developed the data analytics program named Automated Substitute for Returns as a way to use third party 
information reports to identify non-filers, construct tax returns for them, and assess taxes, interest, and penalties. The IRS 
finalized more than 600,000 cases resulting in $ 2.7 billion in additional assessments. With ninety-three full-time equivalent 
employees for this program, the additional amount collected per employee after an audit is just over $ 29 million.Internal 
Revenue Serv., supra note 103, at 37-38. 

119  Tam Habert, IRS Implements Analytics for Compliance, Fraud Detection and Workforce Management, Data-Informed (Sept. 
19, 2012), http://data-informed.com/irs-implements-analytics-for-compliance-fraud-detection-and-workforce-management/ 
[https://perma.cc/ACX8-NBVV]. 
120  Viktor Mayer-Schonberger & Kenneth Cukier, Big Data 153 (2014); see also Fred H. Cate & Viktor Mayer-Schonberger, 
Notice and Consent in a World of Big Data, 3 Int'l Data Privacy L. 67, 67-73 (2013). 
121  Mayer-Schonberger & Cukier, supra note 120, at 153; see also Cate & Mayer-Schonberger, supra note 120, at 67-73. 

122  Paul M. Schwartz, The EU-US Privacy Collision: A Turn to Institutions and Procedures, 126 Harv. L. Rev. 1966, 1969 (2013).  
123  Susan Landau, Control Use of Data to Protect Privacy, 347 Science 504, 504 (2015). 
124  See generally Fed. Trade Comm'n, Privacy Online: A Report to Congress (1998). 
125  Landau, supra note 123, at 504. 
126  Fed. Trade Comm'n, Protecting Consumer Privacy in an Era of Rapid Change, at i (2012). 
127  Satran, supra note 43. 
128  Id. 
129  Id. 
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Such statement shall not include any information the disclosure of which would be detrimental to law enforcement, 
but shall specify the general procedures used by the Internal Revenue Service, including whether taxpayers are 
selected for examination on the basis of information available in the media or on the basis of information provided to 
the Internal Revenue Service by informants. 145

 However, the inability of individuals, entities, and even other branches of government to review the algorithms used 
by the IRS may be resulting in violations of law that are undiscoverable.

 [*838] 

3. No Consent for Third Party Contact

 According to Section 7602 of the Internal Revenue Code, the IRS is authorized to examine "any book, papers, 
records, or other data which may be relevant or material" to determining a taxpayer's tax liability.  146 However, the 
IRS may not contact a third party for the determination of a tax liability without providing reasonable notice to the 
taxpayer in advance.  147 The reason for this rule is that the IRS's inquiry regarding a taxpayer could have negative 
repercussions on that taxpayer's reputation.  148 The notice requirement allows the taxpayer to obtain the 
information for the IRS or otherwise resolve the issue in advance, making an IRS inquiry unnecessary.  149 Seeking 
information from holders of private electronic communications of a taxpayer without first providing notice to the tax 
payer would seem to violate this provision.  150

4. Loss of Control over Use of Personal Information

 While it has long been established that people have the right to determine when others may collect information 
about them and how such information may be used, the standards vary greatly from country to country.  151 The 
right to privacy was first documented in the United States in Brandeis and Warren's Harvard Law Review article 
"The Right to Privacy."  152 For hundreds of years, the United States firmly believed that this right not only created a 

130  IRS Has More Powers than Ever Before, Monitors Facebook, EBay, Newsmax (May 13, 2013, 1:10 PM), 
http://www.newsmax.com/Newsfront/irs-expanded-powers-facebook/2013/05/13/id/504195/ [https://perma.cc/KLJ3-YFJF]. 
131  Satran, supra note 43.

The IRS has brought in private industry experts to employ similar digital tracking - but with the added advantage of access to 
Social Security numbers, health records, credit card transactions and many other privileged forms of information that marketers 
don't see. "Private industry would be envious if they knew what our models are,' boasted Dean Silverman, the agency's high-
tech top gun who heads a group recruited from the private sector to update the IRS, in a comment reported in trade publications.

 Id. 
132  Id. 

133  See Data Policy, Facebook, https://www.facebook.com/about/privacy [https://perma.cc/SXU8-LJKJ] (last visited Mar. 6, 
2016). Facebook does indicate that it will comply with a court order, subpoena, or search warrant and provide non-PII 
aggregated data to its analytics partners. Id.
134  Wessler, supra note 27. 
135  IRT-WBT Content 2009, supra note 33, at 2-5. 

136  See generally Internal Revenue Serv., Big Data Analytics (2014), https://www.irs.gov/pub/irs-utl/BDA_pia.pdf 
[https://perma.cc/2KS7-NAFT]. 

137  Internal Revenue Serv., Internal Revenue Service Data Book 2014, at 74 (2014), https://www.irs.gov/pub/irs-
pdf/p55b.pdf?_ga=1.199391210.597763954.1471625859 [https://perma.cc/JUP3-ZVVK]. 
138  See infra Section III.B.2 for how these mistakes can occur. 
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tort action with respect to disclosures about private individuals but was also implied in the Constitution to prevent 
invasive government action.  153   [*839]  The right to privacy regarding health care and financial records has been 
long established; the government must be able to justify their need for such information.  154 Financial information is 
considered personal and disclosure tends to cause concern and anxiety in a reasonable person.  155 Individuals 
have the right to determine who can access such information.  156 Courts must weigh the government's interest in 
obtaining the information against an individual's right of privacy.  157

When individuals provide information to a website, even if consent is given for the initial use of such data, a problem 
arises when that same data is being subjected to a secondary use.  158 This is because consent is not being given 
for these secondary uses, as such use is not envisioned at the time the consent is given.  159 There are cases 
where the US Tax Court has used information obtained by the IRS investigators from Facebook and eBay. In 
Orellana v. Commissioner, the taxpayer did not report the income she received from sales made on eBay.  160 The 
IRS subpoenaed various eBay and PayPal records to recreate the amount of unreported income.  161 In a different, 
much publicized 2014 case,  162 Rashia Wilson obtained tax refunds based on false information and was 
discovered because of her Facebook posts.  163 According to the CPA Practice Advisor, the IRS conducted 
searches of Wilson's public Facebook accounts to obtain the  [*840]  damning information.  164 While the IRS may 
subpoena records in connection with an audit, if the IRS is using data mining on Facebook or other Internet sites to 
locate potential noncompliant activity, this would violate, at a minimum, the consent requirement of the FIPs.  165

In addition, even when such information is given anonymously, the IRS most likely would be able to tie it back to an 
individual.  166 While website and data brokers may claim the information collected has been cleaned and 
anonymized, this does not protect an Internet user's privacy.  167 Today, search terms entered into a search engine 
for a research paper are collected as part of big data.  168 Even data that does not seem private can be used 
negatively and can be traced back to the individual.  169 Re-identification of allegedly anonymous data is easily 
accomplished. When data is first anonymized, personal information such as names, date of birth, etc. are removed 
from the data set.  170 While this works with small data sets, large data sets can easily result in re-identification.  171 

139  See Hatfield, supra note 19, at 349. 
140  See infra Section III.D.1 regarding how this violates the Privacy Act of 1974. 

141 Courts have concluded that the release of a taxpayer's DIF scores could reasonably be expected to risk circumvention of the 
law, as provided in 5 U.S.C. § 552(b)(7)(E), in that the release of such scores could enable taxpayers to determine how to lower 
DIF scores in order to avoid audits." Huene v. U.S. Dep't of the Treasury, No. 2:11-cv-02109 JAM KJN PS, 2012 WL 3730635, 
at 7 (E.D. Cal. Aug. 24, 2012), quoted in Tal Z. Zarsky, Transparent Predictions, 2013 U. Ill. L. Rev. 1503, 1512 n.54 (2013), 
https://www.illinoislawreview.org/wp-content/ilr-content/articles/2013/4/Zarsky.pdf [https://perma.cc/T6EE-VSLD]. 

142  See Richard Satran, What Does the IRS Know About You?, U.S. News & World Rep. (Apr. 12, 2013, 9:00 AM), 
http://money.usnews.com/money/personal-finance/mutual-funds/articles/2013/04/12/what-does-the-irs-know-about-you 
[https://perma.cc/XX45-V9HE]. Accounting firms are also in the dark about these new practices, even though the ones that are 
aware admit they do not know how these algorithms work. See id.

143  There are numerous statutes addressing the need for transparency in government action, including but not limited to the 
Privacy Act of 1974, the Freedom of Information Act (FOIA), the Federal Agency Data Mining Reporting Act, and the E-
Government Act, which also addresses the issues surrounding automated prediction processes. See Privacy Act of 1974, 5 
U.S.C.§§552, 552a (2012); Federal Agency Data Mining Reporting Act of 2007, 42 U.S.C. § 2000ee-3 (2012); E-Government 
Act of 2002, 44 U.S.C. § 3501 (2012); Zarsky, supra note 141, at 1507 n.22. 
144  Section 353 of the IRS Restructuring and Reform Act, Disclosure of Criteria for Examination Selection, requires the 
publication of general criteria for an audit trigger and informing the audited individual of the factors that triggered the audit. Pub. 
L. 105-206, § 3503, 112 Stat. 685, 771 (1998).  
145  Id.; H.R. Rep. No. 105-599, at 295 (1998) (Conf. Rep.); S. Rep. No. 105-174, at 96 (1998); H.R. Rep. No. 105-364, at 74 
(1997). 
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A pair of scholars at the University of Texas were able to identify Netflix users based on de-  [*841]  identified data 
provided by Netflix, who had a contest to determine if a better movie recommendation system could be developed.  
172 University of Colorado Law Professor, Paul Ohm, an expert on the harm done by de-anonymization, indicates 
that perfect anonymization is not possible.  173

"Anonymized" data was long thought of as safe in terms of individual privacy, but has proved possible of re-
identification.  174 Re-identification of anonymous data is possible in some instances with as little information as a 
name and a birthdate.  175 By aggregating the data of individuals from sites such as Netflix, Twitter, and Facebook, 
re-identification can be accomplished through a process of elimination.  176 This process has been proved multiple 
times, but notably by a graduate student, who combined hospital records with voter data to re-identify the Governor 
of Massachusetts's  177 hospital information.  178 Google, for example, collects and sells data sets including "your 
name, email address, telephone number, credit card (if you enter it), details on how you use Google's services, how 
you interact with other websites that use AdWords and other Google technologies, your device, [and] search 
queries… ."  179

The IRS is training auditors to search Internet addresses, Facebook postings and other social media to back audit 
enforcements.  180 While the one posting on social media sites or providing information to websites is not 
contemplating that the IRS may view the material, it may very well be doing so. Because it has access to highly 
personal information about individuals, including Social Security numbers, income, and expenditure information, the 
IRS likely can recreate profiles from anonymized data.  181 However, a larger issue is that use of predictive 
analytics based on data gained from the Internet may be faulty because individuals often do not post reliable 
information on Facebook and other online platforms.  182

 [*842] 

B. Lack of Transparency in Algorithm

146   I.R.C. § 7602(a)(1) (2016). There are statutory exceptions to the requirement of notifying the taxpayer when a third party is 
contacted. Id. § 7602(c)(1). These include when providing notice would jeopardize the tax collection, the person being contacted 
fears reprisal from the taxpayer, and when the contact is made with respect to any criminal investigation. Id. § 7602(c)(3). 
147  Id. § 7602(c)(1). 

148  See generally Karen Schiller, THIRD PARTY CONTACTS: IRS Third Party Contact Procedures Do Not Follow the Law and 
May Unnecessarily Damage Taxpayers' Businesses and Reputation, 1 2015 Annual Report to Congress 123 (2015), 
http://taxpayeradvocate.irs.gov/Media/Default/Documents/2015ARC/ARC15_Volume1_MSP_12_Third-Party-Contacts.pdf 
[https://perma.cc/9SEA-HRCP]. 
149  S. Rep. No. 105-174, at 77. 
150  See supra Section III.A.1. 
151  Alan F. Westin, Privacy and Freedom 7 (1967). 

152  James H. Barron, Warren and Brandeis, The Right to Privacy, 4 Harv. L. Rev. 193 (1890): Demystifying a Landmark Citation, 
13 Suffolk U. L. Rev. 875, 875-76 (1979); Ben Bratman, Brandeis & Warren's "The Right to Privacy and the Birth of the Right to 
Privacy', 69 Tenn. L. Rev. 623, 624 (2002).  
153  Bratman, supra note 152, at 624-26. 
154  James Q. Whitman, The Two Western Cultures of Privacy: Dignity Versus Liberty, 113 Yale L.J. 1153, 1189-95 (2004).  
155   Id. at 1193.  

156  Ferdinand Schoeman, Privacy and Intimate Information, in Philosophical Dimensions of Privacy: An Anthology 403, 406 
(Ferdinand David Schoeman ed., 1984) ("I think that what makes things private is in large part their importance to our 
conceptions of ourselves and to our relationships with others… . Selective self-disclosure provides the means through which 
people envalue personal experiences which are intrinsically or objectively valueless."), cited in Richard C. Turkington, Legacy of 
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 The IRS specifies that tax returns are selected for audit through a variety of methods: random selection, computer 
screening or scoring, document matching, and statistical formula.  183 Algorithms are self-contained formulas for 
solving recurring problems, a series of steps that can be applied to data sets.  184 According to the White House 
Report (2014):

In simple terms, an algorithm is defined by a sequence of steps and instructions that can be applied to data. 
Algorithms generate categories for filtering information, operate on data, look for patterns and relationships, or 
generally assist in the analysis of information. The steps taken by an algorithm are informed by the author's 
knowledge, motives, biases, and desired outcomes. The output of an algorithm may not reveal any of those 
elements, nor may it reveal the probability of a mistaken outcome, arbitrary choice, or the degree of uncertainty in 
the judgment it produces. So-called "learning algorithms" which underpin everything from recommendation engines 
to content filters evolve with the datasets that run through them, assigning different weights to each variable. The 
final computer-generated product or decision - used for everything from predicting behavior to denying opportunity - 
can mask prejudices while maintaining a patina of scientific objectivity. 185

 While the IRS provides general information regarding the selection of returns for audits, it does not reveal how the 
DIF algorithm, big data, or predictive analytics algorithms are utilized to select returns for audits.  186 There are 
numerous statutes addressing the need for transparency in government action, including, but not limited to, the 
Privacy Act of 1974, the Freedom of Information Act (FOIA), the Federal Agency Data Mining Reporting Act, and 
the E-Government Act, which also address issues surrounding automated prediction processes.  187 If the 
government is making decisions based completely on a computer model, the mechanism must be reviewed for 
procedural due process and potential discriminatory results.  188 Unfortunately,  [*843]  the courts have consistently 
denied FOIA requests by taxpayers to obtain access to these automated systems by citing I.R.C. § 6103(b)(2)  189 
and 5 U.S.C. § 552(b)(3), which exempt disclosure when such disclosure might undermine law enforcement.  190

the Warren and Brandeis Article: The Emerging Unencumbered Constitutional Right to Information Privacy, 10 N. Ill. U. L. Rev. 
479, 507 n.92 (1990).  

157  See, e.g., Belle Bonfils Mem'l Blood Ctr. v. Dist. Court, 763 P.2d 1003, 1014 (Colo. 1988), cited in Turkington, supra note 
156, at 513 n.108. 

158  Joseph Jerome, Big Data: Catalyst for a Privacy Conversation, 48 Ind. L. Rev. 213, 236-39 (2014).  
159  See Zarsky, supra note 141, at 1543; Edith Ramirez, Chairwoman, Fed. Trade Comm'n, Keynote Address at the Technology 
Policy Institute Aspen Forum: The Privacy Challenges of Big Data: A View From The Lifeguard's Chair 5 (Aug. 19, 2013). 
160  Orellana v. Comm'r, No. 8950-08S, 2010 WL 1568447, at 2 (T.C. Apr. 20, 2010). 
161  Id. at 6. 

162   U.S. v. Wilson, 593 F. App'x 942 (11th Cir. 2014).  

163  Elaine Silvestrini, IRS Says Woman Bragged About Tax Fraud on Facebook, Tampa Trib. (Mar 10, 2013), 
http://www.cpapracticeadvisor.com/news/10876997/irs-says-woman-bragged-about-tax-fraud-on-facebook 
[https://perma.cc/LL2A-YXKP]. 
164  Id. 

165  Richard Satran, The IRS Has More Data About You than Ever Before, U.S. News & World Rep. (May 13, 2013, 11:48 AM), 
http://www.businessinsider.com/the-irs-ramps-up-online-tracking-2013-5 [https://perma.cc/A6JZ-GBYX]. 

What the IRS does with all the information it can now access is not clear even to the agency's oversight boards and 
congressional overseers. The IRS's Information Reporting Program Advisory Committee, made up of tax professionals and 
advisers, in its annual report, raised "many questions" and numerous concerns over how the agency will use and manage data 
and said there was "a strong need for guidelines." The agency's mission statement says it will give "America's taxpayers top-
quality service by helping them understand and meet their tax responsibilities and enforce the law with integrity and fairness to 
all." But the agency would make no comment for a story by U.S. News & World Report in early April that documented the 
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1. Violations of Administrative Procedure Act

 Federal agencies such as the IRS are subject to the APA.  191 The APA sets forth requirements for procedural due 
process in rulemaking.  192 Section 551 of the APA defines a "rule" as an "agency statement of general or particular 
applicability and future effect designed to implement, interpret, or prescribe law or policy … ."  193 It can be argued 
that those who create algorithms that make decisions impacting people's rights are engaging in rulemaking.  194 By 
failing to engage in a notice-and-comment period prior to the creation and adoption of such algorithms, the APA 
may be violated.  195 Danielle Keats Citron cites numerous examples of court cases where automated decisions 
systems failed to pass constitutional scrutiny.  196 Because the IRS relies on  [*844]  computers to make the 
decision on whether an individual will be audited or not, important procedural safeguards are being ignored.  197

The secret nature of the algorithm  198 used by the IRS in targeting audits also would seem to violate open-
government laws and regulations that are intended to provide the public access to basic information about the 
conduct of agencies.  199 The notice-and-comment rules are meant to allow the public to have input into changes in 
policy that could impact their rights.  200 In addition, without a record of the policy behind the algorithm, judicial 
review of such agency decision making is impaired.  201 Private corporations such as IBM, SAS, and EMC are 
behind providing big data sets as well as  [*845]  developing algorithms used by the IRS.  202 The creation of these 
algorithms by private companies creates the additional issue of no government oversight during the development of 
these algorithms.  203 This is problematic because courts are unable to determine whether the policy behind the 
algorithm is an abuse of discretion  204 or if an agency's decision is arbitrary and capricious.  205

2. Lack of Accuracy of Big Data

 One of the curious aspects of predictive algorithms is that they enable the creation of detailed individual profiles 
manufactured based on aggregated data which may not even be applicable to the individual selected for an audit.  
206 These new inaccurate profiles result from the initial data set being combined with the profiles of those with 

growing array of new technology the agency has in its arsenal, including a $ 350 million investment in data mining tools. The 
agency declined numerous requests to detail any portion of its online policies. It did make a statement later to refute a charge 
not made in the story, that the IRS targets taxpayers for audit based on their online information.

 Satran, supra note 142. 

166  Arvind Narayanan & Vitaly Shmatikov, Robust De-Anonymization of Large Datasets (How to Break Anonymity of the Netflix 
Prize Dataset), 2008 IEEE Symp. on Security & Privacy 111, 111 (2008), 
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=4531148 [https://perma.cc/ND5X-ASEL]. 

167  Nate Anderson, "Anonymized' Data Really Isn't - and Here's Why Not, ARS Technica (Sept. 8, 2009, 6:25 AM), 
http://arstechnica.com/tech-policy/2009/09/your-secrets-live-online-in-databases-of-ruin/ [https://perma.cc/SV69-2YMT]. 
168  Mayer-Schonberger & Cukier, supra note 120, at 98-122. 
169  Id. at 152. 
170  Id. at 154. 
171  Id. 
172  Narayanan & Shmatikov, supra note 166, at 1-2, 10-12. 
173  Mayer-Schonberger & Cukier, supra note 120, at 1. 
174  Id. at 154-56. 
175  Anderson, supra note 167. 
176  Id. 
177  William Weld was the governor at the time. Id. 
178  Id. 
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similar characteristics.  207 The problem occurs when working backwards to  [*846]  individualize the information 
from the large set because these other characteristics may stick with the re-identification even though they were not 
present in that individual's initial profile.  208 Barocas and Nissenbaum (2014) have indicated in connection with 
such re-identification issues that "the willingness of a few individuals to disclose information about themselves may 
implicate others who happen to share the more easily observable traits that correlate with the traits disclosed."  209

Big data is able to create new profiles by using multiple data sets that effectively re-create an individual's 
information based on information obtained about others in the group that the individual is lumped in, or on faulty 
data associated with the individual in the first place.  210 Individuals misrepresent themselves on commercial 
websites for a variety of reasons, not only to embellish themselves  211 but also to meet the requirement for 
obtaining what is of interest to them from the website.  212 These misrepresentations enter the data pool and are 
not identified as such when using big data in predictive analysis.  213 If a pattern recognition algorithm is used on 
this tainted data to develop a profile of noncompliant taxpayer behaviors, misidentifications are likely to occur. It is 
easy to be seduced into treating these algorithmic patterns as predictions of real behavior because they appear to 
be objective. It is difficult to challenge inaccuracies of an algorithmic-produced data profile because the 
inaccuracies are not about the individual's actual behavior, but rather reported behavior that may have been 
intentionally misrepresented by the individual for reasons completely unrelated to the pattern being predicted by the 
algorithm itself. Thus, verification of the accuracy of the database is critical for developing useful algorithms 
predicting behavior.  214 This is why the  [*847]  IRS conducted the NRP audits to verify all information used to 
update the DIF.  215

Both the Internet and data sets from data brokers contain information posted online by either the individual or a third 
party. Self-reported information online is notoriously suspect as it is often designed to enhance one's self-image by 
strategically selecting how and what to disclose.  216 Research on deception finds that in many online social 
websites, exaggeration regarding oneself, also known as airbrushing, has become the norm.  217 Anyone who has 

179  Hachman, supra note 20. 

180  Vince Polley & KnowConnect PLLC, IRS Tracks Your Digital Footprint, A.B.A. (Apr. 10, 2013), 
http://apps.americanbar.org/buslaw/blt/content/2013/05/mirln_1606.shtml#sthash.W4fetqiK.dpuf [https://perma.cc/B7TA-WSTY]. 
181  Satran, supra note 43. 

182  Minas Michikyan, Jessica Dennis & Kaveri Subrahmanyam, Can You Guess Who I Am? Real, Ideal, and False Self-
Presentation on Facebook Among Emerging Adults, 3 Emerging Adulthood 55, 60 (2015), 
http://journals.sagepub.com/doi/pdf/10.1177/2167696814532442 [https://perma.cc/E2PR-JR5C]. 

183  Internal Revenue Serv., Publication 556, Examination of Returns, Appeal Rights, and Claims for Refund 2 (2013), 
https://www.irs.gov/publications/p556/ [https://perma.cc/B8EG-P2TW]; IRS Audits, supra note 47.
184  Exec. Office of the President, Big Data: Seizing Opportunities, Preserving Values 46 (2014). 
185  Id. 
186  See Hatfield, supra note 19, at 337-42; Satran, supra note 165. 

187  See Privacy Act of 1974, 5 U.S.C.§§552, 552a (2012); Federal Agency Data Mining Reporting Act of 2007, 42 U.S.C. § 
2000ee-3 (2012); E-Government Act of 2002, 44 U.S.C.§§3501, 3601 (2012); Zarsky, supra note 141, at 1507 n.22. 

188  See Danielle Keats Citron, Technological Due Process, 85 Wash. U. L. Rev. 1249, 1271 (2008).  
189   26 U.S.C. § 6103(b)(2) (2012). 
190  Zarsky, supra note 141, at 1510-12, 1512 n.54. 
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ever been on a dating website knows this very well. Facebook presents a slightly different issue because others 
may choose to post on your wall, which means you do not fully control the information that may be associated with 
your page. A wildly conservative friend may post a video on your wall with which you do not agree, but you feel no 
need to remove it. If the government is collecting this information about you, it may present an inaccurate picture of 
your politics.  218 Information posted about you on a website you do not visit can also contain falsehoods. The 
problem is those false data points could also increase your chances of being unfairly targeted for an audit. An audit 
itself can be viewed as a punishing experience due to the stress and potential defense costs involved even if a "no 
change" order occurs.  219

By keeping the data collected proprietary, the IRS is effectively preventing people from viewing and correcting 
information about themselves that the IRS may be using in its predictive analytics.  220 This not only violates the 
FIPs but also is in direct contravention of the Privacy Act of 1974, which incorporates the FIPs.  221 Since 
individuals do not even know that there has been incorrect information collected about them, they have no ability to 
correct this  [*848]  data that is being entered into the IRS database. Thus, they cannot avail themselves of the 
opportunity to disprove the data.  222 Previous data analytics relied on sampling and the need for accurate data.  223 
Today, big data varies in quality,  224 and computers have made the ability to analyze large data sets possible in a 
way that could not occur prior to their existence.  225 Accuracy is sacrificed for volume.

3. Potential Discrimination

 Another interesting aspect of predictive analytics is that algorithms can be programmed to "learn" over time.  226 
While this may be advantageous for companies looking to narrowly define their target market, it creates a 
dangerous situation when the result is a targeted audit. Thus, the programmer's initial purpose for developing the 
pattern-recognition algorithm can change as the algorithm evolves free from human intervention.  227 It can create 
its own identification function based on the patterns it recognizes within the big data sets, and these functions may 
not be consistent with the original function.  228 Thus, the algorithm itself, while not initially set up to use factors 

191   5 U.S.C. §§551-559 (2012). 

192  Martin H. Redish & Lawrence C. Marshall, Adjudicatory Independence and the Values of Procedural Due Process, 95 Yale 
L.J. 455, 471 (1986).  

193   5 U.S.C. § 551(4). 
194  See Citron, supra note 188, at 1288. 
195  See id. at 1288-91. 

196  See id. at 1264 n.97 (citing Petition to Determine Invalidity of Proposed Rule 65A-1.400 and ESS Online Benefits Application 
Form at 6, Tamara Clark v. Dep't of Children & Family Servs., No. 05-2105RP (Fla. Div. Adm. Hrgs. June 10, 2005) [hereinafter 
Clark Petition] as "arguing that relative caregivers could not apply for Temporary Assistance to Needy Families due to the design 
of the online application in violation of Florida law"); see also id. at 1290 n.275 (citing Clark Petition, supra, at 7-8 as "arguing 
that Florida's Department of Children and Families failed to follow applicable rulemaking procedures for change in rule 
embedded in design of Florida ACCESS online application that precluded relative caregivers from applying for TANF benefits in 
violation of state law"). "Florida's Department of Children and Family Services settled the litigation, agreeing to fix the system to 
allow relative caregivers to apply for benefits on behalf of children as required by federal law." Id. at 1264 n.97 (citing Telephone 
Interview with Valory Greenfield, staff attorney for Florida Legal Services, in Miami, Fla. (June 1, 2007)). "New York's automated 
public benefits system similarly failed to offer "battered qualifying alien' as a choice in its drop-down menu for food stamp 
eligibility, thus precluding such individuals from applying for food stamps." Id. (citing M.K.B. v. Eggleston, 445 F. Supp. 2d 400, 
418 (S.D.N.Y. 2006) as "granting preliminary injunction ordering New York City agencies to fix automated system to comply with 
established policy"). 
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such as race or religion, may result in targeting certain groups based on the associations created as the algorithm 
learns.  229 Because the IRS collects and maintains highly personal information about taxpayers, they can easily 
identify someone's race, gender, ethnicity, and religion.  230

The New York Police Department came under fire for its use of predictive analytics to focus its policing on certain 
communities.  231 Many of the areas targeted were primarily composed of minorities.  232 Because the use of 
predictive analytics relies on correlation rather than causation, it is unable to explain why things occur, but rather 
 [*849]  what is predicted to occur based on the data set.  233 It is possible that two things may behave similarly 
based on coincidence.  234 With correlation there is only probability, not certainty.  235 Spurious correlations are 
more frequent using big data sets.  236 No longer do individuals have to come up with search terms to test; instead, 
the proxies reveal themselves when big data is analyzed. Society is moving from a hypothesis-driven approach to a 
data driven one.  237

Because predictive analytics does not ask why, it does not reveal why people may have higher than normal 
expenses on their tax returns. For example, many bankruptcies result from exceedingly high medical bills.  238 This 
may be a reason for the unusual deductions on a tax return, but not a reason for an audit. If it is found that 
minorities have higher than normal medical expenses, this correlation could result in minorities being targeted for 
audits in violation of equal protections laws. The problem, of course, is that with a secretive IRS and no access to 
the algorithm itself, claims of discrimination would have little chance of success.

While current law prohibits discrimination against protected classes, big data is not the panacea that many 
proponents allege. Because of the potential correlation of characteristics that could trigger an audit with those of a 
certain protected class, the mathematical model could result in unfair treatment of such class.  239 In addition, data 
mining could "inherit the prejudices of prior decision-makers."  240 As discussed by other legal analysts, access to 
an automated program's source code would allow an individual to challenge an agency's actions and show that the 
system may in fact be biased.  241

197  See id. at 1281. According to Citron, automated decisions made by the government based on computerized algorithms often 
"deprive individuals of their liberty and property" in contravention "of the Due Process Clauses of the Fifth and Fourteenth 
Amendments." Id. 
198  See Satran, supra note 165. 

199  See 5 U.S.C. § 552(a)-(b) (2012). 

200  Cass R. Sunstein, "Practically Binding": General Policy Statements and Notice-and-Comment Rulemaking, 68 Admin. L. 
Rev. 491, 513 (2016).  

201  See Citron, supra note 188, at 1298 n.327 ("[Henry H. Perritt, Jr., The Electronic Agency and the Traditional Paradigms of 
Administrative Law, 44 Admin. L. Rev. 79, 89 (1992)]("Judicial review necessitates a "record' of agency decisionmaking.') … see 
also Gordon G. Young, Judicial Review of Informal Agency Action on the Fiftieth Anniversary of the APA: The Alleged Demise 
and Actual Status of Overton Park's Requirement of Judicial Review "On the Record," 10 Admin. L.J. Am. U. 179 (1996)."); id. at 
1293-94 n.302.

Computer programmers also arguably comprise advisory committees subject to the transparency requirements of the Federal 
Advisory Committee Act (FACA). FACA requires advisory committees - those "established or utilized" by the President or an 
agency for advisory purposes - to open their meetings, minutes, reports, and records to the public. 5 U.S.C. app. §§3(2), 10(a), 
10(b) (2000). Courts exempt government contractors from FACA's mandates because procurement regulations impose 
transparency requirements on contractors in order to prevent the misuse of government resources. Food Chem. News v. Young, 
900 F.2d 328, 331 (D.C. Cir. 1990) (citing H.R. Rep. No. 1403-92, at 2 (1972) (Conf. Rep.)). An argument can be made that the 
contractors here - computer programmers - should not fall within that exemption. Unlike the transparency provided by the 
contracting process that the FACA exemption addresses, here, the key issue is the opaque nature of the advice that software 
engineers provide in embedding new rules into an automated system's code. Such programmers do not solely execute policy. 
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In a recent FTC Report regarding big data, the potential violations of law and risks of using predictive analytics on 
low-income  [*850]  and underserved populations was explored.  242 This report was prepared with input from a 
public workshop with big data stakeholders.  243 The report reiterates that results from hidden biases can manifest 
at either the collection or analytics stage,  244 or from the algorithm's ability to learn.  245 This presents an enormous 
issue because there is no way to verify that the IRS's use of analytics is not resulting in discrimination.

4. Arbitrary and Capricious Agency Action

 In general, agency determinations may not be overturned by a federal court unless the agency action is found to be 
arbitrary and capricious.  246 As previously mentioned, the use of predictive analytics may violate APA procedural 
due process in rulemaking requirements, but it may also serve to provide a way to force the disclosure of the 
analytics program being used by the IRS today.  247 According to Citron, government-automated decision-making 
systems which are kept secret have an impact on people's rights in a way that may go unchecked.  248 She 
suggests the addition of "technological due process" to ensure accuracy and fairness.  249 Citron points to the 
FTC's auditing of CompuServe's scoring process for giving credit, which was found to have used unfair criteria.  250 
She suggests the FTC could be charged with running
 [*851] 

hypothetical scenarios to assess whether algorithmic predictions are statistical proxies for race, gender, religion and 
disability - thereby cutting down the possibility that the algorithms infringe on civil rights. The ever-present threat of 
an audit would encourage the adoption of precautions and, perhaps, encourage entities that are building scoring 
systems to be more mindful of concerns about discrimination and inaccurate predictions based on polluted data. 251

 While companies who use big data to perform targeted marketing can profit even with low accuracy rates,  252 the 
government is subject to a different set of rules.  253 A taxpayer's rights could be affected if the algorithm results in 

Instead, they effectively provide advice to the agency by changing established policy in the course of translating it into computer 
language and encoding it. That advice is, in turn, adopted by the agency through its automated decision system. Because FACA 
aims to secure transparency in the policy advice given to agencies, the spirit of the statute counsels its applicability to the 
consultants that design automated systems like the Federal Parent Locator Service. See A. Michael Froomkin, Wrong Turn in 
Cyberspace: Using ICANN to Route Around the APA and the Constitution, 50 Duke L.J. 17, 139 (2000) (questioning whether 
private company running ICANN on behalf of Department of Commerce should be covered by FACA's mandates).

 Id. 

202  Analytics and the IRS: A New Way to Find Cheaters, Forbes (Jan. 28, 2016, 11:45 PM), 
https://www.forbes.com/sites/metabrown/2016/01/28/analytics-and-the-irs-a-new-way-to-find-cheaters/#2f16bb483187 
[https://perma.cc/G2SB-QWQD] ("SAS founder Jim Goodnight points out that the IRS uses SAS analytics products for fraud 
detection, as do the Medicaid programs of every state."); Ian Armas Foster, IRS to Utilize Big Data to Improve Returns, 
Datanami (Apr. 15, 2013),http://www.datanami.com/2013/04/15/irs_to_utilize_big_data_to_improve_returns/ 
[https://perma.cc/S4PR-9ZLV]; David Huber, SAS Arms IRS with New Fraud Detection Tools, Wash. Tech. (Dec. 9, 2011), 
https://washingtontechnology.com/articles/2011/12/09/sas-assists-irs.aspx [https://perma.cc/H8HQ-KSNU]. 

The Internal Revenue Service is getting a new weapon in its ceaseless battle to detect, prevent and resolve criminal and civil 
noncompliance with tax law. SAS, a business analytics software and services company, has won a $ 6.25 million contract to 
support IRS's new electronic Return Review Program system, which is designed to help reduce the $ 345 billion tax gap.

 Id.; Jason Miller, IRS' Approach to Big Data Focuses on Business Outcomes, Fed. News Radio (Sept. 17, 2014), 
http://federalnewsradio.com/management/2014/09/irs-approach-to-big-data-focuses-on-business-outcomes/ 
[https://perma.cc/84T5-2C8S]. 
203  However, it is questionable whether the current IRS rules and regulations are sufficient to manage the possibilities of big data 
analysis as they were written before access to electronic data such as this existed. Foster, supra note 202. 
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the auditing of a suspect due to payments that are correlated to a certain ideology or religion. For example, high 
charitable contributions may be associated with certain religions that observe tithing, or new home ownership with 
no associated mortgage may identify religions with prohibitions against usury charges. However, the IRS's analysis 
program could potentially flag these types of line items on a tax return, resulting in unfair targeting of those from a 
certain religion. If the FTC or a newly created oversight board was able to review both the data for accuracy and the 
algorithm for potential discrimination, this could help repair some of the many problems with the IRS's use of big 
data analytics.

C. Data Collection

 There are also potential issues with the IRS's methods of data collection. The ability of the government to obtain 
information about people is limited by the Constitution as well as federal and state law. In 1967, the Supreme Court 
issued two decisions regarding the Fourth Amendment with respect to private communications.  254 In Katz v. 
United States, the Court held that the Fourth Amendment's prohibition against "unreasonable searches and 
seizures" entitled an individual to a reasonable expectation of privacy in his or her private communications, thus 
precluding unwarranted government intrusion.  255 In Berger v. New York, the Court struck down a New York 
wiretap law as violating the Fourth Amendment because of its failure to provide adequate safeguards for the privacy 
interests of  [*852]  those whose communications were being wire tapped.  256 The ECPA was enacted in 1986 to 
extend these same privacy protections.  257

1. Electronic Communications Privacy Act

 The ECPA was intended to protect private electronic communications in furtherance of the two aforementioned 
Supreme Court cases.  258 It described the limited circumstances under which the government may obtain 
information stored by electronic communications services and remote computing services from providers.  259 It 
required the federal government to obtain either a warrant, if the communication sought had been in storage for less 
than 180 days,  260 or a subpoena, with notice to the customer, if more than 180 days.  261 Section 2703(d) required 

204   5 U.S.C. § 706 (2012); Kenneth Culp Davis & Richard J. Pierce, Administrative Law Treatise § 11.5, 204 (3rd ed. 1994) ("An 
agency action that constitutes an unexplained departure from precedent must be reversed as arbitrary and capricious … ."), 
cited in Citron, supra note 188, at 1298 n.328. 

205   Motor Vehicles Mfrs. Ass'n v. State Farm Mut. Auto. Ins. Co., 463 U.S. 29, 46-48 (1983) (holding the agency's rescission of 
the rule arbitrary and capricious because the agency did not provide factual or evidentiary support for rule), cited in Citron, supra 
note 188, at 1298 n.329; cf. Citizens to Preserve Overton Park, Inc. v. Volpe, 401 U.S. 402, 419-20 (1971) (holding the agency's 
decision to build a highway through a park arbitrary and capricious after a hearing on the grounds that the agency failed to 
explain its decision), cited in Citron, supra note 188, at 1298 n.329. 
206  Mayer-Schonberger & Cukier, supra note 120, at 160. 
207  Id. at 160-61. 

208  Kate Crawford & Jason Schultz, Big Data and Due Process: Toward a Framework to Redress Predictive Privacy Harms, 55 
B.C. L. Rev. 93, 117 (2014).  
209  Solon Barocas & Helen Nissenbaum, Big Data's End Run Around Procedural Privacy Protections, 57 Comm. ACM 31, 32 
(2014), cited in Landau, supra note 123. 
210  Crawford & Schultz, supra note 208, at 125-26. 

211  Susmita Baral, Lying on Facebook Results in "Digital Amnesia' Which Rewrites Your Memories, iDigitalTimes (Dec. 31, 
2014, 4:21 PM), http://www.idigitaltimes.com/lying-facebook-results-digital-amnesia-which-rewrites-your-memories-403976 
[https://perma.cc/7ASS-VC2C]. 

212  Sandra Braman, Tactical Memory: The Politics of Openness in the Construction of Memory, First Monday (July 3, 2006), 
http://firstmonday.org/ojs/index.php/fm/article/view/1363/1282 [https://perma.cc/B6QL-TWL7]; see also Facebook & Your 
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the government to show "specific and articulable facts, showing that there are reasonable grounds to believe that 
the contents of an … electronic communication … are relevant and material to an ongoing criminal investigation."  
262 The ECPA has been interpreted to apply not only to emails but also to text messages  263 and social media.  264 
In any case, the ECPA requires the government to provide notice to the individual whose communications are being 
requested.  265 The ACLU has obtained information indicating that not only has the IRS viewed private electronic 
communications without first obtaining a warrant,  266 it is likely not disclosing requests to taxpayers as required by 
law.  267

 [*853]  In United States v. Warshak, the government obtained 27,000 private electronic communications with a 
2703(b) subpoena and 2703(d) order under the ECPA.  268 The Warshak court ruled that the obtaining of such 
private emails violated the Fourth Amendment's protection against unreasonable searches and seizures and that to 
the extent that it permitted such retrieval without a warrant the ECPA violated the Constitution.  269 The court stated 
that the Fourth Amendment applies to electronic communications and that "The Fourth Amendment must keep 
pace with the inexorable march of technological progress."  270

Congress recently attempted to amend the ECPA to subject governmental retrieval of electronic communications to 
a warrant, but to date none of the amendments have passed.  271 As mentioned above, despite the Warshak 
opinion, the IRS was still obtaining taxpayer emails without a warrant until 2013, when they had to answer for the 
practice in a Senate hearing.  272 An ACLU statement issued after the hearing remarked:

Although Miller stated that the IRS Criminal Investigation unit obtains warrants for all emails, he did not discuss 
other forms of electronic communication such as text messages, instant messages, and direct messages on social 
media … . Under the Fourth Amendment, a warrant should be required for those private communications as well. 
273

Privacy: Who Sees the Data You Share on the Biggest Social Network?, Consumer Rep. (June 
2012),http://www.consumerreports.org/cro/magazine/2012/06/facebook-your-privacy/index.htm [https://perma.cc/4H4Z-MYS2]. 
213  Mayer-Schonberger & Cukier, supra note 120, at 32-49. 
214  Crawford & Schultz, supra note 208, at 119. 

215  Brian Erard, Compliance Measurement and Workload Selection with Operational Audit Data 1-2, 4 (2002), 
https://www.irs.gov/pub/irs-soi/compmewo.pdf [https://perma.cc/K4LB-AJML]. 
216  Andrew T. Fiore & Judith S. Donath, Online Personals: An Overview, in ACM, Extended Abstracts on Human Factors in 
Computing Systems 1395 (2004). 
217  Id. at 1398. 
218  Joseph P. Mazer, Richard E. Murphy & Cheri J. Simonds, I'll See You on "Facebook": The Effects of Computer-Mediated 
Teacher Self-Disclosure on Student Motivation, Affective Learning, and Classroom Climate, 56 Comm. Educ. 1, 3, 11 (2007). 

219  Kelly Spors, Audit Nightmares: How to Cope When the IRS Comes Knocking, OPENforum (2014), 
https://www.americanexpress.com/us/small-business/openforum/articles/audit-nightmares-how-to-cope-when-the-irs-comes-
knocking/ [https://perma.cc/YXB4-XH8N]; see also Taxpayer Stories of Painful IRS Audit and Tax Experiences, 
efile.com,http://www.efile.com/painful-taxpayer-irs-audit-experiences-tax-stories/ [https://perma.cc/ZY9R-LUCE] (last visited Mar. 
6, 2017).
220  Landau, supra note 123, at 504; see also Zarsky, supra note 141, at 1510-13. 
221  Zarsky, supra note 141, at 1541-42. 
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  [*854] 

2. Warrantless Search

 The Fourth Amendment provides:

The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches 
and seizures, shall not be violated, and no Warrants shall issue, but upon probable cause, supported by Oath or 
affirmation, and particularly describing the place to be searched, and the persons or things … . 274

 As previously discussed, until 2013, the IRS maintained that it was permitted to view private email messages on 
servers that were over 180 days old without first obtaining a warrant.  275 The Warshak court was very clear that 
electronic communications - specifically, email - should be treated the same as all other private communications 
and are subject to Fourth Amendment protections.  276

 [*855]  Although the Supreme Court has not yet had the opportunity to rule on whether predictive policing is 
constitutional, parallels may be drawn to the IRS's use of big data to predict which taxpayers may be noncompliant. 
Andrew Ferguson concludes that "because predictive policing does not provide personal knowledge about an 
ongoing crime, or particularized identification of the suspect involved, it cannot support the weight of reasonable 
suspicion."  277 In general, reasonable suspicion requires corroboration of individual actions.  278 Because it is 
unknown how the IRS's algorithm is choosing returns to audit, it is unknown whether they are using predictive 
analytics to target individuals and businesses without proper constitutional protections. If the IRS is not predicting 
future behavior, but rather examining prior actions of a particular person or viewing tax returns that have already 
been filed, it is possible that the prediction is based on that individual's own behavior self-reported to the IRS. When 
a return is filed, the taxpayer agrees with the following statement: "Under penalties of perjury, I declare that I have 
examined this return and accompanying schedules and statements, and to the best of my knowledge and belief 
they are true, correct and complete."  279

222  Mayer-Schonberger & Cukier, supra note 120, at 176. 
223  Id. at 32. 
224  Id. at 32, 176. 
225  Id. at 8-11. 
226  Melissa De Zwart, Sal Humphreys & Beatrix Van Dissel, Surveillance, Big Data and Democracy: Lessons for Australia from 
the US and UK, 37 U. New S. Wales L.J. 713, 718 (2014). 
227  Id. 
228  Id. 

229  Fed. Trade Comm'n, Big Data: A Tool for Inclusion or Exclusion?: Understanding the Issues 28 (2016), 
https://www.ftc.gov/system/files/documents/reports/big-data-tool-inclusion-or-exclusion-understanding-issues/160106big-data-
rpt.pdf [https://perma.cc/K8YS-WAJ8]. 
230  Hatfield, supra note 19, at 321-22. 
231  1 Bennett Capers, Rethinking the Fourth Amendment: Race, Citizenship, and the Equality Principle, 46 Harv. C.R.-C.L. L. 
Rev. 1, 17, 17 n.120 (2011).  
232   Id. at 16, 17, 17 n.120.  
233   Id. at 40, 40 n.246.  
234  Mayer-Schonberger & Cukier, supra note 120, at 52-53. 
235  Capers, supra note 231, at 16. 
236  Mayer-Schonberger & Cukier, supra note 120, at 160-62. 
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In United States v. Jones, the Supreme Court held that attaching a GPS device to a car and tracking its movements 
without a search warrant violated the owner's reasonable expectation of privacy and constituted a search under the 
Fourth Amendment.  280 An argument can be made that just as a vehicle's movements allow for an expectation of 
privacy, so too should an individual's online activities from a home computer.  281 A government agency running 
data analytics on the Internet and searching for tags that fit their profile of  [*856]  a noncompliant taxpayer could 
arguably constitute a search under the Fourth Amendment.  282 In Kyllo v. United States, the Supreme Court held 
that using a thermal imaging device without a search warrant constitutes a search under the Fourth Amendment.  
283 The use of advanced technology to essentially spy on a US citizen without a warrant reached beyond the 
reasonable expectation of privacy.  284 Again, the analogy can be made to a citizen's use of the Internet from a 
home computer.  285

In Riley v. California, the Supreme Court held that cell phones may not be searched without a warrant.  286 
According to Orin S. Kerr, a law professor at George Washington University, "this is a bold opinion" because "it is 
the first computer-search case, and it says we are in a new digital age. You can't apply the old rules anymore."  287 
Chief Justice John G. Roberts Jr. indicated that cell phones contain private and personal information and that

one of the driving forces behind the American Revolution was revulsion against "general warrants," which allowed 
British officers to rummage through homes in an unrestrained search for evidence of criminal activity. The fact that 
technology now allows an individual to carry such information in his hand does not make the information any less 
worthy of the protection for which the founders fought. 288

 The IRS's use of cell phone tracking technology would seem to be a warrantless search as well.

3. Due Process

 There are both procedural and substantive issues that arise from the government's use of big data analytics to 
categorize individuals into groups such as the No Fly List and the No Citizenship  [*857]  List.  289 There is a 

237  Id. at 55. 
238  David U. Himmelstein et al., Medical Bankruptcy in the United States, 2007: Results of a National Study, 122 Am. J. Med. 
741, 741, 743 (2009). 

239  Solon Barocas & Andrew Selbst, Big Data's Disparate Impact, 104 Cal. L. Rev. 671, 688, 720, 726 (2016), 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2477899 [https://perma.cc/CK5E-PLUH]. 

240   Id. at 674, 682.  
241  Christopher W. Clifton, Deirdre K. Mulligan & Raghu Ramakrishnan, Data Mining and Privacy: An Overview, in Privacy and 
Technologies of Identity 191, 203 (Katherine J. Strandburg & Daniela Stan Raicu eds., 2006) (explaining that, without access to 
the underlying data and logic of the "No Fly" program, individual's ability to challenge inclusion on list is impaired), cited in Citron, 
supra note 188, at 1284 n.240. 

242   Fed. Trade Comm'n, supra note 229, at i-ii. 
243  Id. at i. 
244  Id. at iv. 
245  Zarsky, supra note 141, at 1508-12. 

246   5 U.S.C. § 706(2)(A) (2012); United States v. Bean, 537 U.S. 71, 77 (2002);  High Sierra Hikers Ass'n v. Blackwell, 390 F.3d 
630, 638 (9th Cir. 2016);  Gardner v. U.S. Bureau of Land Mgmt., 638 F.3d 1217, 1224 (9th Cir. 2011);  Latino Issues Forum v. 
Envtl. Prot. Agency, 558 F.3d 936, 941 (9th Cir. 2009);  Pub. Util. Dist. No. 1 of Snohomish Cty. v. Fed. Emergency Mgmt. 
Agency, 371 F.3d 701, 706 (9th Cir. 2004).  
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procedural problem because of the potential for wrongful inclusion due to errors that can have large consequences 
on the individual classified.  290 These mistakes can result in serious legal issues for the individual, such as the 
inability to travel or work while the issues are resolved.  291 Furthermore, large amounts of data that help the 
government identify "suspicious" people ignores the principle of "innocent until proven guilty," which is a substantive 
issue and an inalienable right of the people.  292 These issues are concerning until the government can show, using 
accurate algorithms and data, that big data is the least intrusive way that the government can go about identifying 
these people.  293

The IRS's data collection activities potentially employ inadequate privacy safeguards, a likely violation of the 
aforementioned Supreme Court cases.  294 Jennifer Lynch, a senior staff attorney with the Electronic Frontier 
Foundation, a San Francisco-based privacy-rights group, told Bloomberg:

Especially with the IRS, I don't know why these agencies are getting access to this kind of information. These 
systems treat every person in the area as if they're under investigation for a crime - that is not the way our criminal 
justice system was set up or the way things work in a democratic society. 295

4. Self-Incrimination

 When an individual's life, liberty, and property are affected due to a governmental decision, there is a fairness 
requirement.  296 The Fifth Amendment provides:

No person shall be held to answer for a capital, or otherwise infamous crime, unless on a presentment or indictment 
of a grand jury, … nor shall be compelled in any criminal case to be a witness against himself, nor be deprived of 
life, liberty, or property, without due process of law … . 297

 In general, individuals cannot be compelled to testify against themselves in a criminal case. This includes the right 
not to produce  [*858]  private papers.  298 When the IRS views private emails and private social media 

247  See Margaret Hu, Big Data Blacklisting, 67 Fla. L. Rev. 1775, 1799 (2015) ("Core liberties may be obstructed in a way that is 
rapidly evolving and systemic, however, nearly impossible to detect because of the opacity and complexity of big data 
technologies, and the administrative systems that support them."). 

248  Danielle Citron, Big Data Should Be Regulated by "Technological Due Process', N.Y. Times (July 29, 2016, 4:34 PM), 
http://www.nytimes.com/roomfordebate/2014/08/06/is-big-data-spreading-inequality/big-data-should-be-regulated-by-
technological-due-process [https://perma.cc/KR76-7ZGS]. 
249  Id. 
250  Id. 
251  Id. 
252  Hatfield, supra note 19, at 343. 
253  See Citron, supra note 188, at 1281-82. 

254   Katz v. United States, 389 U.S. 347, 359 (1967);  Berger v. New York, 388 U.S. 41, 63-64 (1967).  

255   Katz, 389 U.S. at 359.  

256   Berger, 388 U.S. at 63-64.  

257  Electronic Communications Privacy Act of 1986, Pub L. No. 99-508, 100 Stat. 1848 (1986).  

258  Jim Harper, Reforming Fourth Amendment Privacy Doctrine, 57 Am. U. L. Rev. 1381, 1383-88 (2007).  
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communications and postings, this could be deemed to be a violation of the Fifth Amendment's right against self-
incrimination.  299 Although people feel free to speak frankly with those they connect with on social media, the fact 
that these conversations are placed in fixed form presents problems that verbal communications do not. While 
wiretapping by the government must be done pursuant to subpoena, the IRS's ability to collect data from social 
media and online electronic communications that are meant to be private can result in taxpayers being forced to 
testify against themselves. If privacy settings are being ignored by the IRS and private communications are being 
accessed by the IRS without a warrant, this is akin to reading private emails without a warrant, which is prohibited 
under Warshak.  300

D. Other Federal Violations

1. Privacy Act of 1974

 The Privacy Act of 1974 limits the federal government's use of private data about US citizens and provides a 
mechanism for individuals to obtain information about themselves maintained by the government.  301 This Act was 
passed at the dawn of the computer age at a time when the public became aware of domestic spying by the US 
government on its own citizens  302 and was intended to curb the government collection of private information about 
its citizens.  303

Specifically, the Privacy Act gives citizens the right to access private information about themselves maintained by 
government agencies, as well as a right to correct inaccurate information maintained by the government.  304 The 
Act also placed restrictions on the sharing of personally identifiable information (PII) with other government 
agencies and other entities.  305 Because the Privacy Act  [*859]  requires agencies to have a mechanism to allow 
individuals to correct mistakes in the information kept by the government, it appears that the IRS is violating this 
right by maintaining secrecy over the data being kept and created about individuals.  306

259   18 U.S.C. § 2703 (2012). 
260  § 2703(a). 
261  § 2703(d). 

262  Id. A Section 2703(d) order is similar to the Terry rule applied to law enforcement stop-and-frisks, which requires less than 
probable cause to believe a crime has been committed, but more than a mere hunch. See Terry v. Ohio, 392 U.S. 1, 21-22 
(1968).  

263   Quon v. Arch Wireless Operating Co., 529 F.3d 892, 901 (9th Cir. 2008).  

264   Crispin v. Christian Audigier, Inc., 717 F. Supp. 2d 965, 980, 989 (C.D. Cal. 2010).  

265   18 U.S.C. §§2703(a), 2705. 

266  Nathan Freed Wessler, IRS Says It Will Respect 4th Amendment with Regard to Email, but Questions Remain, ACLU (Apr. 
16, 2013, 4:07 PM), https://www.aclu.org/blog/irs-says-it-will-respect-4th-amendment-regard-email-questions-
remain?redirect=blog/technology-and-liberty-national-security/irs-says-it-will-respect-4th-amendment-regard-email 
[https://perma.cc/6VUH-LZ5W]. 
267  Id. 

268   United States v. Warshak, 631 F.3d 266, 283 (6th Cir. 2010).  

269   Id. at 274.  

270   Id. at 285; see also Orin S. Kerr, Applying the Fourth Amendment to the Internet: A General Approach, 62 Stan. L. Rev. 
1005, 1007 (2010).  

19 Vand. J. Ent. & Tech. L. 817, *858
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It is generally understood in legal circles that certain information - medical, financial, location, etc. - is meant to be 
kept confidential.  307 Emails and private communications are undeniably meant to be protected against 
government searches and seizures.  308 It is expected that credit card information and banking information are to be 
kept confidential as well.  309 Government intrusion is not just a violation of law; it can result in a permanent loss of 
confidentiality, as well as significant problems for affected individuals if PII is publicly released.  310 US News and 
World Report reported:

While the [IRS] has declined to give details about what third-party personal data it will use in robo-audits and data 
mining, it has told government and industry groups that its computers are capable of scanning multiple networks at 
the same time to collect "matching" comprehensive profiles for every taxpayer in America. Such profiles will likely 
include shopping records, travel, social interactions and information not available to the public, such as health 
records and files from other government investigators, according to IRS documents. 311

 Privacy experts, including the IRS National Taxpayer Advocate, have asked the IRS to make public the information 
it examines in audits in order to facilitate compliance.  312 However, this is not being done by the IRS. IRS 
Commissioner Steven T. Miller testified that the  [*860]  "stealth approach" is "less intrusive,"  313 but Senator 
Charles Grassley (R-IA) said the IRS is not doing enough to stop its "abusive intrusion of privacy."  314 Section 
11.3.14.12 of the IRS Manual referring to the Privacy Act indicates that the IRS may only collect information 
relevant and necessary to accomplish the purposes of the agency.  315 By collecting and amassing detailed data 
files on individuals, the IRS is violating its own requirements as well as the Privacy Act.

2. Computer Matching and Privacy Protection Act

 The Computer Matching and Privacy Protection Act (CMPPA) is a 1988 amendment to the Privacy Act of 1974.  
316 The purpose of the amendment, according to the IRS Manual 11.3.39, is to add:

271  See Richard M. Thompson, II & Jared P. Cole, Cong. Research Serv., R44036, Stored Communications Act: Reform of the 
Electronic Communications Privacy Act (ECPA) 8 (2015).

The ECPA Amendments Act of 2015 (S. 356, H.R. 283) and the Email Privacy Act (H.R. 699) were re-introduced in the 114th 
Congress. Similar to the past Congress, the Email Privacy Act has obtained a majority of the Members of the House as co-
sponsors (261). The Online Communication and Geolocation Protection Act, which would make similar amendments to ECPA, 
was introduced in the 113th (H.R. 983) and 114th (H.R. 656) Congresses. A competing bill, the Law Enforcement Access to 
Data Stored Abroad (LEADS) Act (S. 512, H.R. 1174), which covers, among other things, the extraterritorial reach of ECPA 
orders, was first introduced in the 113th Congress and has been re-introduced in the 114th Congress.

 Id. 
272  Sampson, supra note 31. 
273  Wessler, supra note 266. 

274   U.S. Const. amend. IV. 

275  Audrey Henderson, The IRS May Be Spying on You Through Social Media, Optima Tax Relief (Apr. 29, 2014), 
http://optimataxrelief.com/irs-may-be-spying-social-media [https://perma.cc/2MAX-ZUE9]. 

276   United States v. Warshak, 631 F.3d 266, 285-86 (6th Cir. 2010).

Given the fundamental similarities between email and traditional forms of communication, it would defy common sense to afford 
emails lesser Fourth Amendment protection… . Email is the technological scion of tangible mail, and it plays an indispensable 
part in the Information Age. Over the last decade, email has become "so pervasive that some persons may consider [it] to be 
[an] essential means or necessary instrument[] for self-expression, even self-identification." … It follows that email requires 

19 Vand. J. Ent. & Tech. L. 817, *859
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Certain protections for the subjects of Privacy Act records whose records are used in automated matching 
programs. These protections have been mandated to ensure:

. Procedural uniformity in carrying out matching programs

. Due process for subjects in order to protect their rights

. Oversight of matching programs through the establishment of Data Integrity Boards at each agency engaging in 
matching to monitor the agency's matching activity. 317

 The CMPPA allows the matching of computer data when legal authority exists and it is appropriate for achieving 
the desired action.  318 CMPPA is intended to ensure privacy, integrity, and verification of any data disclosed for 
computer matching by the government.  319 There are four factors that must exist for CMPPA to apply: 
computerized comparison, categories of subjects, federal benefit program, and a matching purpose.  320 Although 
certain matching programs, such as the tax administration, are exempt from CMPPA,  321   [*861]  the Office of 
Management and Budget intended the law to cover the tax system.  322 The IRS is required to:

. Develop, execute and obtain approval of a written agreement, prepared in conformance with 5 USC § 552a(o), 
with the other agency or the other IRS function,

. Provide notice of the matching program to record subjects,

. Prepare a report to Congress on the new matching program[, and]

. Prepare any Federal Register notice and report required (unless prepared by the recipient agency). 323

strong protection under the Fourth Amendment; otherwise, the Fourth Amendment would prove an ineffective guardian of private 
communication, an essential purpose it has long been recognized to serve… . As some forms of communication begin to 
diminish, the Fourth Amendment must recognize and protect nascent ones that arise… . If we accept that an email is analogous 
to a letter or a phone call, it is manifest that agents of the government cannot compel a commercial ISP to turn over the contents 
of an email without triggering the Fourth Amendment. An ISP is the intermediary that makes email communication possible. 
Emails must pass through an ISP's servers to reach their intended recipient. Thus, the ISP is the functional equivalent of a post 
office or a telephone company. As we have discussed above, the police may not storm the post office and intercept a letter, and 
they are likewise forbidden from using the phone system to make a clandestine recording of a telephone call - unless they get a 
warrant, that is… . It only stands to reason that, if government agents compel an ISP to surrender the contents of a subscriber's 
emails, those agents have thereby conducted a Fourth Amendment search, which necessitates compliance with the warrant 
requirement absent some exception.

 Id. (quoting City of Ont. v. Quon, 560 U.S. 746, 760 (2010)) (relying on the following authorities for the following propositions: 
Patricia L. Bellia & Susan Freiwalk, Fourth Amendment Protection for Stored E-Mail, 2008 U. Chi. Legal F. 121, 135 (2008) as 
"recognizing the need to "eliminate the strangely disparate treatment of mailed and telephonic communications on the one hand 
and electronic communications on the other'"; Quon, 560 U.S. at 762-63 as "implying that "a search of [an individual's] personal 
e-mail account" would be just as intrusive as "a wiretap on his home phone line'"; United States v. Forrester, 512 F.3d 500, 
511 (9th Cir. 2008) as "holding that "the privacy interests in [mail and email] are identical'"; United States v. U.S. Dist. Court, 407 
U.S. 297, 313 (1972);  United States v. Waller, 581 F.2d 585, 587 (6th Cir. 1978) as "noting the Fourth Amendment's role in 
protecting "private communications'"; Warshak v. United States, 490 F.3d 455, 473 (6th Cir. 2007) as claiming that "it goes 
without saying that like the telephone earlier in our history, e-mail is an ever-increasing mode of private communication, and 
protecting shared communications through this medium is as important to Fourth Amendment principles today as protecting 
telephone conversations has been in the past"; United States v. Jacobsen, 466 U.S. 109, 114 (1984);  Katz v. United States, 389 
U.S. 347, 353 (1967)).  

277  Andrew Ferguson, Predictive Policing and Reasonable Suspicion, 62 Emory L.J. 259, 305-06 (2012).  

278  Id. (citing Illinois v. Gates, 462 U.S. 213, 241 (1983)).  
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 FOIA requires that each agency "maintain in its records only such information about an individual as is relevant 
and necessary to accomplish a purpose of the agency required to be accomplished by statute or by executive order 
of the President."  324 Maintaining these records violates the Privacy Act as well. In Clarkson v. Internal Revenue 
Service, the Eleventh Circuit held that the IRS improperly maintained records regarding the exercise of Clarkson's 
First Amendment rights.  325 The plaintiff, a tax protester, was followed and investigated by the IRS, who kept a file 
on him containing surveillance reports, newsletters, and press releases.  326 The court found that the collection and 
maintenance of these materials was in violation of the Privacy Act, even though the IRS contended that the records 
were not kept in a "system of records," since they were kept in a general "Tax Protest File" from which the IRS said 
it could not retrieve individual records by name.  327

FOIA also provides that each agency shall "collect information to the greatest extent practicable directly from the 
subject individual when the information may result in adverse determinations about an individual's rights, benefits, 
and privileges under Federal programs." The IRS is required to prepare a notice in accordance with 5 U.S.C. § 
552a(e) to notify the subject individuals that their records may be part of a matching program prior to the actual 
conduct of the matching. These are to be published in the Federal Register.  328

 [*862]  In conformance with the CMPPA, the IRS conducts Privacy Impact Assessments (PIA) on its collection of 
PII.  329 The PIAs ensure the following:

. The public is informed regarding the information that is collected;

. Any impact the collection may have on personal privacy is adequately addressed;

279  Internal Revenue Serv. & Dep't of Treasury, OMB No. 1545-0074, Form 1040: U.S. Individual Income Tax Return 2 (2016). 

280   United States v. Jones, 565 U.S. 400, 404 (2012).  
281  Some have argued that all online activity is subject to the third party doctrine because the ISP would have knowledge of such 
activities. However, the third party doctrine was established long before the Internet. While the third party doctrine may well 
apply to public postings, such as a photo on Facebook where the user has not set her settings to private, the same reasoning 
cannot hold for private online activities (such as a Google search). 
282  Unreasonable searches by the government are prohibited under the Fourth Amendment. Essentially, individuals have an 
expectation of privacy with respect to their persons and homes. However, government searches pursuant to a warrant or when 
criminal activity is being committed in plain view would not be considered unreasonable. Muna Busailah & Stephen P. Chulak, 
Fourth Amendment Search and Seizure, Qualified Immunity and the Technological Age, 2012 (6) AELE Monthly L.J., 501, 501, 
505. 

283   Kyllo v. United States, 533 U.S. 27, 34-35, 37, 40 (2001).  

284  David A. Sklansky, Back to the Future: Kyllo, Katz, and Common Law, 72 Miss. L.J. 143, 208 (2002).  
285  It is important to distinguish for the purposes of this argument an individual's use of a home computer from a computer at a 
library or another public place where there is not the same expectation of privacy. 

286   Riley v. California, 134 S. Ct. 2473, 2485 (2014).  

287  Adam Liptak, Major Ruling Shields Privacy of Cellphones: Supreme Court Says Phones Can't Be Searched Without a 
Warrant, N.Y. Times (June 25, 2014), http://www.nytimes.com/2014/06/26/us/supreme-court-cellphones-search-
privacy.html?_r=0 [https://perma.cc/2TFV-NSZV]. 
288  Id. 
289  Hu, supra note 247, at 1775-77. 
290  Id. 
291  Id. 

19 Vand. J. Ent. & Tech. L. 817, *861
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. The IRS collects sufficient personal information to administer its programs, and no more;

. The information collected is used only for the purpose intended;

. The information is maintained to be timely and accurate;

. The information is protected while the IRS has custody and the IRS has custody only for as long as is necessary;

. Information is withheld if its release might harm IRS systems, compromise law enforcement efforts or, jeopardize 
competitive businesses. 330

 The clear target of the Privacy Act was federal government agencies. The Privacy Act empowered citizens with a 
right of access to their federal government agency files along with a civil remedy to enforce that right.  331 The 
Privacy Act also required an agency to publicly announce its record systems that were meant to store information 
about citizens.  332 Further, the government agency could only maintain relevant and necessary information,  333 
and government agencies were restricted from disclosing information to third parties without consent or specific 
exceptions.  334 By compiling and  [*863]  maintaining comprehensive data profiles of taxpayers, the IRS is violating 
the Privacy Act.

3. Internal Revenue Code Section 6013

 Internal Revenue Code Section 6103 requires that tax returns and return information  335 be held confidential and 
not disclosed in any manner.  336 Where disclosure is permitted, Section 6103 generally imposes strict technical, 
administrative, and physical safeguarding requirements to prevent IRS employees from using or disclosing the 
returns and return information in an unauthorized manner.  337 It also requires the IRS to monitor and enforce 
compliance with those requirements.  338 This includes keeping records that detail inspections and disclosures of 
return information.  339 There are criminal penalties for IRS employees that willfully inspect data without 

292  Id. 
293  Id. at 1796. 

294  Those cases are Riley v. California, 134 S. Ct. 2473 (2014),  United States v. Jones, 565 U.S. 400 (2012), and Kyllo v. 
United States, 533 U.S. 27 (2001).  

295  Kay Bell, IRS Getting Sneakier in Tracking Tax Cheats, Don't Mess with Taxes (May 12, 2014), 
http://dontmesswithtaxes.typepad.com/dont_mess_with_taxes/2014/05/irs-sneaky-tax-cheat-tracking-via-facebook.html 
[https://perma.cc/L4NL-3RZM]. 
296  Citron, supra note 248. 

297   U.S. Const. amend. V. 

298  Akhil Reed Amar & Renee B. Lettow, Fifth Amendment First Principles: The Self-Incrimination Clause, 93 Mich. L. Rev. 857, 
870 (1995).  
299  Citron, supra note 248; see also Hatfield, supra note 19, at 332 n.77. 

300   United States v. Warshak, 631 F.3d 266, 288 (6th Cir. 2010).  

301   5 U.S.C. § 552a (2012). 

302  Evan Stone, The Invasion of Privacy Act: The Disclosure of My Information in Your Government File, 19 Widener L. Rev. 
345, 347-48 (2013).  
303  S. Rep. No. 93-1183, at 1-2 (1974). 

19 Vand. J. Ent. & Tech. L. 817, *862
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authorization or disclosure of information, and taxpayers have the right to civil action for the wrongful inspection or 
disclosure of their return information.  340 However, there are numerous authorized exceptions allowing information 
to be shared with individuals or agencies having a material interest in the tax information.  341 For example, federal 
tax return information is available to any state agency responsible for state taxation to the extent necessary for the 
agency to fulfill its mandate.  342

 [*864]  Section 6103(k) specifically covers disclosure of return information for tax administration purposes.  343 The 
investigation of a taxpayer through Internet searches may involve disclosures of tax information because a 
taxpayer's name and address is return information.  344 This disclosure is only permitted if it is in order to obtain 
information not otherwise reasonably available.  345 Thus, IRS Internet searches on taxpayers may in and of 
themselves violate I.R.C. § 6103(k).

4. Data Quality Act

 The Data Quality Act requires federal agencies to take steps to ensure the quality of their data.  346 In response, 
the Office of Management and Budget (OMB) issued guidelines for federal agencies in order to ensure the "quality, 
objectivity, utility, and integrity" of  [*865]  information disseminated to the public.  347 The guidelines also address 
the sharing of information between federal agencies and require each agency to develop its own data quality 
assurance guidelines.  348 This includes the requirement that each agency develop a mechanism for individuals to 
correct information contained in that agency's records.  349 The IRS is instructed to provide taxpayers access to tax 
returns, tax return transcripts, and open-case-file work papers and records.  350

The IRS has developed its own Information Quality Guidelines pursuant to the Data Quality Act to comply with the 
requisite data quality assurance.  351 All information and methodologies used by the IRS are to be consistent with 
professional standards.  352 The IRS is charged with ensuring the accuracy of the data contained on individuals in 
its Customer Account Data Engine 2 (CADE2).  353 The Treasury Inspector General for Tax Administration (TIGTA), 

304   5 U.S.C. § 552a(d)(1)-(2). 

305  The Privacy Act of 1974, Electronic Privacy Info. Ctr., https://epic.org/privacy/1974act/ [https://perma.cc/RE4K-DFRE] (last 
visited Mar. 2, 2017) ("There are several exceptions to the Privacy Act for law enforcement. In addition, agencies have also 
gotten around the restriction on information sharing using the "routine use' exemption.").
306  See 26 U.S.C. § 8752(e) (2012) (limiting a taxpayer's ability to correct tax returns). 

307  Mike Hatch, The Privatization of Big Brother: Protecting Sensitive Personal Information from Commercial Interests in the 21st 
Century, 27 Wm. Mitchell L. Rev. 1457, 1463 (2000).  

308   United States v. Warshak, 631 F.3d 266, 284-86, 291-92 (6th Cir. 2010).  
309  See Gramm-Leach-Bliley Act, Pub. L. No. 106-102, 113 Stat. 1338 (codified as amended in scattered sections of 12 and 15 
U.S.C.); Health Insurance Portability and Accountability Act, Pub. L. No. 104-191, 110 Stat. 1936 (codified as amended in 
scattered sections of 29 and 42 U.S.C.). 

310  In the oft-referenced Target mishap, a teenager's pregnancy was predicted based on her vitamin purchases, which caused 
much grief and stress for her family. See Landau, supra note 123, at 504 (citing Charles Duhigg, How Companies Learn Your 
Secrets, N.Y. Times Mag. (Feb. 16, 2012), http://www.nytimes.com/2012/02/19/magazine/shopping-habits.html 
[https://perma.cc/74L7-MHSY]). Uber has also claimed that it is able to identify customers engaging in one-night stands based 
on the data it collects about its riders. Id. (citing Voytek, Rides of Glory, UBER (Mar. 26, 2012), 
https://web.archive.org/web/20140827195715/ http://blog.uber.com/ridesofglory [https://perma.cc/Q7SK-GZHN]). 
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who audits the IRS for compliance with the Data Quality Act, noted that inaccurate data could make the CADE2 
database ineffective.  354 In 2014, the TIGTA audited the IRS's validation testing process to ensure that the 
databases upon which CADE2 is built were accurate and complete and found that the automated validation 
comparison tools and data-sampling methodology were sound, but the supporting documentation was seriously 
lacking.  355 Further, the data coverage and data defect reporting required improvement.  356 Some of the tools 
used to compare and trace data back to CADE2 were insufficient for validation; thus, the accuracy or completeness 
of the data is  [*866]  questionable.  357 While the IRS agreed with the TIGTA's recommendation to develop or 
improve its documentation, including a manual for data validation, it disagreed with the detail necessary for 
traceability of defects to unique data fields, claiming it was not compatible with maintaining consistency across 
systems.  358 This is most likely due to the large data sets the IRS is purchasing and discovering through data 
mining.  359

IV. Potential Misuse of Data and Algorithm by IRS

 Although the IRS must be able to verify information provided on tax returns, new technology has created a situation 
where current law may not sufficiently protect US citizens from government abuse and negligence. However, the 
IRS has very broad powers to identify and investigate potential tax evaders, and due to both their reduced budget 
and fewer employees, the IRS is turning to computers to identify and investigate violators.  360 The IRS is collecting 
vast amounts of data on US citizens, combining it with private information found on individual tax returns, and 
compiling an incredibly detailed dossier on all US citizens.  361 This is problematic because these activities not only 
violate current law, but the IRS's history suggests that continuing down this path could be very dangerous for US 
citizens. The following Sections explain the potential harms that could result.

A. Data Breach

311  Richard Satran, IRS Data Web Snares Mostly Low-and Middle-Income Taxpayers, U.S. News & World Rep. (May 1, 2013, 
12:35 PM), http://money.usnews.com/money/personal-finance/mutual-funds/articles/2013/05/01/irs-data-web-snares-mostly-low 
- and-middle-income-taxpayers [https://perma.cc/JYN9-263L]. 
312  Id. 
313  Id. 
314  Id. 

315  11.3.14.12 Privacy Act General Provisions, IRS § 11.3.14.12 (Sept. 12, 2013), https://www.irs.gov/irm/part11/irm_11-003-
014.html#d0e426 [https://perma.cc/ZGY3-EDD2]. 
316  U.S. Dep't of Justice, Overview of the Privacy Act of 1974, in Department of Justice Manual Commentary § 3-17.000, at 3 
(2015 ed.). 

317  11.3.39 Computer Matching and Privacy Protection Act, IRS § 11.3.39.2 (Sept. 17, 2013), 
https://www.irs.gov/irm/part11/irm_11-003-039.html#d0e65 [https://perma.cc/J835-XV94]. 
318  U.S. Gov't Accountability Office, GAO-14-44, Computer Matching Act: OMB and Selected Agencies Need to Ensure 
Consistent Implementation 13 (2014). 

319  Privacy Act of 1974: Final Guidance Interpreting the Provisions of Public Law 100-503, The Computer Matching and Privacy 
Protection Act of 1988, 54 Fed. Reg. 25,818-01, 25,818 (June 19, 1989). 
320  11.3.39 Computer Matching and Privacy Protection Act, supra note 317, § 11.3.39.7. 

321   5 U.S.C. § 552a(a)(8)(B)(iv) (2012). 
322  11.3.39 Computer Matching and Privacy Protection Act, supra note 317, § 11.3.39.7.1. 
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 The US government has had several major data breaches in recent years.  362 The IRS's collection of personal 
data is creating a very desirable target for identity thieves. In addition, the TIGTA recently reported that 21% of 
FOIA/Privacy Act information requests answered  [*867]  by the IRS wrongly disclosed "sensitive taxpayer 
information."  363 The IRS has a horrible record in keeping the American public's private information private. 
Recently, the IRS reported that more than 700,000 Social Security numbers had been stolen from the "Get 
Transcript" function on its website.  364 A 2015 audit of security procedures at the IRS performed by the 
Government Accountability Office found that the IRS had ignored previous audit recommendations and was failing 
to keep taxpayer data secure.  365 The report listed forty-three deficiencies, including the failure to encrypt its data.  
366

Given the highly sensitive information kept by the IRS, it is risky to allow it to track and maintain large data sets 
about US citizens.  367 The IRS's failure to comply with the Privacy Act's instructions - to only use relevant private 
information, not share that  [*868]  information with others, and discard it after use - puts everyone at risk, 
especially since they are not disclosing what is being kept.  368

B. Misuse of Information and Targeting by Government

 As detailed in Part II.B., the government has a long history of misusing the audit function.  369 This problem is 
exacerbated by the extensive information now being amassed on taxpayers.  370 During the 2012 presidential 
election, the IRS started flagging conservative political groups for additional reviews to see if they were violating 
their tax-exempt status.  371 According to Lois Lerner, head of the IRS division that oversees tax-exempt groups, 
organizations with the words "tea party" or "patriot" in their applications were targeted.  372 "In almost every 
administration since the IRS's inception," wrote David Burnham, author of A Law Unto Itself: Power, Politics and the 
IRS, "the information and power of the tax agency have been mobilized for explicitly political purposes."  373

In 1942, the US Census Bureau began supplying data regarding the whereabouts of Japanese-Americans to 
facilitate their removal to internment camps.  374 Over 100,000 names were eventually provided to the military,  375 

323  Id. § 11.3.39.8. 
324  § 552a(e)(1). 

325   Clarkson v. Internal Revenue Serv., 678 F.2d 1368, 1374-77 (11th Cir. 1982).  

326   Id. at 1369-70.  

327   Id. at 1373.  
328  § 552a(e)(4). 

329  Privacy Impact Assessments - PIA, IRS (Mar. 3, 2017), https://www.irs.gov/uac/Privacy-Impact-Assessments-PIA 
[https://perma.cc/NUK8-LLKQ]. 
330  Id. 
331  § 552a(d)(1) ("Each agency that maintains a system of records shall upon request by any individual to gain access to his 
record or to any information pertaining to him which is contained in the system, permit him … to review the record and have a 
copy made of all or any portion thereof … ."); § 552a(g)(1)(B) ("Whenever any agency … refuses to comply with an individual 
request under subsection (d)(1) of this section … the individual may bring a civil action against the agency … ."). 
332  Id. § 552a(e)(4) ("Each agency that maintains a system of records shall … publish in the Federal Register upon 
establishment or revision a notice of the existence and character of the system of records … ."). 
333  Id. § 552a(e)(1) ("Each agency that maintains a system of records shall maintain in its records only such information about 
an individual as is relevant and necessary to accomplish a purpose of the agency … ."). 
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and these individuals were then held in internment camps until the end of World War II.  376 The records  [*869]  
included name, address, age, sex, citizenship status, and occupation of Japanese Americans in these block areas.  
377

Many of the IRS's problems have been detailed publicly, but even members of the Senate have criticized the 
continuous mistakes made by this agency.  378 Senator Thune (R-SD) posted the following on his website:

A look under the IRS'[s] hood exposes systemic troubles that continue to throttle quality taxpayer services. Even 16 
years after Congress passed sweeping taxpayer rights laws, a culture of mismanagement continues to steer the 
IRS away from sorely needed public redemption. Instead, misguided decisions and more violations of taxpayer 
privacy clog its core mission to serve the taxpaying public with integrity. … What's worse, the Government 
Accountability Office found that the IRS sent out $ 5.8 billion in fraudulent tax refunds in 2013. Considering the 
recent massive data breaches at the IRS and Office of Personnel Management, the federal government is clearly 
facing a steep curve to thwart cyber crimes that put sensitive personal information at risk of piracy. 379

C. Surveillance by Government (Big Brother)

 Government is increasing surveillance and, despite laws prohibiting the sharing of data among federal agencies, 
such data sharing may become possible through combined data centers.  380 NSA data centers are currently 
collecting and storing information, making it easier for authorities to search for information already stored in its 
databases rather than having to start from scratch when a suspect is identified.  381 These cost saving measures 
could result in agencies having access to the IRS database without citizen consent, in direct contravention of data 
protection laws. This potential for sharing data would seem to violate the Privacy Act of 1974, the CMPPA, and 
I.R.C. § 6103 because of the reduced costs in locating information from multiple agencies on shared servers and 
the fact that they are warehoused in the same locations. The intent of many of these laws is to make sure the public 
is aware of what information the government is collecting on them, as well as the ability to correct information about 
them being used by the government to make decisions  [*870]  concerning their rights.  382 The secrecy 

334  Id. § 552a(b) ("No agency shall disclose any record which is contained in a system of records by any means of 
communication to any person, or to another agency, except pursuant to a written request by, or with the prior written consent of, 
the individual to whom the record pertains … ."). 
335  Under I.R.C. § 6103(b)(1) (2016), the term "return" means any tax or information return, declaration of estimated tax, or claim 
for refund required by, or provided for or permitted under, the provisions of this title which is filed with the Secretary by, on behalf 
of, or with respect to any person, and any amendment or supplement thereto, including supporting schedules, attachments, or 
lists which are supplemental to, or part of, the return so filed. Under Section 6103(b)(2)(A), the term "return information" means a 
taxpayer's identity, the nature, source, or amount of his income, payments, receipts, deductions, exemptions, credits, assets, 
liabilities, net worth, tax liability, tax withheld, deficiencies, over assessments, or tax payments, whether the taxpayer's return 
was, is being, or will be examined or subject to other investigation or processing, or any other data, received by, recorded by, 
prepared by, furnished to, or collected by the Secretary with respect to a return or with respect to the determination of the 
existence, or possible existence, of liability (or the amount thereof) of any person under this title for any tax, penalty, interest, 
fine, forfeiture, or other imposition, or offense. 
336  Id. § 6103(a). 
337  Id. § 6103(b)(5)(B). 
338  Id. § 6103(p)(3). 
339  Id. 

340   5 U.S.C. § 552a(i) (2012). 
341   I.R.C. § 6103(d), (e), (i), (k), (l). 
342  Id. § 6103(a), (d).

(a) General rule Returns and return information shall be confidential, and except as authorized by this title - (1) no officer or 
employee of the United States, (2) no officer or employee of any State, any local law enforcement agency receiving information 
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surrounding the data analytics program and the type of information already held by the IRS is creating an 
environment where unchecked surveillance can not only create dire consequences for the public but also will 
preclude determining whether someone is targeted for an audit by a legitimate machine decision or political 
motivation.

V. Conclusion

 To cope with the ever-increasing tax gap between what taxpayers owe and what they pay, as well as the steady 
decline in its budget, the IRS has turned to big data, data mining, and predictive analytics.  383 For the IRS, data 
analytics is not trying to predict the future behavior of taxpayers, but predicting data that it does not have; that is, 
predicting whether tax returns are compliant with the tax law.  384 There are serious issues with their collection of 
data, mining of data, and use of data.

The IRS is working on validating its databases, but the TIGTA found that there are problems with these data sets 
and improvements are necessary to ensure the accuracy of information collected on taxpayers.  385 The IRS has 
been hesitant to trace defects in its data to particular data fields, meaning that inaccurate data for a particular 
individual may not be discovered, disclosed or corrected.  386

While individuals may consider their social media posts to be private communications, when they make them 
available to the public the IRS may view them. However, as the IRS collects this public information and adds it to its 
private information, confidentiality and privacy concerns become apparent. The IRS's databases are targets for 
identity theft, as seen by the massive breaches in recent years.  387 This is in addition to the IRS itself divulging 
private information to inappropriate parties  388 and continually failing to protect taxpayer information.  389

 [*871]  With the budget reductions and loss of 14% of its staff over the past several years, the IRS has been forced 
to do more with less.  390 In turn, the IRS has chosen to use machines (rather than employees) to make decisions.  
391 This entails the obvious benefit of efficiencies in data collection and the ability to locate tax evaders.  392 There 

under subsection (i)(7)(A), any local child support enforcement agency, or any local agency administering a program listed in 
subsection (l)(7)(D) who has or had access to returns or return information under this section or section 6104(c), and (3) no 
other person (or officer or employee thereof) who has or had access to returns or return information under subsection 
(e)(1)(D)(iii), subsection (k)(10), paragraph (6), (10), (12), (16), (19), (20), or (21) of subsection (l), paragraph (2) or (4)(B) of 
subsection (m), or subsection (n), shall disclose any return or return information obtained by him in any manner in connection 
with his service as such an officer or an employee or otherwise or under the provisions of this section. For purposes of this 
subsection, the term "officer or employee" includes a former officer or employee… . (d) Disclosure to State tax officials and State 
and local law enforcement agencies (1) In general Returns and return information with respect to taxes imposed by chapters 1, 
2, 6, 11, 12, 21, 23, 24, 31, 32, 44, 51, and 52 and subchapter D of chapter 36 shall be open to inspection by, or disclosure to, 
any State agency, body, or commission, or its legal representative, which is charged under the laws of such State with 
responsibility for the administration of State tax laws for the purpose of, and only to the extent necessary in, the administration of 
such laws, including any procedures with respect to locating any person who may be entitled to a refund. Such inspection shall 
be permitted, or such disclosure made, only upon written request by the head of such agency, body, or commission, and only to 
the representatives of such agency, body, or commission designated in such written request as the individuals who are to 
inspect or to receive the returns or return information on behalf of such agency, body, or commission. Such representatives shall 
not include any individual who is the chief executive officer of such State or who is neither an employee or legal representative of 
such agency, body, or commission nor a person described in subsection (n). However, such return information shall not be 
disclosed to the extent that the Secretary determines that such disclosure would identify a confidential informant or seriously 
impair any civil or criminal tax investigation.

 Id. 
343  Id. § 6103(k). 
344  Id. § 6103(b)(2). 

345  11.3.21 Investigative Disclosure, IRS (Apr. 27, 2016), https://www.irs.gov/irm/part11/irm_11-003-021.html 
[https://perma.cc/3WTV-GRC2]. 
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is another legitimate concern that if the algorithms were made public, taxpayers could find a way to game the 
system.  393 However, this concern should not preclude consideration of the other concerns raised in this article.

One of these other concerns is the fact that audits are both extremely stressful and costly to defend.  394 They have 
also been used as a political weapon by presidents and the government in the recent past.  395 Furthermore, big 
data results are based on correlation, not causation, and it is inappropriate to judge people based on correlation; 
just because people share characteristics or interests does not mean that they will have similar tax compliance 
behavior.  396 If, for example, people with dachshunds are associated with overstating medical expenses, is it 
appropriate to audit the medical expenses of everyone with a dachshund? While this may seem like an unlikely 
example, imagine if the commonality was race or religion. If audit targeting is based on correlation, rather than 
causation, this can easily lead to profiling and discrimination.  397

There is an enormous difference between selecting returns for audits based on a comparison between a taxpayer's 
own return and required third party filings (such as W-2s), and those based on an unverified computer algorithm 
using data mined from the Internet.  398 The secrecy surrounding the use of big data and predictive analytics by the 
IRS makes it difficult to flesh out how the audit function is influenced by the use of big data, and the extent to which 
the IRS audit-selection process is violating the law.  399 It does seem clear, however, that because of the IRS's 
budget woes, it is turning more and  [*872]  more to data analytics.  400 More transparency by the IRS regarding its 
data collection, data mining, and predictive algorithms would help to ensure compliance with the Constitution and 
laws regarding due process and privacy.  401 What is being sold as an efficient fraud detection system may actually 
be the end of privacy as we know it.

346   44 U.S.C. §§3504(d)(1), 3516 (2012). 

347  John D. Graham, Guidelines for Ensuring and Maximizing the Quality, Objectivity, Utility, and Integrity of Information 
Disseminated by Federal Agencies, White House (Sept. 24, 2001), 
https://obamawhitehouse.archives.gov/omb/fedreg_final_information_quality_guidelines/ [https://perma.cc/C66Z-T8B2]. 
348  Curtis W. Copeland & Michael Simpson, Cong. Research Serv., RL32532, The Information Quality Act: OMB's Guidance and 
Initial Implementation 2 (2004). 
349  Id. 

350  Routine Access to IRS Records, IRS (Dec. 9, 2016), https://www.irs.gov/uac/routine-access-to-irs-records 
[https://perma.cc/SME7-P7DN]. 

351  Internal Revenue Serv., Information Quality 1 (2002), https://www.irs.gov/pub/irs-utl/infoqualityguidelines.pdf 
[https://perma.cc/F3XG-2E2E]. 
352  Id. 

353  See generally Treasury Inspector Gen. for Tax Admin. Office of Audit, Customer Account Data Engine 2 Database Validation 
Is Progressing; However, Data Coverage, Data Defect Reporting, and Documentation Need Improvement (2014), 
https://www.treasury.gov/tigta/auditreports/2014reports/201420063_oa_highlights.pdf [https://perma.cc/G84S-KQZD]. 

19 Vand. J. Ent. & Tech. L. 817, *871

https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:8TXN-BWG2-8T6X-71RJ-00000-00&context=
https://obamawhitehouse.archives.gov/omb/fedreg_final_information_quality_guidelines/
https://perma.cc/C66Z-T8B2
https://www.irs.gov/uac/routine-access-to-irs-records
https://perma.cc/SME7-P7DN
https://www.irs.gov/pub/irs-utl/infoqualityguidelines.pdf
https://perma.cc/F3XG-2E2E
https://www.treasury.gov/tigta/auditreports/2014reports/201420063_oa_highlights.pdf
https://perma.cc/G84S-KQZD


Page 40 of 42

Danielle Donofrio

354  Id. 
355  Id. 
356  Id. 
357  Id. 
358  Id. 
359  Kerr, supra note 5; see also Sampson, supra note 5; Report: IRS Data Mining Facebook, Twitter, Instagram and Other Social 
Media Sites, supra note 5. 
360  Robinson, supra note 4. 
361  Id.; see also Kerr, supra note 5; Sampson, supra note 5; Report: IRS Data Mining Facebook, Twitter, Instagram and Other 
Social Media Sites, supra note 5. 

362  Massive IRS Data Breach Much Bigger than First Thought, CBS This Morning (Feb. 29, 2016, 7:00 AM), 
http://www.cbsnews.com/news/irs-identity-theft-online-hackers-social-security-number-get-transcript/ [https://perma.cc/KEJ7-
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365  See Stephen W. Mazza, Taxpayer Privacy and Tax Compliance, 51 U. Kan. L. Rev. 1065, 1102-03 (2003). See generally 
U.S. Gov't Accountability Office, GAO-15-337, INFORMATION SECURITY: IRS Needs to Continue Improving Controls over 
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Text

Be it enacted by the Senate and House of Representatives of the United States of America in Congress 
assembled, 

SECTION 1.   SHORT TITLE. This Act may be cited as the "Using Data To Help Protect Children and Families 
Act".

SEC. 2.   FINDINGS. Congress finds that-   

(1) 

4 to 8 children in the United States die every day from abuse or neglect at the hands of their 
parents or caretakers;   

(2) 

according to the 2016 Child Maltreatment report of the Department of Health and Human 
Services, there were 1,700 fatalities resulting from child maltreatment reported in fiscal year 
2016, an increase of 7 percent from the previous year;   

(3) 
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in 2016, approximately 676,000 children were victims of abuse and neglect;   
(4) 

predictive analytics can be used as a tool in helping to identify the children most at risk of 
maltreatment;   

(5) 

harnessing and analyzing administrative data can help to drive better outcomes for children and 
families, as well as assist child protective service workers in delivering much needed services 
to children who are most at risk; and   

(6) 

we should explore every possible opportunity to do better for our children, and predictive 
analytics tools provide such an opportunity, if such tools are implemented with appropriate 
oversights and safeguards.   

SEC. 3.   FUNDING FOR THE DEVELOPMENT OF A PREDICTIVE ANALYTICS PILOT PROGRAM TO 
HELP CHILDREN AND FAMILIES WHO COME TO THE ATTENTION OF THE CHILD WELFARE 
SYSTEM.Section 104(e)(3) of the Child Abuse Prevention and Treatment Act (42 U.S.C. 5105(e)(3)) is 
amended-   

(1) 

by striking "The Secretary" and inserting the following:   
"(A)  IN GENERAL.- 

The Secretary";   

(2) 

by striking "of research-based strategies for risk and safety assessments relating to child abuse 
and neglect" and inserting "of-   
"(i) 

research-based strategies for risk and safety assessments relating to child abuse and neglect; and   

"(ii) 
the predictive analytics pilot program described in subparagraph (B)."; and   

(3) 

by adding at the end the following:   
    "(B)  PREDICTIVE ANALYTICS PILOT PROGRAM.-

    "(i)  GRANTS FOR PREDICTIVE ANALYTICS PILOT PROGRAM.-
The Secretary may award grants under this subparagraph to eligible entities to develop 
predictive analytics programs that provide for the development of research-based strategies for 
risk and safety assessments relating to child abuse and neglect, for the purpose of helping 
children and families who come to the attention of the child welfare system.   

"(ii)  ELIGIBLE ENTITIES.- 
To be eligible to receive a grant under this subparagraph, an entity shall be a State, local 
governmental entity, or Indian tribe.   

    "(iii)  APPLICATION REQUIREMENTS.-
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An eligible entity (or partnership of entities) that seeks funding under this subparagraph shall 
submit to the Secretary-   

"(I) 
a description of the predictive analytics pilot;   

"(II) 
a description of the geographic area to be served;   

"(III) 
the expected outcomes of the pilot;   

"(IV) 
a description of the data intended for use, including how the standards for the predictive 
analytics model are valid, reliable, equitable, and useful;   

"(V) 
a description of the extent to which the eligible entity has access to sufficient, available 
quality datasets to build and maintain an accurate predictive model;   

"(VI) 
the technical resources, including staff training, needed to carry out the pilot;   

"(VII) 
a description of how the predictive analytics tool will fit within and be complementary to the 
strategy of child protection work in the geographic area that the model serves;   

"(VIII) 
a description of how the entity believes the use of predictive analytics will-   

"(aa) 
assist the entity (or partnership or entities) in better identifying and providing 
appropriate services to children most at risk of abuse and neglect;   

"(bb) 
reduce bias based on race, sex, religion, national origin, age, and disability; and   

"(cc) 
prevent any disparate treatment of children and families based on such characteristics;   

"(IX) 
the procedures to monitor and prevent unintended bias in child protective practices as a 
result of the use of predictive analytics, including procedures on who has access to the 
tool, who intends to use the predictive model and its assessment, and how to ensure that 
the tool will not be used as the sole decisionmaker in determining risks to children;   

"(X) 
a description of how the agency solicited and considered input from and collaborated with 
members of the community, child welfare organizations, relevant government agencies, 
privacy advocates, civil rights advocates, families who have previously had contact with the 
child welfare system, and relevant community-based or faith-based organizations in 
developing, testing, and amending the model;   

"(XI) 
assurances that there will be an open and transparent process to the public in the 
development and implementation of the program, including-   

"(aa) 
the development of the predictive analytics model;   
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"(bb) 
the determination of what data will be used and the relative importance of each data 
point used to determine risk; and   

"(cc) 
the implications and limitations of the pilot program;   

"(XII) 
assurance the pilot will comply with all privacy and civil rights laws; and   

"(XIII) 
such other information as the Secretary may require.   

"(iv)  AWARDING GRANTS.- 
The Secretary shall select up to 5 eligible entities (or partnership of entities) to participate in the 
pilot program under this subparagraph. In awarding grants under this subparagraph, the 
Secretary shall prioritize eligible entities that have not yet implemented a predictive analytics 
system for the purpose described in clause (i).   

    "(v)  TECHNICAL ASSISTANCE, EVALUATIONS.-

"(I)  IN GENERAL.- 
The Secretary shall allocate up to 30 percent of amount reserved under clause (vi) for the 
purposes of evaluating pilots and providing technical assistance to eligible entities as 
follows:   

"(aa) 
The eligible entity (or partnership of entities) may use amounts provided under this 
subclause to enter into an agreement with a third party to provide technical assistance 
to grantees on the development, design, and testing of predictive analytic model of 
each eligible entity, including compliance with all applicable privacy laws.   

"(bb) 
The eligible entity (or partnership of entities) may use amounts provided under this 
subclause to enter into an agreement with a third-party, independent evaluator with 
expertise in predictive analytics in the social sciences to evaluate each pilot program to 
determine the impact of such program, consistent with subclauses (II) through (V).   

"(II)  EVALUATION SCOPE.- 
Each evaluation under subclause (I)(bb) shall measure the impact of the pilot program on-   

"(aa) 
the ability to accurately predict which children are most at risk of further abuse or 
neglect;   

"(bb) 
the ability of the entity to more effectively target services to the highest risk families;   

"(cc) 
rates of child abuse and neglect;   

"(dd) 
child fatalities;   

"(ee) 
child removal and reunification rates;   

"(ff) 
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reducing bias based on race, sex, religion, national origin, age, and disability;   

"(gg) 
preventing any disparate treatment of children and families based on such 
characteristics;   

"(hh) 
other measures of child and family well-being; and   

"(ii) 
any other measures deemed appropriate by the independent third-party evaluator in 
consultation with the eligible entity.   

    "(III)  METHODOLOGIES TO BE USED.-
The evaluation under subclause (I)(bb) shall use experimental designs using random 
assignment or other reliable, evidence-based research methodologies that allow for the 
strongest possible causal inferences when random assignment is not feasible.   

"(IV)  INTERIM REPORT.- 
Not later than 1 year after the pilot program has commenced, the independent evaluator 
described in subclause (I)(bb) shall submit to the Secretary, the Committee on Health, 
Education, Labor, and Pensions of the Senate, and the Committee on Education and the 
Workforce of the House of Representatives an interim report on the progress of such 
program.   

"(V)  FINAL REPORT.- 
Not later than 6 months after completion of the pilot program, the independent evaluator 
described in subclause (I)(bb) shall submit to the Secretary, the Committee on Health, 
Education, Labor, and Pensions of the Senate, and the Committee on Education and the 
Workforce of the House of Representatives a written report that includes the results of the 
evaluation and the conclusion of the evaluator as to whether the pilot program had a 
positive impact on children and families that come to the attention of the child welfare 
system of the applicable State, together with information on the unique factors that 
contributed to the success or failure of the pilot program, the challenges faced in 
attempting the pilot program, and information on the improved future delivery of this or 
similar predictive analytics pilot programs or other programs.   

    "(vi)  RESERVATION OF FUNDS.-
Of the amounts made available under section 112 for fiscal year 2018, the Secretary shall 
reserve $10,000,000 for purposes of carrying out this subparagraph, and the amount so 
reserved shall remain available through the end of fiscal year 2022.   

"(vii)  SUNSET.- 
The authority under this subparagraph shall cease to have force or effect on the day after the 
final report required under clause (v)(V) is submitted to the Secretary, the Committee on 
Health, Education, Labor, and Pensions of the Senate, and the Committee on Education and 
the Workforce of the House of Representatives.".   

History

    JUNE 7, 2018   

Mr.  YOUNG introduced the following bill; which was read twice and referred to the Committee on Health, 
Education, Labor, and Pensions

Sponsor(s)



Page 6 of 6
Using Data To Help Protect Children and Families Act, 115 S. 3039

Danielle Donofrio

Young, Todd (R-IN) - Sponsor

Load-Date: June 13, 2018

FULL TEXT OF BILLS
Copyright © 2018 LexisNexis. All rights reserved.

End of Document



 

  

ANALYTICS 

EXCELLENCE 

ROADMAP:           

A FOUR-STAGE MATURITY 
MODEL FOR DATA-DRIVEN 
GOVERNMENT  

JANE WISEMAN 

July 2016 



 1 

ANALYTICS 
EXCELLENCE 
ROADMAP:           
A FOUR-STAGE 
MATURITY MODEL FOR 
DATA-DRIVEN 
GOVERNMENT  

JANE WISEMAN  
July 2016 

INTRODUCTION  
A decade ago, I held a position in government responsible for overseeing 

17 different grant programs. I asked each program director for a list of 

every grant in our $50 million portfolio. What I got in return was a mix – 

some leaders shared data in a spreadsheet, some in a database, and some 

in a Word document – but some had only pieces of paper with lists 

written out by hand.   
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At that point, few U.S. cities were using advanced data analytics – few even had it on their radar. That has 

changed dramatically since. In April 2015, Bloomberg Philanthropies rolled out its What Works Cities 

program to advance data-driven approaches to municipal government in 100 cities over three years. 

Within the first six weeks, 40% of eligible cities had applied. Cities are increasingly appointing Chief Data 

Officers, Chief Analytics Officers, and Chief Performance Officers to unlock the power of data to deliver 

better services to the public. And yet, there remains a wide variation in data maturity across government, 

with inconsistent progress over the last decade.   

Where does data-driven government begin? With timely, reliable, consistent, high-quality data. Somerville, 

MA Mayor Joe Curtatone says that governing without data is like “driving a car blindfolded.” Improving the 

quality of data collected, and the ease of accessing and analyzing the data, takes the blindfolds off. With 

interest growing in applying analytics to government operations, it is worth reflecting on lessons from the 

leading cities.  Examination on these successes may help demystify the path, and serve as inspiration to 

others.  

The purpose of this paper is to describe why a public leader should move his or her organization from data 

disarray to data excellence, and to suggest some incremental means of achieving that goal.    

  

I. DATA-DRIVEN GOVERNMENT 

 

What does data-driven government look like? Some of the leading cities offer excellent examples.  

 The City of Chicago was the first to appoint a Chief Data Officer and has long been a leader in 

predictive analytics. In 2015, the city developed a mathematical model to predict which of its 

15,000+ restaurants and food establishments were most likely to cause foodborne illness. A  

http://whatworkscities.bloomberg.org/
http://whatworkscities.bloomberg.org/content/uploads/sites/8/2016/03/WWC_Brief_c.pdf
http://www.thesomervilletimes.com/archives/47394
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predictive analytics model enabled restaurant inspectors to prioritize their visits according to risk, 

visiting first the places most likely to make customers sick.  This project used data from across city 

government including from the Police Department, Department of Public Health, Department of 

Business Affairs and Consumer Protection, and 311, as well as external data such as weather and 

social media. The results were impressive – a 25% improvement in operational efficiency and the 

ability to find critical violations of the health code seven days faster.  

 The City of San Francisco is driving culture change toward data-driven decision making by 

equipping each of the city’s departments with the skills and tools to better understand and use data. 

The city’s Chief Data Officer (CDO) has created a set of tools and templates designed to spread data 

literacy throughout city government.  Each department has a data coordinator responsible for 

creating an inventory of datasets and then posting data to the city’s comprehensive open data 

portal. In partnership with Controller’s office, the CDO offers training to city staff in data analytics 

tools. Nearly every class fills to capacity, often the same day it is announced.  

 In early 2016, the City of Los Angeles launched its public data mapping portal, the GeoHub. This 

user-friendly portal allows the public and city employees to visualize data from over 500 city and 

external sources on maps. Street Wize, one of the tools created for use on the portal, was built to 

help LA’s water and street departments avoid digging up the same streets for their separate 

maintenance activities one right after the other. Now that the data is public and easy to visualize, 

the fire department also uses it to speed their response to emergency calls by avoiding roads under 

construction.  

 The City of Boston’s expansive open data portal includes agency performance dashboards, mapping 

tools, budget data, vendor contract data, service request data, food establishment inspections data, 

and a tool to track the progress of all capital projects. The city’s budget app shows every agency’s 

operational and capital budget, breaking down capital projects by federal, state, and local funding 

http://datasmart.ash.harvard.edu/news/article/delivering-faster-results-with-food-inspection-forecasting-631
http://datasf.org/resources/
https://data.sfgov.org/
https://data.sfgov.org/
http://geohub.lacity.org/
http://laways.s3-website-us-west-1.amazonaws.com/
https://data.cityofboston.gov/
https://data.cityofboston.gov/checkbook/2014/
http://budget.data.cityofboston.gov/#/
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sources, and showing grant dollars and bond funds for each project. It also includes status details 

for each major project and ability to locate it on a map.  

 In 2015, the City of New Orleans developed a predictive analytics algorithm to identify homes at 

highest risk of fire fatalities but least likely to have smoke detectors. Using data from the city fire 

department, along with Census and housing data, the city was able to target which blocks were 

most in need of free smoke alarms distributed by the fire department.  

 Following a mild winter, the City of Somerville, MA was faced with a dramatic increase in rodent 

complaints. The city’s analytics team created an interagency Rodent Action Taskforce (RAT). Data 

drove all key decisions of the initiative, right down to the size of trashcans distributed around the 

city.  Development of a predictive model had impressive results – a 66% drop in rodent sightings in 

the first half of 2015. Predictive analytics allowed comparison of their results to what would have 

happened under status quo conditions. Using open source software (Google’s CausalImpact), they 

created a model to predict what would have happened absent the intervention. According to this 

model, their efforts caused an estimated 40% decrease in rodent complaints.  

No city has achieved excellence overnight. New York City, among the most accomplished and ambitious 

data-driven cities, has a long history of commitment to data beginning in the 1990s with the application of 

statistical analysis to the deployment of police resources, an approach called CompStat (for computer 

statistics). Today, data feeds the performance management system for city departments, and advanced data 

analytics improve resource allocation across many policy areas. But it has taken time to achieve such 

success – in 2018, when the city is set to achieve its deadline to have all city data public, it will have been 

nearly a decade since the 2009 push of data to the open data portal.   

This success reflects investment that spans mayoral administrations.  When Mayor Michael Bloomberg 

appointed Stephen Goldsmith as Deputy Mayor in 2010, his charge was to innovate city operations.  

Goldsmith used data to drive key decisions for city operations.  He used analytics to unlock the power of 

http://www.nola.gov/mayor/press-releases/2015/20150331-smoke-alarm-data-campaign/
http://danielphadley.com/Data-Science-vs-City-Rats/
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existing data to reveal previously unidentified needs for services. He opened data to the public, increasing 

transparency.  And for the first time, the city plotted requests for city services on neighborhood maps, and 

worked with community groups to understand how the city was marshalling resources to help.  This 

significantly improved credibility of and community support for city government.   

II. CAPABILITY MATURITY MODEL FOR DATA-DRIVEN 
GOVERNMENT  
Each leading data-driven city has taken a unique path.  What is common at the highest level of data-driven 

government is a culture that values data and uses it to set priorities and allocate resources via stat 

programs, performance measurement, and advanced analytics.  The framework below describes a 

generalized path showing that as cities mature in their capability to produce and share quality data, they 

provide the opportunity for both internal and external users to analyze and use the data, which in turn 

enables improved government performance. The model applies both to government as a whole and to a 

department within government, with its own distinct data environment and challenges.  (A more detailed 

version of the graphic below is provided as an appendix to this paper).   
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This framework defines open data as a foundation on which a data culture can be built. While not a 

necessary precursor to creating a data culture, the process of publishing open data provides ample 

opportunity to assess data availability and quality and to become more familiar with data previously in 

silos and file drawers. Opening and sharing data can accelerate its use for analytics, management, and 

resource allocation.  

While the stages described by this capability maturity model are discussed in sequence, progress is seldom 

linear. Rather, even within a single government agency, progress for different activities and datasets can 

vary dramatically. Nevertheless, it is helpful to have a standard against which to benchmark success, as 

well as a defined end state of excellence in data-driven government.  

III. PUBLISH: LAUNCHING AN OPEN DATA PROGRAM 

 

As shown in the graphic, the first stage of maturity toward excellence in data-driven government is 

publishing data in a format usable to the public.   

Launching an open data program doesn’t automatically improve data quality. But exposing data to the 

public invites interaction, and users of the data can provide feedback to improve it.  The process of 

publishing may in itself improve quality as staff may choose to double-check the accuracy and 

completeness of data before making it public.  Publishing data builds the appetite for more open data as 

users inside and outside of government begin to use the data for their own analytic purposes.  As the New 

York City Open Data Plan for 2015 states, “More credible and robust data translates in bolder, bigger, more 

significant uses, with results to match.”   

Starting with a well-defined, narrow scope and building incrementally over time allows initial successes to 

create momentum for the open data program.  Most cities start with data that is already in machine- 

http://www1.nyc.gov/assets/home/downloads/pdf/reports/2015/NYC-Open-Data-Plan-2015.pdf
http://www1.nyc.gov/assets/home/downloads/pdf/reports/2015/NYC-Open-Data-Plan-2015.pdf
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readable format, data that must by statute be made public, and data that is frequently the subject of 

Freedom of Information Act (FOIA) requests.  Crime data is one of the most commonly published types of 

data, even among the lowest-ranked cities on the Open Data Census.   

A helpful way to get started is to compile an inventory of citywide data assets and then develop a plan for 

what to release, and when.  This should be done department by department, agency by agency, and then 

rolled into an enterprise-wide inventory and release strategy.  San Francisco offers a helpful spreadsheet 

template for doing an inventory of potential data resources, along with step-by-step instructions and an 

example for reference.   

An open data policy demonstrates executive commitment to open data and can set goals and standards for 

the open data program.  An open data policy may describe the timeframe and process for publishing open 

data, and will typically specify roles and responsibilities for publishing data.  It will define the applicable 

government data to be made public (such as statistics, lists, tables, charts, maps and databases) and will 

also define the types of data that can be restricted from public disclosure for privacy or security reasons.  

An open data policy typically establishes that data is open by default, and specifies that data should be 

updated regularly.  Data quality measures and audit routines may be incorporated into the policy.  The 

open data policy should describe the scope of applicable departments and agencies, reflecting that as an 

open data program matures, it will extend to quasi-public agencies as well.  An open data policy helps set 

the tone of transparency for government.   

An open data strategy describes how the goals of an open data policy will be achieved and what will be 

achieved by when.  The strategy will detail specific steps, identify responsible parties, and provide 

performance targets.  Selected leading examples include:    

 San Francisco publishes a three-year strategic plan for open data and updates it each year.  The city 

also publishes a detailed progress update on its strategy, showing how many datasets have been 

http://us-city.census.okfn.org/
http://datasf.org/resources/
http://sfmayor.org/Modules/ShowDocument.aspx?documentID=425
http://datasf.org/progress/
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published by month, by agency, and by priority level.  There is even information on each agency’s 

progress in creating its data inventory and its data publishing plan.   

 New York City has been publishing an annual open data plan for several years and now updates it 

monthly.  The plan includes a detailed inventory of the datasets scheduled for release in the 

upcoming year from school bus breakdown data to beach water quality to rodent inspection results 

to the average time to close a pothole request.  The ambitious NYC Open Data Law requires that 

every city dataset be published by 2018.   

These cities are walking the walk – openly sharing their plans for more open data.   

In creating an open data strategy, setting priorities and establishing a realistic timeline are important.  

Code for America worked with the Sunlight Foundation and the Open Knowledge Foundation to create a 

list of the most important 18 datasets every city should publish, and these are the ones used by the Open 

Data Census. 

At this stage of data-driven government, data is unlikely to be standardized across departments, limiting 

the capacity for analytics across the enterprise.  When looking across the inventory of datasets, likely some 

are in databases, others in spreadsheets, and not all will include location-based data that enables GIS 

visualization.  The availability of and experience level of staff responsible for gathering, publishing, and 

analyzing data varies across departments, and training resources can be limited. 

Selected helpful open data resources are included in the recommended reading section at the end of this 

paper.   

 

 

http://www1.nyc.gov/assets/home/downloads/pdf/reports/2015/NYC-Open-Data-Plan-2015.pdf
https://cityofnewyork.github.io/opendatatsm/LocalLaw11of2012.html
http://us-city.census.okfn.org/faq/
http://us-city.census.okfn.org/
http://us-city.census.okfn.org/
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IV. POLISH: PUBLISHING LARGE VOLUMES OF DATA AND 

IMPROVING DATA QUALITY 

 

The second stage of data maturity builds on the foundation of published data by improving its quality – 

“polishing” it.   

At this stage of data maturity, publishing is routine and data volume increases rapidly.  Publishing data in 

greater volume typically generates increased interest in and use of the data by the public, the media, 

universities, nonprofits, and other government users.  These users can be expected to provide feedback 

that improves the accuracy of data released.  Users will often notice inconsistencies in datasets, as well as 

inconsistencies across related datasets from different source departments.  External users provide an 

essential feedback loop to address challenges with data quality. 

Publishing a large volume and variety of data can also fuel curiosity and enable analytics and data-driven 

decision-making, and can inspire a data culture in government.  A great example is found in Santa Monica, 

CA where the city last year released their groundbreaking Wellbeing Index, funded by the Bloomberg 

Philanthropies Mayors Challenge.  The Wellbeing Index is a compilation of existing city data, social media 

data, and public opinion data.  City employees are using results to guide strategy development and program 

priority-setting toward increased public wellbeing, from improving pedestrian safety to providing greater 

access to fresh fruits and vegetables in underserved neighborhoods.  As part of the culture change toward 

publishing and using data, city employees received expert coaching from a local think tank on how to use 

data in resource allocation. Staff also asked for easier access to key city demographic data from sources 

such as the Census, which the city has made available on its open data portal. As city department leaders 

see positive results from new, wellbeing-oriented pilot projects, they are increasingly seeking ways to use 

data to both understand and describe public need and to design responsive programs – a true shift toward 

data-driven decision making.   

http://wellbeing.smgov.net/
https://github.com/CityofSantaMonica/WellbeingDemographicData
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With an established open data program, feedback from academics, the media, and community 

organizations can be incorporated in plans for data release so that regular updates create a predictable 

pattern of incremental progress.  This steady flow of data enables increasing civic participation.  Such 

public engagement may be formalized as it is in London, where a Consumer Data Council provides input to 

the city’s data strategy, or in NYC, where the 2015 Citywide Engagement Tour offered a series of open 

meetings for the public to ask questions and provide feedback on the city’s open data efforts.  When dialog 

with constituents is established, transparency becomes an increasingly achievable goal.   

Typically at this stage, staff data management skills are increasing both in the centralized data management 

agency (often led by the Chief Information Officer, the Chief Data Officer, or the Chief Technology Officer) as 

well as in the departments and quasi-public agencies supplying data.  The availability, quality, and 

consistency of data enables better performance management within departments and across the 

enterprise. 

At this stage of data maturity, data governance becomes more formalized, with clear lines of responsibility 

for data management, data updates, and data integrity.  Audit and quality control processes are in place.  

Metadata provides context and improves ease of use by outsiders by adding context, such as with a data 

dictionary.  A data dictionary compiles information about data such as “meaning, relationships to other 

data, origin, usage, and format,”1 allowing external users to understand how the data was created and how 

it relates to other sources.   

As an open data program becomes more robust, cities often provide to the public not only data but 

sophisticated tools for accessing data and creating new value from it by enabling data search, comparison, 

and download features.  Some also offer advanced features such as the data visualization tools provided by 

Los Angeles and Chicago.     

                                                
1 “data dictionary” n. Dictionary of IBM & Computing Terminology. https://www-03.ibm.com/ibm/history/documents/pdf/glossary.pdf 



 

 11 

Many cities now provide the application programming interfaces (APIs) that enable the civic tech 

community to build their own apps using public data across a variety of fields, including permitting, 

housing, transit, and others. Once heralded, hackathons have generated varying degrees of success. Chicago 

has been particularly effective in leveraging its civic tech community by engaging with weekly hack nights. 

Volunteer coders have contributed over 200 hours to city projects, including building a model to predict 

when beaches need to be closed for unsafe levels of E. Coli bacteria.  NYC’s Big Apps competition, which 

started in 2009 and now an annual event, invites developers to create apps for a variety of uses on priority 

city issues.  Last year’s competition included over 100 applications to address issues such as affordable 

housing, waste reduction, and civic engagement.  Opportunities such as this generate energy and increase 

public engagement with government.     

V. ANALYZE: USING DATA TO DRIVE PERFORMANCE AND 

IMPROVE TRANSPARENCY 

 

With large volumes of high quality open data, cities can begin to use it to analyze data, seek patterns and 

new insights, and drive better decisions.   

A strong open data infrastructure lays the foundation for using data to make government better, from 

measuring performance to instilling accountability and analyzing data to understand programs and to 

predict and prevent problems.  The most common use of data to manage government is through “stat” 

programs, modeled after CitiStat in Baltimore, 2004 winner of Harvard’s Innovations in American 

Government Award.  CitiStat built on and expanded the analytical approach of CompStat, which applied 

data analysis at the neighborhood level to the deployment of police resources and enabled a new 

management approach based on individual manager accountability.  The New York City Police Department 

won the Innovations in American Government award in 1996 for this work.  The “stat” model has been well 

documented as a management tool to improve performance at the agency and program level using data.  

In addition to stat programs, data can be used for predictive analytics and geospatial modeling.   

http://bigapps.nyc/p/
http://web.pdx.edu/~stipakb/download/PerfMeasures/CitiStatPerformanceStrategy.pdf
http://web.pdx.edu/~stipakb/download/PerfMeasures/CitiStatPerformanceStrategy.pdf
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Predictive analytics is the use of historical and real-time data to predict future events.  This enables a city to 

prevent undesirable events (crime, foodborne illness, etc.) and to allocate resources more efficiently and 

effectively to address public needs.  Chicago is a leader in developing such models to predict or prevent a 

variety of problems including childhood lead-based paint exposure, rodent infestations, and beach closures 

due to poor water quality.  These models use temporal and spatial data and draw upon both city 

administrative data such as 311 calls, 911 calls, and operational inspections results, as well as weather and 

air quality data from external sources. 

Most cities start their analytics programs by optimizing a specific task with a defined set of data from a 

handful of sources.  Data analytics projects rely on large volumes of quality data.  For most cities, the 

complex mathematical modeling and computing power required for this task is challenging, and many 

cities have developed relationships with universities or other outside experts for assistance.  Predictive 

models that cross department boundaries are leading-edge not only because of the challenges of data 

matching across departments, but also because of the operational and organizational challenge of breaking 

down the silos of government.   

For geospatial modeling of place-based data, many cities rely on commercial mapping tools such as Esri’s 

ArcGIS product.  Another approach is to build a custom tool suited to local needs. Chicago developed an 

open source tool called OpenGrid, where large volumes of data can be imported from the city’s Socrata and 

CKAN open data portals. The tool allows users to visualize multiple layers of complex open data overlaid on 

interactive maps of the city. In addition to making the source code available to other users, Chicago now 

makes OpenGrid for Smart Cities available to others through Amazon Web Services.  The idea behind 

making the source code free to others is to let smaller cities take advantage of the unique resources 

available to Chicago with its deep bench of city analytics talent and its rich civic tech community.  Ideally, 

others will be able to benefit from the tool without having to invest resources to build their own.   

Providing tools for both municipal employees and the public to access and analyze location-based data  

http://opengrid.io/
https://aws.amazon.com/marketplace/pp/b01ez6ybtk?tag=vglnkc5173-20
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adds value to the raw data.  Data visualization can help spot trends and gain insights through comparison of 

related datasets from different sources (say obesity rates and access to supermarkets or recreational open 

space).  Layering different types of policy-relevant place-based information on a single map can create an 

impactful message, helping to identify connections among programs, policies and outcomes.  Visuals can 

often illuminate both service gaps and locations where results outperform expectations and where insights 

might be gained through further study.   

There is an additional benefit of making large volumes of high quality data public - it has the potential to 

erode the silos of government as agencies gain access to information from across the enterprise.  Successful 

data analytics projects can garner positive attention, both inside government and in the media, which 

creates positive momentum toward a greater data culture.  This is true in Chicago, where two analytics 

projects garnered significant press attention (a rodent abatement predictive model and a restaurant 

inspections predictive model).   Managers across city government took note of the results, and of the public 

acclaim for improved basic city services.  Now many additional departments are seeking support for their 

analytics projects.  Publicity has also generated interest outside the city, with replication of the restaurant 

inspection analytics model underway in Montgomery County, MD.   

Every city is different in the way it undertakes analytics efforts – some appoint a Chief Data Officer or a 

Chief Analytics Officer, while others assign these duties within existing roles such as Performance Officer or 

staff from among the mayor’s policy or analytics team.  Regardless of how they are accomplished, analytics 

projects can make government better by helping decision makers understand patterns and predict needs.   

At this stage, the skills of data analysts, data coordinators, and data scientists tend to improve as the 

availability of data provides momentum for more sophisticated analytics.  In most cities, few options for 

data analytics skills development are available for public sector employees. At this stage of data maturity, 

data science skills are brought into government more often than developed internally, while the skills of 

data analysts and data coordinators come from either their prior background, or from self-taught or peer- 

http://content.healthaffairs.org/content/29/3/498.full
http://www.opendatanation.com/analytics/
http://www.opendatanation.com/analytics/
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based learning.   

Selected helpful resources for developing an analytics program are included in the recommended reading 

section at the end of this paper.   

VI. OPTIMIZE: EMBEDDING DATA-DRIVEN DECISION MAKING 

ACROSS THE ENTERPRISE 

 

At the highest level of data-driven government maturity, use of data is optimized throughout the 

enterprise. The city culture not only accepts but embraces the use of data. At this stage, all levels of 

government use data to make decisions. Analysis spans departments because work is organized around 

public problems or issues, not the lines of authority created when the agencies were established. This is an 

ambitious goal, especially given that in the corporate sector most data stays in silos – a 2014 Forrester 

study showed that while executives want their data analyzed, they believe they are using only 12% of 

what’s available, leaving 88% of their data untouched.   

At the highest level of data maturity, leaders take a customer-centric, problem-first approach to decision 

making, seeking data to support ongoing inquiry rather than to prove a point after the fact.  This ethos of 

curiosity is well-described by political scientist James Q. Wilson, who said, “I’ve tried to follow the facts 

wherever they land. Every topic I’ve written about begins as a question. How do police departments 

behave? Why do bureaucracies function the way they do? … I can honestly say I didn’t know the answers to 

those questions when I began looking into them.”  

In this stage, the data analytics and data science experts may be centralized as they are in Chicago, Boston 

and New York City, or can be embedded in each city agency as they are in San Francisco.  New Orleans uses 

an innovative model - analytics capacity is built centrally and then intentionally spread throughout 

government.  Analysts are hired into the central performance and analytics unit, and then when they have 

gained experience they are placed into operational leadership roles in city departments.  Regardless of the 

https://www.forrester.com/The+Forrester+Wave+Big+Data+Hadoop+Solutions+Q1+2014/-/E-PRE6807
https://www.forrester.com/The+Forrester+Wave+Big+Data+Hadoop+Solutions+Q1+2014/-/E-PRE6807
http://www.nytimes.com/2012/03/03/nyregion/james-q-wilson-dies-at-80-originated-broken-windows-policing-strategy.html?_r=0
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structure, governments at this stage view analysts and data scientists as valued assets and therefore 

provide commensurate investment in training and skills development.   

A key part of this stage, not yet fully realized in any city, is to have documented case studies of analytics 

projects to help guide other cities to replicate and build on the success of their peers.  With support from 

the Arnold Foundation, the Ash Center for Democratic Governance and Innovation at Harvard will be 

supporting a peer network of Chief Data Officers and publishing case studies and resources over the next 

several years to help advance the field.  

VII. CONCLUSION 

Is the road to analytics excellence easy?  No, nor is any transformational change in government.  As 

business change scholar John Kotter notes, “In reality, even successful change efforts are messy and full of 

surprises.”2 And yet, data-driven government holds the promise to better align services with needs and 

make better use of taxpayer resources.  Cities beginning to understand and use their valuable data 

resources are embarking on an important journey toward greater responsiveness, transparency, and 

efficiency.  The future is bright.   

  

                                                
2 John Kotter, “Leading Change: Why Transformation Efforts Fail” Harvard Business Review (March-April 1995): 67. 

http://ash.harvard.edu/news/harvard-ash-center-launches-nationwide-network-urban-chief-data-officers?admin_panel=1
http://ash.harvard.edu/news/harvard-ash-center-launches-nationwide-network-urban-chief-data-officers?admin_panel=1
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RECOMMENDED READING  

 
Selected helpful open data sources 
 
Open Data Census surveys and compares progress made by different cities around the globe and the US in 
releasing open data.  Results of the census can be found at: http://census.okfn.org. 
 
The City of San Francisco Data Academy provides education and resources for data coordinators in city 
departments and all staff interested in learning to analyze and visualize data, http://datasf.org/academy/. 
 
The Center for Government Excellence at Johns Hopkins University “helps local governments build capacity 
for decision making that is rooted in evidence, transparent accountability, and community engagement,” A 
variety of helpful resources can be found at: http://govex.jhu.edu. 
 
Code for America “connects technologists with government to create 21st century services and digital 
platforms” and has created an Open Data Playbook for cities, found at: 
https://www.codeforamerica.org/practices/open/open-data/ 

 
The Sunlight Foundation is committed to open and transparent government, including open data, and 
provides helpful open data recommendations at: http://sunlightfoundation.com 
 
Selected helpful data analytics sources 
 
The Center for Government Excellence at Johns Hopkins University shares on its web site explanatory 
information about applying analytics to government performance, and provides case studies which can be 
found at: http://govex.jhu.edu/practice-area/performance-analytics/ 
 
The Center for Data Science and Public Policy at the University of Chicago Harris School was created in 
2015 to help government access the power of analytics for optimizing performance.  One of the ways they 
bring analytics to government is through the Data Science for Social Good program.  Descriptions of 
completed DSSG projects can be found at: https://dssg.uchicago.edu/projects/ 
Source code for completed projects can be found at: https://github.com/dssg 
 
An informative paper describing the history and context for data analysis by city government, including 
helpful framework for thinking about ways of applying analytics was written by the Center for Urban 
Science and Progress (CUSP) at New York University.  The paper can be found at: http://cusp.nyu.edu/wp-
content/uploads/2013/07/CUSP-overview-May-30-2013.pdf 
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http://datasf.org/academy/
http://govex.jhu.edu/
https://www.codeforamerica.org/practices/open/open-data/
http://sunlightfoundation.com/
http://cusp.nyu.edu/wp-content/uploads/2013/07/CUSP-overview-May-30-2013.pdf
http://govex.jhu.edu/practice-area/performance-analytics/
http://govex.jhu.edu/practice-area/performance-analytics/
http://harris.uchicago.edu/centers/center-data-science-and-public-policy
https://dssg.uchicago.edu/projects/
https://github.com/dssg
http://cusp.nyu.edu/
http://cusp.nyu.edu/
http://cusp.nyu.edu/wp-content/uploads/2013/07/CUSP-overview-May-30-2013.pdf
http://cusp.nyu.edu/wp-content/uploads/2013/07/CUSP-overview-May-30-2013.pdf
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We created poverty. Algorithms won't make that go
away
Virginia Eubanks
In the absence of political will to tackle America’s growing economic crisis, hi tech tools can only serve
to automate and amplify existing inequalities

Sun 13 May 2018 06.00 EDT

W e live in a climate of austerity. In the past few months alone, we have seen a federal
budget that proposes rolling back support for low-income housing, an executive
order attacking welfare programs, and a plan to create a nationwide electronic
registry of poor and working-class people. In the context of shrinking support,
which families are able to access their basic human needs – housing, food, and

healthcare – and which are not? Increasingly it is algorithms – not humans – making that call.

Since 2010, I’ve crossed the country studying and writing about the impact of hi-tech tools on
public service programs. In Indiana, I investigated an attempt to automate and privatize the
state’s welfare eligibility processes. In Los Angeles county, I explored the coordinated entry
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system, a digital tool intended to match the most vulnerable unhoused people with the most
appropriate available resources. And in Allegheny county, Pennsylvania, I studied a statistical
model that is supposed to be able to predict which children might be victims of abuse or neglect in
the future.

In each place I visited, policymakers, data scientists, and social workers told a remarkably
consistent story: there is extraordinary need for public programs and not enough help to go
around. The goal of automated decision-making, they told me, is to distribute limited resources
more equitably, but also to help make the heartbreaking choices of whom among the most
exploited and marginalized people in the United States will get help.

“We have extraordinary need [for housing] and can’t meet all of that need at once,” said Molly
Rysman, the housing and homelessness deputy for Los Angeles county’s District 3, speaking in
2015 about coordinated entry. “So you’ve got to figure out: how do we get folks who are going to
bleed to death access to a doctor, and folks who have the flu to wait? It’s unfortunate to have to do
that, but it is the reality of what we’re stuck with.”

The result has been an explosion of digital tools for managing poverty – and for alleviating the
uncomfortable feeling that we’re not doing enough to address economic suffering. Automated
eligibility systems remove discretion from frontline caseworkers and replace welfare offices with
online forms and privatized call centers. What seems like an effort to lower program barriers and
remove human bias often has the opposite effect, blocking hundreds of thousands of people from
receiving the services they deserve. In Indiana, for example, Omega Young of Evansville lost her
Medicaid coverage when she failed to attend a telephone recertification appointment. She missed
the call because she was in the hospital suffering from terminal cancer.

Algorithms act as moral thermometers, sifting survey data to rank unhoused people based on
their perceived vulnerability. In the best-case scenario, this ensures that those most in need
receive help more quickly. But because low-income housing is scarce, creating a spectrum of
“deservingness” often means prioritizing those whose services are most cost-effective. Predictive
models use statistics to predict which parents might maltreat their children. But the data that
serves as their foundation is only collected on families that use public programs, leading to hi-
tech risk detection systems that confuse parenting while poor with poor parenting. In Pittsburgh,
the new Allegheny Family Screening Tool weighs 131 different variables available in the
department of human services’ public service data warehouse – including whether a family
receives Snap, support for depression, or county medical assistance – to decide which calls to the
county’s abuse and neglect hotline should be screened in for child welfare investigation.

In other words, we are increasingly turning to digital tools to rank and rate which struggling
families most deserve support. The trouble with this practice of hi-tech triage is that it treats
social problems as if they are natural disasters – random, temporary, inevitable occurrences –
obscuring the political choices that produce them. Take the housing crisis I witnessed firsthand
during my reporting in Skid Row and South Los Angeles. There are 58,000 unhoused people in
Los Angeles county alone, more than the figure for the countries of Sweden, Norway, Denmark,
Finland and Iceland combined. The unhoused population of Los Angeles county has risen every
year since 2014; last year, it increased 23%.
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The housing crisis in Los Angeles was not – and is not – random, temporary or inevitable. In the
1950s, opponents blocked a plan to build 10,000 units of integrated low-income housing by
reporting the housing authority to the House un-American activities committee. The attempt to
shelter poor and working families was lambasted as an act of communism. In the 1960s, the city’s
master plan demolished “blighted” neighborhoods without building replacement housing.

Homelessness is the product of austere policy. It is caused by inadequate supply of affordable
housing, combined with stagnating incomes and a miserly public service system, which devotes
far too many resources to diverting those in need from the assistance they are legally entitled to.

The good news about our collective responsibility for America’s housing crisis is this: if we created
this catastrophe, we can fix it. Two simple, but politically challenging, remedies could go a long
way towards stemming the growing tide of housing insecurity.

First, those of us who own homes could agree to forgo our mortgage interest tax deduction.
Sociologist Matthew Desmond points out that as a nation we spent about $41bn in 2016 on
housing supports for the needy. Yet we spent more than four times as much – $171bn – on
homeowner tax subsidies that primarily benefit families making more than $100,000 a year.
Pledging that money instead to creating and stabilizing low-income housing could solve
homelessness in a single year.

A homeless person’s tent is pitched on a sidewalk in front of the
wholesale store Lucky Ave, in downtown Los Angeles. Photograph:
Jae C Hong/AP

Fernando Lopez dresses after bathing in the Los Angeles river on 20
November 2015 in Los Angeles, California. Photograph: David
McNew/Getty Images
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Second, we could lower barriers to receiving social services and increase the payments for TANF,
Snap, EITC and other means-tested benefits. Stagnating public benefits levels leave few options
when a family faces a health emergency, housing crisis or work interruption. In Los Angeles,
general relief payments have been stuck at $221 a month since 1982. In 2015, the Los Angeles
Times reported that 13,000 people on public assistance fall into homelessness in the county every
month, simply because their benefit levels are not keeping up with the cost of living.

In the absence of political will to tackle America’s growing economic crisis, hi-tech tools can only
serve to automate and amplify existing inequalities. Yet we are doubling down on austerity
instead of facing the root causes of extreme poverty head-on. Austerity fever requires a
dedication to cutting the fat from already starving programs. Its systems engineering approaches
replace our full panoply of social values – dignity, self-determination, equity, due process – with
the twin imperatives of efficiency and cost savings.

The triage narrative absolves us of responsibility for our country’s unnatural disasters: the
tragedies of malnutrition, homelessness, preventable death and family dissolution, by reinforcing
the myth that extreme poverty is simply a fact of life – something to be managed rather than
eradicated.

As the politics of austerity expands, automated decision-making systems act as empathy
overrides, outsourcing inhuman choices about who survives and thrives, and who doesn’t. We
empower machines to make these decisions because they are too difficult for us, because we
know better. We know that there is no ethical way to prioritize one life over the next.

We have some news…
… about how we will respond to the escalating climate crisis – we will not stay quiet. This is the
Guardian’s pledge: we will continue to give global heating, wildlife extinction and pollution the
urgent attention and prominence they demand. The Guardian recognises the climate emergency
as the defining issue of our times.

Our independence means we are free to investigate and challenge inaction by those in power. We
will inform our readers about threats to the environment based on scientific facts, not driven by
commercial or political interests. And we have made several important changes to our style guide
to ensure the language we use accurately reflects the environmental catastrophe.

The Guardian believes that the problems we face on the climate crisis are systemic and that
fundamental societal change is needed. We will keep reporting on the efforts of individuals and
communities around the world who are fearlessly taking a stand for future generations and the
preservation of human life on earth. We want their stories to inspire hope. We will also report
back on our own progress as an organisation, as we take important steps to address our impact on
the environment.

The Guardian made a choice: to keep our journalism open to all. We do not have a paywall
because we believe everyone deserves access to factual information, regardless of where they live
or what they can afford.

We hope you will consider supporting the Guardian’s open, independent reporting today. Every
contribution from our readers, however big or small, is so valuable. Support The Guardian from as

Virginia Eubanks is the author of Automating Inequality: How High-Tech Tools Profile, Police, and
Punish the Poor
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Priority Broadband
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"FirstNet is the first effort I know of where cross

disciplines – police, fire, EMS, mayors, city councils

– have all been united." -Tom Sorley, Deputy ChiefFirstNet is

developing th
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Information Officer, Houston, Texas

This is a guest post by Ed Parkinson.

The term “Smart Cities (https://citiesspeak.org/2017/01/05/new-year-

new-technology-new-city/)” is a popular topic in today’s urban

jurisdictions – but what is a Smart City? A Smart City has

technological infrastructure which collects, aggregates and analyzes

real-time data which it uses to improve the lives of its residents

according to the National League of Cities, report “Trends in Smart

City Development (http://www.nlc.org/find-city-solutions/city-

solutions-and-applied-research/urban-development/trends-in-smart-

city-development-report-landing-page)”. But beyond that, a Smart

City partners with universities and the federal and private sectors in

using technology to enhance the quality and performance of urban

services. Innovation can improve city services – from finding energy

efficiencies and reducing traffic to fighting crime and fostering

economic growth.

The Department of Commerce recently recognized the potential of

FirstNet to improve public safety services. In their January 2017 green

paper, Fostering the Advancement of the Internet of Things

(https://www.ntia.doc.gov/files/ntia/publications/iot_green_paper_011220

the Department said, “the FirstNet network will be an incubator and

proving ground for public safety focused IoT solutions by linking more

first responder data sources, such as their gear, emergency vehicles,

fingerprint scanners, databases, and more.” Here are just a few

innovations some cities are considering to enhance first responders’

ability to protect their communities:

Detailed surge maps to analyze patterns and display predictive

outcomes for severe weather preparations;



nationwide p

safety broad

network to p

first respond

advanced

communicat

collaboratio

technologies 

need to help 

do their jobs

and effective

(FirstNet)
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Some added benefits of these innovations include:

As urban planners and policymakers think about their cities becoming

digitized and interconnected, a challenge will be ensuring investments

are made to withstand the growth in Internet traffic. Increasingly,

these technologies will depend on wireless broadband networks so

cities can communicate securely, rapidly and with priority to their

responders on the street.

Signed into law on February 22, 2012, the Middle Class Tax Relief and

Job Creation Act created the First Responder Network Authority

(FirstNet) (http://www.firstnet.gov/). The law gives FirstNet the

mission to build, operate and maintain the first high-speed,

Intelligent street lights to detect gunfire and alert authorities;

Subway platforms with embedded sensors to monitor and flag

overcrowding;

Smart grids: embedded sensors for managing water, gas and

electric services; and

Providing real-time information on traffic conditions to

determine the fastest route to an emergency.









Directing the city’s first responders more precisely and

efficiently to improve emergency response;

Managing technology and personnel more effectively by

providing intelligent insight into areas where they’re needed

most;

Increasing responders’ situational awareness and maintaining

their safety during emergencies to speed up the decision-

making process; and

Improve interagency communications and collaboration.









http://www.firstnet.gov/
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nationwide wireless broadband network with priority dedicated to

public safety. FirstNet will provide a single interoperable platform for

emergency and daily public safety communications.

As FirstNet progresses in its mission to deploy a nationwide public

safety broadband network, there will be many opportunities for policy

makers and city officials to get involved and to make FirstNet a part

of every Smart City.

The Smart City concept has grown to include at least 70 cities

throughout the nation. The initiative includes federal grants in areas

such as public safety, transportation, and disaster response. The

National Institute of Standards and Technology (NIST)

(https://www.nist.gov/el/cyber-physical-systems/smart-

americaglobal-cities) authorized $35 million in new grants last fall and

over $10 million in proposed investments to build a research

infrastructure for Smart Cities.  The National Science Foundation

(NSF) also announced over $35 million in Smart Cities grants. FirstNet

is ideal for bringing together the technology of Smart Cities to

advance public safety.

Tom Sorley, deputy chief information officer for Houston, Texas, said

FirstNet is “the first effort I know of where cross disciplines – police,

fire, EMS, mayors, city councils – have all been united. Everybody’s

come together and said, ‘We have to have this.’”

View and download the graphic 10 Ways FirstNet will Help Public

Safety and Secure Communities

(http://www.firstnet.gov/sites/default/files/TenWaysFirstNetHelps_161003_

FINAL.pdf)

https://www.nist.gov/el/cyber-physical-systems/smart-americaglobal-cities
http://www.firstnet.gov/sites/default/files/TenWaysFirstNetHelps_161003_web-FINAL.pdf
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FirstNet is necessary to allow first responders to use the digital tools

available to them on a reliable network, Sorley said. “This reduces risk.

It makes the first responders and the citizens they serve safer. Data,

more and more, is becoming that critical lynchpin in the service

provision for public safety.”

Reid Vaughn, fire chief in Cuba, Alabama, agrees. “It’s often a

challenge to get broadband services,” he said. “FirstNet will for the

first time give us a mission critical, proprietary system. This will be a

significant improvement for our rural communities. When everything

is going wrong, this system is designed to keep going.”

Another key element to the efficiency of Smart Cities is the Internet of

Things, which will extend Internet connectivity to items we use every

day, such as light, electric switches and vehicles. Many in the public

safety sector are looking forward to the ‘Internet of Lifesaving Things

(http://www.firstnet.gov/newsroom/blog/building-internet-lifesaving-

things)’ that will extend connectivity to responder gear such as body

cameras and vehicles.

Key to making this all come together is collaboration between public

safety agencies at the federal, state and local level, as well as public-

private partnerships. Advances such as open data initiatives and the

collaboration of research and technology to tackle key challenges –

from fighting crime to providing shelter during a disaster – are most

effective when working together.  Smart mobile technology,

constantly driven forward by the marketplace, holds great promise for

public safety as first responders strive to make communities safer. The

National League of Cities, in its extensive work to share best practices

used by Smart Cities, is a leader in this work.

http://www.firstnet.gov/newsroom/blog/building-internet-lifesaving-things


10/18/2019 As Cities Become ‘Smart’, Public Safety Looks to FirstNet for Priority Broadband

https://www.nlc.org/article/as-cities-become-smart-public-safety-looks-to-firstnet-for-priority-broadband 6/10

First responders across the country will benefit from using next

generation tools with prioritized, wireless broadband.  As cities

continue to think about getting “smarter,” FirstNet hopes to work with

them to be part of the solution.

To learn more and get involved, please visit FirstNet.gov and reach

out to your FirstNet State Point of Contact (SPOC

(http://www.firstnet.gov/consultation/spoc)). You can also help by

writing to your professional associations and ask them to pass a

resolution in support of FirstNet, Following FirstNet on social media,

and by writing a guest blog for FirstNet by contacting us at

socialmedia@firstnet.gov (mailto:socialmedia@firstnet.gov).

About the author: Ed Parkinson is the Director of Government Affairs

at FirstNet (http://www.firstnet.gov/).

http://www.firstnet.gov/consultation/spoc
mailto:socialmedia@firstnet.gov
http://www.firstnet.gov/
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Abstract

 The National Security Agency's bulk data collection programs disclosed in 2013 suggest a new model of 
surveillance. This "predictive surveillance" model will apply the emerging field of predictive analytics to the vast 
datasets in the hands of third parties. Unlike traditional surveillance, predictive surveillance will not begin by 
targeting individuals based on particularized suspicion. Instead, predictive surveillance will first collect and analyze 
all available data to find patterns that could predict future events. In light of the NSA's emphasis on data analysis 
and its existing stores of telephone and Internet communications metadata, it seems inevitable that the government 
will eventually advocate for predictive surveillance in antiterrorism investigations. This Article contends that the 
existing framework of surveillance regulation cannot adapt to predictive surveillance because the existing 
framework presumes that surveillance begins with targeting. The Article next assesses whether predictive 
surveillance could comply with the Fourth Amendment. After rejecting arguments that the Fourth Amendment 
should not apply to information gathered from third parties or in public spaces, the Article proposes a narrow basis 
for authorizing predictive surveillance. The initial data collection would be reasonable under the Supreme Court's 
balancing approach in domestic security investigations and under the Court's approval of suspicionless searches in 
its special needs cases. This approach, however, would only uphold surveillance used for antiterrorism 
investigations, rather than ordinary law enforcement purposes. Finally, the Article proposes a new regulatory 
framework that postpones the assessment of particularized suspicion, requires prior judicial approval of the initial 
data collection and analysis, limits use of the database to antiterrorism investigations, and imposes substantial 
oversight and transparency.

Text

 [*495] 
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 I started work on this Article after Edward Snowden disclosed the existence of the National Security Agency's 
(NSA) bulk collection of metadata about our domestic and international telephone calls. I assumed that, with a 
comprehensive archive of telephone metadata available, the NSA was analyzing the entire database for patterns 
that could indicate potential terrorist activity. Subsequent reports, however, left me feeling vaguely disappointed in 
the NSA. It turned out that the NSA's searches began with specific telephone numbers that they believed to be 
associated with terrorist activity and expanded out several degrees of separation to encompass people who had 
communicated with the target and people who had communicated with those people.  1 I was disappointed for two 
reasons. First, the NSA might be able to do far more with this vast store of data. And second, the NSA could have 
accomplished these targeted searches nearly as efficiently by seeking orders targeted at each of the telephone 
numbers they believed to be associated with terrorist activity, thus accomplishing the same goal with far less harm 
to privacy and the public trust. Recent reports revealed that the NSA has found it more and more challenging to 
collect the metadata. Part of the challenge has been the lack of a protocol to exclude the cell site location data 
embedded in the telephone metadata from cell phone providers.  2 As a result, the percentage of metadata 
collected had fallen to less than 30% in early 2014.  3

Regardless of the current practical or political limitations, the bulk telephone metadata program and others like it 
point to a new model of surveillance. This "predictive surveillance" model will apply the emerging field of predictive 
analytics to the vast datasets in the hands of third parties. Unlike traditional surveillance, predictive surveillance will 
not begin by targeting individuals based on particularized suspicion. Instead, predictive surveillance will first collect 
and analyze all available data to find patterns that could predict future events. In light of the NSA's emphasis on 
data analysis and its existing stores of telephone and Internet communications metadata, one can envision a strong 
temptation to use  [*496]  predictive surveillance in antiterrorism investigations. This Article contends that existing 
surveillance regulation framework cannot adapt to predictive surveillance because the existing framework presumes 
that surveillance begins with targeting. The Article proposes a new regulatory framework that postpones the 
assessment of particularized suspicion, requires prior judicial approval of the initial data collection and analytics, 
limits use of the analytics to antiterrorism investigations, and imposes substantial oversight and transparency.

Part I describes the convergence of two important phenomena: the explosion of data about all aspects of our lives 
and the emerging field of predictive analytics. Viktor Mayer-Schonberger and Kenneth Cukier describe how these 
phenomena have led to the rise of "Big Data" in their recent book by the same title.  4 In the age of Big Data, 
statisticians need not rely on sampling datasets to analyze past behavior. Instead, with complete datasets at their 
disposal, they may use a variety of new predictive techniques capable of building highly accurate predictive models. 
Predictive analytics are already in widespread use in the private and government sectors. They have been used to 
predict such diverse outcomes as when a machine will fail, which manhole covers are at highest risk of explosion, 
and where flu outbreaks are emerging.  5

Part II contrasts traditional surveillance with predictive surveillance and uses the NSA's recently disclosed bulk 
collection programs to illustrate the differences. Under the traditional model, law enforcement first decides on a 
subject to target. For example, in the bulk telephone metadata collection program, the NSA queried the database 
with a telephone number associated with a foreign terrorist organization. Thus, the process begins with 

1  These are the first two "hops" in the NSA's chaining analysis. In "very few instances," the NSA would make a third "hop." 
President's Review Grp. on Intelligence & Commc'ns Technologies, Liberty and Security in a Changing World 102-03 (2013), 
available at http://www.whitehouse.gov/sites/default/files/docs/2013-12-12_rg_final_report.pdf. 

2  See Ellen Nakashima, NSA Is Collecting Less than 30 Percent of U.S. Call Data, Officials Say, Wash. Post, Feb. 7, 2014, 
http://www.washingtonpost.com/world/national-security/ 2014/02/07/234a0e9e-8fad-11e3-b46a-5a3d0d2130da_story.html.
3  Id. The intelligence agency's goal, however, remains 100% collection. Id. 
4  Viktor Mayer-Schonberger & Kenneth Cukier, Big Data: A Revolution That Will Transform How We Live, Work, and Think 7-8, 
11-12, 15 (2013). 
5  See infra Part I; see also Mayer-Schonberger & Cukier, supra note 4, at 1-2. 
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particularized suspicion about a subject, and the surveillance targets information about that subject. Under the 
predictive surveillance model, however, the process would be quite different. The NSA's first step would be to 
analyze all of the telephone metadata in order to identify patterns associated with past terrorist activity. If 
meaningful patterns emerged, only then would the NSA move to targeted surveillance by investigating subjects 
whose metadata corresponded with patterns correlated with past terrorist activity. Part II also details how the 
government already uses predictive surveillance to predict high-crime locations and detect fraud, as well as how 
researchers have used predictive analytics to predict terrorist and insurgent activity overseas. Finally, Part II 
explains how the NSA's current bulk collection programs set the stage for predictive surveillance.

Part III explains that existing surveillance regulation framework cannot adapt to predictive surveillance because the 
existing framework  [*497]  depends on assessing whether the initial targeting decision is based on sufficient 
particularized suspicion. For example, in the law enforcement context, the Fourth Amendment presumes a search 
in which there is probable cause to believe the subject is involved in criminal activity. Even in foreign intelligence 
investigations, which are exempt from the Fourth Amendment's warrant requirement, the courts still consider 
"whether the protections afforded to the privacy rights of targeted persons are reasonable in light of" the 
government's interest in preventing foreign terrorism.  6 The statutory limits on surveillance also begin by assessing 
the targeting decision. The Electronic Communications Privacy Act prohibits wiretapping absent probable cause 
that the target has committed or will commit a crime  7 and prohibits compelled disclosure of Internet Service 
Provider (ISP) records unless those records are "relevant and material to an ongoing criminal investigation."  8 
Similarly, to approve a wiretap under the Foreign Intelligence Surveillance Act (FISA), a court must find probable 
cause that the target is "an agent of a foreign power."  9 All of the foregoing tests presume that the government has 
already targeted someone specific.

Part III also explains why the government should not try to shoehorn predictive surveillance into the existing 
regulatory framework. First, applying the old framework to predictive surveillance could mean that predictive 
surveillance is rejected because of the lack of particularized suspicion. If predictive surveillance has any value as an 
intelligence tool, we should not let a lack of imagination about surveillance regulation deny those potential benefits. 
Second, given the potential of predictive surveillance, there is a significant risk that the government would bend or 
even break the rules in the existing framework in order to reap those benefits. In that case, predictive public 
surveillance would not be subject to safeguards necessary to deal with the comprehensive datasets it requires. By 
way of illustration, such a shoehorning appears to have taken place with regard to the bulk collection of telephone 
metadata under Section 215 of the USA PATRIOT Act.  10 Because it was authorized through a statute never 
designed for bulk collection, the program operated in total secrecy - until the Snowden disclosures - with inadequate 
congressional oversight, minimal judicial approval, and no meaningful opportunity for appellate review.

Part IV considers whether the Fourth Amendment would prohibit use of predictive surveillance in antiterrorism 
investigations. For data  [*498]  collected from private entities, such as telecommunications providers, the 
government would try to justify the collection under the third-party doctrine. And for data collected in public spaces, 
such as license plate readers, the government would argue that individuals have no reasonable expectation of 
privacy in public spaces. This Article argues, however, that the courts should reject those arguments and hold that 

6   In re Directives [redacted text] Pursuant to Section 105B of the Foreign Intelligence Surveillance Act, 551 F.3d 1004, 
1012 (FISA Ct. Rev. 2008).  

7   18 U.S.C. § 2516(1) (2012). 

8   18 U.S.C. § 2703(d) (2012). 

9   50 U.S.C. § 1805(a)(2)(A) (2012). 

10  Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism (USA 
PATRIOT ACT) Act of 2001, Pub. L. No. 107-56, § 215, 115 Stat. 272, 287-88 (codified as amended at 50 U.S.C. § 1861 
(2012)). 
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the initial data collection constitutes a search within the meaning of the Fourth Amendment. The Article next argues 
that this initial data collection would nevertheless be reasonable under the relaxed Fourth Amendment requirements 
in domestic security investigations under the Keith case,  11 as well as under the U.S. Supreme Court's approval of 
suspicionless searches in its special needs cases. The initial collection, however, could only survive under these 
theories if the program were limited to antiterrorism investigations, as opposed to ordinary law enforcement uses.

Finally, Part V proposes the elements of a regulatory scheme for predictive surveillance in antiterrorism 
investigations. First, the government would have to seek an order from the Foreign Intelligence Surveillance Court 
(FISC) for the initial collection. The FISC could only issue such an order if the government made a Daubert-style 
showing that the proposed statistical techniques were scientifically valid and likely to yield a meaningful result. This 
examination of the collection decision would take the place of the traditional evaluation of the targeting decision. 
Second, the government would have to report to the FISC on the results of its data analysis and would have to seek 
an additional order from the FISC to investigate subjects whose current data matched the prior patterns. That is 
where the review of the targeting decision would take place. Third, the government could not use the raw database 
for any purpose other than the antiterrorism investigation. Fourth, the framework would mandate the most advanced 
security possible against outside intrusion and would impose substantial penalties for internal misuse of the data. 
Finally, the framework would impose substantial judicial and legislative oversight as well as public transparency.

I.

 Big Data and Predictive Analytics

 The term "predictive surveillance" envisions surveillance that gathers and analyzes all available data - for example, 
the metadata for all telephone calls from the major telecommunications carriers.  12 Gathering and analyzing all the 
data, rather than merely gathering a sample, is the  [*499]  trend that Mayer-Schonberger and Cukier explore in 
their recent book, Big Data.  13

A 2012 New York Times article about Big Data described the "drift toward data-driven discovery and decision-
making" in many different fields.  14 Gary King, director of the Institute for Quantitative Social Science, called the 
Big Data movement a "revolution."  15 King continued, "The march of quantification, made possible by enormous 
new sources of data, will sweep through academia, business and government. There is no area that is going to be 
untouched."  16

Why all the hype? Mayer-Schonberger and Cukier use the term Big Data as shorthand for the convergence of two 
important developments. The first development is the data explosion itself. Data are multiplying at an almost 
unimaginable rate,  17 and new tools are emerging to convert previously unquantifiable phenomena into digital data. 
In many cases, we are able to process all of the data regarding a given phenomenon.

11   United States v. U.S. District Court (Keith), 407 U.S. 297 (1972).  

12  See Privacy & Civil Liberties Oversight Bd., Report on the Telephone Records Program Conducted Under Section 215 of the 
USA PATRIOT Act and on the Operations of the Foreign Intelligence Surveillance Court 8-11 (2014), available at 
https://www.pclob.gov/Library/215-Report_on_the_ Telephone_Records_Program.pdf.
13  Mayer-Schonberger & Cukier, supra note 4, at 12-13. 
14  Steve Lohr, The Age of Big Data, N.Y. Times, Feb. 12, 2012, at SR1. 
15  Id. (internal quotation mark omitted). 
16  Id. (internal quotation mark omitted). 
17  For example, as recently as 2000, only one quarter of the world's stored information was in digital form. Mayer-Schonberger & 
Cukier, supra note 4, at 9. The rest were stored in analog form, "on paper, film, vinyl LP records, magnetic cassette tapes, and 
the like." Id. But by 2007, only 7% of the world's stored data were analog; the rest were digital. Id. at 8-9. By 2013, the digital 
analog spread had widened to 98% digital versus 2% analog. Id. at 9. 
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This data explosion provides the datasets needed for the second development: the emerging field of predictive 
analytics. This methodology predicts future behavior based on the patterns that emerge from vast datasets.  18 For 
centuries, practical limitations made it impossible for scientists to collect observations concerning every member of 
a population. So statisticians devised sophisticated techniques to (1) draw representative samples from the 
population, and (2) extrapolate from an analysis of the sample to an analysis of the population. When reporting their 
results, statisticians use a lower-case "n" to indicate the size of their sample and an upper-case "N" to indicate the 
size of the population. As Mayer-Schonberger and Cukier explain, in a play on these statistical abbreviations, in Big 
Data, n=all.  19 Big Data researchers need not rely on samples. Instead, they use new analytical techniques to find 
patterns in observations of the entire population and then use those patterns to predict future behavior.

Gathering "all the data" makes new predictive techniques possible. Evidence of causation has long been the 
touchstone of scientific research. With predictive analytics, however, causation is far less relevant. By using 
predictive analytics to study large datasets with many variables,  [*500]  analysts can build extremely accurate 
predictive models based on strong correlations in the data, regardless of why those correlations may exist.  20 This 
technique can reveal correlations one might not have imagined if one were looking for causation.

For example, predictive analytics can generate models that predict when a given mechanical device, like a motor or 
a bridge, will fail. The models are based on vast amounts of data from sensors monitoring patterns in the data that 
the devices emit, "such as heat, vibration, stress, and sound."  21 It is far less important to know why the device 
may fail than it is to know, before the fact, that it will probably fail.  22 Eric Siegel's Predictive Analytics gives us 
many examples of what predictive analytics can show us.  23 "Suicide bombers do not buy life insurance."  24 Crime 
rises after upset losses in college football.  25 "Phone card sales predict [massacres] in the Congo."  26 Mac users 
spend "up to 30 percent more than [PC] users when booking" online hotel reservations.  27 In these cases, 
government and businesses use correlations to predict future behavior.

Predictive analytics capitalizes on the proliferation of digital technologies and the fact that data can invariably be 
combined with other data and put to new uses. Often these secondary uses yield the most valuable large-scale 
data analyses. For example, a team of Columbia University statisticians set out to help solve New York City's 
"exploding manhole[]" cover problem.  28 A few hundred times a year, fires would break out beneath manhole 
covers, sometimes sending the heavy cast-iron covers several stories high.  29 Con Edison's random manhole 
inspections were ineffective in heading off the problem.  30 The team from Columbia gathered every kind of data 
imaginable.  31 Various types of inconsistent data existed in handwritten form dating back to the late 1800s.  32 After 

18  Eric Siegel, Predictive Analytics: The Power to Predict Who Will Click, Buy, Lie, or Die 11 (2013). 
19  Mayer-Schonberger & Cukier, supra note 4, at 26. 
20  Id. at 6-7, 13-14. 
21  Id. at 58. 
22  Id. at 59. For a comprehensive discussion of predictive analytics, see Siegel, supra note 18. 
23  Siegel, supra note 18, at 80-86. 
24  Id. at 85. 
25  Id. at 86. 
26  Id. 
27  Id. at 81. 
28  Mayer-Schonberger & Cukier, supra note 4, at 68. 
29  Id. 
30  Id. 
31  Id. at 68-70. 
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the team had gathered all the data and written computer algorithms to interpret the data, patterns emerged.  33 
Using data from the late 1800s through 2008 - data that were never intended to predict manhole cover explosions - 
the team sorted through 106 predictors and produced a model in which "the top 10 percent of manhole [covers] on 
their  [*501]  ["watch"] list contained … 44 percent of [all of] the [covers] that ended up having severe incidents" in 
2009.  34

Another example of unexpected uses involved the large amounts of location data that cellular phone providers have 
about their subscribers. One researcher "combined location data of prepaid cell phone subscribers in Africa with the 
amount of money [the subscribers] spent when they topped off their accounts."  35 This unexpected combination of 
data yielded the surprising finding that slums in Africa can "act as economic springboards" for residents' 
socioeconomic status.  36

The next Part examines how the rise of Big Data and predictive analytics could give rise to a new surveillance 
model - predictive surveillance - that does not require targeting specific individuals.

II.

 The Role of Targeting in Traditional Surveillance and Predictive Surveillance

A.

 Traditional Surveillance Begins by Targeting Based on Particularized Suspicion

 Under the traditional surveillance model, the government first decides to target a particular subject based on some 
degree of particularized suspicion. In some cases, that particularized suspicion may be quite high. For example, 
when criminal investigators pursue a wiretap under the Wiretap Act, they must demonstrate to a court that there is 
probable cause to believe that the interception will reveal evidence of a felony offense listed in section 2516.  37 
Similarly, when criminal investigators install a GPS device to track a suspect's car, they must first obtain a warrant 
based on probable cause to believe that the tracking will reveal evidence of a crime.  38

In other cases, the particularized suspicion can be significantly lower. For example, under the Stored 
Communications Act, the government may compel an ISP to produce subscriber information based on "specific and 
articulable facts showing that there are reasonable grounds to believe that the … records or other information 
sought[] are relevant and material to an ongoing criminal investigation."  39 And when foreign intelligence 
investigators seek a court order to intercept electronic communications under the Foreign Intelligence Surveillance 
Act, they need only  [*502]  show probable cause to believe that "the target of the electronic surveillance is a 
foreign power or an agent of a foreign power."  40

32  Id. at 68. 
33  Id. at 69. 
34  Id. at 68-70. 
35  Id. at 91. 
36  Id. 

37   18 U.S.C. § 2518(3)(a)-(b) (2012). 

38  See United States v. Jones, 132 S. Ct. 945, 949, 954 (2012).  

39   18 U.S.C. § 2703(d) (2012). 

40   50 U.S.C. § 1804(a)(3)(A) (2012). 
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At first blush, the NSA's recently disclosed mass-surveillance programs may appear to represent this new 
surveillance model. At their core, however, they employ traditional, targeting-based techniques. For example, since 
2006 the government has relied on Section 215 of the USA PATRIOT Act to collect metadata on telephone calls 
made to or from telephone numbers in the United States.  41 This metadata includes the "originating and 
terminating telephone number," the time of the call, and the duration of the call, but does not include the call's 
contents.  42 The program stored metadata on U.S. phone calls for five years.  43 Although the program collected 
""closer to 100' percent" of all call records in 2006, as time passed the percentage of phone records collected fell 
below 30% because the NSA cold not keep up with cell phone use.  44

Minimization procedures drafted by the Attorney General limit the circumstances under which the NSA can search 
the telephone metadata that it collects.  45 A search may only begin with a specific identifier, like a telephone 
number, that the NSA suspects is associated with one of the  [*503]  terrorist organizations under investigation.  46 
In 2012 the "NSA queried 288 unique identifiers" that, in the NSA's view, met the requisite "reasonable, articulable 
suspicion" standard for association with a terrorist organization.  47

The NSA uses the vast database of telephone metadata to perform what it calls "link analysis."  48 First, the NSA 
gathers data about the telephone numbers that have been in contact with the suspected terrorist's number - the first 
hop.  49 Next, in most cases, the NSA adds numbers in contact with those first hop numbers - the second hop.  50 
And finally, in very few instances, the NSA adds numbers in contact with those second hop numbers - the third hop.  
51 If each number at issue "called or was called by 100 phone numbers over the course of" five years, then the first 
hop would produce a list of 100 phone numbers, the second hop would "produce a list of 10,000 phone numbers," 
and the third hop would produce a list of 1,000,000 phone numbers.  52

This link analysis is intended to identify networks of terror cells.  53 The Obama administration claims that NSA 
analysis of these searches "has generated and continues to generate investigative leads for ongoing efforts by the 
FBI and other agencies to identify and track terrorist operatives, associates, and facilitators."  54 Yet the White 

41  Privacy & Civil Liberties Oversight Bd., supra note 12, at 42. The bulk telephone metadata program began in 2001, after the 
September 11 terrorist attacks. Id. at 37. From 2001 until 2006, the program proceeded without any legislative or judicial 
authorization. See id. Instead, President Bush issued a presidential authorization in October 2001, based on a finding of an 
extraordinary emergency because of the September 11 terrorist attacks. Id. That authorization directed the bulk collection of 
""metadata[]' about telephone and Internet communications," as well as the collection of the contents of international 
communications (later known as the Terrorist Surveillance Program). Id. President Bush renewed the authorization every thirty 
to sixty days. Id. After the New York Times reported on the previously secret Terrorist Surveillance Program in December 2005, 
the administration became concerned that the bulk collection of telephone metadata would also be exposed. Id. at 40. In May 
2006, the administration obtained authority from the Foreign Intelligence Surveillance Court to conduct bulk collection of 
telephone metadata under Section 215 of the USA PATRIOT Act. Id. at 40, 42. 
42  In re Application of the F.B.I. for an Order Requiring the Prod. of Tangible Things from [Redacted], No. BR 13-109, 2013 WL 
5741573, at 1 n.2 (FISA Ct. Aug. 29, 2013). The Foreign Intelligence Surveillance Court noted that "the sole purpose of this 
production is to obtain foreign intelligence information in support of [redacted] individual authorized investigations to protect 
against international terrorism and concerning various international terrorist organizations." Id. at 1. 
43  Scott Shane, N.S.A. Violated Rules on Use of Phone Logs, Intelligence Court Found in 2009, N.Y. Times, Sept. 11, 2013, at 
A14. 

44  Ellen Nakashima, NSA Is Collecting Less Than 30 Percent of U.S. Call Data, Officials Say, Wash. Post, Feb. 7, 2014, 
http://www.washingtonpost.com/world/national-security/nsa-is-collecting-less-than-30-percent-of-us-call-data- officials-
say/2014/02/07/234a0e9e-8fad-11e3-b46a-5a3d0d2130da_story.html. According "to current and former U.S. officials," the NSA 
was unable to keep up with expanding cellphone use for several reasons. Id. First, the NSA must "prepare its database to 
handle … cellphone data," which contain "different data [] than land-line calls" and often "contain geolocation data, which the 
NSA" may not receive. Id. And second, NSA resources were diverted from preparing its databases during 2009 by review and 
compliance issues arising from breaches documented by the FISC and from responses to congressional inquiries in the wake of 
the Snowden disclosures. Id. Nevertheless, the officials indicated that the government is attempting to restore collection to 
previous levels. Id.
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House's own NSA review panel concluded that metadata "was not essential to preventing attacks and could readily 
have been obtained in a timely manner using conventional section 215 orders."  55

The post-Snowden modifications that President Obama proposed for the Section 215 bulk collection program 
reaffirm that the Section 215 program is traditional, target-based surveillance. First, the President proposed allowing 
the metadata to be held by a third party or by the telecommunications companies themselves.  56 Second, the 
President proposed limiting the number of hops from the target's number from three to  [*504]  two.  57 Third, the 
President directed the Attorney General to develop a procedure with the FISC so that the database could not be 
queried without a judicial order.  58 These proposed reforms confirm that the program is a traditional, targeting-
based effort to identify the people with whom a specific subject has been talking, rather than a broad, pattern-based 
analysis. Thus, despite the "n=all" aspect of the bulk collection, the actual queries target specific identifiers about 
which the NSA has particularized suspicion.

The Drug Enforcement Agency (DEA) has run a similar, although less publicized, program in cooperation with 
AT&T.  59 The DEA's Hemisphere Project searches decades of AT&T telephone records in an effort to catch drug 
dealers.  60 Drug dealers routinely switch phones or phone numbers to evade investigation.  61 They use so-called 
""burner' phones" to make calls to their subordinates and discard the phones before police can track their behavior.  
62 The DEA uses the drug dealer's past calls from his old number to identify his associates.  63 The DEA then uses 
the pattern of calls from his associates to identify the drug dealer's new number.  64 The program places DEA 
employees in AT&T offices so that the DEA can quickly execute subpoenas for phone records searches - often in 
as little as an hour.  65 The records available to the DEA include phone numbers, time and duration of calls, and the 

45   50 U.S.C. § 1861(b)(2)(B), (c)(1), (g)(1) (2012). 
46  President's Review Grp. on Intelligence & Commc'ns Technologies, supra note 1, at 98. 
47  Id. at 98, 102. 
48  Charlie Savage, Extended Ruling by Secret Court Backs Collection of Phone Data, N.Y. Times, Sept. 18, 2013, at A1 (internal 
quotation marks omitted). 
49  President's Review Grp. on Intelligence & Commc'ns Technologies, supra note 1, at 102. 
50  Id. at 103. 
51  Id. 
52  Id. 
53  Savage, supra note 48. 

54  Administration White Paper: Bulk Collection of Telephony Metadata Under Section 215 of the USA PATRIOT Act 4 (2013), 
available at https://info.publicintelligence.net/DoJ-NSABulkCollection.pdf. 
55  President's Review Grp. on Intelligence & Commc'ns Technologies, supra note 1, at 104. 

56  Id. at 17; see also Press Release, The White House, Office of the Press Sec'y, Fact Sheet: Review of U.S. Signals 
Intelligence (Jan. 17, 2014), available at http://www.whitehouse.gov/the-press-office/2014/01/17/fact-sheet-review-us-signals-
intelligence. 
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location from which the call was made.  66 Thus, like the NSA's bulk telephone metadata program, the Hemisphere 
program is a traditional, targeting-based surveillance technique.

B.

 Predictive Surveillance Begins Without Any Targeting or Particularized Suspicion

 Under the predictive surveillance model, instead of targeting particular suspects, the government would instead 
analyze data to find patterns that correlate with past terrorist activity. Then, based on those patterns, the 
government could use traditional targeted surveillance to investigate similar patterns in the emerging data. Although 
there is no indication that the NSA has plans to use predictive surveillance in antiterrorism investiHD  [*505]  
gations, both federal and local government agencies have used predictive analytics in other contexts.

1.

 Government Has Used Predictive Analytics for Crime Prevention, Regulatory Enforcement, and Fraud Detection

 Police departments have turned to predictive analytics to target their resources at specific areas at high risk for 
crime. For example, in Memphis, police operate a program called Blue CRUSH (an acronym for Crime Reduction 
Utilizing Statistical History).  67 The program "provides police officers with relatively precise areas of interest in 
terms of locality (a few blocks) and time (a few hours during a particular day of the week)."  68 This allows the police 
to better target their limited resources.  69 Police departments in Los Angeles, Chicago, Santa Cruz, and Vineland, 
New Jersey, have used similar techniques to predict crime location.  70 Police in Richmond, Virginia use predictive 
analytics to correlate crime with variables like payday for large employers and the dates of large sporting events 
and concerts.  71

57  Press Release, The White House, Office of the Press Sec'y, supra note 56. 
58  Id. 
59  The program is likely less publicized because the government does not engage in the initial step of bulk collection of 
everyone's telephone metadata. Instead, it leaves the metadata in the hands of AT&T and queries the data as needed. Scott 
Shane & Colin Moynihan, Drug Agents Use Vast Phone Trove, Eclipsing N.S.A.'s, N.Y. Times, Sept. 2, 2013, at A1. 
60  Id. 
61  Id. 
62  Id. 

63  Mike Levine, DEA Program Puts Phone Company Inside Government Offices, ABC News (Sept. 1, 2013, 9:06 PM), 
http://abcnews.go.com/blogs/headlines/2013/09/dea-program-puts-phone-company-inside-government- offices/.
64  Id. 
65  Id. 
66  Shane & Moynihan, supra note 59. 
67  Mayer-Schonberger & Cukier, supra note 4, at 158. 
68  Id. 
69  Id. 
70  Siegel, supra note 18, at 51. 
71  Mayer-Schonberger & Cukier, supra note 4, at 158. 
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New York City recently used predictive analytics to make efficient use of city inspectional services investigators 
faced with an avalanche of complaints about illegal apartment conversions.  72 These illegal conversions involve 
dividing apartments into many smaller units and often cause unsafe conditions such as fire hazards.  73 Predictive 
analytics helped the city triage the overwhelming number of complaints and focus on the ones that posed the most 
risk. Previously, only 13% of inspections had found conditions severe enough to merit a vacate order.  74 After 
using the predictive analytics, that rate rose to 70%.  75

The government also uses predictive analytics to identify likely instances of fraud. The Internal Revenue Service 
(IRS), for example, analyzes its data to rank tax returns for audits based on the likelihood of tax evasion.  76 Its 
system enabled the IRS to find "25 times more tax evasion, without increasing the number of investigations."  77 
The Department of Defense Finance and Accounting Service used data analysis to detect  [*506]  97% of known 
fraud cases.  78 And the United States Postal Service uses data analysis to rank instances of suspected contract 
fraud in order to direct its internal investigations.  79

Similarly, a private firm called Xoom detected a criminal group's credit card fraud scheme by analyzing all 
international money transfer data.  80 The firm "noticed a slightly higher than average number of Discover Card 
transactions originating from New Jersey. "It saw a pattern where there shouldn't have been a pattern.'"  81 The firm 
detected this pattern by analyzing all of the data; mere sampling may have missed the pattern.  82

2.

 Predictive Analytics Have Successfully Predicted Terrorist and Insurgent Activity

 A leader in the predictive analytics field is the Laboratory for Computational Cultural Dynamics (LCCD), part of the 
University of Maryland's Institute for Advanced Computer Studies.  83 The LCCD developed a model to predict the 
successors of captured terrorist leaders. The system is called Shaping Terrorist Organisation Network Efficacy 
(STONE).  84 The system relies on data about individual terrorists and connections between terrorists. The 
individual terrorist data include their rank, role, and expertise at planning or executing attacks. The connections 

72  Id. at 186. 
73  Id. 
74  Id. at 188. 
75  Id. 
76  Siegel, supra note 18, at tbl.5. 

77  Id.; Government: Our Work, Elder Research, Inc., http://datamininglab.com/solutions/industries/government (last visited Feb. 
5, 2014) ("ERI data miners built predictive models for a large government revenue agency to find tax refund fraud which led to a 
25-fold increase in the hit rate of fraud found per analyst hour. Based on these highly successful results, the predictive models 
built by ERI were deployed ahead of schedule to all 10 fraud-detection centers.").
78  Siegel, supra note 18, at tbl.5. 
79  Id. 
80  Mayer-Schonberger & Cukier, supra note 4, at 27-28. 
81  Id. (quoting John Kunze, CEO of Xoom). 
82  Id. 

83  Welcome to the LCCD, Lab. for Computational Cultural Dynamics, http://www.umiacs.umd.edu/research/LCCD/ (last visited 
Mar. 28, 2015).

84  V.S. Subrahmanian, Introducing the Software That Can Predict New Leaders of Terror Groups, The Observer (London), Sept. 
15, 2013, http://www.theguardian.com/world/2013/sep/15/al-qaida-terrorist-leader. 
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include attending the same school or training camp, involvement in the same attack, or attending the same meeting.  
85 Developers tested the system on leaders removed from several terrorist groups, including al-Qaida. The STONE 
system usually returned three or four possible replacements, and in 80% of the cases, the replacement was one of 
STONE's suggestions.  86

The LCCD also created a model that can predict future attacks by a particular terrorist group. "The analytic 
technologies that the University of Maryland team applied to terrorism are similar to data mining analytics commonly 
used by Amazon and big box retailers to predict customer  [*507]  activity."  87 The model relies on data on 770 
variables from more than 20 years of the group's activities.  88 The data come from "a variety of primary sources 
including open-source news articles from local magazines and newspapers, and scholarly publications on terrorism 
in South Asia."  89 LCCD's algorithms found that there was an 88% chance of the terrorist group LeT attacking local 
security forces if "between five and 24 LeT operatives had been arrested and LeT operatives were on trial in either 
India or Pakistan."  90 The program generated hundreds of similar rules, including "predictors for terrorist attacks on 
civilians, professional security forces, transportation centers, security installations, and symbolic or tourist 
locations."  91

Predictive analytics also helped predict improvised explosive device attacks in Iraq in the early 2000s. While 
working on the legal team prosecuting Saddam Hussein, attorney Mike Flowers needed to ensure that witnesses 
brought into the Green Zone avoided the all too common IED attacks.  92 Based on data from intelligence analysis 
about field reports and past IED attacks, Flowers's team predicted the safest routes into the Green Zone on a given 
day.  93

The programs above involve either information already in the agency's possession or information available from 
public sources. Predictive surveillance programs, in contrast, would first need to engage in large-scale data 
collection in order to gather the data to be analyzed. With that in mind, this Article turns next to how the NSA's 
existing bulk-data collection programs hint at what true predictive surveillance programs would look like.

3.

 The NSA's Bulk Collection Programs Preview the Potential of Predictive Surveillance

 The bulk collection of telephone metadata under Section 215 of the USA PATRIOT Act suggests how the NSA 
might someday conduct predictive surveillance. By collecting telephone metadata for all calls originating in or 
terminating in the United States, the NSA has created a prototypical Big Data dataset in which n=all.  94 To conduct 
predictive surveillance using this dataset, the NSA's first step would be to identify past incidents of known terrorist 
activity. These need not be terrorist attacks; they could also be instances of entry into the country, recruitment 

85  Id.; see also Mark Rockwell, Who's the Next Head of Hezbollah? New Platform Has Some Predictions, FCW (Aug. 27, 2013), 
http://fcw.com/articles/2013/08/27/stone-predictive-analytics.aspx. 
86  Subrahmanian, supra note 84; see also Rockwell, supra note 85. 

87  Neal Ungerleider, A Computer Program That Predicts Terrorist Attacks, Fast Company (Sept. 17, 2012, 10:00 AM), 
http://www.fastcoexist.com/1680540/a-computer-program-that-predicts-terrorist-attacks. 
88  Id. 
89  Id. 
90  Id. 
91  Id. 
92  Mayer-Schonberger & Cukier, supra note 4, at 185. 
93  Id. 
94  Id. at 26. 
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efforts,  [*508]  meetings of known terrorist cells, or preparations for attacks. The next step would be to analyze all 
of the telephone metadata in order to identify patterns that correlate with past foreign terrorist activity. If such 
patterns emerged, the NSA could then search emerging data for similar patterns. Only after finding a significant 
pattern in the emerging data would the government move to targeted surveillance, most likely by tasking the FBI to 
investigate potential targets whose telephone metadata formed part of the emerging pattern.

Another NSA program, code named Co-Traveler, hints at how the NSA could engage in predictive surveillance - 
although for now, this program remains a traditional, targeting-based program. The NSA collects billions of cellular 
phone location records per day by tapping into the telephone links of major telecommunications providers, including 
some providers in the United States.  95 The NSA then uses sophisticated analytics to find "co-travelers - unknown 
associates who might be traveling with or meeting up with a known target."  96

To find these co-travelers, the NSA uses a suite of tools called "Co-Traveler Analytics."  97 For example, one tool 
"examines movements on a global scale in order to identify new suspects who might have shared … similar 
movements with a person of interest, such as passing through the same location within a 1 hour window."  98 
Another tool uses the "average travel velocity between pairs of travelers in order to determine whether it would be 
practically possible for the travelers to have traveled together."  99 Still another searches for "when targets might 
have been seen in the same city as the target over a given time frame."  100

One technique in particular signals the potential of predictive surveillance. The "DSD Co-Travel Analytic" analyzes 
location information "to predict potential points of intersection - projecting into the future all the individuals that may 
"cross paths' with a given target. Plans are also underway to identify targets based on suspicious behaviors such as 
idenHD  [*509]  tifying mobiles that are turned off right before two people meet."  101 This planned method is an 
example of a surveillance technique that is not premised on targeting a specific individual. Instead, the analysis 
identifies a behavioral pattern that the NSA believes may be associated with wrongdoing and then searches the 
data for that pattern.

With the rise of today's surveillance society,  102 the government has vast datasets at its disposal for predictive 
surveillance. First, government could collect the vast troves of data that we have shared with third parties, such as 

95  Barton Gellman & Ashkan Soltani, NSA Tracking Cellphone Locations Worldwide, Snowden Documents Show, Wash. Post, 
Dec. 4, 2013, http://www.washingtonpost.com/world/ national-security/nsa-tracking-cellphone-locations-worldwide-snowden-
documents- show/2013/12/ 04/5492873a-5cf2-11e3-bc56-c6ca94801fac_story.html.

96  How the NSA Is Tracking People Right Now, Wash. Post, http://apps.washingtonpost.com/g/page/national/how-the-nsa-is-
tracking-people-right-now/634/ (last visited Feb. 9, 2015). For a video illustrating how the NSA identifies unknown associates 
traveling with the target, see Osman Malik, How the NSA Uses Cellphone Tracking to Find and "Develop' Targets, Wash. Post 
(Dec. 4, 2013, 3:04 PM), http://www.washingtonpost.com/posttv/national/ 2013/12/04/d9114d52-5d1f-11e3-95c2-
13623eb2b0e1_video.html.

97  Ashkan Soltani & Barton Gellman, New Documents Show How the NSA Infers Relationships Based on Mobile Location Data, 
Wash. Post (Dec. 10, 2013), http://www.washingtonpost.com/blogs/the-switch/wp/2013/12/10/new-documents-show-how-the-
NSA-infers- relationships-based-on-mobile-location-data/.
98  Id. 
99  Id. 
100  Id. 

101  Id. For the NSA White Paper describing the entire suite of Co-Traveler Analytics, see Nat'l Sec. Admin., Summary of DNR 
and DNI Co-Travel Analytics (2012), available at https://s3.amazonaws.com/s3.documentcloud.org/documents/8887 
34/cotraveler-tracking-redacted.pdf.

102  Shaun B. Spencer, The Surveillance Society and the Third-Party Privacy Problem, 65 S.C. L. Rev. 373, 390-91 (2013).  
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GPS location from our phones and cars,  103 the content of our telephone calls and emails,  104 metadata about our 
telephone calls and Internet communications,  105 and mobile app activity  106 from telecommunications and ISPs. 
Second, government could collect raw data itself by, for example, imaging our license plates or our faces, whether 
from fixed video cameras, moving police cars, or airborne drones. The groundwork for this type of data collection 
already exists. Police departments across the country have already deployed automatic license plate reading 
systems, and California has become the first state to adopt digital license plates.  107 The city of Boston recently 
tested "situational awareness" software that used existing security cameras to monitor the crowds at an outdoor 
music festival.  108 Situational awareness software can monitor for  [*510]  relatively innocuous occurrences like 
unattended packages and illegally parked vehicles, or engage in facial recognition and track people as they move 
through crowds. City officials indicated the pilot project involved only the former category.  109

Predictive surveillance promises substantial benefits but poses substantial risks to privacy. The next Part explains 
why existing surveillance regulations are not calibrated to regulate predictive surveillance.

III.

 The Existing Regulatory Framework's Inability to Regulate Predictive Surveillance

A.

 The Existing Regulatory Framework Presumes That Surveillance Begins with Targeting

 Existing surveillance laws do not address predictive surveillance. Like the proverbial generals prepared to fight the 
last war, the existing system of surveillance regulation presumes that the government is targeting a specific 
suspect.

103  Am. Civil Liberties Union, You Are Being Tracked: How License Plate Readers Are Being Used to Record Americans' 
Movements 7-11 (2013), available at https://www.aclu.org/files/assets/071613-aclu-alprreport-opt-v05.pdf (reporting on 
governmental and private industry use of license plate readers); Ellen Nakashima, NSA Had Test Project to Collect Data on 
Cellphone Locations, Wash. Post, Oct. 3, 2013, at A15 (reporting testimony by General Keith Alexander, NSA Director, about 
2010 NSA test project gathering ""samples' of cellphone location data "to test the ability of its systems to handle the data format, 
but that data was not used for any other purpose'").
104  Privacy & Civil Liberties Oversight Bd., supra note 12, at 37, 40 (describing how President Bush unilaterally authorized the 
NSA to collect content of international telephone calls and emails); President's Review Grp. on Intelligence & Commc'ns 
Technologies, supra note 1, at 133-34 (describing how President Bush unilaterally authorized the NSA to conduct surveillance 
on telephone and email communications of people inside the United States). 
105  Privacy & Civil Liberties Oversight Bd., supra note 12, at 8, 37-46 (describing the bulk telephone metadata collection 
program, first pursuant to Presidential authorizations, and then pursuant to orders of the Foreign Intelligence Surveillance Court 
under Section 215 of the USA PATRIOT Act and the Foreign Intelligence Surveillance Act). 
106  James Glanz et al., Spy Agencies Tap Data Streaming from Phone Apps, N.Y. Times, Jan. 28, 2014, at A1. 

107   Am. Civil Liberties Union, supra note 103, at 12-15 (reporting on the proliferation of governmental and private industry use of 
license plate readers to collect and store hundreds of millions of datapoints that include location information about Americans' 
vehicles); Jessica Renee Napier, California to Pilot Electronic License Plates, Gov't Tech., 
http://www.govtech.com/transportation/California-to-Pilot-Electronic-License-Plates.html (Oct. 9, 2013) (describing legislative 
approval for DMV to implement electronic license plate pilot program).
108  Nestor Ramos, City Used High-Tech Tracking Software; $ 650,000 Spent at "13 Hub Event, Bos. Globe, Sept. 8, 2014, at 
B1, 13 (internal quotations omitted). The program was a pilot project in which IBM demonstrated surveillance software that the 
city was considering purchasing. Id. The city did not disclose the project's existence; the project only came to light when an IBM 
employee uploaded data about the project to a public server. Id. 
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The Supreme Court's Fourth Amendment jurisprudence begins by evaluating the target's expectation of privacy.  
110 If the target enjoys no reasonable expectation of privacy in the information at issue, then the Fourth Amendment 
does not apply.  111 This inquiry, of course, requires that the government select a specific target. Similarly, the 
Fourth Amendment requires that a warrant issue only upon probable cause to believe the target is involved in 
criminal activity or that the search will reveal evidence of criminal activity.  112 Even in the domestic context, the 
Fourth Amendment still requires a showing of probable cause, although that standard may be less restrictive than in 
the law enforcement context.  113

Like the constitutional framework, the statutes regulating surveillance also presume that government's first step is to 
choose a target. For example, to conduct electronic surveillance under FISA, the government must show that "the 
target … is a foreign power or an agent of a foreign power."  114 Although FISA requires a lower showing to obtain 
business records, that showing is still target specific. The government must demonstrate "reasonable grounds to 
believe that the tangible things sought are relevant to an authorized investigation[,] … to obtain foreign  [*511]  
intelligence information[,] … or to protect against international terrorism."  115

The Electronic Communications Privacy Act also requires an assessment of the government's targeting decision. 
To intercept wire or electronic communications, law enforcement must show probable cause to believe that the 
target has committed or will commit a specified offense.  116 To compel an ISP to produce subscriber information, 
the government must produce "specific and articulable facts showing that there are reasonable grounds to believe 
that the … records or other information sought … are relevant and material to an ongoing criminal investigation."  
117

This targeting-based approach to surveillance regulation cannot adapt to a predictive surveillance model in which 
the first step is to analyze all the data for patterns that could yield individualized suspicion. The next Part explains 
why the government should not attempt to fit the square peg of predictive surveillance into the round hole of 
targeting-based surveillance regulation.

B.

 The Perils of Shoehorning Predictive Surveillance into the Traditional Regulatory Framework

1.

 The Risk of Rejection Without Regard for the Potential Value of Predictive Surveillance

 There are three reasons why the government should not force predictive surveillance into the traditional regulatory 
framework. First, a literal application of targeting-based regulation to predictive surveillance might result in its 
summary rejection, regardless of the benefits that predictive surveillance might provide. Imagine, for example, that 

109  Id. 

110   Katz v. United States, 389 U.S. 347, 361 (1967) (Harlan, J., concurring). 
111  Id. 

112   Dunaway v. New York, 442 U.S. 200, 213 (1979).  

113   United States v. U.S. District Court (Keith), 407 U.S. 297, 321-22 (1972).  

114   50 U.S.C. § 1805(a)(2)(A) (2012). 
115  Id. § 1861(b)(2)(A). 

116   18 U.S.C. § 2518(3)(a) (2012). 
117  Id. § 2703(d). 
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the NSA's bulk telephone metadata collection program were designed differently; that it collected all telephone 
metadata and then analyzed that data to find patterns associated with past terrorist activity. If successful, such a 
program could provide a valuable tool in attempts to thwart future terrorist attacks. However, a literal application of 
Section 215 of the Patriot Act could foreclose such a tool entirely.

Under Section 215,  118 the government may not obtain business records under FISA without showing "reasonable 
grounds to believe that the tangible things sought are relevant to an authorized investigation … to obtain foreign 
intelligence information not concerning a United States person or to protect against international terrorism or 
clandestine intelliHD  [*512]  gence activities."  119 If the government sought an order for all telephone metadata 
records to facilitate predictive surveillance, the court could reasonably hold that every citizen's records could not 
possibly be relevant to an authorized investigation. Instead, the court could reason that, until the government has a 
specific target in mind, there cannot be any authorized investigation. Similarly, the court could reason that, if every 
record of every telephone call were deemed relevant, then the term relevant would be stretched beyond 
recognition. And finally, the court could reason that Congress intended the relevance provision to limit Section 215 
orders to instances of particularized suspicion for an ongoing investigation and did not intend the term to authorize 
a fishing expedition.  120

2.

 The Risk of Authorizing a Highly Intrusive Surveillance Program Without Adequate Safeguards

 On the other hand, if the government successfully shoehorned predictive surveillance into the existing regulatory 
scheme, it could put privacy at substantial risk. The traditional regulatory scheme lacks the necessary safeguards to 
guard against the unique risks of predictive surveillance. The Section 215 bulk metadata collection program offers 
an excellent illustration of how this risk could arise.

For many years, the only court to consider whether Section 215 authorizes bulk collection was the Foreign 
Intelligence Surveillance Court, which upheld bulk collection under Section 215.  121 As a result, the NSA now has a 
five-year database of American citizens' telephone records.  122 Yet the available evidence suggests that Congress 
never intended Section 215 to authorize such vast data collection. Instead, according to Representative James 
Sensenbrenner, a former Republican House member  [*513]  and the drafter of the USA PATRIOT Act, Congress 
intended to prevent the government from using Section 215 to engage in bulk collection.  123 For example, when 

118  USA PATRIOT Act § 215, 50 U.S.C. § 1861 (2012). 
119  Id. § 1861(b)(2)(A). 

120  These arguments were advanced by the ACLU and by former Representative, and USA PATRIOT Act drafter, James 
Sensenbrenner, in ACLU v. Clapper. Plaintiffs' Memorandum of Law in Opposition to Defendants' Motion to Dismiss at 9-15, 
ACLU v. Clapper, 959 F. Supp. 2d 724 (S.D.N.Y. 2013), vacated, 785 F.3d 787 (2d Cir. 2015) (No. 13 Civ. 3994 (WHP)); Brief 
Amicus Curiae of Congressman F. James Sensenbrenner, Jr. in Support of Plaintiffs at 4-6, Clapper, 959 F. Supp. 2d 724 (No. 
13 Civ. 3994 (WHP)). The court in Clapper, however, rejected these arguments and held that the Section 215 bulk telephone 
metadata collection met the "relevant to an authorized investigation" standard.  Clapper, 959 F. Supp. 2d at 746-49. The Foreign 
Intelligence Surveillance Court reached a similar decision. In re Application of the FBI for an Order Requiring the Prod. of 
Tangible Things from [Redacted], No. BR 13-109, 2013 WL 5741573, at 6-7 (FISA Ct. Aug. 29, 2013). 

121  See In re Application of FBI, 2013 WL 5741573, at 9-10. In the wake of the Snowden disclosures, the Southern District of 
New York reached the same conclusion as the FISC and held that the bulk telephone metadata collection met Section 215's 
"relevant to an authorized investigation" standard.  Clapper, 959 F. Supp. 2d at 746-49 (dismissing plaintiffs' complaint). The 
Second Circuit, however, vacated the District Court's order and held that Section 215 does not authorize bulk collection of 
telephone metadata.  Clapper, 787 F.3d at 821 (holding that bulk metadata collection program violated Section 215's 
requirement that the tangible items collected be "relevant" to an "authorized investigation"). 
122  Shane, supra note 43. 
123  Brief Amicus Curiae of Congressman F. James Sensenbrenner, Jr., supra note 120, at 2-4. 
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Congress reauthorized Section 215 in 2006, five years after its enactment in 2001, Congress limited its scope.  124 
In 2001, Section 215 had only required that the records at issue be "sought for an [authorized] investigation."  125 In 
2006, Congress attempted to resolve any uncertainty by amending Section 215 to require that the records be 
"relevant to an authorized investigation."  126 In addition, the 2006 revisions added three illustrations of records that 
are presumptively relevant to an authorized investigation: records that pertain to

(i) a foreign power or an agent of a foreign power;

(ii) the activities of a suspected agent of a foreign power who is the subject of such authorized investigation; or

(iii) an individual in contact with, or known to, a suspected agent of a foreign power who is the subject of such 
authorized investigation. 127

 None of these examples are consistent with the notion that every American's telephone records are "relevant" to 
an ongoing investigation.

Because Congress did not intend bulk collection under Section 215, the law lacks the institutional safeguards 
necessary to protect such a sensitive dataset. First, given the unprecedented scope of the telephone records 
database, the executive branch should not be in charge of developing its own minimization procedures. Yet under 
Section 215, with regard to any nonpublic information obtained about a U.S. person, the Attorney General is 
responsible for drafting the minimization procedures that will, presumably, prevent abuse and misuse by the 
executive.  128 And nothing prevents the Attorney General from scaling back the minimization procedures over time. 
Section 215 required that the Attorney General promulgate a general set of minimization procedures by 2006 but 
did not prevent the Attorney General from modifying those procedures from time to time.  129

Second, there is no meaningful review of the Attorney General's minimization procedures. The only entity in a 
position to examine the  [*514]  minimization procedures is the secret Foreign Intelligence Surveillance Court. 
However, the FISC's assessment of the minimization procedures is merely pro forma. Section 215 does not require 
the FISC to review the substance of those minimization procedures.  130 Instead, before issuing a Section 215 
order, the FISC need only ensure that the FBI's application "enumerates" the relevant minimization procedures.  131 
The only FISC opinion that has suggested that the FISC can review the minimization procedures for statutory 
compliance was Judge Eagan's decision, prepared and released publicly in the aftermath of the Snowden 

124  Compare USA PATRIOT Improvement and Reauthorization Act of 2005, Pub. L. No. 109-177, § 106, 120 Stat. 192, 196 
(2006) (codified as amended at 50 U.S.C. § 1861 (2012)), with H.R. Rep. No. 107-236, pt. 1, at 61 (2001). 
125  H.R. Rep. No. 107-236, at 9. Representative Sensenbrenner stated in a committee report that this meant the records had to 
be "relevant" to an ongoing foreign intelligence investigation. Id. at 61. 
126  USA PATRIOT Improvement and Reauthorization Act § 106. 

127  USA PATRIOT Act § 215, 50 U.S.C. § 1861(b)(2)(A) (2012). 
128  Section 215 requires the Attorney General to adopt procedures that "minimize the retention, and prohibit the dissemination, 
of nonpublicly available information concerning unconsenting United States persons consistent with the [Government's] need … 
to obtain, produce, and disseminate foreign intelligence information." Id. § 1861(g)(2)(A). 
129  See id. § 1861(g)(1). 
130  See id. § 1861(b)(2)(B), (c)(1). 
131  Id. In the unlikely event of an appeal from a Section 215 production order, even the Foreign Intelligence Surveillance Court of 
Review would merely assess whether the order met the requirements of Section 215, rather than assessing whether the 
minimization requirements satisfied the statutory mandate. Id. § 1861(f)(2)(B). 
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revelations.  132 In a pre-Snowden opinion, the FISC merely noted that the minimization procedures existed and 
were similar to procedures authorized in earlier Section 215 orders.  133 And in the earliest publicly disclosed 
Section 215 order, the FISC did not evaluate the minimization procedures at all; it simply noted their existence.  134

Third, Section 215 immunizes bulk collection from meaningful review because the only entities that can challenge 
the bulk collection are the parties receiving the collection orders: the telecommunications companies.  135 The 
hundreds of millions of Americans whose records are collected and potentially queried cannot dispute the collection 
order under the statute.  136 To date, no telecommunications company has challenged a Section 215 order.  137 Nor 
are such challenges in the telecommunications companies' best interest, given that they compete for substantial 
government contracts.  138 And even if a telecommunications company chalHD  [*515]  lenged a collection order, 
that challenge would be conducted secretly, under seal.  139 Even the existence of the collection order is secret; 
recipients of collection orders are prohibited from disclosing that they have received an order.  140

Fourth, Section 215 did not require sufficient disclosure to Congress to facilitate meaningful congressional 
oversight. Section 215 merely requires annual reporting to the House and Senate Select Committees on 
Intelligence and the Senate Judiciary Committee of (1) the number of production orders requested, (2) the number 
of production orders granted, modified, or denied, and (3) the number of production orders granted, modified, or 
denied, that related to library records, firearms sales, tax returns, educational records, and medical records 
containing personally identifying information.  141 Section 215 also requires annual reports to Congress as a whole 
of the total number of production orders requested, granted, modified, and denied.  142 But neither of these reports 
requires disclosure of the massive volume of information to be collected. Just a few production requests could yield 
phone records concerning hundreds of millions of Americans.

Representative Sensenbrenner's Amicus Brief in ACLU v. Clapper  143 explained why these minimal reporting 
obligations failed to apprise Congress of the scope of the bulk collection program under Section 215. Throughout 
the entire program, the only report that even hinted at the massive nature of the program was a five-page report 

132  In re Application of the FBI for an Order Requiring the Prod. of Tangible Things from [Redacted], No. BR 13-109, 2013 WL 
5741573, at 3 (FISA Ct. Aug. 29, 2013) (stating that FISA court "may not authorize the production [under Section 215] if the 
minimization procedures are insufficient"). 
133  In re Application of the FBI for an Order Requiring the Prod. of Tangible Things from [Redacted], No. BR 09-13, 2009 WL 
9150914, at 1 (FISA Ct. Sept. 3, 2009) (noting that the government's application enumerated the minimization procedures, and 
the procedures were "similar to the minimization procedures approved and adopted as binding" in an earlier Section 215 
authorization). 
134  In re Application of the FBI for an Order Requiring the Prod. of Tangible Things from [Redacted], No. BR 06-05, 2006 WL 
7137486, at 2 (FISA Ct. Aug. 18, 2006) (ordering that use of the bulk telephone metadata "shall occur solely according to the 
procedures described in the application"). 

135   50 U.S.C. § 1861(f). 

136   ACLU v. Clapper, 959 F. Supp. 2d 724, 741 (S.D.N.Y. 2013) ("Section 215 does not provide for any person other than a 
recipient of an order to challenge the orders' legality or otherwise participate in the process."). 
137  In re Application of the FBI for an Order Requiring the Prod. of Tangible Things from [Redacted], No. BR 13-109, 2013 WL 
5741573, at 5 (FISA Ct. Aug. 29, 2013). 
138  Telecommunications companies certainly have cause for concern. When Quest Communications refused the Bush 
Administration's request to voluntarily participate in a warrantless telephone surveillance program in early 2001, the government 
reportedly cancelled a lucrative NSA contract in retaliation. Ellen Nakashima & Dan Eggen, Former CEO Says U.S. Punished 
Phone Firm, Wash. Post, Oct. 13, 2007, at A01. 

139   50 U.S.C. § 1861(f)(5). 
140  Id. § 1861(d). The only exceptions to this gag order are for disclosures necessary to comply with the order, disclosures to an 
attorney to obtain legal advice concerning the order, and disclosures specifically permitted by the FBI. Id. 
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made available to members of Congress to read in a secure location in 2009 and 2011.  144 That report was merely 
a summary and did not disclose any of the FISC orders.  145 "Moreover, the report was not made available to 
House Members in 2011."  146 The one sentence hinting at the scope of collection read as follows: "The orders 
generally require production of the business records (as described above) relating to substantially all of the 
telephone calls handled by the companies, including both calls made between the United States and a foreign 
country and calls made entirely within the United States."  147

 [*516]  In sum, by forcing a mass-collection program into the traditional model of surveillance regulation, the 
executive branch left the people inadequately protected.

3.

 The Risk of Authorizing a Highly Intrusive Surveillance Scheme with No Political Mandate

 A third reason not to shoehorn predictive surveillance techniques into existing legislative schemes is the absence 
of political support. Again, the Section 215 bulk telephone metadata collection helps illustrate this risk. Snowden's 
revelation of the Section 215 program generated substantial public outcry.  148 That outcry stemmed partly from the 
secret nature of the Section 215 program and the other programs that Snowden disclosed.

This Article does not advocate that Congress enact the regulatory scheme described below. Instead, the Article 
explores whether such a scheme could be constitutional and how such a scheme should be constructed. But part of 
the value of enacting legislation targeted at this new form of surveillance would flow from the public debate that 
would take place. Congress would ensure that the public had the opportunity to voice its approval, or disapproval, in 
light of the proposed security benefits. Today, in the wake of the surprising Snowden disclosures, public support for 
authorizing predictive surveillance programs seems highly unlikely. But developments in both technology and 
security may change public perception over time.

IV.

 The Constitutionality of Predictive Surveillance in Antiterrorism Investigations

 A new regulatory framework is necessary to accommodate the unique needs and risks associated with predictive 
surveillance. This framework should recognize that there are multiple stages to Big Data analysis. A framework to 
regulate predictive surveillance must recognize the analytical distinctions between collecting the data, building a 

141  Id. § 1862(b). 
142  Id. § 1862(c). 

143   959 F. Supp. 2d 724 (S.D.N.Y. 2013).  

144  Brief Amicus Curiae of Congressman F. James Sensenbrenner, Jr. in Support of Plaintiffs, supra note 120, at 9. 
145  Id. 
146  Id. 
147  Id. at 9 n.3 (quoting the defendant's motion to dismiss) (internal quotation marks omitted). 

148  See, e.g., Pew Research Center, Obama's NSA Speech Has Little Impact on Skeptical Public 1 (2014), available at 
http://www.people-press.org/files/legacy-pdf/1-20-14%20NSA%20Release.pdf (reporting Pew Research Center/USA Today poll 
finding that 53% of Americans oppose the NSA's bulk telephone and Internet metadata collection programs, while only 40% 
support them); Adam Gabbatt, Protestors Rally for "The Day We Fight Back' Against Mass Surveillance, The Guardian (Feb. 11, 
2014 1:12 PM), http://www.theguardian.com/world/2014/feb/11/day-fight-back-protest-nsa-mass-surveillance (discussing 
international protest of mass surveillance programs that involved tens of thousands of calls and emails to Congress, physical 
protests planned in fifteen countries, and participation by leading technology companies such as Google, Facebook, and 
Microsoft).
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predictive model, and using that model to target an investigation. At the same time, the framework must also 
recognize and guard against the very real risks posed by predictive surveillance.

 [*517] 

A.

 Deciding Whether the Initial Data Collection Constitutes a Fourth Amendment Search

1.

 Data Collected from Third Parties

 The NSA could use predictive analytics on data that the government collects from third parties or on data that the 
government collects on its own.  149 For data collected from third parties, the Fourth Amendment may not apply at 
all. Currently, under the third-party doctrine, one cannot expect privacy in information shared with third parties, 
"even if the information is revealed on the assumption that it will be used only for a limited purpose and the 
confidence placed in the third party will not be betrayed."  150 For example, in Smith v. Maryland,  151 police 
suspected Smith of robbery and of placing obscene and harassing phone calls to the robbery victim.  152 The police 
asked the telephone company to install a pen register  153 at the company's central offices to record the numbers 
dialed from the phone in Smith's home.  154 The pen register revealed a call to the victim's home, and police 
subsequently obtained a warrant to search Smith's home.  155 At trial, Smith moved to suppress all evidence 
obtained and derived from the pen register.  156 The trial court denied the motion and convicted Smith after a bench 
trial.  157

The Supreme Court held that Smith had no reasonable expectation of privacy in the numbers that he dialed.  158 
The Court reasoned that "all telephone users realize that they must "convey' phone numbers to the telephone 
company" when they make a call and that the phone company records the numbers dialed and uses them for a 
variety of reasons.  159 Smith, therefore, "assumed the risk" that the telephone company would reveal to the police 
the numbers that he dialed.  160

149  See supra Part II.B.3. 

150   United States v. Miller, 425 U.S. 435, 443 (1976) (citing United States v. White, 401 U.S. 745, 752 (1971); see also Hoffa v. 
United States, 385 U.S. 293, 302 (1966);  Lopez v. United States, 373 U.S. 427, 438 (1963)).  

151   442 U.S. 735 (1979).  

152   Id. at 737.  

153   Id. at 735. The Court noted that "[a] pen register is a mechanical device that records the numbers dialed on a telephone by 
monitoring the electrical impulses caused when the dial on the telephone is released. It does not overhear oral communications 
and does not indicate whether calls are actually completed." Id. at 736 n.1 (quoting United States v. N.Y. Tel. Co., 434 U.S. 159, 
161 n.1 (1977)) (internal quotation marks omitted). 
154  Id. at 737. 
155  Id. 
156  Id. 
157  Id. at 737-38. 

158  Id. at 743 (citing Katz v. United States, 389 U.S. 347, 361 (1967) (Harlan, J., concurring)). 
159  Id. at 742. 
160  Id. at 745. 
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Several courts have considered whether the third-party doctrine applies to the NSA's bulk collection of telephone 
metadata from the teleHD  [*518]  communications companies. In Klayman v. Obama,  161 Judge Leon held that 
the third-party doctrine did not apply and that the plaintiff's Fourth Amendment claim was likely to succeed on the 
merits.  162 Judge Leon distinguished Smith v. Maryland because circumstances had changed since 1979.  163 
Judge Leon reasoned that "the evolutions in the Government's surveillance capabilities, citizens' phone habits, and 
the relationship between the NSA and telecom companies" justified distinguishing Smith.  164

Judge Leon relied in part on the massive aggregation of data that the bulk collection program involved.  165 He drew 
a parallel to United States v. Jones,  166 where five Justices emphasized the significance of aggregating GPS data 
about a target.  167 Prior to Jones, the Court had held in United States v. Knotts  168 that tracking the defendant's 
car on a public highway did not violate the Fourth Amendment because there was no expectation of privacy in one's 
travels on public roads.  169 In Jones, however, the Court reached the opposite result.  170 Five Justices reasoned 
that law enforcement conducted a Fourth Amendment search by using a GPS tracking device to track the 
defendant's vehicle twenty-four hours a day for a month.  171 These five Justices relied on the aggregation of data 
over a month to find that the tracking violated a reasonable expectation of privacy.  172

Judge Leon applied the same aggregation idea to distinguish Klayman from Smith v. Maryland. The pen register in 
Smith only tracked a single defendant's telephone metadata for a day.  173 But the Section 215 bulk collection 
program built a comprehensive, five-year record of Americans' phone calls.  174 For Judge Leon, this was a 
difference not merely in degree, but in kind.  175

 [*519]  On the other hand, the Southern District of New York and the Foreign Intelligence Surveillance Court have 
held that the third-party doctrine shields the bulk metadata collection program from Fourth Amendment scrutiny.  176 
In ACLU v. Clapper, Judge Pauley of the Southern District of New York held that the bulk metadata collection 
program was analogous to the pen register upheld in Smith v. Maryland, which applied the third-party doctrine to 

161   957 F. Supp. 2d 1 (D.D.C. 2013), vacated on other grounds, 800 F.3d 599 (D.C. Cir. 2015) (reversing preliminary injunction 
based on plaintiffs' failure to demonstrate likelihood of success on standing issue). 

162   Id. at 37, 41.  

163   Id. at 31-37.  

164   Id. at 31.  

165   Id. at 32.  

166   132 S. Ct. 945 (2012).  

167   Klayman, 957 F. Supp. 2d at 31 (citing Jones, 132 S. Ct. at 956 (Sotomayor, J., concurring); Jones, 132 S. Ct. at 964 (Alito, 
J., concurring joined by Ginsburg, Breyer & Kagan, JJ.)). 

168   460 U.S. 276 (1983).  

169   Id. at 281.  

170  See 132 S. Ct. at 954-56 (Sotomayor, J., concurring); id. at 964 (Alito, J., concurring). 

171   Id. at 954-56 (Sotomayor, J., concurring); id. at 958, 964 (Alito, J., concurring). 

172   Id. at 956 (Sotomayor, J., concurring) (stating that people do not "reasonably expect that their movements will be recorded 
and aggregated in a manner that enables the Government to ascertain, more or less at will, their political and religious beliefs, 
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telephone numbers that the defendant dialed.  177 Judge Pauley rejected the idea that building a massive database 
of every American's telephone records for the past five years changed the analysis: "The collection of breathtaking 
amounts of information unprotected by the Fourth Amendment does not transform that sweep into a Fourth 
Amendment search."  178 Judge Pauley also rejected the ACLU's argument that the database gave the government 
a "rich mosaic" of each person's life.  179 Judge Pauley reasoned that merely collecting the numbers did not paint 
that mosaic because the government cannot query the database without tying that query to an approved target.  180 
Moreover, the results of the query simply tell the government who has had telephone calls with the target - but not 
who uses those telephone numbers.  181 The Foreign Intelligence Surveillance Court engaged in a very similar 
analysis of the issue when it approved a production order under the Section 215 bulk telephone metadata collection 
program.  182

This Article proposes that the third-party doctrine should not apply to the type of mass collection necessary for 
predictive analytics. As I have argued elsewhere, the third-party doctrine is flawed because it represents an "all or 
nothing" approach to privacy that ignores reality in several significant ways.  183 First, the third-party doctrine fails to 
distinguish third parties as ends from third parties as means.  184 In the case that  [*520]  first gave rise to the third-
party doctrine, United States v. Miller,  185 the Court relied on its earlier "misplaced trust" cases.  186 Under those 
cases, the Court warned that people who share information with acquaintances take risk that those acquaintances 
may abuse their trust and tell others, including the police.  187 But by extending that logic to the telephone numbers 
dialed in Smith v. Maryland,  188 the Court ignored the difference between ends and means. In the misplaced trust 
cases, the communication to an untrustworthy acquaintance is both end and means. But the telephone company's 
record of the numbers that I dialed are merely the means to a different end - the communication with an 
acquaintance.  189

sexual habits, and so on"); id. at 964 (Alito, J., concurring) (stating that society does not expect law enforcement to "secretly 
monitor and catalogue every single movement of an individual's car for a very long period"). 

173   Smith v. Maryland, 442 U.S. 735, 737 (1979).  

174   Klayman, 957 F. Supp. 2d at 32.  

175   Id. at 32-37.  

176   ACLU v. Clapper, 959 F. Supp. 2d 724, 749-52 (S.D.N.Y. 2013), vacated, 785 F.3d 787 (2d Cir. 2015) (holding that Section 
215 did not authorize bulk collection); In re Application of the FBI for an Order Requiring the Prod. of Tangible Things from 
[Redacted], No. BR 13-109, 2013 WL 5741573, at 2-3 (FISA Ct. Aug. 29, 2013). 

177   Clapper, 959 F. Supp. 2d at 749-50, 752.  

178   Id. at 752. This sentiment, however, ignores the approach of five Justices in United States v. Jones. For those Justices, 
short-term tracking of one's public movements did not trigger the Fourth Amendment, but long-term tracking of those same 
movements did.  Jones, 132 S. Ct. at 957-58, 964 (Alito, J., concurring joined by Ginsburg, Breyer & Kagan, JJ.); id. at 954-56 
(Sotomayor, J., concurring) (agreeing with Justice Alito that long-term GPS tracking violates the Fourth Amendment's 
reasonable expectation of privacy). 

179   Clapper, 959 F. Supp. 2d at 750-53.  

180   Id. at 750-52.  

181   Id. at 751.  
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Second, the third-party doctrine ignores what I have called the "anti-aggregation norm."  190 This visceral, societal 
fear of pervasive surveillance is a common theme in both literature and legal commentary.  191 And it figured 
prominently in the concurring opinions that rejected long-term, warrantless GPS tracking in United States v. Jones. 
Justice Alito reasoned that people simply do not expect that the government can "secretly monitor and catalogue 
every single movement of an individual's car for a very long period."  192 And Justice Sotomayor reasoned that 
people should not have to "expect that their movements will be recorded and aggregated in a manner that enables 
the Government to ascertain, more or less at will, their political and religious beliefs, sexual habits, and so on."  193

The anti-aggregation norm also lies at the heart of Riley v. California,  194 where the Court rejected law 
enforcement's attempt to subject cell phone data to the search incident to arrest doctrine.  195 Under that doctrine, 
when law enforcement officers arrest a suspect, they may search personal property on the arrestee's person or 
within his immediate control without a warrant.  196 This exception to the probable cause requirement exists for two 
reasons: (1) to protect the arresting officers from  [*521]  harm, and (2) to prevent the destruction of evidence.  197 
The Court distinguished cell phones for several reasons. First, the Court reasoned that searching a cell phone 
would not serve the doctrine's purposes, because a cell phone neither threatens officer safety nor triggers a need to 
preserve evidence.  198 Second, the Court reasoned that the vast aggregation of data found within a cell phone 
rendered a cell phone search far more intrusive than a physical search of objects on one's person.  199 As the Court 
explained:

[A] cell phone search would typically expose to the government far more than the most exhaustive search of a 
house: A phone not only contains in digital form many sensitive records previously found in the home; it also 
contains a broad array of private information never found in a home in any form - unless the phone is. 200

 Finally, the third-party doctrine rests on a flawed assumption that the third-party disclosure constitutes consent for 
further use of the information disclosed.  201 In United States v. Miller, the Court relied on the notion that bank and 

182  See In re Application of the FBI for an Order Requiring the Prod. of Tangible Things from [Redacted], No. BR 13-109, 2013 
WL 5741573, at 2-3 (FISA Ct. Aug. 29, 2013). The circuit courts may never reach the Fourth Amendment issue because Section 
215 sunset on June 1, 2015, and was replaced by the USA FREEDOM Act, which prohibits bulk collection and takes effect on 
November 28, 2015. See Uniting and Strengthening America by Fulfilling Rights and Ensuring Effective Discipline Over 
Monitoring Act of 2015, Pub. L. No. 114-23, 129 Stat. 268;  In re Application of the FBI, Bankr. No. 15-75, 2015 WL 5637562, at 
4-5 (FISA Ct. June 29, 2015). 
183  Spencer, supra note 102, at 401. 
184  Id. at 401-02. 

185   425 U.S. 435 (1976).  

186   Id. at 443-44 (1976) (citing United States v. White, 401 U.S. 745, 751-52 (1971);  Hoffa v. United States, 385 U.S. 293, 302 
(1966);  Lopez v. United States, 373 U.S. 427, 438 (1963)).  

187   White, 401 U.S. at 751-52;  Hoffa, 385 U.S. at 302;  Lopez, 373 U.S. at 438.  

188  See Smith v. Maryland, 442 U.S. 735, 741-46 (1979).  

189  See Commonwealth v. Augustine, 4 N.E.3d 846, 861-63 (Mass. 2014) (refusing to apply the third-party doctrine to cell site 
location information because individuals do not intend to voluntarily transmit their location to the cell service provider when 
making a call and location information bears no relation to the communicative purpose of the call). 
190  Spencer, supra note 102, at 402-03 (discussing privacy themes in George Orwell's Nineteen Eighty-Four and Franz Kafka's 
The Trial). 
191  Id. 
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telephone customers voluntarily assume the risk that third parties will disclose their information.  202 If this 
reasoning ever justified an all-encompassing third-party doctrine, it does not hold true today. First, consumers do 
not have a meaningful choice about whether to use services that involve exchanging data with third parties.  203 
And second, even if consumers had a choice, they would lack the information needed to exercise that choice.  204

Given the risks posed by mass-surveillance programs, Judge Leon's approach would offer much-needed privacy 
protection. As described below, if predictive surveillance programs are subject to Fourth Amendment scrutiny, they 
would likely survive if used for antiterrorism purposes, but not if used for ordinary law enforcement purposes.  205

2.

 Data Collected in Public Spaces

 For information that the government collects on its own, such as video of license plates or people's faces in public 
spaces, there is no third-party doctrine issue. Instead, the initial question would be whether people enjoy any 
reasonable expectation of privacy in information exposed to the public. On this issue, the Supreme Court's decision 
in United States v. Jones would again be instructive.

 [*522]  Proponents of predictive surveillance could rely on the proposition, tracing back to Katz v. United States,  
206 that people enjoy no expectation of privacy in information that they knowingly expose to public view.  207 Based 
on Katz and subsequent cases, these proponents could argue that one has no reasonable expectation of privacy in 
one's license plate or face, at least when exposed to public view. Opponents of predictive surveillance, however, 
could emphasize the massive aggregation of data that such programs require. In United States v. Jones, the thirty-
day aggregation of location data about a single individual was enough to overcome the general rule that one lacks 
an expectation of privacy in public spaces.  208 But the aggregation in Jones would pale in comparison to the 
massive aggregation necessary for predictive surveillance. For example, the Section 215 program collected and 

192   United States v. Jones, 132 S. Ct. 945, 964 (2012) (Alito, J., concurring). 

193   Id. at 956 (Sotomayor, J., concurring); accord Augustine, 4 N.E.3d at 862-63 (declining to apply the third-party doctrine to 
cell site location data obtained from a cell phone provider and reasoning that "even CSLI limited to the cell site locations of 
telephone calls made and received may yield a treasure trove of very detailed and extensive information about the individual's 
"comings and goings' in both public and private places"). 

194   134 S. Ct. 2473 (2014).  

195   Id. at 2485.  

196   Id. at 2482-84.  

197   Id. at 2483-84.  

198   Id. at 2485-87.  

199   Id. at 2488-91.  

200   Id. at 2491.  
201  Spencer, supra note 98, at 404-05. 

202   425 U.S. 435, 442-43 (1976).  
203  Spencer, supra note 98, at 404-05. 
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stored five years of metadata on American telephone users' calls.  209 Similarly, a national network of automatic 
license plate readers could create a catalog of where every car in the country traveled for as long as the program 
operated.  210 Gathering these searchable dossiers of location data on all drivers would likely be enough to trigger a 
Fourth Amendment search.

As discussed in the next section, finding that the initial data collection constitutes a Fourth Amendment search does 
not end the inquiry. The court must next determine whether the collection of such information in an antiterrorism 
investigation is a reasonable search under the circumstances.

B.

 Applying the Fourth Amendment's Reasonableness Requirement in Antiterrorism Investigations

1.

 The Keith Case and Domestic Security Investigations

 In the law enforcement context, reasonableness under the Fourth Amendment generally requires that officers 
obtain a warrant supported by probable cause that the search will reveal evidence of a particular crime.  211 In the 
context of domestic security and foreign intelligence investigations, however, the reasonableness requirement is 
more nuanced.

The Supreme Court discussed how the Fourth Amendment applies beyond ordinary law enforcement investigations 
in United States v. United States District Court (the Keith case).  212 The government investigated the defendant, 
Plamondon, in connection with the bombing of a CIA  [*523]  office in Michigan.  213 During the investigation, the 
government engaged in warrantless wiretapping of Plamondon's phone.  214 Rather than obtain court approval, "the 
Attorney General approved the wiretaps "to gather intelligence information deemed necessary to protect the nation 
from attempts of domestic organizations to attack and subvert the existing structure of the Government.'"  215

204  Id. at 405-06. 
205  See infra Part IV.B.2. 

206   389 U.S. 347 (1967).  

207   Id. at 351.  

208   132 S. Ct. 945, 955-57 (2012) (Sotomayor, J., concurring); id. at 964 (Alito, J., concurring). 
209  Shane, supra note 43. 

210  For a discussion of widespread uses of automatic license plate readers, see generally Am. Civil Liberties Union, supra note 
103, at 7-15. 

211   United States v. Leon, 468 U.S. 897, 913-15 (1984).  

212   407 U.S. 297 (1972).  

213   Id. at 299.  

214   Id. at 300-01.  

215   Id. at 300.  
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On the facts before it, the Court held that the government should have obtained prior judicial approval for the 
wiretaps, although the Court did not specify exactly what form that prior approval had to take.  216 More broadly, the 
Court recognized that domestic security investigations involve different interests than law enforcement 
investigations.  217 In domestic security investigations, targets may be more difficult to identify, investigations may 
be less precise, and the emphasis is often on preventing harmful acts or preparing for a future crisis.  218

In light of those differences, the Court reasoned, the Fourth Amendment may apply more flexibly in domestic 
security investigations than in law enforcement investigations.  219 The procedures must be "reasonable both in 
relation to the legitimate need of Government for intelligence information and the protected rights of our citizens."  
220 The "application and affidavit showing probable cause need not follow the exact requirements of [the Wiretap 
Act] but should allege other circumstances more appropriate to domestic security cases."  221 Ultimately, the Court 
held that the type of domestic surveillance at issue - wiretaps - required prior judicial approval "in accordance with 
such reasonable standards as the Congress may prescribe."  222

Although the Court expressed no opinion on "the scope of the President's surveillance power with respect to the 
activities of foreign powers, within or without this country,"  223 lower courts have recognized a foreign intelligence 
exception to the warrant requirement.  224 However, mass-collection programs would largely involve data about 
ordinary  [*524]  Americans in the United States, rather than individuals overseas or agents of foreign powers. For 
example, as the FISC itself has observed, under the Section 215 bulk telephone metadata program, "the vast 
majority of the call-detail records provided are expected to concern communications that are (i) between the United 
States and abroad; or (ii) wholly within the United States, including local telephone calls."  225 For that reason, 
predictive surveillance programs cannot credibly fall within the foreign intelligence exception.

No court to date has applied the Keith domestic security approach to bulk data collection, as opposed to targeted 
surveillance. Although the Foreign Intelligence Surveillance Court repeatedly issued Section 215 orders, it appears 
that the FISC simply relied on the argument that the third-party doctrine removed the metadata from the Fourth 
Amendment entirely. For example, Judge Eagan's opinion in the wake of the Snowden disclosure considered only 

216   Id. at 323-24.  

217   Id. at 322.  
218  Id. 

219   Id. at 322-23.  
220  Id. 

221   Id. at 323.  

222   Id. at 323-24.  

223   Id. at 308.  

224  See, e.g., In re Directives [redacted text] Pursuant to Section 105B of the Foreign Intelligence Surveillance Act, 551 
F.3d 1004, 1011 (FISA Ct. Rev. 2008) ("Applying principles derived from the special needs cases, we conclude that this type of 
foreign intelligence surveillance possesses characteristics that qualify it for such an exception."); United States v. Truong Dinh 
Hung, 629 F.2d 908, 913 (4th Cir. 1980) ("The needs of the executive are so compelling in the area of foreign intelligence, unlike 
the area of domestic security, that a uniform warrant requirement would, following Keith, "unduly frustrate' the President in 
carrying out his foreign affairs responsibilities."). 
225  In re Application of the FBI for an Order Requiring the Prod. of Tangible Things from [Redacted], No. BR 06-05, 2006 WL 
7137486, at 1 n.1 (FISA Ct. Aug. 18, 2006). 
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third-party doctrine and held that the collection did not constitute a Fourth Amendment search.  226 Similarly, 
although both Judge Leon and Judge Pauley assessed the constitutionality of the bulk telephone metadata 
program, neither of them considered the Keith case's Fourth Amendment framework.  227 Judge Pauley did not 
reach the question of how to apply the Fourth Amendment's warrant requirement because he held that the 
metadata were subject to the third-party doctrine.  228 And after Judge Leon distinguished Smith v. Maryland and 
rejected the third-party doctrine as inapplicable to bulk telephone metadata collection, he did not consider how the 
Keith case framework might apply.  229 Instead, Judge Leon relied on cases holding that warrantless searches 
could be authorized in cases of special needs beyond ordinary law enforcement.  230 Here, although Judge Leon 
recognized antiterrorist investigations as a special need, he reasoned that there was no need to collect the 
metadata in bulk.  231 It could achieve the same results by seeking targeted orders from each of the 
telecommunications providers.  232

2.

 Suspicionless Searches and Special Needs Cases

 Given the dearth of authority, a court reviewing a predictive surveillance program would have to consider how the 
Court has treated other  [*525]  suspicionless surveillance practices. Ordinarily, a search is unreasonable without 
particularized suspicion.  233 The Court, however, has recognized that "special needs" beyond ordinary law 
enforcement can justify exceptions to the particularized suspicion requirement.  234 The Court's suspicionless 
checkpoint cases offer a useful analogy to predictive surveillance.  235

Although the Court rejected suspicionless checkpoints for ordinary law enforcement purposes,  236 the Court 
approved checkpoints that served special government interests such as border enforcement and deterring drunk 
driving.  237 For example, in United States v. Martinez-Fuerte,  238 the Court considered Fourth Amendment 
challenges to immigration checkpoints on highways less than 100 miles from the Mexican border.  239 To determine 

226  In re Application of the FBI for an Order Requiring the Prod. of Tangible Things from [Redacted], No. BR 13-109, 2013 WL 
5741573, at 2-3 (FISA Ct. Aug. 29, 2013). 

227  See ACLU v. Clapper, 959 F. Supp. 2d 724, 749-52 (S.D.N.Y. 2013), vacated, 785 F.3d 787 (2d Cir. 2015);  Klayman v. 
Obama, 957 F. Supp. 2d 1, 30-42 (D.D.C. 2013), vacated, 800 F.3d 599 (D.C. Cir. 2015).  

228   Clapper, 959 F. Supp. 2d at 749-52.  

229   Klayman, 957 F. Supp. 2d at 30-42.  

230   Id. at 38-39.  

231   Id. at 39-41.  

232   Id. at 40-41.  

233  See, e.g., Chandler v. Miller, 520 U.S. 305, 308 (1997).  

234  For example, the Court's drug testing cases involve suspicionless searches based on "special needs, beyond the normal 
need for law enforcement." E.g., Vernonia School Dist. 47J v. Acton, 515 U.S. 646, 653 (1995) (quoting Griffin v. Wisconsin, 483 
U.S. 868, 873 (1987)) (upholding random drug testing of student-athletes); Nat'l Treasury Emps. Union v. Von Raab, 489 U.S. 
656, 665-66 (1989) (upholding drug tests for United States Customs Service employees seeking transfer or promotion to certain 
positions); Skinner v. Ry. Labor Execs. Ass'n, 489 U.S. 602, 619 (1989) (upholding drug and alcohol tests for railway employees 
involved in train accidents or found to be in violation of particular safety regulations). Administrative searches are another area 
where suspicionless searches are permitted, provided that those searches are appropriately limited. See, e.g., New York v. 
Burger, 482 U.S. 691, 702-05 (1987) (upholding warrantless administrative inspection of premises of "closely regulated" 
business); Camara v. Mun. Court of S.F., 387 U.S. 523, 534-39 (1967) (upholding administrative inspection to ensure 
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whether reasonable suspicion was required before conducting such a routine checkpoint stop, the Court balanced 
the interests at stake.  240

The Court recognized the significant governmental interest in policing the nation's borders against illegal 
immigration and drug trafficking.  241 The Court also noted that it was impractical to require reasonable suspicion for 
stops on major routes because the speed and volume of traffic rendered it impractical to give cars particularized 
study to discern  [*526]  whether they were transporting illegal aliens or drugs.  242 Thus, a requirement of 
reasonable suspicion would frustrate the government's interest.  243

In contrast, the Court found that the checkpoint stops effected a "quite limited" intrusion on Fourth Amendment 
interests because the stops required only a response to a brief question or two and production of a document 
evidencing a right to be in the United States.  244 There was no search of the vehicle's interior beyond what could 
be seen in plain view.  245 The Court distinguished roving-patrol stops as more intrusive because roving-patrol 
stops often took place at night on secluded roads and had the potential to frighten motorists.  246 In addition, routine 
checkpoint stops were less disruptive to traffic than roving-patrol stops because checkpoint locations are known to 
motorists and checkpoints involve less discretionary enforcement activity and less potential for abusive or harassing 
stops.  247

Collecting bulk data for predictive surveillance in antiterrorism investigations presents several parallels to the 
checkpoint searches in Martinez-Fuerte. First, the government interest in disrupting terrorist attacks is more 
compelling than its interest in deterring illegal immigration and drug trafficking. And requiring particularized 
suspicion before collecting bulk data would make predictive surveillance not merely impracticable, as was the case 
in Martinez-Fuerte, but impossible because predictive surveillance requires collecting all of the data first.

compliance with city housing code). Neither drug testing nor administrative searches offer a meaningful analogy to pervasive 
data collection because they are targeted at a very limited segment of the population. 

235  See In re Sealed Case, 310 F.3d 717, 745-46 (FISA Ct. Rev. 2002) (per curiam) (analogizing to Supreme Court's checkpoint 
cases to find that USA PATRIOT Act's "significant purpose" amendment to FISA did not violate Fourth Amendment). 

236   City of Indianapolis v. Edmond, 531 U.S. 32, 40-42 (2000).  

237   United States v. Martinez-Fuerte, 428 U.S. 543, 560-65 (1976) (relying on state's interest in deterring illegal immigration and 
cross-border drug trafficking to affirm suspicionless highway checkpoints); Mich. Dep't of State Police v. Sitz, 496 U.S. 444, 451, 
455 (1990) (relying on state's significant interest in deterring drunk driving to affirm brief, suspicionless stops at highway sobriety 
checkpoints so that police could detect signs of intoxication and remove impaired drivers from the road); cf.  Delaware v. Prouse, 
440 U.S. 648, 658-60 (1979) (suggesting in dicta that a generally applicable roadblock at which police could check all motorists' 
license and registration would be supported by a legitimate interest in roadway safety, rather than a general interest in law 
enforcement). 

238   428 U.S. 543 (1976).  

239   Id. at 545.  

240   Id. at 556.  

241   Id. at 556-57.  
242  Id. 

243   Id. at 557.  
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In addition, as long as the program contains the stringent safeguards described below,  248 the government could 
characterize the interference with Fourth Amendment interests as relatively minimal. Although the predictive 
analytics will search for patterns in all of the metadata, the only individuals whose data would ultimately be 
investigated would be those who match a pattern that correlates with past terrorist activity. In this regard, the initial 
data collection may be less intrusive on Fourth Amendment interests than the routine checkpoint stops in Martinez-
Fuerte, where motorists faced suspicionless detention and questioning.  249

If, however, the program lacked adequate safeguards, there would be a real risk that it could be used not merely for 
antiterrorism purposes, but for general law enforcement purposes. Such an expansion would distinguish the 
predictive surveillance program from the suspicionless checkpoints that the Court has approved in the past. 
Accordingly, predictHD  [*527]  tive surveillance must be supported by a strict regulatory system, which is proposed 
in the next Part.

V.

 A New Regulatory Framework for Predictive Surveillance in Antiterrorism Investigations

 The surveillance scandals of 2013 read like a laundry list of the public's fears about surveillance: secret 
surveillance programs, government employees abusing their access for personal reasons, and massive breaches of 
security.  250 Surveillance harms have been catalogued in many different ways, but they fall into two distinct 
categories. "Data harms" flow from the data themselves, through such mechanisms as unwanted secondary uses, 
internal abuses, and security breaches.  251 In contrast, "chilling effects" flow from the mere act of surveillance 
itself.  252 If the government were to pursue predictive surveillance programs aimed at deterring terrorism, it would 
have to create a new regulatory scheme that accounts for not only the general risks of government surveillance, but 
also the unique risks posed by predictive surveillance and the massive databases that it requires.

A.

 Regulating Bulk Data Collection and the Use of Predictive Analytics

244   Id. at 557-58.  

245   Id. at 558.  
246  Id. 

247   Id. at 559.  
248  See infra Part V. 

249   428 U.S. at 561-63.  

250  See generally Siobhan Gorman, NSA Officers Spy on Love Interests, Wall St. J. (Aug. 23, 2013, 8:45 PM), 
http://blogs.wsj.com/washwire/2013/08/23/nsa-officers-sometimes-spy-on-love-interests/; Glenn Greenwald et al., Edward 
Snowden: The Whistleblower Behind the NSA Surveillance Revelations, The Guardian (June 11, 2013, 9:00 AM), 
http://www.theguardian.com/world/2013/jun/09/edward-snowden-nsa-whistleblower-surveillance; Glenn Greenwald, NSA 
Collecting Phone Records of Millions of Verizon Customers Daily, The Guardian (June 6, 2013, 6:05 AM), 
http://www.theguardian.com/world/2013/jun/06/nsa-phone-records-verizon-court-order. 

251  See, e.g., Justin Brookman & G.S. Hans, Why Collection Matters: Surveillance as a De Facto Privacy Harm, in Big Data & 
Privacy: Making Ends Meet 11, 11-12 (Future of Privacy Forum & Stanford Law School Ctr. for Internet & Soc'y eds., 2013), 
available at http://www.futureofprivacy.org/wp-content/uploads/Big-Data-and-Privacy-Paper-Collection.pdf; Shaun B. Spencer, 
Reasonable Expectations and the Erosion of Privacy,39 San Diego L. Rev. 843, 878-90 (2002) (discussing how secondary uses 
and inadequate security threaten to erode privacy). 
252  See, e.g., Brookman & Hans, supra note 251, at 12-13. 
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 As discussed above, the traditional surveillance model requires particularized suspicion about the target before a 
neutral magistrate can issue a warrant. Such particularized suspicion is impossible in the case of predictive 
surveillance since the analytical techniques require collecting data about everyone, most of whom will have no 
connection to the terrorist activity at issue.

Nevertheless, in light of the massive databases required for predictive surveillance, prior judicial approval must be 
required. That judicial approval cannot be premised on probable cause that the collection will reveal evidence of a 
crime  253 or that the target is an agent of a foreign  [*528]  power.  254 Instead, the Foreign Intelligence 
Surveillance Court should not authorize bulk collection without (1) specific enumeration of the prior terrorist 
activities that will be used to find patterns in the data, and (2) expert testimony establishing a statically valid 
methodology to search for those patterns. In addition, the FISC order should prohibit the government from 
conducting any analysis beyond what the FISC explicitly approved and should prohibit the government from 
attempting the approved analysis more than once without FISC approval.

To establish a statistically valid methodology, the government should be held to the Daubert  255 standard 
governing the admissibility of scientific evidence. That is, the government must persuade the FISC that the 
proposed methodology is scientifically valid and can properly be applied to the data to be collected. To assess 
scientific validity, the FISC would consider (1) whether the technique can be tested; (2) whether the technique has 
been subjected to peer review and testing; (3) the technique's known or potential error rate; (4) the existence and 
maintenance of standards controlling the technique's operation; and (5) whether the technique has attracted 
widespread acceptance within a relevant scientific community.  256 These procedures should be conducted under 
seal to the extent necessary to avoid disclosure of information that could harm efforts at predictive or traditional 
surveillance of terrorist activity.

Given the successes of predictive analytics in a variety of contexts,  257 demonstrating a scientifically valid 
methodology should not prove onerous.  258 The purpose of this initial requirement is to prevent the government 
from engaging in a fishing expedition.

B.

 Regulating Subsequent Targeting Based on the Results of Predictive Analytics

 Once the government has executed its court-approved analysis, it must report its findings to the FISC - regardless 
of whether or not the searches revealed any significant patterns. This follow-up reporting will ensure that the FISC 
remains informed as to what techniques do and do not yield significant results.

If the technique revealed patterns associated with past terrorist activity, the government could rely on those patterns 
to seek an order from the FISC to conduct targeted surveillance on individuals whose metadata match those 
patterns. As in the pre-collection phase, the government would have to present the FISC with scientifically valid 
evidence that the patterns were statistically significant.

 [*529]  This two-stage approach has some basis in recent NSA history. In the 1990s, NSA analyst William Binney 
and his team developed ThinThread, a program that would intercept global phone and Internet data and analyze it 

253  See Texas v. Brown, 460 U.S. 730, 742 (1983) (plurality opinion) (describing probable cause standard). 

254   50 U.S.C. § 1805(a)(2)(A) (2012). 

255   Daubert v. Merrell Dow Pharm., Inc., 509 U.S. 579, 592-95 (1993).  
256  See id. 
257  See supra Part II.B.1-3. 
258  Siegel, supra note 18, at 4-9 (discussing widespread use of predictive analytics). 
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for patterns to help identify terrorists.  259 Although the system focused on international communications, it 
inevitably captured domestic communications as well.  260 To protect Americans' privacy, ThinThread encrypted the 
data before conducting pattern analysis.  261 Once the system found a strong enough pattern, agents could seek a 
warrant to decrypt the relevant data.  262 Binney, however, was unable to persuade top NSA officials to deploy the 
program.  263 In 2000, the NSA rejected the system because of constitutional concerns raised by collecting 
domestic communications, regardless of the encryption.  264

Conducting a search based on a statistically significant pattern is somewhat analogous to relying on profiles to 
conduct airline passenger screening. In United States v. Sokolow,  265 the Court held that DEA agents' use of DEA 
profiles as part of the basis to stop a suspected drug courier did not render a Terry stop inappropriate.  266 This 
Article's proposed regulatory framework includes more constitutional safeguards than were imposed on the officer 
in Sokolow. Because the agents could make an on-the-spot decision, there was the risk that they might take into 
account inappropriate characteristics such as race.  267 But this proposed predictive surveillance framework would 
involve no such risk since the FISC would oversee the decision to target an individual based on the predictive 
model. In addition, this proposed predictive surveillance framework would involve judicial oversight of the process 
used to generate the predictive model. In contrast, there appeared to be no prior judiHD  [*530]  cial approval of the 
drug courier profiles in Sokolow, which the DEA developed on its own.  268

C.

 Prohibiting All Secondary Uses of the Comprehensive Database

 One of Big Data's primary benefits is that existing data can often be used to solve new problems.  269 That benefit, 
however, can also be a curse because data holders face constant temptation to use their data for as many 
purposes as possible. In one recent example, Ohio residents were surprised to learn in 2013 that over 26,000 state 
and federal government employees had been authorized to run facial recognition searches in the photos in Ohio's 

259  Julia Angwin, Dragnet Nation: A Quest for Privacy, Security, and Freedom in a World of Relentless Surveillance 34 (2014); 
Jane Mayer, The Secret Sharer: Is Thomas Drake an Enemy of the State?, New Yorker, May 23, 2011, at 46. 
260  Mayer, supra note 259, at 46. 
261  Id. 
262  Id. 
263  Id. 
264  Id. This objection seems ironic in light of the NSA's post-9/11 role in warrantless wiretapping. Id. Instead of the relatively 
nimble ThinThread, the NSA implemented a privately built system called Trailblazer that would have analyzed the NSA's 
massive data stores without using encryption. Id.; Angwin, supra note 259, at 34. The NSA eventually abandoned Trailblazer 
after "massive cost overruns and technical failures." Id. 

265   490 U.S. 1 (1989).  

266   Id. at 10-11. In Terry v. Ohio, the Court held that the police may conduct brief investigative stops based on reasonable 
suspicion supported by articulable facts that criminal activity "may be afoot." 392 U.S. 1, 30-31 (1968).  

267  Cf.  Sokolow, 490 U.S. at 12 (Marshall, J., dissenting) (noting that requiring reasonable suspicion protects innocents from 
""overbearing or harassing' police conduct carried out solely on the basis of imprecise stereotypes of what criminals look like, or 
on the basis of irrelevant personal characteristics such as race" (citing Terry, 392 U.S. at 14-15 & n.11)).  

268  See id. at 10 & n.6 (noting that "the DEA has trained narcotics officers to identify drug smugglers on the basis of the sort of 
circumstantial evidence at issue here"). 
269  See Spencer, supra note 251, at 880-85 (discussing how data collected for one use are inevitably put to secondary uses). 

92 Denv. U.L. Rev. 493, *529

https://advance.lexis.com/api/document?collection=cases&id=urn:contentItem:3S4X-BM10-003B-42TJ-00000-00&context=
https://advance.lexis.com/api/document?collection=cases&id=urn:contentItem:3S4X-BM10-003B-42TJ-00000-00&context=
https://advance.lexis.com/api/document?collection=cases&id=urn:contentItem:3S4X-FHX0-003B-S04Y-00000-00&context=
https://advance.lexis.com/api/document?collection=cases&id=urn:contentItem:3S4X-BM10-003B-42TJ-00000-00&context=
https://advance.lexis.com/api/document?collection=cases&id=urn:contentItem:3S4X-FHX0-003B-S04Y-00000-00&context=
https://advance.lexis.com/api/document?collection=cases&id=urn:contentItem:3S4X-FHX0-003B-S04Y-00000-00&context=


Page 31 of 36

Danielle Donofrio

drivers license registry.  270 Authorized users included employees of the Federal Bureau of Investigation, Internal 
Revenue Service, Pennsylvania State Police, and several Kentucky police departments.  271 Roughly 1,000 users 
were outside the state of Ohio. There were even authorized users in the Department of Defense, the State 
Department, and the Department of Education.  272 Most of the authorized users were employees of Ohio police 
departments and courts.  273 Ohio's Attorney General implemented the facial recognition program with no 
authorizing legislation, no public warning or input, and no prior review of security protocols.  274

Given the sensitive nature of a single database containing all citizens' phone metadata or location information, any 
predictive surveillance regulation must prohibit all secondary uses of the underlying database. Otherwise, the 
public's fear could render a predictive surveillance program politically infeasible.  275 The government would not be 
permitted to use the database for any purpose other than to build the predictive model. This prohibition would hold 
the government to its representation that the predictive surveillance program was necessary to prevent terrorism, 
rather than for general law enforcement purposes. Only the information gathered after the court-approved targeting 
phase could be used in any subsequent investigation or prosecution.

 [*531] 

D.

 Limiting the Time Period That the Data Can Cover

 The greater the period of time that the data represent, the greater the risk of abuse or misuse.  276 For example, a 
database of cell phone records covering thirty days may pose far less temptation for abuse than the same database 
covering a five-year period. This is because the five-year database can paint a far more detailed picture of its 
subjects. Yet there is a tension at play because predictive analytics will usually yield better results from data 
covering a longer time period. And the necessary retention period will likely vary depending on the specific issues 
being analyzed. Accordingly, legislating a fixed retention period would likely be unsound policy. Instead, the new 
regulatory scheme should require the judge issuing the order to specify the time period that the data may cover, 
based on the time period supported in the government's initial Daubert showing.  277

E.

 Security Against Internal Misuse and Abuse

270  Chrissie Thompson & Jessie Balmert, Face-Check Access Goes Beyond Ohio, Cincinnati Enquirer, Oct. 25, 2013, at A8. 
271  Id. 
272  Id. 
273  Id. 
274  Id. 

275  See, e.g., Gabbatt, supra note 148 (discussing international protest of mass surveillance programs that involved tens of 
thousands of calls and emails to Congress, physical protests planned in fifteen countries, and participation by leading technology 
companies such as Google, Facebook, and Microsoft); Susan Page, Poll: Most Americans Now Oppose the NSA Program, USA 
Today (Jan. 20, 2014, 3:10 PM), http://www.usatoday.com/story/news/politics/2014/01/20/poll-nsa-surveillance/4638551/ (citing 
USA Today/Pew Research Center poll finding that 53% of Americans oppose the NSA's bulk telephone and Internet metadata 
collection programs, while only 40% support them).

276  See generally Omer Tene, What Google Knows: Privacy and Internet Search Engines, 2008 Utah L. Rev. 1433, 1482 
(discussing risks of data retention and recognizing that the mere existence of a database creates risks from "government 
investigators, private litigants, data thieves, and commercial parties"). 
277  See supra Part V.A. 
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 Any collection of data is suspect to internal abuse.  278 This is not a new problem. Historians have chronicled how 
powerful government actors have abused their access to information.  279 J. Edgar Hoover used government data 
to intimidate and blackmail from the 1920s through the early 1970s.  280 The Kennedy Administration authorized the 
House Committee on Un-American Activities to request individuals' tax returns.  281 A military intelligence project in 
the early 1970s compiled dossiers on thousands of U.S. citizens opposed to the Vietnam War.  282 And President 
Nixon habitually abused government resources for personal political gain.  283

Government databases are vulnerable to abuse by relatively low-level employees. Such low-level abuses often 
serve personal or voyeuristic urges. For example, an internal IRS audit documented over 1,500 instances from 
1994 to 1995 in which employees browsed "the confidential tax records of friends, relatives, and celebrities."  284 
Similarly, a New York City police officer was convicted of accessing the National Criminal Information System to 
compile dossiers on women as he sought a  [*532]  potential victim to kidnap.  285 That story is one of a number of 
recent corruption cases in which NYPD officers were accused of using the NCIC database to "cyber snoop on co-
workers, tip off drug dealers, stage robberies and - most notoriously - scheme to abduct and eat women."  286

The NSA is not immune from these types of abuses, as evidenced by the NSA's recent "LOVEINT" scandal. The 
term LOVEINT is a play on the NSA's practice of abbreviating different types of intelligence - SIGINT for signals 
intelligence and HUMINT for human intelligence.  287 The NSA revealed in August 2013 that its employees "had 
violated privacy rules on nearly 3,000 occasions in a one-year period."  288 These violations involved overseas 
communications. Typically, employees were spying on a partner or spouse.  289

The Section 215 bulk telephone metadata collection program suffered from substantial misuse almost from its 
inception. FISC Judge Reggie Walton noted in March 2009 that, for the prior two-and-a-half years, the NSA had 
searched all incoming metadata using an "alert list" of identifiers potentially associated with terrorists.  290 But that 
alert list had been created for another purpose, and almost 90% of the numbers on the list did not meet the 
"reasonable articulable suspicion" standard that governed the Section 215 collection program.  291 In addition, as a 
result of inadequate training, "31 NSA analysts had queried the [business records] metadata during a five day 
period in April 2008 "without being aware they were doing so.'"  292 These "accidental" queries relied on 2,373 
foreign telephone identifiers for which there had been no prior determination of reasonable articulable suspicion.  

278  Spencer, supra note 251, at 886-90 (discussing historical abuses of personal information in government and in the private 
sector). 
279  See id. at 889-90. 
280  Id. at 889 & n.264. 
281  Id. at 889. 
282  Id. 
283  Id. at 890. 
284  Id. 
285  Tom Hays, NYC Cases Show Crooked Cops' Abuse of FBI Database, Associated Press, July 7, 2013. 
286  Id. 
287  Gorman, supra note 250. 
288  Id. 
289  Id. 
290  In re Prod. of Tangible Things from [redacted], No. BR 08-13, 2009 WL 9150913, at 2-4 (FISA Ct. Mar. 2, 2009). 
291  Id. at 2 (internal quotation marks omitted). 
292  Id. at 4. 
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293 Judge Walton concluded that the minimization procedures had been "so frequently and systematically violated 
that it can fairly be said that this critical element of the overall [business records] regime has never functioned 
effectively."  294

In light of these vulnerabilities, any predictive surveillance program must make security a top priority. The 
President's Review Group recommended improvements to the process of vetting personnel for security clearances 
and improvements to the security classification system itself.  295 And, perhaps in direct response to the Snowden 
disclosures, the  [*533]  President's Review Group recommended that "security clearances should be more highly 
differentiated, including the creation of "administrative access' clearances that allow for support and information 
technology personnel to have the access they need without granting them unnecessary access to substantive 
policy or intelligence material."  296

F.

 Security Against Data Breaches

 The risk of external data breaches is undeniable.  297 Governments are just as vulnerable to breaches as private 
organizations. Comprehensive databases like the ones required for predictive surveillance could present extremely 
attractive targets for hackers. The harms that can flow from external breaches include identity theft, financial fraud, 
and emotional distress.  298 Breaches can occur when external agents hack into databases, but they can also occur 
when insiders disclose data unintentionally - as when an employee loses a laptop computer or USB drive  299 - or 
intentionally - as when a systems analyst downloads top-secret, classified documents, flees the country, and shares 
them with the global media.  300

Given these risks, no predictive surveillance program should be authorized unless the NSA secures its hardware, 
software, and procedures against external threats. The President's Review Group recommended that networks 
carrying classified data be equipped with programs that "record network traffic for real time and subsequent review 
to detect anomalous activity, malicious actions, and data breaches."  301 The group also recommended that 
agencies expand their use of procedures that limit employees' access to data for which they are specifically 
authorized.  302

G.

293  Id. 
294  Id. at 5. 
295  President's Review Grp. on Intelligence & Commc'ns Technologies, supra note 1, at 233-34. 
296  Id. at 234. 
297  Brookman & Hans, supra note 251, at 2. 
298  Id. 

299  For example, the Department of Health and Human Services offers an online tool allowing the public to find notice of data 
breaches involving unsecured medical information affecting over 500 people. See Breaches Affecting 500 or More Individuals, 
U.S. Dep't of Health & Hum. Services Off. for Civ. Rts., https://ocrportal.hhs.gov/ocr/breach/breach_report.js f (last visited Feb. 
12, 2015). A search for breaches involving lost or stolen laptops reveals scores of breaches in 2013, the top two of which 
affected a combined 1.5 million people. For a comprehensive and searchable chronology of data breaches, see Chronology of 
Data Breaches Security Breaches 2005-Present, Privacy Rights Clearinghouse,http://www.privacyrights.org/data-breach/ (last 
updated Dec. 31, 2013).
300  See, e.g., Greenwald et al., supra note 250. 
301  President's Review Grp. on Intelligence & Commc'ns Technologies, supra note 1, at 247-48. 
302  Id. at 248. 
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 Increased Oversight and Transparency

 The prospect of a vast database containing information about every citizen would raise serious public concerns 
about misuse and abuse of power. Given our nation's history of intelligence abuses, the public will be reluctant to 
accept such pervasive data collection without strong overHD  [*534]  sight by the other branches of government 
and without enough transparency to allow the public to know that the program is working properly.

The first step toward both oversight and transparency would be to introduce a public advocate into the FISA 
system. Currently, FISA requires that proceedings before the FISC are ex parte so the FISC hears only from the 
government.  303 The President's Review Group found that, when FISA was first enacted, Congress assumed that 
the FISC "would resolve routine and individualized questions of fact, akin to those involved when the government 
seeks a search warrant."  304 Since 1978, however, changes in law and technology have presented challenging and 
novel issues that would benefit from the adversarial system that is the norm in American courts.  305

The President's Review Group recommended, therefore, that Congress amend FISA to include a Public Interest 
Advocate who would appear before the FISC.  306 Similarly, Congressman Adam Schiff has introduced legislation 
that would require the Privacy and Civil Liberties Oversight Board (PCLOB) to appoint attorneys to serve as public 
interest advocates before the FISC.  307 The proposed legislation would also require the PCLOB to appoint 
"technical experts" to advise the advocates on issues likely to arise in FISA cases, such as "computer networks, 
telecommunications, encryption, and cybersecurity."  308 And the proposed legislation would require that the FISC 
appoint a privacy advocate in "any matter before a covered court involving a significant interpretation or 
construction of a provision of this Act, including any novel legal, factual, or technological issue or an issue relating 
to the Fourth Amendment."  309

Predictive surveillance programs by their nature would pose significant risks to privacy and civil liberties. 
Accordingly, independent advocates should represent the public interest by testing the government's initial data 
collection application and proposed methodology, as well as the government's subsequent petitions to conduct 
surveillance based on its findings.

 [*535]  Second, the FISC's decisions should be made public so that Congress and the people could consider how 
the FISC was interpreting a predictive surveillance program. During the Patriot Act reauthorization debate in 2011, 
Senator Ron Wyden tried and failed to attach an amendment forcing the Attorney General to disclose the 
government's secret interpretation of Section 215, the business records provision.  310 Instead, the government's 
broad interpretation of relevance in Section 215 remained secret until the administration's declassification of certain 

303   50 U.S.C. § 1805(a) (2012) (referencing ex parte orders). 
304  President's Review Grp. on Intelligence & Commc'ns Technologies, supra note 1, at 203. 
305  Id. 
306  Id. at 202-03. 
307  Ensuring Adversarial Process in the FISA Court Act, H.R. 3159, 113th Cong. (2013). 
308  Id. at § 2(a)(1)(D). 
309  Id. at § 2(b)(i)(1). There are other proposed solutions as well. For example, Representative Steven Lynch introduced the 
Privacy Advocate General Act of 2013, which would establish an Office of the Privacy Advocate General in the Executive branch 
and would allow the Chief Justice and the senior Associate Justice to jointly appoint the Privacy Advocate General for seven-
year terms. H.R. 2849, 113th Cong. § 2(a) (2013). For a discussion of potential constitutional issues surrounding the 
appointment of a public advocate, see Andrew Nolan et al., Cong. Research Serv., R43260, Introducing a Public Advocate into 
the Foreign Intelligence Surveillance Act's Courts: Select Legal Issues passim (2013). 

310  Spencer Ackerman, There's a Secret Patriot Act, Senator Says, Wired (May 25, 2011, 4:56 PM), 
www.wired.com/2011/05/secret-patriot-act. 
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FISC decisions in the wake of the Snowden disclosures.  311 To avoid such unpleasant surprises, FISC opinions 
should be made public, redacted as necessary to protect national security.  312 Obviously there will be highly 
sensitive information that must be redacted. Otherwise, the FISC opinions should be released to the public. We 
have seen the declassification and public disclosure of over twenty-five FISC orders in the wake of the Snowden 
disclosures.  313 Some have been heavily redacted, but the redactions appear sensible - such as redacting 
information about the selectors that the NSA can use to query the database.  314 These releases suggest that FISC 
opinions could be routinely redacted as needed and released to the public.

Third, the program should require frequent and detailed reporting to Congress. As described above, most members 
of Congress were not informed of the details of the Section 215 bulk telephone metadata program until it became 
public.  315 A predictive surveillance program must never be allowed to operate under Congress's radar. The 
disclosures must be sufficiently detailed to enable Congress to balance the program's benefits against the threat to 
civil liberties. Relevant details would include the numbers of individual records collected, the types of predictive 
analytics employed, the results of each instance of data analysis,  316 the number of targeted searches that were 
conducted as a result of the data analysis, the outcomes of investigations in which those targeted searches were 
used, and the extent to which the predictive analytics played a role in those outcomes.

 [*536]  Finally, to maximize the opportunity for legislative oversight and give the people an ongoing voice in the 
process, legislation authorizing a predictive surveillance program should require frequent reauthorization.  317 The 
prospect of reauthorization would ensure periodic debate and would give the intelligence community a strong 
incentive to be as forthcoming as possible in order to persuade Congress of the merits of reauthorization. The most 
recent authorization of the Section 215 program was a four-year authorization.  318

Conclusion

 There is nothing new about predictive analytics. The techniques have been in use for years in the private and 
public sectors. But the government uses to date have involved data already in the government's hands. What the 
NSA's bulk surveillance programs added to the picture was the government's potential to collect and store 
pervasive data on a global scale. Although bulk collection may face technological and political obstacles today, 
those obstacles likely will not last forever. When the government gains the technological ability and political will, we 
will face a new model of predictive surveillance - a model that may have potential benefits but that poses a 
tremendous threat to privacy.

311  Ellen Nakashima & Carol D. Leonnig, Declassification of FISC Document Being Urged, Wash. Post, Oct. 13, 2013, at A05. 
312  The President's Review Group recommended declassification reviews of FISC opinions. President's Review Grp. on 
Intelligence & Commc'ns Technologies, supra note 1, at 201. 

313  IC on the Record, Off. of the Dir. of Nat'l Intelligence, http://icontherecord.tumblr.com/tagged/declassified (last visited Feb. 
13, 2015) (releasing selected court documents, testimony, and position papers relating to activities of the intelligence 
community).

314  See, e.g., In re Application of the FBI for an Order Requiring Prod. of Tangible Things from [Redacted], No. BR 14-01, slip 
op. at 8-12 (FISA Ct. Jan. 3, 2014), available at http://www.dni.gov/files/documents/BR%2014-
01%20Redacted%20Primary%20Order%20(Final).pdf (last visited Feb. 13, 2014).
315  See supra notes 310-11 and accompanying text. 
316  Those results would already be reported to the Foreign Intelligence Surveillance Court. See supra Part V.B. 
317  For example, Section 215 of the USA PATRIOT Act, as modified by the USA PATRIOT Improvement and Reauthorization 
Act of 2005, will sunset on June 1, 2015. PATRIOT Sunsets Extension Act of 2011, Pub. L. No. 112-14, § 2(a), 125 Stat. 216, 
216 (2011).  
318  Id. 

92 Denv. U.L. Rev. 493, *535

https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:8T9R-T372-8T6X-731R-00000-00&context=
http://icontherecord.tumblr.com/tagged/declassified
http://www.dni.gov/files/documents/BR%2014-01%20Redacted%20Primary%20Order%20
http://www.dni.gov/files/documents/BR%2014-01%20Redacted%20Primary%20Order%20


Page 36 of 36

Danielle Donofrio

To mitigate the privacy threat while still yielding the potential benefits, we will need a new regulatory scheme. 
Because the first step of predictive surveillance will be to collect all the data, we cannot rely on the traditional first 
step of having the judge assess the justification for the government's targeting decision. Instead, the judge must 
ensure that the data collection and analysis are supported by a scientifically valid theory, and the people must have 
their privacy interests represented by a public advocate during this stage. Beyond these two new features, the 
remaining elements of the regulatory scheme are merely very stringent versions of existing regulatory schemes that 
involve rigorous independent oversight and transparency.

If predictive surveillance ever demonstrates real potential to deter terrorism, it is difficult to imagine the courts 
holding that predictive surveillance cannot be constitutional under any circumstances. Recognizing that reality, this 
Article offers a narrow theory on which predictive surveillance might comply with the Fourth Amendment. Relying on 
the Keith case and the special needs cases will allow courts to draw a line between antiterrorism efforts and the 
inevitable attempts to expand the predictive surveillance uses to ordinary law enforcement needs. The special 
needs aspect of this Article's approach would also translate well to  [*537]  government data collection efforts on a 
local scale, rather than a global one. For example, systems of automated license plate readers might be 
constitutional when used for purposes such as collecting tolls and monitoring traffic patterns. However, the 
programs would exceed their constitutional mandate if government sought to expand them to ordinary law 
enforcement investigations. Given the reality that courts are unlikely to strike down suspicionless data collection 
programs in their entirety, this Article's narrow and pragmatic approach may offer the best course to protecting 
privacy.

Denver University Law Review
Copyright (c) 2015 University of Denver (Colorado Seminary)
Denver University Law Review

End of Document
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Opinion

 [*523]  KANNE, Circuit Judge. The City of Naperville 

owns and operates a public utility that provides 
electricity to the city's residents. The utility collects 
residents' energy-consumption data at fifteen-minute 
intervals. It then stores the data for up to three years. 
This case presents the question [**2]  whether 
Naperville's collection of this data is reasonable under 
the Fourth Amendment of the U.S. Constitution and 
Article I, § 6 of the Illinois Constitution.

 [*524]  I. BACKGROUND

The American Recovery and Reinvestment Act of 2009 
set aside funds to modernize the Nation's electrical grid. 
The Act tasked the Department of Energy with 
distributing these funds under the Smart Grid 
Investment Grant program. Through this program, the 
City of Naperville was selected to receive $11 million to 
update its own grid. As part of these upgrades, 
Naperville began replacing its residential, analog energy 
meters with digital "smart meters."

Using traditional energy meters, utilities typically collect 
monthly energy consumption in a single lump figure 
once per month. By contrast, smart meters record 
consumption much more frequently, often collecting 
thousands of readings every month. Due to this 
frequency, smart meters show both the amount of 
electricity being used inside a home and when that 
energy is used.

This data reveals information about the happenings 
inside a home. That is because individual appliances 
have distinct energy-consumption patterns or "load 
signatures." Ramyar Rashed Mohassel et al., A Survey 
on Advanced Metering Infra-structure, 63 Int'l J. 
Electrical Power & Energy Systems [**3]  473, 478 
(2014). A refrigerator, for instance, draws power 
differently than a television, respirator, or indoor grow 
light. By comparing longitudinal energy-consumption 
data against a growing library of appliance load 
signatures, researchers can predict the appliances that 
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are present in a home and when those appliances are 
used. See id.; A. Prudenzi, A Neuron Nets Based 
Procedure for Identifying Domestic Appliances Pattern-
of-Use from Energy Recordings at Meter Panel, 2 IEEE 
Power Engineering Soc'y Winter Meeting 941 (2002). 
The accuracy of these predictions depends, of course, 
on the frequency at which the data is collected and the 
sophistication of the tools used to analyze that data.

While some cities have allowed residents to decide 
whether to adopt smart meters, Naperville's residents 
have little choice. If they want electricity in their homes, 
they must buy it from the city's public utility. And they 
cannot opt out of the smart-meter program.1 The meters 
the city installed collect residents' energy-usage data at 
fifteen-minute intervals. Naperville then stores the data 
for up to three years.

Naperville Smart Meter Awareness ("Smart Meter 
Awareness"), a group of concerned citizens, [**4]  sued 
Naperville over the smart-meter program. It alleges that 
Naperville's smart meters reveal "intimate personal 
details of the City's electric customers such as when 
people are home and when the home is vacant, 
sleeping routines, eating routines, specific appliance 
types in the home and when used, and charging data for 
plug-in vehicles that can be used to identify travel 
routines and history." (R. 102-1 at 14.) The organization 
further alleges that collection of this data constitutes an 
unreasonable search under the Fourth Amendment of 
the U.S. Constitution as well as an unreasonable search 
and invasion of privacy under Article I, § 6 of the Illinois 
Constitution.2

The district court dismissed two of Smart Meter 
Awareness's complaints without  [*525]  prejudice. 
Smart Meter Awareness requested leave to file a third, 
but the district court denied that request. It reasoned 
that amending the complaint would be futile because 
even the proposed third amended complaint had not 
plausibly alleged a Fourth Amendment violation or a 
violation of the Illinois Constitution. Smart Meter 
Awareness appealed. Because the district court denied 
leave to amend on futility grounds, we apply the legal 

1 Residents may request that Naperville replace their analog 
meters with "non-wireless" smart meters. But these 
alternatives are smart meters with wireless transmission 
disabled. They collect equally rich data. The difference is that 
the data must be manually retrieved. (R. 117 at 3.)

2 Smart Meter Awareness challenged the smart-meter program 
on a number of other grounds that are not relevant to this 
appeal.

sufficiency standard of Rule 12(b)(6) de novo to 
determine if the proposed amended complaint fails to 
state a claim. See, e.g., [**5]  Gen. Elec. Capital Corp. 
v. Lease Resolution Corp., 128 F.3d 1074, 1085 (7th 
Cir. 1997).

II. ANALYSIS

The Fourth Amendment of the U.S. Constitution protects 
"[t]he right of the people to be secure in their persons, 
houses, papers, and effects, against unreasonable 
searches and seizures." Similarly, Article I, § 6 of the 
Illinois Constitution affords people "the right to be secure 
in their persons, houses, papers and other possessions 
against unreasonable searches, seizures, invasions of 
privacy or interceptions of communications by 
eavesdropping devices or other means."

We can resolve both the state and federal constitutional 
claims by answering the following two questions.3 First, 
has the organization plausibly alleged that the data 
collection is a search? Second, is the search 
unreasonable? For the reasons that follow, we find that 
the data collection constitutes a search under both the 
Fourth Amendment and the Illinois Constitution. This 
search, however, is reasonable.4

3 The Illinois Supreme Court applies "a 'limited lockstep' 
approach when interpreting cognate provisions of [the Illinois] 
and federal constitutions." See, e.g., City of Chicago v. 
Alexander, 2017 IL 120350, 417 Ill. Dec. 788, 89 N.E.3d 707, 
713 (Ill. 2017) (citing People v. Caballes, 221 Ill. 2d 282, 851 
N.E.2d 26, 35-36, 303 Ill. Dec. 128 (Ill. 2006)). Under this 
approach, the Illinois Supreme Court will interpret a provision 
of the Illinois Constitution in the same way as a similar 
provision in the Federal Constitution absent certain 
exceptional circumstances. See Caballes, 851 N.E.2d at 31-46 
(tracing the development and application of the limited 
lockstep approach). Here, our analysis focuses on two terms: 
"searches" and "unreasonable." These terms appear in both 
documents in analogous fashion. Neither party has "made a 
case for an exception to the lockstep doctrine." Id. at 46. And 
we see no reason for an exception. Thus, our analysis of 
Smart Meter Awareness's claim under the Fourth Amendment 
also resolves its claim under Article I, § 6 of Illinois 
Constitution.

4 Smart Meter Awareness also claims that smart meters are an 
invasion of privacy under Article I, § 6 of the Illinois 
Constitution. It's certainly possible that this is the case. But the 
Illinois Supreme Court conducts reasonableness balancing for 
the invasion of privacy under the same framework as searches 
under the Fourth Amendment. In re May 1991 Will Cty. Grand 

900 F.3d 521, *524; 2018 U.S. App. LEXIS 22834, **3
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A. The collection of smart-meter data at fifteen-minute 
intervals constitutes a search.

"At the [Fourth Amendment's] very core stands the right 
of a man to retreat into his own home and there be free 
from unreasonable government intrusion." Silverman v. 
United States, 365 U.S. 505, 511, 81 S. Ct. 679, 5 L. 
Ed. 2d 734 (1961). This protection, though previously 
tied to common-law trespass, now encompasses 
searches of the home made possible by ever-more 
sophisticated technology. Kyllo v. United States, 533 
U.S. 27, 31-32,  [*526]  121 S. Ct. 2038, 150 L. Ed. 2d 
94 (2001). [**6]  Any other rule would "erode the privacy 
guaranteed by the Fourth Amendment." Id. at 34.

"Where ... the Government uses a device that is not in 
general public use, to explore details of the home that 
would previously have been unknowable without 
physical intrusion, the surveillance is a 'search.'" Id. at 
40. This protection remains in force even when the 
enhancements do not allow the government to literally 
peer into the home. In Kyllo, for instance, the intrusion 
by way of thermal imaging was relatively crude—it 
showed that "the roof over the garage and a side wall of 
[a] home were relatively hot compared to the rest of the 
home and substantially warmer than neighboring homes 
in the triplex." Id. at 30. The device "did not show any 
people or activity within the walls of the structure" nor 
could it "penetrate walls or windows to reveal 
conversations or human activities." Id (quoting 
Supp.App. to Pet. for Cert. 39-40). Nevertheless, the 
Supreme Court held that law enforcement had searched 
the home when they collected thermal images. Id. at 40.

The technology-assisted data collection that Smart 
Meter Awareness alleges here is at least as rich as that 
found to be a search in Kyllo. Indeed, the group alleges 
that energy-consumption data collected [**7]  at fifteen-
minute intervals reveals when people are home, when 
people are away, when people sleep and eat, what 
types of appliances are in the home, and when those 
appliances are used.5 (R. 102-1 at 14.) By contrast, 

Jury, 152 Ill. 2d 381, 604 N.E.2d 929, 934-35, 178 Ill. Dec. 406 
(Ill. 1992). Even were we to find that the data collection was an 
invasion of privacy as well as a search, our reasonableness 
analysis for both claims would be the same. We therefore 
decline to conduct the additional analysis.

5 Smart Meter Awareness directed the court to academic 
studies demonstrating the revealing nature of smart-meter 
data collected at fifteen-minute intervals, see, e.g., Ramyar 
Rashed Mohassel et al., supra at 478; A. Prudenzi, supra, and 

Kyllo merely revealed that something in the home was 
emitting a large amount of energy (in the form of heat).

It's true that observers of smart-meter data must make 
some inferences to conclude, for instance, that an 
occupant is showering, or eating, or sleeping. But Kyllo 
rejected the "extraordinary assertion that anything 
learned through 'an inference' cannot be a search." Id. 
at 36 (quoting id. at 44 (Stevens, J., dissenting)). What's 
more, the data collected by Naperville can be used to 
draw the exact inference that troubled the Court in Kyllo. 
There, law enforcement "concluded that [a home's 
occupant] was using halide lights to grow marijuana in 
his house" based on an excessive amount of energy 
coming from the home. Id. at 30. Here too, law 
enforcement could conclude that an occupant was using 
grow lights from incredibly high meter readings, 
particularly if the power was drawn at odd hours. In fact, 
the data collected by Naperville could prove even more 
intrusive. By [**8]  analyzing the energy consumption of 
a home over time in concert with appliance load profiles 
for grow lights, Naperville law enforcement could 
"conclude" that a resident was using the lights with more 
confidence than those using thermal imaging could ever 
hope for. With little effort, they could conduct this 
analysis for many homes over many years.

Under Kyllo, however, even an extremely invasive 
technology can evade the warrant requirement if it is "in 
general public use." Id. at 40. While more  [*527]  and 
more energy providers are encouraging (or in this case 
forcing) their customers to permit the installation of 
smart meters, the meters are not yet so pervasive that 
they fall into this class. To be sure, the exact contours of 
this qualifier are unclear—since Kyllo, the Supreme 
Court has offered little guidance. But Kyllo itself 
suggests that the use of technology is not a search 
when the technology is both widely available and 
routinely used by the general public. See id. at 39 n.6 
(quoting California v. Ciraolo, 476 U.S. 207, 215, 106 S. 
Ct. 1809, 90 L. Ed. 2d 210 (1986) ("In an age where 
private and commercial flight in the public airways is 
routine, it is unreasonable for respondent to expect that 
his marijuana plants were constitutionally protected from 
being observed with the naked eye [**9]  from an 
altitude of 1,000 feet.")). Smart meters, by contrast, 
have been adopted only by a portion of a highly 

to commercially available products that can identify what 
appliances are used in a home and when they are used based 
on smart-meter data. See Disaggregation, Ecotagious, 
https://www.eco-tagious.com/disaggregation/ (last visited July 
25, 2018).

900 F.3d 521, *525; 2018 U.S. App. LEXIS 22834, **5



Page 4 of 5

specialized industry.

The ever-accelerating pace of technological 
development carries serious privacy implications. Smart 
meters are no exception. Their data, even when 
collected at fifteen-minute intervals, reveals details 
about the home that would be otherwise unavailable to 
government officials with a physical search. Naperville 
therefore "searches" its residents' homes when it 
collects this data.

Before continuing, we address one wrinkle to the search 
analysis. Naperville argues that the third-party doctrine 
renders the Fourth Amendment's protections irrelevant 
here. Under that doctrine, a person surrenders her 
expectation of privacy in information by voluntarily 
sharing it with a third party. See Carpenter v. United 
States, 138 S. Ct. 2206, 2216, 201 L. Ed. 2d 507 (2018) 
(citing Smith v. Maryland, 442 U.S. 735, 743-744, 99 S. 
Ct. 2577, 61 L. Ed. 2d 220 (1979) and United States v. 
Miller, 425 U.S. 435, 443, 96 S. Ct. 1619, 48 L. Ed. 2d 
71 (1976)). Thus, when a government authority gathers 
the information from the third party, it does not run afoul 
of the Fourth Amendment. Id. Referencing this doctrine, 
Naperville argues that its citizens sacrifice their 
expectation of privacy in smart-meter data by entering 
into a "voluntary relationship" to purchase electricity 
from the city.

This argument is unpersuasive. As a threshold matter, 
Smart Meter [**10]  Awareness challenges the 
collection of the data by Naperville's public utility. There 
is no third party involved in the exchange.6 Moreover, 
were we to assume that Naperville's public utility was a 
third party, the doctrine would still provide Naperville no 
refuge. The third-party doctrine rests on "the notion that 
an individual has a reduced expectation of privacy in 
information knowingly shared with another." Carpenter, 
138 S. Ct. at 2219. But in this context, a choice to share 
data imposed by fiat is no choice at all. If a person does 
not—in any meaningful sense—"voluntarily 'assume the 
risk' of turning over a comprehensive dossier of physical 
movements" by choosing to use a cell phone, 
Carpenter, 138 S. Ct. at 2220 (quoting Smith, 442 U.S. 
at 745), it also goes that a home occupant does not 
assume the risk of near constant monitoring by 

6 This alone renders Naperville's reference to the Eighth 
Circuit's decision, United States v. McIntyre, 646 F.3d 1107 
(8th Cir. 2011), irrelevant. Whereas here residents contest the 
utility's initial collection of the data, McIntrye challenged law 
enforcement's subsequent warrantless collection of traditional 
meter readings from the utility.

choosing to have electricity in her home. We therefore 
doubt that Smith and Miller extend this far.

B. The data collection is a reasonable search.

That the data collection constitutes a search does not 
end our inquiry.  [*528]  Indeed, "[t]he touchstone of the 
Fourth Amendment is reasonableness." Florida v. 
Jimeno, 500 U.S. 248, 250, 111 S. Ct. 1801, 114 L. Ed. 
2d 297 (1991). Thus, if Naperville's search is 
reasonable, it may collect the data without a warrant. 
Since these searches are not performed as part of a 
criminal investigation, [**11]  see Riley v. California, 134 
S. Ct. 2473, 2482, 189 L. Ed. 2d 430 (2014), we can 
turn immediately to an assessment of whether they are 
reasonable, "by balancing its intrusion on the 
individual's Fourth Amendment interests against its 
promotion of legitimate government interests." Hiibel v. 
Sixth Judicial Dist. Court, 542 U.S. 177, 187-88, 124 S. 
Ct. 2451, 159 L. Ed. 2d 292 (2004) (quoting Delaware v. 
Prouse, 440 U.S. 648, 654, 99 S. Ct. 1391, 59 L. Ed. 2d 
660 (1979)). Although in this case, our balancing begins 
with the presumption that this warrantless search is 
unreasonable, see Kyllo, 533 U.S. at 40, Naperville's 
smart-meter ordinance overcomes this presumption.

Residents certainly have a privacy interest in their 
energy-consumption data. But its collection—even if 
routine and frequent—is far less invasive than the 
prototypical Fourth Amendment search of a home. 
Critically, Naperville conducts the search with no 
prosecutorial intent. Employees of the city's public 
utility—not law enforcement—collect and review the 
data.

In Camara v. Municipal Court, the Supreme Court noted 
that this consideration lessens an individual's privacy 
interest. 387 U.S. 523, 530, 87 S. Ct. 1727, 18 L. Ed. 2d 
930 (1967). And though the Court held that a 
warrantless, administrative, home inspection violated 
the Fourth Amendment in that case, it did so based on 
concerns largely absent from this one. Id. at 530-31. 
Indeed, unlike the search in Camara, Naperville's data 
collection reveals details about the home without 
physical entry. See id. at 531 (highlighting the "serious 
threat to personal and [**12]  family security" posed by 
physical entry). Moreover, the risk of corollary 
prosecution that troubled the court in Camara is minimal 
here. See id. (noting that "most regulatory laws, fire, 
health, and housing codes are enforced by criminal 
process."). To this court's knowledge, using too much 
electricity is not yet a crime in Naperville. And 

900 F.3d 521, *527; 2018 U.S. App. LEXIS 22834, **9
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Naperville's amended "Smart Grid Customer Bill of 
Rights" clarifies that the city's public utility will not 
provide customer data to third parties, including law 
enforcement, without a warrant or court order. Thus, the 
privacy interest at stake here is yet more limited than 
that at issue in Camara.

Of course, even a lessened privacy interest must be 
weighed against the government's interest in the data 
collection. That interest is substantial in this case. 
Indeed, the modernization of the electrical grid is a 
priority for both Naperville, (R. 120-1, Smart Meter 
Agreement between Naperville and the Department of 
Energy), and the Federal Government, see Smart Grid, 
Federal Energy Regulatory Commission (Apr. 21, 2016), 
https://www.ferc.gov/industries/electric/indus-act/smart-
grid.asp.

Smart meters play a crucial role in this transition. See id. 
For instance, they [**13]  allow utilities to restore service 
more quickly when power goes out precisely because 
they provide energy-consumption data at regular 
intervals. See, e.g., Noelia Uribe-Pérez et al., State of 
the Art and Trends Review of Smart Metering in 
Electricity Grids, 6 Applied Sci., no. 3, 2016, at 68, 82. 
The meters also permit utilities to offer time-based 
pricing, an innovation which reduces strain on the grid 
by encouraging consumers to shift usage away from 
peak demand periods. Id. In addition, smart  [*529]  
meters reduce utilities' labor costs because home visits 
are needed less frequently. Id.

With these benefits stacked together, the government's 
interest in smart meters is significant. Smart meters 
allow utilities to reduce costs, provide cheaper power to 
consumers, encourage energy efficiency, and increase 
grid stability. We hold that these interests render the 
city's search reasonable, where the search is unrelated 
to law enforcement, is minimally invasive, and presents 
little risk of corollary criminal consequences.

We caution, however, that our holding depends on the 
particular circumstances of this case. Were a city to 
collect the data at shorter intervals, our conclusion could 
change. Likewise, [**14]  our conclusion might change if 
the data was more easily accessible to law enforcement 
or other city officials outside the utility.

III. CONCLUSION

Naperville could have avoided this controversy—and 
may still avoid future uncertainty—by giving its residents 
a genuine opportunity to consent to the installation of 

smart meters, as many other utilities have. Nonetheless, 
Naperville's warrantless collection of its residents' 
energy-consumption data survives our review in this 
case.

Even when set to collect readings at fifteen-minute 
intervals, smart meters provide Naperville rich data. 
Accepting Smart Meter Awareness's well-pled 
allegations as true, this collection constitutes a search. 
But because of the significant government interests in 
the program, and the diminished privacy interests at 
stake, the search is reasonable. We therefore AFFIRM 
the district court's denial of leave to amend.

End of Document
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)��]TTK̂__̀`̀ aJTQMTabPBa>Bb_JLT>J_B>UQbRT_ULR>J_ULR>J_M>J>QM?]_rIWs=k@B>t@@uaKBU�e]TTKĴ__K>MPQa??_hrvOcr==wl��F��������������������$%�&������������������������4������'��4x����������������������������n�����������������������������������������������������������������������������������������������������������������������������������������������'������������������<�����������������������������������������������������������������������������������������������������������+���x�������'�����������������������������������������%��������������������������������������������:�����������������������n�������������������������E������������������������������������������ ����������������������������������������������<����������������������������������������������������������������� ������������������������������������(� ����������������������������������������������������������������)����������������������'����+���x�������'������������������������G�������������������������������������������������������<��������������������������������������������������������������������������������������������������������'����%�����������������������������������<��������������������������������������(��������������������,��������������������������������)�������������������������'���IBa�����G;�

yz�{|}~��y�����yyz



����������	


���������������

	
����������
���������������������������������������������������������������������������������������� ��������������������������������������
!���������"##$%&���	'(��������� ���������)���������������������������������������&�*��������� ���������)����+��������������������������������������������������������������������������������� �����������������������,-../0����������������������������������)�����������������&+���	!����������+1�2��������������� ���������)���������������������������������������������������&+���	3�4����������3!�����5�����������������������(6���������������	777����	7�#����������������������������8��������������������������������������	77#&���97����5������������������5����������������������������������������������������������������� ����������������� ������������������������������������������&���9�����������������������������������������������������������������������������������������������������:��������������������������������������������������������������������������������������)������������������)������������������������������)��������������������������������������������������������� ��)�����������������������������&�(�������������������������������������������������������������������� ������������������������������������������������������������������������������������������������������������������������������&���9	�4������������������������������������������������������������������������� ����������������������������������5�����)����������������������������&;�����������������������������)��������������������������&�<����:�������=���������>?�@AB��������������������������������������������������� ��������������������������������������:������&���99�C��������������������� ���������������������)�����������������������,-..D0���������:�E����)������:��������������������&���9#�C���������:�����������������������������������������������)�� ���������������������������������������������� ��������������&���9��C��������������������������������������������������������������������F�������������������������������������������������������&���9
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	�������9���������������*�G"HI J!KLM�"LN�"L"#OJKJ�PQ�R "S�JKML"#J�QPH�N ! T!KLM�#PL �RP#Q�! HHPHKJ!J*�)A=@<(-U�(V?;<>�-(=)�W	/2�X*� Y!!ZJ[\\J T]HK!ÔKLQPH_"!KTJ$JZHKLM HPZ L$TP_\!H"TS\ZNQ\̀a$̀̀ bc\d̀ef̂bgfd̂d̂`̀hJK! iJ T]HK!ÔKLQPH_"!KTJ$JZHKLM HPZ L$TP_�jY!!ZJ[\\Z H_"$TT\fklm̂nofpq��	,��r���)����V��*����sL! HL !̂t NK"! N�u"!YR"O�QPH�vL#KL �w"NKT"#KJ"!KPL[�wxmwvy�KL�=;>9�-(Vz�{(;rAV-�A|-<A>()>�2,,}�)�������*�J]ZH"������2�*����2,F'		B��/��=����A��������*�~PL ��T!PH�� HHPHKJ_*�<;U�r�@V(-A
�)A<{)��(V)-��?;<�
A?����)A=��)-@
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Privacy is not simply an absence of information about us in the minds of others; rather it is the control we have 
over information about ourselves.  1

[T]he volume of information that people create themselves--the full range of communications from voice calls, 
e-mails and texts to uploaded pictures, video, and music--pales in comparison to the amount of digital 
information created about them each day.   2

Text

I. INTRODUCTION

1  Charles Fried, Privacy, 77 YALE L.J. 475, 482 (1968).

2  EXEC. OFFICE OF THE PRESIDENT, BIG DATA: SEIZING OPPORTUNITIES, PRESERVING VALUES 2 (2014) [hereinafter 
BIG DATA: SEIZING OPPORTUNITIES], available at 
http://www.whitehouse.gov/sites/default/files/docs/big_data_privacy_report_may_1_2014.pdf, archived at http://perma.cc/9PNW-
JBEK (emphasis in original).

https://advance.lexis.com/api/document?collection=analytical-materials&id=urn:contentItem:5G2N-DBR0-00B1-80T9-00000-00&context=
https://advance.lexis.com/api/document?collection=analytical-materials&id=urn:contentItem:5G2N-DBR0-00B1-80T9-00000-00&context=
http://jolt.richmond.edu/v21i4/article12.pdf
http://www.whitehouse.gov/sites/default/files/docs/big_data_privacy_report_may_1_2014.pdf
http://perma.cc/9PNW-JBEK
http://perma.cc/9PNW-JBEK
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P1 Predictive analytics use a method known as data mining to identify trends, patterns, or relationships among 
data, which can then be used to develop a predictive model;   3 in many cases attempting to predict behavior. The 
advent of ubiquitous monitoring and tracking--from self-generated content, web browsing, online transactions, 
geolocation tracking, and infrastructure sensors--provide the "big data" needed for data mining and predictive 
analytics. Privacy law has not kept up, particularly since most of the data are "public", in that they are not secret or 
confidential. Yet, big data mining can reveal intimate facts and portrayals of individuals.

P2 After providing general background on data analytics, this article explores possible theories of privacy protection 
for predictive analytics; specifically under the evolving "mosaic" theory that has so far been considered, to varying 
degrees, in Fourth Amendment search scenarios. This article makes an argument that predictive analytics are ripe 
for privacy protection based on the mosaic theory.

P3 This article then turns to predictive analytics in the workplace, exploring ways in which big data is used in the 
employment context and considering what level of privacy protection may be available to workers. The conclusion is 
not optimistic, from a privacy advocacy perspective, as workplace privacy was already minimized before big data 
even made its appearance. For all practical purposes, it is impossible to avoid "emitting" digital information that can 
be collected, stored, analyzed, and used for a myriad of decision scenarios; all one can really do is be aware that it 
is occurring--just about everywhere, just about all the time.

II. PREDICTIVE ANALYTICS

P4 Predictive analytics enable organizations to determine trends and relationships that may not have otherwise 
been readily apparent.   4 Increasingly sophisticated statistical models coupled with the growth of "big data"   5 have 
led to an increasing use of predictive analytics in a variety of situations.   6 The range of predictive analytics is 
bolstered by the vast amount of increasingly available data: online transaction records, email messages and 
metadata,   7 images, web browsing logs, search queries, health records, social networking interactions, 

3   See CHARLES NYCE, PREDICTIVE ANALYTICS WHITE PAPER 1 (2007), available at 
https://web.archive.org/web/20140305101843/ http://www.theinstitutes.org/doc/predictivemodelingwhitepaper.pdf, archived at 
https://perma.cc/XR7P-DYPP; see also HERMAN T. TAVANI, ETHICS AND TECHNOLOGY: CONTROVERSIES, QUESTIONS, 
AND STRATEGIES FOR ETHICAL COMPUTING 150 (4th ed. 2013) (describing data mining as involving "the indirect gathering 
of personal information through an analysis of implicit patterns discoverable in data[;]" noting further that "[d]ata mining activities 
can generate new and sometimes non-obvious classifications or categories").

4   See NYCE, supra note 3, at 1; see also CTR. FOR INFO. POLICY LEADERSHIP, HUNTON & WILLIAMS LLP, BIG DATA 
AND ANALYTICS: SEEKING FOUNDATIONS FOR EFFECTIVE PRIVACY GUIDANCE 1 (2013) [hereinafter BIG DATA AND 
ANALYTICS], available at 
http://www.hunton.com/files/Uploads/Documents/News_files/Big_Data_and_Analytics_February_2013.pdf, archived at 
http://perma.cc/NAN3-79N6 ("While traditionally analytics has been used to find answers to predetermined questions, its 
application to big data enables exploration of information to see what knowledge may be derived from it, and to identify 
connections and relationships that are unexpected or were previously unknowable.").

5   See BIG DATA AND ANALYTICS, supra note 4, at 1 (describing big data as "vast stores of information gathered from 
traditional sources (e.g., public record data, health data, financial and transactional data) and from new collection points . . . 
(e.g., web data, sensor data, text data, time and location data and data gleaned from social networks)"). "Big data is 
characterized by the variety of its sources, the speed at which it is collected and stored, and its sheer volume." Id. See also Ira 
S. Rubinstein, Big Data: The End of Privacy or a New Beginning?, 3 INT'L DATA PRIVACY L. 74, 74 (2013) (referring to big data 
as "novel ways in which organizations, including government and businesses, combine diverse digital datasets and then use 
statistics and other data mining techniques to extract from them both hidden information and surprising correlations"). Viktor 
Mayer-Schönberger and Kenneth Cukier, while noting there is no "rigorous" definition of big data, refer to it as "things one can 
do at a large scale that cannot be done at a smaller one, to extract new insights or create new forms of value, in ways that 
change markets, organizations, the relationship between citizens and governments, and more." VIKTOR MAYER-
SCHÖNBERGER & KENNETH CUKIER, BIG DATA: A REVOLUTION THAT WILL TRANSFORM HOW WE LIVE, WORK, AND 
THINK 6 (2013).

https://web.archive.org/web/20140305101843/
http://www.theinstitutes.org/doc/predictivemodelingwhitepaper.pdf
https://perma.cc/XR7P-DYPP
http://www.hunton.com/files/Uploads/Documents/News_files/Big_Data_and_Analytics_February_2013.pdf
http://perma.cc/NAN3-79N6
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geolocation tracking, and sensors deployed in infrastructure such as communications networks, electric grids, 
global positioning satellites, roads and bridges, as well as in homes, clothing, and mobile phones.   8 One can think 
of predictive analytics another way: "instead of people using search engines to better understand information, 
search engines will use big data to better understand people."   9

P5 But predictive analytics can go a step further than traditional data analysis--creating a picture of social behavior 
that was not previously possible.   10 Ericka Menchen-Trevino notes that a new interdisciplinary field, computational 
social science, is forming around the social analysis of digital imprints left by e-mail, text messages, tweets, surfing 
the web, social media applications, and smart phones.   11 These data are not necessarily tracking transactional 
records of atomized behavior--such as the purchasing history of customers--but are keeping track of communication 
dynamics and social interactions.   12 For computational social scientists, big data is "big" not because of its size, 
but because its analytical potential is qualitatively different.   13 Indeed, some researchers claim that big data can 
track human behavior more precisely than theoretical models.   14 Big data can help illuminate the complexity that 
interactions add to social dynamics "with an impressive level of detail."   15

P6 Viktor Mayer-Schönberger and Kenneth Cukier provide a brief analysis of the promise--and the peril--of big data 
predictive analytics. Prior to big data, analytics relied on determining whether an individual was part of a group; for 
example, actuarial tables indicate that men over fifty years of age are more prone to colon cancer, so all men over 
fifty may pay more for health insurance.   16 In contrast, big data analysis is noncausal, identifying individuals--
rather than groups--from a vast array of data.   17 Mayer-Schönberger and Cukier argue that, on the plus side, this 
makes profiling much more accurate, less discriminatory, and more individualized.   18 For example, rather than 
identifying an individual as a terrorist threat due to his or her nationality or religion, additional data points such as 
body language and other physiological patterns can be analyzed to make a more accurate determination of a 

6   See, e.g., NYCE, supra note 3, at 1 (discussing the increasing use of analytics in insurance underwriting); see also BIG DATA 
AND ANALYTICS, supra note 4, at 1 (noting that analytics can "help identify individuals in need of social services, detect fraud, 
predict the effects of natural disasters, recognize patterns in scientific research and discover trends in consumer demand"); 
Steve Lohr, Banking Start-Ups Adopt New Tools for Lending, N.Y. TIMES, Jan. 19, 2015, 
http://www.nytimes.com/2015/01/19/technology/banking-start-ups-adopt-new-tools-for-lending.html, archived at 
http://perma.cc/L4JK-6HWE (noting that with the use of predictive analytics, loan underwriting could depend on whether 
customers use only capital letters when filling out forms).

7  Metadata are essentially data about data. See PRESIDENT'S COUNCIL OF ADVISORS ON SCI. & TECH., EXEC. OFFICE 
OF THE PRESIDENT, BIG DATA AND PRIVACY: A TECHNOLOGICAL PERSPECTIVE xi (2014) [hereinafter BIG DATA AND 
PRIVACY], available at http://www.whitehouse.gov/sites/default/files/microsites/ostp/PCAST/pcast_big_data_and_privacy_-
_may_2014.pdf, archived at http://perma.cc/L3CU-RCD8 ("Metadata are ancillary data that describe properties of the data such 
as the time the data were created, the device on which they were created, or the destination of a message.").

8   See, e.g., MAYER-SCHÖNBERGER & CUKIER, supra note 5, at 83-97; Omer Tene & Jules Polonetsky, Big Data for All: 
Privacy and User Control in the Age of Analytics, 11 NW. J. TECH. & INTELL. PROP. 239, 240 (2013); see also Ariana Eunjung 
Cha, 'Smart Pills' with Chips, Cameras and Robotic Parts Raise Legal, Ethical Questions, WASH. POST (May 24, 2014), 
http://www.washingtonpost.com/national/health-science/smart-pills-with-chips-cameras-and-robotic-parts-raise-legal-ethical-
questions/2014/05/24/6f6d715e-dabb-11e3-b745-87d39690c5c0_story.html, archived at http://perma.cc/WD2Y-6VS9 
(describing how "companies and academic research teams are rushing to make ingestible or implantable chips that will help 
patients track the condition of their bodies in real time and in a level of detail that they have never seen before").

9  Ian Kerr & Jessica Earle, Prediction, Preemption, Presumption: How Big Data Threatens Big Picture Privacy, 66 STAN. L. 
REV. ONLINE 65, 65-66 (2013), 

http://www.nytimes.com/2015/01/19/technology/banking-start-ups-adopt-new-tools-for-lending.html
http://perma.cc/L4JK-6HWE
http://www.whitehouse.gov/sites/default/files/microsites/ostp/PCAST/pcast_big_data_and_privacy_-_may_2014.pdf
http://www.whitehouse.gov/sites/default/files/microsites/ostp/PCAST/pcast_big_data_and_privacy_-_may_2014.pdf
http://perma.cc/L3CU-RCD8
http://www.washingtonpost.com/national/health-science/smart-pills-with-chips-cameras-and-robotic-parts-raise-legal-ethical-questions/2014/05/24/6f6d715e-dabb-11e3-b745-87d39690c5c0_story.html
http://www.washingtonpost.com/national/health-science/smart-pills-with-chips-cameras-and-robotic-parts-raise-legal-ethical-questions/2014/05/24/6f6d715e-dabb-11e3-b745-87d39690c5c0_story.html
http://perma.cc/WD2Y-6VS9
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possible threat.   19 On the down side, it may lead some to predict behavior based on mere probabilities; big data 
analytics can only "predict that for a specific individual, a particular future behavior has a certain probability."   20

P7 Predictive analytics are not perfect. While they may reveal hidden correlations, there may be no causation. For 
example, Google engineers found a correlation between Google flu-related searches and outbreaks of the flu, 
identifying flu outbreaks before the Centers for Disease Control.   21 However, the engineers did not examine what 
caused those searches. For example, a few years later, Google's predictive capabilities came into question when it 
drastically overestimated peak flu levels based on search queries, most likely because Google's algorithms did not 
sufficiently take into consideration people who were not suffering from the flu conducting flu-related searches due to 
higher than usual press coverage of a flu outbreak.   22 "Imputing true causality in big data is a research field in its 
infancy."   23 In addition, while there may be a lot of data, they are not always complete or accurate and may 
contain outliers--all of which can lower the performance of data mining algorithms.   24

III. PREDICTIVE ANALYTICS AND PRIVACY

P8 In the early years of America as a colony and a nation, privacy was a relatively minor social concern in light of 
social norms. Church elders would regularly visit the homes of parishioners to ensure proper living;   25 family 
members, as well as visiting guests, would often sleep in the same beds;   26 and Henry Ford would send his 
"sociological investigators" to the homes of workers to ensure proper living before extending a wage bonus.   27 
America's open frontier provided its own natural solitude.   28 Privacy was primarily limited to admonishing 
eavesdroppers--those who would stand outside the open eaves of a home and listen to the conversations within.   
29

P9 When Samuel Warren and Louis Brandeis proposed a "right to be let alone" in their seminal article The Right to 
Privacy,   30 it was in reaction to new intrusive technologies: "[i]nstantaneous photographs and newspaper 

http://www.stanfordlawreview.org/sites/default/files/online/topics/66_StanLRevOnline_65_KerrEarle.pdf, archived at 
http://perma.cc/CE3G-SM2Q. 

10   See Ericka Menchen-Trevino, Collecting Vertical Trace Data: Big Possibilities and Big Challenges for Multi-Method 
Research, 5 POL'Y & INTERNET 328, 328 (2013); see also BEN WABER, PEOPLE ANALYTICS 10-12 (2013) (discussing a 
"Sociometer" that incorporates "the critical sensors necessary to understand many aspects of human behavior"); Emily Singer, Is 
"Self-Tracking" the Secret to Living Better?, MIT TECH. REV. (June 9, 2011), http://www.technologyreview.com/view/424252/is-
self-tracking-the-secret-to-living-better/, archived at http://perma.cc/3NMD-AXLK (reporting on the self-tracking movement which 
utilizes wireless sensing devices and smartphones to track personal lifestyle data).

11   See Menchen-Trevino, supra note 10, at 328; see also Sandra González-Bailón, Social Science in the Era of Big Data, 5 
POL'Y & INTERNET 147, 148 (2013) ("[W]hat makes Big Data unique is their higher level of detail and refinement in the quality 
of observations, not just the number of data points or the amount of memory that their storage takes.").

12   See González-Bailón, supra note 11, at 148.

13   See Menchen-Trevino, supra note 10, at 329.

14   See, e.g., González-Bailón, supra note 11, at 147-48 (discussing "end of theory" arguments); see also MAYER-
SCHÖNBERGER & CUKIER, supra note 5, at 70 ("In the future, our understanding will be driven more by the abundance of data 
rather than by hypotheses."); Chris Anderson, The End of Theory: The Data Deluge Makes the Scientific Method Obsolete, 
WIRED (June 23, 2008), http://archive.wired.com/science/discoveries/magazine/16-07/pb_theory, archived at 
http://perma.cc/Z4UD-6X4L (claiming that "faced with massive data, this approach to science--hypothesize, model, test--is 
becoming obsolete"). "We can throw the numbers into the biggest computing clusters the world has ever seen and let statistical 
algorithms find patterns where science cannot."Id.

15  González-Bailón, supra note 11, at 148.

16   See, e.g., MAYER-SCHÖNBERGER & CUKIER, supra note 5, at 160.

http://www.stanfordlawreview.org/sites/default/files/online/topics/66_StanLRevOnline_65_KerrEarle.pdf
http://perma.cc/CE3G-SM2Q
http://www.technologyreview.com/view/424252/is-self-tracking-the-secret-to-living-better/
http://www.technologyreview.com/view/424252/is-self-tracking-the-secret-to-living-better/
http://perma.cc/3NMD-AXLK
http://archive.wired.com/science/discoveries/magazine/16-07/pb_theory
http://perma.cc/Z4UD-6X4L
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enterprise have invaded the sacred precincts of private and domestic life; and numerous mechanical devices 
threaten to make good the prediction that 'what is whispered in the closet shall be proclaimed from the house-tops.'"   
31 The latter half of the nineteenth century witnessed a change in society fueled by technological advancements, 
including the instant camera,   32 which itself helped fuel a profusion of newspapers and magazines satisfying an 
insatiable demand for gossip and intimate portrayals.   33

P10 Soon, "[a]cceptance of the right to privacy ha[d] grown with the increasing capability of the mass media and 
electronic devices with their capacity to destroy an individual's anonymity, intrude upon his most intimate activities, 
and expose his most personal characteristics to public gaze."   34 Now, in the twenty-first century, almost all 
aspects of modern life are digitally recorded, stored, and analyzed--the collection of information about us is 
ubiquitous.   35 Today, because of social media, mobile devices, surveillance devices, and networked sensors, 
individuals constantly emit information--whether they know it or not--that can be used or misused in a variety of 
ways.   36

P11 Most of the information we "emit" is digital--such as e-mail and text messages, mouse clicks and keystrokes, 
phone numbers dialed and calls received, and GPS location data--which can suffer from over-collection and data 
fusion. "Over-collection occurs when an engineering design intentionally, and sometimes clandestinely, collects 
information unrelated to its stated purpose."   37 For example, does your smart phone camera record your facial 
expressions while it records your keystrokes when you type a text message?   38 In March 2014, the FTC filed a 
complaint against the maker of the "Brightest Flashlight App," a popular Google Android app that would activate all 
the lights on a mobile device, while also transmitting the device's geolocation to third parties, including advertising 
networks.   39 Data fusion occurs when data collected from different sources for different reasons are brought 
together, resulting in data-rich profiles and new ways of tracking.   40 "[T]he privacy challenges from data fusion do 
not lie in the individual data streams . . . . Rather, the privacy challenges are emergent properties of our increasing 
ability to bring into analytical juxtaposition large, diverse data sets and to process them with new kinds of 
mathematical algorithms."   41

17   See id.

18   See id. at 161.

19   See id. at 159-61; see generally Matthew L. Jensen et al., Automatic, Multimodal Evaluation of Human Interaction, 19 
GROUP DECISION & NEGOTIATION 367 (2010) (outlining an approach for automatically extracting behavioral indicators from 
video, audio, and text and exploring the possibility of using those indicators to predict certain human-interpretable judgments); 
Thomas O. Meservy et al., Deception Detection Through Automatic, Unobtrusive Analysis of Nonverbal Behavior, 20 IEEE 
INTELLIGENT SYS. 36, 36 (2005) (discussing the theory underlying an automated system that can infer deception or 
truthfulness from a set of features extracted from head and hands movements in a video).

20  MAYER-SCHÖNBERGER & CUKIER, supra note 5, at 161. Mayer-Schönberger and Cukier remind us that numbers are far 
more fallible than we sometimes think. See MAYER-SCHÖNBERGER & CUKIER, supra note 5, at 163.

21   See Jeremy Ginsberg et al., Letter to the Editor, Detecting Influenza Epidemics Using Search Engine Query Data, 457 
NATURE 1012, 1012-13 (2009) (arguing it is possible to use search queries to detect influenza epidemics in areas with a large 
population of web search users).

22   See Declan Butler, When Google Got Flu Wrong, 494 NATURE 155, 155 (2013) (arguing that mining web and social media 
data for flu-tracking can only compliment, not substitute for, traditional epidemiological surveillance networks).

23  BIG DATA AND PRIVACY, supra note 7, at 25.

24   See id.

25   See ROBERT ELLIS SMITH, BEN FRANKLIN'S WEB SITE: PRIVACY AND CURIOSITY FROM PLYMOUTH ROCK TO 
THE INTERNET 8-10 (2000).
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P12 This is one way in which predictive analytics contribute to online tracking. 42 One does not even have to shop 
online to be targeted by predictive analytics. Perhaps the most famous--and chilling--example comes from Target 
Corporation's use of analytics to predict its shoppers' future buying habits. Target--like all other retailers--
understands that many consumers' buying habits are ingrained and difficult to change. 43 But, one particular 
moment when buying habits can change significantly is the birth of a child. Most marketers are reactive, and send 
coupons and advertisements after the birth of the child based on public birth records. Target sought to be proactive-
-predicting when shoppers, based on buying habits, 44 are pregnant. 45 Unfortunately, Target's analytics were so 
good it informed a father of his daughter's pregnancy before he even knew about it. 46 As the Target incident 
illustrates, predictive analytics can create a risk of revealing intimate personal information before it becomes 
publicly available, 47 even when the original data is non-personally identifiable. 48

Application of analytics to big data does not conform well to traditional legal approaches because big data does 
not result from one-on-one interaction between the data controller and the individual. Big data instead pulls in 
information from disparate sources. Its value derives not only from its volume, but also from its varied and 
expansive scope--big data brings together an enormous pool of information that initially may seem unrelated.   
49

A. The Public/Private Dichotomy and the Third-Party Doctrine

P13 The principal privacy conundrum posed by predictive analytics is that data mining relies to a large extent on 
"public" information--it derives from transactions and social interactions that are often generally observable. "A 
matter that is already public or that has previously become part of the public domain is not private."   50 While total 
secrecy is not required--information disclosed to a few people may remain private   51--if even only a few people 
actually see the information, privacy can be lost if the potential audience is large.   52 W.A. Parent expressly 
excludes information in the public domain from his definition of privacy, considering it a "glaring paradox."   53 Lior 
Jacob Strahilevitz considers the boundary between public and private "the fundamental, first-principles question in 

26   See id. at 19-20 (discussing the practice of bed-sharing primarily due to the lack of beds and for warmth).

27   See, e.g., STEPHEN MEYER III, THE FIVE DOLLAR DAY: LABOR MANAGEMENT AND SOCIAL CONTROL IN THE 
FORD MOTOR COMPANY 1908-1921, at 124-26 (1981); see also Samuel M. Levin, Ford Profit Sharing, 1914-1920, 6 
PERSONNEL J. 75, 78 (1927).

28   See SMITH, supra note 25, at 76; see also Thomas H. O'Connor, The Right to Privacy in Historical Perspective, 53 MASS. L. 
Q. 101, 104-05 (1968) (asserting that, particularly as a result of the Louisiana Purchase, "the solitary isolation of the explorers, 
the pioneers, and the settlers of the West was so absolute that privacy was assured by the very physical dimensions which 
circumscribed the frontier").

29   See, e.g., DAVID J. SEIPP, THE RIGHT TO PRIVACY IN AMERICAN HISTORY 4 (1978) (citing Commonwealth v. Lovett, 6 
PA. L.J. 226, 226-28 (1847)).

30  Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 HARV. L. REV. 193, 193, 205 (1891).
31   Id. at 195.

32   See, e.g., Robert E. Mensel, "Kodakers Lying in Wait": Amateur Photography and the Right to Privacy in New York, 1885-
1915, 43 AM. Q. 24, 25 (1991) (discussing the impact of unprecedented technological change upon the public's psyche).

33   See Warren & Brandeis, supra note 30, at 196 ("The press is overstepping in every direction the obvious bounds of propriety 
and of decency. Gossip is no longer the resource of the idle and of the vicious, but has become a trade, which is pursued with 
industry as well as effrontery. To satisfy a prurient taste the details of sexual relations are spread broadcast in the columns of the 
daily papers. To occupy the indolent, column upon column is filled with idle gossip, which can only be procured by intrusion upon 
the domestic circle."); see also Mensel, supra note 32, at 25 (arguing that "amateur photographers played an important role in 
provoking outrage among editorial commentators, judges, and legislators which eventually helped lead to the recognition of the 
right to privacy").
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privacy law."   54 This public/private dichotomy is reflected in a number of court decisions: "objects, activities, or 
statements that [one] exposes to the 'plain view' of outsiders are not 'protected'";   55 "whatever the public may see 
from a public place cannot be private";   56 and watching an appellee and videotaping his activities while he was 
outside his home, in his front yard, where he was exposed to public view was not an actionable invasion of privacy.   
57 Indeed, one court has gone so far as to hold there was no reasonable expectation of privacy where a woman 
was recorded by a secretly installed camera while changing clothes in an office area, despite locking the door, 
because others had a key to the office and could have walked in at any moment.   58

P14 Closely related to the public/private dichotomy is the so-called "third-party doctrine," which provides that private 
information disclosed to a third party can lose its privacy protection. The doctrine originates in Fourth Amendment 
jurisprudence, particularly in the following cases: On Lee v. United States, where the Supreme Court held there was 
no Fourth Amendment protection in a confidential conversation recorded by an informant;   59  United States v. 
Miller, where the Supreme Court held that the Fourth Amendment does not require the government to obtain a 
warrant to seize bank records;   60 and Smith v. Maryland, where the Court held that dialed telephone numbers 
have no constitutional protection.   61

P15 The third-party doctrine is not without its critics.   62 One argument particularly germane to this article is that 
privacy does not require total secrecy and that exposure to a limited audience does not equate to exposure to the 
world at large.   63

P16 In contrast, Orin Kerr argues the third-party doctrine prevents "savvy wrongdoers" from using "third-party 
services in a tactical way to enshroud the entirety of their crimes in zones of Fourth Amendment protection." 64 
However, the Supreme Court may ultimately recognize that modern technology may finally impose a limit on the 
Fourth Amendment's third-party doctrine:

34   Briscoe v. Reader's Digest Ass'n, 483 P.2d 34, 37 (Cal. 1971). In Briscoe, the California Supreme Court considered whether 
publication of a criminal's past involvement in a crime could constitute an invasion of privacy if the incident was no longer 
newsworthy. See id. at 43-44.  Briscoe was overruled by Gates v. Discovery Communications, Inc., in which the California 
Supreme Court ruled, under similar facts, that no invasion of privacy could occur when the broadcast in question relied on public 
records. See  Gates v. Discovery Commc'ns, Inc., 101 P.3d 552, 559-62 (Cal. 2004). "[A]n invasion of privacy claim based on 
allegations of harm caused by a media defendant's publication of facts obtained from public official records of a criminal 
proceeding is barred by the First Amendment to the United States Constitution." Id. at 562.

35   See BIG DATA AND PRIVACY, supra note 7, at ix ("The ubiquity of computing and electronic communication technologies 
has led to the exponential growth of data from both digital and analog sources."); see also Diane Cardwell, At Newark Airport, 
the Lights Are On, and They're Watching You, N.Y. TIMES, Feb. 18, 2014, at A1, available at 
http://www.nytimes.com/2014/02/18/business/at-newark-airport-the-lights-are-on-and-theyre-watching-you.html, archived at 
http://perma.cc/TD3Y-FN7G ("Using an array of sensors and eight video cameras around the [Newark Airport] terminal, the light 
fixtures are part of a new wireless network that collects and feeds data into software that can spot long lines, recognize license 
plates and even identify suspicious activity, sending alerts to the appropriate staff."); Robert Faturechi,Use of License Plate 
Photo Databases Is Raising Privacy Concerns, L.A. TIMES (May 18, 2014, 9:29 PM), http://www.latimes.com/business/la-fi-law-
enforcement-contractors-20140518-story.html, archived at http://perma.cc/A64W-2D3Z (reporting that the technology used in 
Los Angeles automatically captures digital images of license plates tagged with time and location, which is then transmitted to 
searchable databases used by police officers to track past whereabouts of drivers); Steve Lohr,Big Data: Rise of the Machines, 
N.Y. TIMES, Jan. 7, 2013, http://bits.blogs.nytimes.com/2012/12/31/big-data-rise-of-the-machines, archived at 
http://perma.cc/37SC-9H26 ("The ubiquity of sensors is new. . . . The sensors make it possible to get data we never had before." 
(internal quotation marks omitted)); Zach Church,Google's Schmidt: 'Global Mind' Offers New Opportunities, MIT NEWS (Nov. 
15, 2011), http://web.mit.edu/newsoffice/2011/schmidt-event-1115.html, archived at http://perma.cc/3AKD-FX7P ("Technology is 
not really about hardware and software any more . . . . It's really about the mining and use of this enormous [volume of] data [in 
order to] make the world a better place." (internal quotation marks omitted)).

36   See BIG DATA AND PRIVACY, supra note 7, at 19.

https://advance.lexis.com/api/document?collection=cases&id=urn:contentItem:3RRK-JDV0-003C-H0SW-00000-00&context=
https://advance.lexis.com/api/document?collection=cases&id=urn:contentItem:4DYN-97Y0-0039-44Y4-00000-00&context=
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:8T9R-T2X2-D6RV-H374-00000-00&context=
https://advance.lexis.com/api/document?collection=cases&id=urn:contentItem:4DYN-97Y0-0039-44Y4-00000-00&context=
http://www.nytimes.com/2014/02/18/business/at-newark-airport-the-lights-are-on-and-theyre-watching-you.html
http://perma.cc/TD3Y-FN7G
http://www.latimes.com/business/la-fi-law-enforcement-contractors-20140518-story.html
http://www.latimes.com/business/la-fi-law-enforcement-contractors-20140518-story.html
http://perma.cc/A64W-2D3Z
http://bits.blogs.nytimes.com/2012/12/31/big-data-rise-of-the-machines
http://perma.cc/37SC-9H26
http://web.mit.edu/newsoffice/2011/schmidt-event-1115.html
http://perma.cc/3AKD-FX7P
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[I]t may be necessary to reconsider the premise that an individual has no reasonable expectation of privacy in 
information voluntarily disclosed to third parties. This approach is ill suited to the digital age, in which people 
reveal a great deal of information about themselves to third parties in the course of carrying out mundane 
tasks.   65

P17 The third-party doctrine has been applied in common law privacy cases as well. For example, the United 
States District Court for the District of New Jersey dismissed a plaintiff's invasion of privacy claim against her 
employer in relation to restricted-access Facebook posts because a person allowed to view those posts had 
provided them to her employer.   66 In Sumien v. CareFlite, the Texas Court of Appeals refused to recognize a right 
of privacy in Facebook posts viewed by a friend-of-afriend.   67

P18 Big data and its associated predictive analytics extend the privacy concern beyond discrete events and 
transactions--a concern perhaps best described by a fictional professor describing his forthcoming book The Defeat 
of Privacy:

It's about the fact that there are no more private selves, no more private corners in society, no more private 
properties, no more private acts. . . . Mankind is making everything open and accessible. . . . There are no 
concealments any longer, no mysterious dark places of the soul. We're all right there in front of the entire 
audience of the universe, in a state of exposure. We're all nude and available.   68

In light of ever-developing technologies that provide ubiquitous tracking and data collection, perhaps, as Justice 
Sotomayor intimated, it is time to reexamine the public/private dichotomy and third-party doctrine. This 
reexamination is currently taking place in Fourth Amendment cases and can easily be applied to common law 
privacy.

B. "Public" Data and the Mosaic Theory

37   Id. at 21.

38   See, e.g., BIG DATA AND PRIVACY, supra note 7, at 21; see also Raffi Khatchadourian, We Know How You Feel, NEW 
YORKER (Jan. 19, 2015), http://www.newyorker.com/magazine/2015/01/19/know-feel, archived at http://perma.cc/8PMS-K3T8 
(reporting on technology that can identify emotions in real time based on facial expressions: "The process requires machine 
learning, in which computers find patterns in large tranches of data, and then use those patterns to interpret new data.").

39   See Complaint at 2, In re Goldenshores Tech., L.L.C., No. C-4446 (F.T.C. Mar. 31, 2014), available at 
http://www.ftc.gov/system/files/documents/cases/140409goldenshorescmpt.pdf, archived at http://perma.cc/9HWU-NG6G. The 
FTC entered a settlement with Goldenshores Technologies that requires it to delete personal information collected from 
consumers as well as provide a just-in-time disclosure that fully informs consumers when, how, and why their geolocation 
information is being collected, used and shared, and requires defendants to obtain consumers' affirmative express consent 
before doing so.See Decision and Order at 4, In re Goldenshores Tech., L.L.C., No. C-4446 (F.T.C. Mar. 31, 2014), available at 
http://www.ftc.gov/system/files/documents/cases/140409goldenshoresdo.pdf, archived at http://perma.cc/Y6FW-C2M4. 

40   See BIG DATA AND PRIVACY, supra note 7, at 21.

41   Id.

42   See, e.g., Julie Brill, Competition and Consumer Protection: Strange Bedfellows or Best Friends?, 10 ANTITRUST SOURCE, 
Dec. 2010, at 7, available at 
http://www.americanbar.org/content/dam/aba/publishing/antitrust_source/Dec10_Brill12_21f.authcheckdam.pdf, archived at 
http://perma.cc/45VS-UX28 ("In recent years, advances in computer technology have made it possible for detailed information 
about consumers to be stored, sold, shared, aggregated, and used more easily and cheaply than ever, in ways not feasible, or 
even conceivable, before. These advances in technology have allowed online companies to engage in targeted advertising, a 
practice that has many important benefits. . . . Yet serious privacy concerns arise when companies can easily collect, combine, 
and use so much information from consumers.").

http://www.newyorker.com/magazine/2015/01/19/know-feel
http://perma.cc/8PMS-K3T8
http://www.ftc.gov/system/files/documents/cases/140409goldenshorescmpt.pdf
http://perma.cc/9HWU-NG6G
http://www.ftc.gov/system/files/documents/cases/140409goldenshoresdo.pdf
http://perma.cc/Y6FW-C2M4
http://www.americanbar.org/content/dam/aba/publishing/antitrust_source/Dec10_Brill12_21f.authcheckdam.pdf
http://perma.cc/45VS-UX28
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P19 In 2001, Daniel Solove identified the risk to privacy imposed by data analytics: "It is ever more possible to 
create an electronic collage that covers much of a person's life--a life captured in records, a digital biography 
composed in the collective computer networks of the world." 69 Herman Tavani succinctly summarizes the 
fundamental conundrum between data mining (and implicitly predictive analytics) and privacy:

Unlike personal data that reside in explicit records in databases, information acquired about persons via data 
mining is often derived from implicit patterns in the data. The patterns can suggest "new" facts, relationships, or 
associations about a person, placing that person in a "newly discovered" category or group. Also, because 
most personal data collected and used in data mining applications is considered neither confidential nor 
intimate in nature, there is a tendency to presume that such data must by default be public data. And unlike the 
personal data that are often exchanged between or across two or more databases in traditional database 
retrieval processes, in the data mining process personal data are often manipulated within a single database, 
and typically within a large data warehouse.   70

P20 Derived from government surveillance cases,   71 the "mosaic theory" recognizes that continual surveillance of 
a suspect's public movements "reveals far more than the individual movements [the whole] comprises."   72 The 
current leading Fourth Amendment case espousing the mosaic theory is United States v. Maynard, in which law 
enforcement agents tracked a suspect continuously for a month using a GPS device attached to his car.   73 The 
D.C. Circuit Court of Appeals concluded that the GPS tracking constituted a search within the meaning of the 
Fourth Amendment, and therefore required a warrant.   74 While the U.S. Supreme Court affirmed Maynard, it did 
not do so under the mosaic theory--it instead held that the agents needed a warrant because they physically 
trespassed when they placed the GPS on the suspect's car.   75 However, in his concurrence with the judgment, 
Justice Alito expressly stated that he would "analyze the question presented in this case by asking whether 
respondent's reasonable expectations of privacy were violated by the long-term monitoring of the movements of the 
vehicle he drove."   76 Justice Alito suggested that the majority's "reasoning largely disregards what is really 

43   See Charles Duhigg, How Companies Learn Your Secrets, N.Y. TIMES MAG., Feb. 19, 2012, 
http://www.nytimes.com/2012/02/19/magazine/shopping-habits.html, archived at http://perma.cc/Q6RQ-5Q67. 

44 See id. Whenever possible, Target assigns each shopper a unique code that tracks every purchase and which is linked to 
individual demographic information, such as age, marriage status, neighborhood, estimated salary, credit cards used, and Web 
sites visited. See id.

Target can buy data about your ethnicity, job history, the magazines you read, if you've ever declared bankruptcy or got 
divorced, the year you bought (or lost) your house, where you went to college, what kinds of topics you talk about online, 
whether you prefer certain brands of coffee, paper towels, cereal or applesauce, your political leanings, reading habits, 
charitable giving and the number of cars you own.

Id.

45   See id. Rather than be among the multiple marketers sending materials post-birth, Target wanted to target (pun intended) 
women in their second trimester, which is when most expectant mothers begin buying all new and different items, such as 
prenatal vitamins and maternity clothing. See id.

46   See Duhigg, supra note 43 (relating how an irate father complained to Target that it was encouraging his teenage daughter to 
get pregnant by sending her coupons for maternity and baby clothes and cribs, only to find out later that his daughter was indeed 
pregnant). But see Tim Harford, Big Data: Are We Making a Big Mistake?, FIN. TIMES (Mar. 29, 2014, 11:38 AM), 
http://www.ft.com/intl/cms/s/2/21a6e7d8-b479-11e3-a09a-00144feabdc0.html#axzz3TwAfkZFe, archived at 
http://perma.cc/2JAW-ZFTK (arguing that pregnant women receive pregnancy-related coupons because everyone on Target's 
mailing list receives such coupons; suggesting further that Target mixes pregnancy-related coupons with other unrelated 
coupons not to avoid upsetting pregnant women who would receive only pregnancy-related coupons but because the coupons 
will be sent to women who are not pregnant);cf. Jessica Goldstein, Meet the Woman Who Did Everything in Her Power to Hide 
Her Pregnancy from Big Data, THINKPROGRESS (Apr. 29, 2014, 11:26 AM), 
http://thinkprogress.org/culture/2014/04/29/3432050/can-you-hide-from-big-data/, archived at http://perma.cc/R7Q7-KEQJ 

https://advance.lexis.com/api/document?collection=cases&id=urn:contentItem:3WK7-SM50-00KR-F3Y2-00000-00&context=
http://www.nytimes.com/2012/02/19/magazine/shopping-habits.html
http://perma.cc/Q6RQ-5Q67
http://www.ft.com/intl/cms/s/2/21a6e7d8-b479-11e3-a09a-00144feabdc0.html#axzz3TwAfkZFe
http://perma.cc/2JAW-ZFTK
http://thinkprogress.org/culture/2014/04/29/3432050/can-you-hide-from-big-data/
http://perma.cc/R7Q7-KEQJ
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important (the use of a GPS for the purpose of long-term tracking) and instead attaches great significance to 
something that most would view as relatively minor"--the attaching to the bottom of a car the GPS device itself.   77 
And as noted earlier, Justice Sotomayor expressed her opinion "it may be necessary to reconsider the premise that 
an individual has no reasonable expectation of privacy in information voluntarily disclosed to third parties."   78

P21 One can also perhaps glean some insight into the Supreme Court's concern over Fourth Amendment privacy 
and evolving technology in Riley v. California, in which the Court held that warrantless searches of cell phones 
incident to arrest violated the Fourth Amendment.   79 As a general matter, police officers do not need a warrant to 
search a person and the immediately surrounding area incident to an arrest in order to secure the officers' safety 
and prevent the destruction evidence.   80 In Riley, the Supreme Court concluded that neither risk exists when the 
search is of digital data.   81 Ultimately, "when 'privacy-related concerns are weighty enough' a 'search may require 
a warrant, notwithstanding the diminished expectations of privacy of the arrestee.'"   82

P22 Importantly, at least for the arguments made in this article, Justice Robert's opinion recognizes that collected 
data can be different: 83

The storage capacity of cell phones has several interrelated consequences for privacy. First, a cell phone 
collects in one place many distinct types of information--an address, a note, a prescription, a bank statement, a 
video--that reveal much more in combination than any isolated record. Second, a cell phone's capacity allows 
even just one type of information to convey far more than previously possible. The sum of an individual's 
private life can be reconstructed through a thousand photographs labeled with dates, locations, and 
descriptions; the same cannot be said of a photograph or two of loved ones tucked into a wallet. Third, the data 
on a phone can date back to the purchase of the phone, or even earlier. A person might carry in his pocket a 
slip of paper reminding him to call Mr. Jones; he would not carry a record of all his communications with Mr. 
Jones for the past several months, as would routinely be kept on a phone.   84

(reporting on the efforts of Jane Vertesi, Princeton University Assistant Professor of Sociology, to prevent "big data" from finding 
out she was pregnant, and who found hiding from "big data" extremely inconvenient and expensive, besides nearly impossible).

47   See BIG DATA AND ANALYTICS, supra note 4, at 2 ("[T]he power of analytics, rich data stores and the insights they can 
yield raise risks to privacy."); Tene & Polonetsky, supra note 8, at 253-54 ("It is one thing to recommend for a customer books, 
music or movies she might be interested in based on her previous purchases; it is quite another thing to identify when she is 
pregnant before her closest family knows.").

48   See BIG DATA AND ANALYTICS, supra note 4, at 2; see also Justin Brickell & Vitaly Shmatikov, The Cost of Privacy: 
Destruction of Data-Mining Utility in Anonymized Data Publishing (Aug. 2008) (presented at 14th Annual ACM SIGKDD 
Conference on Knowledge, Discovery and Data Mining in Las Vegas, Nev), available at http://www.cise.ufl.edu/ 
nemo/anonymity/papers/jlbrick_kdd2008.pdf,archived at http://perma.cc/Q8LA-3HNY ("[E]ven modest privacy gains require 
almost complete destruction of the data-mining utility.").See generally Paul Ohm, Broken Promises of Privacy: Responding to the 
Surprising Failure of Anonymization, 57 UCLA L. REV. 1701, 1706-07 (2010) (demonstrating that cross-linking supposedly 
anonymous data among databases can "de-anonymize" the data).

49  BIG DATA AND ANALYTICS, supra note 4, at 11.

50  Moreno v. Hanford Sentinel, Inc., 91 Cal. Rptr. 3d 858, 862 (Cal. Ct. App. 2009).

51   See id. at 863 (citing M.G. v. Time Warner, Inc., 107 Cal. Rptr. 2d 504, 511 (Cal. Ct. App. 2001)).

52   See id. at 863 (holding that posting information to MySpace opened it to the public at large, even if it was removed a few 
days later and was seen by only a few people).

53  W.A. Parent, Privacy, Morality, and the Law, 12 PHIL. & PUB. AFF. 269, 271 (1983).

http://www.cise.ufl.edu/
http://perma.cc/Q8LA-3HNY
https://advance.lexis.com/api/document?collection=analytical-materials&id=urn:contentItem:5102-59F0-02BN-00D2-00000-00&context=
https://advance.lexis.com/api/document?collection=cases&id=urn:contentItem:7VCJ-6480-Y9NK-S49M-00000-00&context=
https://advance.lexis.com/api/document?collection=cases&id=urn:contentItem:435D-TMG0-0039-404S-00000-00&context=
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P23 Analogous to ubiquitous monitoring, Chief Justice Roberts additionally noted the pervasiveness of data 
collected through cell phones: "Today . . . it is no exaggeration to say that many of the more than 90% of American 
adults who own a cell phone keep on their person a digital record of nearly every aspect of their lives--from the 
mundane to the intimate." 85 Chief Justice Roberts noted also the qualitative difference in stored data (in this case, 
on a cell phone):

An Internet search and browsing history . . . could reveal an individual's private interests or concerns . . . . Data 
on a cell phone can also reveal where a person has been. Historic location information . . . can reconstruct 
someone's specific movements down to the minute, not only around town but also within a particular building.   
86

P24 Based on Riley's discussion of the expanding quantitative and qualitative aspects of stored data, it is logical to 
surmise that if the Supreme Court had addressed the substantive privacy issues in Jones, it very likely might have 
adopted the mosaic theory--particularly in light of Justice Alito's and Justice Sotomayor's concurrences.   87 One 
distinguishing factor in "mosaic" cases is the length of surveillance. "[R]elatively short-term monitoring of a person's 
movements on public streets accords with expectations of privacy that our society has recognized as reasonable. 
But the use of longer term GPS monitoring in investigations of most offenses impinges on expectations of privacy."   
88 Indeed this was one of Justice Scalia's objections to applying the theory--"it remains unexplained why a 4-week 
investigation is 'surely' too long."   89 This may be an issue within Fourth Amendment jurisprudence, but it should 
not be in the context of private-party data tracking and analysis--it is now ubiquitous and fundamentally 
unavoidable.

P25 Within the context of private-party data tracking and analysis, the mosaic theory is less about length than 
extremity. New York courts in particular have recognized a common law privacy invasion resulting from overly 
zealous surveillance of "public" conduct.   90 For example, in Nader v. General Motors Corporation, in which 
General Motors had hired private investigators to follow Ralph Nader, a critic of General Motors, and interview his 

54  Lior Jacob Strahilevitz, A Social Networks Theory of Privacy, 72 U. CHI. L. REV. 919, 920 (2005) (emphasis added).

55   Katz v. United States, 389 U.S. 347, 361 (1967) (Harlan, J., concurring).

56   N.O.C., Inc. v. Schaefer, 484 A.2d 729, 732 n.1 (N.J. Super. Ct. Law Div. 1984).

57   See  I.C.U. Investigations, Inc. v. Jones, 780 So. 2d 685, 689-90 (Ala. 2000).

58   See  Nelson v. Salem State Coll., 845 N.E.2d 338, 346-47 (Mass. 2006).

59   See  On Lee v. United States, 343 U.S. 747, 753-54 (1952) ("Petitioner was talking confidentially and indiscreetly with one he 
trusted, and he was overheard. This was due to aid from a transmitter and receiver, to be sure, but with the same effect on his 
privacy as if agent Lee had been eavesdropping outside an open window. The use of bifocals, field glasses or the telescope to 
magnify the object of a witness' vision is not a forbidden search or seizure, even if they focus without his knowledge or consent 
upon what one supposes to be private indiscretions."). But cf.  Kyllo v. United States, 533 U.S. 27, 34-35 (2001) (holding that 
use of thermal imaging technology constituted a Fourth Amendment search).

60   See  United States v. Miller, 425 U.S. 435, 443 (1976) ("[T]he Fourth Amendment does not prohibit the obtaining of 
information revealed to a third-party and conveyed by him to Government authorities, even if the information is revealed on the 
assumption that it will be used only for a limited purpose and the confidence placed in the third party will not be betrayed."). 
Miller's holding was limited by the Right to Financial Privacy Act of 1978, by--for example--requiring the Government authority to 
notify the bank customer of the subpoena or summons served on the financial institution as well as the nature of the law 
enforcement inquiry to which the subpoena or summons relates. See Right to Financial Privacy Act of 1978, Pub. L. No. 95-630, 
92 Stat. 3697 (1978) (codified as amended at 12 U.S.C. §§ 3401-3422 (2012)).

61   See  Smith v. Maryland, 442 U.S. 735, 743-46 (1979) ("Although petitioner's conduct may have been calculated to keep the 
contents of his conversation private, his conduct was not and could not have been calculated to preserve the privacy of the 
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acquaintances, the New York Court of Appeals concluded that surveillance of public activities could rise to the level 
of an invasion of privacy.   91 "[I]t is manifest that the mere observation of the plaintiff in a public place does not 
amount to an invasion of his privacy. But, under certain circumstances, surveillance may be so 'overzealous' as to 
render it actionable."   92 Judge Breitel elaborated: "Although acts performed in 'public', especially if taken singly or 
in small numbers, may not be confidential, at least arguably a right to privacy may nevertheless be invaded through 
extensive or exhaustive monitoring and cataloguing of acts normally disconnected and anonymous."   93 Similarly, 
in Galella v. Onassis, a photographer who had stalked former First Lady Jacqueline Onassis to such an extent that 
he could comment "at considerable length on her personality, her shopping tastes and habits, and her preferences 
for entertainment," had invaded Onassis's privacy.   94

P26 The Supreme Court has expanded the concept that some public information can be private. Recognizing that 
"both the common law and the literal understandings of privacy encompass the individual's control of information 
concerning his or her person"   95 in Department of Justice v. Reporters Committee for Freedom of the Press, 
Justice Stevens focused on "whether the compilation of otherwise hard-to-obtain information alters the privacy 
interest implicated by disclosure of that information."   96 Recognizing that complete computerized dossiers are now 
available at one's fingertips,   97 Justice Stevens concluded that the Freedom of Information Act's exemptions from 
disclosure recognize "the power of compilations to affect personal privacy that outstrips the combined power of the 
bits of information contained within."   98 Fundamentally, the Supreme Court has "recognized the privacy interest 
inherent in the nondisclosure of certain information even where the information may have been at one time public."   
99

P27 Extensive data mining and the use of predictive analytics appear to fit squarely within the concerns expressed 
by advocates of the mosaic theory, as well as those who have expressed similar concerns regarding data 
agglomeration. Citizens should not have to fear that personal and intimate details of their lives will be revealed 
through the collection, storage, and analysis of virtually all of the mundane acts of life. 100 For all practical purposes, 
it is now impossible to avoid being tracked:

number he dialed. Regardless of his location [i.e., whether in his home or some other location], petitioner had to convey that 
number to the telephone company in precisely the same way if he wished to complete his call."). But see Electronic 
Communications Privacy Act of 1986, Pub. L. No. 99-508, tit. III, 100 Stat. 1848, 1868 (codified as amended at 18 U.S.C. § 
3121-23) (2012)) (requiring government authorities to obtain a court order prior to recording telephone numbers dialed).

62   See, e.g., Smith, 442 U.S. at 750 (Marshall, J., dissenting) ("[U]nless a person is prepared to forgo use of what for many has 
become a personal or professional necessity [i.e., the telephone], he cannot help but accept the risk of surveillance."); United 
States v. White, 401 U.S. 745, 790 (1971) (Harlan, J., dissenting) ("The interest On Lee fails to protect is the expectation of the 
ordinary citizen, who has never engaged in illegal conduct in his life, that he may carry on his private discourse freely, openly, 
and spontaneously without measuring his every word against the connotations it might carry when instantaneously heard by 
others unknown to him and unfamiliar with his situation or analyzed in a cold, formal record played days, months, or years after 
the conversation. Interposition of a warrant requirement is designed not to shield 'wrongdoers,' but to secure a measure of 
privacy and a sense of personal security throughout our society."); cf. Frank Rich, Chris Rock Talks to Frank Rich about 
Ferguson, Cosby, and What 'Racial Progress' Really Means, VULTURE (Nov. 30, 2014, 9:00 PM), 
http://www.vulture.com/2014/11/chris-rock-frank-rich-in-conversation.html, archived at http://perma.cc/23Z4-SA8T ("You can't 
think the thoughts you want to think if you think you're being watched.").

63   See, e.g., RICHARD A. POSNER, NOT A SUICIDE PACT: THE CONSTITUTION IN A TIME OF NATIONAL EMERGENCY 
140 (2006) ("Information privacy does not mean refusing to share information with everyone. . . . One must not confuse solitude 
with secrecy; they are distinct forms of privacy."); Sherry F. Colb, What Is a Search? Two Conceptual Flaws in Fourth 
Amendment Doctrine and Some Hints of a Remedy, 55 STAN. L. REV. 119, 122-23 (2002) (arguing that "treating exposure to a 
limited audience as identical to exposure to the world" fails "to recognize degrees of privacy in the Fourth Amendment context;" 
noting for example, that giving a neighbor keys to one's house so the neighbor can water the plants while the owner is away 
does not grant the neighbor permission to invite friends into the owner's house); Daniel J. Solove, Digital Dossiers and the 
Dissipation of Fourth Amendment Privacy, 75 S. CAL. L. REV. 1083, 1086-87 (2002) ("The [Supreme] Court's current 
conception of privacy is as a form of total secrecy. As conceived by the Court, an individual's hidden world should be protected. 
It has expressed an interest in safeguarding the intimate information that individuals carefully conceal. Privacy is about 
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Experience has shown that it is possible, but it's really not easy, and it comes with a lot of sacrifices. And it 
requires some technical skill. So to that end, it's my concern about the opt-out idea. I don't actually think it's 
feasible for everyone to do this. I don't think that's the answer. I don't think that's the simple answer to the big 
data problem: that you can just turn this stuff off, that you cannot do the things that you clearly need to do for 
your daily life. But I really want to emphasize, I did this [avoiding tracking] as an experiment to see what it 
would take, to see what these systems were demanding of us that we'd forgotten about, and how it is that they 
worked. And so I don't expect people to do this. In fact, I wouldn't recommend it.   101

P28 No one should be forced into the experimental "dilemma" attempted by Professor Vertesi of completely 
rejecting all aspects of modern life--from social communications to shopping--to avoid constant commercial 
surveillance.   102 But in the workplace, we have even less control over the degree of monitoring that is taking 
place.

IV. PREDICTIVE ANALYTICS IN THE WORKPLACE

P29 In the late nineteenth and early twentieth centuries, Frederick Taylor and his scientific management techniques 
sought to obtain maximum efficiency in industrial work--the one best way.   103 Under Taylor's methodology, the 
principal tools of measurement and observation were the manager with a stopwatch.   104 To the workers, the 
stopwatch "was a hideous invasion of privacy, an oppressive all-seeing eye that peered into their work lives, ripping 
at their dignity."   105

P30 Fast forward to the twenty-first century. Under what Simon Head describes as Computer Business Systems, 
the shop floor has moved into service-sector offices:

With the coming of the networked computer with monitoring software attached, industrial regimes of 
quantification, targeting, and control now pervade the white-collar world: how many patients, litigants, 

protecting the skeletons that are meticulously hidden in the closet. Since information maintained by third parties is exposed to 
others, it is not private, and therefore not protected by the Fourth Amendment. This conception of privacy is not responsive to life 
in the modern Information Age."). But see  State v. Carle, 337 P.3d 904, 911 (Or. Ct. App. 2014) (concluding that because 
defendant had no privacy interest in the digital copy of the text message found on the recipient's phone, police did not conduct a 
"search" under the Fourth Amendment when they viewed that text message on recipient's phone); State v. Patino, 93 A.3d 40, 
56 (R.I. 2014) (holding that a sender of text messages has no Fourth Amendment privacy interest in those messages stored on 
the recipient's phone, "[b]ecause the recipient now shares full control of whether to share or disseminate the sender's message, 
the sender, to be sure, no longer enjoys a reasonable expectation of privacy in the digital copy of the message contained on the 
recipient's device."); State v. Marcum, 319 P.3d 681, 687 (Okla. Crim. App. 2014) (holding defendant had no reasonable 
expectation of privacy in phone company's records of defendant's text messages from account of co-defendant).

64  Orin S. Kerr, The Case For The Third-Party Doctrine, 107 MICH. L. REV. 561, 564-65 (2009) (also arguing that the third-party 
doctrine provides clarity by focusing on the information's knowable location rather than its unknowable history). For further 
elaboration and debate regarding Kerr's arguments, see Richard A. Epstein, Symposium, Security Breach Notification Six Years 
Later: Privacy and the Third Hand: Lessons from the Common Law of Reasonable Expectations, 24 BERKELEY TECH. L.J. 
1199, 1200-02 (2009) (stating "[i]nsofar as Kerr shifts away from reasonable expectations to either assumption of risk or to 
consent, he cannot build an adequate foundation for Fourth Amendment Law."); Erin Murphy, Security Breach Notification Six 
Years Later: The Case Against the Case for Third-Party Doctrine: A Response to Epstein and Kerr, 24 BERKELEY TECH. L.J. 
1239, 1241-44 (2009) (stating that it "is not clear that third-party participation makes policing all that harder or easier."); see also 
Orin S. Kerr, Symposium, Security Breach Notification Six Years Later: Defending The Third-Party Doctrine: A Response to 
Epstein and Murphy, 24 BERKELEY TECH. L.J. 1229, 1230-36 (2009) (addressing the concerns raised by Epstein and Murphy).

65   United States v. Jones, 132 S. Ct. 945, 957 (2012) (Sotomayor, J., concurring) (citations omitted).

66   See  Ehling v. Monmouth-Ocean Hosp. Serv. Corp., 961 F. Supp. 2d 659, 673-74 (D.N.J. 2013) ("[T]he evidence shows that 
Defendants were the passive recipients of information that they did not seek out or ask for. Plaintiff voluntarily gave information 
to her Facebook friend, and her Facebook friend voluntarily gave that information to someone else. This may have been a 
violation of trust, but it was not a violation of privacy.").
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customers with complaints, students with theses, and future home owners with mortgage applications have 
been processed or billed per day or week, and how many should be processed or billed, because the digital 
white-collar line is subject to speedup no less than its factory counterpart?   106

A. Predictive Analytics: Surveillance on Steroids?

P31 One commentator from Frederick Taylor's era suggested that any system that schedules every movement so 
that a worker "is simply one of the gears in the operation of the machine" would not secure the best results in the 
long run. 107 Adding big data and analytics to the mix may only compound the problems:

Big Data also holds out the promise of, for instance, total supervision in the workplace. Lest perfect 
surveillance of employees sound alarming, this new field is given the blandly technocratic name of "workforce 
science". Every phone call, email and even mouse-click of an employee can be stored and analysed to guide 
management in making decisions.

So "workforce science" is a scaled-up and automated version of the "scientific management" promoted by 
Frederick Winslow Taylor in his highly influential 1911 book, The Principles of Scientific Management, which 
recounted how he performed time-and-motion studies on labourers in order to get more work out of them. It 
has since been alleged that Winslow fiddled the data, but that didn't stop him becoming an eponym: 
"taylorisation" is the breaking-down of some activity into discrete repetitive units, supposedly to improve 
efficiency. Big Data promises taylorisation on steroids.   108

P32 Fundamentally, the "predictive" in predictive analytics is to predict human behavior.   109 It can be used, for 
example, in predicting whether someone has all the skills and resources for a particular job opening.   110 
Companies believe they can learn more about a potential employee by scouring the Internet compared to just 
reading a résumé.   111 Résumés are not considered to be data intensive; instead Internet searches may reveal 
hints at implicit activity never mentioned in a résumé, such as active participation in relevant online forums or e-mail 
chat lists.   112 LinkedIn, the popular professional social media site, generates more than half its revenue from 

67   See Sumien v. CareFlite, No. 02-12-00039--CV, 2012 Tex. App. LEXIS 5331, at *6-7 (Tex. Ct. App. July 5, 2012). But cf.  
Pure Power Boot Camp, Inc. v. Warrior Fitness Boot Camp, LLC, 587 F. Supp. 2d 548, 561 (S.D.N.Y. 2008) ("There is no 
sound basis to argue that Fell [plaintiff's former employee], by inadvertently leaving his Hotmail password accessible, was 
thereby authorizing access to all of his Hotmail e-mails, no less the e-mails in his two other accounts. If he had left a key to his 
house on the front desk at [Pure Power Boot Camp], one could not reasonably argue that he was giving consent to whoever 
found the key, to use it to enter his house and rummage through his belongings. And, to take the analogy a step further, had the 
person rummaging through the belongings in Fell's house found the key to Fell's country house, could that be taken as 
authorization to search his country house. We think not."); Colb, supra note 63, at 122-23.

68  MALCOLM BRADBURY, THE HISTORY MAN 73 (1976) (internal quotation marks omitted). When the person to whom the 
fictional professor is describing his book asks, "You mean there isn't a me anymore?" the professor responds, "You're there, 
you're present . . . but you happen to be a conjunction of known variables . . . ." Id. (internal quotation marks omitted).

69  Daniel J. Solove, Privacy and Power: Computer Databases and Metaphors for Information Privacy, 53 STAN. L. REV. 1393, 
1394 (2001).

70  TAVANI, supra note 3, at 151.

71   See, e.g., Halkin v. Helms, 598 F.2d 1, 8 (D.C. Cir. 1978) ("It requires little reflection to understand that the business of 
foreign intelligence gathering in this age of computer technology is more akin to the construction of a mosaic than it is to the 
management of a cloak and dagger affair. Thousands of bits and pieces of seemingly innocuous information can be analyzed 
and fitted into place to reveal with startling clarity how the unseen whole must operate."); see also  Halperin v. C.I.A., 629 F.2d 
144, 150 (D.C. Cir. 1980) ("We must take into account . . . that each individual piece of intelligence information, much like a 
piece of jigsaw puzzle, may aid in piecing together other bits of information even when the individual piece is not of obvious 
importance in itself.")
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selling its data to recruiters.   113 On the flip side, predictive analytics can also be used to decide whether to dismiss 
an employee.   114

P33 At present, workplace predictive analytics focus primarily on collecting real-time data to improve productivity 
under the theory that the more a company knows about its employees the more it can understand their job 
performance.   115 "You have to bring the same rigor you bring to operations and finance to the analysis of people."   
116 One study of "121 million anonymous performance and behavioral records from . . . a company that provides 
workforce management information to companies through the use of big data" found the following: only fifty percent 
of hourly workers will remain with an employer for more than one year; employees who use Chrome or Firefox web 
browsers instead of Microsoft's Internet Explorer "stay at their jobs longer, miss fifteen percent fewer work days, 
and deliver higher customer satisfaction;" and "[e]mployees who use three to four social networks are more likely to 
perform better in their jobs than those who are less involved with social networks."   117 "An employee retention 
program developed by software company SAS, for example, crunches data on employees who have quit in the past 
five years--their skills, profiles, studies, and friendships. Then it finds current employees with similar patterns. 
Another SAS program pinpoints the workers most likely to suffer accidents."   118 Stephen Burks et al. combined 
personnel data from nine large firms in three industries (call-centers, trucking, and high-tech) that spanned 
hundreds of thousands of workers and millions of applicants and concluded in part that, while referred applicants 
have similar skills to non-referred applicants, referred applicants are most likely to be hired.   119 Marjorie Laura 
Kane-Sellers applied predictive analytics to fourteen years of sales force retention data of a Fortune 500 company 
and concluded "training and development participation contributes more significantly to employee retention than 
salary and job title promotions to the firm's ability to retain sales professionals."   120 And IBM analysts are 
reportedly charting the skills and experience of IBM's entire workforce in an effort to predict skills that will be 
needed in the future.   121

P34 In a slightly different approach, Ben Waber analyzed career outcomes at three U.S. companies using sensor ID 
badges that monitor physical movement and detect conversations and speech patterns using a combination of 

72   United States v. Maynard, 615 F.3d 544, 561-62 (D.C. Cir. 2010),  aff'd sub nom. United States v. Jones, 132 S. Ct. 945 
(2012); see also  Smith v. Maryland, 442 U.S. 735, 748 (1979) (Stewart, J., dissenting) (arguing that a list of telephone numbers 
dialed could "reveal the most intimate details of a person's life."); United States v. Pineda-Moreno, 617 F.3d 1120, 1120, 1125 
(9th Cir. 2010) (denying petition for rehearing en banc) (Kozinski, C.J., dissenting) ("By tracking and recording the movements of 
millions of individuals the government can use computers to detect patterns and develop suspicions. It can also learn a great 
deal about us because where we go says much about who we are. Are Winston and Julia's cell phones together near a hotel a 
bit too often? Was Syme's OnStar near an STD clinic? Were Jones, Aaronson and Rutherford at that protest outside the White 
House? The FBI need no longer deploy agents to infiltrate groups it considers subversive; it can figure out where the groups 
hold meetings and ask the phone company for a list of cell phones near those locations."); In re United States Order Authorizing 
the Release of Historical Cell-Site Info., 736 F. Supp. 2d 578, 584-86, 589-95 (E.D.N.Y 2010) (applying Maynard analysis in to 
order to determine the difference between historical and perspective tracking; surveillance and disclosure; precision capabilities 
of CSI and GPS; and vehicle and telephone trafficking).

73   See Maynard, 615 F.3d at 549.

74   See id. at 555-56, 563 ("Society recognizes [the suspect's] expectation of privacy in his movements over the course of a 
month as reasonable, and the use of the GPS device to monitor those movements defeated that reasonable expectation. . . . 
[P]rolonged GPS monitoring reveals an intimate picture of the subject's life that he expects no one to have . . . ."); see also 
Benjamin Zhu, Note, A Traditional Tort for a Modern Threat: Applying Intrusion upon Seclusion to Dataveillance Observations, 
89 N.Y.U. L. REV. 2381, 2405-06 (2014) ("Maynard implicitly recognizes that an individual may have a privacy interest in the 
inferences and new information that may be drawn from a collection of data, even if each piece of data had been disclosed to 
the public.").

75   See Jones, 132 S. Ct. at 949, 950 n.3 ("Where, as here, the Government obtains information by physically intruding on a 
constitutionally protected area . . . a search [requiring a warrant] has undoubtedly occurred."). Indeed, the majority openly skirted 
what many commentators and Court observers considered to be the key issue in the case: "It may be that achieving the same 
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infrared, Bluetooth, and microphone data.   122 In addition to the sensor data, the researchers also looked at e-mail, 
instant message, and phone call data.   123 Waber's results focused on workplace performance versus limited 
career growth for women: at a banking call center women were measured as more productive than men, but 
women were disadvantaged when it came to winning promotions and reaching the upper echelons of management; 
at a pharmaceutical company, women were fractionally more likely to be promoted than men based on the 
researchers' model, "[y]et only [thirteen] percent of top executives at the company are female despite a 50-50 
gender split in the overall workforce."   124

P35 Meanwhile, at companies embracing workforce analytics, every email, instant message, phone call, line of 
written code, and mouse-click can be collected and measured.   125 Where a worker eats lunch during the workday 
may also be monitored and analyzed.   126 Proponents of workplace predictive analytics acknowledge that 
extensive monitoring "could create a poisonous work environment, one in which people are constantly worried 
about being spied on and monitored down to the tiniest movement."   127

P36 Marc Rotenberg, Executive Director of the Electronic Privacy Information Center, suggests the worker is 
metaphorically behind a oneway mirror: "You don't know what data is being collected and how it is used."   128 And 
while proponents and practitioners of workplace analytics express concern for worker privacy,   129 as discussed 
previously, anonymous data do not necessarily remain anonymous when combined with other data,   130 and non-
substantive data (such as phone call numbers dialed, websites visited, e-mail metadata) can reveal just as much 
personal and private information as the contents of communications themselves.   131

B. Predictive Analytics and Discrimination

P37 Recall the study mentioned earlier indicating that employees who use Chrome or Firefox web browsers instead 
of Microsoft's Internet Explorer stay at their jobs longer, miss fifteen percent fewer work days, and deliver higher 
customer satisfaction.   132 Could this finding prove to be self-fulfilling? In other words, perhaps management 

result [i.e., continuous surveillance for a 4-week period] through electronic means, without an accompanying trespass, is an 
unconstitutional invasion of privacy, but the present case does not require us to answer that question." Id. at 954.

76   Id. at 958 (Alito, J., concurring).

77   Id. at 961. Justice Alito noted that the basis for the Court's holding in Jones would be inapplicable once all cars were fitted 
with GPS devices. See id.

78   See supra text accompanying note 65.

79   See  Riley v. California, 134 S. Ct. 2473, 2480, 2493 (2014). Seven Justices joined Chief Justice Robert's opinion, with 
Justice Alito concurring in part and concurring in the judgment. See id. at 2480.  Riley consolidated two cell phone search cases, 
one involving a smart phone and one involving a flip phone. See id. at 2480-81.

80   See id., 134 S. Ct. at 2483 (citing Chimel v. Cal., 395 U.S. 752, 762-63 (1969)).

81   See id. at 2484-85.

82   Id. at 2488 (quoting Maryland v. King, 133 S. Ct. 1958, 1979 (2013)).

83   See Riley, 134 S. Ct. at 2489 ("Cell phones differ in both a quantitative and a qualitative sense from other objects that might 
be kept on an arrestee's person.").

84   Id. (emphasis added).

85   Id. at 2490 (2014); see also  United States v. Zavala, 541 F.3d 562, 577 (5th Cir. 2008) (holding suspect had privacy right in 
cell phone data; likening a cell phone to a personal computer carried on one's person; noting "cell phones contain a wealth of 
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begins treating employees using Internet Explorer differently--assuming they are less productive anyway and will 
probably quit soon--leading to dissatisfaction by those employees, lower productivity, and eventual dismissal. Or 
perhaps the employer begins using this criterion (use of Internet Explorer) as a hiring factor. However, what if an 
employee or job applicant uses Internet Explorer because it provides accessibility options that better accommodate 
the employee's disability? Is the employer discriminating on the basis of disability?

P38 Federal law prohibits discrimination based on race, color, religion, sex, or national origin,   133 disability,   134 
age (if forty years or older),   135 genetic information,   136 and military service.   137 These laws expressly prohibit 
employers from making any employment-related decisions based solely or in part on an employee's or job 
applicant's membership in any of these enumerated "protected classes."   138 However, the Supreme Court and 
Congress have recognized that discrimination can be more subtle--resulting from selection criteria that 
unintentionally but significantly negatively impacts a protected class. As a result of the Supreme Court's holding that 
Title VII requires "the removal of artificial, arbitrary, and unnecessary barriers to employment when the barriers 
operate invidiously to discriminate on the basis of racial or other impermissible classification,"   139 Congress 
amended Title VII to expressly proscribe unintentional (i.e., disparate impact) discrimination.   140 The Supreme 
Court has also recognized that disparate impact claims apply under the Americans with Disabilities Act   141 and the 
Age Discrimination in Employment Act.   142

P39 While arguments have been made that big data is objective, raw data is immune to social bias, and mass-level 
analysis will avoid group-based discrimination, big data is actually used to segregate individuals into groups.   143 
Using big data for employment-related selection criteria can potentially "reproduce existing patterns of 
discrimination, inherit the prejudice of prior decision-makers, or simply reflect the widespread biases that persist in 
society."   144 Data mining may reflect the quintessential unintentional discrimination, as the adverse selection 
criteria "may be an artifact of the data mining process itself, rather than a result of programmers assigning certain 
factors inappropriate weight."   145 Simply not having a LinkedIn profile or the ability to maintain a sophisticated 
electronic presence may disadvantage certain protected classes.   146

private information, including e[-]mails, text messages, call histories, address books, and subscriber numbers."); State v. 
Marcum, 319 P.3d 681, 685-87 (Okla. Crim. App. 2014) (reviewing various state courts which have recognized privacy interests 
in cell phone data).

86   Riley, 134 S. Ct. at 2490.

87   Cf. Note, Data Mining, Dog Sniffs, and The Fourth Amendment, 128 HARV. L. REV. 691, 701 (Dec. 2014) (concluding that 
while cases such as Jones and Riley "suggest that the Court is aware that modern surveillance technologies represent a 
problem for traditional Fourth Amendment doctrine, but is still casting about for a solution that might prove workable in the 
context of data mining.").

88   United States v. Jones, 132 S. Ct. 945, 964 (Alito, J., concurring) (citations omitted) ("For… [most] offenses, society's 
expectation has been that law enforcement agents and others would not--and indeed, in the main, simply could not secretly 
monitor and catalogue every single movement of an individual's car for a very long period.").

89   Id. at 954.

90   See generally  Nader v. Gen. Motors Corp., 255 N.E.2d 765, 771 (N.Y. 1970) (discussing how surveillance in public places 
may be so "overzealous" that it could be rendered as actionable).

91   Id. at 770-71 (applying District of Columbia law).

92   Id. (citing Pinkerton Nat'l Detective Agency, Inc. v. Stevens, 132 S.E.2d 119 (Ga. Ct. App. 1963) (holding that allegations that 
insurer had detective agency constantly shadow woman after she filed personal injury action against the insurer in a manner 
calculated to frighten her and give her neighbors the impression that she was engaged in some wrongful activity were sufficient 
for a claim of invasion of privacy)).
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P40 While predictive analytics have been used to try to root out systemic discrimination,   147 they may just as likely 
be perpetuating biases. Recall that the goal of some predictive analytics is to select candidates who will remain on 
the job longer.   148 A recent PriceWaterhouseCoopers survey found that while external hires are increasing, more 
new hires are leaving within their first year.   149 This is one factor that is driving the increasing use of predictive 
analytics in hiring.   150 However, if historical data reflect that women leave their job after fewer years compared to 
men, women may be more likely to be selected out of a predictive optimization analysis.   151

P41 However, disparate impact discrimination claims are notoriously difficult to establish. Under the disparate-
impact statute,   152 a plaintiff establishes a prima facie violation by showing that an employer uses "a particular 
employment practice that causes a disparate impact on the basis of race, color, religion, sex, or national origin."   
153 An employer may defend against liability by demonstrating that the practice is "job related for the position in 
question and consistent with business necessity."   154 However, even if the employer meets that burden, a plaintiff 
may still succeed by showing that the employer refuses to adopt an "available alternative employment practice that 
has less disparate impact and serves the employer's legitimate needs."   155

P42 Ironically, to prove a disparate impact case a plaintiff must make a threshold showing of a "significant statistical 
disparity;" thus "statistics are critical to establish a prima facie disparate impact claim . . . ."   156 Although big data 
and predictive analytics may be more concerned with correlation instead of causation,   157 courts closely scrutinize 
statistical evidence in disparate impact cases and commonly dismiss them based on statistical error.   158 Disparate 
impact cases are also relatively expensive, due not only to the need for statistical data and experts,   159 but also 
because disparate impact is a class-based theory and class action lawsuits have their own significant up-front 
costs.   160 Finally, disparate impact remedies are fairly limited--they include only substantive remedies, just as job 
reinstatement or promotion, not compensatory or punitive damages.   161

93   Nader, 255 N.E.2d at 770, 772 (Breitel, J., concurring) (emphasis added) (noting that the New York Court of Appeals did rule, 
though, that the investigators' interviewing Mr. Nader's acquaintances did not violate his privacy and that "[i]nformation about the 
plaintiff which was already known to others could hardly be regarded as private to the plaintiff").

94   See  Galella v. Onassis, 353 F. Supp. 196, 228 (S.D.N.Y. 1972) (applying New York law) ("The surveillance, close-
shadowing and monitoring were clearly "overzealous" and therefore actionable."), aff'd in relevant part, 487 F.2d 986 (2d Cir. 
1973).

95   Dep't of Justice v. Reporters Comm. for Freedom of Press, 489 U.S. 749, 763 (1989).

96   Id. at 764 (1989) (noting "there is a vast difference between the public records that might be found after a diligent search of 
courthouse files, county archives, and local police stations throughout the country and a computerized summary located in a 
single clearinghouse of information") (applying the Freedom of Information Act, Pub. L. No. 89-554, 80 Stat. 383 (1966) (codified 
as amended at 5 U.S.C. § 552 (2012))).

97   See Kenneth L. Karst, The Files: Legal Controls Over The Accuracy and Accessibility of Stored Personal Data, 31 LAW & 
CONTEMP. PROBS. 342, 343 (1966).

98   Reporters Comm. for Freedom of Press, 489 U.S. at 765 (applying 5 U.S.C. § 552(b)(3)).

99   Id. at 767;  see also  Whalen v. Roe, 429 U.S. 589, 605 (1977) ("We are not unaware of the threat to privacy implicit in the 
accumulation of vast amounts of personal information in computerized data banks or other massive government files.").

100  Indeed, one court has applied Riley. See Bakhit v. Safety Marking, Inc., No. 3:13CV1049 (JCH) 2014 U.S. Dist. LEXIS 
86761, at *8-9 (D. Conn. June 26, 2014); see also supra text accompanying notes 79-86 (discussing the holding of Riley). In 
Bakhit v. Safety Marking, Inc., plaintiffs sought to view the contents of the cell phones of ten Safety Marking employees, seeking 
evidence of racially offensive text messages and images. Bakhit, 2014 LEXIS 86761 at *3-4. Magistrate Judge Fitzsimmons 
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P43 Of course, employers will argue that their predictive analytics are directly tied to business needs such as 
productivity, retention, and promotion. And some may argue their analytics actually correct discrimination by 
identifying situations in which members of a protected class are not being treated fairly.   162 But with the practical 
hurdles to successfully pursue a disparate impact case, it is easy to conclude that data mining--and by implication 
predictive analytics--could potentially "exacerbate existing inequalities in difficult-to-counter ways."   163

C. Limiting Predictive Analytics in the Workplace?

P44 One could argue that screening job applicants or making other job-related decisions based on a variety of 
outside inputs could fall within the purview of the Fair Credit Reporting Act (FCRA), 164 which very broadly defines a 
"consumer report" as:

[A]ny written, oral, or other communication of any information by a consumer reporting agency bearing on a 
consumer's credit worthiness, credit standing, credit capacity, character, general reputation, personal 
characteristics, or mode of living which is used or expected to be used or collected in whole or in part for the 
purpose of serving as a factor in establishing the consumer's eligibility for-- . . . (B) employment purposes . . . .   
165

The FCRA defines "employment purposes" as "evaluating a consumer for employment, promotion, reassignment or 
retention as an employee." 166 The FTC recently investigated the company Social Intelligence, a company that 
provides pre-employment background screening using information gleaned from the Internet and through social 
media, concluding the company was in compliance with the FCRA--implying that Social Intelligence's services fell 
under the auspices of the FCRA. 167

P45 The FCRA does not prevent employers from using background information to vet job applicants and 
employees;   168 it merely requires certain disclosures   169 and restricts a limited set of information that can be 
reported.   170 The FCRA also only applies when an employer uses a "consumer reporting agency"   171 to compile 

denied (without prejudice) the plaintiff's discovery request based, in part, on Riley, to protect the individual employees' privacy 
interests in the contents of their cell phones. See id. at *9-10

101  Goldstein, supra note 46; see also Chris Jay Hoofnagle et al., Symposium, Privacy and Accountability in the 21st Century: 
Behavioral Advertising: The Offer You Cannot Refuse, 6 HARV. L. & POL'Y REV. 273, 273 (2012) ("[A]vertisers use new, 
relatively unknown technologies to track people, specifically because consumers have not heard of these techniques. 
Furthermore, these technologies obviate choice mechanisms that consumers exercise.").

102   See Goldstein, supra note 46.

103   See Robert Kanigel, Taylor-Made: How The World's First Efficiency Expert Refashioned Modern Life in His Own Image, 37 
SCI. 13, 18-19 (1997).

104   See ROBERT KANIGEL, THE ONE BEST WAY: FREDERICK WINSLOW TAYLOR AND THE ENIGMA OF EFFICIENCY 
466 (1997).

105   Id.

106  SIMON HEAD, MINDLESS: WHY SMARTER MACHINES ARE MAKING DUMBER HUMANS 5 (2014); see also Monika 
Bauerlein & Clara Jeffery, All Work and No Pay: The Great Speedup, MOTHER JONES, July-Aug. 2011, at 18, 19 (describing 
the modern phenomenon of speedup whereby workers are pressured to work more hours with no additional pay), available at 
http://www.motherjones.com/politics/2011/06/speed-up-american-workerslong-hours, archived at http://perma.cc/G7MJ-PXTF. 

107  I.B. Rich, A Point for Mr. Taylor, AM. MACHINIST 674 (Apr. 13, 1911).

108  Steven Poole, The Digital Panopticon, NEW STATESMAN, May 24-30, 2013, at 24, available at 
http://www.newstatesman.com/sci-tech/sci-tech/2013/05/are-you-ready-erabig-data, archived at http://perma.cc/2DPN-SBQC; 
see also Steve Johnson, Hidden Devices Scrutinize Employees, SAN JOSE MERCURY NEWS (Dec. 13, 2014, 5:58 PM), 
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the consumer report; as such, it will not apply to larger employers--such as SAS or IBM--that perform their own 
internal job-related predictive analytics.   172

P46 The FCRA could provide a foundation for limiting the use of predictive analytics in the workplace. The "mosaic" 
theory instructs us that using predictive analytics is not necessarily "fair game" just because the underlying data are 
derived from publicly available information or information in the hands of third parties. A theoretical framework 
therefore exists to argue that predictive analytics using data mined from big data deserve some regulation. At a 
minimum, notice should be provided to job applicants and employees if adverse decisions are based on analytics.   
173 More importantly, since predictive analytics rely more on behavioral and social data--unlike "traditional" 
consumer reports that are based on discrete fact-based transactions that can be challenged for accuracy--
employers should have the burden to establish causation, not just correlation. The mosaic theory can also add a 
layer of restriction by ensuring that big data profiles created for job applicants or employees do not extend beyond 
what society and individuals would reasonably expect; that they do not result in an intimate portrait greater than the 
sum of their parts.   174 In short, every aspect of individuals' digital lives should not be collected and analyzed by 
employers without restrictions on reasonableness and accuracy (of predictions, not of the underlying data).

P47 Proponents of predictive analytics may argue that such restrictions could stifle progress and potentially prevent 
employers from using valuable tools that could boost productivity. However, cause and effect must be balanced. 
Predictive analytics are unproven and subject to error.   175 In the meantime, individuals' livelihoods may be 
adversely affected. Should we allow individuals to be denied a job, denied a promotion, or even fired, just because 
of a random correlation based on behavioral information employees had no idea their employers had access to?

V. CONCLUSION

http://www.mercurynews.com/business/ci_27132016/hidden-devices-scrutinizeemployees? source=infinite,archived at 
http://perma.cc/B38Q-KA4B. 

109   See generally Tal Z. Zarsky, Transparent Predictions, 2013 U. ILL. L. REV. 1503, 1505 (2013) (discussing government-
backed automated predictive initiatives to, for example, predict the spread of pandemics as well as future political and economic 
developments, based on data collected from Internet traffic, web searches, and Twitter and Facebook posts).

110   See Max Nisen, Moneyball at Work: They've Discovered What Really Makes A Great Employee, BUS. INSIDER (May 6, 
2013, 1:00 PM), http://www.businessinsider.com/bigdata-in-the-workplace-2013-5, archived at http://perma.cc/RT8L-BZT7. 

111   See id. (referring to resumes as "relics of the dark ages of recruiting").

112   See id. (noting that one startup "looks specifically at the quality of the code engineers put up on GitHub, a popular hosting 
service for software development projects, to find diamonds in the rough").

113   See id.

114   See MAYER-SCHÖNBERGER & CUKIER, supra note 5, at 162.

115   See Don Reisinger, Improving Employee Performance With Data Analysis, CIO INSIGHT (Aug. 20, 2013), 
http://www.cioinsight.com/itRichmond management/workplace/slideshows/improving-employee-performance-with-data-analysis-
09/,archived at http://perma.cc/X726-DKEX; see also Steve Lohr, Scientific Management Redux: The Difference Is In The Data, 
N.Y. TIMES BLOG (Apr. 21, 2013, 11:29 AM), http://bits.blogs.nytimes.com/2013/04/21/scientific-management-redux-
thedifference-is-in-the-data/, archived at http://perma.cc/BCD7-NLUA. 

116  Stephen Baker, Data Mining Moves to Human Resources, BUSINESSWEEK (Mar. 11, 2009), 
http://www.bloomberg.com/bw/stories/2009-03-11/data-mining-moves-to-humanresources, archived at http://perma.cc/5NRK-
CXSW (quoting Rupert Bader, director of workforce planning at Microsoft) (internal quotation marks omitted).

117   See Reisinger, supra note 115. Recall that data mining reveals correlations, not necessarily causation. See supra text 
accompanying notes 20-24.
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P48 Workforce predictive analytics go beyond mere workplace monitoring. Employers are not just monitoring call 
length, how many boxes a worker can pack in an hour, or whether a worker is "cyberloafing" by watching cat videos 
instead of processing invoices. By analyzing social media communications, personal interaction data, even with 
whom one eats lunch, employers are attempting to build profiles going well beyond the mechanics of work and that 
can potentially reveal more about a worker than he or she knows about him or herself. The same concerns raised 
by proponents of the mosaic theory and critiques of data agglomeration apply equally--if not more   176--to 
workplace analytics.

P49 The threat to worker privacy is real, so tradeoffs will have to be considered, beginning with data collection 
standards. Unfortunately, most calls for standards relate to general Internet tracking, are fairly amorphous,   177 and 
are not workplace-specific. The World Economic Forum has at least made one fairly concrete suggestion, though 
still related to commercial tracking: govern the usage of data rather than the data themselves.   178 Meanwhile, Ian 
Kerr and Jessica Earle conclude that "[b]ig data enables a universalizable strategy of preemptive social decision-
making [that] renders individuals unable to observe, understand, participate in, or respond to information gathered 
or assumptions made about them;" in other words, "big data can be used to make important decisions that implicate 
us without our even knowing it."   179 As such, they argue for a reexamination of privacy and due process values--
"namely, that there is wisdom in setting boundaries around the kinds of assumptions that can and cannot be made 
about people."   180 This supports this article's earlier call for disclosure whenever predictive analytics are used in 
an adverse employment decision and placing the burden on the employer to show causation, not just correlation in 
the analytics' conclusions.

P50 But perhaps workplace analytics will suffer the same fate as Taylorism before privacy, anti-discrimination law, 
or other regulations can catch up. In 1910 a group of molders walked off the job at Watertown Arsenal because they 
refused to be monitored by a supervisor with a stopwatch.   181 The strike led to a five month Congressional hearing 
to "investigate the Taylor and other systems of shop management."   182 The Committee's report concluded that 
"[n]either the Taylor system nor any other should be imposed from above on an unwilling work force."   183 "A fair 

118  Baker, supra note 116.

119   See STEPHEN BURKS ET AL., THE FACTS ABOUT REFERRALS: TOWARD AN UNDERSTANDING OF EMPLOYEE 
REFERRAL NETWORKS 2 (2013), available at http://ssrn.com/abstract=2253738, archived at http://perma.cc/3MLK-YM3Z. 

120  Marjorie Laura Kane-Sellers, Predictive Models of Employee Voluntary Turnover in a North American Professional Sales 
Force Using Data-Mining Analysis, at iv, 8 (Aug. 2007) (unpublished Ph.D. dissertation, Tex. A&M Univ.), available at 
https://repository.tamu.edu/bitstream/handle/1969.1/ETD-TAMU-1486/KANESELLERS-DISSERTATION.pdf, archived at 
https://perma.cc/KMR3-UXYJ. 

121   See Baker, supra note 116.

122   See Ben Waber, What Data Analytics Says About Gender Inequality In The Workplace, BUSINESSWEEK (Jan. 30, 2014), 
http://www.businessweek.com/articles/2014-01-30/gender-inequality-in-the-workplacewhat-data-analytics-says, archived at 
http://perma.cc/9X79-ZNCS (noting the actual content of conversations was ignored to protect employee privacy).See generally 
WABER, supra note 10, at 11-12 (discussing wearable sensor badges).

123   See Waber, supra note 122.

124   Id.

125   Cf. Steve Lohr, Big Data, Trying to Build Better Workers, N.Y. TIMES, Apr. 21, 2013, 
http://www.nytimes.com/2013/04/21/technology/big-data-trying-to-build-betterworkers.html?_r=0, archived at 
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day's work can't be fixed by a stopwatch, which could 'determine the time in which a piece of work can be done, but 
[not] . . . the length of time in which it ought to be done.'"   184

P51 Until the courts begin to recognize the threats to privacy by ubiquitous tracking--preferably through a mosaic 
theory applied not only to private trackers but also particularly to employers--everyone faces the risk of anonymous 
third parties knowing the intimate details of their private lives. Until then, in the non-workforce environment, we have 
almost no choice but to succumb to the tracking.   185 Within the workforce, though, today's workers are left with a 
Hobson's choice of giving up their privacy or giving up their job,   186 if the predictive analytics even allow them to 
have the job.   187

127   Id. at 180.

128  Lohr, supra note 125.

129   See, e.g., Waber, supra note 122 (noting that while examining speech patterns in conversations, researchers "ignored the 
actual content of conversations to protect privacy").

130   See supra text accompanying note 48.
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Peter A. Chow-White & Sandy Green, Jr., Data Mining Difference in the Age of Big Data: Communication and the Social 
Shaping of Genome Technologies from 1998 to 2007, 7 INT'L J. COMM. 556, 556 (2013) (asserting that the "seeming neutrality 
of data mining obfuscates domain assumptions and leaves cultural values and practices of power unexamined").

144  Solon Barocas & Andrew D. Selbst, Big Data's Disparate Impact, 104 CAL. L. REV., at *3-4 (forthcoming 2016), available at 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2477899, archived at http://perma.cc/559N-7TUR. 

145   Id. at *4.
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STAN. L. REV. ONLINE 55, 57 (2013), available at 
http://www.stanfordlawreview.org/sites/default/files/online/topics/66_stanlrevonline_55_lerman.pdf, archived at 
http://perma.cc/R529-45D2 (noting the "the nonrandom, systemic omission of people who live on big data's margins");supra text 
accompanying notes 111-112.

147   See, e.g., supra text accompanying note 124 (discussing Waber's focus on workplace performance versus limited career 
growth for women).

148   See supra text accompanying notes 117-118.

149   See PRICEWATERHOUSECOOPERS LLP, STATE OF THE WORKFORCE: PWC SARATOGA'S 2013/2014 U.S. HUMAN 
CAPITAL EFFECTIVENESS REPORT 10 (2013) [hereinafter STATE OF THE WORKFORCE], available at 
http://www.pwc.com/en_US/us/hrmanagement/publications/assets/pwc-saratoga-human-capital-effectiveness-report.pdf, 
archived at http://perma.cc/N8VB-JTNS; see also Andrew R. McIlvaine, The Power (And Peril) of Predictive Analytics, HUMAN 
RES. EXEC. ONLINE (May 21, 2014), http://www.hreonline.com/HRE/view/story.jhtml?id=534357136, archived at 
http://perma.cc/8FQ5-XA4P. 

150   See STATE OF THE WORKFORCE, supra note 149, at 3.

151   See Barocas & Selbst, supra note 144, at *58.

152   See supra note 140.

153   42 U.S.C. § 2000e-2(k)(1)(A)(i) (2012).

154   Id.

155   Ricci v. DeStefano, 557 U.S. 557, 578 (2009);  see also  42 U.S.C. §§ 2000e-2(k)(1)(A)(ii), (k)(1)(C) (2012).

156  E. Ericka Kelsaw, Help Wanted: 23.5 Million Unemployed Americans Need Not Apply, 34 BERKELEY J. EMP. & LAB. L. 1, 
22 (2013).

157   See supra text accompanying notes 21-23.

158   See Kelsaw, supra note 156, at 23, 28.

159   See id. at 27-28.

160   See id. at 28.

161   See id.

162   See, e.g., supra text accompanying note 124 (discussing Waber's focus on workplace performance versus limited career 
growth for women).

163  Barocas & Selbst, supra note 144, at *59.
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164   See Fair Credit Reporting Act, Pub. L. 91-508, Title VI, § 601, 84 Stat. 1114, 1128 (1970) (codified as amended at 15 U.S.C. 
§§ 1681-1681x (2012)).

165   15 U.S.C. § 1681a(d)(1) (2012).

166   Id. § 1681a(h). A "consumer" under the FCRA means an individual. Id. § 1681a(c).

167   See Letter from Maneesha Mithal, Associate Director, Federal Trade Commission Division of Privacy and Identity Protection, 
to Renee Jackson, Att'y for Social Intelligence (May 9, 2011), available at 
http://www.ftc.gov/sites/default/files/documents/closing_letters/social-intelligencecorporation/110509socialintelligenceletter.pdf, 
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http://www.forbes.com/sites/kashmirhill/2011/06/20/now-yourembarrassingjob-threatening-facebook-photos-will-haunt-you-for-
seven-years/, archived  at http://perma.cc/2F75-Q8MG. 
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2013 Legislation, NAT'L CONFERENCE STATE LEGISLATURES, http://www.ncsl.org/research/financial-services-and-
commerce/use-ofcredit-info-in-employ-2013-legis.aspx, archived at http://perma.cc/P5VW-FPZD (last updated Sept. 29, 2014).

169   See  15 U.S.C. §§ 1681d, 1681m(a) (2012).
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172   See supra text accompanying notes 118 & 121.

173   Cf. 15 U.S.C. §§ 1681g, 1681m (2012).

174   See supra text accompanying note 72.

175   See supra text accompanying notes 20-22, 24.
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181   See generally KANIGEL, supra note 104, at 451-54 (describing the events leading to the molders' strike).

182   Id. at 459.

183   Id. at 482 (internal quotation marks omitted).

184   Id. at 482-83 (alteration in original).

185   See generally Goldstein, supra note 46 (stating "hiding from big data is inconvenient and expensive"); supra text 
accompanying note 101.

186   Cf. Bauerlein & Jeffery, supra note 106, at 20, 23 (noting that modern workers must comply with increased demands at work 
or risk losing their jobs).
187  Frank Pasquale urges us "to face the darker possibilities betokened by current trends." FRANK PASQUALE, THE BLACK 
BOX SOCIETY 16-17 (2015) ("We have come to rely on the titans of reputation, search, and finance to help us make sense of 
the world; it is time for policymakers to help us make sense of the sensemakers.").
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To dive into that question, a team of Harvard and MIT economists and computer science researchers is
turning to a combination of Street View and artificial intelligence. In a study of neighborhoods’ physical
changes and perceived safety, the researchers ran nearly 3,000 images through an algorithm to determine
the predictors of neighborhood improvement. While some of the conclusions may not be bombshells for
urban experts who study neighborhood change, the researchers say the study, published last week in the
journal Proceeding of the National Academies of Sciences, highlights the potential of artificial intelligence to
give policymakers and urban scientists a more robust way of testing longstanding theories.

For one thing, the researchers concluded that population density and residents’ education level are two
particularly strong predictors of neighborhood improvement, more so than median income levels,
housing prices, and rental costs.

The study found that attractive neighborhoods, defined here as appearing safer, are more likely to see
improvements. But neighborhoods that appear less safe tend not to fall into further decline, showing
mixed support for the theory that when neighborhoods hit a “tipping” point, they will head sharply in
one direction. And finally, the results show support for the spillover effect, the idea that neighborhood
transformation is positively linked to its proximity to central business districts and other physically
attractive neighborhoods.

Often, these theories are tested using indirect measures of urban change in a small handful of
neighborhoods, says Nikhil Naik, a Prize Fellow at Harvard University who led the research and studies
the built environment through big data. “Economic successes may be measured by how many new
businesses came up,” he tells CityLab. But with the help of machine learning, “we can directly measure
the physical change.”
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And at a much larger scale. Since 2011, Naik and his colleagues have been asking thousands of people to
compare pairs of Street View images from Baltimore, Boston, Detroit, New York City, and Washington,
D.C., and assess which one looks safer. Not surprisingly, people ranked images with potholes, broken
sidewalks, and dilapidated buildings lower on the perceived safety scale than those with plenty of
walkways and green space. Individually, those responses say very little, but his team has fed them into a
machine-learning algorithm that can calculate the perceived safety, or “Streetscore,” of any

neighborhood street based on its physical attributes.

In this latest study, the researchers ran nearly 3,000 images from those five cities, taken in 2007 and then
again in 2014, through the algorithm. Then they calculated the difference in the areas’ Streetscores while
accounting for unrelated elements like natural lighting, weather conditions, and the presence of parked
vehicles. A positive “Streetchange” score indicates street improvement, while a negative one signals
decline. (For accuracy, the scores were checked against human responses garnered from MIT students
and participants from a crowdsourcing platform.) The researchers then mapped the Streetchange scores
against demographic data from the Census to draw their conclusions.

(Harvard University/MIT Media Lab)

“What we're trying to do with the tool here is to understand different [aspects] of what makes city better
for people, and here it's perceived physical improvement,” says Scott Kominers, a professor at the
Harvard Business School and one of the study’s authors. For example, a better understanding of the
spillover effect can help urban planners and officials consider how their policies affect not just the
immediate neighborhood, but the surrounding communities, as well. “If I build a community center, it
may not just improve things for the people who live a block away, but also those in the surrounding
rings, so these tools help us understand how big the spillovers are and how far they might move,”
Kominers says.

https://www.citylab.com/design/2016/04/the-value-of-a-citys-streetscore/479385/
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“You need the human assessment. This is not a circumstance in which
you just set the algorithm and say, ‘Go design a city.’”

The study is limited in that it mostly looks at cities on the East Coast, which means more research needs
to be done to see how applicable the conclusions are to cities around the country—or even overseas.
Naik says the next step is to make the data and the tool available to other researchers asking all sorts of
different questions. That also calls for improving the algorithm over time as more data is collected and
fed into it. Already, they’ve released an interactive map of the five cities showing which neighborhoods
and streets show the largest change, positive or negative.

But there’s a caveat. The researchers are careful not to declare causality in their conclusions. They note
that neighborhood improvement is positively linked to higher percentage of college-educated residents,
but acknowledge that it could be the case that more-educated folks seek out neighborhoods that appear
safer.

“The key is that you need the human assessment. This is not a circumstance in which you just set the
algorithm and say, ‘Go design a city,’” says Kominers. “You're designing a city for people, and with
people, but the tool makes it possible to work at a much finer resolution and larger scale than you could
ever do with just people alone.”

Linda Poon
@LINPOONSAYS / FEED

Linda Poon is a staff writer at CityLab covering science and urban
technology, including smart cities and climate change. She
previously covered global health and development for NPR’s
Goats and Soda blog.
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Special Report The Future of Cities

On camera: security technology in Tiananmen Square, Beijing © Bloomberg

Jamil Anderlini JUNE 4 2019

Earlier this year, a US congressional committee commissioned a report on China’s development of
“smart cities”, with a particular focus on whether they were smarter than their American
counterparts.

The US-China Economic and Security Review Commission’s (USCC) request for submissions was
revealing because it showed that, despite the hype, not much is known about the fruits of China’s
efforts to build such cities. Smart cities are highly digitally connected and use the latest technology
to manage services.

About 500 of the roughly 1,000 smart cities being built worldwide are in China, according to
Chinese state media, government figures and estimates from Deloitte. Under a five-year plan to the
end of 2020, the Chinese government expects Rmb500bn ($74bn) of public and private investment
in these cities.

Yet while scattered futuristic pilot examples can be found — from intelligent lighting and power
grids to smart traffic management — there is little evidence that this grand vision is dramatically
improving the lives of the masses.

Smart cities

How China’s smart-city tech focuses on its own citizens

The state spends more on monitoring its people than guarding against foreign threats
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Instead, it appears that the bulk of the resources poured into “smart city” development has gone
into improving surveillance of Chinese citizens by the pervasive domestic security services. For
nearly a decade, China has spent more on internal security than on its defence budget. Put another
way: the Communist party spends more on monitoring its own people than on guarding against
foreign threats.

“It’s very clear that surveillance is a significant element in China’s conception of smart cities,” says
Rogier Creemers, an expert in Chinese law and technology at Leiden University in the Netherlands.
“This involves across-the-board surveillance that is partly political and partly about mechanising
ordinary street-level policing.”

The security apparatus uses a vast network of cameras, facial and even gait recognition along with
artificial intelligence and cloud computing to identify and track many of China’s 1.34bn people.

Domestic companies such as camera maker Hikvision, ecommerce group Alibaba and telecoms
equipment maker Huawei have become big suppliers to China’s security services. In the process,
they take business from western companies such as IBM and Cisco that previously provided much
of the equipment.

Nowhere is this vision of a technologically enabled police state more advanced than in the restive
western region of Xinjiang, where every facet of the predominantly Muslim minority society is
watched and tightly controlled.

Apart from the ubiquitous cameras, most citizens are required to download apps on their phones
that allow the authorities to monitor what they look at and track their movements. Viewing content
that the Communist party deems inappropriate can land someone in one of the gulags that have
sprung up in recent years and which now hold as many as 2m Muslims, according to estimates
from the US State Department.

With some of the most sophisticated surveillance and control technology in the world, Chinese
suppliers are increasingly exporting it — not only to authoritarian states but even to some
advanced democracies, particularly in Europe.

Domestically, at least outside of Xinjiang, the picture
is confused because some of the surveillance
technology deployed can also be used in more benign
ways that help improve people’s lives. For example,
the cameras that capture licence plates and drivers’
faces on all Chinese highways can now be networked
and provide real-time data on traffic conditions,

allowing authorities to better manage congestion.

Viewing content the party
deems inappropriate can
land someone in a gulag
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Huawei claims that a surveillance system it built in the eastern city of Nanjing is used not only by
the police but also to deploy electrical workers and doctors when their services are required.

In Yinchuan, halfway between Beijing and Xinjiang, commuters can ride buses that use facial
recognition to charge them for their ride. Intelligent lockers are installed in some neighbourhoods
so packages can be delivered and in some areas rubbish bins are wirelessly connected to alert
authorities when they are full, according to a report on Chinese smart cities from Deloitte.

That report found that most smart cities have not met their goals for improving people’s lives.
“Smart city construction is spreading like wildfire in China. However, many developments are
fraught with issues such as unclear strategic goals, inadequate technology implementation and
poor execution models,” the report concluded.

The Deloitte report did not focus on surveillance or the use of smart city technology to aid the
security apparatus and secret police, which has been more successful in achieving its goals. This
success makes sense in the context of Chinese bureaucracy. The security services are the best
resourced and most powerful actors and they can always argue that their smart city projects are
necessary to ensure national security and regime survival.

Reports such as the one commissioned by the USCC may serve as a reminder to countries eyeing
the rise of smart cities in China to be aware of the darker side to these technologies and the way
they are being used.
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