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2. Katz v. United States, 389 U.S. 347 (1967)  

Opinion 
MR. JUSTICE STEWART delivered the opinion of the Court.

The petitioner was convicted in the District Court for the Southern District of California under an eight-
count indictment charging him with transmitting wagering information by telephone from Los Angeles 
to Miami and Boston in violation of a federal statute.1 At trial the Government was permitted, over the 
petitioner's objection, to introduce evidence of the petitioner's end of telephone conversation, overheard 
by FBI agents who had attached an electronic listening and recording device to the outside of the public 
telephone booth from which he had placed his calls. In affirming his conviction, the Court of Appeals 
rejected the contention that the recordings had been obtained in violation of the Fourth Amendment, 
because ‘(t)here was no physical entrance into the area occupied by, (the petitioner).’ We granted 
certiorari in order to consider the constitutional questions thus presented.

The petitioner had phrased those questions as follows:

‘A. Whether a public telephone booth is a constitutionally protected area so that evidence obtained by 
attaching an electronic listening recording device to the top of such a booth is obtained in violation of 
the right to privacy of the user of the booth.

B. Whether physical penetration of a constitutionally protected area is necessary before a search and 
seizure can be said to be violative of the Fourth Amendment to the United States Constitution.’

We decline to adopt this formulation of the issues. In the first place the correct solution of Fourth 
Amendment problems is not necessarily promoted by incantation of the phrase ‘constitutionally 
protected area.’ Secondly, the Fourth Amendment cannot be translated into a general constitutional 
‘right to privacy.’ That Amendment protects individual privacy against certain kinds of governmental 
intrusion, but its protections go further, and often have nothing to do with privacy at all. Other 
provisions of the Constitution protect personal privacy from other forms of governmental invasion. But 
the protection of a person's general right to privacy—his right to be let alone by other people—is, like 
the protection of his property and of his very life, left largely to the law of the individual States.

Because of the misleading way the issues have been formulated, the parties have attached great 
significance to the characterization of the telephone booth from which the petitioner placed his calls. 
The petitioner has strenuously argued that the booth was a ‘constitutionally protected area.’ The 
Government has maintained with equal vigor that it was not.8 But this effort to decide whether or not a 
given ‘area,’ viewed in the abstract, is ‘constitutionally protected’ deflects attention from the problem 
presented by this case.9 For the Fourth Amendment protects people, not places. What a person 
knowingly exposes to the public, even in his own home or office, is not a subject of Fourth Amendment 
protection. See Lewis v. United States, 385 U.S. 206, 210, 87 S.Ct. 424, 427, 17 L.Ed.2d 312; United 
States v. Lee, 274 U.S. 559, 563, 47 S.Ct. 746, 748, 71 L.Ed. 1202. But what he seeks to preserve as 
private, even in an area accessible to the public, may be constitutionally protected. SeeRios v. United 
States, 364 U.S. 253, 80 S.Ct. 1431, 4 L.Ed.2d 1688; Ex parte Jackson, 96 U.S. 727, 733, 24 L.Ed. 877.

The Government stresses the fact that the telephone booth from which the petitioner made his calls was 
constructed partly of glass, so that he was as visible after he entered it as he would have been if he had 
remained outside. But what he sought to exclude when he entered the booth was not the intruding eye—
it was the uninvited ear. He did not shed his right to do so simply because he made his calls from a place 
where he might be seen. No less than an individual in a business office, in a friend's apartment, or in a 



taxicab, a person in a telephone booth may rely upon the protection of the Fourth Amendment. One who 
occupies it, shuts the door behind him, and pays the toll that permits him to place a call is surely entitled 
to assume that the words he utters into the mouthpiece will not be broadcast to the world. To read the 
Constitution more narrowly is to ignore the vital role that the public telephone has come to play in 
private communication.

The Government contends, however, that the activities of its agents in this case should not be tested by 
Fourth Amendment requirements, for the surveillance technique they employed involved no physical 
penetration of the telephone booth from which the petitioner placed his calls. It is true that the absence 
of such penetration was at one time thought to foreclose further Fourth Amendment inquiry, Olmstead v. 
United States, 277 U.S. 438, 457, 464, 466, 48 S.Ct. 564, 565, 567, 568, 72 L.Ed. 944; Goldman v. 
United States, 316 U.S. 129, 134—136, 62 S.Ct. 993, 995—997, 86 L.Ed. 1322, for that Amendment 
was thought to limit only searches and seizures of tangible property. But ‘(t)he premise that property 
interests control the right of the Government to search and seize has been discredited.’ Warden, Md. 
Penitentiary v. Hayden, 387 U.S. 294, 304, 87 S.Ct. 1642, 1648, 18 L.Ed.2d 782. Thus, although a 
closely divided Court supposed in Olmstead that surveillance without any trespass and without the 
seizure of any material object fell outside the ambit of the Constitution, we have since departed from the 
narrow view on which that decision rested. Indeed, we have expressly held that the Fourth Amendment 
governs not only the seizure of tangible items, but extends as well to the recording of oral statements 
overheard without any ‘technical trespass under * * * local property law.’ Silverman v. United States, 
365 U.S. 505, 511, 81 S.Ct. 679, 682, 5 L.Ed.2d 734. Once this much is acknowledged, and once it is 
recognized that the Fourth Amendment protects people—and not simply ‘areas'—against unreasonable 
searches and seizures it becomes clear that the reach of that Amendment cannot turn upon the presence 
or absence of a physical intrusion into any given enclosure.

We conclude that the underpinnings of Olmstead and Goldman have been so eroded by our subsequent 
decisions that the ‘trespass' doctrine there enunciated can no longer be regarded as controlling. The 
Government's activities in electronically listening to and recording the petitioner's words violated the 
privacy upon which he justifiably relied while using the telephone booth and thus constituted a ‘search 
and seizure’ within the meaning of the Fourth Amendment. The fact that the electronic device employed 
to achieve that end did not happen to penetrate the wall of the booth can have no constitutional 
significance.

The question remaining for decision, then, is whether the search and seizure conducted in this case 
complied with constitutional standards. In that regard, the Government's position is that its agents acted 
in an entirely defensible manner: They did not begin their electronic surveillance until investigation of 
the petitioner's activities had established a strong probability that he was using the telephone in question 
to transmit gambling information to persons in other States, in violation of federal law. Moreover, the 
surveillance was limited, both in scope and in duration, to the specific purpose of establishing the 
contents of the petitioner's unlawful telephonic communications. The agents confined their surveillance 
to the brief periods during which he used the telephone booth, and they took great care to overhear only 
the conversations of the petitioner himself.

Accepting this account of the Government's actions as acccurate, it is clear that this surveillance was so 
narrowly circumscribed that a duly authorized magistrate, properly notified of the need for such 
investigation, specifically informed of the basis on which it was to proceed, and clearly apprised of the 
precise intrusion it would entail, could constitutionally have authorized, with appropriate safeguards, the 
very limited search and seizure that the Government asserts in fact took place. Only last Term we 
sustained the validity of such an authorization, holding that, under sufficiently ‘precise and discriminate 
circumstances,’ a federal court may empower government agents to employ a concealed electronic 



device ‘for the narrow and particularized purpose of ascertaining the truth of the * * * allegations' of a 
‘detailed factual affidavit alleging the commission of a specific criminal offense.’ Osborn v. United 
States, 385 U.S. 323, 329—330, 87 S.Ct. 429, 433, 17 L.Ed.2d 394. Discussing that holding, the Court 
inBerger v. State of New York, 388 U.S. 41, 87 S.Ct. 1873, 18 L.Ed.2d 1040, said that ‘the order 
authorizing the use of the electronic device’ in Osborn ‘afforded similar protections to those * * * of 
conventional warrants authorizing the seizure of tangible evidence.’ Through those protections, ‘no 
greater invasion of privacy was permitted than was necessary under the circumstances.’ Id., at 57, 87 
S.Ct. at 1882.16 Here, too, a similar judicial order could have accommodated ‘the legitimate needs of 
law enforcement' by authorizing the carefully limited use of electronic surveillance.

The Government urges that, because its agents relied upon the decisions in Olmstead and Goldman, and 
because they did no more here than they might properly have done with prior judicial sanction, we 
should retroactively validate their conduct. That we cannot do. It is apparent that the agents in this case 
acted with restraint. Yet the inescapable fact is that this restraint was imposed by the agents themselves, 
not by a judicial officer. They were not required, before commencing the search, to present their 
estimate of probable cause for detached scrutiny by a neutral magistrate. They were not compelled, 
during the conduct of the search itself, to observe precise limits established in advance by a specific 
court order. Nor were they directed, after the search had been completed, to notify the authorizing 
magistrate in detail of all that had been seized. In the absence of such safeguards, this Court has never 
sustained a search upon the sole ground that officers reasonably expected to find evidence of a particular 
crime and voluntarily confined their activities to the least intrusive means consistent with that end. 
Searches conducted without warrants have been held unlawful ‘notwithstanding facts unquestionably 
showing probable cause,’ Agnello v. United States, 269 U.S. 20, 33, 46 S.Ct. 4, 6, 70 L.Ed. 145, for the 
Constitution requires ‘that the deliberate, impartial judgment of a judicial officer * * * be interposed 
between the citizen and the police * * *.’ Wong Sun v. United States, 371 U.S. 471, 481—482, 83 S.Ct. 
407, 414, 9 L.Ed.2d 441. ‘Over and again this Court has emphasized that the mandate of the (Fourth) 
Amendment requires adherence to judicial processes,’ United States v. Jeffers, 342 U.S. 48, 51, 72 S.Ct. 
93, 95, 96 L.Ed. 59, and that searches conducted outside the judicial process, without prior approval by 
judge or magistrate, are per se unreasonable under the Fourth Amendment—subject only to a few 
specifically established and well-delineated exceptions.

It is difficult to imagine how any of those exceptions could ever apply to the sort of search and seizure 
involved in this case. Even electronic surveillance substantially contemporaneous with an individual's 
arrest could hardly be deemed an ‘incident’ of that arrest. Nor could the use of electronic surveillance 
without prior autorization be justified on grounds of ‘hot pursuit.' And, of course, the very nature of 
electronic surveillance precludes its use pursuant to the suspect's consent.

. . .

These considerations do not vanish when the search in question is transferred from the setting of a home, 
an office, or a hotel room to that of a telephone booth. Wherever a man may be, he is entitled to know 
that he will remain free from unreasonable searches and seizures. The government agents here ignored 
‘the procedure of antecedent justification * * * that is central to the Fourth Amendment,' a procedure 
that we hold to be a constitutional precondition of the kind of electronic surveillance involved in this 
case. Because the surveillance here failed to meet that condition, and because it led to the petitioner's 
conviction, the judgment must be reversed.

It is so ordered.

Judgment reversed.

 



Mr. Justice HARLAN, concurring.
I join the opinion of the Court, which I read to hold only (a) that an enclosed telephone booth is an area 
where, like a home, Weeks v. United States, 232 U.S. 383, 34 S.Ct. 341, 58 L.Ed. 652, and unlike a 
field, Hester v. United States, 265 U.S. 57, 44 S.Ct. 445, 68 L.Ed. 898, a person has a constitutionally 
protected reasonable expectation of privacy; (b) that electronic as well as physical intrusion into a place 
that is in this sense private may constitute a violation of the Fourth Amendment; and (c) that the 
invasion of a constitutionally protected area by federal authorities is, as the Court has long held, 
presumptively unreasonable in the absence of a search warrant.

As the Court's opinion states, ‘the Fourth Amendment protects people, not places.’ The question, 
however, is what protection it affords to those people. Generally, as here, the answer to that question 
requires reference to a ‘place.’ My understanding of the rule that has emerged from prior decisions is 
that there is a twofold requirement, first that a person have exhibited an actual (subjective) expectation 
of privacy and, second, that the expectation be one that society is prepared to recognize as ‘reasonable.’ 
Thus a man's home is, for most purposes, a place where he expects privacy, but objects, activities, or 
statements that he exposes to the ‘plain view’ of outsiders are not ‘protected’ because no intention to 
keep them to himself has been exhibited. On the other hand, conversations in the open would not be 
protected against being overheard, for the expectation of privacy under the circumstances would be 
unreasonable. Cf. Hester v. United States, supra.

The critical fact in this case is that ‘(o)ne who occupies it, (a telephone booth) shuts the door behind 
him, and pays the toll that permits him to place a call is surely entitled to assume’ that his conversation 
is not being intercepted. Ante, at 511. The point is not that the booth is ‘accessible to the public’ at other 
times, ante, at 511, but that it is a temporarily private place whose momentary occupants' expectations of 
freedom from intrusion are recognized as reasonable. Cf. Rios v. United States, 364 U.S. 253, 80 S.Ct. 
1431, 4 L.Ed.2d 1688.

3. Kyllo v. United States, 533 U.S. 27 (2001)  
 

Opinion 
Justice SCALIA delivered the opinion of the Court.

This case presents the question whether the use of a thermal-imaging device aimed at a private home 
from a public street to detect relative amounts of heat within the home constitutes a “search” within the 
meaning of the Fourth Amendment.

I

In 1991 Agent William Elliott of the United States Department of the Interior came to suspect that 
marijuana was being grown in the home belonging to petitioner Danny Kyllo, part of a triplex on 
Rhododendron Drive in Florence, Oregon. Indoor marijuana growth typically requires high-intensity 
lamps. In order to determine whether an amount of heat was emanating from petitioner's home 
consistent with the use of such lamps, at 3:20 a.m. on January 16, 1992, Agent Elliott and Dan Haas 
used an Agema Thermovision 210 thermal imager to scan the triplex. Thermal imagers detect infrared 
radiation, which virtually all objects emit but which is not visible to the naked eye. The imager converts 
radiation into images based on relative warmth—black  is cool, white is hot, shades of gray connote 
relative differences; in that respect, it operates somewhat like a video camera showing heat images. The 
scan of Kyllo's home took only a few minutes and was performed from the passenger seat of Agent 
Elliott's vehicle across the street from the front of the house and also from the street in back of the 



house. The scan showed that the roof over the garage and a side wall of petitioner's home were relatively 
hot compared to the rest of the home and substantially warmer than neighboring homes in the triplex. 
Agent Elliott concluded that petitioner was using halide lights to grow marijuana in his house, which 
indeed he was. Based on tips from informants, utility bills, and the thermal imaging, a Federal 
Magistrate Judge issued a warrant authorizing a search of petitioner's home, and the agents found an 
indoor growing operation involving more than 100 plants. Petitioner was indicted on one count of 
manufacturing marijuana, in violation of 21 U.S.C. § 841(a)(1). He unsuccessfully moved to suppress 
the evidence seized from his home and then entered a conditional guilty plea.

The Court of Appeals for the Ninth Circuit remanded the case for an evidentiary hearing regarding the 
intrusiveness of thermal imaging. On remand the District Court found that the Agema 210 “is a non-
intrusive device which emits no rays or beams and shows a crude visual image of the heat being radiated 
from the outside of the house”; it “did not show any people or activity within the walls of the structure”; 
“[t]he device used cannot penetrate walls or windows to reveal conversations or human activities”; and 
“[n]o intimate details of the home were observed.” Supp.App. to Pet. for Cert. 39–40. Based on these 
findings, the District Court upheld the validity of the warrant that relied in part upon the thermal 
imaging, and reaffirmed its denial of the motion to suppress. A divided Court of Appeals initially 
reversed, 140 F.3d 1249 (1998), but that *31 opinion was withdrawn and the panel (after a change in 
composition) affirmed, 190 F.3d 1041 (1999), with Judge Noonan dissenting. The court held that 
petitioner had shown no subjective expectation of privacy because he had made no attempt to conceal 
the heat escaping from his home, id., at 1046, and even if he had, there was no objectively reasonable 
expectation of privacy because the imager “did not expose any intimate details of Kyllo's life,” only 
“amorphous ‘hot spots' on the roof and exterior wall,” id., at 1047. We granted certiorari. 530 U.S. 1305, 
121 S.Ct. 29, 147 L.Ed.2d 1052 (2000).

II

The Fourth Amendment provides that “[t]he right of the people to be secure in their persons, houses, 
papers, and effects, against unreasonable searches and seizures, shall not be violated.” “At the very 
core” of the Fourth Amendment “stands the right of a man to retreat into his own home and there be free 
from unreasonable governmental intrusion.” Silverman v. United States, 365 U.S. 505, 511, 81 S.Ct. 
679, 5 L.Ed.2d 734 (1961). With few exceptions, the question whether a warrantless search of a home is 
reasonable and hence constitutional must be answered no. See Illinois v. Rodriguez, 497 U.S. 177, 181, 
110 S.Ct. 2793, 111 L.Ed.2d 148 (1990); Payton v. New York, 445 U.S. 573, 586, 100 S.Ct. 1371, 63 
L.Ed.2d 639 (1980).

On the other hand, the antecedent question whether or not a Fourth Amendment “search” has occurred is 
not so simple under our precedent. The permissibility of ordinary visual surveillance of a home used to 
be clear because, well into the 20th century, our Fourth Amendment jurisprudence was tied to common-
law trespass. See, e.g.,Goldman v. United States, 316 U.S. 129, 134–136, 62 S.Ct. 993, 86 L.Ed. 1322 
(1942); Olmstead v. United States,277 U.S. 438, 464–466, 48 S.Ct. 564, 72 L.Ed. 944 (1928). Cf. 
Silverman v. United States, supra, at 510–512, 81 S.Ct. 679 (technical trespass not necessary for Fourth 
Amendment violation; it suffices if there is “actual intrusion into a constitutionally protected area”). 
Visual surveillance was unquestionably lawful because “ ‘the eye cannot by the laws of England be 
guilty of a trespass.’ ” Boyd v. United States, 116 U.S. 616, 628, 6 S.Ct. 524, 29 L.Ed. 746 (1886) 
(quoting Entick v. Carrington, 19 How. St. Tr. 1029, 95 Eng. Rep. 807 (K.B.1765)). We have since 
decoupled violation of a person's Fourth Amendment rights from trespassory violation of his property, 
see Rakas v. Illinois, 439 U.S. 128, 143, 99 S.Ct. 421, 58 L.Ed.2d 387 (1978), but the lawfulness of 
warrantless visual surveillance of a home has still been preserved. As we observed in California v. 
Ciraolo, 476 U.S. 207, 213, 106 S.Ct. 1809, 90 L.Ed.2d 210 (1986), “[t]he Fourth Amendment 



protection of the home has never been extended to require law enforcement officers to shield their eyes 
when passing by a home on public thoroughfares.”

One might think that the new validating rationale would be that examining the portion of a house that is 
in plain public view, while it is a “search”1 despite the absence of trespass, is not an “unreasonable” one 
under the Fourth Amendment. See Minnesota v. Carter, 525 U.S. 83, 104, 119 S.Ct. 469, 142 L.Ed.2d 
373 (1998) (BREYER, J., concurring in judgment). But in fact we have held that visual observation is 
no “search” at all—perhaps in order to preserve somewhat more intact our doctrine that warrantless 
searches are presumptively unconstitutional. SeeDow Chemical Co. v. United States, 476 U.S. 227, 234–
235, 239, 106 S.Ct. 1819, 90 L.Ed.2d 226 (1986). In assessing when a search is not a search, we have 
applied somewhat in reverse the principle first enunciated inKatz v. United States, 389 U.S. 347, 88 
S.Ct. 507, 19 L.Ed.2d 576 (1967). Katz involved eavesdropping by means of an electronic listening 
device placed on the outside of a telephone booth—a location not within the catalog (“persons, houses, 
papers, and effects”) that the Fourth Amendment protects against unreasonable searches. We held that 
the Fourth Amendment nonetheless protected Katz from the warrantless eavesdropping because he 
“justifiably relied” upon the privacy of the telephone booth. Id., at 353, 88 S.Ct. 507. As Justice Harlan's 
oft-quoted concurrence described it, a Fourth Amendment search occurs when the government violates a 
subjective expectation of privacy that society recognizes as reasonable. See id., at 361, 88 S.Ct. 507. We 
have subsequently applied this principle to hold that a Fourth Amendment search does not occur—even 
when the explicitly protected location of a house is concerned—unless “the individual manifested a 
subjective expectation of privacy in the object of the challenged search,” and “society [is] willing to 
recognize that expectation as reasonable.” Ciraolo, supra, at 211, 106 S.Ct. 1809. We have applied this 
test in holding that it is not a search for the police to use a pen register at the phone company to 
determine what numbers were dialed in a private home, Smith v. Maryland, 442U.S. 735, 743–744, 99 
S.Ct. 2577, 61 L.Ed.2d 220 (1979), and we have applied the test on two different occasions in holding 
that aerial surveillance of private homes and surrounding areas does not constitute a search, 
Ciraolo,supra; Florida v. Riley, 488 U.S. 445, 109 S.Ct. 693, 102 L.Ed.2d 835 (1989).

The present case involves officers on a public street engaged in more than naked-eye surveillance of a 
home. We have previously reserved judgment as to how much technological enhancement of ordinary 
perception from such a vantage point, if any, is too much. While we upheld enhanced aerial photography 
of an industrial complex in Dow Chemical, we noted that we found “it important that this is not an area 
immediately adjacent to a private home, where privacy expectations are most heightened,” 476 U.S., at 
237, n. 4, 106 S.Ct. 1819 (emphasis in original).

III

It would be foolish to contend that the degree of privacy secured to citizens by the Fourth Amendment 
has been entirely unaffected by the advance of technology. For example, as the cases discussed above 
make clear, the technology enabling human flight has exposed to public view (and hence, we have said, 
to official observation) uncovered portions of the house and its curtilage that once were private. See 
Ciraolo, supra, at 215, 106 S.Ct. 1809. The question we confront today is what limits there are upon this 
power of technology to shrink the realm of guaranteed privacy.

The Katz test—whether the individual has an expectation of privacy that society is prepared to recognize 
as reasonable—has often been criticized as circular, and hence subjective and unpredictable. See 1 W. 
LaFave, Search and Seizure § 2.1(d), pp. 393–394 (3d ed.1996); Posner, The Uncertain Protection of 
Privacy by the Supreme Court, 1979 S.Ct. Rev. 173, 188; Carter, supra, at 97, 119 S.Ct. 469 (SCALIA, 
J., concurring). But seeRakas, supra, at 143–144, n. 12, 99 S.Ct. 421. While it may be difficult to refine 
Katz when the search of areas such as telephone booths, automobiles, or even the curtilage and 
uncovered portions of residences is at issue, in the case of the search of the interior of homes—the 



prototypical and hence most commonly litigated area of protected privacy—there is a ready criterion, 
with roots deep in the common law, of the minimal expectation of privacy that exists, and that is 
acknowledged to be reasonable. To withdraw protection of this minimum expectation would be to 
permit police technology to erode the privacy guaranteed by the Fourth Amendment. We think that 
obtaining by sense-enhancing technology any information regarding the interior of the home that could 
not otherwise have been obtained without physical “intrusion into a constitutionally protected area,” 
Silverman, 365U.S., at 512, 81 S.Ct. 679, constitutes a search—at least where (as here) the technology in 
question is not in general public use. This assures preservation of that degree of privacy against 
government that existed when the Fourth Amendment was adopted. On the basis of this criterion, the 
information obtained by the thermal imager in this case was the product of a search.

The Government maintains, however, that the thermal imaging must be upheld because it detected “only 
heat radiating from the external surface of the house,” Brief for United States 26. The dissent makes this 
its leading point, see post, at 2047, contending that there is a fundamental difference between what it 
calls “off-the-wall” observations and “through-the-wall surveillance.” But just as a thermal imager 
captures only heat emanating from a house, so also a powerful directional microphone picks up only 
sound emanating from a house-and a satellite capable of scanning from many miles away would pick up 
only visible light emanating from a house. We rejected such a mechanical interpretation of the Fourth 
Amendment in Katz, where the eavesdropping device picked up only sound waves that reached the 
exterior of the phone booth. Reversing that approach would leave the homeowner at the mercy of 
advancing technology—including imaging technology that could discern all human activity in the home. 
While the technology used in the present case was relatively crude, the rule we adopt must take account 
of more sophisticated systems that are already in use or in development. The dissent's reliance on the 
distinction between “off-the-wall” and “through-the-wall” observation is entirely incompatible with the 
dissent's belief, which we discuss below, that thermal-imaging observations of the intimate details of a 
home are impermissible. The most sophisticated thermal-imaging devices continue to measure heat “off-
the-wall” rather than “through-the-wall”; the dissent's disapproval of those more sophisticated thermal-
imaging devices, see post, at 2051, is an acknowledgement that there is no substance to this distinction. 
As for the dissent's extraordinary assertion that anything learned through “an inference” cannot be a 
search, see post, at 2048–2049, that would validate even the “through-the-wall” technologies that the 
dissent purports to disapprove. Surely the dissent does not believe that the through-the-wall radar or 
ultrasound technology produces an 8–by–10 Kodak glossy that needs no analysis (i.e., the making of 
inferences). And, of course, the novel proposition that inference insulates a search is blatantly contrary 
to United States v. Karo, 468 U.S. 705, 104 S.Ct. 3296, 82 L.Ed.2d 530 (1984), where the police 
“inferred” from the activation of a beeper that a certain can of ether was in the home. The police activity 
was held to be a search, and the search was held unlawful.

The Government also contends that the thermal imaging was constitutional because it did not “detect 
private activities occurring in private areas,” Brief for United States 22. It points out that in Dow 
Chemical we observed that the enhanced aerial photography did not reveal any “intimate details.” 476 
U.S., at 238, 106 S.Ct. 1819. Dow Chemical, however, involved enhanced aerial photography of an 
industrial complex, which does not share the Fourth Amendment sanctity of the home. The Fourth 
Amendment's protection of the home has never been tied to measurement of the quality or quantity of 
information obtained. In Silverman, for example, we made clear that any physical invasion of the 
structure of the home, “by even a fraction of an inch,” was too much, 365 U.S., at 512, 81 S.Ct. 679, and 
there is certainly no exception to the warrant requirement for the officer who barely cracks open the 
front door and sees nothing but the nonintimate rug on the vestibule floor. In the home, our cases show, 
all details are intimate details, because the entire area is held safe from prying government eyes. Thus, 
inKaro, supra, the only thing detected was a can of ether in the home; and in Arizona v. Hicks, 480 U.S. 



321, 107 S.Ct. 1149, 94 L.Ed.2d 347 (1987), the only thing detected by a physical search that went 
beyond what officers lawfully present could observe in “plain view” was the registration number of a 
phonograph turntable. These were intimate details because they were details of the home, just as was the 
detail of how warm—or even how relatively warm—Kyllo was heating his residence.

Limiting the prohibition of thermal imaging to “intimate details” would not only be wrong in principle; 
it would be impractical in application, failing to provide “a workable accommodation between the needs 
of law enforcement and the interests protected by the Fourth Amendment,” Oliver v. United States, 466 
U.S. 170, 181, 104 S.Ct. 1735, 80 L.Ed.2d 214 (1984). To begin with, there is no necessary connection 
between the sophistication of the surveillance equipment and the “intimacy” of the details that it 
observes—which means that one cannot say (and the police cannot be assured) that use of the relatively 
crude equipment at issue here will always be lawful. The Agema Thermovision 210 might disclose, for 
example, at what hour each night the lady of the house takes her daily sauna and bath—a detail that 
many would consider “intimate”; and a much more sophisticated system might detect nothing more 
intimate than the fact that someone left a closet light on. We could not, in other words, develop a rule 
approving only that through-the-wall surveillance which identifies objects no smaller than 36 by 36 
inches, but would have to develop a jurisprudence specifying which home activities are “intimate” and 
which are not. And even when (if ever) that jurisprudence were fully developed, no police officer would 
be able to know in advance whether his through-the-wall surveillance picks up “intimate” details—and 
thus would be unable to know in advance whether it is constitutional.

The dissent's proposed standard—whether the technology offers the “functional equivalent of actual 
presence in the area being searched,” post, at 2050—would seem quite similar to our own at first blush. 
The dissent concludes that Katz was such a case, but then inexplicably asserts that if the same listening 
device only revealed the volume of the conversation, the surveillance would be permissible, post, at 
2051. Yet if, without technology, the police could not discern volume without being actually present in 
the phone booth, Justice STEVENS should conclude a search has occurred. Cf. Karo, 468 U.S., at 735, 
104 S.Ct. 3296 (STEVENS, J., concurring in part and dissenting in part) (“I find little comfort in the 
Court's notion that no invasion of privacy occurs until a listener obtains some significant information by 
use of the device .... A bathtub is a less private area when the plumber is present even if his back is 
turned”). The same should hold for the interior heat of the home if only a person present in the home 
could discern the heat. Thus the driving force of the dissent, despite its recitation of the above standard, 
appears to be a distinction among different types of information—whether the “homeowner would even 
care if anybody noticed,”post, at 2051. The dissent offers no practical guidance for the application of 
this standard, and for reasons already discussed, we believe there can be none. The people in their 
houses, as well as the police, deserve more precision.

We have said that the Fourth Amendment draws “a firm line at the entrance to the house,” Payton, 
445U.S., at 590, 100 S.Ct. 1371. That line, we think, must be not only firm but also bright—which 
requires clear specification of those methods of surveillance that require a warrant. While it is certainly 
possible to conclude from the videotape of the thermal imaging that occurred in this case that no 
“significant” compromise of the homeowner's privacy has occurred, we must take the long view, from 
the original meaning of the Fourth Amendment forward.

“The Fourth Amendment is to be construed in the light of what was deemed an unreasonable search and 
seizure when it was adopted, and in a manner which will conserve public interests as well as the 
interests and rights of individual citizens.” Carroll v. United States, 267 U.S. 132, 149, 45 S.Ct. 280, 69 
L.Ed. 543 (1925).



Where, as here, the Government uses a device that is not in general public use, to explore details of the 
home that would previously have been unknowable without physical intrusion, the surveillance is a 
“search” and is presumptively unreasonable without a warrant.

Since we hold the Thermovision imaging to have been an unlawful search, it will remain for the District 
Court to determine whether, without the evidence it provided, the search warrant issued in this case was 
supported by probable cause—and if not, whether there is any other basis for supporting admission of 
the evidence that the search pursuant to the warrant produced

The judgment of the Court of Appeals is reversed; the case is remanded for further proceedings 
consistent with this opinion.

It is so ordered.

Justice STEVENS, with whom THE CHIEF JUSTICE, Justice O'CONNOR, and Justice KENNEDY 
join, dissenting.

There is, in my judgment, a distinction of constitutional magnitude between “through-the-wall 
surveillance” that gives the observer or listener direct access to information in a private area, on the one 
hand, and the thought processes used to draw inferences from information in the public domain, on the 
other hand. The Court has crafted a rule that purports to deal with direct observations of the inside of the 
home, but the case before us merely involves indirect deductions from “off-the-wall” surveillance, that 
is, observations of the exterior of the home. Those observations were made with a fairly primitive 
thermal imager that gathered data exposed on the outside of petitioner's home but did not invade any 
constitutionally protected interest in privacy. Moreover, I believe that the supposedly “bright-line” rule 
the Court has created in response to its concerns about future technological developments is 
unnecessary, unwise, and inconsistent with the Fourth Amendment.

I

There is no need for the Court to craft a new rule to decide this case, as it is controlled by established 
principles from our Fourth Amendment jurisprudence. One of those core principles, of course, is that 
“searches and seizures inside a home without a warrant are presumptively unreasonable.” Payton v. New 
York, 445 U.S. 573, 586, 100 S.Ct. 1371, 63 L.Ed.2d 639 (1980) (emphasis added). But it is equally well 
settled that searches and seizures of property in plain view are presumptively reasonable. See id., at 
586–587, 100 S.Ct. 1371.2 Whether that property is residential or commercial, the basic principle is the 
same: “ ‘What a person knowingly exposes to the public, even in his own home or office, is not a subject 
of Fourth Amendment protection.’ ” California v. Ciraolo, 476U.S. 207, 213, 106 S.Ct. 1809, 90 
L.Ed.2d 210 (1986) (quoting Katz v. United States, 389 U.S. 347, 351, 88 S.Ct. 507, 19 L.Ed.2d 576 
(1967)); see Florida v. Riley, 488 U.S. 445, 449–450, 109 S.Ct. 693, 102 L.Ed.2d 835 (1989);California 
v. Greenwood, 486 U.S. 35, 40–41, 108 S.Ct. 1625, 100 L.Ed.2d 30 (1988); Dow Chemical Co. v. 
United States, 476 U.S. 227, 235–236, 106 S.Ct. 1819, 90 L.Ed.2d 226 (1986); Air Pollution Variance 
Bd. of Colo. v. Western Alfalfa Corp., 416 U.S. 861, 865, 94 S.Ct. 2114, 40 L.Ed.2d 607 (1974). That is 
the principle implicated here.

While the Court “take[s] the long view” and decides this case based largely on the potential of yet-to-be-
developed technology that might allow “through-the-wall surveillance,” ante, at 2045–2046; see ante, at 
2044, n. 3, this case involves nothing more than off-the-wall surveillance by law enforcement officers to 
gather information exposed to the general public from the outside of petitioner's home. All that the 
infrared camera did in this case was passively measure heat emitted from the exterior surfaces of 
petitioner's home; all that those measurements showed were relative differences in emission levels, 
vaguely indicating that some areas of the roof and outside walls were warmer than others. As still 
images from the infrared scans show, see Appendix, infra, no details regarding the interior of petitioner's 



home were revealed. Unlike an x-ray scan, or other possible “through-the-wall” techniques, the 
detection of infrared radiation emanating from the home did not accomplish “an unauthorized physical 
penetration into the premises,” Silverman v. United States, 365 U.S. 505, 509, 81 S.Ct. 679, 5 L.Ed.2d 
734 (1961), nor did it “obtain information that it could not have obtained by observation from outside 
the curtilage of the house,”United States v. Karo, 468 U.S. 705, 715, 104 S.Ct. 3296, 82 L.Ed.2d 530 
(1984).

Indeed, the ordinary use of the senses might enable a neighbor or passerby to notice the heat emanating 
from a building, particularly if it is vented, as was the case here. Additionally, any member of the public 
might notice that one part of a house is warmer than another part or a nearby building if, for example, 
rainwater evaporates or snow melts at different rates across its surfaces. Such use of the senses would 
not convert into an unreasonable search if, instead, an adjoining neighbor allowed an officer onto her 
property to verify her perceptions with a sensitive thermometer. Nor, in my view, does such observation 
become an unreasonable search if made from a distance with the aid of a device that merely discloses 
that the exterior of one house, or one area of the house, is much warmer than another. Nothing more 
occurred in this case.

Thus, the notion that heat emissions from the outside of a dwelling are a private matter implicating the 
protections of the Fourth Amendment (the text of which guarantees the right of people “to be secure in 
their ... houses” against unreasonable searches and seizures (emphasis added)) is not only unprecedented 
but also quite difficult to take seriously. Heat waves, like aromas that are generated in a kitchen, or in a 
laboratory or opium den, enter the public domain if and when they leave a building. A subjective 
expectation that they would remain private is not only implausible but also surely not “one that society 
is prepared to recognize as ‘reasonable.’ ” Katz, 389 U.S., at 361, 88 S.Ct. 507 (Harlan, J., concurring).

To be sure, the homeowner has a reasonable expectation of privacy concerning what takes place within 
the home, and the Fourth Amendment's protection against physical invasions of the home should apply 
to their functional equivalent. But the equipment in this case did not penetrate the walls of petitioner's 
home, and while it did pick up “details of the home” that were exposed to the public, ante, at 2045, it did 
not obtain “any information regarding theinterior of the home,” ante, at 2043 (emphasis added). In the 
Court's own words, based on what the thermal imager “showed” regarding the outside of petitioner's 
home, the officers “concluded” that petitioner was engaging in illegal activity inside the home. Ante, at 
2041. It would be quite absurd to characterize their thought processes as “searches,” regardless of 
whether they inferred (rightly) that petitioner was growing marijuana in his house, or (wrongly) that “the 
lady of the house [was taking] her daily sauna and bath.” Ante, at 2045. In either case, the only 
conclusions the officers reached concerning the interior of the home were at least as indirect as those 
that might have been inferred from the contents of discarded garbage, see California v. Greenwood, 486 
U.S. 35, 108 S.Ct. 1625, 100 L.Ed.2d 30 (1988), or pen register data, see Smith v. Maryland, 442 U.S. 
735, 99 S.Ct. 2577, 61 L.Ed.2d 220 (1979), or, as in this case, subpoenaed utility records, see 190 F.3d 
1041, 1043 (C.A.9 1999). For the first time in its history, the Court assumes that an inference can 
amount to a Fourth Amendment violation. See ante,at 2044–2045.

Notwithstanding the implications of today's decision, there is a strong public interest in avoiding 
constitutional litigation over the monitoring of emissions from homes, and over the inferences drawn 
from such monitoring. Just as “the police cannot reasonably be expected to avert their eyes from 
evidence of criminal activity that could have been observed by any member of the public,” Greenwood, 
486 U.S., at 41, 108 S.Ct. 1625, so too public officials should not have to avert their senses or their 
equipment from detecting emissions in the public domain such as excessive heat, traces of smoke, 
suspicious odors, odorless gases, airborne particulates, or radioactive emissions, any of which could 
identify hazards to the community. In my judgment, monitoring such emissions with “sense-enhancing 



technology,” ante, at 2043, and drawing useful conclusions from such monitoring, is an entirely 
reasonable public service.

On the other hand, the countervailing privacy interest is at best trivial. After all, homes generally are 
insulated to keep heat in, rather than to prevent the detection of heat going out, and it does not seem to 
me that society will suffer from a rule requiring the rare homeowner who both intends to engage in 
uncommon activities that produce extraordinary amounts of heat, and wishes to conceal that production 
from outsiders, to make sure that the surrounding area is well insulated. Cf. United States v. Jacobsen, 
466 U.S. 109, 122, 104 S.Ct. 1652, 80 L.Ed.2d 85 (1984) (“The concept of an interest in privacy that 
society is prepared to recognize as reasonable is, by its very nature, critically different from the mere 
expectation, however well justified, that certain facts will not come to the attention of the authorities”). 
The interest in concealing the heat escaping from one's house pales in significance to “the chief evil 
against which the wording of the Fourth Amendment is directed,” the “physical entry of the 
home,”United States v. United States Dist. Court for Eastern Dist. of Mich., 407 U.S. 297, 313, 92 S.Ct. 
2125, 32 L.Ed.2d 752 (1972), and it is hard to believe that it is an interest the Framers sought to protect 
in our Constitution.

Since what was involved in this case was nothing more than drawing inferences from off-the-wall 
surveillance, rather than any “through-the-wall” surveillance, the officers' conduct did not amount to a 
search and was perfectly reasonable.

II

Instead of trying to answer the question whether the use of the thermal imager in this case was even 
arguably unreasonable, the Court has fashioned a rule that is intended to provide essential guidance for 
the day when “more sophisticated systems” gain the “ability to ‘see’ through walls and other opaque 
barriers.” Ante, at 2044, and n. 3. The newly minted rule encompasses “obtaining [1] by sense-
enhancing technology [2] any information regarding the interior of the home [3] that could not otherwise 
have been obtained without physical intrusion into a constitutionally protected area ... [4] at least where 
(as here) the technology in question is not in general public use.” Ante, at 2043 (internal quotation marks 
omitted). In my judgment, the Court's new rule is at once too broad and too narrow, and is not justified 
by the Court's explanation for its adoption. As I have suggested, I would not erect a constitutional 
impediment to the use of sense-enhancing technology unless it provides its user with the functional 
equivalent of actual presence in the area being searched.

Despite the Court's attempt to draw a line that is “not only firm but also bright,” ante, at 2046, the 
contours of its new rule are uncertain because its protection apparently dissipates as soon as the relevant 
technology is “in general public use,” ante, at 2043. Yet how much use is general public use is not even 
hinted at by the Court's opinion, which makes the somewhat doubtful assumption that the thermal 
imager used in this case does not satisfy that criterion.5 In any event, putting aside its lack of clarity, this 
criterion is somewhat perverse because it seems likely that the threat to privacy will grow, rather than 
recede, as the use of intrusive equipment becomes more readily available.

It is clear, however, that the category of “sense-enhancing technology” covered by the new rule, ibid., is 
far too broad. It would, for example, embrace potential mechanical substitutes for dogs trained to react 
when they sniff narcotics. But in United States v. Place, 462 U.S. 696, 707, 103 S.Ct. 2637, 77 L.Ed.2d 
110 (1983), we held that a dog sniff that “discloses only the presence or absence of narcotics” does “not 
constitute a ‘search’ within the meaning of the Fourth Amendment,” and it must follow that sense-
enhancing equipment that identifies nothing but illegal activity is not a search either. Nevertheless, the 
use of such a device would be unconstitutional under the Court's rule, as would the use of other new 
devices that might detect the odor of deadly bacteria or chemicals for making a new type of high 



explosive, even if the devices (like the dog sniffs) are “so limited both in the manner in which” they 
obtain information and “in the content of the information” they reveal. Ibid. If nothing more than that 
sort of information could be obtained by using the devices in a public place to monitor emissions from a 
house, then their use would be no more objectionable than the use of the thermal imager in this case.

The application of the Court's new rule to “any information regarding the interior of the home,” ante, at 
2043, is also unnecessarily broad. If it takes sensitive equipment to detect an odor that identifies criminal 
conduct and nothing else, the fact that the odor emanates from the interior of a home should not provide 
it with constitutional protection. See supra, at 2050 and this page. The criterion, moreover, is too 
sweeping in that information “regarding” the interior of a home apparently is not just information 
obtained through its walls, but also information concerning the outside of the building that could lead to 
(however many) inferences “regarding” what might be inside. Under that expansive view, I suppose, an 
officer using an infrared camera to observe a man silently entering the side door of a house at night 
carrying a pizza might conclude that its interior is now occupied by someone who likes pizza, and by 
doing so the officer would be guilty of conducting an unconstitutional “search” of the home.

Because the new rule applies to information regarding the “interior” of the home, it is too narrow as well 
as too broad. Clearly, a rule that is designed to protect individuals from the overly intrusive use of sense-
enhancing equipment should not be limited to a home. If such equipment did provide its user with the 
functional equivalent of access to a private place—such as, for example, the telephone booth involved in 
Katz, or an office building—then the rule should apply to such an area as well as to a home. See Katz, 
389 U.S., at 351, 88 S.Ct. 507 (“[T]he Fourth Amendment protects people, not places”).

The final requirement of the Court's new rule, that the information “could not otherwise have been 
obtained without physical intrusion into a constitutionally protected area,” ante, at 2043 (internal 
quotation marks omitted), also extends too far as the Court applies it. As noted, the Court effectively 
treats the mental process of analyzing data obtained from external sources as the equivalent of a physical 
intrusion into the home. See supra, at 2048–2049. As I have explained, however, the process of drawing 
inferences from data in the public domain should not be characterized as a search.

The two reasons advanced by the Court as justifications for the adoption of its new rule are both 
unpersuasive. First, the Court suggests that its rule is compelled by our holding in Katz, because in that 
case, as in this, the surveillance consisted of nothing more than the monitoring of waves emanating from 
a private area into the public domain. See ante, at 2044. Yet there are critical differences between the 
cases. In Katz, the electronic listening device attached to the outside of the phone booth allowed the 
officers to pick up the content of the conversation inside the booth, making them the functional 
equivalent of intruders because they gathered information that was otherwise available only to someone 
inside the private area; it would be as if, in this case, the thermal imager presented a view of the heat-
generating activity inside petitioner's home. By contrast, the thermal imager here disclosed only the 
relative amounts of heat radiating from the house; it would be as if, in Katz, the listening device 
disclosed only the relative volume of sound leaving the booth, which presumably was discernible in the 
public domain. Surely, there is a significant difference between the general and well-settled expectation 
that strangers will not have direct access to the contents of private communications, on the one hand, 
and the rather theoretical expectation that an occasional homeowner would even care if anybody noticed 
the relative amounts of heat emanating from the walls of his house, on the other. It is pure hyperbole for 
the Court to suggest that refusing to extend the holding of Katz to this case would leave the homeowner 
at the mercy of “technology that could discern all human activity in the home.” Ante, at 2044.

Second, the Court argues that the permissibility of “through-the-wall surveillance” cannot depend on a 
distinction between observing “intimate details” such as “the lady of the house [taking] her daily sauna 
and bath,” and noticing only “the nonintimate rug on the vestibule floor” or “objects no smaller than 36 



by 36 inches.” Ante, at 2045–2046. This entire argument assumes, of course, that the thermal imager in 
this case could or did perform “through-the-wall surveillance” that could identify any detail “that would 
previously have been unknowable without physical intrusion.” Ante, at 2046. In fact, the device could 
not, see n. 1, supra, and did not, see Appendix, infra,enable its user to identify either the lady of the 
house, the rug on the vestibule floor, or anything else inside the house, whether smaller or larger than 36 
by 36 inches. Indeed, the vague thermal images of petitioner's home that are reproduced in the Appendix 
were submitted by him to the District Court as part of an expert report raising the question whether the 
device could even take “accurate, consistent infrared images” of the outside of his house. Defendant's 
Exh. 107, p. 4. But even if the device could reliably show extraordinary differences in the amounts of 
heat leaving his home, drawing the inference that there was something suspicious occurring inside the 
residence—a conclusion that officers far less gifted than Sherlock Holmes would readily draw—does 
not qualify as “through-the-wall surveillance,” much less a Fourth Amendment violation.

III

Although the Court is properly and commendably concerned about the threats to privacy that may flow 
from advances in the technology available to the law enforcement profession, it has unfortunately failed 
to heed the tried and true counsel of judicial restraint. Instead of concentrating on the rather mundane 
issue that is actually presented by the case before it, the Court has endeavored to craft an all-
encompassing rule for the future. It would be far wiser to give legislators an unimpeded opportunity to 
grapple with these emerging issues rather than to shackle them with prematurely devised constitutional 
constraints.

I respectfully dissent.

 



 
4. United States v. Ahrndt, 475 Fed. Appx. 656 (9th Cir. 

2012)  
OPINION

Defendant was charged with transportation and possession of child pornography. The United States 
District Court for the District of Oregon, Garr M. King, J., denied defendant's motion to suppress, 2010 
WL 373994, and defendant appealed.

MEMORANDUM

John Henry Ahrndt appeals the district court's denial of his motion to suppress evidence he claims 
resulted from a police officer's unconstitutional warrantless search made by connecting to Ahrndt's 
personal wireless network and opening one of his shared files. We reverse and remand for additional 
factfinding, as we explain.

JH, a resident of Aloha, Oregon, was using her computer at home and connected to a nearby unsecured 
wireless network to access the Internet. When she opened her iTunes software, she noticed a shared 
library called “Dad's Limewire Tunes.” She opened the library and observed several files with names 
indicating that the files contained child pornography. After JH called the police, Deputy John 
McCullough arrived at her residence and directed her to repeat the process of connecting to the network 
and accessing the shared library. McCullough also asked JH to open one of the images; the image she 
opened depicted a minor engaged in sexually explicit conduct. Based on this information, law 
enforcement officers obtained a search warrant to connect to the wireless network and determined that 
the network belonged to Ahrndt. Officers then obtained and executed a warrant to search Ahrndt's home, 
from which they seized storage media that contained images of child pornography.

The central issue is whether connecting to Ahrndt's network, accessing his shared library and opening 
one of his files amounted to a “search” within the meaning of the Fourth Amendment. A search occurs 
when the government violates an individual's reasonable expectation of privacy. See United States v. 
Jacobsen, 466 U.S. 109, 113, 104 S.Ct. 1652, 80 L.Ed.2d 85 (1984). “An individual has a reasonable 
expectation of privacy if he can demonstrate a subjective expectation that his activities would be private, 
and he [can] show that his expectation was one that society is prepared to recognize as reasonable.” 
United States v. Heckenkamp, 482 F.3d 1142, 1146 (9th Cir.2007) (internal quotation marks omitted) 
(alteration in original). A search also occurs whenever “the Government obtains information by 
physically intruding on a constitutionally protected area.” United States v. Jones, ––– U.S. ––––, –––– n. 
3, 132 S.Ct. 945, 950 n. 3, 181 L.Ed.2d 911 (2012).

1. The district court held that no search occurred because Ahrndt had no objectively reasonable or 
subjective expectation of privacy in the computer file that Deputy McCullough accessed. The court's 
conclusion was based on its finding or assumption that Ahrndt used iTunes to share his files, a process 
that would have required Ahrndt to take several affirmative steps. This finding, however, is unsupported 
by the record. Special Agents James Cole and Anthony Onstad, the two law enforcement officers who 
testified about iTunes, each testified that they had no knowledge whether JH's iTunes software was 
capable of detecting files on Ahrndt's computer that Ahrndt did not affirmatively share by using iTunes. 
Robert Young, the only computer expert who appeared, testified that JH's iTunes software was capable 
of detecting files that were shared by other programs on Ahrndt's computer, such as Limewire. There is 
insufficient evidence that Ahrndt took affirmative actions to enable open sharing in this manner. 
Furthermore, there is no evidence that Ahrndt ever installed iTunes on his computer. Thus it was clearly 
erroneous to find that Ahrndt used iTunes to affirmatively share his files over the network, and from that 
finding to conclude that Ahrndt lacked a reasonable expectation of privacy. See Red Lion Hotels 
Franchising, Inc. v. MAK, LLC, 663 F.3d 1080, 1087 (9th Cir.2011).



2. Further factfinding regarding the following questions also may be beneficial in determining whether 
Ahrndt had a reasonable expectation of privacy in his computer files:

• As a technical matter, is sharing files over a wireless network accurately characterized as a “broadcast” 
of the contents of those files, such that JH's computer simply intercepted Ahrndt's images outside 
Ahrndt's home? Or, alternatively, did the act of connecting toAhrndt's network, accessing his library and 
opening the image involve sending wireless signals into Ahrndt's home to communicate with his router 
and computer?

• Did Ahrndt intentionally enable sharing of his files over his wireless network? If not, did he know or 
should he have known that others could access his files by connecting to his wireless network?

• Was the image in “Dad's LimeWire Tunes” library that JH and McCullough opened accessible over the 
Internet by Limewire users at the time JH and McCullough accessed the files, or at any time prior?

Given the flawed premise regarding Ahrndt's affirmative use of iTunes, and the technical questions we 
have noted, we reverse the district court's denial of Ahrndt's motion to suppress, and remand for further 
proceedings and factfinding regarding the questions identified above, and any other questions the court 
deems relevant. See United States v. Wright, 625 F.3d 583, 604, 620 (9th Cir.2010) (remanding for 
factfinding in the context of a suppression motion). The court should also evaluate whether a search 
occurred in light of Jones, 132 S.Ct. 945, decided after the district court's original ruling. The panel shall 
retain jurisdiction over any further appeals.

REVERSED and REMANDED.
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Privacy in Public

 As government and private companies rapidly expand the infrastructure of surveillance from cameras 
on every street corner to facial recognition for photographs on social media sites, privacy doctrines built 
on seclusion are at odds with technological advances. This essay addresses a key conceptual problem in 
U.S. privacy law identified by Justice Sotomayor in United States v. Jones and by Justice Scalia in Kyllo 
v. United States; namely that technological capabilities undermine the meaning of the third-party 
doctrine and the Fourth Amendment's 'reasonable expectation of privacy' standard. The essay argues that 
the conceptual problem derives from the evolution of three stages of development in the public nature of 
personal information, culminating in the ubiquitous transparency of citizens. This ubiquitous 
transparency destroys any "reasonable expectation of privacy." The essay then argues that transparency 
without privacy protection challenges the democratic values of public safety and fair governance. To 
restore the balance and relocate privacy away from the no longer workable "reasonable expectation" 
standard, the essay argues for a new normative approach to privacy that would protect observable 
activity where such activity is not "governance-related," but rather "private-regarding." The essay 
concludes by showing that this distinction is consistent with the First Amendment and draws on 
established doctrines in tort law and First Amendment jurisprudence

I. INTRODUCTION 

Data gathering drones at 17,500 feet, cell phone-based GPS trackers, wide distribution of facial 
recognition software, always-connected Google Glass, and social network tools all demonstrate 
extraordinary technical capabilities and collectively reflect that wide-scale deployment of information 



 
4. United States v. Jones, 132 S.Ct. 945 (2012) (all)  

Opinion 
Justice SCALIA delivered the opinion of the Court.

We decide whether the attachment of a Global–Positioning–System (GPS) tracking 
device to an individual's vehicle, and subsequent use of that device to monitor the 
vehicle's movements on public streets, constitutes a search or seizure within the meaning 
of the Fourth Amendment.

I

In 2004 respondent Antoine Jones, owner and operator of a nightclub in the District of 
Columbia, came under suspicion of trafficking in narcotics and was made the target of an 
investigation by a joint FBI and Metropolitan Police Department task force. Officers 
employed various investigative techniques, including visual surveillance of the nightclub, 
installation of a camera focused on the front door of the club, and a pen register and 
wiretap covering Jones's cellular phone.

Based in part on information gathered from these sources, in 2005 the Government 
applied to the United StatesDistrict Court for the District of Columbia for a warrant 
authorizing the use of an electronic tracking device on the Jeep Grand Cherokee 
registered to Jones's wife. A warrant issued, authorizing installation of the device in the 
District of Columbia and within 10 days.

On the 11th day, and not in the District of Columbia but in Maryland, agents installed a 
GPS tracking device on the undercarriage of the Jeep while it was parked in a public 
parking lot. Over the next 28 days, the Government used the device to track the vehicle's 
movements, and once had to replace the device's battery when the vehicle was parked in a 
different public lot in Maryland. By means of signals from multiple satellites, the device 
established the vehicle's location within 50 to 100 feet, and communicated that location 
by cellular phone to a Government computer. It relayed more than 2,000 pages of data 
over the 4–week period.

The Government ultimately obtained a multiple-count indictment charging Jones and 
several alleged co-conspirators with, as relevant here, conspiracy to distribute and 
possess with intent to distribute five kilograms or more of cocaine and 50 grams or more 
of cocaine base, in violation of 21 U.S.C. §§ 841 and 846. Before trial,Jones filed a 
motion to suppress evidence obtained through the GPS device. The District Court granted 
the motion only in part, suppressing the data obtained while the vehicle was parked in the 
garage adjoining Jones's residence.451 F.Supp.2d 71, 88 (2006). It held the remaining 
data admissible, because “ ‘[a] person traveling in an automobile on public thoroughfares 
has no reasonable expectation of privacy in his movements from one place to another.’ 
”Ibid. (quoting United States v. Knotts, 460 U.S. 276, 281, 103 S.Ct. 1081, 75 L.Ed.2d 55 
(1983)). Jones's trial in October 2006 produced a hung jury on the conspiracy count.

In March 2007, a grand jury returned another indictment, charging Jones and others with 
the same conspiracy. The Government introduced at trial the same GPS-derived 
locational data admitted in the first trial, which connectedJones to the alleged 
conspirators' stash house that contained $850,000 in cash, 97 kilograms of cocaine, and 1 



kilogram of cocaine base. The jury returned a guilty verdict, and the District Court 
sentenced Jones to life imprisonment.

The United States Court of Appeals for the District of Columbia Circuit reversed the 
conviction because of admission of the evidence obtained by warrantless use of the GPS 
device which, it said, violated the Fourth Amendment. United States v. Maynard, 615 
F.3d 544 (2010). The D.C. Circuit denied the Government's petition for rehearing en 
banc, with four judges dissenting. 625 F.3d 766 (2010). We granted certiorari, 564 U.S. –
–––, 131S.Ct. 3064, 180 L.Ed.2d 885 (2011).

II

A

The Fourth Amendment provides in relevant part that “[t]he right of the people to be 
secure in their persons, houses, papers, and effects, against unreasonable searches and 
seizures, shall not be violated.” It is beyond dispute that a vehicle is an “effect” as that 
term is used in the Amendment. United States v. Chadwick, 433 U.S. 1, 12, 97 S.Ct. 
2476, 53 L.Ed.2d 538 (1977). We hold that the Government's installation of a GPS 
device on a target's vehicle, and its use of that device to monitor the vehicle's movements, 
constitutes a “search.”

It is important to be clear about what occurred in this case: The Government physically 
occupied private property for the purpose of obtaining information. We have no doubt 
that such a physical intrusion would have been considered a “search” within the meaning 
of the Fourth Amendment when it was adopted. Entick v. Carrington, 95 Eng. Rep. 807 
(C.P. 1765), is a “case we have described as a ‘monument of English freedom’ 
‘undoubtedly familiar’ to ‘every American statesman’ at the time the Constitution was 
adopted, and considered to be ‘the true and ultimate expression of constitutional law’ ” 
with regard to search and seizure. Brower v. County of Inyo, 489 U.S. 593, 596, 109 S.Ct. 
1378, 103 L.Ed.2d 628 (1989) (quoting Boyd v. United States, 116 U.S. 616, 626, 6 S.Ct. 
524, 29 L.Ed. 746 (1886)). In that case, Lord Camden expressed in plain terms the 
significance of property rights in search-and-seizure analysis:

“[O]ur law holds the property of every man so sacred, that no man can set his foot upon 
his neighbour's close without his leave; if he does he is a trespasser, though he does no 
damage at all; if he will tread upon his neighbour's ground, he must justify it by law.” 
Entick, supra, at 817.

The text of the Fourth Amendment reflects its close connection to property, since 
otherwise it would have referred simply to “the right of the people to be secure against 
unreasonable searches and seizures”; the phrase “in their persons, houses, papers, and 
effects” would have been superfluous.

Consistent with this understanding, our Fourth Amendment jurisprudence was tied to 
common-law trespass, at least until the latter half of the 20th century. Kyllo v. United 
States, 533 U.S. 27, 31, 121 S.Ct. 2038, 150 L.Ed.2d 94 (2001); Kerr, The Fourth 
Amendment and New Technologies: Constitutional Myths and the Case for Caution, 102 
Mich. L.Rev. 801, 816 (2004). Thus, in Olmstead v. United States, 277 U.S. 438, 48 S.Ct. 
564, 72 L.Ed. 944 (1928), we held that wiretaps attached to telephone wires on the public 



streets did not constitute a Fourth Amendment search because “[t]here was no entry of 
the houses or offices of the defendants,” id., at 464, 48 S.Ct. 564.

Our later cases, of course, have deviated from that exclusively property-based approach. 
In Katz v. United States,389 U.S. 347, 351, 88 S.Ct. 507, 19 L.Ed.2d 576 (1967), we said 
that “the Fourth Amendment protects people, not places,” and found a violation in 
attachment of an eavesdropping device to a public telephone booth. Our later cases have 
applied the analysis of Justice Harlan's concurrence in that case, which said that a 
violation occurs when government officers violate a person's “reasonable expectation of 
privacy,” id., at 360, 88 S.Ct. 507. See,e.g., Bond v. United States, 529 U.S. 334, 120 
S.Ct. 1462, 146 L.Ed.2d 365 (2000); California v. Ciraolo, 476 U.S. 207, 106 S.Ct. 1809, 
90 L.Ed.2d 210 (1986); Smith v. Maryland, 442 U.S. 735, 99 S.Ct. 2577, 61 L.Ed.2d 220 
(1979).

The Government contends that the Harlan standard shows that no search occurred here, 
since Joneshad no “reasonable expectation of privacy” in the area of the Jeep accessed by 
Government agents (its underbody) and in the locations of the Jeep on the public roads, 
which were visible to all. But we need not address the Government's contentions, because 
Jones's Fourth Amendment rights do not rise or fall with the Katz formulation. At bottom, 
we must “assur[e] preservation of that degree of privacy against government that existed 
when the Fourth Amendment was adopted.” Kyllo, supra, at 34, 121 S.Ct. 2038. As 
explained, for most of our history the Fourth Amendment was understood to embody a 
particular concern for government trespass upon the areas (“persons, houses, papers, and 
effects”) it enumerates. Katz did not repudiate that understanding. Less than two years 
later the Court upheld defendants' contention that the Government could not introduce 
against them conversations between other people obtained by warrantless placement of 
electronic surveillance devices in their homes. The opinion rejected the dissent's 
contention that there was no Fourth Amendment violation “unless the conversational 
privacy of the homeowner himself is invaded.”4 Alderman v. United States, 394 U.S. 
165, 176, 89 S.Ct. 961, 22 L.Ed.2d 176 (1969). “[W]e [do not] believe that Katz, by 
holding that the Fourth Amendment protects persons and their private conversations, was 
intended to withdraw any of the protection which the Amendment extends to the 
home....” Id., at 180, 89 S.Ct. 961.

More recently, in Soldal v. Cook County, 506 U.S. 56, 113 S.Ct. 538, 121 L.Ed.2d 450 
(1992), the Court unanimously rejected the argument that although a “seizure” had 
occurred “in a ‘technical’ sense” when a trailer home was forcibly removed, id., at 62, 
113 S.Ct. 538, no Fourth Amendment violation occurred because law enforcement had 
not “invade[d] the [individuals'] privacy,” id., at 60, 113 S.Ct. 538. Katz, the Court 
explained, established that “property rights are not the sole measure of Fourth 
Amendment violations,” but did not “snuf[f] out the previously recognized protection for 
property.” 506 U.S., at 64, 113 S.Ct. 538. As Justice Brennan explained in his 
concurrence in Knotts, Katz did not erode the principle “that, when the Government does 
engage in physical intrusion of a constitutionally protected area in order to obtain 
information, that intrusion may constitute a violation of the Fourth Amendment.” 460 
U.S., at 286, 103 S.Ct. 1081 (opinion concurring in judgment). We have embodied that 
preservation of past rights in our very definition of “reasonable expectation of privacy” 
which we have said to be an expectation “that has a source outside of the Fourth 



Amendment, either by reference to concepts of real or personal property law or to 
understandings that are recognized and permitted by society.” Minnesota v. Carter, 525 
U.S. 83, 88, 119 S.Ct. 469, 142 L.Ed.2d 373 (1998) (internal quotation marks omitted). 
Katz did not narrow the Fourth Amendment's scope.5

The Government contends that several of our post-Katz cases foreclose the conclusion 
that what occurred here constituted a search. It relies principally on two cases in which 
we rejected Fourth Amendment challenges to “beepers,” electronic tracking devices that 
represent another form of electronic monitoring. The first case, Knotts,upheld against 
Fourth Amendment challenge the use of a “beeper” that had been placed in a container of 
chloroform, allowing law enforcement to monitor the location of the container. 460 U.S., 
at 278, 103 S.Ct. 1081. We said that there had been no infringement of Knotts' reasonable 
expectation of privacy since the information obtained—the location of the automobile 
carrying the container on public roads, and the location of the off-loaded container in 
open fields near Knotts' cabin—had been voluntarily conveyed to the public.6 Id., at 
281–282, 103 S.Ct. 1081. But as we have discussed, the Katz reasonable-expectation-of-
privacy test has been added to, notsubstituted for, the common-law trespassory test. The 
holding in Knotts addressed only the former, since the latter was not at issue. The beeper 
had been placed in the container before it came into Knotts' possession, with the consent 
of the then-owner. 460 U.S., at 278, 103 S.Ct. 1081. Knotts did not challenge that 
installation, and we specifically declined to consider its effect on the Fourth Amendment 
analysis. Id., at 279, n. **, 103 S.Ct. 1081Knotts would be relevant, perhaps, if the 
Government were making the argument that what would otherwise be an unconstitutional 
search is not such where it produces only public information. The Government does not 
make that argument, and we know of no case that would support it.

The second “beeper” case, United States v. Karo, 468 U.S. 705, 104 S.Ct. 3296, 82 
L.Ed.2d 530 (1984), does not suggest a different conclusion. There we addressed the 
question left open by Knotts, whether the installation of a beeper in a container amounted 
to a search or seizure. 468 U.S., at 713, 104 S.Ct. 3296. As in Knotts, at the time the 
beeper was installed the container belonged to a third party, and it did not come into 
possession of the defendant until later. 468 U.S., at 708, 104 S.Ct. 3296. Thus, the 
specific question we considered was whether the installation “with the consent of the 
original owner constitute[d] a search or seizure ... when the container is delivered to a 
buyer having no knowledge of the presence of the beeper.” Id., at 707, 104 S.Ct. 3296 
(emphasis added). We held not. The Government, we said, came into physical contact 
with the container only before it belonged to the defendant Karo; and the transfer of the 
container with the unmonitored beeper inside did not convey any information and thus 
did not invade Karo's privacy. See id., at 712, 104 S.Ct. 3296. That conclusion is 
perfectly consistent with the one we reach here. Karo accepted the container as it came to 
him, beeper and all, and was therefore not entitled to object to the beeper's presence, even 
though it was used to monitor the container's location. Cf. On Lee v. United States, 343 
U.S. 747, 751–752, 72 S.Ct. 967, 96 L.Ed. 1270 (1952) (no search or seizure where an 
informant, who was wearing a concealed microphone, was invited into the defendant's 
business).Jones, who possessed the Jeep at the time the Government trespassorily 
inserted the information-gathering device, is on much different footing.



The Government also points to our exposition in New York v. Class, 475 U.S. 106, 106 
S.Ct. 960, 89 L.Ed.2d 81 (1986), that “[t]he exterior of a car ... is thrust into the public 
eye, and thus to examine it does not constitute a ‘search.’ ” Id., at 114, 106 S.Ct. 960. 
That statement is of marginal relevance here since, as the Government acknowledges, 
“the officers in this case did more than conduct a visual inspection of respondent's 
vehicle,” Brief forUnited States 41 (emphasis added). By attaching the device to the Jeep, 
officers encroached on a protected area. In Class itself we suggested that this would make 
a difference, for we concluded that an officer's momentary reaching into the interior of a 
vehicle did constitute a search.7 475 U.S., at 114–115, 106 S.Ct. 960.

Finally, the Government's position gains little support from our conclusion in Oliver v. 
United States,466 U.S. 170, 104 S.Ct. 1735, 80 L.Ed.2d 214 (1984), that officers' 
information-gathering intrusion on an “open field” did not constitute a Fourth 
Amendment search even though it was a trespass at common law, id., at 183, 104S.Ct. 
1735. Quite simply, an open field, unlike the curtilage of a home, see United States v. 
Dunn, 480 U.S. 294, 300, 107 S.Ct. 1134, 94 L.Ed.2d 326 (1987), is not one of those 
protected areas enumerated in the Fourth Amendment. Oliver, supra, at 176–177, 104 
S.Ct. 1735. See also Hester v. United States, 265 U.S. 57, 59, 44S.Ct. 445, 68 L.Ed. 898 
(1924). The Government's physical intrusion on such an area—unlike its intrusion on the 
“effect” at issue here—is of no Fourth Amendment significance.

B

The concurrence begins by accusing us of applying “18th-century tort law.” Post, at 957. 
That is a distortion. What we apply is an 18th-century guarantee against unreasonable 
searches, which we believe must provide at a minimum the degree of protection it 
afforded when it was adopted. The concurrence does not share that belief. It would apply 
exclusively Katz 's reasonable-expectation-of-privacy test, even when that eliminates 
rights that previously existed.

The concurrence faults our approach for “present[ing] particularly vexing problems” in 
cases that do not involve physical contact, such as those that involve the transmission of 
electronic signals. Post, at 962. We entirely fail to understand that point. For unlike the 
concurrence, which would make Katz the exclusive test, we do not make trespass the 
exclusive test. Situations involving merely the transmission of electronic signals without 
trespass would remain subject to Katz analysis.

In fact, it is the concurrence's insistence on the exclusivity of the Katz test that needlessly 
leads us into “particularly vexing problems” in the present case. This Court has to date 
not deviated from the understanding that mere visual observation does not constitute a 
search. See Kyllo, 533 U.S., at 31–32, 121 S.Ct. 2038. We accordingly held inKnotts that 
“[a] person traveling in an automobile on public thoroughfares has no reasonable 
expectation of privacy in his movements from one place to another.” 460 U.S., at 281, 
103 S.Ct. 1081. Thus, even assuming that the concurrence is correct to say that 
“[t]raditional surveillance” of Jones for a 4–week period “would have required a large 
team of agents, multiple vehicles, and perhaps aerial assistance,” post, at 963, our cases 
suggest that such visual observation is constitutionally permissible. It may be that 
achieving the same result through electronic means, without an accompanying trespass, is 



an unconstitutional invasion of privacy, but the present case does not require us to answer 
that question.

And answering it affirmatively leads us needlessly into additional thorny problems. The 
concurrence posits that “relatively short-term monitoring of a person's movements on 
public streets” is okay, but that “the use of longer term GPS monitoring in investigations 
of most offenses ” is no good. Post, at 964 (emphasis added). That introduces yet another 
novelty into our jurisprudence. There is no precedent for the proposition that whether a 
search has occurred depends on the nature of the crime being investigated. And even 
accepting that novelty, it remains unexplained why a 4–week investigation is “surely” too 
long and why a drug-trafficking conspiracy involving substantial amounts of cash and 
narcotics is not an “extraordinary offens[e]” which may permit longer observation. See 
post, at 964. What of a 2–day monitoring of a suspected purveyor of stolen electronics? 
Or of a 6–month monitoring of a suspected terrorist? We may have to grapple with these 
“vexing problems” in some future case where a classic trespassory search is not involved 
and resort must be had to Katz analysis; but there is no reason for rushing forward to 
resolve them here.

III

The Government argues in the alternative that even if the attachment and use of the 
device was a search, it was reasonable—and thus lawful—under the Fourth Amendment 
because “officers had reasonable suspicion, and indeed probable cause, to believe that 
[Jones] was a leader in a large-scale cocaine distribution conspiracy.” Brief for United 
States 50–51. We have no occasion to consider this argument. The Government did not 
raise it below, and the D.C. Circuit therefore did not address it. See 625 F.3d, at 767 
(Ginsburg, Tatel, and Griffith, JJ., concurring in denial of rehearing en banc). We 
consider the argument forfeited. See Sprietsma v. Mercury Marine, 537 U.S. 51, 56, n. 4, 
123 S.Ct. 518, 154 L.Ed.2d 466 (2002).

* * *

The judgment of the Court of Appeals for the D.C. Circuit is affirmed.

It is so ordered.

Justice SOTOMAYOR, concurring.

I join the Court's opinion because I agree that a search within the meaning of the Fourth 
Amendment occurs, at a minimum, “[w]here, as here, the Government obtains 
information by physically intruding on a constitutionally protected area.” Ante, at 950, n. 
3. In this case, the Government installed a Global Positioning System (GPS) tracking 
device on respondent Antoine Jones' Jeep without a valid warrant and without Jones' 
consent, then used that device to monitor the Jeep's movements over the course of four 
weeks. The Government usurped Jones' property for the purpose of conducting 
surveillance on him, thereby invading privacy interests long afforded, and undoubtedly 
entitled to, Fourth Amendment protection. See, e.g., Silverman v. United States, 365 U.S. 
505, 511–512, 81 S.Ct. 679, 5 L.Ed.2d 734 (1961).

Of course, the Fourth Amendment is not concerned only with trespassory intrusions on 
property. See, e.g., Kyllo v.United States, 533 U.S. 27, 31–33, 121 S.Ct. 2038, 150 
L.Ed.2d 94 (2001). Rather, even in the absence of a trespass, “a Fourth Amendment 



search occurs when the government violates a subjective expectation of privacy that 
society recognizes as reasonable.” Id., at 33, 121 S.Ct. 2038; see also Smith v. Maryland, 
442 U.S. 735, 740–741, 99 S.Ct. 2577, 61 L.Ed.2d 220 (1979); Katz v. United States, 389 
U.S. 347, 361, 88 S.Ct. 507, 19 L.Ed.2d 576 (1967) (Harlan, J., concurring). In Katz, this 
Court enlarged its then-prevailing focus on property rights by announcing that the reach 
of the Fourth Amendment does not “turn upon the presence or absence of a physical 
intrusion.” Id., at 353, 88 S.Ct. 507. As the majority's opinion makes clear, however, Katz 
's reasonable-expectation-of-privacy test augmented, but did not displace or diminish, the 
common-law trespassory test that preceded it. Ante,at 951. Thus, “when the Government 
does engage in physical intrusion of a constitutionally protected area in order to obtain 
information, that intrusion may constitute a violation of the Fourth Amendment.” United 
States v. Knotts,460 U.S. 276, 286, 103 S.Ct. 1081, 75 L.Ed.2d 55 (1983) (Brennan, J., 
concurring in judgment); see also, e.g.,Rakas v. Illinois, 439 U.S. 128, 144, n. 12, 99 
S.Ct. 421, 58 L.Ed.2d 387 (1978). Justice ALITO's approach, which discounts altogether 
the constitutional relevance of the Government's physical intrusion on Jones' Jeep, erodes 
that longstanding protection for privacy expectations inherent in items of property that 
people possess or control. See post, at 959 – 961 (opinion concurring in judgment). By 
contrast, the trespassory test applied in the majority's opinion reflects an irreducible 
constitutional minimum: When the Government physically invades personal property to 
gather information, a search occurs. The reaffirmation of that principle suffices to decide 
this case.

Nonetheless, as Justice ALITO notes, physical intrusion is now unnecessary to many 
forms of surveillance. Post, at 961 – 963. With increasing regularity, the Government 
will be capable of duplicating the monitoring undertaken in this case by enlisting factory- 
or owner-installed vehicle tracking devices or GPS-enabled smartphones. See 
UnitedStates v. Pineda–Moreno, 617 F.3d 1120, 1125 (C.A.9 2010) (Kozinski, C.J., 
dissenting from denial of rehearing en banc). In cases of electronic or other novel modes 
of surveillance that do not depend upon a physical invasion on property, the majority 
opinion's trespassory test may provide little guidance. But “[s]ituations involving merely 
the transmission of electronic signals without trespass would remain subject to Katz 
analysis.” Ante, at 953. As Justice ALITO incisively observes, the same technological 
advances that have made possible nontrespassory surveillance techniques will also affect 
the Katz test by shaping the evolution of societal privacy expectations. Post, at 962 – 963. 
Under that rubric, I agree with Justice ALITO that, at the very least, “longer term GPS 
monitoring in investigations of most offenses impinges on expectations of privacy.” Post, 
at 964.

In cases involving even short-term monitoring, some unique attributes of GPS 
surveillance relevant to the Katzanalysis will require particular attention. GPS monitoring 
generates a precise, comprehensive record of a person's public movements that reflects a 
wealth of detail about her familial, political, professional, religious, and sexual 
associations. See, e.g., People v. Weaver, 12 N.Y.3d 433, 441–442, 882 N.Y.S.2d 357, 
909 N.E.2d 1195, 1199 (2009) (“Disclosed in [GPS] data ... will be trips the indisputably 
private nature of which takes little imagination to conjure: trips to the psychiatrist, the 
plastic surgeon, the abortion clinic, the AIDS treatment center, the strip club, the criminal 
defense attorney, the by-the-hour motel, the union meeting, the mosque, synagogue or 
church, the gay bar and on and on”). The Government can store such records and 



efficiently mine them for information years into the future. Pineda–Moreno, 617 F.3d, at 
1124 (opinion of Kozinski, C.J.). And because GPS monitoring is cheap in comparison to 
conventional surveillance techniques and, by design, proceeds surreptitiously, it evades 
the ordinary checks that constrain abusive law enforcement practices: “limited police 
resources and community hostility.” Illinois v. Lidster, 540 U.S. 419, 426, 124 S.Ct. 885, 
157 L.Ed.2d 843 (2004).

Awareness that the Government may be watching chills associational and expressive 
freedoms. And the Government's unrestrained power to assemble data that reveal private 
aspects of identity is susceptible to abuse. The net result is that GPS monitoring—by 
making available at a relatively low cost such a substantial quantum of intimate 
information about any person whom the Government, in its unfettered discretion, chooses 
to track—may “alter the relationship between citizen and government in a way that is 
inimical to democratic society.” UnitedStates v. Cuevas–Perez, 640 F.3d 272, 285 (C.A.7 
2011) (Flaum, J., concurring).

I would take these attributes of GPS monitoring into account when considering the 
existence of a reasonable societal expectation of privacy in the sum of one's public 
movements. I would ask whether people reasonably expect that their movements will be 
recorded and aggregated in a manner that enables the Government to ascertain, more or 
less at will, their political and religious beliefs, sexual habits, and so on. I do not regard 
as dispositive the fact that the Government might obtain the fruits of GPS monitoring 
through lawful conventional surveillance techniques. See Kyllo, 533 U.S., at 35, n. 2, 121 
S.Ct. 2038; ante, at 954 (leaving open the possibility that duplicating traditional 
surveillance “through electronic means, without an accompanying trespass, is an 
unconstitutional invasion of privacy”). I would also consider the appropriateness of 
entrusting to the Executive, in the absence of any oversight from a coordinate branch, a 
tool so amenable to misuse, especially in light of the Fourth Amendment's goal to curb 
arbitrary exercises of police power to and prevent “a too permeating police surveillance,” 
United States v. Di Re, 332 U.S. 581, 595, 68 S.Ct. 222, 92 L.Ed. 210 (1948).*

More fundamentally, it may be necessary to reconsider the premise that an individual has 
no reasonable expectation of privacy in information voluntarily disclosed to third parties. 
E.g., Smith, 442 U.S., at 742, 99 S.Ct. 2577; United States v. Miller, 425 U.S. 435, 443, 
96 S.Ct. 1619, 48 L.Ed.2d 71 (1976). This approach is ill suited to the digital age, in 
which people reveal a great deal of information about themselves to third parties in the 
course of carrying out mundane tasks. People disclose the phone numbers that they dial 
or text to their cellular providers; the URLs that they visit and the e-mail addresses with 
which they correspond to their Internet service providers; and the books, groceries, and 
medications they purchase to online retailers. Perhaps, as Justice ALITO notes, some 
people may find the “tradeoff” of privacy for convenience “worthwhile,” or come to 
accept this “diminution of privacy” as “inevitable,” post, at 962, and perhaps not. I for 
one doubt that people would accept without complaint the warrantless disclosure to the 
Government of a list of every Web site they had visited in the last week, or month, or 
year. But whatever the societal expectations, they can attain constitutionally protected 
status only if our Fourth Amendment jurisprudence ceases to treat secrecy as a 
prerequisite for privacy. I would not assume that all information voluntarily disclosed to 
some member of the public for a limited purpose is, for that reason alone, disentitled to 



Fourth Amendment protection. See Smith, 442 U.S., at 749, 99 S.Ct. 2577 (Marshall, J., 
dissenting) (“Privacy is not a discrete commodity, possessed absolutely or not at all. 
Those who disclose certain facts to a bank or phone company for a limited business 
purpose need not assume that this information will be released to other persons for other 
purposes”); see also Katz, 389 U.S., at 351–352, 88 S.Ct. 507 (“[W]hat [a person] seeks 
to preserve as private, even in an area accessible to the public, may be constitutionally 
protected”).

Resolution of these difficult questions in this case is unnecessary, however, because the 
Government's physical intrusion on Jones' Jeep supplies a narrower basis for decision. I 
therefore join the majority's opinion.

Justice ALITO, with whom Justice GINSBURG, Justice BREYER, and Justice KAGAN 
join, concurring in the judgment.

This case requires us to apply the Fourth Amendment's prohibition of unreasonable 
searches and seizures to a 21st-century surveillance technique, the use of a Global 
Positioning System (GPS) device to monitor a vehicle's movements for an extended 
period of time. Ironically, the Court has chosen to decide this case based on 18th-century 
tort law. By attaching a small GPS device to the underside of the vehicle that respondent 
drove, the law enforcement officers in this case engaged in conduct that might have 
provided grounds in 1791 for a suit for trespass to chattels. And for this reason, the Court 
concludes, the installation and use of the GPS device constituted a search. Ante, at 948 – 
949.

This holding, in my judgment, is unwise. It strains the language of the Fourth 
Amendment; it has little if any support in current Fourth Amendment case law; and it is 
highly artificial.

I would analyze the question presented in this case by asking whether respondent's 
reasonable expectations of privacy were violated by the long-term monitoring of the 
movements of the vehicle he drove.

I

A

The Fourth Amendment prohibits “unreasonable searches and seizures,” and the Court 
makes very little effort to explain how the attachment or use of the GPS device fits within 
these terms. The Court does not contend that there was a seizure. A seizure of property 
occurs when there is “some meaningful interference with an individual's possessory 
interests in that property,” United States v. Jacobsen, 466 U.S. 109, 113, 104 S.Ct. 1652, 
80 L.Ed.2d 85 (1984), and here there was none. Indeed, the success of the surveillance 
technique that the officers employed was dependent on the fact that the GPS did not 
interfere in any way with the operation of the vehicle, for if any such interference had 
been detected, the device might have been discovered.

The Court does claim that the installation and use of the GPS constituted a search, see 
ante, at 948 – 949, but this conclusion is dependent on the questionable proposition that 
these two procedures cannot be separated for purposes of Fourth Amendment analysis. If 
these two procedures are analyzed separately, it is not at all clear from the Court's 
opinion why either should be regarded as a search. It is clear that the attachment of the 



GPS device was not itself a search; if the device had not functioned or if the officers had 
not used it, no information would have been obtained. And the Court does not contend 
that the use of the device constituted a search either. On the contrary, the Court accepts 
the holding in United States v. Knotts, 460 U.S. 276, 103 S.Ct. 1081, 75 L.Ed.2d 55 
(1983), that the use of a surreptitiously planted electronic device to monitor a vehicle's 
movements on public roads did not amount to a search. See ante, at 951.

The Court argues—and I agree—that “we must ‘assur[e] preservation of that degree of 
privacy against government that existed when the Fourth Amendment was adopted.’ ” 
Ante, at 950 (quoting Kyllo v. United States, 533 U.S. 27, 34, 121 S.Ct. 2038, 150 
L.Ed.2d 94 (2001)). But it is almost impossible to think of late–18th-century situations 
that are analogous to what took place in this case. (Is it possible to imagine a case in 
which a constable secreted himself somewhere in a coach and remained there for a period 
of time in order to monitor the movements of the coach's owner?3) The Court's theory 
seems to be that the concept of a search, as originally understood, comprehended any 
technical trespass that led to the gathering of evidence, but we know that this is incorrect. 
At common law, any unauthorized intrusion on private property was actionable, see 
Prosser & Keeton 75, but a trespass on open fields, as opposed to the “curtilage” of a 
home, does not fall within the scope of the Fourth Amendment because private property 
outside the curtilage *959 is not part of a “hous[e]” within the meaning of the Fourth 
Amendment. See Oliver v. United States, 466 U.S. 170, 104 S.Ct. 1735, 80 L.Ed.2d 214 
(1984); Hester v.United States, 265 U.S. 57, 44 S.Ct. 445, 68 L.Ed. 898 (1924).

B

The Court's reasoning in this case is very similar to that in the Court's early decisions 
involving wiretapping and electronic eavesdropping, namely, that a technical trespass 
followed by the gathering of evidence constitutes a search. In the early electronic 
surveillance cases, the Court concluded that a Fourth Amendment search occurred when 
private conversations were monitored as a result of an “unauthorized physical penetration 
into the premises occupied” by the defendant. Silverman v. United States, 365 U.S. 505, 
509, 81 S.Ct. 679, 5 L.Ed.2d 734 (1961). InSilverman, police officers listened to 
conversations in an attached home by inserting a “spike mike” through the wall that this 
house shared with the vacant house next door. Id., at 506, 81 S.Ct. 679. This procedure 
was held to be a search because the mike made contact with a heating duct on the other 
side of the wall and thus “usurp[ed] ... an integral part of the premises.” Id., at 511, 81 
S.Ct. 679.

By contrast, in cases in which there was no trespass, it was held that there was no search. 
Thus, in Olmstead v.United States, 277 U.S. 438, 48 S.Ct. 564, 72 L.Ed. 944 (1928), the 
Court found that the Fourth Amendment did not apply because “[t]he taps from house 
lines were made in the streets near the houses.” Id., at 457, 48 S.Ct. 564.Similarly, the 
Court concluded that no search occurred in Goldman v. United States, 316 U.S. 129, 135, 
62 S.Ct. 993, 86 L.Ed. 1322 (1942), where a “detectaphone” was placed on the outer wall 
of defendant's office for the purpose of overhearing conversations held within the room.

This trespass-based rule was repeatedly criticized. In Olmstead, Justice Brandeis wrote 
that it was “immaterial where the physical connection with the telephone wires was 
made.” 277 U.S., at 479, 48 S.Ct. 564 (dissenting opinion). Although a private 



conversation transmitted by wire did not fall within the literal words of the Fourth 
Amendment, he argued, the Amendment should be understood as prohibiting “every 
unjustifiable intrusion by the government upon the privacy of the individual.” Id., at 478, 
48 S.Ct. 564. See also, e.g., Silverman, supra, at 513, 81 S.Ct. 679 (Douglas, J., 
concurring) (“The concept of ‘an unauthorized physical penetration into the premises,’ on 
which the present decision rests seems to me beside the point. Was not the wrong ... done 
when the intimacies of the home were tapped, recorded, or revealed? The depth of the 
penetration of the electronic device—even the degree of its remoteness from the inside of 
the house—is not the measure of the injury”); Goldman, supra, at 139, 62 S.Ct. 993 
(Murphy, J., dissenting) (“[T]he search of one's home or office no longer requires 
physical entry, for science has brought forth far more effective devices for the invasion of 
a person's privacy than the direct and obvious methods of oppression which were detested 
by our forebears and which inspired the Fourth Amendment”).

Katz v. United States, 389 U.S. 347, 88 S.Ct. 507, 19 L.Ed.2d 576 (1967), finally did 
away with the old approach, holding that a trespass was not required for a Fourth 
Amendment violation. Katz involved the use of a listening device that was attached to the 
outside of a public telephone booth and that allowed police officers to eavesdrop on one 
end of the target's phone conversation. This procedure did not physically intrude on the 
area occupied by the target, but the Katz Court, “repudiate[ed]” the old doctrine, Rakas v. 
Illinois, 439 U.S. 128, 143, 99 S.Ct. 421, 58 L.Ed.2d 387 (1978), and held that “[t]he fact 
that the electronic device employed ... did not happen to penetrate the wall of the booth 
can have no constitutional significance,” 389 U.S., at 353, 88 S.Ct. 507 (“[T]he reach of 
th[e] [Fourth] Amendment cannot turn upon the presence or absence of a physical 
intrusion into any given enclosure”); see Rakas, supra, at 143, 99 S.Ct. 421 (describing 
Katz as holding that the “capacity to claim the protection for the Fourth Amendment 
depends not upon a property right in the invaded place but upon whether the person who 
claims the protection of the Amendment has a legitimate expectation of privacy in the 
invaded place”); Kyllo, supra,at 32, 121 S.Ct. 2038 (“We have since decoupled violation 
of a person's Fourth Amendment rights from trespassory violation of his property”). What 
mattered, the Court now held, was whether the conduct at issue “violated the privacy 
upon which [the defendant] justifiably relied while using the telephone booth.” Katz, 
supra, at 353, 88 S.Ct. 507.

Under this approach, as the Court later put it when addressing the relevance of a technical 
trespass, “an actual trespass is neither necessary nor sufficient to establish a constitutional 
violation.” United States v. Karo, 468 U.S. 705, 713, 104 S.Ct. 3296, 82 L.Ed.2d 530 
(1984) (emphasis added). Ibid. (“Compar[ing] Katz v. United States, 389 U.S. 347 [88 
S.Ct. 507, 19 L.Ed.2d 576] (1967) (no trespass, but Fourth Amendment violation), with 
Oliver v.United States, 466 U.S. 170 [104 S.Ct. 1735, 80 L.Ed.2d 214] (1984) (trespass, 
but no Fourth Amendment violation)”). In Oliver, the Court wrote:

“The existence of a property right is but one element in determining whether expectations 
of privacy are legitimate. ‘The premise that property interests control the right of the 
Government to search and seize has been discredited.’ Katz, 389 U.S., at 353 [88 S.Ct. 
507], (quoting Warden v. Hayden, 387 U.S. 294, 304 [87 S.Ct. 1642, 18 L.Ed.2d 782] 
(1967); some internal quotation marks omitted).” 466 U.S., at 183, 104 S.Ct. 1735.

II



The majority suggests that two post-Katz decisions—Soldal v. Cook County, 506 U.S. 56, 
113 S.Ct. 538, 121 L.Ed.2d 450 (1992), and Alderman v. United States, 394 U.S. 165, 89 
S.Ct. 961, 22 L.Ed.2d 176 (1969)—show that a technical trespass is sufficient to establish 
the existence of a search, but they provide little support.

In Soldal, the Court held that towing away a trailer home without the owner's consent 
constituted a seizure even if this did not invade the occupants' personal privacy. But in 
the present case, the Court does not find that there was a seizure, and it is clear that none 
occurred.

In Alderman, the Court held that the Fourth Amendment rights of homeowners were 
implicated by the use of a surreptitiously planted listening device to monitor third-party 
conversations that occurred within their home. See 394 U.S., at 176–180, 89 S.Ct. 961. 
Alderman is best understood to mean that the homeowners had a legitimate expectation 
of privacy in all conversations that took place under their roof. See Rakas, 439 U.S., at 
144, n. 12, 99S.Ct. 421 (citing Alderman for the proposition that “the Court has not 
altogether abandoned use of property concepts in determining the presence or absence of 
the privacy interests protected by that Amendment”); 439 U.S., at 153, 99 S.Ct. 421 
(Powell, J., concurring) (citing Alderman for the proposition that “property rights reflect 
society's explicit recognition of a person's authority to act as he wishes in certain areas, 
and therefore should be considered in determining whether an individual's expectations of 
privacy are reasonable”); Karo, supra, at 732, 104 S.Ct. 3296 (Stevens, J., concurring in 
part and dissenting in part) (citing Alderman in support of the proposition that “a 
homeowner has a reasonable expectation of privacy in the contents of his home, 
including items owned by others”).

In sum, the majority is hard pressed to find support in post-Katz cases for its trespass-
based theory.

III

Disharmony with a substantial body of existing case law is only one of the problems with 
the Court's approach in this case.

I will briefly note four others. First, the Court's reasoning largely disregards what is really 
important (the use of a GPS for the purpose of long-term tracking) and instead attaches 
great significance to something that most would view as relatively minor (attaching to the 
bottom of a car a small, light object that does not interfere in any way with the car's 
operation). Attaching such an object is generally regarded as so trivial that it does not 
provide a basis for recovery under modern tort law. See Prosser & Keeton § 14, at 87 
(harmless or trivial contact with personal property not actionable); D. Dobbs, Law of 
Torts 124 (2000) (same). But under the Court's reasoning, this conduct may violate the 
Fourth Amendment. By contrast, if long-term monitoring can be accomplished without 
committing a technical trespass—suppose, for example, that the Federal Government 
required or persuaded auto manufacturers to include a GPS tracking device in every 
car—the Court's theory would provide no protection.

Second, the Court's approach leads to incongruous results. If the police attach a GPS 
device to a car and use the device to follow the car for even a brief time, under the Court's 
theory, the Fourth Amendment applies. But if the police follow the same car for a much 



longer period using unmarked cars and aerial assistance, this tracking is not subject to 
any Fourth Amendment constraints.

In the present case, the Fourth Amendment applies, the Court concludes, because the 
officers installed the GPS device after respondent's wife, to whom the car was registered, 
turned it over to respondent for his exclusive use. See ante, at 951. But if the GPS had 
been attached prior to that time, the Court's theory would lead to a different result. The 
Court proceeds on the assumption that respondent “had at least the property rights of a 
bailee,” ante, at 949, n. 2, but a bailee may sue for a trespass to chattel only if the injury 
occurs during the term of the bailment. See 8A Am.Jur.2d, Bailment § 166, pp. 685–686 
(2009). So if the GPS device had been installed before respondent's wife gave him the 
keys, respondent would have no claim for trespass—and, presumably, no Fourth 
Amendment claim either.

Third, under the Court's theory, the coverage of the Fourth Amendment may vary from 
State to State. If the events at issue here had occurred in a community property State4 or 
a State that has adopted the Uniform Marital Property Act,5 respondent would likely be 
an owner of the vehicle, and it would not matter whether the GPS was installed before or 
after his wife turned over the keys. In non-community-property States, on the other hand, 
the registration of the vehicle in the name of respondent's wife would generally be 
regarded as presumptive evidence that she was the sole owner. See 60 C.J. S., Motor 
Vehicles § 231, pp. 398–399 (2002); 8 Am.Jur.2d, Automobiles § 1208, pp. 859–860 
(2007).

Fourth, the Court's reliance on the law of trespass will present particularly vexing 
problems in cases involving surveillance that is carried out by making electronic, as 
opposed to physical, contact with the item to be tracked. For example, suppose that the 
officers in the present case had followed respondent by surreptitiously activating a stolen 
vehicle detection system that came with the car when it was purchased. Would the 
sending of a radio signal to activate this system constitute a trespass to chattels? Trespass 
to chattels has traditionally required a physical touching of the property. See Restatement 
(Second) of Torts § 217 and Comment e (1963 and 1964); Dobbs,supra, at 123. In recent 
years, courts have wrestled with the application of this old tort in cases involving 
unwanted electronic contact with computer systems, and some have held that even the 
transmission of electrons that occurs when a communication is sent from one computer to 
another is enough. See, e.g., CompuServe, Inc. v. Cyber Promotions, Inc., 962 F.Supp. 
1015, 1021 (S.D.Ohio 1997); Thrifty–Tel, Inc. v. Bezenek, 46 Cal.App.4th 1559, 1566, n. 
6, 54 Cal.Rptr.2d 468 (1996). But may such decisions be followed in applying the Court's 
trespass theory? Assuming that what matters under the Court's theory is the law of 
trespass as it existed at the time of the adoption of the Fourth Amendment, do these 
recent decisions represent a change in the law or simply the application of the old tort to 
new situations?

IV

A

The Katz expectation-of-privacy test avoids the problems and complications noted above, 
but it is not without its own difficulties. It involves a degree of circularity, see Kyllo, 533 
U.S., at 34, 121 S.Ct. 2038, and judges are apt to confuse their own expectations of 



privacy with those of the hypothetical reasonable person to which the Katz test looks. See 
Minnesota v. Carter, 525 U.S. 83, 97, 119 S.Ct. 469, 142 L.Ed.2d 373 (1998) (SCALIA, 
J., concurring). In addition, the Katz test rests on the assumption that this hypothetical 
reasonable person has a well-developed and stable set of privacy expectations. But 
technology can change those expectations. Dramatic technological change may lead to 
periods in which popular expectations are in flux and may ultimately produce significant 
changes in popular attitudes. New technology may provide increased convenience or 
security at the expense of privacy, and many people may find the tradeoff worthwhile. 
And even if the public does not welcome the diminution of privacy that new technology 
entails, they may eventually reconcile themselves to this development as inevitable.

On the other hand, concern about new intrusions on privacy may spur the enactment of 
legislation to protect against these intrusions. This is what ultimately happened with 
respect to wiretapping. After Katz, Congress did not leave it to the courts to develop a 
body of Fourth Amendment case law governing that complex subject. Instead, Congress 
promptly enacted a comprehensive statute, see 18 U.S.C. §§ 2510–2522 (2006 ed. and 
Supp. IV), and since that time, the regulation of wiretapping has been governed primarily 
by statute and not by case law. In an ironic sense, although Katz overruled Olmstead, 
Chief Justice Taft's suggestion in the latter case that the regulation of wiretapping was a 
matter better left for Congress, see 277 U.S., at 465–466, 48 S.Ct. 564, has been borne 
out.

B

Recent years have seen the emergence of many new devices that permit the monitoring of 
a person's movements. In some locales, closed-circuit television video monitoring is 
becoming ubiquitous. On toll roads, automatic toll collection systems create a precise 
record of the movements of motorists who choose to make use of that convenience. Many 
motorists purchase cars that are equipped with devices that permit a central station to 
ascertain the car's location at any time so that roadside assistance may be provided if 
needed and the car may be found if it is stolen.

Perhaps most significant, cell phones and other wireless devices now permit wireless 
carriers to track and record the location of users—and as of June 2011, it has been 
reported, there were more than 322 million wireless devices in use in the United States. 
For older phones, the accuracy of the location information depends on the density of the 
tower network, but new “smart phones,” which are equipped with a GPS device, permit 
more precise tracking. For example, when a user activates the GPS on such a phone, a 
provider is able to monitor the phone's location and speed of movement and can then 
report back real-time traffic conditions after combining (“crowdsourcing”) the speed of 
all such phones on any particular road. Similarly, phone-location-tracking services are 
offered as “social” tools, allowing consumers to find (or to avoid) others who enroll in 
these services. The availability and use of these and other new devices will continue to 
shape the average person's expectations about the privacy of his or her daily movements.

V

In the pre-computer age, the greatest protections of privacy were neither constitutional 
nor statutory, but practical. Traditional surveillance for any extended period of time was 
difficult and costly and therefore rarely undertaken. The surveillance at issue in this 



case—constant monitoring of the location of a vehicle for four weeks—would have 
required a large team of agents, multiple vehicles, and perhaps aerial assistance. Only an 
investigation of unusual importance could have justified such an expenditure of law 
enforcement resources. Devices like the one used in the present case, however, make 
long-term monitoring relatively easy and cheap. In circumstances involving dramatic 
technological change, the best solution to privacy concerns may be legislative. See, e.g., 
Kerr,102 Mich. L.Rev., at 805–806. A legislative body is well situated to gauge changing 
public attitudes, to draw detailed lines, and to balance privacy and public safety in a 
comprehensive way.

To date, however, Congress and most States have not enacted statutes regulating the use 
of GPS tracking technology for law enforcement purposes. The best that we can do in this 
case is to apply existing Fourth Amendment doctrine and to ask whether the use of GPS 
tracking in a particular case involved a degree of intrusion that a reasonable person would 
not have anticipated.

Under this approach, relatively short-term monitoring of a person's movements on public 
streets accords with expectations of privacy that our society has recognized as reasonable. 
See Knotts, 460 U.S., at 281–282, 103 S.Ct. 1081. But the use of longer term GPS 
monitoring in investigations of most offenses impinges on expectations of privacy. For 
such offenses, society's expectation has been that law enforcement agents and others 
would not—and indeed, in the main, simply could not—secretly monitor and catalogue 
every single movement of an individual's car for a very long period. In this case, for four 
weeks, law enforcement agents tracked every movement that respondent made in the 
vehicle he was driving. We need not identify with precision the point at which the 
tracking of this vehicle became a search, for the line was surely crossed before the 4–
week mark. Other cases may present more difficult questions. But where uncertainty 
exists with respect to whether a certain period of GPS surveillance is long enough to 
constitute a Fourth Amendment search, the police may always seek a warrant. We also 
need not consider whether prolonged GPS monitoring in the context of investigations 
involving extraordinary offenses would similarly intrude on a constitutionally protected 
sphere of privacy. In such cases, long-term tracking might have been mounted using 
previously available techniques.

For these reasons, I conclude that the lengthy monitoring that occurred in this case 
constituted a search under the Fourth Amendment. I therefore agree with the majority that 
the decision of the Court of Appeals must be affirmed.

 
4. United States v. Davis, 785 F.3d 498 (11th Cir. 
2015) (majority opinion)  

 
United States v. Davis, 785 F.3d 498 (11th Cir. 2015) 

 
I. BACKGROUND

Appellant Quartavius Davis was convicted by a jury on several counts of Hobbs Act 
robbery, 18 U.S.C. § 1951(b)(1), (3), conspiracy, id. § 1951(a), and knowing possession 
of a firearm in furtherance of a crime of violence, id. §§ 924(c)(1)(A)(ii), 2. The district 
court entered judgment on the verdict, sentencing Davis to consecutive terms of 



























CRIMINAL COURT OF THE CITY OF NEW YORK
COUNTY OF NEW YORK: JURY 2
---------------------------------------------------------------------X
THE PEOPLE OF THE STATE OF NEW YORK

-AGAINST- DECISION AND ORDER
Docket No: 2011NY080152

MALCOLM HARRIS 

DEFENDANT
-----------------------------------------------------------------------X
MATTHEW A. SCIARRINO JR., J.:

Twitter, Inc. (“Twitter”) seeks to quash the January 26, 2012 subpoena issued by the

New York County District Attorney’s Office and upheld by this court’s April 20, 2012 order. 

That order required Twitter to provide any and all user information, including email addresses,

as well as any and all tweets posted for the period of September 15, 2011 to December 31, 2011,

from the Twitter account @destructuremal, which was allegedly used by Malcolm Harris. This is

a case of first impression, distinctive because it is a criminal case rather than a civil case, and the

movant is the corporate entity (Twitter) and not an individual (Harris).  It also deals with tweets

that were publicly posted rather than an e-mail or text that would be directed to a single person

or a select few. 

On October 1, 2011, the Defendant, Malcolm Harris, was charged with Disorderly

Conduct (Penal Law §240.20 [5]) after allegedly marching on the roadway of the Brooklyn

Bridge. On January 26, 2012, the People sent a subpoena duces tecum to Twitter seeking the

defendant’s account information and tweets for their relevance in the ongoing criminal

investigation (CPL 610; Stored Communications Act [18 USC §2703(c)(2)]). On January 30,

2012, Twitter, after conferring with the District Attorney’s office, informed the defendant that

the Twitter account @destructuremal had been subpoenaed. On January 31, 2012, the defendant

notified Twitter of his intention to file a motion to quash the subpoena. Twitter then took the

position that it would not comply with the subpoena until the court ruled on the defendant’s

motion to quash the subpoena and intervened. 
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On April 20, 2012, this court held that the defendant had no proprietary interest in the

user information on his Twitter account, as he lacked standing to quash the subpoena (See CPLR

1012 [a], 1013; People v Harris,__NYS2d__, 2012 NY Slip Op 22109  [Crim Ct, NY County

2012]). This court ordered Twitter to provide certain information to the court for in camera

review to safeguard the privacy rights of Mr. Harris. 

On May 31, 2012 David Rosenblatt, a member of Twitter’s Board of Directors, was

personally served within New York County with a copy of this Court’s April 20, 2012 order, a

copy of the January 26, 2012 trial subpoena, and a copy of the March 8, 2012 trial subpoena.

Twitter subsequently moved to quash the April 20, 2012 court order. To date, Twitter has not

complied with this court’s order.

Discussion:

Twitter is a public, real-time social and information network that enables people to share,

communicate, and receive news. Users can create a Twitter profile that contains a profile image,

background image, and status updates called tweets, which can be up to 140-characters in length

on the website.  Twitter provides its services to the public at large. Anyone can sign up to use1

Twitter’s services as long as they agree to Twitter’s terms.  Twitter is a Delaware corporation

with its principal place of business in California.

The Stored Communications Act (“SCA”) (18 USC §2701 et seq.) defines and makes

distinctions between Electronic Communication Service (“ECS”) versus Remote Computing

Service (“RCS”), and content information versus non-content information. ECS is defined as

“any service that provides the user thereof the ability to send or receive wire or electronic

communication.” (See 18 USC §2510[15]).  RCS is defined as “the provision to the public of

computer storage or processing services by means of an electronic communications system.”(see

18 USC § 2711[2]). The Wire Tap Act (18 USC §2510[8]) defines content information as

“contents, when used with respect to any wire, oral or electronic communication, includes any

information concerning the substance, purport, or meaning of that communication.” In contrast,

 (See Guidelines for Law Enforcement, https://support.twitter.com/entries/41949-guidelines-for-1

law-enforcement/ [accessed May 30, 2012].) 
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logs of account usage, mailer header information (minus the subject line), list of outgoing e-mail

addresses sent from an account, and basic subscriber information are all considered to be non-

content information.  2

While Twitter is primarily an ECS (as discussed in Harris,__NYS2d__ ,at 6 ), it also acts

as a RCS. It collects and stores both non-content information such as IP addresses, physical

locations, browser type, subscriber information, etc. and content information such as tweets. The

SCA grants greater privacy protections to content information because actual contents of

messages naturally implicate greater privacy concerns than network generated information 

about those communications.  3

1.Twitter Users and Standing to Challenge Third-Party Disclosure Request

Twitter argues that users have standing to quash the subpoena.  The issue is whether

Twitter users have standing to challenge third-party disclosure requests under the terms of

service that existed during the dates in question.  In Harris, (id. at 7) the New York City

Criminal Court held that a criminal defendant did not have standing to quash a subpoena issued

to a third-party online social networking service because the defendant has no proprietary

interest. The court’s decision was partially based on Twitter’s then terms of service agreement.

After the April 20, 2012 decision, Twitter changed its terms and policy effective May 17, 2012.

The newly added portion states that: “You Retain Your Right To Any Content You Submit, Post

Or Display On Or Through The Service.”  (See Twitter, Terms of Service, https://twitter.com/tos/

[accessed June 11, 2012]).

Twitter argues that the court’s decision to deny the defendant standing places an undue

burden on Twitter. It forces Twitter to choose between either providing user communications

and account information in response to all subpoenas or attempting to vindicate its users’ rights

by moving to quash these subpoenas itself. However, that burden is placed on every third-party

 Orin Kerr, Comment, A User’s Guide to the Sored Communications Act, and the Legislator’s2

Guide to Amending It, 72 Geo Wash L Rev 1208 [2004].

Id. at 9.3
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respondent to a subpoena (see In Re Verizon, 257 F Supp 2d 244, 257-258 [2003]; United States

v Kennedy, 81 F Supp 2d 1103, 1110 [2000]) and cannot be used to create standing for a

defendant where none exists.

The Stored Communications Act (18 USC §2703 [d]) states:

A court issuing an order pursuant to this section, on a motion made promptly by
the service provider, may quash or modify such order, if the information or
records requested are unusually voluminous in nature or compliance with such
order otherwise would cause an undue burden on such provider. (Emphasis
added).

In the defense motion they also reference a concurrence by J. Sotomayor who said that "it

may be necessary for the court to reconsider the premise that an individual has no reasonable

expectation of privacy in information voluntarily disclosed to third parties" (see United States v

Jones, 565 US __, 132 S Ct 957 [2012]). Publication to third parties is the issue. Tweets are not

e-mails sent to a single party. At best, the defense may argue that this is more akin to an e-mail

that is sent to a party and carbon copied to hundreds of others. There can be no reasonable

expectation of privacy in a tweet sent around the world.  The court order is not unreasonably4

burdensome to Twitter, as it does not take much to search and provide the data to the court.  So5

long as the third party is in possession of the materials, the court may issue an order for the

materials from the third party when the materials are relevant and evidentiary (18 USC

§2703[d]; People v Carassavas, 103 Misc 2d 562 [Saratoga County Ct 1980]). 

Consider the following: a man walks to his window, opens the window, and screams

down to a young lady, “I’m sorry I hit you, please come back upstairs.”  At trial, the People call

a person who was walking across the street at the time this occurred. The prosecutor asks, “What

 In fact, on August 1, 2012 your tweets will be sent across the universe to a galaxy far, far away.4

(see Chris Taylor, Mashable Social Media, Your Tweets to Be Beamed Across Space. Will ET
RT?, http://mashable.com/2012/06/26/et-rt/ [June 26, 2012]).

 The general New York rule is that only the recipient of a subpoena in a criminal case has5

standing to quash it. (see People v Lomma, 2012 WL 309327 at *5-6 [Sup Ct, NY County 2012],
citing People v Doe, 96 AD2d 1018, 1019 [1  Dept 1983] [banking and telephone records];st

People v Crispino, 298 AD2d 220, 221 [1  Dept 2002] [“defendant, as a customer, has nost

proprietary interest” in the defendant’s bank account records]).  
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did the defendant yell?” Clearly the answer is relevant and the witness could be compelled to

testify. Well today, the street is an online, information superhighway, and the witnesses can be

the third party providers like Twitter, Facebook, Instragram, Pinterest, or the next hot social

media application. 

2. The Court Order, Federal Law and New York State Law

The second issue is whether the court order was a violation of the Fourth Amendment,

the Federal Stored Communications Act, or any other New York law. 

The Fourth Amendment

To establish a violation of the Fourth Amendment, the defendant must show either (1) a

physical intrusion onto defendant’s personal property; or (2) a violation of a defendant’s

reasonable expectation of privacy. (see United States v Jones (132 S Ct 945, 950 [2012]; Kyllo v

United States, 533 US 27, 33 [2001] .) In Jones (id. at 949), the U.S. Supreme Court held that the

government’s installation of a Global Positioning System (“GPS”) tracking device on a target’s

vehicle to obtain information was a physical intrusion on a constitutionally protected area. In

People v Weaver (12 NY3d 433 [2009]) the New York Court of Appeals held that the placing of

a GPS tracking device inside the bumper of the defendant’s vehicle, by a state police

investigator, was a physical intrusion.  However, in this case there was no physical intrusion into

the defendant’s Twitter account. The defendant had purposely broadcast to the entire world into

a server 3,000 miles away. Therefore, the defendant’s account is protected by the Fourth

Amendment only if “the government violated a subjective expectation of privacy that society

recognizes as reasonable.” (see Kyllo v United States, 533 US 27, 33 [2001], citing Katz v United

States, 389 US 347, 361 [1967]).6

  

The Supreme Court has repeatedly held that the Fourth Amendment does not protect

information revealed by third parties. (see United States v Miller, 425 US 435, 443 [1976].)

Several courts have applied this rationale and held that internet users do not retain a reasonable

expectation of privacy. In Romano v Steelcase Inc., (30 Misc 3d 426 [Sup Ct, NY County 2010])

 See also, People v. Suleman, (NYLJ July 13, 2011 at *1 [Crim Ct, NY County] [Decided on6

6/22/2011]) where the court held that the taxicab owner had no reasonable expectation of the
information generated and stored by a GPS device in the cab.
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the court held that “users would logically lack a legitimate expectation of privacy in materials

intended for publication or public posting.”7

If you post a tweet, just like if you scream it out the window, there is no reasonable

expectation of privacy. There is no proprietary interest in your tweets, which you have now

gifted to the world. This is not the same as a private email, a private direct message, a private

chat, or any of the other readily available ways to have a private conversation via the internet

that now exist. Those private dialogues would require a warrant based on probable cause in order 

to access the relevant information. 

Interestingly, in 2010, Twitter signed an agreement with the Library of Congress

providing that every public tweet from Twitter’s inception and beyond would be archived by the

Library of Congress.  Also, Twitter’s Privacy Policy states in part: 8

Our Services are primarily designed to help you share information with the world.
Most of the information you provide us is information you are asking us to make
public. This includes not only the messages you Tweet and the metadata provided
with Tweets, such as when you Tweeted, but also the lists you create, the people
you follow, the Tweets you mark as favorites or Retweet, and many other bits of
information that result from your use of the Services. (see Twitter, Twitter
Privacy Policy https://twitter.com/privacy [accessed June 11, 2012].)

Twitter argues that the court should embrace the holding in United States v Warshak, (631 F3d7

266 [6  Cir 2010]). In Warshak, the court found that the defendant had a reasonable expectationth

of privacy in his e-mails. However, the Warshak case is distinguishable from the case at hand
because the former deals with private e-mails as opposed to public postings. Warshak did not
address public communications at all; instead the court held only that “e-mail requires strong
protections under the Fourth Amendment.”(Warshak, 631 F3d at 286). If such Fourth
Amendment protections were to extend to public postings, it would undermine the very basis of
the Warshak holding. 

  (See Matt Raymond, Library of Congress, How Tweet It Is!: Library Acquires Entire Twitter8

Archive,  http://blogs.loc.gov/loc/2010/04/how-tweet-it-is-library-acquires-entire-twitter-archive/
[accessed May 30, 2012]). The Twitter community received the initial heads up via their own
feed @librarycongress.  Twitter has its users’ consent for disclosure to the Library of Congress
by virtue of its Private Policy. The Library of Congress’ archives is not yet available due to its
high volume of composition of billions of tweets, and with an estimate of 140 million new
tweets per day. (see Audrey Watters, How the Library of Congress is Building the Twitter
Archive, http://radar.oreilly.com/2011/06/library-of-congress-twitter-archive.html [accessed June
11, 2012].) 
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There is no reasonable expectation of privacy for tweets that the user has made public.  It

is the act of tweeting or disseminating communications to the public that controls.   Even when a

user deletes his or her tweets there are search engines available such as “Untweetable”,

“Tweleted” and “Politwoops” that hold users accountable for everything they had publicly

tweeted and later deleted.9

Therefore, the defendant’s Fourth Amendment rights were not violated because there was

no physical intrusion of the defendant’s tweets and the defendant has no reasonable expectation

of privacy in the information he intentionally broadcast to the world. 

Stored Communications Act 

The SCA’s requirements for a court order states that:

A court order for disclosure under subsection (b) or ( c)....shall be issued only if
the government entity offers specific and articulate facts showing that there are
reasonable grounds to believe that the contents of a wire or electronic
communication, or the records or other information sought, are relevant and
materials to an ongoing criminal investigation. (Emphasis added) (see 18 USC
§2703[d]).

The defendant’s anticipated trial defense is that the police either led or escorted him onto

the non-pedestrian part of the Brooklyn Bridge, a defense allegedly contradicted by his publicly

posted tweets around the time of the incident. In Harris, (id. at 7-8) the court held that the

information sought was relevant. The April 20, 2012 court order was issued to comply with the

January 26, 2012 subpoena. 

The People are seeking two types of information, non-content information such as

subscriber information, e-mail addresses, etc. and content information such as tweets. The SCA

 See http://untweetable.com;http://tweleted.com/ and http://mashable.com/2012/05/9

30/poliwoops/.
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protects only private communications  and allows disclosure of electronic communication when10

it’s not overbroad.  11

In general, court orders have no limitations on the types of information to be disclosed

(18 USC §2703[d]). The SCA mandates different standards that the government must satisfy to

compel a provider to disclose various types of information (18 USC §2703). To compel a

provider of ECS to disclose contents of communication in its possession that are in temporary

“electronic storage” for 180 days or less, the government must obtain a search warrant (18 USC

§2703[a]).  A court order must compel a provider of ECS to disclose contents in electronic

storage for greater than 180 days or to compel a provider of RCS to disclose its contents (18

USC §2703[a], [b], and [d]). The law governing compelled disclosure also covers the above

mentioned  non-content records. The rules are the same for providers of ECS and RCS and the

government can obtain a §2703(d) order to compel such non-content information (18 USC

§2703 [c][1][B]). 

The non-content records such as subscriber information, logs maintained by the network

server, etc. and the September 15, 2011 to December 30, 2011 tweets are covered by the court

order. However, the government must obtain a search warrant for the December 31, 2011 

tweets. 

 (See Kaufman v Nest Seekers, LLC, 2006 WL 2807177 at *5 [SDNY 2006] [Only electronic10

bulletin boards which are not readily accessible to the public are protected under the SCA]; Knop
v Hawaiian Airlines Inc., 302 F3d 868, 875 [9  Cir 2002][“The legislative history of theth

Electronic Communications Protection Act suggest that Congress wanted to protect electronic
communication that are configured to be private, such as e-mail and private electronic
communications.”]; Snow v DirecTV, Inc., 450 F3d 1314, 1320-21 [11  Cir 2006] [holding thatth

the SCA does not apply to materials that is readily available to the public.]

 Orin Kerr, Comment, A User’s Guide to the Sored Communications Act, and the Legislator’s11

Guide to Amending It, 72 Geo Wash L Rev 1208 [2004].
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New York State Law

The scope of a subpoena duces tecum is sufficiently circumscribed when: (1) the

materials are relevant and evidentiary; (2) the request is specific; (3) the materials are not

otherwise procurable reasonably in advance of trial by the exercise of due diligence; (4) the party

cannot properly prepare for trial without such a production and inspection in advance of trial and

the failure to obtain such inspection may tend unreasonably to delay the trial; and (5) the

application is made in good faith and is not intended as a general “fishing expedition” (People v

Carassavas, 103 Misc 2d 562 [Saratoga County Ct 1980], citing People v Price, 100 Misc 2d

372, 379 [1979]). The District Attorney seeks the subpoenaed information to refute Harris’s

anticipated trial defense. In Harris, (id. at 7-8) the court agreed that the subpoena duce tecum

was sufficiently circumscribed and a court order was issued on April 20, 2012 to comply with

the subpoena. 

On May 31, 2012 David Rosenblatt, a member of Twitter’s Board of Directors, was

personally served within New York County with a copy of this court’s April 20, 2012 order, a

copy of the January 26, 2012 trial subpoena, and a copy of the March 8, 2012 trial subpoena.

There are no jurisdictional issues and there are no violations of the New York Constitution.    

Conclusion:

In dealing with social media issues, judges are asked to make decisions based on statutes

that can never keep up with technology.  In some cases, those same judges have no12

understanding of the technology themselves (Stephanie Rabiner, Esq., Technologist, Do Judges

Really Understand Social Media? http://blogs.findlaw.com/technologist/2012/05/do-judges-

really-understand-social-media.html [May 9, 2012]). Judges must then do what they have always

done - balance the arguments on the scales of justice. They must weigh the interests of society

against the inalienable rights of the individual who gave away some rights when entering into the

social contract that created our government and the laws that we have agreed to follow.

Therefore, while the law regarding social media is clearly still developing, it can neither be said

that this court does not understand or appreciate the place that social media has in our society nor

 The SCA was enacted in 1986 and mainly applied to the start of e-mails. The SCA was12

enacted long before the creation of Twitter and the concept of blogging which started in 2006. 
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that it does not appreciate the importance of this ruling and future rulings of courts that may

agree or disagree with this decision. In recent years, social media has become one of the most

prominent methods of exercising free speech, particularly in countries that do not have very

many freedoms at all.

The world of social media is evolving, as is the law around it. Society struggle with

policies, whether they are between student and teacher (NYC Department of Education, NYC

Department of Education Social Media Guidelines),  or the right of a company to examine an13

applicant’s Facebook page as part of the interview process (Bill Chappell, State Approves Bill to

Ban Employers From Seeking Facebook Login Info, http://www.npr.org/blogs/thetwo-

way/2012/04/10/150354579/state-approves-bill-to-ban-employers-from-seeking-facebook-login-

info). As the laws, rules and societal norms evolve and change with each new advance in

technology, so too will the decisions of our courts. While the U.S. Constitution clearly did not

take into consideration any tweets by our founding fathers, it is probably safe to assume that

Samuel Adams, Benjamin Franklin, Alexander Hamilton and Thomas Jefferson would have

loved to tweet their opinions as much as they loved to write for the newspapers of their day

(sometimes under anonymous pseudonyms similar to today’s twitter user names). Those men,

and countless soldiers in service to this nation, have risked their lives for our right to tweet or to

post an article on Facebook; but that is not the same as arguing that those public tweets are

protected. The Constitution gives you the right to post, but as numerous people have learned,

there are still consequences for your public posts. What you give to the public belongs to the

public. What you keep to yourself belongs only to you.

         Accordingly, the motion to quash is granted in part and denied in part.  The court finds in

favor of the People for all non-content information and content information in ECS and RCS

from September 15, 2011 to December 30, 2011. However, ECS content information less than

180 days old (tweeted on December 31, 2011) may only be disclosed pursuant to a search

warrant, and the court decision in People v Harris is so modified. That search warrant should be

 http://schools.nyc.gov/NR/rdonlyres/BCF47CED604B-4FDDB752DC2D81504478/0/13

DOESocialMediaGuidelines20120430.pdf
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requested of a judge of competent jurisdiction.  However, to avoid any issue of alleged non-

impartiality, that warrant should be made to another judge of this court.

Accordingly, it is hereby:

 

ORDERED, that Twitter disclose all non-content information and content information

from September 15, 2011 to December 30, 2011; and it is further 

ORDERED, that the materials be provided to this court for in camera inspection. The

relevant portions thereof will be provided to the office of the District Attorney, who will provide

copies to the defense counsel as part of discovery; and it is further 

ORDERED, that the clerk of this court notify the Presiding Judge of Jury 2 of the receipt

of the materials.

This opinion shall constitute the decision and order of the Court. 

Dated: June 30, 2012                         /s                  
New York, New York Matthew A. Sciarrino, Jr.

Judge of the Criminal Court
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CHIEF JUSTICE ROBERTS delivered the opinion of the
Court. 

This case presents the question whether the Govern-
ment conducts a search under the Fourth Amendment 
when it accesses historical cell phone records that provide
a comprehensive chronicle of the user’s past movements. 

I 
A 

There are 396 million cell phone service accounts in the
United States—for a Nation of 326 million people.  Cell 
phones perform their wide and growing variety of func-
tions by connecting to a set of radio antennas called “cell
sites.” Although cell sites are usually mounted on a tower,
they can also be found on light posts, flagpoles, church
steeples, or the sides of buildings. Cell sites typically have
several directional antennas that divide the covered area 
into sectors. 

Cell phones continuously scan their environment look-
ing for the best signal, which generally comes from the 
closest cell site. Most modern devices, such as 
smartphones, tap into the wireless network several times 
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a minute whenever their signal is on, even if the owner is 
not using one of the phone’s features.  Each time the 
phone connects to a cell site, it generates a time-stamped
record known as cell-site location information (CSLI).  The 
precision of this information depends on the size of the
geographic area covered by the cell site.  The greater the 
concentration of cell sites, the smaller the coverage area.
As data usage from cell phones has increased, wireless
carriers have installed more cell sites to handle the traffic. 
That has led to increasingly compact coverage areas, 
especially in urban areas.

Wireless carriers collect and store CSLI for their own 
business purposes, including finding weak spots in their 
network and applying “roaming” charges when another 
carrier routes data through their cell sites.  In addition, 
wireless carriers often sell aggregated location records to
data brokers, without individual identifying information of 
the sort at issue here.  While carriers have long retained 
CSLI for the start and end of incoming calls, in recent 
years phone companies have also collected location infor-
mation from the transmission of text messages and rou-
tine data connections.  Accordingly, modern cell phones 
generate increasingly vast amounts of increasingly precise 
CSLI. 

B 
In 2011, police officers arrested four men suspected of

robbing a series of Radio Shack and (ironically enough) T-
Mobile stores in Detroit.  One of the men confessed that, 
over the previous four months, the group (along with a 
rotating cast of getaway drivers and lookouts) had robbed
nine different stores in Michigan and Ohio. The suspect
identified 15 accomplices who had participated in the 
heists and gave the FBI some of their cell phone numbers;
the FBI then reviewed his call records to identify addi-
tional numbers that he had called around the time of the 
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robberies. 
Based on that information, the prosecutors applied for 

court orders under the Stored Communications Act to 
obtain cell phone records for petitioner Timothy Carpenter
and several other suspects. That statute, as amended in 
1994, permits the Government to compel the disclosure of
certain telecommunications records when it “offers specific
and articulable facts showing that there are reasonable 
grounds to believe” that the records sought “are relevant 
and material to an ongoing criminal investigation.”  18 
U. S. C. §2703(d).  Federal Magistrate Judges issued two
orders directing Carpenter’s wireless carriers—MetroPCS
and Sprint—to disclose “cell/site sector [information] for 
[Carpenter’s] telephone[ ] at call origination and at call
termination for incoming and outgoing calls” during the
four-month period when the string of robberies occurred.
App. to Pet. for Cert. 60a, 72a.  The first order sought 152
days of cell-site records from MetroPCS, which produced
records spanning 127 days.  The second order requested 
seven days of CSLI from Sprint, which produced two days
of records covering the period when Carpenter’s phone was 
“roaming” in northeastern Ohio.  Altogether the Govern-
ment obtained 12,898 location points cataloging Carpen-
ter’s movements—an average of 101 data points per day.

Carpenter was charged with six counts of robbery and
an additional six counts of carrying a firearm during a
federal crime of violence.  See 18 U. S. C. §§924(c), 1951(a).
Prior to trial, Carpenter moved to suppress the cell-site 
data provided by the wireless carriers.  He argued that the
Government’s seizure of the records violated the Fourth 
Amendment because they had been obtained without a 
warrant supported by probable cause.  The District Court 
denied the motion.  App. to Pet. for Cert. 38a–39a. 

At trial, seven of Carpenter’s confederates pegged him
as the leader of the operation. In addition, FBI agent
Christopher Hess offered expert testimony about the cell-
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site data. Hess explained that each time a cell phone taps
into the wireless network, the carrier logs a time-stamped 
record of the cell site and particular sector that were used.
With this information, Hess produced maps that placed
Carpenter’s phone near four of the charged robberies.  In 
the Government’s view, the location records clinched the 
case: They confirmed that Carpenter was “right where the 
. . . robbery was at the exact time of the robbery.”  App. 
131 (closing argument).  Carpenter was convicted on all
but one of the firearm counts and sentenced to more than 
100 years in prison.

The Court of Appeals for the Sixth Circuit affirmed.  819 
F. 3d 880 (2016). The court held that Carpenter lacked a
reasonable expectation of privacy in the location infor-
mation collected by the FBI because he had shared that 
information with his wireless carriers. Given that cell 
phone users voluntarily convey cell-site data to their
carriers as “a means of establishing communication,” the
court concluded that the resulting business records are not
entitled to Fourth Amendment protection.  Id., at 888 
(quoting Smith v. Maryland, 442 U. S. 735, 741 (1979)).

We granted certiorari. 582 U. S. ___ (2017). 
II
A 

The Fourth Amendment protects “[t]he right of the
people to be secure in their persons, houses, papers, and
effects, against unreasonable searches and seizures.” The 
“basic purpose of this Amendment,” our cases have recog-
nized, “is to safeguard the privacy and security of individ-
uals against arbitrary invasions by governmental offi-
cials.” Camara v. Municipal Court of City and County of 
San Francisco, 387 U. S. 523, 528 (1967).  The Founding 
generation crafted the Fourth Amendment as a “response 
to the reviled ‘general warrants’ and ‘writs of assistance’ of
the colonial era, which allowed British officers to rum-
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mage through homes in an unrestrained search for evi-
dence of criminal activity.” Riley v. California, 573 U. S. 
___, ___ (2014) (slip op., at 27).  In fact, as John Adams 
recalled, the patriot James Otis’s 1761 speech condemning 
writs of assistance was “the first act of opposition to the 
arbitrary claims of Great Britain” and helped spark the
Revolution itself. Id., at ___–___ (slip op., at 27–28) (quot-
ing 10 Works of John Adams 248 (C. Adams ed. 1856)). 

For much of our history, Fourth Amendment search
doctrine was “tied to common-law trespass” and focused on 
whether the Government “obtains information by physi-
cally intruding on a constitutionally protected area.” 
United States v. Jones, 565 U. S. 400, 405, 406, n. 3 (2012).
More recently, the Court has recognized that “property
rights are not the sole measure of Fourth Amendment
violations.” Soldal v. Cook County, 506 U. S. 56, 64 
(1992). In Katz v. United States, 389 U. S. 347, 351 (1967),
we established that “the Fourth Amendment protects
people, not places,” and expanded our conception of the 
Amendment to protect certain expectations of privacy as 
well. When an individual “seeks to preserve something as 
private,” and his expectation of privacy is “one that society 
is prepared to recognize as reasonable,” we have held that 
official intrusion into that private sphere generally quali-
fies as a search and requires a warrant supported by
probable cause. Smith, 442 U. S., at 740 (internal quota-
tion marks and alterations omitted).

Although no single rubric definitively resolves which
expectations of privacy are entitled to protection,1 the 
—————— 

1 JUSTICE KENNEDY believes that there is such a rubric—the “proper-
ty-based concepts” that Katz purported to move beyond. Post, at 3 
(dissenting opinion).  But while property rights are often informative, 
our cases by no means suggest that such an interest is “fundamental” 
or “dispositive” in determining which expectations of privacy are 
legitimate.  Post, at 8–9. JUSTICE THOMAS (and to a large extent 
JUSTICE GORSUCH) would have us abandon Katz and return to an 
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analysis is informed by historical understandings “of what
was deemed an unreasonable search and seizure when 
[the Fourth Amendment] was adopted.” Carroll v. United 
States, 267 U. S. 132, 149 (1925).  On this score, our cases 
have recognized some basic guideposts. First, that the 
Amendment seeks to secure “the privacies of life” against 
“arbitrary power.” Boyd v. United States, 116 U. S. 616, 
630 (1886).  Second, and relatedly, that a central aim of
the Framers was “to place obstacles in the way of a too
permeating police surveillance.”  United States v. Di Re, 
332 U. S. 581, 595 (1948).

We have kept this attention to Founding-era under-
standings in mind when applying the Fourth Amendment
to innovations in surveillance tools. As technology has
enhanced the Government’s capacity to encroach upon
areas normally guarded from inquisitive eyes, this Court 
has sought to “assure[ ] preservation of that degree of 
privacy against government that existed when the Fourth 
Amendment was adopted.” Kyllo v. United States, 533 
U. S. 27, 34 (2001).  For that reason, we rejected in Kyllo a 
“mechanical interpretation” of the Fourth Amendment and 
held that use of a thermal imager to detect heat radiating 
from the side of the defendant’s home was a search.  Id., at 
35. Because any other conclusion would leave homeown-
ers “at the mercy of advancing technology,” we determined
that the Government—absent a warrant—could not capi-
talize on such new sense-enhancing technology to explore 
—————— 
exclusively property-based approach. Post, at 1–2, 17–21 (THOMAS J., 
dissenting); post, at 6–9 (GORSUCH, J., dissenting).  Katz of course 
“discredited” the “premise that property interests control,” 389 U. S., at
353, and we have repeatedly emphasized that privacy interests do not
rise or fall with property rights, see, e.g., United States v. Jones, 565 
U. S. 400, 411 (2012) (refusing to “make trespass the exclusive test”); 
Kyllo v. United States, 533 U. S. 27, 32 (2001) (“We have since decou-
pled violation of a person’s Fourth Amendment rights from trespassory
violation of his property.”).  Neither party has asked the Court to 
reconsider Katz in this case. 
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what was happening within the home.  Ibid.
 Likewise in Riley, the Court recognized the “immense 
storage capacity” of modern cell phones in holding that
police officers must generally obtain a warrant before
searching the contents of a phone. 573 U. S., at ___ (slip 
op., at 17). We explained that while the general rule
allowing warrantless searches incident to arrest “strikes 
the appropriate balance in the context of physical objects,
neither of its rationales has much force with respect to” 
the vast store of sensitive information on a cell phone. Id., 
at ___ (slip op., at 9). 

B 
The case before us involves the Government’s acquisi-

tion of wireless carrier cell-site records revealing the
location of Carpenter’s cell phone whenever it made or
received calls. This sort of digital data—personal location 
information maintained by a third party—does not fit 
neatly under existing precedents.  Instead, requests for 
cell-site records lie at the intersection of two lines of cases, 
both of which inform our understanding of the privacy
interests at stake. 

The first set of cases addresses a person’s expectation of
privacy in his physical location and movements.  In United 
States v. Knotts, 460 U. S. 276 (1983), we considered the 
Government’s use of a “beeper” to aid in tracking a vehicle
through traffic.  Police officers in that case planted a
beeper in a container of chloroform before it was pur-
chased by one of Knotts’s co-conspirators.  The officers 
(with intermittent aerial assistance) then followed the 
automobile carrying the container from Minneapolis to 
Knotts’s cabin in Wisconsin, relying on the beeper’s signal 
to help keep the vehicle in view.  The Court concluded that 
the “augment[ed]” visual surveillance did not constitute a 
search because “[a] person traveling in an automobile on 
public thoroughfares has no reasonable expectation of 
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privacy in his movements from one place to another.”  Id., 
at 281, 282.  Since the movements of the vehicle and its 
final destination had been “voluntarily conveyed to anyone 
who wanted to look,” Knotts could not assert a privacy
interest in the information obtained. Id., at 281. 

This Court in Knotts, however, was careful to distin-
guish between the rudimentary tracking facilitated by the
beeper and more sweeping modes of surveillance. The 
Court emphasized the “limited use which the government
made of the signals from this particular beeper” during a 
discrete “automotive journey.” Id., at 284, 285.  Signifi-
cantly, the Court reserved the question whether “different
constitutional principles may be applicable” if “twenty-four
hour surveillance of any citizen of this country [were] 
possible.” Id., at 283–284. 

Three decades later, the Court considered more sophis-
ticated surveillance of the sort envisioned in Knotts and 
found that different principles did indeed apply.  In United 
States v. Jones, FBI agents installed a GPS tracking de-
vice on Jones’s vehicle and remotely monitored the vehi-
cle’s movements for 28 days.  The Court decided the case 
based on the Government’s physical trespass of the vehi-
cle. 565 U. S., at 404–405.  At the same time, five Justices 
agreed that related privacy concerns would be raised by,
for example, “surreptitiously activating a stolen vehicle
detection system” in Jones’s car to track Jones himself, or
conducting GPS tracking of his cell phone. Id., at 426, 428 
(ALITO, J., concurring in judgment); id., at 415 
(SOTOMAYOR, J., concurring).  Since GPS monitoring of a 
vehicle tracks “every movement” a person makes in that
vehicle, the concurring Justices concluded that “longer
term GPS monitoring in investigations of most offenses 
impinges on expectations of privacy”—regardless whether 
those movements were disclosed to the public at large. 
Id., at 430 (opinion of ALITO, J.); id., at 415 (opinion of 
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SOTOMAYOR, J.).2 

In a second set of decisions, the Court has drawn a line 
between what a person keeps to himself and what he 
shares with others. We have previously held that “a per-
son has no legitimate expectation of privacy in information 
he voluntarily turns over to third parties.”  Smith, 442 
U. S., at 743–744.  That remains true “even if the infor-
mation is revealed on the assumption that it will be used 
only for a limited purpose.” United States v. Miller, 425 
U. S. 435, 443 (1976). As a result, the Government is 
typically free to obtain such information from the recipient
without triggering Fourth Amendment protections. 

This third-party doctrine largely traces its roots to 
Miller.  While investigating Miller for tax evasion, the 
Government subpoenaed his banks, seeking several 
months of canceled checks, deposit slips, and monthly 
statements. The Court rejected a Fourth Amendment
challenge to the records collection. For one, Miller could 
“assert neither ownership nor possession” of the docu-
ments; they were “business records of the banks.” Id., at 
440. For another, the nature of those records confirmed 
Miller’s limited expectation of privacy, because the checks
were “not confidential communications but negotiable
instruments to be used in commercial transactions,” and 
the bank statements contained information “exposed to 
—————— 

2 JUSTICE KENNEDY argues that this case is in a different category  
from Jones and the dragnet-type practices posited in Knotts because the 
disclosure of the cell-site records was subject to “judicial authorization.” 
Post, at 14–16. That line of argument conflates the threshold question
whether a “search” has occurred with the separate matter of whether 
the search was reasonable.  The subpoena process set forth in the
Stored Communications Act does not determine a target’s expectation
of privacy. And in any event, neither Jones nor Knotts purported to
resolve the question of what authorization may be required to conduct
such electronic surveillance techniques.  But see Jones, 565 U. S., at 
430 (ALITO, J., concurring in judgment) (indicating that longer term 
GPS tracking may require a warrant).  
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[bank] employees in the ordinary course of business.”  Id., 
at 442. The Court thus concluded that Miller had “take[n] 
the risk, in revealing his affairs to another, that the in-
formation [would] be conveyed by that person to the Gov-
ernment.” Id., at 443. 

Three years later, Smith applied the same principles in 
the context of information conveyed to a telephone com- 
pany. The Court ruled that the Government’s use of a pen 
register—a device that recorded the outgoing phone num-
bers dialed on a landline telephone—was not a search.
Noting the pen register’s “limited capabilities,” the Court 
“doubt[ed] that people in general entertain any actual
expectation of privacy in the numbers they dial.”  442 
U. S., at 742. Telephone subscribers know, after all, that
the numbers are used by the telephone company “for a 
variety of legitimate business purposes,” including routing
calls. Id., at 743. And at any rate, the Court explained, 
such an expectation “is not one that society is prepared to
recognize as reasonable.” Ibid. (internal quotation marks
omitted). When Smith placed a call, he “voluntarily con-
veyed” the dialed numbers to the phone company by “ex-
pos[ing] that information to its equipment in the ordinary 
course of business.” Id., at 744 (internal quotation marks
omitted). Once again, we held that the defendant “as-
sumed the risk” that the company’s records “would be 
divulged to police.” Id., at 745. 

III 
The question we confront today is how to apply the

Fourth Amendment to a new phenomenon: the ability to 
chronicle a person’s past movements through the record of 
his cell phone signals.  Such tracking partakes of many of
the qualities of the GPS monitoring we considered in 
Jones. Much like GPS tracking of a vehicle, cell phone 
location information is detailed, encyclopedic, and effort-
lessly compiled. 
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At the same time, the fact that the individual continu-
ously reveals his location to his wireless carrier implicates
the third-party principle of Smith and Miller. But while 
the third-party doctrine applies to telephone numbers and 
bank records, it is not clear whether its logic extends to 
the qualitatively different category of cell-site records.
After all, when Smith was decided in 1979, few could have 
imagined a society in which a phone goes wherever its
owner goes, conveying to the wireless carrier not just
dialed digits, but a detailed and comprehensive record of
the person’s movements.

We decline to extend Smith and Miller to cover these 
novel circumstances.  Given the unique nature of cell
phone location records, the fact that the information is 
held by a third party does not by itself overcome the user’s 
claim to Fourth Amendment protection.  Whether the 
Government employs its own surveillance technology as in 
Jones or leverages the technology of a wireless carrier, we
hold that an individual maintains a legitimate expectation
of privacy in the record of his physical movements as 
captured through CSLI.  The location information ob-
tained from Carpenter’s wireless carriers was the product 
of a search.3 

—————— 
3 The parties suggest as an alternative to their primary submissions

that the acquisition of CSLI becomes a search only if it extends beyond
a limited period. See Reply Brief 12 (proposing a 24-hour cutoff); Brief
for United States 55–56 (suggesting a seven-day cutoff).  As part of its 
argument, the Government treats the seven days of CSLI requested
from Sprint as the pertinent period, even though Sprint produced only 
two days of records.  Brief for United States 56.  Contrary to JUSTICE 
KENNEDY’s assertion, post, at 19, we need not decide whether there is a 
limited period for which the Government may obtain an individual’s
historical CSLI free from Fourth Amendment scrutiny, and if so, how 
long that period might be.  It is sufficient for our purposes today to hold
that accessing seven days of CSLI constitutes a Fourth Amendment
search.  
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A 
A person does not surrender all Fourth Amendment 

protection by venturing into the public sphere.  To the 
contrary, “what [one] seeks to preserve as private, even in 
an area accessible to the public, may be constitutionally 
protected.” Katz, 389 U. S., at 351–352.  A majority of this
Court has already recognized that individuals have a
reasonable expectation of privacy in the whole of their 
physical movements. Jones, 565 U. S., at 430 (ALITO, J., 
concurring in judgment); id., at 415 (SOTOMAYOR, J., 
concurring).  Prior to the digital age, law enforcement
might have pursued a suspect for a brief stretch, but doing
so “for any extended period of time was difficult and costly
and therefore rarely undertaken.” Id., at 429 (opinion of 
ALITO, J.). For that reason, “society’s expectation has 
been that law enforcement agents and others would not—
and indeed, in the main, simply could not—secretly moni-
tor and catalogue every single movement of an individual’s
car for a very long period.”  Id., at 430. 

Allowing government access to cell-site records contra-
venes that expectation.  Although such records are gener-
ated for commercial purposes, that distinction does not
negate Carpenter’s anticipation of privacy in his physical
location. Mapping a cell phone’s location over the course
of 127 days provides an all-encompassing record of the
holder’s whereabouts.  As with GPS information, the time-
stamped data provides an intimate window into a person’s
life, revealing not only his particular movements, but 
through them his “familial, political, professional, reli-
gious, and sexual associations.”  Id., at 415 (opinion of
SOTOMAYOR, J.). These location records “hold for many
Americans the ‘privacies of life.’ ”  Riley, 573 U. S., at ___ 
(slip op., at 28) (quoting Boyd, 116 U. S., at 630).  And like 
GPS monitoring, cell phone tracking is remarkably easy,
cheap, and efficient compared to traditional investigative 
tools. With just the click of a button, the Government can 
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access each carrier’s deep repository of historical location
information at practically no expense.

In fact, historical cell-site records present even greater
privacy concerns than the GPS monitoring of a vehicle we
considered in Jones. Unlike the bugged container in 
Knotts or the car in Jones, a cell phone—almost a “feature
of human anatomy,” Riley, 573 U. S., at ___ (slip op., at 
9)—tracks nearly exactly the movements of its owner.
While individuals regularly leave their vehicles, they
compulsively carry cell phones with them all the time.  A 
cell phone faithfully follows its owner beyond public thor-
oughfares and into private residences, doctor’s offices,
political headquarters, and other potentially revealing 
locales. See id., at ___ (slip op., at 19) (noting that “nearly 
three-quarters of smart phone users report being within 
five feet of their phones most of the time, with 12% admit-
ting that they even use their phones in the shower”); 
contrast Cardwell v. Lewis, 417 U. S. 583, 590 (1974) 
(plurality opinion) (“A car has little capacity for escaping
public scrutiny.”). Accordingly, when the Government
tracks the location of a cell phone it achieves near perfect 
surveillance, as if it had attached an ankle monitor to the 
phone’s user. 

Moreover, the retrospective quality of the data here
gives police access to a category of information otherwise 
unknowable.  In the past, attempts to reconstruct a per-
son’s movements were limited by a dearth of records and 
the frailties of recollection. With access to CSLI, the 
Government can now travel back in time to retrace a 
person’s whereabouts, subject only to the retention polices 
of the wireless carriers, which currently maintain records
for up to five years.  Critically, because location infor-
mation is continually logged for all of the 400 million 
devices in the United States—not just those belonging to 
persons who might happen to come under investigation—
this newfound tracking capacity runs against everyone. 
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Unlike with the GPS device in Jones, police need not even 
know in advance whether they want to follow a particular 
individual, or when. 

Whoever the suspect turns out to be, he has effectively
been tailed every moment of every day for five years, and
the police may—in the Government’s view—call upon the
results of that surveillance without regard to the con-
straints of the Fourth Amendment.  Only the few with-
out cell phones could escape this tireless and absolute 
surveillance. 

The Government and JUSTICE KENNEDY contend, how-
ever, that the collection of CSLI should be permitted
because the data is less precise than GPS information.
Not to worry, they maintain, because the location records
did “not on their own suffice to place [Carpenter] at the 
crime scene”; they placed him within a wedge-shaped 
sector ranging from one-eighth to four square miles.  Brief 
for United States 24; see post, at 18–19.  Yet the Court has 
already rejected the proposition that “inference insulates a 
search.” Kyllo, 533 U. S., at 36.  From the 127 days of 
location data it received, the Government could, in combi-
nation with other information, deduce a detailed log of 
Carpenter’s movements, including when he was at the site
of the robberies. And the Government thought the CSLI
accurate enough to highlight it during the closing argu-
ment of his trial.  App. 131. 

At any rate, the rule the Court adopts “must take ac-
count of more sophisticated systems that are already in
use or in development.”  Kyllo, 533 U. S., at 36.  While the 
records in this case reflect the state of technology at the
start of the decade, the accuracy of CSLI is rapidly ap-
proaching GPS-level precision.  As the number of cell sites 
has proliferated, the geographic area covered by each cell 
sector has shrunk, particularly in urban areas.  In addi-
tion, with new technology measuring the time and angle of
signals hitting their towers, wireless carriers already have 
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the capability to pinpoint a phone’s location within 50 
meters. Brief for Electronic Frontier Foundation et al. as 
Amici Curiae 12 (describing triangulation methods that 
estimate a device’s location inside a given cell sector).

Accordingly, when the Government accessed CSLI from
the wireless carriers, it invaded Carpenter’s reason-
able expectation of privacy in the whole of his physical 
movements. 

B 
The Government’s primary contention to the contrary is

that the third-party doctrine governs this case.  In its 
view, cell-site records are fair game because they are
“business records” created and maintained by the wireless
carriers.  The Government (along with JUSTICE KENNEDY)
recognizes that this case features new technology, but 
asserts that the legal question nonetheless turns on a 
garden-variety request for information from a third-party
witness. Brief for United States 32–34; post, at 12–14. 

The Government’s position fails to contend with the
seismic shifts in digital technology that made possible the 
tracking of not only Carpenter’s location but also everyone 
else’s, not for a short period but for years and years.
Sprint Corporation and its competitors are not your typi-
cal witnesses. Unlike the nosy neighbor who keeps an eye 
on comings and goings, they are ever alert, and their 
memory is nearly infallible.  There is a world of difference 
between the limited types of personal information ad-
dressed in Smith and Miller and the exhaustive chronicle 
of location information casually collected by wireless
carriers today.  The Government thus is not asking for a
straightforward application of the third-party doctrine, 
but instead a significant extension of it to a distinct cate-
gory of information.

The third-party doctrine partly stems from the notion 
that an individual has a reduced expectation of privacy in 
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information knowingly shared with another.  But the fact 
of “diminished privacy interests does not mean that the 
Fourth Amendment falls out of the picture entirely.” 
Riley, 573 U. S., at ___ (slip op., at 16).  Smith and Miller, 
after all, did not rely solely on the act of sharing. Instead, 
they considered “the nature of the particular documents
sought” to determine whether “there is a legitimate ‘expec-
tation of privacy’ concerning their contents.”  Miller, 425 
U. S., at 442. Smith pointed out the limited capabilities of 
a pen register; as explained in Riley, telephone call logs
reveal little in the way of “identifying information.” 
Smith, 442 U. S., at 742; Riley, 573 U. S., at ___ (slip op., 
at 24). Miller likewise noted that checks were “not confi-
dential communications but negotiable instruments to be
used in commercial transactions.” 425 U. S., at 442. In 
mechanically applying the third-party doctrine to this
case, the Government fails to appreciate that there are no
comparable limitations on the revealing nature of CSLI.   

The Court has in fact already shown special solicitude 
for location information in the third-party context. In 
Knotts, the Court relied on Smith to hold that an individ-
ual has no reasonable expectation of privacy in public
movements that he “voluntarily conveyed to anyone who 
wanted to look.”  Knotts, 460 U. S., at 281; see id., at 283 
(discussing Smith). But when confronted with more per-
vasive tracking, five Justices agreed that longer term GPS 
monitoring of even a vehicle traveling on public streets 
constitutes a search. Jones, 565 U. S., at 430 (ALITO, J., 
concurring in judgment); id., at 415 (SOTOMAYOR, J., 
concurring).  JUSTICE GORSUCH wonders why “someone’s
location when using a phone” is sensitive, post, at 3, and 
JUSTICE KENNEDY assumes that a person’s discrete
movements “are not particularly private,” post, at 17. Yet 
this case is not about “using a phone” or a person’s move-
ment at a particular time.  It is about a detailed chronicle 
of a person’s physical presence compiled every day, every 
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moment, over several years.  Such a chronicle implicates
privacy concerns far beyond those considered in Smith and 
Miller. 

Neither does the second rationale underlying the third-
party doctrine—voluntary exposure—hold up when it
comes to CSLI. Cell phone location information is not 
truly “shared” as one normally understands the term.  In 
the first place, cell phones and the services they provide
are “such a pervasive and insistent part of daily life” that
carrying one is indispensable to participation in modern
society. Riley, 573 U. S., at ___ (slip op., at 9).  Second, a 
cell phone logs a cell-site record by dint of its operation,
without any affirmative act on the part of the user beyond
powering up.  Virtually any activity on the phone gener-
ates CSLI, including incoming calls, texts, or e-mails and 
countless other data connections that a phone automati-
cally makes when checking for news, weather, or social
media updates. Apart from disconnecting the phone from
the network, there is no way to avoid leaving behind a 
trail of location data. As a result, in no meaningful sense 
does the user voluntarily “assume[] the risk” of turning
over a comprehensive dossier of his physical movements. 
Smith, 442 U. S., at 745. 

We therefore decline to extend Smith and Miller to the 
collection of CSLI.  Given the unique nature of cell phone
location information, the fact that the Government ob-
tained the information from a third party does not over-
come Carpenter’s claim to Fourth Amendment protection. 
The Government’s acquisition of the cell-site records was a 
search within the meaning of the Fourth Amendment. 

* * * 
Our decision today is a narrow one. We do not express a

view on matters not before us: real-time CSLI or “tower 
dumps” (a download of information on all the devices that 
connected to a particular cell site during a particular 
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*412 Respondents brought a Fourth Amendment 
challenge to a provision of the Los Angeles Municipal 
Code that compels “[e]very operator of a hotel to keep a 
record” containing specified information concerning 
guests and to make this record “available to any officer of 
the Los Angeles Police Department for inspection” on 
demand. Los Angeles Municipal Code §§ 41.49(2), (3)(a), 
(4) (2015). The questions presented are whether facial 
challenges to statutes can be brought under the Fourth 
Amendment and, if so, whether this provision of the Los 
Angeles Municipal Code is facially invalid. We hold 
facial challenges can be brought under the Fourth 
Amendment. We further hold that the provision of the Los 
Angeles Municipal Code that requires hotel operators to 
make their registries available to the police on demand is 
facially unconstitutional because it penalizes them for 
declining to turn over their records without affording 
them any opportunity for precompliance review. 
 

I 

A 

Los Angeles Municipal Code (LAMC) § 41.49 requires 
hotel operators to record **2448 information about their 
guests, including: the guest’s name and address; the 
number of people in each guest’s party; the make, model, 
and license plate number of any guest’s vehicle parked on 
hotel property; the *413 guest’s date and time of arrival 
and scheduled departure date; the room number assigned 
to the guest; the rate charged and amount collected for the 
room; and the method of payment. § 41.49(2). Guests 
without reservations, those who pay for their rooms with 
cash, and any guests who rent a room for less than 12 
hours must present photographic identification at the time 
of check-in, and hotel operators are required to record the 
number and expiration date of that document. § 41.49(4). 

For those guests who check in using an electronic kiosk, 
the hotel’s records must also contain the guest’s credit 
card information. § 41.49(2)(b). This information can be 
maintained in either electronic or paper form, but it must 
be “kept on the hotel premises in the guest reception or 
guest check-in area or in an office adjacent” thereto for a 
period of 90 days. § 41.49(3)(a). 
  
Section 41.49(3)(a)—the only provision at issue 
here—states, in pertinent part, that hotel guest records 
“shall be made available to any officer of the Los Angeles 
Police Department for inspection,” provided that 
“[w]henever possible, the inspection shall be conducted at 
a time and in a manner that minimizes any interference 
with the operation of the business.” A hotel operator’s 
failure to make his or her guest records available for 
police inspection is a misdemeanor punishable by up to 
six months in jail and a $1,000 fine. § 11.00(m) (general 
provision applicable to entire LAMC). 

B 

In 2003, respondents, a group of motel operators along 
with a lodging association, sued the city of Los Angeles 
(City or petitioner) in three consolidated cases 
challenging the constitutionality of § 41.49(3)(a). They 
sought declaratory and injunctive relief. The parties 
“agree[d] that the sole issue in the ... action [would be] a 
facial constitutional challenge” to § 41.49(3)(a) under the 
Fourth Amendment. App. 195. They further stipulated 
that respondents have been subjected *414 to mandatory 
record inspections under the ordinance without consent or 
a warrant. Id., at 194–195. 
  
Following a bench trial, the District Court entered 
judgment in favor of the City, holding that respondents’ 
facial challenge failed because they lacked a reasonable 
expectation of privacy in the records subject to inspection. 
A divided panel of the Ninth Circuit affirmed on the same 
grounds. 686 F.3d 1085 (2012). On rehearing en banc, 
however, the Court of Appeals reversed. 738 F.3d 1058, 
1065 (2013). 
  
The en banc court first determined that a police officer’s 
nonconsensual inspection of hotel records under § 41.49 
is a Fourth Amendment “search” because “[t]he business 
records covered by § 41.49 are the hotel’s private 
property” and the hotel therefore “has the right to exclude 
others from prying into the[ir] contents.” Id., at 1061. 
Next, the court assessed “whether the searches authorized 
by § 41.49 are reasonable.” Id., at 1063. Relying on 
Donovan v. Lone Steer, Inc., 464 U.S. 408, 104 S.Ct. 769, 
78 L.Ed.2d 567 (1984), and See v. Seattle, 387 U.S. 541, 
87 S.Ct. 1741, 18 L.Ed.2d 930 (1967), the court held that 
§ 41.49 is facially unconstitutional “as it authorizes 
inspections” of hotel records “without affording an 
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opportunity to ‘obtain judicial review of the 
reasonableness of the demand prior to suffering penalties 
for refusing to comply.’ ” **2449 738 F.3d, at 1065 
(quoting See, 387 U.S., at 545, 87 S.Ct. 1737). 
  
Two dissenting opinions were filed. The first dissent 
argued that facial relief should rarely be available for 
Fourth Amendment challenges, and was inappropriate 
here because the ordinance would be constitutional in 
those circumstances where police officers demand access 
to hotel records with a warrant in hand or exigent 
circumstances justify the search. 738 F.3d, at 1065–1070 
(opinion of Tallman, J.). The second dissent conceded 
that inspections under § 41.49 constitute Fourth 
Amendment searches, but faulted the majority for 
assessing the reasonableness of these searches without 
accounting for the weakness of the hotel operators’ 
privacy interest *415 in the content of their guest 
registries. Id., at 1070–1074 (opinion of Clifton, J.). 
  
We granted certiorari, 574 U.S. ––––, 135 S.Ct. 400, 190 
L.Ed.2d 288 (2014), and now affirm. 
 

II 

 We first clarify that facial challenges under the Fourth 
Amendment are not categorically barred or especially 
disfavored. 

A 

A facial challenge is an attack on a statute itself as 
opposed to a particular application. While such challenges 
are “the most difficult ... to mount successfully,” United 
States v. Salerno, 481 U.S. 739, 745, 107 S.Ct. 2095, 95 
L.Ed.2d 697 (1987), the Court has never held that these 
claims cannot be brought under any otherwise enforceable 
provision of the Constitution. Cf. Fallon, Fact and Fiction 
About Facial Challenges, 99 Cal. L.Rev. 915, 918 (2011) 
(pointing to several Terms in which “the Court 
adjudicated more facial challenges on the merits than it 
did as-applied challenges”). Instead, the Court has 
allowed such challenges to proceed under a diverse array 
of constitutional provisions. See, e.g., Sorrell v. IMS 
Health Inc., 564 U.S. ––––, 131 S.Ct. 2653, 180 L.Ed.2d 
544 (2011) (First Amendment); District of Columbia v. 
Heller, 554 U.S. 570, 128 S.Ct. 2783, 171 L.Ed.2d 637 
(2008) (Second Amendment); Chicago v. Morales, 527 
U.S. 41, 119 S.Ct. 1849, 144 L.Ed.2d 67 (1999) (Due 
Process Clause of the Fourteenth Amendment); Kraft 
Gen. Foods, Inc. v. Iowa Dept. of Revenue and Finance, 
505 U.S. 71, 112 S.Ct. 2365, 120 L.Ed.2d 59 (1992) 
(Foreign Commerce Clause). 
  
Fourth Amendment challenges to statutes authorizing 
warrantless searches are no exception. Any claim to the 
contrary reflects a misunderstanding of our decision in 

Sibron v. New York, 392 U.S. 40, 88 S.Ct. 1889, 20 
L.Ed.2d 917 (1968). In Sibron, two criminal defendants 
challenged the constitutionality of a statute authorizing 
police to, among other things, “stop any person abroad in 
a public place whom [they] reasonably suspec[t] is 
committing, has committed or is about to commit a 
felony.” Id., at 43, 88 S.Ct. 1889 (quoting then N.Y. Code 
Crim. Proc. § 180–a). The *416 Court held that the search 
of one of the defendants under the statute violated the 
Fourth Amendment, 392 U.S., at 59, 62, 88 S.Ct. 1889 but 
refused to opine more broadly on the statute’s validity, 
stating that “[t]he constitutional validity of a warrantless 
search is pre-eminently the sort of question which can 
only be decided in the concrete factual context of the 
individual case.” Id., at 59, 88 S.Ct. 1889. 
  
This statement from Sibron—which on its face might 
suggest an intent to foreclose all facial challenges to 
statutes authorizing warrantless searches—must be 
understood in the broader context of that case. In the same 
section of the opinion, the Court emphasized that the 
“operative **2450 categories” of the New York law at 
issue were “susceptible of a wide variety of 
interpretations,” id., at 60, 88 S.Ct. 1889 and that “[the 
law] was passed too recently for the State’s highest court 
to have ruled upon many of the questions involving 
potential intersections with federal constitutional 
guarantees,” id., at 60, n. 20, 88 S.Ct. 1889. Sibron thus 
stands for the simple proposition that claims for facial 
relief under the Fourth Amendment are unlikely to 
succeed when there is substantial ambiguity as to what 
conduct a statute authorizes: Where a statute consists of 
“extraordinarily elastic categories,” it may be “impossible 
to tell” whether and to what extent it deviates from the 
requirements of the Fourth Amendment. Id., at 59, 61, n. 
20, 88 S.Ct. 1889. 
  
This reading of Sibron is confirmed by subsequent 
precedents. Since Sibron, the Court has entertained facial 
challenges under the Fourth Amendment to statutes 
authorizing warrantless searches. See, e.g., Vernonia 
School District 47J v. Acton, 515 U.S. 646, 648, 115 S.Ct. 
2386, 132 L.Ed.2d 564 (1995) (“We granted certiorari to 
decide whether” petitioner’s student athlete drug testing 
policy “violates the Fourth and Fourteenth Amendments 
to the United States Constitution”); Skinner v. Railway 
Labor Executives’ Assn., 489 U.S. 602, 633, n. 10, 109 
S.Ct. 1402, 103 L.Ed.2d 639 (1989) ( “[R]espondents 
have challenged the administrative scheme on its face. 
We deal therefore with whether the [drug] tests 
contemplated by the regulation can ever be conducted”); 
cf. Illinois *417 v. Krull, 480 U.S. 340, 354, 107 S.Ct. 
1160, 94 L.Ed.2d 364 (1987) (“[A] person subject to a 
statute authorizing searches without a warrant or probable 
cause may bring an action seeking a declaration that the 
statute is unconstitutional and an injunction barring its 
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implementation”). Perhaps more importantly, the Court 
has on numerous occasions declared statutes facially 
invalid under the Fourth Amendment. For instance, in 
Chandler v. Miller, 520 U.S. 305, 308–309, 117 S.Ct. 
1295, 137 L.Ed.2d 513 (1997), the Court struck down a 
Georgia statute requiring candidates for certain state 
offices to take and pass a drug test, concluding that this 
“requirement ... [did] not fit within the closely guarded 
category of constitutionally permissible suspicionless 
searches.” Similar examples abound. See, e.g., Ferguson 
v. Charleston, 532 U.S. 67, 86, 121 S.Ct. 1281, 149 
L.Ed.2d 205 (2001) (holding that a hospital policy 
authorizing “nonconsensual, warrantless, and 
suspicionless searches” contravened the Fourth 
Amendment); Payton v. New York, 445 U.S. 573, 574, 
576, 100 S.Ct. 1371, 63 L.Ed.2d 639 (1980) (holding that 
a New York statute “authoriz[ing] police officers to enter 
a private residence without a warrant and with force, if 
necessary, to make a routine felony arrest” was “not 
consistent with the Fourth Amendment”); Torres v. 
Puerto Rico, 442 U.S. 465, 466, 471, 99 S.Ct. 2425, 61 
L.Ed.2d 1 (1979) (holding that a Puerto Rico statute 
authorizing “police to search the luggage of any person 
arriving in Puerto Rico from the United States” was 
unconstitutional because it failed to require either 
probable cause or a warrant). 
 

B 

Petitioner principally contends that facial challenges to 
statutes authorizing warrantless searches must fail 
because such searches will never be unconstitutional in all 
applications. Cf. Salerno, 481 U.S., at 745, 107 S.Ct. 
2095 (to obtain facial relief the party seeking it “must 
establish that no set of circumstances exists under which 
the [statute] would be valid”). In particular, the City 
points to situations where police are responding to an 
emergency, where the subject of the search consents to 
the intrusion, and where police are acting **2451 under 
*418 a court-ordered warrant. See Brief for Petitioner 
19–20. While petitioner frames this argument as an 
objection to respondents’ challenge in this case, its logic 
would preclude facial relief in every Fourth Amendment 
challenge to a statute authorizing warrantless searches. 
For this reason alone, the City’s argument must fail: The 
Court’s precedents demonstrate not only that facial 
challenges to statutes authorizing warrantless searches can 
be brought, but also that they can succeed. See Part II–A, 
supra. 
  
Moreover, the City’s argument misunderstands how 
courts analyze facial challenges. Under the most exacting 
standard the Court has prescribed for facial challenges, a 
plaintiff must establish that a “law is unconstitutional in 
all of its applications.” Washington State Grange v. 
Washington State Republican Party, 552 U.S. 442, 449, 

128 S.Ct. 1184, 170 L.Ed.2d 151 (2008). But when 
assessing whether a statute meets this standard, the Court 
has considered only applications of the statute in which it 
actually authorizes or prohibits conduct. For instance, in 
Planned Parenthood of Southeastern Pa. v. Casey, 505 
U.S. 833, 112 S.Ct. 2791, 120 L.Ed.2d 674 (1992), the 
Court struck down a provision of Pennsylvania’s abortion 
law that required a woman to notify her husband before 
obtaining an abortion. Those defending the statute argued 
that facial relief was inappropriate because most women 
voluntarily notify their husbands about a planned abortion 
and for them the law would not impose an undue burden. 
The Court rejected this argument, explaining: The 
“[l]egislation is measured for consistency with the 
Constitution by its impact on those whose conduct it 
affects.... The proper focus of the constitutional inquiry is 
the group for whom the law is a restriction, not the group 
for whom the law is irrelevant.” Id., at 894, 112 S.Ct. 
2791. 
  
Similarly, when addressing a facial challenge to a statute 
authorizing warrantless searches, the proper focus of the 
constitutional inquiry is searches that the law actually 
authorizes, not those for which it is irrelevant. If exigency 
or a warrant justifies an officer’s search, the subject of the 
*419 search must permit it to proceed irrespective of 
whether it is authorized by statute. Statutes authorizing 
warrantless searches also do no work where the subject of 
a search has consented. Accordingly, the constitutional 
“applications” that petitioner claims prevent facial relief 
here are irrelevant to our analysis because they do not 
involve actual applications of the statute.1 
 

III 

 Turning to the merits of the particular claim before us, 
we hold that § 41.49(3)(a) is facially unconstitutional 
because it fails to provide hotel operators with an 
opportunity for precompliance review. 
  

A 

 The Fourth Amendment protects “[t]he right of the 
people to be secure in **2452 their persons, houses, 
papers, and effects, against unreasonable searches and 
seizures.” It further provides that “no Warrants shall 
issue, but upon probable cause.” Based on this 
constitutional text, the Court has repeatedly held that “ 
‘searches conducted outside the judicial process, without 
prior approval by [a] judge or [a] magistrate [judge], are 
per se unreasonable ... subject only to a few specifically 
established and well-delineated exceptions.’ ” Arizona v. 
Gant, 556 U.S. 332, 338, 129 S.Ct. 1710, 173 L.Ed.2d 
485 (2009) (quoting Katz v. United States, 389 U.S. 347, 
357, 88 S.Ct. 507, 19 L.Ed.2d 576 (1967)). This rule 
“applies *420 to commercial premises as well as to 
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homes.” Marshall v. Barlow’s, Inc., 436 U.S. 307, 312, 98 
S.Ct. 1816, 56 L.Ed.2d 305 (1978). 
  
 Search regimes where no warrant is ever required may 
be reasonable where “ ‘special needs ... make the warrant 
and probable-cause requirement impracticable,’ ” Skinner, 
489 U.S., at 619, 109 S.Ct. 1402 (quoting Griffin v. 
Wisconsin, 483 U.S. 868, 873, 107 S.Ct. 3164, 97 L.Ed.2d 
709 (1987) (some internal quotation marks omitted)), and 
where the “primary purpose” of the searches is 
“[d]istinguishable from the general interest in crime 
control,” Indianapolis v. Edmond, 531 U.S. 32, 44, 121 
S.Ct. 447, 148 L.Ed.2d 333 (2000). Here, we assume that 
the searches authorized by § 41.49 serve a “special need” 
other than conducting criminal investigations: They 
ensure compliance with the recordkeeping requirement, 
which in turn deters criminals from operating on the 
hotels’ premises.2 The Court has referred to this kind of 
search as an “administrative searc[h].” Camara v. 
Municipal Court of City and County of San Francisco, 
387 U.S. 523, 534, 87 S.Ct. 1727, 18 L.Ed.2d 930 (1967). 
Thus, we consider whether § 41.49 falls within the 
administrative search exception to the warrant 
requirement. 
  
 The Court has held that absent consent, exigent 
circumstances, or the like, in order for an administrative 
search to be constitutional, the subject of the search must 
be afforded an opportunity to obtain precompliance 
review before a neutral decisionmaker. See See, 387 U.S., 
at 545, 87 S.Ct. 1737; Lone Steer, 464 U.S., at 415, 104 
S.Ct. 769 (noting that an administrative search may 
proceed with only a subpoena where the subpoenaed party 
is sufficiently protected by the opportunity to “question 
the reasonableness of the subpoena, before suffering any 
penalties for refusing to comply with it, by raising 
objections in an action in district court”). And, we see no 
reason why this minimal requirement is inapplicable here. 
While the *421 Court has never attempted to prescribe the 
exact form an opportunity for precompliance review must 
take, the City does not even attempt to argue that § 
41.49(3)(a) affords hotel operators any opportunity 
whatsoever. Section 41.49(3)(a) is, therefore, facially 
invalid. 
  
A hotel owner who refuses to give an officer access to his 
or her registry can be arrested on the spot. The Court has 
held that business owners cannot reasonably be put to this 
kind of choice. Camara, 387 U.S., at 533, 87 S.Ct. 1727 
(holding that “broad statutory safeguards are no substitute 
for individualized review, particularly when those 
safeguards may only be invoked at the risk of a criminal 
penalty”). Absent an opportunity for precompliance 
review, the ordinance creates an intolerable **2453 risk 
that searches authorized by it will exceed statutory limits, 
or be used as a pretext to harass hotel operators and their 

guests. Even if a hotel has been searched 10 times a day, 
every day, for three months, without any violation being 
found, the operator can only refuse to comply with an 
officer’s demand to turn over the registry at his or her 
own peril. 
  
To be clear, we hold only that a hotel owner must be 
afforded an opportunity to have a neutral decisionmaker 
review an officer’s demand to search the registry before 
he or she faces penalties for failing to comply. Actual 
review need only occur in those rare instances where a 
hotel operator objects to turning over the registry. 
Moreover, this opportunity can be provided without 
imposing onerous burdens on those charged with an 
administrative scheme’s enforcement. For instance, 
respondents accept that the searches authorized by § 
41.49(3)(a) would be constitutional if they were 
performed pursuant to an administrative subpoena. Tr. of 
Oral Arg. 36–37. These subpoenas, which are typically a 
simple form, can be issued by the individual seeking the 
record—here, officers in the field—without probable 
cause that a regulation is being infringed. See See, 387 
U.S., at 544, 87 S.Ct. 1737 (“[T]he demand to inspect 
may be issued by the agency”). Issuing a *422 subpoena 
will usually be the full extent of an officer’s burden 
because “the great majority of businessmen can be 
expected in normal course to consent to inspection 
without warrant.” Barlow’s, Inc., 436 U.S., at 316, 98 
S.Ct. 1816. Indeed, the City has cited no evidence 
suggesting that without an ordinance authorizing 
on-demand searches, hotel operators would regularly 
refuse to cooperate with the police. 
  
In those instances, however, where a subpoenaed hotel 
operator believes that an attempted search is motivated by 
illicit purposes, respondents suggest it would be sufficient 
if he or she could move to quash the subpoena before any 
search takes place. Tr. of Oral Arg. 38–39. A neutral 
decisionmaker, including an administrative law judge, 
would then review the subpoenaed party’s objections 
before deciding whether the subpoena is enforceable. 
Given the limited grounds on which a motion to quash 
can be granted, such challenges will likely be rare. And, 
in the even rarer event that an officer reasonably suspects 
that a hotel operator may tamper with the registry while 
the motion to quash is pending, he or she can guard the 
registry until the required hearing can occur, which ought 
not take long. Riley v. California, 573 U.S. ––––, 134 
S.Ct. 2473, 2486, 189 L.Ed.2d 430 (2014) (police may 
seize and hold a cell phone “to prevent destruction of 
evidence while seeking a warrant”); Illinois v. McArthur, 
531 U.S. 326, 334, 121 S.Ct. 946, 148 L.Ed.2d 838 
(2001) (citing cases upholding the constitutionality of 
“temporary restraints where [they are] needed to preserve 
evidence until police could obtain a warrant”). Cf. 
Missouri v. McNeely, 569 U.S. ––––, 133 S.Ct. 1552, 
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1562–1563, 185 L.Ed.2d 696 (2013) (noting that many 
States have procedures in place for considering warrant 
applications telephonically).3 
  
Procedures along these lines are ubiquitous. A 2002 
report by the Department of Justice “identified 
approximately *423 335 existing administrative subpoena 
authorities held by various [federal] executive branch 
entities.” Office of Legal Policy, Report to **2454 
Congress on the Use of Administrative Subpoena 
Authorities by Executive Branch Agencies and Entities 3, 
online at http://www. 
justice.gov/archive/olp/rpt_to_congress.htm (All Internet 
materials as visited June 19, 2015, and available in Clerk 
of Court’s case file). Their prevalence confirms what 
common sense alone would otherwise lead us to 
conclude: In most contexts, business owners can be 
afforded at least an opportunity to contest an 
administrative search’s propriety without unduly 
compromising the government’s ability to achieve its 
regulatory aims. 
  
Of course administrative subpoenas are only one way in 
which an opportunity for precompliance review can be 
made available. But whatever the precise form, the 
availability of precompliance review alters the dynamic 
between the officer and the hotel to be searched, and 
reduces the risk that officers will use these administrative 
searches as a pretext to harass business owners. 
  
Finally, we underscore the narrow nature of our holding. 
Respondents have not challenged and nothing in our 
opinion calls into question those parts of § 41.49 that 
require hotel operators to maintain guest registries 
containing certain information. And, even absent 
legislative action to create a procedure along the lines 
discussed above, see supra, at 2452 – 2453, police will 
not be prevented from obtaining access to these 
documents. As they often do, hotel operators remain free 
to consent to searches of their registries and police can 
compel them to turn them over if they have a proper 
administrative warrant—including one that was issued ex 
parte—or if some other exception to the warrant 
requirement applies, including exigent circumstances.4 
 

*424 B 

 Rather than arguing that § 41.49(3)(a) is constitutional 
under the general administrative search doctrine, the City 
and Justice SCALIA contend that hotels are “closely 
regulated,” and that the ordinance is facially valid under 
the more relaxed standard that applies to searches of this 
category of businesses. Brief for Petitioner 28–47; post, at 
2459. They are wrong on both counts. 
  
Over the past 45 years, the Court has identified only four 

industries that “have such a history of government 
oversight that no reasonable expectation of privacy ... 
could exist for a proprietor over the stock of such an 
enterprise,” Barlow’s, Inc., 436 U.S., at 313, 98 S.Ct. 
1816. Simply listing these industries refutes petitioner’s 
argument that hotels should be counted among them. 
Unlike liquor sales, Colonnade Catering Corp. v. United 
States, 397 U.S. 72, 90 S.Ct. 774, 25 L.Ed.2d 60 (1970), 
firearms dealing, United States v. Biswell, 406 U.S. 311, 
311–312, 92 S.Ct. 1593, 32 L.Ed.2d 87 (1972), mining, 
Donovan v. Dewey, 452 U.S. 594, 101 S.Ct. 2534, 69 
L.Ed.2d 262 (1981), or running an automobile junkyard, 
New York v. Burger, 482 U.S. 691, 107 S.Ct. 2636, 96 
L.Ed.2d 601 (1987), nothing inherent in the operation of 
hotels poses a clear and significant risk to the public 
welfare. See, e.g., id., at 709, 107 S.Ct. 2636 
(“Automobile junkyards and vehicle dismantlers provide 
the major market for stolen vehicles and vehicle parts”); 
**2455 Dewey, 452 U.S., at 602, 101 S.Ct. 2534 
(describing the mining industry as “among the most 
hazardous in the country”).5 
  
Moreover, “[t]he clear import of our cases is that the 
closely regulated industry ... is the exception.” Barlow’s, 
Inc., 436 U.S., at 313, 98 S.Ct. 1816. To classify hotels as 
pervasively regulated would permit what has always been 
a narrow exception *425 to swallow the rule. The City 
wisely refrains from arguing that § 41.49 itself renders 
hotels closely regulated. Nor do any of the other 
regulations on which petitioner and Justice SCALIA 
rely—regulations requiring hotels to, inter alia, maintain 
a license, collect taxes, conspicuously post their rates, and 
meet certain sanitary standards—establish a 
comprehensive scheme of regulation that distinguishes 
hotels from numerous other businesses. See Brief for 
Petitioner 33–34 (citing regulations); post, at 2460 
(same). All businesses in Los Angeles need a license to 
operate. LAMC §§ 21.03(a), 21.09(a). While some 
regulations apply to a smaller set of businesses, see e.g. 
Cal.Code Regs., tit. 25, § 40 (2015) (requiring linens to be 
changed between rental guests), online at 
http://www.oal.ca.gov/ccr.htm, these can hardly be said to 
have created a “ ‘comprehensive’ ” scheme that puts hotel 
owners on notice that their “ ‘property will be subject to 
periodic inspections undertaken for specific purposes,’ ” 
Burger, 482 U.S., at 705, n. 16, 107 S.Ct. 2636 (quoting 
Dewey, 452 U.S., at 600, 101 S.Ct. 2534). Instead, they 
are more akin to the widely applicable minimum wage 
and maximum hour rules that the Court rejected as a basis 
for deeming “the entirety of American interstate 
commerce” to be closely regulated in Barlow’s, Inc. 436 
U.S., at 314, 98 S.Ct. 1816. If such general regulations 
were sufficient to invoke the closely regulated industry 
exception, it would be hard to imagine a type of business 
that would not qualify. See Brief for Google Inc. as 
Amicus Curiae 16–17; Brief for the Chamber of 
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Commerce of United States of America as Amicus Curiae 
12–13. 
  
 Petitioner attempts to recast this hodgepodge of 
regulations as a comprehensive scheme by referring to a 
“centuries-old tradition” of warrantless searches of hotels. 
Brief for Petitioner 34–36. History is relevant when 
determining whether an industry is closely regulated. See, 
e.g., Burger, 482 U.S., at 707, 107 S.Ct. 2636. The 
historical record here, however, is not as clear as 
petitioner suggests. The City and Justice SCALIA 
principally point to evidence that hotels were treated *426 
as public accommodations. Brief for Petitioner 34–36; 
post, at 2459 – 2460, and n. 1. For instance, the 
Commonwealth of Massachusetts required innkeepers to “ 
‘furnish[ ] ... suitable provisions and lodging, for the 
refreshment and entertainment of strangers and travellers, 
pasturing and stable room, hay and provender ... for their 
horses and cattle.’ ” Brief for Petitioner 35 (quoting An 
Act For The Due Regulation Of Licensed Houses (1786), 
reprinted in Acts and Laws of the Commonwealth of 
Massachusetts 209 (1893)). But laws obligating inns to 
provide suitable lodging to all paying guests are not the 
same as laws subjecting inns to warrantless searches. 
Petitioner also asserts that “[f]or a long time, [hotel] 
owners left their registers open to widespread inspection.” 
Brief for Petitioner 51. Setting aside that modern hotel 
registries contain sensitive information, **2456 such as 
driver’s licenses and credit card numbers for which there 
is no historic analog, the fact that some hotels chose to 
make registries accessible to the public has little bearing 
on whether government authorities could have viewed 
these documents on demand without a hotel’s consent. 
  
 Even if we were to find that hotels are pervasively 
regulated, § 41.49 would need to satisfy three additional 
criteria to be reasonable under the Fourth Amendment: (1) 
“[T]here must be a ‘substantial’ government interest that 
informs the regulatory scheme pursuant to which the 
inspection is made”; (2) “the warrantless inspections must 
be ‘necessary’ to further [the] regulatory scheme”; and (3) 
“the statute’s inspection program, in terms of the certainty 
and regularity of its application, [must] provid[e] a 
constitutionally adequate substitute for a warrant.” 
Burger, 482 U.S., at 702–703, 107 S.Ct. 2636 (internal 
quotation marks omitted). We assume petitioner’s interest 
in ensuring that hotels maintain accurate and complete 
registries might fulfill the first of these requirements, but 

conclude that § 41.49 fails the second and third prongs of 
this test. 
  
 *427 The City claims that affording hotel operators any 
opportunity for precompliance review would fatally 
undermine the scheme’s efficacy by giving operators a 
chance to falsify their records. Brief for Petitioner 41–42. 
The Court has previously rejected this exact argument, 
which could be made regarding any recordkeeping 
requirement. See Barlow’s, Inc., 436 U.S., at 320, 98 
S.Ct. 1816 e. 
  
As explained above, nothing in our decision today 
precludes an officer from conducting a surprise inspection 
by obtaining an ex parte warrant or, where an officer 
reasonably suspects the registry would be altered, from 
guarding the registry pending a hearing on a motion to 
quash. See Barlow’s, Inc., 436 U.S., at 319–321, 98 S.Ct. 
1816; Riley, 573 U.S., at ––––, 134 S.Ct., at 2486. Justice 
SCALIA’s claim that these procedures will prove 
unworkable given the large number of hotels in Los 
Angeles is a red herring. See post, at 2462. While there 
are approximately 2,000 hotels in Los Angeles, ibid., 
there is no basis to believe that resort to such measures 
will be needed to conduct spot checks in the vast majority 
of them. See supra, at 2452 – 2453. 
  
 Section 41.49 is also constitutionally deficient under the 
“certainty and regularity” prong of the closely regulated 
industries test because it fails sufficiently to constrain 
police officers’ discretion as to which hotels to search and 
under what circumstances. While the Court has upheld 
inspection schemes of closely regulated industries that 
called for searches at least four times a year, Dewey, 452 
U.S., at 604, 101 S.Ct. 2534 *428 or on a “regular basis,” 
Burger, 482 U.S., at 711, 107 S.Ct. 2636 § 41.49 imposes 
no comparable standard. 
  
* * * 
  
For the foregoing reasons, we agree with the Ninth Circuit 
that § 41.49(3)(a) is facially invalid insofar as it fails to 
provide any opportunity for precompliance review before 
a hotel must give its guest registry to the police for 
inspection. Accordingly, **2457 the judgment of the 
Ninth Circuit is affirmed. 
  
It is so ordered. 
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373 F.Supp.3d 467 
United States District Court, S.D. New York. 

AIRBNB, INC., Plaintiff, 
v. 

CITY OF NEW YORK, Defendant. 
HomeAway.com, Inc., Plaintiff, 

v. 
City of New York, Defendant. 

Signed January 3, 2019 

OPINION & ORDER 

PAUL A. ENGELMAYER, District Judge: 

This decision resolves motions by two home-sharing 
platforms, Airbnb, Inc. (“Airbnb”) and HomeAway, Inc. 
(“HomeAway”) (together, “plaintiffs” or “the platforms”) 
to preliminarily enjoin a New York City (the “City”) 
ordinance that would require them on a monthly basis to 
turn over voluminous data regarding customers who use 
their platforms to advertise short-term rentals (“hosts”). 
Absent an injunction, the ordinance, Local Law 2018/146, 
N.Y.C. Admin. Code § 26-2101-5 (“Local Law 146” or 
the “Ordinance”), is scheduled to take effect on February 
2, 2019. 

For the reasons that follow, the Court preliminarily 
enjoins the Ordinance from taking effect. This matter will 
now proceed expeditiously to discovery aimed at enabling 
the Court to rule on the platforms’ application for 
permanent relief. 

 I. Factual Background 

A. Background on Airbnb and HomeAway 

Airbnb and HomeAway are home-sharing services that 
provide an online marketplace for short- and long-term 
lodging, in which hosts lease or sublease their living 
space to guests. See Countryman Decl. ¶ 2; Furlong Decl. 
¶¶ 4, 6. Airbnb and HomeAway do not offer their own 
real estate listings. Rather, they act as brokers and receive 
commissions for transactions executed over their 
platforms. Furlong Decl. ¶ 8.  

To use Airbnb, whether as a guest or host, an individual 
must register as a member. To register, Airbnb members 
submit identifying information and accept Airbnb’s 
various terms and conditions. These include its 
Community Commitment, Terms of Service, Payments 
Terms of Service, Privacy, and Nondiscrimination 
Policies. Countryman Decl. ¶¶ 4–5. 

Relevant here, Airbnb’s Terms of Service Policy provides 
that Airbnb’s “collection and use of personal information 
in connection with your access to and use of the Airbnb 
Platform is described in our Privacy Policy.” Id. ¶ 6; id. 
Ex. A (“Airbnb Terms of Service”) at 3. Airbnb’s Privacy 
Policy, in turn, provides that Airbnb will disclose users’ 
personal information only in response to valid legal 
requests, including those from government agencies. 
Countryman Decl. ¶ 7; id. Ex. B (“Airbnb Privacy 
Policy”) § 3.5. Acceptance of these terms and conditions 
is mandatory to use Airbnb’s platform. Countryman Decl. 
¶¶ 4–5. 

To become an Airbnb host, a user must create a listing 
that includes a description of the property available for 
rental, images and videos of the property, rental price 
quotes, and dates of availability. Id. ¶ 11. Listings do not 
include a host’s full name, email address, telephone 
number, or the rental property’s exact address; Airbnb 
securely stores that information. Id. ¶ 12. Guests and hosts 
may privately communicate with each other over the 
platform. If they reach an agreement, Airbnb will disclose 
the listing address to the guest. Id. Airbnb also acts as a 
platform through which the guest electronically pays the 
host. Id. 

The process of listing or renting real estate on 
HomeAway’s platform is broadly similar. To list a rental 
property, a host registers for an account and provides 
identifying information, including a name, email, address, 
phone number, and other details. Furlong Decl. ¶¶ 9, 17. 

To use HomeAway’s platform, users must accept 
HomeAway’s Terms and Conditions and Privacy Policy. 
HomeAway’s Terms and Conditions Policy provides, 
inter alia, that hosts “are responsible for and agree to 
abide by all laws, rules, ordinances, or regulations 
applicable to the listing of their rental property and the 
conduct of their rental business.” Id. ¶ 13; id. Ex. A 
(“HomeAway Terms and Conditions”) at 3. HomeAway’s 
Privacy Policy provides, inter alia, that HomeAway “may 
disclose [users’] personal data to enforce our policies, or 
where we are permitted (or believe in good faith that we 
are required) to do so by applicable law, such as in 
response to a request by a law enforcement or 
governmental authority ....” Furlong Decl. Ex. B 
(“HomeAway Privacy Policy”) at 3. 

HomeAway hosts provide information about the listings, 
including a description of the rental property, the length 
of stay, pricing and availability, and “house rules.” 
Furlong Decl. ¶ 9. As with Airbnb, HomeAway offers the 
option of an online payment feature, although such 
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payments are handled by third-party processors. Id. ¶ 11. 

HomeAway represents to hosts and guests that it 
“undertakes significant measures to protect and safeguard 
this private personal and financial information provided 
by its customers and users ..., considers this information 
to be part of its business records ... and guards such 
records from disclosure.” Id. ¶ 12. 

B. Local Law 146 

This case arises out of the City’s efforts to regulate home-
sharing platforms and the market for peer-to-peer 
apartment rentals. 

In 2010, the New York State Legislature enacted a law 
prohibiting the rental of most apartments for a period of 
fewer than 30 days in “Class A” multiple dwellings—i.e., 
buildings occupied for permanent residence purposes by 
three of more families living independently—unless a 
permanent resident remains on the premises. See N.Y. 
Multiple Dwelling Law § 4(8). The law’s stated purpose 
is to regulate the adverse effects of short-term rentals in 
residential buildings. These include “overcrowding of 
multiple dwelling rooms, inadequate provision for light 
and air, and insufficient protection against the defective 
provision for escape from fire, and improper sanitation of 
multiple dwellings.” Id. § 2. Similarly, City law prohibits 
the short-term rentals of entire multiple dwelling units and 
one- and two- family units occupied for permanent 
residence purposes. See N.Y.C. Admin. Code §§ 28-
210.3, 28-118.3.2, 27-2004, 27-265; N.Y.C. Building 
Code §§ 310.1.2, 310.2. The City views these regulations 
as necessary on the grounds that short-term rentals (1) 
pose health and safety risks to permanent residents and 
guests; (2) reduce the availability of permanent housing; 
(3) drive up rents; and (4) adversely impact the character 
of residential neighborhoods. Klossner Decl. ¶¶ 3 n.1, 9, 
12, 22, 40–41. 

In July 2018, in an effort to crack down on short-term 
rentals that violate the Multiple Dwelling Laws and 
related regulations, the City Council’s Committee on 
Housing & Buildings proposed the legislation that would 
become the Ordinance. The report accompanying the 
proposed legislation stated that the Ordinance would 
“further address the adverse effect[s], well-documented 
by a number of reports issued and studies conducted by 
both governmental and non-governmental organizations, 
resulting from conversion of permanent housing to rentals 
under 30 days.” Klossner Decl. Ex. G (“Committee 
Report”) at 2–3. 

On July 18, 2018, the City Council unanimously approved 
the proposed legislation. On August 6, 2018, the Mayor 
signed it into law. Klossner Decl. ¶¶ 5, 24. The Ordinance 
is scheduled to take effect on February 2, 2019. Id. ¶ 5. 

Under the Ordinance, “booking services” that, for a fee, 
provide “one or more online, computer or application-
based platforms that individually or collectively can be 
used to (i) list or advertise offers for short-term rentals, 
and (ii) either accept such offers, or reserve pay for such 
rentals,” will be required to submit, on a monthly basis, a 
report of transactions for which they receive fees. N.Y.C. 
Admin. Code §§ 26-2101, 26-2102(a). A “booking 
service” is defined as a “person who ... (1) [p]rovides one 
or more online, computer or application-based platforms 
that individually or collectively can be used to (i) list or 
advertise offers for short-term rentals, and (ii) either 
accept such offers, or reserve or pay for such rentals; and 
(2) [c]harges, collects or receives a fee for the use of such 
a platform or for provision of any service in connection 
with a short-term rental.” Id.; § 26-2101. It is undisputed 
that Airbnb and HomeAway are “booking services” 
within the meaning of the Ordinance. 

Each booking service’s monthly transaction reports must 
include, for every short-term rental listed on the platform: 

(1) The physical address of the short-term rental 
associated with such transaction, including the street 
name, street number, apartment or unit number, 
borough or county, and zip code; 

(2) The full legal name, physical address, phone 
number and email address of the host of such short 
term rental and the uniform resource locator (URL) 
and the individualized name and number of such host 
on such booking service’s platform; 

(3) The individualized name and number and the 
URL of such advertisement or listing; 

(4) A statement as to whether such short-term rental 
transaction involved (i) short-term rental of the 
entirety of a dwelling unit of housing 
accommodations in a building or (ii) short term 
rental of part of such unit or housing 
accommodations; 

(5) The total number of days that the dwelling unit, 
part thereof or housing accommodations in a 
building were rented as a short-term rental through 
such booking service’s platform; 
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(6) The total amount of fees received by such 
booking service for short-term rental; and 

(7) If such booking service collects rent for short-
term rentals on behalf of such host, (i) the total 
amount of such rent received by such booking 
service and transmitted to such host and (ii) the 
account name and consistently anonymized identifier 
for the account number for the account used by such 
host to receive payments from such booking service 
or, if such booking service provides an explanation 
why such anonymized identifies are unavailable, the 
account name and account number of such account. 

N.Y.C. Admin. Code § 26-2102(a). The Ordinance 
requires booking services to turn over this body of 
information with respect to each listing regardless 
whether there is any reason to suspect that the listing, or 
the associated host, is violating the law. 

The Ordinance further provides that a booking service 
“shall obtain, from each host using such booking service 
to offer, manage or administer a short-term rental, lawful 
consent to provide the information described in 
subdivision a to the administering agency.” N.Y.C. 
Admin. Code § 26-2101(b). Such consent, the Ordinance 
provides, can be obtained by “advising or providing 
notice to a user of the booking service that new or 
continuing use of such booking service as a host 
constitutes consent to such disclosure.” Id. A booking 
service’s failure to obtain consent “shall not be a defense 
to a violation” of the reporting requirement. Id. 

Under the Ordinance, these monthly reports must be 
produced to the Mayor’s Office of Special Enforcement 
(“OSE”). N.Y.C. Admin. Code § 16-2101. OSE is a 
governmental entity, established by Mayoral Executive 
Order No. 96 of 2006 and situated within the Mayor’s 
Office of Criminal Justice, to address quality of life issues 
in the City, including “illegal hotels, lawless adult 
establishments, and trademark counterfeiting bazaars.” 
Klossner Decl. ¶ 2; id. Ex. A (“OSE Executive Order”). 
OSE is tasked with enforcing the statutory prohibition 
against unlawful advertising of illegal occupancies in 
multiple dwellings. Klossner Decl. ¶ 4. OSE coordinates 
and conducts joint investigations with various City 
agencies, including criminal law enforcement agencies, to 
address unsafe conditions. Id. ¶ 3. OSE remedies illegal 
conditions through administrative enforcement 
mechanisms or by seeking a court order pursuant to the 
Nuisance Abatement Law, N.Y.C. Admin. Code §§ 7-701 
et seq. Id. 

Non-compliant booking services face penalties under the 
Ordinance: A booking service that fails to submit required 
reports on a monthly basis “shall be liable for a civil 
penalty, to be assessed once per reporting period for each 
set of records corresponding to a listing which is missing, 
incomplete, or inaccurate.” N.Y.C. Admin. Code § 26-
2104. The penalty per violation is the greater “of $ 1,500 
or the total fees collected during the preceding year by the 
booking service for transactions related to the listing.” Id. 

C. This Litigation 

. . . 

2. Overview of Arguments for Preliminary Relief 

Airbnb and HomeAway seek a declaration that the 
Ordinance is unlawful and a preliminary—and eventually 
permanent—injunction barring its enforcement. See 
Airbnb Compl. ¶ 15; HomeAway Compl. ¶ 1. They depict 
the Ordinance as the product of a concerted lobbying 
effort by rival industries aimed at hobbling home-sharing 
platforms’ ability to do business in New York City. See 
Airbnb Br. at 6–9. Specifically, they assert that the hotel 
industry pursued a national lobbying campaign with the 
goal of impairing home-sharing platforms’ ability to 
compete with traditional hotels. See Quinn Decl. Ex. C 
(April 16, 2017 Article) at 1 (reporting that presentation 
minutes for a hotel industry conference stated that a hotel 
lobbying group was pursuing a “multipronged, national 
campaign approach at the local, state and federal 
government” to promote regulations to limit Airbnb’s 
ability to do business). Plaintiffs further assert that the 
hotel industry has worked with City regulators to target 
illegal rental listings. See Quinn Decl. Ex. T (July 12, 
2017 Article), at 4 (reporting that hotel industry funds 
private investigators who alert City regulators to 
potentially illegal listings). 

Airbnb and HomeAway make four arguments as to why 
the Ordinance is unlawful. 

 First, the platforms argue, the Ordinance is facially 
invalid under the Fourth Amendment. Largely relying on 
City of Los Angeles v. Patel, ––– U.S. ––––, 135 S.Ct. 
2443, 192 L.Ed.2d 435 (2015), they argue that the 
Ordinance unconstitutionally compels them to turn over 
information in which they have a protected Fourth 
Amendment interest without any opportunity for pre-
compliance review before a neutral decision-maker. 

Second, for similar reasons, the platforms argue, the 
Ordinance violates Article I, Section 12 of the New York 
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Constitution, which, like the Fourth Amendment, 
guarantees the right to be free from unreasonable 
searches, seizures, and interceptions. N.Y. Constitution, 
Art. I, § 12. 

Third, the platforms argue, the Ordinance conflicts with, 
and so is preempted by, the SCA. Under the SCA, “a 
provider of remote computing services or electronic 
communication services to the public shall not knowingly 
divulge a record or other information pertaining to a 
subscriber or customer of such service ... to any 
governmental entity” unless the user consents or other 
legal process is observed. 18 U.S.C. §§ 2702(a)(3), (c)(1); 
2703(c). Airbnb and HomeAway argue that the Ordinance 
conflicts with that provision because it requires booking 
services to divulge information about customers without a 
subpoena or other legal process. 

Finally, the platforms argue, the Ordinance violates their 
First Amendment rights because it compels them to 
communicate to platform users a message that they do not 
wish to speak: that users must consent to the production to 
OSE of their personal data, and that use of the platform 
will constitute consent to that disclosure. 

As to the remaining preliminary injunction factors, 
Airbnb and HomeAway argue that, without such relief, 
they will suffer irreparable harm and that the balance of 
hardships tips decidedly in their favor. They argue 
primarily that the Ordinance will cause ongoing violations 
of their constitutional rights. They also argue that it will 
force them to incur heavy compliance costs and/or civil 
fines for noncompliance. In contrast, they argue, a 
preliminary injunction will not prejudice the City, 
because, while the Ordinance’s legality is litigated on a 
full record, the City can continue to investigate violations 
of the Multiple Dwelling Laws using conventional 
information-gathering tools such as targeted subpoenas. 

. . . 

II. Applicable Legal Standards for Motions for a 
Preliminary Injunction 

To justify a preliminary injunction, a movant must 
ordinarily demonstrate: (1) irreparable harm absent 
injunctive relief; (2) either a likelihood of success on the 
merits, or a serious question going to the merits to make 
them a fair ground for trial, with a balance of hardships 
tipping decidedly in the plaintiff’s favor; and (3) that the 
public’s interest weighs in favor of granting an injunction. 
See Metro. Taxicab Bd. of Trade v. City of New York, 615 
F.3d 152, 156 (2d Cir. 2010) (citation omitted); Citigroup 

Global Mkts., Inc. v. VCG Special Opportunities Master 
Fund Ltd., 598 F.3d 30, 35 (2d Cir. 2010) (internal 
quotation marks omitted). However, in the instant 
context—a preliminary injunction “sought against 
government action taken in the public interest pursuant to 
a statutory or regulatory scheme”—the alternative 
showing as to the second, likelihood-of-success, element 
is unavailable. Instead, to secure a preliminary injunction, 
the movant must show a likelihood of success on the 
merits. Forest City Daly Hous., Inc. v. Town of N. 
Hempstead, 175 F.3d 144, 149 (2d Cir. 1999). 

III. Likelihood of Success on the Merits 

To establish a likelihood of success, plaintiffs “need not 
show that success is an absolute certainty. [They] need 
only make a showing that the probability of [their] 
prevailing is better than fifty percent.” Eng v. Smith, 849 
F.2d 80, 82 (2d Cir. 1988) (quoting Abdul Wali v. 
Coughlin, 754 F.2d 1015, 1025 (2d Cir. 1985), overruling 
on other grounds recognized by United States v. Thorn, 
317 F.3d 107, 117 (2d Cir. 2003) ). 

Airbnb and HomeAway here argue that, on multiple 
grounds, their facial challenge to the Ordinance is likely 
to succeed. 

First, they argue, the Ordinance is facially invalid under 
the Fourth Amendment (and the largely parallel Article I, 
§ 12, of the New York Constitution). This is so, they 
argue, because the Ordinance mandates the warrantless 
seizure of business records protected by the Fourth 
Amendment, without giving the platforms—the subjects 
of these “administrative searches”—an opportunity for 
pre-compliance review before a neutral decision-maker. 
Second, the platforms argue, the Ordinance conflicts with, 
and is preempted by, the SCA. Finally, the platforms 
argue, the Ordinance violates their First Amendment 
rights because it compels them to disseminate messages to 
their users with which the platforms disagree. The Court 
addresses these theories of illegality in turn. 

A. Fourth Amendment 

. . .  

By virtue of its incorporation through the Fourth 
Amendment’s Due Process Clause, the Fourth 
Amendment is binding on states and, relevant here, 
municipalities such as New York City. City of Ontario v. 
Quon, 560 U.S. 746, 750, 130 S.Ct. 2619, 177 L.Ed.2d 
216 (2010). 
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1. Does the Fourth Amendment Apply to the 
Ordinance? 

Airbnb and HomeAway’s challenge to the Ordinance 
requires the Court to apply the Fourth Amendment to a 
novel form of state action: a municipal ordinance that 
requires each participant in an e-commerce industry to 
produce to a regulator, each month, a large subset of its 
user database. The Ordinance realistically could arise only 
in a world of cyber-stored data, in which e-commerce 
companies maintain vast electronic databases as to their 
users, from which they can, if compelled, regularly 
reproduce voluminous stored data for regulators. 

Specifically, the Ordinance compels each home-sharing 
platform operating in New York City every month to 
produce to regulator OSE a transaction report that 
effectively will replicate much of the platform’s user 
database for all New York City rentals. The City Council 
did not specify how the platform is to make this 
production: whether by imaging for OSE the affected 
portions of its database, or by extracting responsive data 
and populating an OSE-prepared form with it, or by some 
other means. But the data that the platforms must produce 
is specified. For each short-term rental, each “booking 
service” must report: 

(1) the physical address of the rental; 

(2) the full legal name, physical address, phone 
number, and email address of the host and the URL and 
individualized name and number of the host as used on 
the platform; 

(3) the individualized name and number and the URL 
of each advertisement or listing; 

(4) a statement by the service as to whether the short-
term rental transaction involved rental of the entirety of 
a dwelling unit or part of that unit; 

(5) the total number of days that the dwelling unit or 
part thereof was rented as a short-term rental through 
the booking platform; 

(6) the total amount of fees received by such booking 
service for the short-term rental; and 

(7) the total amount of rent received by the service and 
transmitted to the host, the account name and account 
number (or consistently anonymized identifier for the 
account number) used by the host. 

The Ordinance’s obligation to produce this data applies to 
all “booking services” and is of indefinite duration. The 
Ordinance does not restrict OSE’s use of the booking 
service’s data or OSE’s ability to share it with criminal 
enforcement and other governmental authorities. 

A threshold issue—which the parties’ briefs largely gloss 
over—is whether the Fourth Amendment applies at all to 
the Ordinance. The Ordinance differs in two major 
respects from a paradigmatic search or seizure by law 
enforcement. First, it does not contemplate physical entry 
by a state actor onto the premises of the home-sharing 
platform. The platform instead, like the recipient of a 
regulatory subpoena, is ordered to furnish data to the OSE 
or face financial penalties for failing to do so. Second, the 
Ordinance is not the act of an executive branch actor. It is 
an act of municipal legislation that compels the 
production of data to an executive branch regulator. 
Insofar as the paradigmatic Fourth Amendment search 
“implies a quest by an officer of the law,” Hale v. Henkel, 
201 U.S. 43, 76, 26 S.Ct. 370, 50 L.Ed. 652 (1906), such 
as a law enforcement agency, and the paradigmatic Fourth 
Amendment seizure “contemplates a forcible 
dispossession of the owner” of the items to be seized, id., 
the Ordinance is, in these respects, an outlier. 

Notwithstanding these features, the Court has little 
difficulty holding that the Ordinance is a search or seizure 
within the Fourth Amendment. 

As to the absence of physical entry, such entry is not 
required to trigger application of the Fourth Amendment. 
A search or seizure within the Fourth Amendment occurs 
when the state either “physically occupie[s] private 
property for the purpose of obtaining information,” 
United States v. Jones, 565 U.S. 400, 404, 132 S.Ct. 945, 
181 L.Ed.2d 911 (2012), or invades a constitutionally 
protected privacy interest to gather information, see, e.g., 
Katz v. United States, 389 U.S. 347, 360–61, 88 S.Ct. 
507, 19 L.Ed.2d 576 (1967) (Harlan, J., concurring). 

To be sure, the entry by the state onto private premises for 
the purpose of seizing records or other effects represents a 
particularly acute intrusion on privacy. See Oklahoma 
Press Pub. Co. v. Walling, 327 U.S. 186, 204, 66 S.Ct. 
494, 90 L.Ed. 614 (1946). But . . . the Supreme Court has 
recognized that governmental demands for the production 
of papers in which the holder has a protected privacy 
interest also implicate the Fourth Amendment, with some 
cases deeming such compulsory legal process to work a 
“constructive search.” See, e.g., id. at 202, 66 S.Ct. 494. . 
. . This line of authority makes clear that the compelled 
production from home-sharing platforms of user records 
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is an event that implicates the Fourth Amendment. And, 
of course, it is long settled that the Fourth Amendment’s 
protection of “papers” covers business records. See. 

As to the fact that the Ordinance is a legislative, rather 
than executive, act of compulsion, that too does not 
remove it from Fourth Amendment review. In Patel, the 
Supreme Court considered, as here, a municipal 
ordinance. The Los Angeles ordinance required hotel 
operators to record, maintain, and make available for 
inspection by the police certain information about guests. 
135 S.Ct. at 2448–49. The Court evaluated the ordinance 
on its face, finding facial review permissible, id. at 2449–
50. It then held the ordinance facially invalid under the 
Fourth Amendment because it lacked a mechanism for 
pre-compliance review. Id. at 2453–54. In light of Patel, 
the platforms’ facial challenge to the Ordinance here 
under the Fourth Amendment may similarly proceed. 

The City makes two separate arguments—specific to 
these plaintiffs—why Airbnb and HomeAway do not 
have, or once had but have relinquished, Fourth 
Amendment interests in the records covered by the 
Ordinance. 

First, it argues that the home-sharing platforms do not 
have a protected privacy interest in the data sought by the 
Ordinance, because this data largely relates to users of the 
platforms, not the platforms themselves. That argument is 
foreclosed by Patel. The data sought there by the 
municipal regulation—including guests’ names and 
addresses, and details about guests’ vehicles—also largely 
originated with guests, not the hotel operators. But the 
Supreme Court in Patel implicitly recognized—and the en 
banc decision of the Ninth Circuit, which the Supreme 
Court affirmed, explicitly held—that the records at issue 
were ones in which the hotel owners had a reasonable 
expectation of privacy. As the Ninth Circuit put the point 
in explaining why the Fourth Amendment protects a hotel 
from unreasonable seizures of records that it prepares and 
maintains as to its guests: 

The business records covered by [the 
challenged ordinance] are the hotel’s 
private property, and the hotel therefore has 
both a possessory and an ownership interest 
in the records. By virtue of those property-
based interests, the hotel has the right to 
exclude others from prying into the 
contents of its records, which is also the 
source of its expectation of privacy in the 
records. 

Patel v. City of Los Angeles, 738 F.3d 1058, 1061 (9th 
Cir. 2013) (en banc) (Watford, J.) aff’d, ––– U.S. ––––, 
135 S.Ct. 2443, 192 L.Ed.2d 435 (2015). 

Airbnb and HomeAway have a similar privacy interest in 
the data that New York seeks as to their users, which 
closely resembles the data as to hotel guests that Los 
Angeles sought in Patel. Like a hotel, a home-sharing 
platform has at least two very good reasons to keep host 
and guest information private, whether as to these users’ 
identities, contact information, usage patterns, and 
payment practices. One is competitive: Keeping such data 
confidential keeps such information from rivals (whether 
competing platforms or hotels) who might exploit it. The 
other involves customer relations: Keeping such data 
private assuredly promotes better relations with, and 
retention of, a platform’s users. 

For these reasons, as the Ninth Circuit observed in Patel, 
customer-facing businesses, including in hospitality 
industries, “do not ordinarily disclose, and are not 
expected to disclose ... commercially sensitive 
information” such as “customer lists,” other customer-
specific data, and “pricing practices.” Id. at 1062. As in 
Patel, where the hotels were held to have a Fourth 
Amendment interest in the records of their guests, this 
Court holds that platforms have privacy interests in their 
user-related records that “are more than sufficient to 
trigger Fourth Amendment protection.” Id. at 1062.  

Second, the City argues, even if the Ordinance effects a 
seizure of material otherwise protected by the Fourth 
Amendment, Airbnb and HomeAway have forfeited the 
right to claim a privacy interest in these records. They 
have done so, the City argues, in two ways. First, by 
policy, each platform has alerted users that if it is required 
or permitted to do so by law, it may disclose customer 
information to regulators. See Airbnb Privacy Policy § 
3.5; HomeAway Privacy Policy at 3. Second, when 
confronted with subpoenas for such data from OSE, the 
platforms historically have complied, and, either promptly 
or eventually, have “disclose[d] their customers’ personal 
information to third-parties, including governmental 
entities, based on their consumers’ consent.” City Opp. 
Br. at 14–15. 

This argument is unpersuasive. To the extent the City 
relies on policies of Airbnb and HomeAway that alert 
users that the platforms may be obliged to disclose user 
data to regulators, these bear on whether users of the 
platforms, having relinquished data to third party 
repositories such as Airbnb or HomeAway, may claim a 
reasonable expectation of privacy as against the 

http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2036504517&pubNum=0000708&originatingDoc=Ie0f6ee800fb411e9a99cca37ea0f7dc8&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2036504517&pubNum=0000708&originatingDoc=Ie0f6ee800fb411e9a99cca37ea0f7dc8&refType=RP&fi=co_pp_sp_708_2448&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_708_2448
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2036504517&pubNum=0000708&originatingDoc=Ie0f6ee800fb411e9a99cca37ea0f7dc8&refType=RP&fi=co_pp_sp_708_2449&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_708_2449
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2036504517&pubNum=0000708&originatingDoc=Ie0f6ee800fb411e9a99cca37ea0f7dc8&refType=RP&fi=co_pp_sp_708_2449&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_708_2449
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2036504517&pubNum=0000708&originatingDoc=Ie0f6ee800fb411e9a99cca37ea0f7dc8&refType=RP&fi=co_pp_sp_708_2453&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_708_2453
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2036504517&pubNum=0000708&originatingDoc=Ie0f6ee800fb411e9a99cca37ea0f7dc8&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2036504517&pubNum=0000708&originatingDoc=Ie0f6ee800fb411e9a99cca37ea0f7dc8&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2036504517&pubNum=0000708&originatingDoc=Ie0f6ee800fb411e9a99cca37ea0f7dc8&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2032374187&pubNum=0000506&originatingDoc=Ie0f6ee800fb411e9a99cca37ea0f7dc8&refType=RP&fi=co_pp_sp_506_1061&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_506_1061
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2032374187&pubNum=0000506&originatingDoc=Ie0f6ee800fb411e9a99cca37ea0f7dc8&refType=RP&fi=co_pp_sp_506_1061&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_506_1061
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2036504517&pubNum=0000708&originatingDoc=Ie0f6ee800fb411e9a99cca37ea0f7dc8&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2036504517&pubNum=0000708&originatingDoc=Ie0f6ee800fb411e9a99cca37ea0f7dc8&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2032374187&pubNum=0000506&originatingDoc=Ie0f6ee800fb411e9a99cca37ea0f7dc8&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2032374187&pubNum=0000506&originatingDoc=Ie0f6ee800fb411e9a99cca37ea0f7dc8&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2032374187&pubNum=0000506&originatingDoc=Ie0f6ee800fb411e9a99cca37ea0f7dc8&refType=RP&fi=co_pp_sp_506_1062&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_506_1062
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2032374187&pubNum=0000506&originatingDoc=Ie0f6ee800fb411e9a99cca37ea0f7dc8&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2032374187&pubNum=0000506&originatingDoc=Ie0f6ee800fb411e9a99cca37ea0f7dc8&refType=RP&fi=co_pp_sp_506_1062&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_pp_sp_506_1062


7 

 

platforms’ disclosure of such data in response to lawful 
process. See, e.g., Carpenter, 138 S.Ct. at 2216. But that 
quotidian notification to customers does not deprive the 
platforms of the right to claim a reasonable expectation of 
privacy in their business records chronicling their 
dealings with customers. It certainly does not disable the 
platforms from claiming that a search or seizure was 
unlawful. 

To the extent the City relies on the platforms’ past 
compliance with subpoenas, the record reflects that such 
subpoenas to date have been limited in number and 
targeted in scope. The City has not identified any instance 
in which Airbnb or HomeAway, when not subject to 
compulsion by legal process, has voluntarily disclosed 
user data such as that covered by the Ordinance. The 
platforms’ compliance with valid subpoenas did not 
relinquish, as against any future demand for user-related 
records, their Fourth Amendment interest in such 
materials. It did not relinquish the platforms’ right to 
challenge the far more sweeping monthly seizures the 
Ordinance compels. Much as compliance with one 
subpoena does not preclude an entity from challenging a 
later subpoena, so, too, each platform retains the right to 
challenge under the Fourth Amendment the new 
Ordinance compelling the monthly surrender of vastly 
larger amounts of user data. 

. . . 

The Court, therefore, holds that the Ordinance implicates 
the Fourth Amendment. It puts in place a search and 
seizure regime that implicates protected privacy interests 
of the “booking services” whose user records must be 
produced monthly to the OSE. The Court now considers 
whether this regime satisfies the Fourth Amendment. 

2. Is the Ordinance Reasonable? 

The Fourth Amendment’s central command is that official 
searches and seizures be reasonable. The permissibility of 
any governmental search scheme is judged by balancing 
its intrusion on the individual’s Fourth Amendment 
interests against its promotion of legitimate governmental 
interests. 

In the context of criminal investigations, this balance is 
ordinarily struck “in favor of the procedures described by 
the Warrant Clause of the Fourth Amendment.” Skinner, 
489 U.S. at 619, 109 S.Ct. 1402. . . 

Outside the criminal context, however, the Supreme 
Court, in assessing reasonableness, has not insisted on the 

procedures described by the Warrant Clause. As the Court 
reiterated in Patel: “Search regimes where no warrant is 
ever required may be reasonable where special needs 
make the warrant and probable-cause requirement 
impracticable, and where the primary purpose of the 
searches is distinguishable from the general interest in 
crime control.” Patel, 135 S. Ct. at 2452 (internal 
quotation marks, alterations, and citations omitted). 

The Supreme Court’s assessment of whether searches and 
seizures outside of the criminal context are reasonable has 
always turned on the particular circumstances at hand. In 
evaluating the reasonableness of the Ordinance’s 
industry-wide demand for monthly productions of New 
York City user records to OSE, the Court here has found 
instructive two related lines of authority involving 
governmental searches and seizures occurring outside of 
the criminal context. 

The first line of authority involves agency investigative 
subpoenas and similar process. As reviewed above, the 
Fourth Amendment applies to such subpoenas. . . 

The second line of authority involves civil administrative 
inspection schemes, generally known as “administrative 
searches,” undertaken for purposes other than to “search[] 
for evidence of crime.” Michigan v. Tyler, 436 U.S. 499, 
511–12, 98 S.Ct. 1942, 56 L.Ed.2d 486 (1978) . . . 

. . . 

The Court now evaluates, in light of these two lines of 
Fourth Amendment authority, the reasonableness of New 
York City’s Ordinance. 

Two features of the Ordinance mitigate the official 
intrusion on the platforms’ privacy and security interests. 
First, . . . the Ordinance does not entail the on-site 
presence of state officers or any physical entry into the 
quarters of the booking services subject to it. The 
Ordinance . . . obliges booking services to produce 
records to an agency. Second, the Ordinance does not 
appear to give OSE discretion as to the information that 
the booking service is required to produce. Instead, the 
Ordinance prescribes that data, with commendable 
precision. Other potential infirmities aside, the Ordinance 
thus does not implicate one animating concern of the 
Fourth Amendment: “random or arbitrary acts of 
government agents,” Skinner, 489 U.S. at 621–22, 109 
S.Ct. 1402, searching a business or residence unguided by 
“specific neutral criteria,” Marshall, 436 U.S. at 323, 98 
S.Ct. 1816. In these respects, the Ordinance impinges on 
the protected Fourth Amendments of subject entities less 
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than the Los Angeles ordinance in Patel, which obliged 
hotels to make their guest records available on demand to 
police for on-site review. 135 S.Ct. at 2447. 

On the other hand, the scale of the production that the 
Ordinance compels each booking service to make is 
breathtaking. Each month, the Ordinance appropriates 
from every participant in the burgeoning home-sharing 
industry what is effectively a wholesale replica of that 
booking service’s database as to New York City users. 
The information called for appears to capture virtually all 
monthly information the service receives from each user.11 
Had it been in effect in 2016, the Ordinance thus would 
have compelled Airbnb to produce user data as to each of 
the more than 700,000 bookings executed that year over 
Airbnb’s platform. See Airbnb Economic Report at 32. 
The Ordinance does not have a temporal sunset. 

. . . The universality of the Ordinance’s monthly 
production demand (covering all short-term rentals in 
New York City), the sheer volume of guest records 
implicated, and the Ordinance’s infinite time horizon all 
disfavor the Ordinance when evaluated for reasonableness 
under the Fourth Amendment. 

Indeed, the Ordinance is the antithesis of a targeted 
administrative subpoena for business records. Under the 
line of cases reviewed above, to satisfy the Fourth 
Amendment, such a subpoena must have a limited scope, 
a relevant purpose, and specificity in its demands. These 
familiar conditions present “rather minimal limitations on 
administrative action.” See, 387 U.S. at 544–45, 87 S.Ct. 
1737. But these limitations protect important 
constitutional interests in liberty and privacy. The 
requirement that an agency subpoena be targeted in these 
ways and not an invitation to a fishing expedition—that 
the agency “delimit the confines of a search by 
designating the needed documents in a formal subpoena,” 
id.—respects the Fourth Amendment interests of the 
subject entity. It enables a reviewing court to determine 
whether “compliance will not be unreasonably 
burdensome.” Id. at 544, 87 S.Ct. 1737. 

By all appearances, however, the Ordinance is devoid of 
any tailoring. On the contrary, it appears to be the 
functional equivalent of a legislative edict mandating that 
OSE issue an identical subpoena to every covered 
booking service operating in New York City, every month 
starting in February 2019 and extending into perpetuity, 
calling for production of the prescribed data as to all New 
York City users. In contrast to a tailored subpoena, the 
Ordinance applies across-the-board to all short-term 
listings in New York City. It does so regardless whether 

there is any factual basis whatsoever to suspect that any 
particular listing, or user, or building, or complex, at issue 
is in violation of the Multiple Dwelling Laws. 

The City’s justification for the Ordinance’s sweeping 
scope is that such a law would facilitate OSE’s 
enforcement efforts. The City so explained at the October 
5 hearing. Hr’g Tr. at 45. By giving OSE access, in 
substance if not form, to the listings databases of Airbnb, 
HomeAway, and other home-sharing platforms, the 
Ordinance would expedite OSE’s mission of identifying 
listings that violate the Multiple Dwelling Laws. The 
Ordinance would spare OSE the need to build cases 
through conventional investigative means. Instead of 
developing leads as to illegal rentals (e.g., from 
neighbors, coop and condo boards, or other complainants) 
and then following up—including by issuing subpoenas to 
home-sharing platforms targeted to suspect listings—the 
OSE could henceforth search the platforms’ electronic 
user records for unlawful or apparently unlawful listings. 

At least on its record developed to date, the City’s 
justification is less than convincing. OSE is able to 
document, in its history, issuing a combined 15 targeted 
subpoenas to Airbnb and HomeAway. This limited track 
record hardly suggests that compliance with the historical 
Fourth Amendment standards governing administrative 
subpoenas, including tailoring, is impractical or destined 
to be ineffectual. The City’s showing to date has not 
justified its bid, in the context of information demands to 
home-sharing platforms, to dispense with these familiar 
standards. 

In its Fourth Amendment jurisprudence, the Supreme 
Court, in fact, has repeatedly disdained justifications like 
that offered by the City. As the Court has repeatedly 
emphasized, while the Fourth Amendment’s 
reasonableness command must adapt to changing times 
and technology, the test of reasonableness is not whether 
an investigative practice maximizes law enforcement 
efficacy. Other factors, including the extent of the 
intrusion on protected privacy interests, weigh heavily, 
often decisively, in the balance. See, e.g., Carpenter, 138 
S.Ct. at 2218; Patel, 135 S.Ct. at 2456; Jones, 565 U.S. at 
415–16, 132 S.Ct. 945.  

Here, while granting OSE the run of the vast user 
databases of platforms like Airbnb and HomeAway would 
surely aid OSE in its mission to identify and pursue 
violators of the Multiple Dwelling Laws, no Fourth 
Amendment precedent countenances this expedient. The 
City has not cited any decision suggesting that the 
governmental appropriation of private business records on 
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such a scale, unsupported by individualized suspicion or 
any tailored justification, qualifies as a reasonable search 
and seizure. 

. . . 

The Ordinance thus presents, at a minimum, substantial 
questions as to whether its compelled monthly production 
of the entirety of booking services’ New York City user 
records is reasonable under the Fourth Amendment. 

The Fourth Amendment requirement that there be some 
form of pre-compliance review exists to ensure that a 
neutral decisionmaker has evaluated questions such as 
this. From the perspective of a booking service, each 
monthly production obligation under the Ordinance may 
be likened to an administrative subpoena from OSE 
demanding the same materials. Under the lines of Fourth 
Amendment case law reviewed above, were Airbnb, 
HomeAway, or a like platform to receive such a 
subpoena, the platform would be entitled to litigate the 
legality of the subpoena before its enforcement in court. 
Airbnb in fact has litigated OSE’s past subpoenas in this 
fashion. And for the reasons above, a platform 
challenging a demand that it produce a full set of its New 
York City user records for a given month would have, at a 
minimum, a substantial argument under the Fourth 
Amendment that the required production was 
unreasonable. The City, however, denied at the October 5 
hearing that pre-compliance review is required of the 
monthly provision of data that the Ordinance compels. 
Hr’g Tr. 15. 

The City is wrong. As reflected in Patel, both lines of 
pertinent Fourth Amendment case authority—that 
involving agency subpoenas and that involving 
administrative inspections—have emphasized the need for 
some form of pre-compliance review. Patel’s review of 
this authority, in fact, was the basis of its pronouncement 
that “the subject of the search must be afforded an 
opportunity to obtain precompliance review before a 
neutral decisionmaker.” 135 S.Ct. at 2452. The Los 
Angeles ordinance’s failure to give the hotel owner an 
opportunity to “have a neutral decisionmaker review an 
officer’s demand to search the registry before he or she 
faces penalties for failing to comply,” made the ordinance 
facially invalid. See id. at 2453. 

By these standards, New York’s Ordinance appears 
similarly deficient. The City has not pointed to any 
provision that puts in place or identifies a mechanism for 
pre-compliance review. The Ordinance does not provide 
for a neutral forum before which a booking service could 

argue, before a monthly production deadline, that the 
demand for user data was unreasonable under the Fourth 
Amendment (e.g., because of its scale or lack of 
tailoring). Nor does the Ordinance provide for a neutral 
forum before which a booking service could challenge a 
penalty for noncompliance imposed by OSE on the 
grounds that, as in Camara, the underlying demand for 
user records had violated the Fourth Amendment.12 And 
as the colloquy at the October 5 hearing demonstrated, 
these penalties, of up to $ 1,500 per listing, could prove 
punishing, if not an existential threat, to a booking 
service. That is so whether a “listing” is defined to refer to 
each offer of a premises for rental or to refer, in the 
aggregate, to all offers for that premises each month. See 
Hr’g Tr. 18–24. 

The City has alternatively argued that, if pre-compliance 
review is required, the Court’s evaluation of the 
Ordinance in this litigation would qualify. See City Opp. 
Br. at 17. But any such review by the Court could assess 
only whether the Ordinance, on its face, was reasonable 
under the Fourth Amendment. This Court’s facial 
assessment in this litigation would not give a particular 
booking service a forum to challenge any particular 
application of the Ordinance. Even if the Ordinance were 
upheld facially, each booking service would have a right 
to challenge the Ordinance’s application to it, in general 
and monthly, on the grounds that circumstances particular 
to it made the obligation and associated penalties 
unreasonable. The Ordinance, however, like the ordinance 
invalidated facially in Patel for this failing, fails to 
provide a neutral forum in which a booking service could 
bring such a challenge. 

In any event, even if this Court’s pre-effective-date 
assessment of the reasonableness of the Ordinance 
qualified as constitutionally adequate pre-compliance 
review, that assessment, albeit on the limited record 
developed to date, would not assist the City’s cause. On 
the contrary, the Court’s present assessment is that it is 
likely that the Ordinance’s categorical demand that all 
booking services make sweeping monthly data 
productions would be held unreasonable under the Fourth 
Amendment. 

. . . 

An historical perspective underscores this overreach. An 
attempt by a municipality in an era before electronic data 
storage to compel an entire industry monthly to copy and 
produce its records as to all local customers would have 
been unthinkable under the Fourth Amendment. It would 
have been out of bounds on the grounds of excessive 
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burden alone. The more ready ability of a modern 
company whose business is accomplished through cyber 
communications to comply with such a demand lessens 
the burden objection. But this should not obscure the 
extent to which the Ordinance departs from Fourth 
Amendment standards. A ruling upholding the Ordinance 
as reasonable would invite municipalities to make similar 
demands on e-commerce companies, whether by 
legislation or subpoena, for the routinized production to 
investigative agencies of broad-ranging records as to all 
users or customers. It would invite such productions so as 
to permit regulators to troll these records for potential 
violations of law, even as to customers as to which there 
had been no basis theretofore to suspect any violation of 
law. 

Existing Fourth Amendment law does not afford a charter 
for such a wholesale regulatory appropriation of a 
company’s user database. . .  

On the record at hand, the Court therefore finds it likely 
that Airbnb and HomeAway will succeed in invalidating 
the Ordinance as unreasonable under the Fourth 
Amendment. . . 

B. The Stored Communications Act 

The Court turns now to plaintiffs’ argument that they are 
likely to prevail because the Ordinance conflicts with, and 
is preempted by, the Stored Communications Act. 
Although this argument is colorable, the Court is not 
prepared to conclude that plaintiffs are likely to succeed 
on their merits of this claim. 

 . . . 

C. First Amendment 

Finally, plaintiffs challenge the Ordinance on First 
Amendment grounds. They argue that the Ordinance 
unconstitutionally requires them to adopt and 
communicate a message that they would not choose to 
communicate absent government coercion. . . . The Court 
elects not to address the First Amendment question at 
length here. Having concluded that Airbnb and 
HomeAway are likely to prevail on their Fourth 

Amendment challenge to the Ordinance, it is not 
necessary to do so. 

. . . 

IV. Other Injunctive Factors and Overall Assessment 

A. Irreparable Harm 

A preliminary injunction will issue only if plaintiffs show 
that they are likely to suffer irreparable harm in the 
absence of preliminary relief. . . [The Court finds for 
plaintiff based on] constitutional and commercial harms 
[that] could not readily be remedied. Accordingly, 
plaintiffs have met the irreparable injury requirement for 
preliminary injunctive relief. 

B. The Balance of Hardships 

The Court concludes that the balance of equities strongly 
favors preserving the status quo and preliminarily 
enjoining the Ordinance. 

. . . 

C. The Public Interest 

Finally, the issuance of a preliminary injunction serves 
the public interest. . . . because the Government does not 
have an interest in the unconstitutional enforcement of a 
law. 

. . . 

D. Overall Assessment 

For the reasons reviewed above, the Court holds that each 
factor relevant to the preliminary injunction inquiry 
favors granting the requested relief. . . 

CONCLUSION 

For the foregoing reasons, the Court grants plaintiffs’ 
motions for preliminary relief. The court preliminarily 
enjoins the Ordinance from taking effect pending 
resolution of this litigation. 
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Synopsis 
Background: Online marketplace and hospitality service 
brokerage company brought action seeking declaratory 
judgment that city ordinance regulating short-term 
residential rentals violated Communications Decency Act 
(CDA), Stored Communications Act (SCA), and 
Supremacy Clause. Company moved for preliminary 
injunction. 
  

Holdings: The District Court, Leo T. Sorokin, J., held 
that: 
  
company was not likely to prevail on merits of its claim 
that provision subjecting booking agents to fines for 
accepting fees for booking ineligible units was preempted 
by CDA; 
  
company was not likely to prevail on merits of its claim 
that provision subjecting booking agents to fines for 
accepting fees for booking ineligible units violated First 
Amendment; 
  
company was likely to prevail on merits of its claim that 
provision of ordinance requiring booking agents to 
actively prevent, remove, or de-list any ineligible listings 
was preempted by CDA; 
  
company was not likely to prevail on merits of its claim 
that provision requiring monthly disclosure of location of 
its listings in city and whether listing was for “room” or 
“whole unit” violated CDA and Fourth Amendment; and 
  
company was likely to prevail on merits of its claim that 
provision requiring monthly disclosure of number of 

nights that room or unit was occupied during preceding 
month violated CDA and Fourth Amendment. 
  

Motion granted in part and denied in part. 
  
Procedural Posture(s): Motion for Preliminary 
Injunction. 
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ORDER ON MOTION FOR PRELIMINARY 
INJUNCTION 

SOROKIN, J. 

*116 Airbnb, Inc. seeks a preliminary injunction barring 
the enforcement of certain provisions in a City of Boston 
ordinance aimed at regulating short-term residential 
rentals in Boston. In particular, Airbnb claims three 
sections of the ordinance are preempted by or violate the 
Communications Decency Act, the Stored 
Communications Act, and/or the First, Fourth, and 
Fourteenth Amendments to the United States 
Constitution. After careful consideration, Airbnb’s motion 
is ALLOWED in part and DENIED in part. 
  
 
 

I. BACKGROUND 
Based in San Francisco, Airbnb is a company that 
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operates an “online marketplace for people to list, 
explore, and book both short-term and long-term housing 
accommodations.” Doc. No. 1 at 5.1 Its platform connects 
“hosts” and “guests,” facilitates their communication with 
one another to reserve and book short- or long-term rental 
accommodations, and “provides payment processing 
services” at the time of booking. Id. at 5-6. Airbnb 
charges no fees when a host lists a property on the 
platform, nor does it own or operate any of the properties. 
Id. at 6. Rather, it makes money by collecting “a service 
fee from both the guest and the host,” “determined as a 
percentage of the accommodation fee set solely by the 
host,” which compensates Airbnb for “its publishing, 
listing, and booking services.” Id. The fee is collected 
“instantaneously” at the time of booking. Doc. No. 5 at 2. 
Airbnb has a subsidiary that exists “solely” to provide 
payment processing services for transactions occurring on 
its platform. Doc. No. 34 at 1. 
  
The bulk of the content in Airbnb listings is provided by 
the hosts. In particular, hosts provide unit locations and 
descriptions, set limits on lengths of stay, determine their 
own prices, and choose whether and how to disclose 
compliance with applicable state and local registration 
requirements or other similar regulations. Id. at 2-3; Doc. 
No. 5 at 4. “As a general matter, Airbnb does not review” 
a listing before it is published on the platform, nor does it 
edit the content of listings. Doc. No. 5 at 4-5. It does, 
however, provide “certain ancillary features” that can 
generate automated notifications in connection with 
listings. Doc. No. 34 at 2-3. 
  
Airbnb’s Terms of Service, which all users must accept 
before posting listings or booking reservations, require 
users of the platform to identify and comply with 
applicable “laws, rules and regulations,” including local 
registration or licensing requirements. Doc. No. 5 at 3, 5; 
Doc. No. 5-1 at 3-4. The Terms of Service also require 
users to indemnify Airbnb and its subsidiaries for any 
liability arising from a user’s breach of the Terms of 
Service or “any laws [or] regulations.” Doc. No. 5-1 at 28. 
When signing up for Airbnb, users also must accept a 
Privacy Policy, Doc. No. 5 at 5, which provides: 

Airbnb ... may disclose your 
information, including personal 
information, to ... governmental 
authorities ... if and to the extent we 
are required or permitted to do so 

by law or if such disclosure is 
reasonably necessary ... to comply 
with our legal obligations.... These 
disclosures may be necessary to 
comply with our legal 
obligations.... 

*117 Doc. No. 5-1 at 11-12. The Policy further states that 
Airbnb “may” notify users of requests for such 
disclosures, but it neither requires nor guarantees such 
notice. Id. at 12. 
  
In June 2018, the City enacted “Docket #0764, an 
Ordinance Allowing Short-Term Residential Rentals in 
the City of Boston,” to “provide a framework to allow and 
regulate short-term rentals in the City through a 
registration process.” Doc. No. 21-1 at 2. The Ordinance 
limits the types of properties eligible for use as short-term 
rentals, restricts how many days per year a property may 
be used in that manner, requires registration of units that 
are to be used for that purpose, and specifies penalties for 
individuals operating short-term rentals in violation of the 
Ordinance. Id. at 7-16. Besides regulating operators of 
short-term rental units, the Ordinance also contains 
provisions applicable to a “Booking Agent,” which the 
Ordinance defines as “[a]ny person or entity that 
facilitates reservations or collects payments for a 
Short-Term Rental on behalf of or for an Operator.” Id. at 
7. The parties agree that Airbnb is a “Booking Agent” 
within the meaning of the Ordinance. 
  
This action focuses on three sections of the Ordinance 
pertaining to Booking Agents. The first is subsection 
9-14.9(a), which specifies “Penalties” for “Offering an 
Ineligible Unit as a Short-Term Rental” (“the Penalties 
provision”): “[A]ny Booking Agent who accepts a fee for 
booking a unit as a Short-Term Rental, where such unit is 
not an eligible Residential Unit, shall be fined three 
hundred dollars ($ 300) per violation per day.”2 Id. at 14. 
The second is subsection 9-14.10(b), which provides for 
“Enforcement [of the Ordinance] by [a] Booking Agent” 
(“the Enforcement provision”): 

The Commissioner shall enter into agreements with 
Booking Agents for assistance in enforcing the 
provisions of this section, including but not limited to 
an agreement whereby the Booking Agent agrees to 
remove a listing from its platform for exceeding the 
maximum number of days a Residential Unit may be 



Sylvain, Olivier 6/10/2020 
For Educational Use Only 

Airbnb, Inc. v. City of Boston, 386 F.Supp.3d 113 (2019)  
 
 

 © 2020 Thomson Reuters. No claim to original U.S. Government Works. 3 
 

offered as a Short-Term Rental, whereby the Booking 
Agent agrees to remove a listing from its platform that 
is deemed ineligible for use as a Short-Term Rental 
under the provisions of this Ordinance, and whereby 
the Booking Agent agrees to prohibit a host from 
listing any listing without a valid registration number 
from the City. 

Any Booking Agent that fails to enter into such 
agreements to actively prevent, remove or de-list any 
ineligible listings shall be prohibited from conducting 
business in the City. 

Id. at 15. The final challenged provision is section 
9-14.11, which relates to “Data Sharing” (“the Data 
provision”): 

A Booking Agent shall provide to 
the City, on a monthly basis, an 
electronic report, in a format 
determined by the City, ... of the 
listings maintained, authorized, 
facilitated or advertised by the 
Booking Agent within the City of 
Boston for the applicable reporting 
period. The report shall include a 
breakdown of where the listings are 
located, whether the listing is for a 
room or a whole unit, *118 and 
shall include the number of nights 
each unit was reported as occupied 
during the applicable reporting 
period. 

Id. at 15-16. The Ordinance took effect on January 1, 
2019. 
  
Airbnb sued the City on November 13, 2018, seeking 
declarations that the challenged provisions of the 
Ordinance violate section 230 of the Communications 
Decency Act (“CDA”), 47 U.S.C. § 230; the Stored 
Communications Act (“SCA”), 18 U.S.C. § 2701 et seq.; 
and the Supremacy Clause and the First, Fourth, and 
Fourteenth Amendments to the United States Constitution 
(along with parallel provisions in the Massachusetts 
Declaration of Rights). Doc. No. 1. Airbnb also sought to 
preliminarily, then permanently, enjoin enforcement of 
the Ordinance against Booking Agents like itself. Doc. 

Nos. 1, 3. 
  
The City agreed not to enforce the Ordinance against 
Booking Agents pending resolution of this lawsuit. Doc. 
No. 31-4 at 3. Thereafter, it answered the complaint and 
opposed the motion for a preliminary injunction. Doc. No. 
31. Airbnb replied, Doc. No. 32,3 and both parties notified 
the Court of supplemental authorities they deemed 
relevant, Doc. Nos. 22, 36, 37. The Court heard argument 
on the motion on April 8, 2019 and took the matter under 
advisement. 
  
 
 

II. LEGAL STANDARDS 
The familiar standard governs Airbnb’s motion for a 
preliminary injunction. A court assessing such a request 
“must consider: (i) the movant’s likelihood of success on 
the merits of its claims; (ii) whether and to what extent 
the movant will suffer irreparable harm if the injunction is 
withheld; (iii) the balance of hardships as between the 
parties; and (iv) the effect, if any, that an injunction (or 
the withholding of one) may have on the public interest.” 
Corp. Techs., Inc. v. Harnett, 731 F.3d 6, 9 (1st Cir. 
2013). Airbnb “bears the burden of establishing that these 
four factors weigh in its favor.” Esso Standard Oil Co. 
(P.R.) v. Monroig-Zayas, 445 F.3d 13, 18 (1st Cir. 2006). 
A “preliminary injunction is an extraordinary remedy 
never awarded as of right.” Winter v. Natural Res. Def. 
Council, Inc., 555 U.S. 7, 24, 129 S.Ct. 365, 172 L.Ed.2d 
249 (2008). 
  
Resolution of the most seriously contested portion of the 
pending motion turns on whether Airbnb is likely to 
succeed in its challenge to the Penalties provision under 
the CDA. Section 230 of the CDA is titled “Protection for 
private blocking and screening of offensive material.” The 
statute itself identifies five policies underlying it, 
including preserving a “vibrant and competitive free 
market” online “unfettered by Federal or State 
regulation,” while removing “disincentives” for online 
companies to develop and implement tools to block and 
filter “objectionable or inappropriate online material.” § 
230(b). In a subsection headed “Protection for ‘Good 
Samaritan’ blocking and screening of offensive material,” 
§ 230 stipulates that “[n]o provider ... of an interactive 
computer service shall be treated as the publisher or 
speaker of any information provided by another 
information content provider.” 
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States are explicitly permitted *119 to enforce their own 
laws which are “consistent with” § 230, but “[n]o cause of 
action may be brought and no liability may be imposed 
under any State or local law that is inconsistent with” it. § 
230(e)(3). 
  
The First Circuit has explained that, in enacting § 230, 
“Congress sought to encourage websites to make efforts 
to screen content without fear of liability,” and “to permit 
the continued development of the internet with minimal 
regulatory interference.” Jane Doe No. 1 v. 
Backpage.com, LLC, 817 F.3d 12, 19 (1st Cir. 2016); 
accord § 230(b). To these ends, § 230 “broadly” 
immunizes an entity like Airbnb from claims or theories 
of liability that “would treat [it] as the publisher or 
speaker of ... information” provided by a third party. 
Universal Commc’n Sys., Inc. v. Lycos, Inc., 478 F.3d 
413, 418 (1st Cir. 2007) (quotation marks omitted). “An 
interactive service provider remains liable for its own 
speech” and for its own unlawful conduct. Id. at 419. 
  
A central question, then, in assessing claims of CDA 
immunity—and in resolving the challenges presented 
here—is “whether the cause of action necessarily requires 
that the defendant be treated as the publisher or speaker of 
content provided by another.” Jane Doe, 817 F.3d at 19 
(emphasis added). An entity’s “publishing” functions 
include not only “editorial decision[s] with respect to” the 
content of a particular posting, but also policies regarding 
“the structure and operation of the website,” insofar as 
such policies reflect “choices about what content can 
appear on the website and in what form.” Id. at 20-21. 
  
With these principles in mind, the Court turns to the three 
provisions of the Ordinance Airbnb challenges here. 
  
 
 

III. DISCUSSION 
 

A. The Penalties Provision 
The language of the Penalties provision echoes 
ordinances enacted by San Francisco and Santa Monica, 
both of which survived nearly identical legal challenges 
by Airbnb. See HomeAway.com, Inc. v. City of Santa 
Monica, 918 F.3d 676, 680 (9th Cir. 2019) (upholding 
dismissal of claims challenging ordinance prohibiting 

completion of booking transaction and collection of fee 
for rental of unregistered property); Airbnb, Inc. v. City & 
Cty. of San Francisco, 217 F. Supp. 3d 1066, 1071 (N.D. 
Cal. 2016) (declining to enjoin ordinance making “it a 
misdemeanor to collect a fee for providing booking 
services for the rental of an unregistered unit”). In both 
California cases, as in this one, Airbnb’s primary 
challenge was a claim that the relevant provision was 
preempted by § 230 of the CDA. And, in each case, the 
municipalities defended the ordinances as targeting 
affirmative, unlawful conduct by Airbnb distinct from its 
publication of third-party content.4 
  
In the First Circuit, § 230 of the CDA “shields conduct 
if”: “(1) [the defendant] is a provider or user of an 
interactive computer service; (2) the claim is based on 
information provided by another information *120 
content provider; and (3) the claim would treat [the 
defendant] as the publisher or speaker of that 
information.” Jane Doe, 817 F.3d at 19 (quotation marks 
omitted; latter alteration in original); see 
HomeAway.com, 918 F.3d at 681 (reflecting Ninth 
Circuit’s applies a nearly identical three-pronged 
analysis). For present purposes, the parties agree or 
assume that Airbnb is a “provider ... of an interactive 
computer service,” and that the information in Airbnb’s 
listings is “provided by another information content 
provider” (i.e., the hosts). Doc. No. 31 at 13. The Court’s 
focus, then, is on the final prong of the analysis: whether 
the fine described in the Penalties provision treats Airbnb 
“as the publisher or speaker of” the information contained 
in its rental listings. This assessment “depends on whether 
the [theory of liability] necessarily requires that the 
[website operator] be treated as the publisher or speaker 
of content provided by another.” Jane Doe, 817 F.3d at 
19; accord HomeAway.com, 918 F.3d at 682; Airbnb, 217 
F. Supp. 3d at 1074.5 
  
Because the Penalties provision is aimed at regulating 
Airbnb’s own conduct, and not at punishing it for content 
provided by a third party, § 230 of the CDA does not 
preempt it. The record establishes that Airbnb plays 
multiple related but distinct roles in the online platform it 
has established. Two are relevant here: Airbnb acts as 
both a publisher of third-party rental listings, and as an 
agent that books rental agreements between users and 
hosts and collects and distributes payments when such a 
deal is made.6 Doc. No. 5 at 1-2; Doc. No. 34 at 1-2. The 
Penalties provision is directed only at Airbnb’s conduct in 
the latter role; it “cares not a whit about” the decisions 
Airbnb makes as a publisher. Airbnb, 217 F. Supp. 3d at 
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1074. 
  
On its face, the Penalties provision does not impose 
liability based on the content of Airbnb’s listings or the 
editorial decisions Airbnb makes about what can appear 
on its platform. Unlike the Santa Monica ordinance, it 
does not even levy a fine for facilitating the booking of an 
unregistered unit. See HomeAway.com, 918 F.3d at 680 
*121 (noting ordinance obligated Airbnb to “refrain[ ] 
from completing any booking transaction for properties 
not licensed and listed on the City’s registry”). Rather, the 
Penalties provision threatens a fine only if Airbnb 
“accepts a fee for booking” an ineligible unit. Doc. No. 
21-1 at 14. The fine is neither expressly tied to the content 
of the underlying listing, nor explicitly aimed at 
penalizing the manner in which Airbnb has structured its 
booking and payment services. It is triggered based on 
Airbnb’s own conduct as a participant in the rental 
transaction, and it simply requires Airbnb “to 
cross-reference bookings against” the City’s list of 
ineligible units before collecting its fees, thereby “fairly 
charg[ing]” Airbnb “with keeping abreast of the law” 
governing its own behavior.7 HomeAway.com, 918 F.3d 
at 682-83. In these circumstances, Airbnb has not shown a 
likelihood of success on its facial preemption challenge to 
the Penalties provision. 
  
Airbnb alternatively urges that the provision, as applied to 
it, is preempted because its practical effect will be to 
require the monitoring and removal of third-party content, 
as well as a change in website design insofar as booking 
and payment services are concerned. Doc. No. 10 at 22. In 
support, Airbnb points to the Declaration of its Director of 
Business Operations and Strategy, who avers that the 
Penalties provision would effectively, if implicitly, 
“require Airbnb fundamentally to change the structure 
and operation of its platform” and “force [it] to eliminate 
[a] key design feature” which allows users to find and 
then “swiftly book rental transactions on the same 
website,” “because it could not risk allowing an automatic 
booking before reviewing the content of the listing to 
ensure that it complies with the Ordinance.” Doc. No. 5 at 
1, 10; see Doc. No. 10 at 22-25 (analogizing to Nat’l Meat 
Ass’n v. Harris, 565 U.S. 452, 132 S.Ct. 965, 181 L.Ed.2d 
950 (2012)). 
  
The Court accepts “at face value [Airbnb’s] assertion that 
[it] will choose to remove noncompliant third-party 
listings on [its] website as a consequence of the 
Ordinance.” HomeAway.com, 918 F.3d at 683. But that 
assertion—no matter how decisively worded8—cannot 

strip the Court of its obligation to determine, as a matter 
of law, what the Penalties provision in fact requires. See 
id. at 683 n.3 (explaining, in the face of the same sort of 
assertion, that a court is “not bound to accept as true a 
legal conclusion couched as a factual allegation” (citing 
Bell Atl. Corp. v. Twombly, 550 U.S. 544, 555, 127 S.Ct. 
1955, 167 L.Ed.2d 929 (2007))). The plain language of 
the provision mandates no such action by Airbnb. Clearly, 
there are other responses Airbnb theoretically could take 
to avoid liability under the Penalties provision, including 
notifying users that it will enforce the indemnification 
provision that already  *122 is part of its Terms of 
Service in the event Airbnb is fined arising from its 
booking of an ineligible unit. See Airbnb, 217 F. Supp. 3d 
at 1075 (identifying this and other alternative responses). 
  
“Even assuming that [monitoring and] removing certain 
listings may be [Airbnb’s] most practical compliance 
option, allowing internet companies to claim CDA 
immunity under these circumstances would risk 
exempting them from most local regulations and would ... 
create a lawless no-man’s-land on the Internet.” 
HomeAway.com, 918 F.3d at 683 (quotation marks 
omitted). This Court is not persuaded that Congress, in 
enacting the CDA, intended to grant blanket immunity to 
all of a multifaceted company’s conduct simply because 
the company can point to one part of its business 
involving publication of third-party content, and can then 
imagine ways in which regulation of its other 
conduct—no matter how attenuated from its online 
publication functions—will “force” it to make changes to 
the design of its platform. As a matter of law, the Court 
concludes that the Penalties provision reaches Airbnb in 
its capacity as a booking agent and payment processor. In 
doing so, it imposes no liability, nor requires any action, 
that necessarily arises from Airbnb’s publication of 
content provided by another.9 
  
Airbnb advances a third theory in support of its CDA 
challenge to the Penalties provision: “obstacle” or 
“conflict” preemption. Doc. No. 10 at 26-27. Assessing 
this preemption claim requires consideration of “how 
broadly to construe the CDA so as to continue serving the 
purposes Congress envisioned while allowing state and 
local governments breathing room to address the pressing 
issues faced by their communities.” HomeAway.com, 918 
F.3d at 684. The Court agrees that Airbnb’s website is the 
sort of innovative online platform that the CDA generally 
was meant to encourage. Airbnb, however, has not 
established it is likely to succeed in showing that a 
relatively modest fine10—imposed not for something one 
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of Airbnb’s hosts or users published online, but because 
of Airbnb’s independent act of collecting a fee after 
facilitating an illegal rental transaction—meaningfully 
implicates, let alone obstructs, Congress’s desire to 
“allow[ ] website operators to engage in blocking and 
screening of third-party content, free from liability for 
such good-faith efforts.” Jane Doe, 817 F.3d at 18. 
  
In sum, Airbnb’s efforts to invoke the CDA as a basis for 
enjoining the Penalties provision fail. 
  
Finally, Airbnb challenges the Penalties provision on First 
Amendment grounds, arguing it impermissibly imposes a 
content-based financial burden on commercial speech. 
Doc. No. 10 at 27-31. For reasons already thoroughly and 
persuasively articulated by both a panel of the Ninth 
Circuit and a judge in the Northern District of California, 
Airbnb’s First Amendment challenge fails. See *123 
HomeAway.com, 918 F.3d at 684-86 (rejecting identical 
First Amendment challenge because ordinance “did not 
target conduct with a significant expressive element,” and 
“incidental impacts on speech” were “minimal” and 
limited only to advertisements of unlawful rentals); 
Airbnb, 217 F. Supp. 3d at 1076-79 (same). The Penalties 
provision directly and exclusively regulates economic 
activity—the collection of fees for booking illegal 
short-term rentals—not speech or other expressive 
conduct. It is part of an effort by the City to regulate its 
housing and rental market. See Doc. No. 21-1 at 2-3, 7 
(noting purpose of ordinance is to regulate short-term 
rentals through a registration process, in order to 
“improve quality of life” and address “the demand for 
more long-term rental units”). As explained above, the 
Penalties provision does not require Airbnb to edit or 
monitor the speech of others; rather, it permits Airbnb “to 
decide how best to comply with the prohibition on 
[collecting fees from] booking unlawful transactions.” 
HomeAway.com, 918 F.3d at 685. In these circumstances, 
Airbnb has not established a likelihood that either the 
inevitable effect or the stated purpose of the Penalties 
provision implicates the First Amendment. 
  
Accordingly, Airbnb’s motion is DENIED as to the 
Penalties provision. 
  
 
 

B. The Enforcement Provision 
Airbnb urges that the Enforcement provision facially 

compels it to monitor and remove third-party content or 
suffer complete banishment from Boston. This, Airbnb 
argues, constitutes an explicit threat of liability based on 
its role as a publisher of information provided by third 
parties, and, thus, directly invades the immunity bestowed 
upon it by the CDA. Doc. No. 10 at 18-20; Doc. No. 32 at 
7-10. The City initially resisted this view, proposing that 
Airbnb “might be more of a partner in creating listings 
than a bulletin board where other people post their 
content.” Doc. No. 31 at 24. In particular, the City pointed 
to certain standard features of Airbnb’s platform, 
including automatic notifications (e.g., bestowing 
“Superhost” status), Smart Pricing and Instant Book 
options, and cancellation and insurance policies, which 
the City suggested shaped or contributed to the content of 
the listings. Id. at 23. 
  
At oral argument, however, the City retreated on this 
point, agreeing “at this stage” that Airbnb’s standard 
features do not render it a “content provider” with respect 
to the information at issue in this lawsuit—a unit’s 
registration and eligibility under the Ordinance. Doc. No. 
39 at 36-40. The City further conceded that the 
Enforcement provision’s threat of banishment in the event 
of a Booking Agent’s failure to agree to monitor and 
remove listings constitutes, in the City’s view, a threat of 
liability arising from the publication of third-party content 
for purposes of the CDA.11 Id. at 38-39. 
  
*124 In light of the City’s concessions, the Court finds 
that Airbnb has shown it is likely to succeed on the merits 
of its claim that the Enforcement provision is preempted 
by § 230 of the CDA. The Court further finds that Airbnb 
has established it would be irreparably harmed if it were 
required to comply with an unlawful mandate, and that 
the City’s ability to enforce the rest of the Ordinance 
against hosts using Airbnb substantially minimizes any 
hardship the City faces if the Enforcement provision is 
enjoined. 
  
Accordingly, Airbnb’s motion for a preliminary 
injunction is ALLOWED as to the Enforcement 
provision.12 
  
 
 

C. The Data Provision 
The Data Provision requires monthly disclosure of three 
categories of information for Airbnb’s Boston listings: 1) 
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the “location”; 2) whether the listing is for a “room” or a 
“whole unit”; and 3) the number of nights the room or 
unit was occupied during the preceding month. Doc. No. 
21-1 at 15-16. Airbnb challenges the Data provision under 
the Fourth Amendment and the SCA. In order to succeed 
on either challenge, Airbnb must establish that the City 
seeks information in which either Airbnb or its users have 
a reasonable expectation of privacy. See 18 U.S.C. § 
2511(2)(g)(i) (providing that disclosure of information 
that “is readily accessible to the general public” is not 
unlawful under the SCA); Katz v. United States, 389 U.S. 
347, 351, 88 S.Ct. 507, 19 L.Ed.2d 576 (1967) (deeming 
information that is “knowingly expose[d] to the public” to 
be outside the scope of the Fourth Amendment’s 
protection). 
  
The City urges that it will construe the first category of 
information to require only whatever “location” 
description a host has included in the published Airbnb 
listing, and that published listings always include the 
second category’s room-or-unit designation. Doc. No. 
31-4 at 13; Doc. No. 31-11 at 11-12; Doc. No. 39 at 40. 
As to these two pieces of information, then, the City 
argues neither the SCA nor the Fourth Amendment justify 
Airbnb’s resistance to disclosure, since the information is 
available to the public. Doc. No. 31 at 29-31. Airbnb’s 
only rejoinder is to claim that its own compilation of this 
admittedly public information would constitute a private 
business record protected by the Fourth Amendment. 
Doc. No. 32 at 20-22; Doc. No. 39 at 51-55. 
  
To the extent the Data provision compels Airbnb to 
provide monthly lists limited to information appearing in 
its public listings for Boston rental 
properties—specifically, the location description a host 
has provided in the listing, and whether the listed 
accommodation is a room or an entire unit—the Court 
finds Airbnb has not established a likelihood that it will 
succeed in its SCA or Fourth Amendment challenges. 
Neither Airbnb nor its users can reasonably claim an 
expectation of privacy in information included in public 
listings, and Airbnb has not established that a list 
containing only those two categories of information is a 
private business record subject to Fourth Amendment 
protection. As such, the motion for a preliminary 
injunction is DENIED as to the first two categories of 
information identified in the Data provision, insofar as 
those categories *125 describe publicly available 
information.13 
  
The City concedes that the third category of information 

is subject to a different analysis, as the usage data for a 
unit (i.e., the number of nights it was occupied in a given 
time period) is not something Airbnb or its hosts 
generally publish. Doc. No. 31 at 29 n.10; Doc. No. 39 at 
42-43. Indeed, the City all but admitted at the motion 
hearing that Airbnb is likely to succeed on its Fourth 
Amendment challenge as to the usage data component of 
the Data provision. Doc. No. 39 at 42. The Court finds 
Airbnb has a reasonable expectation of privacy in the 
nonpublic usage data for its listings—especially when 
paired with additional information such as the location of 
the unit—and that the City cannot lawfully require 
disclosure of that information without the protections 
guaranteed by the Fourth Amendment (protections which 
are not accounted for in the Ordinance). Airbnb, Inc. v. 
City of New York, 373 F.Supp.3d 467, 480-96 (S.D.N.Y. 
2019). Thus, Airbnb has shown it is likely to succeed in 
its challenge to the third category of information listed in 
the Data provision. Because the Court easily concludes 
that Airbnb would be irreparably harmed by having to 
comply with an unconstitutional requirement that it 
disclose private business information, see id. at 498-500 
(finding that a “threatened, continuous violation of a 
constitutional right constitutes irreparable harm for 
purposes of a preliminary injunction motion”),14 the 
motion is ALLOWED as to the final category of 
information identified in the Data provision. 
  
 
 

IV. CONCLUSION 
Accordingly, the Motion for a Preliminary Injunction 
(Doc. No. 3) is ALLOWED in part and DENIED in part 
as follows: 

1) The motion is DENIED, and no injunction shall 
enter, as to section 9-14.9(a) of the Ordinance. 

2) The motion is ALLOWED as to section 
9-14.10(b), which is PRELIMINARILY ENJOINED 
pending resolution of this litigation. 

3) The motion is DENIED as to section 9-14.11 
insofar as that provision requires monthly reporting 
of publicly available information in the first two 
enumerated categories; as to all other information 
sought, the motion is ALLOWED, and section 
9-14.11 is PRELIMINARILY ENJOINED pending 
resolution of this litigation. 
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By May 17, 2019, the parties shall file a joint status report 
stating their joint or  *126 separate proposal(s) for a 
schedule to govern the remainder of this litigation. 
  
SO ORDERED. 
  

All Citations 

386 F.Supp.3d 113 
 

Footnotes 
 

1 
 

Citations to items appearing on the Court’s electronic docket (“Doc. No. __ at __”) reference the document 
and page numbers appearing in the ECF header. 
 

2 
 

This provision goes on to allow for compounding the fine, treating “[e]ach day’s failure to comply with a 
notice of violation” as “a separate violation.” Doc. No. 21-1 at 14. As the City construes this provision, and 
as this Court reads its plain language, the possibility of compounding fines arises only for Operators (who 
also violate the same subsection by offering an ineligible unit for short-term rental), and not for Booking 
Agents (whose violation of this provision occurs only once per booking, at the moment they accept a fee). 
Doc. No. 31 at 6; Doc. No. 31-4 at 13 
 

3 
 

The Local Rules require double spacing of all memoranda, L.R. 5.1(a)(2), and reply briefs ordinarily are 
limited to five pages absent leave of court, see Standing Order re: Briefing of Summary Judgment Motions 
for Judge Leo T. Sorokin’s Session, available at 
http://www.mad.uscourts.gov/boston/pdf/sorokin/LTS_SO_SumJgmt.pdf. Airbnb’s reply is more than 
twenty pages long, with text that is discernibly condensed to something less than double spacing. Airbnb 
shall conform all future submissions to the Local Rules and to this Session’s practices. Failure to do so 
may lead to the striking of offending submissions. 
 

4 
 

To the extent the City continues to advance the view expressed in its brief that Airbnb lacks standing to 
challenge the Penalties provision because its subsidiary is the entity that would be fined, the Court rejects 
that argument. Even if Airbnb is wrong that it “will incur the financial injury” of any fines imposed on its 
wholly owned subsidiary, and even if the Court were not inclined to view Airbnb and its subsidiary as “a 
collective entity” for CDA purposes, Doc. No. 32 at 10-11, the City itself acknowledges that any 
non-frivolous challenge to Airbnb’s standing could be resolved simply and promptly by adding the 
subsidiary as a plaintiff in this action, Doc. No. 39 at 46-47. 
 

5 
 

Airbnb argues vigorously against relying on the San Francisco and Santa Monica cases, urging that the 
First Circuit has adopted a dramatically broader interpretation of § 230 than the Ninth Circuit has, such that 
in this jurisdiction the CDA expansively protects all decisions a company makes that in any way implicate 
the overall design and operation of its online platform. Doc. No. 32 at 14-15; Doc. No. 39 at 5, 48-49. 
Having considered the relevant First and Ninth Circuit decisions, this Court perceives no material 
differences in how the two Courts of Appeals interpret the CDA. Indeed, the Jane Doe decision discusses 
Ninth Circuit precedent without distinguishing or questioning it, including with respect to the critical prong of 
the inquiry here. See 817 F.3d at 19 (quoting Barnes v. Yahoo!, Inc., 570 F.3d 1096, 1101 (9th Cir. 2009), 
in describing the “ultimate question” regarding whether a cause of action treats a defendant as the 
publisher of third-party content); see also HomeAway.com, 918 F.3d at 681-84 (quoting from and relying 
on Barnes). 
To the extent Airbnb views the California decisions as “outliers,” it mischaracterizes the state of the law. 
Those cases are the only other federal court decisions resolving CDA challenges to similar local 
ordinances. But see Airbnb, Inc. v. City of New York, 373 F.Supp.3d 467, 498-500 (S.D.N.Y. 2019) 
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(enjoining a local data-sharing requirement in a case not involving a related CDA challenge). All other 
cases upon which Airbnb relies involve materially distinct circumstances—civil claims explicitly seeking to 
impose tort liability on an online publisher for harm allegedly arising from postings made by third parties. 
E.g., Jane Doe, 817 F.3d at 16-17. 
 

6 
 

That Airbnb itself views these two functions as distinct aspects of its overall business model is evidenced 
by the fact that it has created a separate business entity—Airbnb Payments, Inc.—to act as the payment 
processor for bookings made through its platform. Doc. No. 34 at 1. 
 

7 
 

Such a requirement is entirely consistent with the First Circuit’s application of CDA immunity in Jane Doe 
and Lycos. In both cases, the Court of Appeals focused on the basis for the plaintiffs’ assertions of liability, 
asking whether “third-party content is ... an essential component of” the plaintiffs’ claims. Jane Doe, 817 
F.3d at 22; accord Lycos, 478 F.3d at 422 (finding defendant’s alleged liability was “premised on imputing 
to it” the content of the challenged postings). Here, the threatened fine arises from Airbnb’s collection of a 
fee for booking an ineligible rental unit, and in no way depends on anything a unit’s owner says when 
advertising the rental. 
 

8 
 

The language in the Declaration seems specifically aimed at avoiding a deficiency that factored into the 
rejection of Airbnb’s challenge to the San Francisco ordinance. See Airbnb, 217 F. Supp. 3d at 1075 (citing 
Airbnb’s failure “to submit evidence showing that the Ordinance will in fact inevitably or perforce require 
them to monitor, remove or do anything at all to the content that hosts post”). 
 

9 
 

For the reasons outlined by the District Court which rejected Airbnb’s challenge to San Francisco’s 
ordinance, this Court finds Airbnb’s reliance on National Meat is misplaced. See 217 F. Supp. 3d at 
1075-76 (distinguishing scope and preemptive effect of FMIA from that of CDA, noting limited application of 
National Meat in other contexts, and rejecting idea that CDA should provide “windfall” for online booking 
agents). 
 

10 
 

Boston’s ordinance provides for a $ 300 fine. Doc. No. 21-1 at 14. San Francisco’s made violations 
misdemeanor offenses punishable by imprisonment and a fine up to $ 1,000. 217 F. Supp. 3d at 1071. 
Santa Monica’s also made violations misdemeanors carrying the possibility of imprisonment and a fine up 
to $ 500. 918 F.3d at 680. Violations of New York’s data-sharing ordinance trigger fines up to $ 1,500. 373 
F.Supp.3d at 477-78. 
 

11 
 

The Enforcement provision’s clause conditioning the ability of Booking Agents to operate in Boston on their 
willingness to agree to enforce local laws is unlike a threat of civil liability premised on a claim that a 
website is responsible for the content its users post. The parties have not cited, and the Court has not 
found, any other decision reviewing a state or local requirement like the Enforcement provision. Because 
the City has elected not to press any argument relying on this distinction, the Court need not assess now 
whether or how it might impact the CDA’s application to the Enforcement provision. Cf. Jane Doe, 817 F.3d 
at 18 (describing § 230 of the CDA as barring “lawsuits seeking to hold a service provider liable for its 
exercise of a publisher’s traditional editorial functions” (emphasis added; quotation marks omitted)); Lycos, 
478 F.3d at 419 (characterizing purpose of § 230 at eliminating “chilling effect” of imposing “intermediary 
tort liability” on internet companies). 
 

12 
 

Because the Court enjoins the Enforcement provision based on Airbnb’s claim of CDA preemption, it need 
not evaluate the alternative constitutional challenges at this time. 
 

13 
 

To the extent the listing’s “location” might be intended or construed to require information beyond the 
location description a host chooses to publish, the motion for a preliminary injunction is ALLOWED as to 
the first category of data. In other words, if a host limits the description in a public listing to the general 
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neighborhood in which a unit is located, and does not publicly provide the street address, the City is 
ENJOINED from requiring Airbnb to provide anything besides the neighborhood designation for that listing, 
pending resolution of this litigation. 
 

14 
 

In the New York case, a city ordinance requiring disclosure of data by Airbnb was preliminarily enjoined in 
its entirety on Fourth Amendment grounds. 373 F.Supp.3d at 500-01. There, though, the ordinance 
explicitly called for the disclosure of seven specified categories of information, including plainly personal 
and non-public user information such as “the full legal name, physical address, phone number, and email 
address of the host.” Id. at 481. The Data provision in Boston’s ordinance is far less intrusive; thus, it 
presents a much more circumscribed threat of constitutional harm which does not warrant enjoining the 
entire provision. 
 

 
 
 
End of Document 
 

© 2020 Thomson Reuters. No claim to original U.S. Government Works. 
 

 
 
 

http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2047263941&pubNum=0007903&originatingDoc=If19c50006ff311e995729f392a712bfc&refType=RP&fi=co_pp_sp_7903_500&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)#co_pp_sp_7903_500
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2047263941&pubNum=0007903&originatingDoc=If19c50006ff311e995729f392a712bfc&refType=RP&fi=co_pp_sp_7903_500&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)#co_pp_sp_7903_500
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2047263941&pubNum=0007903&originatingDoc=If19c50006ff311e995729f392a712bfc&refType=RP&fi=co_pp_sp_7903_481&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)#co_pp_sp_7903_481


Fordham Law Review Fordham Law Review 

Volume 88 Issue 2 Article 4 

2019 

Urbanism Under Google: Lessons from Sidewalk Toronto Urbanism Under Google: Lessons from Sidewalk Toronto 

Ellen P. Goodman 
Rutgers Law School 

Julia Powles 
University of Western Australia 

Follow this and additional works at: https://ir.lawnet.fordham.edu/flr 

 Part of the Law and Society Commons, and the Science and Technology Law Commons 

Recommended Citation Recommended Citation 
Ellen P. Goodman and Julia Powles, Urbanism Under Google: Lessons from Sidewalk Toronto, 88 
Fordham L. Rev. 457 (2019). 
Available at: https://ir.lawnet.fordham.edu/flr/vol88/iss2/4 

This Symposium is brought to you for free and open access by FLASH: The Fordham Law Archive of Scholarship 
and History. It has been accepted for inclusion in Fordham Law Review by an authorized editor of FLASH: The 
Fordham Law Archive of Scholarship and History. For more information, please contact 
tmelnick@law.fordham.edu. 

https://ir.lawnet.fordham.edu/flr
https://ir.lawnet.fordham.edu/flr/vol88
https://ir.lawnet.fordham.edu/flr/vol88/iss2
https://ir.lawnet.fordham.edu/flr/vol88/iss2/4
https://ir.lawnet.fordham.edu/flr?utm_source=ir.lawnet.fordham.edu%2Fflr%2Fvol88%2Fiss2%2F4&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/853?utm_source=ir.lawnet.fordham.edu%2Fflr%2Fvol88%2Fiss2%2F4&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/875?utm_source=ir.lawnet.fordham.edu%2Fflr%2Fvol88%2Fiss2%2F4&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:tmelnick@law.fordham.edu


 

457 

URBANISM UNDER GOOGLE:  LESSONS FROM 
SIDEWALK TORONTO 

Ellen P. Goodman* & Julia Powles** 
 
Cities around the world are rapidly adopting digital technologies, data 

analytics, and the trappings of “smart” infrastructure.  These innovations 
are touted as solutions to help rationalize services and address rising urban 
challenges, whether in housing, transit, energy, law enforcement, health 
care, waste management, or population flow.  Promises of urban innovation 
unite cities’ need for help with technology firms’ need for markets and are 
rarely subject to evidentiary burdens about projected benefits (let alone 
costs).  For the city, being smart is about functioning better and attracting 
tech plaudits.  For the technology company, the smart city is a way to capture 
the value of data flows—either by directly monetizing behavioral insights or 
by using those insights to design or acquire services—and then realizing the 
network effects and monopoly rents that have characterized information 
technology platforms. 

No company is more ambitious about exploring data flows and seeking to 
create and dominate networks of information than Google.  In October 2017, 
Google affiliate Sidewalk Labs embarked on its first prototype smart city in 
Toronto, Canada, through a collaboration with the public development 
authority Waterfront Toronto.  Together, the project partners are planning a 
new kind of data-driven urban environment:  “the world’s first neighborhood 
built from the internet up.”1  The vision is for a neighborhood featuring state-
of-the-art sustainable architecture, autonomous vehicles, sensor-based 
 

*  Professor of Law at Rutgers Law School. 
**  Associate Professor of Law and Technology at the University of Western Australia.  The 
authors wish to thank Julie Di Lorenzo, Gabriel Ferrante, Anna Kramer, Shannon Mattern, 
Sean McDonald, Pamela Robinson, Molly Sauter, Mariana Valverde, and Bianca Wylie for 
their generous comments.  Any mistakes belong to the authors.  This Article was prepared for 
the Symposium entitled Rise of the Machines:  Artificial Intelligence, Robotics, and the 
Reprogramming of Law, hosted by the Fordham Law Review and the Neuroscience and Law 
Center on February 15, 2019, at Fordham University School of Law.  For an overview of the 
Symposium, see Deborah W. Denno & Ryan Surujnath, Foreword:  Rise of the Machines:  
Artificial Intelligence, Robotics, and the Reprogramming of Law, 88 FORDHAM L. REV. 381 
(2019). 
 
 1. Emily Badger, Google’s Founders Wanted to Shape a City.  Toronto Is Their Chance, 
N.Y. TIMES (Oct. 18, 2017), https://www.nytimes.com/2017/10/18/upshot/taxibots-sensors-
and-self-driving-shuttles-a-glimpse-at-an-internet-city-in-toronto.html 
[https://perma.cc/6APB-4K7M]; see also Daniel L. Doctoroff, Reimagining Cities from the 
Internet Up, MEDIUM (Nov. 30, 2016), https://medium.com/sidewalk-talk/reimagining-cities-
from-the-internet-up-5923d6be63ba [https://perma.cc/8L6P-SFZK]. 
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surveillance, and data-driven “responsive” services.  Much of the vision 
draws from leading city planning ideas and foregrounds progressive ideals 
of inclusivity and sustainability.  However, for the crucial first eighteen 
months of the venture, many of the most consequential features of the 
Sidewalk Toronto project were hidden from view and unavailable for serious 
scrutiny.  On basic questions about the proposed set of innovations, the 
players defied public accountability:  questions about data collection, data 
control, privacy, competition, and procurement.  Even more basic questions 
about the use of public space went unanswered:  privatized services, land 
ownership, infrastructure ownership, and, in all cases, the question of who 
is in control.  The net result is that there can be no confidence that the 
Sidewalk Toronto vision is compatible with democratic processes, sustained 
public governance, or the public interest.  This Article analyzes the Sidewalk 
Toronto project as it took shape in its first phase, prior to the release of the 
Master Innovation and Development Plan, and explores three major 
governance challenges posed by the imagined “city of the future”:  
privatization, platformization, and domination.  The significance of this case 
study applies well beyond Toronto.  Google and related companies are 
modeling future business growth embedded in cities and using projects like 
Sidewalk Toronto as test beds.  What happens in Toronto is designed to be 
replicated.  We conclude with some lessons highlighting the precarity of civic 
stewardship and public accountability when cities are confronted with 
tantalizing visions of privatized urban innovation. 

INTRODUCTION 

On Toronto’s eastern waterfront, a mile from the city center, there is a 
twelve-acre, L-shaped plot of land that would come to be known as Quayside.  
The property is largely owned by Waterfront Toronto (WT), a development 
corporation established in 2001 by the Government of Canada, the Province 
of Ontario, and the City of Toronto to assist in the renewal of Toronto’s 
waterfront.2  Quayside came to international attention on October 17, 2017, 
when Sidewalk Labs—a wholly owned subsidiary of the Google 
conglomerate Alphabet Inc.—became the official “innovation and funding 
partner” for the site.3  As such, it was tasked with helping to “create people-
centred neighbourhoods that achieve precedent-setting levels of 
sustainability, affordability, mobility, and economic opportunity” at 
Quayside and, more significantly, to potentially scale its ideas to the vastly 
more substantial 880-acre eastern waterfront, which encompasses the Port 

 

 2. About Us, WATERFRONT TORONTO, https://waterfrontoronto.ca/nbe/portal/waterfront/ 
Home/waterfronthome/about-us [https://perma.cc/PWM4-GKMA] (last visited Oct. 6, 2019); 
Who We Are, WATERFRONT TORONTO, https://waterfrontoronto.ca/nbe/portal/waterfront/ 
Home/waterfronthome/about-us/who-we-are [https://perma.cc/63XM-DMBP] (last visited 
Oct. 6, 2019). 
 3. New District in Toronto Will Tackle the Challenges of Urban Growth, WATERFRONT 
TORONTO (Oct. 17, 2017), https://www.waterfrontoronto.ca/nbe/portal/waterfront/Home/ 
waterfronthome/newsroom/newsarchive/news/2017/october/new+district+in+toronto+will+t
ackle+the+challenges+of+urban+growth [https://perma.cc/5PPB-UG9H]. 
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Lands public redevelopment area adjacent to the site.4  With Sidewalk’s 
involvement, the small and otherwise unremarkable patch of postindustrial 
land at Quayside quickly became the centerpiece of a heated debate, 
nationally and internationally, about innovation, privatization, privacy, 
surveillance, control, and the future of cities and urban life. 

There was a certain giddiness to the relationship between Waterfront 
Toronto and Sidewalk Labs, evident not only in the proliferation of brightly 
hued concept papers and public demonstrations imagining new infrastructure 
for the site5 but also in the speed with which foundational agreements about 
the relationship between the parties and the bounds of the project were 
consummated—all outside of public view.  According to Ontario’s provincial 
auditor, the Board of Waterfront Toronto was given mere days to discuss and 
understand the implications of the initial “Framework Agreement” with 
Sidewalk, dated October 16, 2017, before being asked to approve it.6  It did 
so under intense pressure, given that the prime minister, the premier, and the 
mayor had all been lined up to make the announcement public only days 
later.7  Waterfront Toronto and Sidewalk kept this original Framework 
Agreement secret, apart from the release of a short summary.8 

Even Toronto city officials were kept in the dark as concerns about 
ownership and governance percolated and the project attracted intense public 
interest and media attention.9  It took nine-and-a-half months for the parties 
to release more details in another superseding agreement, the “Plan 
 

 4. Id. 
 5. Molly Sauter, City Planning Heaven Sent, E-FLUX ARCHITECTURE (Feb. 1, 2019), 
https://www.e-flux.com/architecture/becoming-digital/248075/city-planning-heaven-sent/ 
[https://perma.cc/Y7P2-FWBH] (“Sidewalk Toronto is, still, a digitally-bounded project, built 
out of renderings with persuasive power but no planning utility. . . .  [It is] fantastic, 
fantastical, and phantasmic.”). 
 6. 1 OFFICE OF THE AUDITOR GEN. OF ONT., ANNUAL REPORT 2018, at 649 (2018), 
http://www.auditor.on.ca/en/content/annualreports/arreports/en18/v1_315en18.pdf [https:// 
perma.cc/H8NC-QPEA] [hereinafter AUDITOR REPORT]. 
 7. Id. at 691.  This was not a unanimous vote, according to former board member Julie 
Di Lorenzo (the chair of the Investment and Real Estate Committee). Email from Julie Di 
Lorenzo to Julia Powles, Professor of Law & Tech., Univ. of W. Austl. (May 12, 2019, 6:28 
PM) (on file with authors).  Di Lorenzo voted in dissent, two board members were absent, and 
one board member abstained. Id.; see also Telephone Interview with Julie Di Lorenzo (Apr. 
2019). 
 8. David Rider, Toronto’s High-Tech Quayside District Takes ‘Next Step’ as New Deal 
Reached with Google Sister Company, STAR (July 31, 2018), https://www.thestar.com/ 
news/city_hall/2018/07/31/sidewalk-labs-deal-unlocks-40-million-us-for-quayside-high-
tech-district.html [https://perma.cc/9F2L-QTTM]. 
 9. Brian Barth, The Fight Against Google’s Smart City, WASH. POST (Aug. 8, 2018), 
https://www.washingtonpost.com/news/theworldpost/wp/2018/08/08/sidewalk-labs/ 
[https://perma.cc/D8WL-S77S]; see also Mariana Valverde & Alexandra Flynn, Mystery on 
the Waterfront:  How the “Smart City” Allure Led a Major Public Agency in Toronto into a 
Reckless Deal with Big Tech, CTR. FOR FREE EXPRESSION (Dec. 3, 2018), 
https://cfe.ryerson.ca/blog/2018/12/mystery-waterfront-how-smart-city-allure-led-major-
public-agency-toronto-reckless-deal [https://perma.cc/XDY5-RZ6J] (Toronto City Councilor 
Denzil Minnan-Wong was the only public official to see the Framework Agreement in his role 
as Waterfront Toronto board member.  He told his fellow councilors at a meeting of the 
council’s executive committee in January 2018, “I know enough about the agreement that I 
think you would like to know more about the agreement [before you approve anything].”). 
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Development Agreement” (PDA), dated July 31, 2018.10  Yet even then, it 
was unclear what this project was all about or what Sidewalk and, more 
broadly, Alphabet’s business model was:  real estate development, 
communications infrastructure, an Android operating system for the city?  It 
was obvious, in the words of Ontario’s auditor general, that the project would 
implicate “intellectual property; data collection, ownership, security and 
privacy; legal issues; consumer protection issues; infrastructure 
development; and economic development,” but Waterfront Toronto was 
charging ahead before any level of government had appropriate public 
policies in place on any of these matters.11 

Wherever the Sidewalk Toronto project lands, and however much of the 
original vision is ever actually implemented, this first stage process of public-
private collaboration reveals how public authorities and technology firms are 
presently positioned in the rush to create the “smart city.”  It also signals what 
happens when the audacious promises and political leverage of one of the 
most powerful companies in the world clash with the efforts of a small, 
expert, and determined band of citizens, journalists, and civic groups. 

This Article proceeds as follows.  Part I is an examination of the first stage 
of the Sidewalk Toronto project, from the issuance of Waterfront Toronto’s 
request for proposals concerning Quayside in March 2017 to the release of 
the “Master Innovation and Development Plan” in spring 2019, and focuses 
on secrecy; the studied ambiguity about land, data, infrastructure; and private 
ordering.  The rollout of Sidewalk Toronto, in important ways, follows other 
Google experiments in other cities and domains.  There is the governmental 
eagerness to ease Google’s entry, the allure of “patient capital” to support 
high-cost investments with long-term payoffs, and the cunning of a company 
with nothing to lose.  Part II examines Sidewalk’s vision of a “digital layer” 
interpenetrating urban life in the context of the developing notion of the “city 
as platform” and analyzes the dangers of platform governance as envisioned 
by Sidewalk’s proposal.  This Article concludes with a summary and 
observations about alternative paths. 

I.  THE MAKING OF SIDEWALK TORONTO 

Waterfront Toronto is a provincial not-for-profit corporation, with all three 
levels of government sharing equal, non-equity shares12 and a limited 
 

 10. See Plan Development Agreement Between Toronto Waterfront Revitalization 
Corporation and Sidewalk Labs LLC, WATERFRONT TORONTO 33 (July 31, 2018), 
https://waterfrontoronto.ca/nbe/wcm/connect/waterfront/73ac1c93-665b-4fb8-b19b-
6bfa23c2a427/PDA+July+31+Fully+Executed+%28002%29.pdf?MOD=AJPERES 
[https://perma.cc/BN55-VVZE] [hereinafter PDA]. 
 11. See AUDITOR REPORT, supra note 6, at 653 (“The Province lacks a policy framework 
to guide the development of a mixed-use smart city such as the one being contemplated for 
Quayside.”). 
 12. CITY OF TORONTO, WATERFRONT STRATEGIC REVIEW 10 (2015), https:// 
www.toronto.ca/legdocs/mmis/2015/ex/bgrd/backgroundfile-81763.pdf [https://perma.cc/ 
26AU-8KRX] [hereinafter WATERFRONT STRATEGIC REVIEW]; see also CITY OF TORONTO, 
REVIEW OF IMAGINATION, MANUFACTURING, INNOVATION AND TECHNOLOGY PROPERTY TAX 
INCENTIVE PROGRAM 5 (2018), https://www.toronto.ca/legdocs/mmis/2018/ex/bgrd/ 
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oversight capacity, which it exercises through the ability to select board 
members, only two of whom may be public officials.13  WT owns most of 
the land on the twelve-acre Quayside site, with the hundreds of acres of 
adjacent waterfront lands mostly owned by the City of Toronto.14 

Leveraging its modest real estate interest and comparatively larger 
redevelopment role, WT announced in the spring of 2017 an audacious vision 
to transform Quayside into a “globally significant demonstration project that 
advances a new market model for climate-positive urban developments”—
“an exemplar of best practices and breakthrough solutions of global 
significance” that it saw as a “pilot environment” and “first step towards the 
longer-term vision for the broader eastern waterfront revitalization.”15  
Whereas WT had previously pursued incremental mixed-use developments, 
it was now pivoting to an ambitious wholesale approach and seeking an 
“innovation” partner as a “co-master developer” to do it.16  By this point, it 
was already in discussions with Alphabet-Sidewalk, whose executives were 
in conversation with Prime Minister Justin Trudeau.17 

A.  The Beginning:  From Request for Proposals to the Framework 
Agreement 

On March 17, 2017, WT issued its request for proposals (RFP) to identify 
a firm to create a “precedent-setting waterfront community” as a “testbed for 
emerging technologies, materials and processes” on Toronto’s eastern 
waterfront.18  It sought a partner to create an “overall vision” and to identify 
the “technologies, infrastructure, strategies, measurable outcomes and 
downstream partners” necessary to ensure the delivery of a “globally 
significant demonstration project” on the Quayside portion of the lands.19  

 

backgroundfile-111606.pdf [https://perma.cc/2LT8-UUXH] [hereinafter TAX INCENTIVE 
REVIEW]. 
 13. Toronto Waterfront Revitalization Corporation Act, 2002, S.O. 2002, c. 28, s. 5(2) 
(Can.) (Established in 2001 as the Toronto Waterfront Revitalization Corporation, WT became 
known by its current name in 2007.). Id. s. 2(1). 
 14. Marco Chown Oved, Google’s Sidewalk Labs Plans Massive Expansion to Waterfront 
Vision, STAR (Feb. 14, 2019), https://www.thestar.com/news/gta/2019/02/14/googles-
sidewalk-labs-plans-massive-expansion-to-waterfront-vision.html [https://perma.cc/9VBK-
WLEX] (78 percent of the adjacent land is owned by the city, 11 percent is owned by Ontario, 
and the rest is privately owned.). 
 15. Request for Proposals:  Innovation and Funding Partner for the Quayside 
Development Opportunity, QUAYSIDE 9, 14, 20 (Mar. 17, 2017), https://quaysideto.ca/wp-
content/uploads/2019/04/Waterfront-Toronto-Request-for-Proposals-March-17-2017.pdf 
[https://perma.cc/LV6U-2KBK] [hereinafter RFP]. 
 16. Id. at 17, 30. 
 17. See AUDITOR REPORT, supra note 6, at 688–89, 706–07. 
 18. RFP Released Today to Find Partner for Precedent-Setting Project, WATERFRONT 
TORONTO (Mar. 17, 2017), https://waterfrontoronto.ca/nbe/portal/waterfront/Home/ 
waterfronthome/newsroom/newsarchive/news/2017/march/waterfront-toronto-takes-first-
step-in-building-quayside [https://perma.cc/EB35-UG9Y]. 
 19. See RFP, supra note 15, at 7–9, 14. 
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The RFP involved no guarantees as to volume of work and expressly 
provided that the agreement would not be an exclusive one.20 

Sidewalk Labs LLC describes itself as an “urban innovation firm.”21  Since 
the company’s launch in June 2015,22 it has focused on the research and 
development of pilot initiatives around digital connectivity and data-fueled 
community development, with the most prominent being its advertising-
supported Wi-Fi kiosk gambit on the streets of New York, LinkNYC.23 

Both Sidewalk and WT have roots in failed Olympic bids.  Dan Doctoroff, 
founding CEO of Sidewalk, headed NYC’s bid for the 2012 Olympics.24  WT 
grew out of Toronto’s bid for the 2008 Olympics.25  From Doctoroff’s telling, 
the entities were destined for each other:  Sidewalk was searching the world 
for a place to test its synthesis of digital and physical infrastructure when 
Quayside—and Toronto, “probably the most diverse large city in the 
world”26—came calling.27  For its part, WT was under some pressure to 
accelerate redevelopment after more than a decade of slow, but steady, 
progress.28  It also needed cash; with two decades of tripartite government 
funding coming to an end in 2020/21, the agency’s finances were precarious 
and its ongoing existence under threat.29 

Part of the story in Toronto is a divergence of opinion on the track record 
for waterfront redevelopment and WT’s responsibility therefor.  Doctoroff 
described what he viewed as a century of development failure and a hubristic 
“we alone can fix it” attitude at Sidewalk.30  By contrast, defenders of public 

 

 20. Id. at 28 (“The agreement to be negotiated with the selected Proponent will not be an 
exclusive contract for the provision of the described Partner Scope and Deliverables.  
Waterfront Toronto may contract with others for goods and services the same as or similar to 
the Partner Scope and Deliverables or may obtain such goods and services internally.”). 
 21. Steve Lohr, Sidewalk Labs, a Start-Up Created by Google, Has Bold Aims to Improve 
City Living, N.Y. TIMES (June 10, 2015), https://www.nytimes.com/2015/06/11/technology/ 
sidewalk-labs-a-start-up-created-by-google-has-bold-aims-to-improve-city-living.html 
[https://perma.cc/5WRT-2BU4]. 
 22. Id. 
 23. See, e.g., Aaron Shapiro, The Urban Stack:  A Topology for Urban Data 
Infrastructures, TECHNOSCIENZA, Feb. 2017, at 61, 66–69. 
 24. Shannon Mattern, Instrumental City:  The View from Hudson Yards, Circa 2019, 
PLACES J. (Apr. 2016), https://placesjournal.org/article/instrumental-city-new-york-hudson-
yards [https://perma.cc/4F34-MY28] (“Of course, data-driven urban planning has a long 
history.”). 
 25. Valverde & Flynn, supra note 9. 
 26. Stephen J. Dubner, How to Build a Smart City, FREAKONOMICS (June 6, 2018, 11:00 
AM), http://freakonomics.com/podcast/dan-doctoroff/ [https://perma.cc/C8LU-S5EW]. 
 27. Daniel L. Doctoroff, Sidewalk’s Role as an “Essential Catalyst,” MEDIUM (Oct. 17, 
2018), https://medium.com/sidewalk-talk/sidewalks-role-as-an-essential-catalyst-
f2c672481872 [https://perma.cc/P67C-Z4SC] (“We had spent significant time searching for a 
place to bring ideas . . . to life, when Waterfront Toronto issued an RFP.”). 
 28. See Valverde & Flynn, supra note 9. 
 29. WATERFRONT STRATEGIC REVIEW, supra note 12, at 11–13 (showing that government 
contributions diminished from C$1.38 billion between 2001 and 2015 to C$123.9 million 
between 2015 and 2025). 
 30. Media Events, Canadian Club—Dan Doctoroff, CEO, Sidewalk Labs, YOUTUBE (Apr. 
16, 2019), https://www.youtube.com/watch?v=nzPYivcQP4M [https://perma.cc/2FRC-
Z5F5] (“For 107 years, [the waterfront] has stubbornly resisted development.”); see also 
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redevelopment identified significant strides (particularly in the commitment 
of substantial public funds to flood protection and environmental 
remediation) that would have been even greater absent austerity measures 
that had starved urban investment over the past several decades.31 

It was in this context that WT received six submissions during the 
unusually short six-week period allotted for RFP responses.32  Acting 
without input from city staff, WT invited three firms to continue on to the 
second stage, at which point Sidewalk was selected.33  In its response, 
Sidewalk proposed projects involving autonomous transit, high-rise 
laminated timber buildings, and underground utility channels,34 and 
Sidewalk also promised to relocate Google’s Canadian headquarters to the 
waterfront.35  A year later, Ontario’s auditor general found that WT chose 
Sidewalk precipitously without adequately consulting the appropriate 
governmental entities.36  WT had first contacted Sidewalk about using 
Quayside as a pilot on June 27, 2016, ten months prior to issuing the RFP.37  
In itself, this might not be concerning as WT seems to have approached a 
number of parties prior to the call.  What distinguishes the Sidewalk contact 
is that it might have originated higher up.  Indeed, Prime Minister Trudeau 
himself hinted at such a possibility, referring at the launch of Sidewalk 
Toronto to the former chairman of Google, stating, “Eric [Schmidt] and I 
have been talking about collaborating on this for a few years now, and seeing 
it all come together is extraordinarily exciting.”38 

WT and Sidewalk entered into a Framework Agreement on October 16, 
2017,39 which seemed to create a limited partnership called Sidewalk 

 

Sidewalk Labs’ Dan Doctoroff:  Quayside and the Future of Cities, RBC DISRUPTERS (Jan. 
17, 2018), https://soundcloud.com/rbcdisruptors/sidewalk-labs-dan-doctoroff-on-the-
quayside-project [https://perma.cc/76Z8-KM6T] (Sidewalk’s approach to Toronto was 
informed by a two-year research project:  “Over the past 50 years . . . 150 or so attempts to 
create smart cities or urban innovation districts . . . .  At some level, every single one of them 
has . . . failed, or never got off the ground.”). 
 31. See Valverde & Flynn, supra note 9. 
 32. See AUDITOR REPORT, supra note 6, at 690. 
 33. See TAX INCENTIVE REVIEW, supra note 12, at 8. 
 34. See id.; see also Peter Carr, Interview with Pamela Robinson on the Sidewalk Toronto 
Waterfront Development and Smart Cities, YOUTUBE (Feb. 12, 2018), https://youtu.be/ 
EKLEbAbOPuU [https://perma.cc/TF8N-EYBX] (describing the document as capturing “the 
greatest hits of urban planning”). 
 35. See Carr, supra note 34. 
 36. See AUDITOR REPORT, supra note 6, at 652 (“The scope of the project, from self-
driving vehicles to data collection, falls under multiple provincial and federal ministries and 
City departments, but Waterfront Toronto did not adequately consult with any of them prior 
to signing an initial agreement on October 16, 2017, and beyond.”). 
 37. See id. at 689, 706. 
 38. Sidewalk Labs, Announcing Sidewalk Toronto:  Press Conference Live Stream, 
YOUTUBE (Oct. 17, 2017), https://youtu.be/A_yg_BsJy_o?t=783 [https://perma.cc/WZF2-
2E45].  It is clear from freedom of information requests that these comments were unscripted.  
At the same event, Eric Schmidt said:  “This is not some random activity from our perspective.  
This is the culmination of, on our side, almost ten years of thinking about how technology 
could improve the quality of people’s lives.” Id. at 43:33. 
 39. Framework Agreement, WATERFRONT TORONTO 1 (Oct. 16, 2017), 
https://www.waterfrontoronto.ca/nbe/wcm/connect/waterfront/035e8ad1-6ba2-46f6-8915-
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Toronto.40  WT released a four-page summary of this agreement on 
November 1, 2017,41 but the parties contracted to keep the full twenty-nine-
page agreement confidential, sharing it with government staff only in a 
limited fashion.42  It is worth noting that both the Framework Agreement and 
Plan Development Agreement refer to several other agreements that have not 
been made public.43 

The secrecy surrounding the Framework Agreement caused significant 
public pushback, as well as criticism from public officials.  A quirk of WT’s 
constitution means that it is not subject to freedom of information requests 
and it can make public only what it wants under a voluntary policy.44  This 
meant that even a freedom of information request on the confidentiality 
provision concerning the Framework Agreement was itself denied.45  So, the 
Framework Agreement was left a riddle wrapped in an enigma.  Such secrecy 
might be unusual for a public authority, but it is not unusual for big tech and 
is a particularly favored strategy of Google.  As of this writing, Google is 
trying to build a new city described as a Google “village” in San Jose, 
California, and has entered into a nondisclosure agreement with the city as it 
negotiates the land deal.46  Activists seeking details sued for more 

 

707176baa40f/Framework+Agreement_Executed_SUPERSEDED.pdf?MOD=AJPERES 
[https://perma.cc/M2QK-BTKB]. 
 40. Sidewalk Toronto Limited Partnership is registered in British Columbia.  The 
“general” partner is Sidewalk WT Master Developer GP, Ltd. and its mailing address is that 
of Google LLC. See Valverde & Flynn, supra note 9.  There is no record of WT being a limited 
partner with Sidewalk and there is reason to believe that it could not legally be one. Email 
from Mariana Valverde, Professor, Univ. of Toronto, to Ellen P. Goodman (May 12, 2019, 
10:04 PM) (on file with authors). 
 41. Innovation and Funding Partner Framework Agreement Summary of Key Terms for 
Public Disclosure, QUAYSIDE (Nov. 1, 2017), https://quaysideto.ca/wp-
content/uploads/2019/04/Summary-of-Framework-Agreement-November-1-2017.pdf 
[https://perma.cc/5W2H-XN8J] [hereinafter Summary of Framework Agreement].  On the 
same day, and while due diligence was still underway, the WT and Sidewalk CEOs coauthored 
an opinion piece. See Daniel L. Doctoroff & Will Fleissig, Opinion, ‘The Neighbourhood of 
the Future Starts with Your Ideas,’ STAR (Nov. 1, 2017), https://www.thestar.com/opinion/ 
commentary/2017/11/01/the-neighbourhood-of-the-future-starts-with-your-ideas.html 
[https://perma.cc/K7PB-9RJT]. 
 42. Executive Committee Consideration on January 24, 2018, CITY TORONTO, 
http://app.toronto.ca/tmmis/viewAgendaItemHistory.do?item=2018.EX30.9 
[https://perma.cc/2ZYR-Z48A] (last visited Oct. 6, 2019). 
 43. See Framework Agreement, supra note 39, § 15 (referring to the “Initial Definitive 
Documents,” including the “Development Plan Budget” and the “Land Methodology”).  There 
are also various references to “Implementation Agreements,” as well as to “Business and 
Implementation Plans.” See id. 
 44. See Accountability Policies, WATERFRONT TORONTO, 
http://www.waterfrontoronto.ca/nbe/portal/waterfront/Home/waterfronthome/about-
us/accountability/policies [https://perma.cc/9KFF-XJ2Q] (last visited Oct. 6, 2019). 
 45. Bernard Rudny, Civic Tech:  We Tried to Get a Copy of the Sidewalk Toronto 
Agreement, TORONTOIST (Apr. 12, 2018), https://torontoist.com/2018/04/civic-tech-tried-get-
copy-sidewalk-toronto-agreement-heres-happened/ [https://perma.cc/PP6J-TPMT]. 
 46. Jennifer Wadsworth, Lawsuit Targets Secrecy Agreements Linked to Google’s 
Planned San Jose Campus, SAN JOSE INSIDE (Nov. 13, 2018), http://www.sanjoseinside.com/ 
2018/11/13/lawsuit-targets-secrecy-agreements-linked-to-googles-planned-san-jose-campus/ 
[https://perma.cc/78YG-HR2R]. 
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transparency.47  As in Toronto, the details of how development will happen 
and what the costs and benefits will be are unknown.  The San Jose City 
Council went ahead and approved the sale.48 

The Quayside Framework Agreement was an agreement to agree on a 
detailed overall master plan—the much referenced, but minimally 
elaborated, “Master Innovation and Development Plan” (MIDP).49  
Ultimately, MIDP implementation would require necessary approvals and 
actions from the City of Toronto, including “planning, building and 
environmental approvals, right-of-way permits, road closings, real-estate 
transactions, and affordable housing requirements.”50  Sidewalk agreed to 
provide funding of up to C$10 million for plan development and pilot 
projects prior to the achievement of certain “initial plan milestones” and 
another C$40 million after.51  The Framework Agreement makes clear that 
Sidewalk wears four hats:  land developer, urban planner, technology 
specialist, and services vendor.52  This paper does not address the land 
development portion, except to note that the Framework Agreement neither 
assured Sidewalk of any land development rights nor precluded them in the 
future.53  There was, however, a clear connection between the land and 
Sidewalk:  the company’s continued involvement depended on a public 
contribution of C$1.25 billion in order for WT to complete a major flood 
protection project across the Port Lands, which would make the land viable 
for redevelopment.54  Full flood protection was accomplished in May 2018.55  
It was not clearly apparent that Sidewalk’s plan was a “real-estate play” until 
many months after the release of the Framework Agreement,56 when 
Sidewalk’s internal discussions were leaked to the press.57 

 

 47. Id. 
 48. Roland Li, San Jose Approves Google Land Deal:  Police Remove Protesters as 
Council Closes Chambers, S.F. CHRON. (Dec. 5, 2018), https://www.sfchronicle.com/ 
business/article/Google-s-San-Jose-land-deal-vote-Police-remove-13443835.php 
[https://perma.cc/F62Q-7HWH]. 
 49. See generally Framework Agreement, supra note 39 (referencing MIDP throughout 
the document). 
 50. See TAX INCENTIVE REVIEW, supra note 12, at 2. 
 51. Id. at 19. 
 52. See Framework Agreement, supra note 39, §§ 11–15 (outlining the objectives, roles, 
and responsibilities). 
 53. See id. § 25 (“For the avoidance of doubt, [WT] shall not be obligated to transfer any 
land to the Master Developer prior to the approval of the MIDP.”). 
 54. See AUDITOR REPORT, supra note 6, at 649. 
 55. Id. at 651. 
 56. Though the company retreated from this position, Dan Doctoroff was quoted in the 
deal’s first coverage as saying that it “primarily is a real-estate play.” Alex Bozikovic, 
Google’s Sidewalk Labs Signs Deal for ‘Smart City’ Makeover of Toronto’s Waterfront, 
GLOBE & MAIL (Oct. 17, 2017), https://www.theglobeandmail.com/news/toronto/google-
sidewalk-toronto-waterfront/article36612387/ [https://perma.cc/8S8A-QWH8]. 
 57. See infra Part I.C. 
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B.  Public Outrage:  Between the Framework Agreement and the Plan 
Development Agreement 

In the nine-and-a-half-month period following the announcement of the 
Sidewalk Toronto project, members of the public and public officials 
expressed concerns about data, secrecy, scope, the corporate role in planning, 
and the absence of public accountability.  No one could figure out what 
Sidewalk’s business plan was, how it would make money, how it would pay 
for the ambitious innovations it proposed, and what long-term commitments 
it was prepared to make to the city.  Even the question of Sidewalk’s 
ownership or role in managing real estate was ambiguous. 

Sidewalk executed a remarkably effective public relations campaign, 
heralding its hope to “bend the curve on quality of life,” particularly around 
affordability and sustainability.58  A major source of public concern was that 
a steward of public lands was creating public policy with, and via, a private 
vendor.59  Sidewalk ran “public roundtables” as citizen engagement events 
with the flavor, but not the actual accountability, of public hearings.60  Citing 
this and other aspects of Sidewalk’s public relations work, which accounted 
for a sizeable portion of the C$50 million the company contributed to the 
project,61 the Canadian Civil Liberties Association called the whole process 
one of “governance by mercenary.”62 

At every stage, ambiguity, secrecy, and slipperiness have dogged the 
Sidewalk Toronto project.  Because Sidewalk is a Google-affiliated 
company, data issues were always going to be front and center.  Experts 
immediately worried about surveillance.63  At first, Sidewalk handled issues 
of data collection, data control, and privacy by offering up general and vague 

 

 58. See, e.g., Dubner, supra note 26. 
 59. Bianca Wylie, Google Is Still Planning a ‘Smart City’ in Toronto Despite Major 
Privacy Concerns, VICE (Aug. 1, 2018), https://www.vice.com/en_us/article/xwkv9z/google-
planning-smart-city-toronto-despite-privacy-concerns [https://perma.cc/M2AU-7HPJ] 
(“Waterfront Toronto is . . . a public corporation making policy with a vendor.”). 
 60. Id.; see also AUDITOR REPORT, supra note 6, at 707–08. 
 61. Bianca Wylie, Debrief on Sidewalk Toronto Public Meeting #3—A Master Class in 
Gaslighting and Arrogance, MEDIUM (Aug. 19, 2018), https://medium.com/@biancawylie/ 
debrief-on-sidewalk-toronto-public-meeting-3-a-master-class-in-gaslighting-and-arrogance-
c1c5dd918c16 [https://perma.cc/V4B5-C6V8] (The PDA budgets “more than $11 million 
USD” for “communications, external affairs and engagement . . . .  This program will ‘seek to 
ensure support for the master innovation and development plan among key constituents in 
Toronto.’ . . .  The residents’ reference panel is being paid for and run by a corporation.  That’s 
called a focus group.” (quoting PDA, supra note 10, at 34)). 
 62. Governing by Mercenary, CANADIAN C.L. ASS’N (Jan. 29, 2019), https://ccla.org/ 
governing-by-mercenary/ [https://perma.cc/CY9K-5TC9]. 
 63. See, e.g., Jim Balsillie, Sidewalk Toronto Has Only One Beneficiary, and It Is Not 
Toronto, GLOBE & MAIL (Nov. 29, 2018), https://www.theglobeandmail.com/opinion/article-
sidewalk-toronto-is-not-a-smart-city/ [https://perma.cc/2T24-TFH2]; Andrew Clement, 
Sidewalk Labs’ Toronto Waterfront Tech Hub Must Respect Privacy, Democracy, STAR (Jan. 
12, 2018), https://www.thestar.com/opinion/contributors/2018/01/12/sidewalk-labs-toronto-
waterfront-tech-hub-must-respect-privacy-democracy.html [https://perma.cc/T3RU-2ZGD]. 
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principles (e.g., privacy by design, accountability, community benefit).64  It 
also made a particularly savvy hire, the former Information and Privacy 
Commissioner of Ontario Ann Cavoukian, whom it had retained along with 
other prominent privacy professionals to help it develop privacy and data use 
policies.  The summary of the Framework Agreement said that the parties 
“plan to continue to develop a thoughtful ‘Privacy by Design’ policy”—a 
reference to the design framework for which Cavoukian is best known, but 
there were no details.65  Nothing about privacy or data appeared in the 
Framework Agreement itself.  It took seven months, or until May 2018, 
before a high-level statement of guiding principles for data use emerged.  
Somewhat ironically, given the controversy over the project’s secrecy, 
principles of transparency, proactive engagement, and community trust were 
chief among them.66 

Lead critics swiftly connected concerns over data to concerns over 
governance and to a fundamental challenge to autonomy and freedom in 
urban space.  Bianca Wylie, cofounder of the technology advocacy group 
Tech Reset Canada, quickly became an authority, reporting comprehensively 
and expertly on the spawning project.67  Testifying before the Toronto City 
Council in January 2018, she argued that “the biggest issue is not privacy, 
it’s governance.”68  Wylie argued that we need to think about the “data 
infrastructure the way we think about critical physical infrastructure.  It 
cannot be proprietary.”69  Following this meeting, the executive committee 
of the council referred a request to the director of the Waterfront Secretariat, 
requesting that WT “[i]nvestigate the feasibility of establishing a 
democratically representative residents’ advisory group with a fiduciary 
responsibility to look after residents’ digital interests” and to have the goal 
that “[a]ll data collection should be anonymous by default”70—two elements 
that, at least before the release of the MIDP, did not further materialize.  
There was a growing recognition that the initial framing of the project had 
sidelined the question of first principles:  should people be tracked in the 
 

 64. Our Approach to Data Privacy, SIDEWALK LABS, https://storage.googleapis.com 
/sidewalk-toronto-ca/wp-content/uploads/2019/06/13214336/Sidewalk-Labs-Approach-to-
Privacy.pdf [https://perma.cc/LS78-62N8] (last visited Oct. 6, 2019). 
 65. See Summary of Framework Agreement, supra note 41, at 2. 
 66. Responsible Data Use Policy Framework, SIDEWALK LABS (May 1, 2018), https:// 
storage.googleapis.com/sidewalk-toronto-ca/wp-content/uploads/2019/06/13221601/ 
Sidewalk-Toronto-Responsible_Data_Use_Framework_V0.2.pdf [https://perma.cc/GGV8-
EL2G]. 
 67. See, e.g., Bianca Wylie, Smart Cities Need Smart Governance, GLOBE & MAIL (Dec. 
5, 2017), https://www.theglobeandmail.com/opinion/smart-communities-need-smart-
governance/article37218398/ [https://perma.cc/6CCJ-JC5S]; see also Laura Bliss, Meet the 
Jane Jacobs of the Smart Cities Age, CITYLAB (Dec. 21, 2018), https://www.citylab.com/ 
life/2018/12/bianca-wylie-interview-toronto-quayside-protest-criticism/574477/ 
[https://perma.cc/BAH6-4J9W]. 
 68. Bianca Wylie, My Deputation to Toronto’s Executive Committee on Sidewalk 
Toronto, MEDIUM (Jan. 25, 2018), https://medium.com/@biancawylie/my-deputation-to-
torontos-executive-committee-on-sidewalk-toronto-jan-24-2018-ee25785bc44e 
[https://perma.cc/6ZZN-HQXE]. 
 69. Id. 
 70. See Executive Committee Consideration on January 24, 2018, supra note 42. 
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public realm in the first place, and who should benefit?  As Wylie put it, 
“[w]hen did we as a society say that however we move around in public 
space—that this is something we want to share and commodify?”71 

A second aspect of studied ambiguity in the rollout of Sidewalk Toronto 
was the most basic issue of scope:  the categorical difference between the 
twelve-acre Quayside plot and the 880-acre eastern waterfront, 
encompassing the Port Lands and surrounding area.  In its RFP, WT scoped 
the project to the Quayside site but also framed the project as a pilot for 
revitalization of the broader eastern waterfront.72  The summary of the 
Framework Agreement stated that both Quayside and the eastern waterfront 
would be included in planning for the MIDP.73  A report prepared for the city 
council, by contrast, stated confidently that the MIDP “will address the 12-
acre Quayside site” and that “[i]t is premature for City Council to be making 
decisions about implementation related to the redevelopment of the Port 
Lands.”74  The apparent tension between the summary document and the 
city’s position created confusion; well into the project, “senior city officials 
were still expressing concerns” that WT was working with Sidewalk on the 
Port Lands when the officials thought the scope should be more limited.75  
The ambiguity about land fed an anxiety that public assets were being sold 
short on the promises of a gleaming new city of the future.76  Sidewalk’s 
investment of US$50 million began to look a little less generous once the 
public had invested C$1.25 billion to ready the Port Lands for 
development.77  WT’s own limited financing at the time of the RFP award 
and its need to secure ongoing funds made Sidewalk’s contribution seem 
larger than it was in comparison to what the public was contributing.  
 

 71. Chris Rattan, Torontonians Should Take Control of Their Data, NOW TORONTO (May 
23, 2018, 5:29 PM), https://nowtoronto.com/news/owns-data-toronto-smart-city/ [https:// 
perma.cc/L7A7-JE39]. 
 72. See RFP, supra note 15, at 6 (“[I]t may be beneficial to advance the solutions, 
processes and partnerships proven successful through the Project to subsequent developments 
on the eastern waterfront.”); see also Summary of Framework Agreement, supra note 41, at 4 
(including visualizations). 
 73. See Summary of Framework Agreement, supra note 41, at 1. 
 74. See TAX INCENTIVE REVIEW, supra note 12, at 2. 
 75. Jeff Gray & Josh O’Kane, Waterfront Toronto, Sidewalk Labs Walk Back Plans in 
New Deal, GLOBE & MAIL (July 31, 2018), https://www.theglobeandmail.com/ 
canada/toronto/article-new-deal-between-waterfront-toronto-and-sidewalk-labs-walks-back-
some/ [https://perma.cc/Y88L-ZGM9] (describing a letter from interim City Manager 
Giuliana Carbone to Waterfront Toronto calling for “more clarity around the city’s role in 
approving any use of its land” and seeking an explicit statement that the project was for 
Quayside only). 
 76. Jamie Powell, Sidewalk Toronto:  Delays and NDAs, FIN. TIMES:  ALPHAVILLE (July 
2, 2018), https://ftalphaville.ft.com/2018/07/02/1530507600000/Sidewalk-Toronto--delays-
and-NDAs/ [https://perma.cc/37PJ-FYDF] (“[T]he opportunity cost of leaving the waterfront 
site undeveloped until Google-fication is rolled out en masse theoretically totals billions of 
Canadian dollars.”). 
 77. Memorandum from Serge Dupont to the Prime Minister of Can. (Feb. 21, 2017) (on 
file with authors) (“WT has indicated that it will be difficult to get a technology partner with 
deep pockets to commit to their smart city vision without a commitment by governments to 
fund the [Port Lands Flood Protection Project], which would provide a valuable location for 
the partner to scale up.”). 
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Sidewalk’s messaging about the economic value of Quayside suggested that 
the unimproved land was not worth all that much.  While its book value for 
WT was only about C$40 million, the actual value was more than ten times 
this amount because the land had already been rezoned for the more desirable 
mixed-use development.78  This discrepancy only added to the sense that the 
project was moving too fast and returning to the public much less than full 
value. 

Over the summer of 2018, the Sidewalk Toronto project was not 
proceeding smoothly.  WT’s CEO Will Fleissig resigned,79 forced out under 
pressure from the board.80  Several weeks later, and for entirely different 
reasons, one of WT’s most prominent and experienced board members—real 
estate developer Julie Di Lorenzo—resigned, claiming that contractual 
provisions with Sidewalk (effectively requiring consensus positioning 
between WT and Sidewalk) prevented her from exercising her fiduciary 
duties over a project that had disappointed her from its commencement.81  
She expressed dismay that Sidewalk had become WT’s “filter . . . gatekeeper 
and . . . agent,” that it was being permitted to operate outside of the agency’s 
procurement protocol, and that numerous questions about digital governance 
and privacy remained unanswered.82  The Plan Development Agreement was 
signed immediately after Di Lorenzo’s resignation.83  In addition, there were 
resignations from the new Digital Strategy Advisory Panel that WT had set 
up to advise on data issues, citing concerns about the lack of transparency, 
integrity, and trust in the process and parties involved.84 

C.  Emerging Scope:  Between the Plan Development Agreement and the 
Master Innovation and Development Plan 

On July 31, 2018, the Plan Development Agreement85 between WT and 
Sidewalk replaced the Framework Agreement, which was finally made 
 

 78. Mariana Valverde, Public Lands, Private Control, and Housing Needs in the ‘Smart 
City’ Quayside Development, CTR. FOR FREE EXPRESSION (Dec. 4, 2018), https:// 
cfe.ryerson.ca/blog/2018/12/public-lands-private-control-and-housing-needs-smart-city-
quayside-development [https://perma.cc/P4LH-PE2Q] (noting that Quayside “as it is already 
zoned” is estimated to be worth “$500 to $600 million”). 
 79. Inori Roy, Waterfront Toronto CEO Will Fleissig to Step Down, STAR (July 4, 2018), 
https://www.thestar.com/news/gta/2018/07/04/waterfront-toronto-ceo-will-fleissig-to-step-
down.html [https://perma.cc/V54G-5Q7W]. 
 80. Amanda Roth, Fleissig, CEO of Waterfront Toronto, Pressured Out by Board, LOGIC 
(July 6, 2018), https://thelogic.co/news/exclusive/fleissig-ceo-of-waterfront-toronto-
pressured-out-by-board/ [https://perma.cc/D9T4-6WHP]. 
 81. David Rider, Waterfront Toronto Deal with Google Sister Company Is 
‘Shortchanging’ City, Says Board Member Who Quit, STAR (Aug. 2, 2018), https:// 
www.thestar.com/news/city_hall/2018/08/02/waterfront-toronto-deal-with-google-sister-
company-is-shortchanging-city-says-board-member-who-quit.html [https://perma.cc/8SU6-
T97L]. 
 82. Id. 
 83. Id. 
 84. Milan Gokhale, Towards a More Equitable Sidewalk Toronto, CTR. FOR FREE 
EXPRESSION (Oct. 27, 2018), https://cfe.ryerson.ca/key-resources/commentary/towards-more-
equitable-sidewalk-toronto [https://perma.cc/DF6W-F6K8]. 
 85. See generally PDA, supra note 10. 
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public on the same day it became defunct.  The published texts—of both the 
new and old agreements—offered for the first time some clarity on scope.  In 
terms of land, the full text of the Framework Agreement revealed that the 
parties wanted the “solutions, processes and partnerships” developed at 
Quayside to be applied “to subsequent developments on the Eastern 
Waterfront, as those lands become available.”86  Further, an express part of 
the work plan included “a process for the transfer and valuation of land for 
purposes of implementation of the MIDP.”87  The PDA continued this theme, 
stating that the MIDP “will include both plans for the Quayside Parcel and 
plans at scale, including for the [eastern waterfront],” and acknowledging 
that this could extend to “lands not owned or controlled by the Parties.”88 

The clearest expression of scope appears in the exclusivity provisions of 
each agreement.  Both the Framework Agreement and the PDA prohibited 
WT from investigating any other development of the entire eastern 
waterfront during the term of each respective agreement, i.e., until the MIDP 
was approved or the parties terminated the agreement.89  This period was 
envisaged in the PDA to extend to December 31, 2019, and potentially 
further,90 i.e., well over two years after Sidewalk won the RFP.  This was—
despite the unambiguous provision in the RFP stating that WT would not be 
entering into an exclusivity arrangement with its innovation and funding 
partner91—a total change in position that accounts, perhaps, for some of the 
parties’ confounding secrecy surrounding the agreements. 

Three schedules of the PDA are of particular note:  procurement, 
intellectual property (IP), and digital governance.  One of the Framework 
Agreement’s milestones for continued collaboration between Sidewalk and 
WT had been agreement on “fair and arms’-length procurement standards” 
on the site.92  The procurement schedule established that Sidewalk would 
control procurement before implementation of the MIDP at its option using 
competitive procedures or sole sourcing.93  After implementation, 
procurement standards would “seek to balance—in the public interest—the 
use of market-based sourcing, on the one hand, and the direct facilitation of 
Purposeful Solutions [technological innovations with no suitable market 
alternatives] for innovation.”94  In other words, the PDA envisaged that 

 

 86. See Framework Agreement, supra note 39, § 8. 
 87. Id. § 15. 
 88. See PDA, supra note 10, at 32. 
 89. See Framework Agreement, supra note 39, § 45; see also PDA, supra note 10, at 15. 
 90. See PDA, supra note 10, at 14.  A July 2019 amendment to the PDA replaced the date 
“December 31, 2019,” with “December 31, 2020.” See Amending Agreement, WATERFRONT 
TORONTO (July 31, 2019), https://waterfrontoronto.ca/nbe/wcm/connect/waterfront/ 
73ac1c93-665b-4fb8-b19b-6bfa23c2a427/PDA+July+31+Fully+Executed+%28002%29.pdf 
?MOD=AJPERES [https://perma.cc/BN55-VVZE]. 
 91. RFP, supra note 15, at 28. 
 92. See PDA, supra note 10, at 36. 
 93. Id. (stating that Sidewalk “may provide for competitive procurement (including an 
invitational process soliciting bids from a set of qualified bidders) in appropriate 
circumstances and may provide for sole sourcing in appropriate circumstances”). 
 94. Id. 
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development of the site would be a mix of competitive procurement and sole 
sourcing.  What this means in practice is that Sidewalk, as the technology 
partner, would be in a position to create technology procurement needs for 
which it or another Alphabet-Google company would be a “Purposeful 
Solution” or a sole-source provider.  Again, this is anomalous for WT, given 
the authority’s statement that, “[s]ince inception, our funding agreements 
with our government partners have prohibited us from sole sourcing any 
contract more than $75,000.”95 

Moving to intellectual property, the intellectual property schedule 
addresses how the benefits of innovation connected to the project will be 
distributed between the parties.  Here too, Sidewalk seems to be walking 
away with a sweet deal.  The PDA is ambiguous about just who will own the 
data and insights generated by the Sidewalk Toronto project.  The definition 
clause identifies that various types of intellectual property will be part of the 
project, including copyright material, IP in various products and services, 
potential patentable inventions, and brands.  It also states that “[o]ther types 
of Intellectual Property may arise in the course of the MIDP, including 
data.”96  This is followed by a clause substantially similar to what Google 
affiliates have used before with public partners.97  In setting out what is 
described as the “IP-related value drivers” brought by each partner to the 
project, the PDA notes that Sidewalk brings “its experiences and learnings 
accumulated in other markets” (limited, of course, given its youth).98  WT 
brings something rather more tangible:  first, “a meaningful test bed and 
product/service trial venue at the MIDP Site” and second, “responsible 
access to datasets necessary or useful to the design or prototyping of 
Products and Services.”99  Strikingly, only the test bed is recognized as a 
compensable contribution, with the goal being to ensure that the public is 
“reasonably compensated” for the opportunities provided by the test bed.100  
By contrast, there is a notable silence about any compensation for access to 
datasets.  This detail is a key plank of Sidewalk’s data strategy and an 
important foundation for future developments.  The short shrift given to WT-
furnished data contrasts with the express recognition that Sidewalk will have 
exclusive ownership of any IP that is generated on the site and not specified 
or required by the deal—what is termed in the agreement “Non-MIDP Site 
IP.”101 

The data questions become more interesting in connection with the 
schedule on digital governance, which sets out seven guiding digital design 

 

 95. Awarded Contracts, WATERFRONT TORONTO, https://waterfrontoronto.ca/nbe/wcm/ 
connect/waterfront/waterfront_content_library/waterfront+home/procurement/awarded+cont
racts/awarded+contracts [https://perma.cc/JF9Y-9NL4] (last visited Oct. 6, 2019). 
 96. See PDA, supra note 10, at 41. 
 97. Julia Powles & Hal Hodson, Google DeepMind and Healthcare in an Age of 
Algorithms, 7 HEALTH & TECH. 351, 354 (2017). 
 98. See PDA, supra note 10, at 41. 
 99. Id. (emphasis added). 
 100. Id. at 42. 
 101. Id. 
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principles—high-level aspirations for the collection and use of data in the 
project, which incorporate many best practices.  The language is ambitious 
and borders on hyperbole.  For example, one of the principles is to “create 
the most privacy protected/citizen-centered set of policies and governance 
structures in the world.”102  Another, picking up a trend from Europe, is to 
“[e]xplore novel forms of data governance, such as . . . an independent data 
trust with representation by both data subjects and citizens more 
generally.”103  The principles also envisage 

[n]ovel ownership structures for non-personal data, and associated open 
protocols and rules, to ensure public policy objectives are met, including 
access by and potential ownership of data by Waterfront Toronto, the City 
of Toronto, Province of Ontario or Government of Canada or other such 
third parties as deemed appropriate by the Parties.104 

It is not clear how this schedule interacts overall with the provisions just 
outlined in the intellectual property schedule, but the PDA does provide that 
“[d]ata ownership will be addressed in greater detail through the MIDP.105 

Some months after the release of the PDA, and one full year after the RFP 
was awarded, Sidewalk elaborated on its data governance vision with what it 
called a “Civic Data Trust” for the Sidewalk Toronto project.106  Under the 
proposal, all data collected for the first time (or, we might say, “natively”) in 
the physical space of the MIDP site would be classed as “Urban Data,” and 
all access to, and use of, this data would be mediated by the Civic Data Trust, 
which would treat all applications—from Sidewalk or anyone else—on the 
same terms.107  In passing, the proposal distinguishes data collected through 
websites or mobile phones but does not expressly exclude or limit those 
sources if they are designed by Sidewalk or otherwise collecting native or 
original data.108 

Using the mechanism of a trust, what Sidewalk really seemed to be 
proposing was to unilaterally redefine all data collected within the MIDP site 
as Urban Data—from public spaces and from private ones, including 
apartments, homes, and offices “not controlled by those who occupy them” 

 

 102. Id. at 47–48. 
 103. See id. at 47 (“The trust could carry a fiduciary responsibility to serve and balance 
data subject and public interest within a framework that treats privacy from both a public as 
well as a private good perspective.”). 
 104. Id. at 48. 
 105. Id. 
 106. See generally Sidewalk Labs, Digital Governance Proposals for DSAP Consultation, 
WATERFRONT TORONTO (Oct. 15, 2018), https://waterfrontoronto.ca/nbe/wcm/connect/ 
waterfront/41979265-8044-442a-9351-e28ef6c76d70/18.10.15_SWT_Draft+Proposals+ 
Regarding+Data+Use+and+Governance.pdf?MOD=AJPERES [https://perma.cc/QB2U-
B85Y]. 
 107. Id. at 8, 37; see also Alyssa Harvey Dawson, An Update on Data Governance for 
Sidewalk Toronto, MEDIUM (Oct. 16, 2018), https://medium.com/sidewalk-talk/an-update-on-
data-governance-for-sidewalk-toronto-d810245f10f7 [https://perma.cc/RQ2M-FM5R]. 
 108. See Sidewalk Labs, supra note 106, at 14 (“Urban Data is anchored to geography, 
unlike data collected through websites and mobile phones, and lends itself to local 
governance.”). 



2019] URBANISM UNDER GOOGLE 473 

(i.e., including any leased space or anywhere offered “as a service”).109  This 
sleight of hand, creating a term unrecognized in law, would effectively negate 
any default privacy setting:  everything done within the bounds of the 
Sidewalk Toronto project would be potentially up for grabs.110  Sean 
McDonald warned, “proposing that Toronto should base ownership 
determinations on the urbanity of a data set is a departure from Canadian data 
ownership law and a precedent that, if approved, could extend far beyond 
this project.”111  Sidewalk recommended that Urban Data should be “de-
identified” by default, presumably by those collecting the data.112  It also 
offered platitudes that the trust mechanism “would be on top of—not in place 
of—existing law, regulation, and government enforcement.”113  For all that, 
it is notable that the trust mechanism envisaged no limits on data collection 
or use, nor did it ensure that there would be surveillance-free zones.114  De-
identification is a flea on the back of the elephant of data collection.  Further, 
and radically, the proposal takes the position that all de-identified data 
(notwithstanding the problems associated with that concept) should be “open, 
free, and available” by default—under a self-certification scheme that 
involves no substantive review.115  This is the flea goading the elephant on a 
rampage. 

Experts question whether the trust has any basis in Canadian law,116 and 
though it was proposed to ameliorate Sidewalk’s monopolization of data, the 
 

 109. Id.  Sidewalk explains that “Urban Data is data collected in a physical space in the 
city.” Id.  This includes:  “[p]ublic spaces, such as streets, squares, plazas, parks, and open 
spaces”; “[p]rivate spaces accessible to the public, such as building lobbies, courtyards, 
ground-floor markets, and retail stores”; and “[p]rivate spaces not controlled by those who 
occupy them (e.g. apartment tenants).” Id.  Sidewalk describes three types of Urban Data:  (1) 
data “[c]ollected in the public realm (e.g. pedestrian counters, street-facing cameras),” (2) data 
“[c]ollected in privately-owned but publicly accessible spaces . . . e.g. cameras,” and (3) data 
“[c]ollected in fully private spaces, generally homes or offices (e.g. thermostats, home security 
cameras, sensors for building code compliance).” Id. at 16. 
 110. Sean McDonald, Toronto, Civic Data, and Trust, MEDIUM (Oct. 17, 2018), 
https://medium.com/@McDapper/toronto-civic-data-and-trust-ee7ab928fb68 
[https://perma.cc/ST49-G645] (“The proposal advocates for Toronto to specially consider 
‘urban’ data as a unique category, which is then treated differently—here, ‘urban’ data would 
be declared a ‘public asset,’ and then published. . . .  Proposing quasi-nationalization of data 
is a big deal . . . .”). 
 111. Id. 
 112. See Sidewalk Labs, supra note 106, at 9. 
 113. Id. at 13. 
 114. See danah boyd & Kate Crawford, Critical Questions for Big Data, 15 INFO. COMM. 
& SOC’Y 662, 662–79 (2012). 
 115. See Sidewalk Labs, supra note 106, at 13, 15, 16. 
 116. Trusts under Canadian law are ways to manage assets that are owned for the benefit 
of specific beneficiaries.  Who owns the data that is contributed to the data trust?  Since trust 
owners designate beneficiaries, who would Sidewalk and other platform companies 
designate? See Mariana Valverde, What Is a Data Trust and Why Are We Even Talking About 
It?:  Sidewalk Labs’ Magic Tricks, CTR. FOR FREE EXPRESSION (Jan. 14, 2019), https:// 
cfe.ryerson.ca/blog/2019/01/what-data-trust-and-why-are-we-even-talking-about-it-
sidewalk-labs’-magic-tricks [https://perma.cc/9QJJ-59A5] (“[D]e-identifying data doesn’t 
make it public, it just steers commercialization into certain channels; and making privately 
owned data sets available doesn’t make them publicly owned.”); see also TORONTO REGION 
BD. OF TRADE, BIBLIOTECH:  BEYOND QUAYSIDE;  A CITY-BUILDING PROPOSAL FOR THE 
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proposal provided no defense against the company effectively enclosing the 
benefits of a data commons using a dominant position in data collection and 
analytics.117  One of the characteristics of vendor-made policy is that it need 
not tie in with other governmental efforts.  So here, it is unclear how a data 
trust into which all public data is deposited fits in with Toronto’s existing 
Open Data Master Plan,118 for example, or the work that Ontario and Canada 
are undertaking on comprehensive data laws. 

Even more fundamentally, the trust proposal distracts from the first-order 
questions.  Of these, the very first is:  why is a vendor making policy?  Next, 
asked an observer, “why are we collecting any data at all?”119  And finally, 
what happened to privacy by design?  Within four days of the announcement 
of the Civic Data Trust, Sidewalk’s most prominent privacy defender, Ann 
Cavoukian, resigned because she said Sidewalk had reneged on its promise 
that all data would be de-identified at the source.120  Her departure over such 
a basic feature of data flows, fully one year into the project, showed just how 
undeveloped or at least undisclosed the data policies were.121 

The capstone to the interregnum between the PDA and MIDP releases was 
the accidental revelation, finally, of Sidewalk’s business plan.  Investigative 
news reports broke on February 14, 2019, six months after release of the 
PDA, that Sidewalk had been meeting regularly with government officials to 
preview its real estate play in the Port Lands.122  It proposed to finance rail 
infrastructure on the eastern waterfront in return for a cut of property taxes,123 
arguing that it is “entitled to . . . a share in the uptick in land value on the 
entire geography . . . [and] a share of developer charges and incremental tax 
revenue on all land.”124  Sidewalk’s ambition for scale had been apparent, 

 

TORONTO PUBLIC LIBRARY TO ESTABLISH A CIVIC DATA HUB (2019), https://www.bot.com/ 
Portals/0/Bibliotech%20-%20Final%20-%20Jan%208.pdf [https://perma.cc/DT28-3KW9] 
(proposing that governance of Quayside data be moved to the public library). 
 117. See generally JOSE VAN DIJCK, THOMAS POELL & MARTIJN DE WAAL, THE PLATFORM 
SOCIETY:  PUBLIC VALUES IN A CONNECTIVE WORLD 154–55 (2018); ROB KITCHIN, THE DATA 
REVOLUTION:  BIG DATA, OPEN DATA, DATA INFRASTRUCTURES AND THEIR CONSEQUENCES 
(2014). 
 118. Open Data Master Plan, CITY TORONTO, https://www.toronto.ca/city-government/ 
data-research-maps/open-data/open-data-master-plan/ [https://perma.cc/2YDZ-WSDL] (last 
visited Oct. 6, 2019). 
 119. Gokhale, supra note 84. 
 120. Sean O’Shea, Ann Cavoukian, Former Ontario Privacy Commissioner, Resigns from 
Sidewalk Labs, GLOBAL NEWS (Oct. 22, 2018), https://globalnews.ca/news/4579265/ann-
cavoukian-resigns-sidewalk-labs/ [https://perma.cc/RYN7-4GJB]. 
 121. Laura Bliss, How Smart Should a City Be?:  Toronto Is Finding Out, CITYLAB (Sept. 
7, 2018), https://www.citylab.com/design/2018/09/how-smart-should-a-city-be-toronto-is-
finding-out/569116/ [https://perma.cc/487S-TDCM] (“Sidewalk Labs has provided little 
information during the public engagement process about how data gathered at Quayside would 
be owned and used.”). 
 122. Oved, supra note 14. 
 123. Id.; see also Framework Agreement, supra note 39, § 34 (In anticipation this strategy, 
“[t]he parties will explore financing mechanisms that monetize the future economic impacts 
(including through adjustments in tax assessments and other public fees) to sponsor 
infrastructure.”). 
 124. Oved, supra note 14. 
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but oblique.125  Within the space of a year and with no public engagement, 
Sidewalk had seemingly abandoned its reassurances that the scope of the 
project was modest and “additive,”126 that it would proceed slowly from 
proven testing, piloting, and stakeholder engagement at Quayside, and that 
“geography can be a discussion after the plan is finished.”127  The news that 
February morning revealed something far more audacious:  Sidewalk CEO 
Dan Doctoroff’s assertion that “if there is no light rail through the project, 
then the project is not interesting to us”128 and the plan for the never-
previously discussed Villiers Island to house a thirty-four-to-forty-six-acre 
Google development.129  Meanwhile, on Toronto’s information page on 
“Current Projects” for the Waterfront Secretariat, the Sidewalk Toronto 
project continued to be referred to as restricted to Quayside, to twelve-acres, 
and to a carefully bound scope,130 with no mention of the entire site. 

To recap what we learned during the first eighteen months of the Sidewalk 
Toronto project: 

(1) A public authority partnered with a big tech company to scope out a 
new urban district.  The initial terms of the collaboration were kept secret 
from the public and public officials for nine-and-a-half months.  The terms 
of the evolving MIDP, which will ultimately govern the project, were secret 
for at least eighteen months. 

(2) The process for public engagement was staged and managed by the 
company, with the public as well as relevant public officials kept out of key 
consultations. 

(3) During the working out of plan details, the public invested C$1.25 
billion on real property improvements, while at the same time the public 
 

 125. See Media Events, supra note 27; see also Dan Doctoroff, Sidewalk Toronto Project 
Update, MEDIUM (Feb. 14, 2019), https://medium.com/sidewalk-toronto/sidewalk-toronto-
project-update-d44738cdb239 [https://perma.cc/V8AW-3EAB] (“[M]uch of what’s possible 
is only viable when different aspects of the project — particularly related to infrastructure —
 incorporate portions of the Eastern Waterfront.”). 
 126. Sidewalk Toronto, Neighbourhood Meeting with the West Don Lands Committee, 
QUAYSIDE 2 (Feb. 26, 2018), https://quaysideto.ca/wp-content/uploads/2019/04/West-Don-
Lands-Committee-Summary-Notes-February-26-2018.pdf [https://perma.cc/C2HM-9P8F] 
(“Quayside is a start of ideas . . . .  We’re here to be additive.”). 
 127. Sidewalk Toronto, Neighbourhood Meeting with the Corktown Residents and 
Business Association, QUAYSIDE (June 5, 2018), https://quaysideto.ca/wp-content/uploads/ 
2019/04/Corktown-Residents-and-Business-Association-Meeting-Summary-Notes-June-5-
2018.pdf [https://perma.cc/36MV-7CDZ] (“We don’t pre-suppose how interested the City is 
in all this. . . .  If the testing or piloting works on Quayside, then the Port Lands could be 
another opportunity to advance towards.  But it’s important not to pre-suppose and say would 
could happen. . . .  Nothing is committed at this time.”). 
 128. Tara Deschamps, Sidewalk Labs May Lose Interest in Quayside Project If Transit Isn’t 
Built, CEO Says, FIN. POST (Mar. 7, 2019), https://business.financialpost.com/pmn/business-
pmn/sidewalk-labs-could-pull-out-of-quayside-project-if-transit-isnt-built-ceo-says 
[https://perma.cc/Q544-X6GQ]. 
 129. See Doctoroff, supra note 125; Project Update, SIDEWALK TORONTO 10 (Feb. 14, 
2019), https://storage.googleapis.com/sidewalk-toronto-ca/wp-content/uploads/2019/06/ 
13210348/FEB14-SWTO-Business-Case-Overview.pdf [https://perma.cc/VZ4K-D3FZ]. 
 130. Quayside, CITY TORONTO, https://www.toronto.ca/city-government/planning-
development/waterfront/initiatives/current-projects/quayside/ [https://perma.cc/SND7-6H44] 
(last visited Oct. 6, 2019). 
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authority was contractually precluded from considering other developers, 
despite it having solicited proposals on the express condition that the 
agreement was nonexclusive. 

(4) Within the geographic bounds of the project, which pivoted from a 
mere twelve-acres to a sprawling 880-acres, the tech company unilaterally 
redefined all data collected natively from the site as “Urban Data,” subject to 
rule by a poorly defined Civic Data Trust. 

(5) Numerous resignations of high-profile advisors to the project and 
public opposition did not slow down the process or cause a rethinking of the 
whole approach, which moved on despite there being inadequate policies in 
place to deal with data governance, procurement, intellectual property, and 
many other fundamental aspects of the project. 

II.  SIDEWALK’S PLATFORM GOVERNANCE PROBLEMS 

We now turn from the troubled launch of the Sidewalk Toronto project to 
the main dangers of such a venture, if realized, to democratic governance.  
To some degree, this substantive critique stands on its own, independent of 
the secrecy and slipperiness of the launch process.  But in other respects, the 
initial process deficiencies represent and intensify concerns related to the 
imagined city.  After describing Sidewalk’s vision for Toronto’s smart city 
platform, based principally on a close reading of the vision section of 
Sidewalk’s submitted response to the RFP,131 as elaborated in public 
statements over the first eighteen months of the project, we identify three 
major pitfalls for the public:  privatization, platformization, and domination. 

A.  The City as Platform:  Sidewalk’s Vision 

One of the central rhetorical pivots of Sidewalk’s imaginings for the 
Toronto waterfront is what it terms the “digital layer.”  The digital layer is an 
animating idea for the project, rather than a material reality.132  The digital 
layer runs through, under, and around the “physical layer” of the built 
environment.  It consists of data and the things data touches, like sensors and 
cameras, data analytics and storage, wireless and wired infrastructure, and 
portals and devices.  The digital layer is in essence Sidewalk’s version of the 
“platform concept,” which creates “the baseline conditions for urban 
innovation.”133  With the use of this language, Sidewalk explicitly adopts the 
metaphor of the “city as platform”134 and invites the city itself to emulate the 
 

 131. Request for Proposals No. 2017-13 Response:  Project Vision, SIDEWALK LABS (Oct. 
17, 2017), https://storage.googleapis.com/sidewalk-toronto-ca/wp-content/uploads/2017/10/ 
13210553/Sidewalk-Labs-Vision-Sections-of-RFP-Submission.pdf [https://perma.cc/6ZTM-
Q6J9] [hereinafter Vision].  Only a portion of Sidewalk’s response to the RFP has been made 
public. 
 132. Sidewalk Toronto, Meet Sidewalk Toronto:  Kristina and Craig Talk Open Urban 
Data, YOUTUBE (Mar. 29, 2018), https://youtu.be/LKN_EHkjCcs [https://perma.cc/MUY3-
QTHH]. 
 133. Vision, supra note 131, at 17. 
 134. This formulation has been used elsewhere as an analytical frame for digitally 
networked urban governance. See generally, e.g., DAVID BOLLIER, ASPEN INST., THE CITY AS 
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platform technology companies like Amazon and Google that cities hope to 
attract.135  Sidewalk sells the digital layer as the engine for the edge 
innovation, the startups, and the tech businesses of the silicon idyll. 

Figure 1:  The City as Platform136 

 
In the idealized city as platform, ubiquitous sensors will feed data into 

automated street design, turning streets as needed into conduits for bikes or 
pedestrians or priority vehicles.  Data will enable flexible use of streets, 
buildings, and public space as changing demands are sensed and datafied.  
Responsive applications built on top of the platform can efficiently deliver 
services (from food to sanitation to work space) “just-in-time” for public 
consumption.  The platform design explicitly recapitulates the internet’s 
network architecture:   

Just as computer and smartphone operating systems keep the device 
running smoothly but also allow innovators to create new apps, the digital 
layer is designed to keep the city running smoothly but also encourage 
residents, staff, startups, and larger companies to bring their most creative 
ideas to bear on improving life in the city.137 

 

PLATFORM:  HOW DIGITAL NETWORKS ARE CHANGING URBAN LIFE AND GOVERNANCE (2016), 
http://csreports.aspeninstitute.org/documents/CityAsPlatform.pdf [https://perma.cc/JLL7-
RA55]; STEPHEN GOLDSMITH & NEIL KLEIMAN, A NEW CITY O/S:  THE POWER OF OPEN, 
COLLABORATIVE, AND DISTRIBUTED GOVERNANCE (2017); Tim O’Reilly, Government as a 
Platform, INNOVATIONS, Jan. 2011, at 13. 
 135. See generally Jathan Sadowski & Roy Bendor, Selling Smartness:  Corporate 
Narratives and the Smart City as a Sociotechnical Imaginary, 440 SCI. TECH. & HUM. VALUES 
540 (2018). 
 136. Vision, supra note 131, app. at 19. 
 137. Id. at 66. 
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Indeed, in 2016, Sidewalk analogized the city to the network stack of a 
computer operating system, in which citizen services and even city 
administration itself become just user-facing applications, driven through the 
digital layer.138  This is “public administration as app,” with policy and 
accountability pushed to the edge of a network run on infrastructure owned 
and operated by someone else. 

Figure 2:  The City as a Network Stack139 

 
Sidewalk’s vision for Toronto’s eastern waterfront is a network of 

neighborhoods “networked . . . to operate at a system scale, like the internet, 
generating advantages that increase with each new node.”140  The internet, as 
a network of networks, confers obvious connectivity advantages.  But what 
is the advantage of networked neighborhoods when one of the meanings of 
neighborhood is to be distinct and set apart?  In Sidewalk’s vision, it is to 
attract businesses to supply goods and services through the platform.  
“Whereas a neighbourhood of a few thousand people will produce a modest 
market opportunity to attract third parties to the platform, a district of 
networked neighbourhoods will be powerful enough to draw companies and 
entrepreneurs from all over to take part in Toronto’s new ecosystem.”141 

In all aspects of Sidewalk’s envisioned city design, data is infrastructural.  
It is the foundation for all downstream production of goods and services.142  
 

 138. Sidewalk Labs, Reimagining the City as a Digital Platform, YOUTUBE (Feb. 22, 
2016), https://youtu.be/bPu8HvD7d9U [https://perma.cc/HT6C-8UJY] (“What if you could 
innovate across the whole stack, all at once . . . in a city?”). 
 139. Id.  
 140. See Vision, supra note 131, at 21. 
 141. Id.; see also id. at 51–54 (describing the eastern waterfront as a “[n]eighbourhood of 
neighbourhoods”). 
 142. See generally BRETT M. FRISCHMANN, INFRASTRUCTURE:  THE SOCIAL VALUE OF 
SHARED RESOURCES 61–114 (2012); Jean-Christophe Plantin et al., Infrastructure Studies 
Meet Platform Studies in the Age of Google and Facebook, 20 NEW MEDIA & SOC’Y 293 
(2018). 
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Private functions like commerce, public ones like building inspections, and 
hybrid ones like housing or transportation are all mediated by data flows, 
predictive analytics, and automated decisions.  Urban governance is 
reconceptualized as facilitating the collection and transmission of data to 
applications and services that run on top of the platform.143  In effect, the city 
morphs from polis to bazaar, from a place of thick ties to thin transactions 
where digital bids connect people to services and applications. 

B.  Privatization 

The marketplace model for the city highlights the business orientation of 
a project that from the start failed the first test of public administration:  
engaging the governed.144  Even with formal institutional approval at the 
outset, there is a danger that a project like Sidewalk Toronto achieves private 
gain at the expense of the public—incrementally but comprehensively, from 
planning to implementation.  Above, we discussed IP ownership and data 
control, through which the privatization of public assets can be achieved 
alongside old-fashioned land deals.  Here, we turn to governance. 

Hidden in Sidewalk’s fine renderings of mass timber construction, 
adaptable roads, and configurable parks lies the most significant feature of 
the deal: the substantial delegation of public governance to a private 
platform.  Whoever controls the “digital layer” of the city exerts control over 
the activities transacted through it.  Sidewalk designed the digital layer and 
Sidewalk affiliates may operate it, intermediating access to traditional public 
spaces and services, like the curb, sidewalks, parks, and transport, as well as 
to private ones, like housing, health, and thermostats.  As more and more of 
life is transacted through the digital layer, regulation and its reach are 
encoded in that layer, as discussed below.145 

WT signaled out of the gate that it was willing to cede governance.  Its 
RFP sought a partner to “create the required governance constructs to 
stimulate the growth of an urban innovation cluster, including legal 
frameworks (e.g., intellectual property, privacy, data sharing).”146  From the 
start, a public entity tasked a vendor, doing service also as developer and 
planner, with making public policy.  Among the most important levers of 
urban governance are planning, regulation, and enforcement.147  Sidewalk, 
 

 143. Another layer—the “standards layer”—provides an interface between the digital layer 
and the “residents, administrators, and developers using and building atop the platform.” 
Vision, supra note 131, at 18. 
 144. The public fora that Sidewalk Toronto hosted did not meet the mark.  They skated 
over data collection, procurement, IP, and other issues, while focusing public attention on 
much less contested questions about building materials and amenities. 
 145. If code is law, then the digital layer, embodying code, is law. See LAWRENCE LESSIG, 
CODE AND OTHER LAWS OF CYBERSPACE 6 (1999). 
 146. See RFP, supra note 15, at 17. 
 147. JONATHAN F. P. ROSE, THE WELL-TEMPERED CITY:  WHAT MODERN SCIENCE, ANCIENT 
CIVILIZATIONS, AND HUMAN NATURE TEACH US ABOUT THE FUTURE OF URBAN LIFE 138 
(2016) (identifying several levers of city control:  “vision of the city; a master plan for how to 
implement the vision, with specific indicators of its components; data collection so that the 
city has intelligence about its circumstances and can create feedback mechanisms to [achieve 
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like any company in this position, may be able to exert significant control 
over how all are conducted, with no credible social license for doing so. 

1.  Planning 

Simply by wielding the “pen” in designing the master plan for Toronto’s 
new neighborhood, Sidewalk has exercised a significant public planning 
function.  Many cities have “digital master plans”148 or “smart city” plans 
that are city-led.149  The city and its residents identify the problems and 
define the solution space.  With Sidewalk Toronto, by contrast, Sidewalk 
defines the problems and the solutions that Alphabet companies, it seems, 
will be uniquely positioned to supply.  Sidewalk may design the arena for its 
own advantage and then play in it as a real property “vertical developer,”150 
as a digital layer (perhaps sole-source) vendor, and as an infrastructure 
owner.151 

Though Sidewalk boasted that it undertook unprecedented public 
engagement in the lead-up to the MIDP—consulting “literally 20,000 
people”152—the detailed chronology set out in Part I above shows that the 
public and responsible authorities were blocked from the real action.  The 
Framework Agreement, which governed the first nine-and-a-half months of 
the deal, was pushed through the WT board without enabling time for 
deliberation, consensus, or amendment.  City councilors and citizens were 
not shown the agreement until it was obsolete, replaced by a new agreement, 
the PDA.  Again, that agreement was formed in private, ushering in facts on 
the ground without public deliberation or engagement.  It is difficult to know 
where to anchor serious scrutiny.  On one day, Sidewalk dumped into the 
public realm two privately formed final agreements, problematic and 
unanticipated terms for ongoing procurement and intellectual property 
management, data governance nostrums, as well as sweeping design 
fantasies.153  And then there was the mystification of scope.  For at least 
fifteen months, the project partners framed the scope of the project as being 
principally about Quayside, a relatively modest twelve-acre waterfront site.  
 

its vision]; regulations, such as zoning and building codes; incentives, including tax credits 
and loan guarantees; and investments in infrastructure such as transportation, water, and sewer 
systems”). 
 148. Anthony Townsend & Stephen Lorimer, Digital Master Planning: An Emerging 
Strategic Practice in Global Cities (N.Y.U. Marron Inst. of Urban Mgmt., Working Paper No. 
25, 2015), https://marroninstitute.nyu.edu/uploads/content/Working_Paper_25_Digital_ 
Master_Planning.pdf [https://perma.cc/W5BR-A2R6] (describing the digital master plans of 
Chicago, London, San Francisco, Dublin, Singapore, and Hong Kong, as well as New York 
City’s “Roadmap” and Barcelona’s “Smart City Strategy,” both written in 2011). 
 149. See, e.g., CITY OF CHI., THE CITY OF CHICAGO TECHNOLOGY PLAN (2013), 
https://techplan.cityofchicago.org/wp-content/uploads/2013/09/cityofchicago-techplan.pdf 
[https://perma.cc/VFQ5-VZ7J]; CITY OF PHILA., SMARTCITYPHL (2018), https:// 
www.phila.gov/media/20190204121858/SmartCityPHL-Roadmap.pdf [https://perma.cc/ 
NR6Y-CV47]. 
 150. See PDA, supra note 10, at 6. 
 151. See Oved, supra note 14. 
 152. See Media Events, supra note 30. 
 153. See supra Part I.C. 
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In February 2019, however, it became apparent that the project really 
concerned the entire 880-acre waterfront stretch, which confirmed critics’ 
and cynics’ worst suspicions.154 

Meanwhile, the city and its citizens would have to wait for at least another 
eighteen months for the release of the MIDP, a document that would 
ultimately run over 1500 pages155 and was negotiated in secret along the lines 
of the earlier agreements.  While concerns about data governance and privacy 
were constantly volleyed between critics and defenders of the deal, these 
merely served to embed a sense of inevitability about the problematic aspects 
being examined here involving privatization, platformization, and 
domination.  At no point was there any capacity, either at the government 
level or within the processes of the project partners themselves, to surface 
and protect against any of these areas of concern. 

The privatization of planning proceeds apace as the imagined city 
develops.  In Sidewalk’s vision, the networked neighborhood is continuously 
planned even after the arena is built and the game is underway.  Digital layer 
data will enable ongoing modeling of urban infrastructure needs.  Indeed, 
Sidewalk envisions a “[m]odel component . . . [that] can simulate ‘what if’ 
scenarios for city operations to inform long-term planning decisions.”156  
Given the amount of data that Sidewalk is likely to have, its planning tools 
will have significant advantages over competitors and almost certainly boost 
Sidewalk’s prospects as a planner.  It seems likely that the model will be 
implemented by the Sidewalk affiliate Replica.  This tool creates data 
facsimiles of real populations by scrambling the personal data of real people 
into synthetic copies of “virtual” individuals.157  Replica has already proven 
to the satisfaction of one jurisdiction that its technology is without peer, 
having won a sole-source contract with the state of Illinois to provide 
mobility data.158 

 

 154. See supra Part I.B. 
 155. See Sidewalk Lab’s Proposal:  Master Innovation and Development Plan, QUAYSIDE, 
https://quaysideto.ca/sidewalk-labs-proposal-master-innovation-and-development-plan/ 
[https://perma.cc/Y7XM-7Y4S] (last visited Oct. 6, 2019); see also supra Part I.B. 
 156. NICOLAS DOUAY, URBAN PLANNING IN THE DIGITAL AGE 30 (2018).  Douay describes 
a generic big data algorithmic planning process as one that selects “the best choice according 
to the intentions, scripts or scenarios from which it was designed. . . .  [It embodies] visions 
of the world, the city as well as planning processes, even if these projections may be 
unconscious or at least not very explicit.” Id. 
 157. Sidewalk Labs, Replica:  A Next-Generation Urban Planning Tool, YOUTUBE (Aug. 
24, 2018), https://youtu.be/YKIrSUCeOtU [https://perma.cc/2QDX-RXZC] (explaining that 
Replica is “a tool to explore how, where, when, and why people move around a region” based 
on millions of people’s full details of daily life); see also Ava Kofman, Google’s Sidewalk 
Labs Plans to Package and Sell Location Data on Millions of Cellphones, INTERCEPT (Jan. 28, 
2019), https://theintercept.com/2019/01/28/google-alphabet-sidewalk-labs-replica-cellphone-
data/[ https://perma.cc/ZU5T-YUKG]. 
 158. Sidewalk Labs Replica Tool and Data Notice, ILL. DEP’T TRANSP., 
https://webapps.dot.illinois.gov/WCTB/ConstructionSupportNotice/BulletinItem/0ff7ba88-
81f7-4cd8-b24b-bc153d493725?page=1 [https://perma.cc/DW6G-HV4C] (last visited Oct. 6, 
2019) (Replica “uses a number of sources, including mobile carrier data, location data from 
third-party aggregators and Google location data, to generate travel data for a region. . . .  
[T]he data sample is not limited to only Android devices.  Additionally, these data are 
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2.  Regulation and Enforcement 

As discussed in Part I above, Sidewalk’s development of a data 
governance regime for Quayside provoked criticism that policymaking was 
being privatized without the normal process of hearings, open records, and 
accountability.159  This private lawmaking could become harder to see, but 
no less pronounced, after ground is broken and control moves to the “cloud” 
of data flows.  Control of data and data analytics confers regulatory power:  
permissions to and prohibitions against.  The digital layer, if realized 
according to Sidewalk’s vision, effectuates permissions and prohibitions, 
including those governing curbside parking and driving speeds, in all cases 
dynamic and demand-based.160  Such agility will require highly responsive 
and mutable law that leaves the details of “saying what the law is” and, 
perhaps even of enforcement, to the platform.  Land use and trash regulation 
provide two examples. 

When it comes to land, traditional Euclidean zoning deploys bureaucratic 
codes to specify distinct land uses, geographically separated, in order to limit 
negative externalities imposed on neighbors.161  Sidewalk envisions 
something different on the future waterfront:  an “outcome-based code to 
govern the built environment.”162  The code would consist of “a new set of 
simplified, highly responsive rules that focus more on monitoring outputs 
than broadly regulating inputs.”163  Land would not be zoned for residential 
or manufacturing purposes but instead opened up to flexible use, provided 
that the use does not exceed some measure of impact (e.g., noise, smoke, 
traffic) outside the “envelope” of exclusivity.  This vision of patrolling 
dynamically for negative externalities, rather than zoning for compatible 
uses, requires performance targets and “embedded sensing for real-time 
monitoring.”  Sidewalk nominates itself to develop this system of “automated 
regulation.”  Sidewalk’s procurement and development proposals put it in 
limina between the regulated and regulator and its automated zoning is ruled 
 

collected from individuals for months at a time, allowing for a complete picture of individual 
travel patterns.”)  According to the notice, the estimated award for providing this data over 
thirty-six months is US$3.6 million. Id. 
 159. See Governing by Mercenary, supra note 62 (“Instead of debating, say a data and 
privacy policy in Cabinet or municipal government, then pitching it through the media, 
debating it in the legislature, voting on it, recording that vote for the next election, then 
entrenching it in statute and regulations; instead of all that (aka democracy) . . . .  The 
mercenary just gets the job done, and gets paid.  There is no vote, no debate, no statute, no 
regulation, no accountability.”). 
 160. This is a general aspiration of smart city development. See ROSE, supra note 147, at 
151 (noting that the smart city “may tune its zoning code, infrastructure investments, and 
incentives in real time for public benefit”). 
 161. See generally Village of Euclid v. Ambler Realty Co., 272 U.S. 365 (1926).  Another 
way to view traditional zoning is as a tool to preserve positive externalities, or the commons. 
See Sheila R. Foster & Christian Iaione, The City as a Commons, 34 YALE L. & POL’Y REV. 
281, 311–12 (2016) (“Through its system of separation and exclusion, zoning protects the 
commons, at various scales, by helping to create and then preserve the ‘character’ of the city, 
neighborhood, or block.”). 
 162. See Vision, supra note 131, at 120. 
 163. Id. 
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by public law.164  At the same time, it may enjoy “substantial forbearances 
from existing laws and regulations.”165 

The distance between regulation and enforcement can be short in an 
automated system.  Sidewalk claims that the outcome-based code “will 
reward positive behaviors and penalize negative ones.”166  What sort of 
process will there be around penalties?  Will outcomes simply be chosen by 
majority rule, dependent on constant connectivity and prompts?167  Will the 
government have the opportunity to set enforcement priorities?  Dystopic 
visions abound of a new cannon of “personalized law,”168 adjoined to 
constant surveillance or what Rob Kitchin calls “control creep” and 
“anticipatory governance.”169  Landlords in some cities are already taking 
advantage of smart apartments to remotely lock out tenants over alleged 
contractual violations.170  Might these private dispute resolutions, which 
complement or replace public ordering, be outsourced to the digital layer?  
And if they are, who will control the lawmaking resident in the code?  
Sidewalk’s command of the early stage of development suggests an answer. 

Another example, this time in trash disposal regulation, shows that even if 
the government sets regulatory standards and enforces them, control over 
data can serve a de facto private lawmaking function.  Sidewalk expects to 
“deploy a digitally enabled smart chute system that will help pay-as-you-
throw waste regimes succeed in multifamily buildings by making it possible 
to differentiate between recyclables and trash.”171  In other words, the data 
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 165. Id. 
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(discussing Lawrence Solum’s thought experiment about the thoroughly instrumented city 
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(Apr. 4, 2019), https://www.cnet.com/news/tenants-worry-smart-home-tech-could-be-
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 171. See Vision, supra note 131, at 22.  Elsewhere, Sidewalk Labs says that the only sensors 
it “expects to deploy include (1) air quality sensors (carbon monoxide, particulate matter, 
sulfur dioxide); (2) noise level sensors (noise generated by vehicles, construction, human 
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about disposal patterns—some of it invariably sensitive and revealing172—
will be used to meter disposal fees.  This data may be combined with other 
personal data to “nudge” individual consumption and disposal habits and 
might become what Karen Yeung has called a “hypernudge.”173  Sidewalk 
will apparently control this sensor-based chute data.  City officials will access 
this data through an app, like any other user.  The city, in this vision, is 
reduced to a client.  It stands in the shoes of the third-party app developer, 
with no greater access or authority than any other player.174 

C.  Platformization 

Sidewalk’s vision raises another consequential concern for urban 
governance that is harder to define:  these are the issues inherent in a city-as-
platform model that radically unbundles systems, spaces, and services into 
sets of transactions optimized according to market logic.  The model has been 
theorized as a way of using public data to catalyze economic activity and 
improve city services.175  In broad strokes, there are two distinct versions of 
platform values.  In one version, the city intermediates between the public’s 
data and service providers, prioritizing public benefit.  In the other, 
commercial platforms like Facebook and Uber intermediate, prioritizing 
profit or market share.  Sidewalk obscures just which version of platform its 
digital layer will be and what it will be optimized for. 

The primary function of Sidewalk’s digital layer is to “collect[] data on the 
urban environment via sensors.”176  Who is doing the collecting is left vague.  
In some iterations, the disembodied platform is itself the agent.  It “detects 
pedestrian congestion,” for example, and then it “can experiment with ways 
to create better pedestrian flow.”177  This suggests that maybe the platform 
will be public in some sense, like basic infrastructure, and commercial 
entities will access it from the edge.  Elsewhere, Sidewalk itself claims 
agency.  It is Sidewalk that will “experiment . . . with various weather 
mitigation strategies . . . [and] get real-time feedback . . . from a high-density 
mesh of sensors . . . [to] enable the real-time evaluation of different 
interventions.”178  In this case, it seems that the platform will be commercial.  
Commercial entities, or at least Sidewalk, will provide the utility. 

 

 172. Ann Cavoukian Talks About Civil Liberties Group and Sidewalk Labs, JOHN OAKLEY 
SHOW (Apr. 18, 2019), https://omny.fm/shows/the-john-oakley-show/ann-cavoukian-talks-
about-civil-liberties-group-an [https://perma.cc/WQC4-7Q9U]. 
 173. See generally Karen Yeung, ‘Hypernudge’:  Big Data as a Mode of Regulation by 
Design, 20 INFO. COMM. & SOC’Y 118 (2017). 
 174. See Digital Strategy Advisory Panel Technology Update, SIDEWALK TORONTO (Dec. 
13, 2018), https://storage.googleapis.com/sidewalk-toronto-ca/wp-content/uploads/2019/06/ 
13210444/12.13.18_SWL_DSAP.pdf [https://perma.cc/HL6M-UDBN]. 
 175. See supra note 134 and accompanying text. 
 176. See Vision, supra note 131, at 33. 
 177. Id. at 79. 
 178. Id.  When a company is allowed to deploy sensors in exchange for feeding the data to 
the city, the city’s access to that data depends on the continuation of the deal.  LinkNYC kiosks 
allow Sidewalk to gather environmental data the city needs “to meet public health regulations 
and figure out the ‘livability’ of streets” in exchange for giving the company “a playground 
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Crucially, ambiguity about the platform depoliticizes questions of 
planning, frustrates accountability, and removes points of entry for citizen 
contestation.  Because the digital layer is conspicuously designed with the 
internet as a model, it seems only appropriate to extrapolate platform values 
from existing digital platforms.  Chief among them are efficiency and 
datafication, both of which are problematic as foundational values for cities 
and urban life. 

1.  Efficiency 

The presentation of the digital layer in Sidewalk’s vision demonstrates 
something of the nonchalant “no worries” assurances of neutrality that 
accompanied the rollout of information platforms in the early 2000s.  
Tarleton Gillespie points out that the metaphor of the platform as a “raised 
level surface” abets the claim of neutrality.179  But platforms are not 
neutral.180  Online platforms “intervene in and reshape value regimes and 
economies.”181  They advance a substantive vision of the good—whether that 
is “engagement” on social media or cheap rides through Uber—and enforce 
that vision through data flows.182  Similarly, smart city technologies might 
be “portrayed and positioned as technical, pragmatic, common-sensical, and 
non-ideological,” but in reality, they “are inherently politically and 
ideologically loaded in vision and application, reshaping in particular ways 
how cities are managed and regulated.”183 

To be sure, Sidewalk’s vision aims to hit ambitious targets for affordable 
housing, sustainability, inclusion, and other public goods.184  These are 
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 181. See VAN DIJCK, POELL & DE WAAL, supra note 117, at 24, 25 (“The questions whose 
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 182. Ellen P. Goodman & Julia Powles, Facebook and Google:  Most Powerful and 
Secretive Empires We’ve Ever Known, GUARDIAN (Sept. 28, 2016, 3:00 AM), 
https://www.theguardian.com/technology/2016/sep/28/google-facebook-powerful-secretive-
empire-transparency [https://perma.cc/T959-FV2W]. 
 183. Rob Kitchin et al., Smart Cities and the Politics of Urban Data, in SMART URBANISM:  
UTOPIAN VISION OR FALSE DAWN? 16, 17–18 (Simon Marvin, Andrés Luque-Ayala & Colin 
McFarlane eds., 2015). 
 184. Draft Quayside Site Plan, SIDEWALK TORONTO 20, 24–25 (Nov. 29, 2018), 
https://storage.googleapis.com/sidewalk-toronto-ca/wp-content/uploads/2019/06/13210448/ 
18.11.29_Quayside_Draft_Site-Plan.pdf [https://perma.cc/FAN3-SFZZ] (claiming that the 
Quayside development will result in a 75–85 percent reduction in greenhouse gas emissions 
and that 40 percent of the site will be dedicated to below-market housing); see also Jesse 
Shapins, Quayside:  A New Vision for Toronto’s Waterfront, MEDIUM (Nov. 29, 2018), 
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values imposed from outside the platform, congruent with Sidewalk’s 
ambitions to build in Toronto an idealized prototype, uninhibited by revenue 
demands and supported by patient capital.  But the values structurally 
embedded in the platform are not these.  The city as platform privileges 
efficiency.185  In Sidewalk’s vision, living, working, and moving—and, as 
discussed in the previous section, governing—are all modules on a platform 
connecting users to services through data.  Here is where Sidewalk’s 
definition of “urban data” (i.e., data collected in a physical space in the city) 
comes into its own and has its most pernicious effects.  Essentially, apart 
from completely personally owned spaces and devices—an increasing rarity 
in the envisioned waterfront—all places become exposed and marketized.  
Formerly static assets—whether that is park space, curb space, marketspace, 
office space, or housing space—are provided “as a service,” just-in-time, 
according to usage needs.186  Planning is a continuous process that happens 
in real time in response to flows of urban data, so that urban resources are 
allocated to entertainment, quiet reflection, food trucks, cycling, or housing 
based on constantly refreshing data inputs about demand, possibly filtered 
through the profit motive of platform players. 

As Adam Greenfield has observed, platform technics reduce friction 
between impulse and consumption.187  The ease of platform-mediated 
consumption can “short-circuit the process of reflection that stands between 
one’s recognition of a desire and its fulfillment via the market.”188  It is 
possible that the demand the platform registers should not be gratified upon 
considered reflection or upon considering the collective good.  If we imagine 
that in any given moment, there is more demand to play soccer in a field than 
to reseed it, the platform will deliver soccer.  If there is more demand 
(measured by those placing the most orders) for instant drone delivery than 
for a walk to the corner shop, retail will succumb.  This is the continuous 
planning process that currently favors cheap ride-shares over public 
transportation.  A brutally efficient demand-driven city-as-platform model 
might perhaps be able to accommodate public interests by accounting for 
negative and positive externalities in the model (e.g., congestion pricing).  
For this to happen, regulators and coders would have to collaborate.  The 
studied ambiguity of Sidewalk Toronto about agency in the digital layer, 
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 185. See KITCHIN, supra note 117, at 113–27. 
 186. See Vision, supra note 131, at 18 (describing “mobility as a service”); see also id. at 
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(2017). 
 188. Id. (discussing “the colonization of the domestic environment by . . . networked 
products and services”). 
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coupled with the embrace of privatized regulation, undermines confidence 
that such a collaboration would work in the public interest. 

Platform discourse tends to avoid the tensions between the public interest, 
on one side, and efficiency or market value on the other.  It fuses them.  José 
van Dijck observes that, “[i]n the platform society, the creation of public 
value toward the common good is often confused with the creation of 
economic value serving a nondescript amalgam of private and public 
interests.”189  Sidewalk incorporates public value concepts, leaning on Jane 
Jacobs’s vision of “placemaking” along with new urbanism and 
sustainability.  Sidewalk says it wants to pursue “[s]ocial cohesion and civic 
engagement.”190  These are the public values exogenous to the platform.  But 
the method offered to attain these values is always and only digital 
connectivity—the platform.  Again, if the digital layer is controlled by the 
public or their representatives, according to public standards, checks, and 
balances, it could conceivably be optimized for the public interest.  But if 
controlled by Sidewalk or other commercial vendors, it will most likely be 
optimized for efficiency and the efficient production of material value. 

2.  Datafication 

Platforms designed for efficiency break down the material and social 
world into data flows.  All activities—work, leisure in public, leisure in 
private, transport—are part of the flow.  The built environment will facilitate 
the data flow and be constructed by it.  If allowed to, platforms will try to 
parse every bit of existence into data.  This kind of datafication has prosocial 
and antisocial implications. 

On the “pro” side, structures “optimized for optionality”191 create 
flexibility in urban shelter.  Sidewalk depicts lofts that are designed to park 
cars until such time as autonomous vehicles reduce the demand for parking; 
thereafter they can be repurposed, floor-by-floor, pod-by-pod, for residential 
or other use.  Such “radical mixed-use”192 can in theory create more 
affordable housing and “incremental real estate value.”193  In addition, the 
“radical sharing of durable goods,”194 like cars, home appliances, and tools, 
can, again in theory, improve efficiency and reduce resource use. 

On the “anti” side, the atomization of space into modules for work and 
sleep enacts a new scheme of value extraction in space that can effectuate 
“the extension of economic rationality into every corner of human life.”195  

 

 189. See VAN DIJCK, POELL & DE WAAL, supra note 117, at 23; see also Paul Langley & 
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 190. See Vision, supra note 131, at 18. 
 191. Id. at 114. 
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 193. Id. at 119. 
 194. Id. at 124. 
 195. Matthew Claudel, Tomorrow Belongs to Everybody!, SITE MAG. (Nov. 26, 2018), 
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Whatever can be counted can be turned into data to facilitate exchanges and 
to justify total oversight of the expenditure of time.  Sidewalk imagines 
Toronto’s future waterfront as a place that has eliminated “the divide between 
home, work, and play.”196  As sensors fill the home and cover the body, 
market logic may penetrate into the crevices and core of private life.  It is one 
thing to pay a trash disposal fee.  But the conversion of all relationships (even 
if just to things) to an infinite set of use-based, chargeable events means that 
every interaction is monitored, measured, and marketized.197  When nothing 
is owned but only leased on a fractional, per-use basis,198 gone is the freedom 
and tolerance to gift or to over- and underuse,199 to avoid near-perfect price 
discrimination,200 or to have a reasonably exercisable “freedom to be off”—
to be “free from systemic, environmentally architected human 
engineering.”201 

This kind of “just-in-time” resource allocation will have a particular cast.  
It will be very responsive to inputs that are easily measured, to demands 
easily expressed in real time, and to desires that can be monetized.  However, 
some data that should be used as an input will not be counted in part because 
the people or places are not instrumented.  Shannon Mattern asks in 
connection with another smart city project, “[w]hat about all those potential 
behaviors that are never enacted, and thus never measured, because the 
physical space or its regulation prohibits them—or because one’s subjectivity 
proscribes a repertoire of possible behaviors?”202  The existence of data 
divides203—people whose data are not counted—will inflect datafication 
with inequality. 
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The efficiency gains to be extracted from “radical” mixed-use may be 
radically offset in other ways.  First, the reliance on real-time and constant 
data flows, data management, and computationally intensive infrastructure is 
clearly not costless in terms of energy.204  Reliability and maintenance 
impose other costs.205  And the impact is not only material—in a state of total 
digital dependence, internet connectivity as well as hardware and software 
maintenance becomes more than an annoyance and a forbearance; it becomes 
critical to life quality and sustenance.  Second, there are the practical 
implications of mixed-use and sharing, which reflect in many ways the 
realities that motivate private ownership and responsibility arrangements.  
Whole new systems and structures, likely onerous in surveillance and 
enforcement capacity, are required to manage, clean, maintain, and secure 
the spaces and things that are subject to radical sharing practices,206 which 
create attendant and novel challenges.207 

D.  Domination 

Ben Green writes that the “architecture of the smart city is a fundamentally 
undemocratic one” because the technologies “create massive information and 
power asymmetries that favor governments and companies over those they 
track and analyze, breeding impotence and subjugation.”208  The 
privatization and platformization risks we discuss above can be sources of 
subjugation for the individual and the collective.  Here, we address how an 
ambitious smart city project like Sidewalk Toronto can neuter the city’s 
sovereign powers, using the examples of domination through rights-of-way 
and tech interfaces. 

The risks of domination are much higher when the smart city architect is 
as dominant in data as Alphabet and its principal moneymaker, Google.209  
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Its ability to sink patient capital into infrastructure and other loss leaders 
allows it to wait out potential competitors, leverage the network effects of 
affiliated services, and close off opportunities for citizens or cities to opt out 
of emerging technology systems.  Sidewalk Toronto generates “techlash,” 
the remonstrance against the power of big tech, primarily because it is an 
Alphabet-Google project.210  Indeed, Sidewalk Toronto is a perfect storm for 
techlash, involving as it does issues of data governance, surveillance, 
efficiency optimization, information asymmetries, privatization, and hidden 
agendas.  The project feeds anxiety over domination by large, unaccountable 
big data systems and the asymmetric knowledge they produce. 

1.  Rights-of-Way 

The right-of-way is a precious “natural” urban resource.  We do not here 
rely on the fine points of Canadian law regarding cities’ proprietary interests 
in these rights-of-way but rather on the general legal principle derived from 
Roman law that cities manage public ways (owning them in fee or as 
easements) for the benefit of the community.211  It is a principle recognized 
by Canadian courts212 alongside American ones.213  Smart city developers 
require access to public streets, sidewalks, underground and overhead 
conduits, and pole installations to support platform services and underlying 
connectivity.  If a developer can dominate the city’s right-of-way and 
franchising or licensing process, it can in effect plunder this resource and 
subvert the public trust. 

Sidewalk imagines the digital layer as a great public infrastructure project 
in the tradition of the aqueducts of Rome, the London Underground, and the 
street grid of Manhattan.214  The city’s role and the public’s stake in this 
infrastructure is not clear, as discussed above.  The passive voice 
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predominates.  There will be a “key investment . . . to create a system of 
utility channels to accommodate all networked utilities . . . [to] provide space 
for electric wires, telecom conduits, and water and district heating pipes, as 
well as space for small-scale robots to travel between building basements and 
under walkable streets.”215  Questions abound about whose investment this 
will be (Sidewalk likes to speak of “catalyzing the financing” of such a 
project, with an expectation of a “reasonable” return),216 the role of Google-
affiliated companies, and control of the utility channel.  Then there is the 
question of how those “utility” companies will interact with urban rights-of-
way. 

Some cautions emerge from another experimental Google project in North 
America.  Google Fiber, now under the umbrella of Alphabet’s Access 
division, is, like Sidewalk, one of the Google-Alphabet empire’s “big bets.”  
This means it is a company with the patient capital to test and scale a 
technology without having to be financially successful.  In 2010, Google 
Fiber announced, with its signature primary color cheer, a competition that 
sent American cities scrambling.217  It would lay gigabit fiber in some 
number of lucky cities.  Like Sidewalk, Google Fiber offered cities the 
prospect of innovative services and plaudits. There were similar appeals to 
the prosocial advantages of the technology rollout.  City managers were 
invited to “imagine sitting in a rural health clinic, streaming three-
dimensional medical imaging over the web . . . [o]r collaborating with 
classmates around the world while watching live 3-D video of a university 
lecture.”218  There were also promises to advance what was the progressive 
tech policy agenda du jour:  net neutrality. Google Fiber promised it would 
build an “‘open access’ network . . . [operated] in an open, non-
discriminatory and transparent way.”219  As with Sidewalk Toronto, there 
was no clear revenue model.220  As some fear will happen with Sidewalk 
Toronto, Google Fiber’s public-minded language about building a utility 
faded into the reality of a consumer product offered to the rich.221 

 

 215. Id. at 23. 
 216. See Media Events, supra note 30 (emphasis added); see also Daniel Doctoroff, 
Opinion, Sidewalk Labs:  ‘We Shouldn’t Be the Developer of the Eastern Waterfront,’ STAR 
(Feb. 19, 2019), https://www.thestar.com/opinion/contributors/2019/02/19/sidewalk-labs-we-
werent-trying-to-do-anything-in-secret.html [https://perma.cc/WP2P-8TRY] (Seeking to 
appease the public after a leak of plans, this “reasonable” return became a “negotiated 
return.”). 
 217. Think Big with a Gig:  Our Experimental Fiber Network, GOOGLE:  OFFICIAL BLOG 
(Feb. 10, 2010), https://googleblog.blogspot.com/2010/02/think-big-with-gig-our-
experimental.html [https://perma.cc/SWK4-K2P9]. 
 218. Id. 
 219. Id. 
 220. Susan Crawford, Google Fiber Was Doomed from the Start, WIRED (Mar. 14, 2017, 
12:00 AM), https://www.wired.com/2017/03/google-fiber-was-doomed-from-the-start/ 
[https://perma.cc/ZC84-ZT78] (stating that Google “wanted an unrealistic rate of return on 
basic infrastructure” and lost patience, moving from characterizing its project as “an 
‘experiment’ (2010), then a ‘business’ (2012), and finally a ‘bet’ or ‘moonshot’ (2015)”). 
 221. Id. (“The company inadvertently made plain the problem of treating internet access 
like any other demand-prompted product, when its Kansas City installations failed to cross 
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Cities jumped to attract Google Fiber to their streets.  They would clear 
impediments to their rights-of-way222 in return for better broadband and open 
networks.  More than 1000 cities made their offers, preening like hopeful 
suitors.223  Topeka even renamed itself “Google, Kansas”224 but was outdone 
by neighboring Kansas City, Missouri.225  Google entered into a 
development agreement with Kansas City in 2011.226  The city let Google 
choose where to deploy, so long as the company made the service available 
to “economically distressed” communities.  In return, the city supplied 
“assets and infrastructure” at no charge.227  It also promised to allow Google 
employees to set up shop in city offices and to deploy dedicated municipal 
personnel to work with Google.228  While the agreement did not commit 
Google to offer an open platform, the company had represented that it would, 
in keeping with its public positions in favor of net neutrality.229 

 

into historically redlined parts of the city.  A utility serving everyone fairly doesn’t ask for 
payment and interest up front.”). 
 222. Google Fiber City Checklist, GOOGLE 5 (Feb. 2014), https://fiber.storage. 
googleapis.com/legal/googlefibercitychecklist2-24-14.pdf [https://perma.cc/CG4V-HJ5U]. 
 223. Henry Blodget, Google:  1,100 Cities Want Us to Build Them Huge Fiber Networks, 
BUS. INSIDER (Mar. 28, 2010, 9:14 AM), https://www.businessinsider.com/henry-blodget-
google-1100-cities-want-us-to-build-them-huge-fiber-networks-2010-3 [https://perma.cc/ 
PE7F-RUQQ]. 
 224. John D. Sutter, Topeka ‘Renames’ Itself ‘Google, Kansas,’ CNN (Mar. 2, 2010, 4:14 
PM), http://www.cnn.com/2010/TECH/03/02/google.kansas.topeka/index.html [https:// 
perma.cc/6UYR-69F3]. 
 225. Ultra High-Speed Broadband Is Coming to Kansas City, Kansas, GOOGLE:  OFFICIAL 
BLOG (Mar. 30, 2011), https://googleblog.blogspot.com/2011/03/ultra-high-speed-
broadband-is-coming-to.html [https://perma.cc/GU93-32GM] (announcing that Google Fiber 
was coming to Kansas City, Kansas and quoting a Google executive:  “[i]n selecting a city, 
our goal was to find a location where we could build efficiently, make an impact on the 
community and develop relationships with local government and community organizations”); 
see also Everything’s Up to Date in Kansas City, GOOGLE FIBER (May 17, 2011), 
https://fiber.google.com/blog/2011/everythings-up-to-date-in-kansas-city/ 
[https://perma.cc/2UJB-69UD] (announcing that Google Fiber was coming to Kansas City, 
Missouri). 
 226. Development Agreement, NETCOMPETITON (May 10, 2011), 
http://www.netcompetition.org/wp-content/uploads/Google-Kansas-Agreement1.pdf 
[https://perma.cc/N936-25LY] (a development agreement between the Kansas City, Missouri 
and Google Fiber Missouri, Inc.). 
 227. Id. at 4 (“City will provide Google with access to assets and infrastructure of City, to 
the extent such assets or infrastructure are available and are needed for Google’s deployment 
of the fiber network. . . .  City will not impose any charges for access to or use of any City 
facilities provided under this Agreement, nor will it impose any permit and inspection fees.”). 
 228. Id. at 5 (City will create a “team dedicated to the Project and allow Google to place 
Project employees in City office locations, working side-by-side with the dedicated City 
team.”). 
 229. See, e.g., Google Inc., Comments Regarding the FCC’s National Broadband Plan 
(June 8, 2009), https://ecfsapi.fcc.gov/file/6520219958.pdf [https://perma.cc/7WFX-6BMG].  
But see Sarah Nathan, 1934–2010:  The Road to the Google-Verizon Proclamation, ATLANTIC 
(Aug. 10, 2010), https://www.theatlantic.com/technology/archive/2010/08/1934-2010-the-
road-to-the-google-verizon-proclamation/61244/ [https://perma.cc/S92B-E7VB] (discussing 
the 2010 “Verizon-Google Legislative Framework Proposal” that was presented as a 
compromise on net neutrality and was widely seen as Google’s walk-back from its prior 
position). 
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Google executives “employed the construction of the railroads in the 
1800s as a metaphor for the growth, innovation and transformation that 
Google Fiber would provide” to residents.230  These benefits, they promised, 
would extend to low-income communities.  As it turned out, a demand-based 
model meant that only the wealthier neighborhoods signed up in sufficient 
numbers for the service.  While nominally making the service available to 
underserved communities, Google in fact did not deploy the service where 
consumer “demand” lagged.231  Nor did it retain its commitment to the most 
robust expression of net neutrality principles.232  The analogy to railroad 
rights-of-way may have been more apt than Google realized.  To be sure, 
railroads spurred economic dynamism.  They also used these gains to seize 
territorial and financial concessions from government.233  In the end, Kansas 
City did get better broadband but not all that was promised.  Its local paper 
editorialized ruefully:  “Google Fiber hasn’t changed the world, or even this 
part of it.  That will be worth remembering the next time an amazing 
technology emerges from Silicon Valley.”234 

Another Google Fiber city, Louisville, Kentucky, traveled a different 
trajectory.  There, Google started experimenting in 2017 with a 
“nanotrenching” technology to see if it could cut the capital expenses of 
building out expensive fiber infrastructure.235  Louisville allowed the 
company to dig shallow trenches that barely buried the fiber.  The city was 
so committed to the success of this new entry that it even litigated on 
Google’s behalf against incumbent broadband providers to gain access for 

 

 230. Germaine Halegoua, Calling All ‘Fiberhoods’:  Google Fiber and the Politics of 
Visibility, 18 INT’L J. CULTURAL STUD. 311, 313 (2015). 
 231. Id. at 313–14. 
 232. Ryan Singel, Now That It’s in the Broadband Game, Google Flip-Flops on Network 
Neutrality, WIRED (July 30, 2013, 1:55 PM), https://www.wired.com/2013/07/google-
neutrality/ [https://perma.cc/CD2B-S7HR] (describing the company’s response to an FCC 
complaint concerning Google Fiber’s prohibition of customers’ attaching “servers” to their 
gigabit service as violating net neutrality’s right-to-attach principles). 
 233. See, e.g., Ingrid Burrington, How Railroad History Shaped Internet History, 
ATLANTIC (Nov. 24, 2015), https://www.theatlantic.com/technology/archive/2015/11/how-
railroad-history-shaped-internet-history/417414/ [https://perma.cc/3DJE-K4KK] (“The 
history of American networks has always been the history of spooks, graft, questionable labor 
and supply chains, and territorial conquest . . . [subsidized by government out of] a zealous, 
romantic vision of the both liberatory and unifying potential of being able to traverse or defy 
the limits of greater and greater distances.”). 
 234. Editorial, Google Fiber Has Changed Kansas City but Hasn’t Transformed It, KAN. 
CITY STAR (Sept. 24, 2017, 8:30 PM), https://www.kansascity.com/opinion/ 
editorials/article174936081.html [https://perma.cc/N3NV-569Q].  See generally Burcu 
Baykurt, The City as Data Machine:  Local Governance in the Age of Big Data (May 17, 
2019) (unpublished Ph.D. dissertation, Columbia University) (on file with authors) (using 
Google Fiber in Kansas City as a case study of how a city convinces itself that digital 
technologies can help it can achieve economic growth and progress). 
 235. Conner Forrest, Google Fiber Is Using a Secret Weapon to Outpace AT&T and Other 
Gigabit Competitors, TECHREPUBLIC (Oct. 20, 2017, 5:57 AM), https:// 
www.techrepublic.com/article/google-fiber-is-using-a-secret-weapon-to-outpace-at-t-and-
other-gigabit-competitors/ [https://perma.cc/G3MW-BC94]. 
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Google to their utility poles.236  Google’s experiment ended in 2019 when it 
decided to leave the city—and left cracked streets and exposed conduits in 
its wake.237  After public outcry, it agreed to pay the city to repair the 
streets.238 

What the Google Fiber experience shows is not that patient capital invested 
in fiber left the cities worse off than they were before (although in Louisville, 
it might have).  It is that the investment lured the cities into precarity by 
giving up rights-of-way without the means to control the franchisee.  Should 
Google Fiber have become dominant and leveraged that infrastructure to 
control data, wireless connectivity, and other elements of the digital layer, 
the cities could have not leaned on their rights-of-way to counter the 
dominance. 

2.  Application Interface 

While land is the most tangible public resource in the Toronto smart city 
deployment, there is also virtual infrastructure to consider.  Data is 
infrastructural and control over data is of central concern, as discussed above.  
In other cities, the application programming interface (API) is another piece 
of the digital infrastructure, control over which becomes an important piece 
of sovereignty.239  Sidewalk imagines for the Toronto waterfront an API that 
it would furnish to manage data access rights in the digital layer.  The API 
would provide for “regulated access to city data and the ability to interact 
with the city infrastructure in ways that are safe and consistent with other 
uses.”240  Sidewalk asserts that the API would be governed “by open 
standards” and support use by “third-party developers.”241  In other words, 
the API is Android for the city.242 

 

 236. See generally BellSouth Telecomms., LLC v. Louisville/Jefferson Cty. Metro Gov’t, 
275 F. Supp. 3d 833 (W.D. Ky. 2017) (holding that Louisville has the authority to regulate 
pole attachments). 
 237. Paige Leskin, Google Fiber Is Shutting Down Its Super-High Speed Internet Service 
in Louisville After Residents Complained That It Left Exposed Cables in the Streets, BUS. 
INSIDER (Feb. 8, 2019, 8:22 AM), https://www.businessinsider.com.au/google-fiber-
louisville-shutdown-2019-2 [https://perma.cc/PBV2-NC3R]. 
 238. City, Google Fiber Reach Agreement Providing for Restoration of Infrastructure 
Affected by Google Fiber Construction, LOUISVILLEKY.GOV (Apr. 15, 2019), 
https://louisvilleky.gov/news/city-google-fiber-reach-agreement-providing-restoration-
infrastructure-affected-google-fiber [https://perma.cc/7XY8-527G] (“Google Fiber will pay 
$3.84 million to Louisville Metro Government (LMG) to restore roads and other public rights-
of-way affected by its departing service in Louisville.”). 
 239. Los Angeles, for example, has created its own open API for mobility applications 
through which ride-sharing and other mobility services must share data with the city. Mobility 
Data Specification, LADOT (Oct. 31, 2018), https://ladot.io/wp-content/uploads/2018/ 
12/What-is-MDS-Cities.pdf [https://perma.cc/A6WR-FU8C]. 
 240. See Vision, supra note 131, at 70. 
 241. There is ambiguity as to how open the standards will be. Id. at 33 (“Platform 
components and applications will be published under open-source licenses where doing so 
results in significant additional value to the ecosystem as a whole.”). 
 242. Id. at 70 (“In much the same way that software platforms like Apple’s App Store, the 
Google Play Store, and Amazon Web Services have stimulated creativity on the web and in 
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The two things to note about this technological arrangement are that 
“open” does not mean egalitarian and that “third parties” include city 
managers.  An API owner has the final say over API use.  It can withdraw 
access to applications that seek to connect or it can boost its own applications 
over those of its competitors, as Google has done.243  The digital layer, 
Android-esque ecosystem will seem “open.”  But the initial and ongoing 
design choices will be Sidewalk’s or whoever designs it.244  As Ariel Ezrachi 
and Maurice Stucke write in relation to the experience with Android, Google 
is a “super-platform” that “can degrade the functionality of independent apps 
and online platforms . . . by reducing their performance and making them run 
slower . . . foreclose[ing] . . . timely access to critical data; [or] . . . 
preventing [them] from achieving the minimum efficient scale,” as well as 
by making it “harder for consumers to find” independent apps or giving 
“preferential treatment to its own or other competitive services.”245  Using 
the metaphor of the savanna, they describe the dominant mode of cooperation 
between super-platforms, platforms, and apps in capturing user data:  “They 
all benefit from the combined effort.  But they do not share equally the spoils; 
the dominant lion gets the best cut, which further enhances its power.”246 

Similarly, on the waterfront, Sidewalk presumably could withdraw access 
from or condition access to the digital layer’s API.  Applied to the city, API 
terms would influence regulatory authority.  Applied to third parties, they 
would influence competition.  For example, Sidewalk proposes to make 
curbside usage for parking, stopping, dining, building, or recreation available 
through the API.  One might have thought that collecting and providing 
access to this data would be a quintessentially public function.  But Sidewalk 
proposes its own “Coord” platform for this purpose.247  The data run through 

 

personal devices, the digital layer provides a set of APIs, with documentation and developer 
support that will inspire the same creativity in the city.”). 
 243. See, e.g., Press Release, European Comm’n, Antitrust:  Commission Fines Google 
€1.49 Billion for Abusive Practices in Online Advertising (Mar. 20, 2019), 
https://europa.eu/rapid/press-release_IP-19-1770_en.htm [https://perma.cc/T5KK-JA8X]; 
Press Release, European Comm’n, Antitrust:  Commission Fines Google €4.34 Billion for 
Illegal Practices Regarding Android Mobile Devices to Strengthen Dominance of Google’s 
Search Engine (July 18, 2018), http://europa.eu/rapid/press-release_IP-18-4581_en.htm 
[https://perma.cc/4B9X-2SQA]; see also Konstantinos Stylianou, Exclusion in Digital 
Markets, 24 MICH. TELECOMM. & TECH. L. REV. 181, 246 (2018) (“Rivals have complained 
that the tying of Android with Google’s applications, and the bundling of Google’s 
applications together, creates an unfair competitive advantage for Google, which in turn makes 
competition on the merits harder or impossible for them.”). 
 244. Christoph Raetzsch et al., Weaving Seams with Data:  Conceptualizing City APIs as 
Elements of Infrastructures, BIG DATA & SOC’Y, Jan.–June 2019, at 1, 4 (“Because such APIs 
provide indispensable data for serving the visible layer of the user interface, they begin to 
assume infrastructural functions for navigating urban spaces although their governance and 
design is not subject to public scrutiny or even awareness.”). 
 245. See EZRACHI & STUCKE, supra note 200, at 156–57; see also id. at 178–90 (explaining 
in detail the unilateral removal of a privacy-preserving app, Disconnect, from the Google Play 
Store). 
 246. Id. at 170. 
 247. Stephen Smyth, Announcing Coord:  The Integration Platform for Mobility Providers, 
Navigation Tools, and Urban Infrastructure, SIDEWALK LABS (Feb. 1, 2018), 
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this platform and API would likely include personal information like license 
plates (to automatically regulate and enforce traffic laws), as well as de-
identified data for usage or vehicle type.248  In order to get at this data, and 
therefore enforce parking laws or grant special usage permits, the city would 
have to go through the API.  The city, in other words, stands in the shoes of 
any other third party, subject to the choices of the API’s owner. 

Through the API deployed in Toronto’s waterfront, not only will the 
government access the necessary data to serve citizens but citizens will 
access government services.249  The digital dependency discussed above 
comes to be a dependency on the very same tech interface that the city too 
requires.  Citizen and city are bound together, not directly, but through 
mutual dependency on the same interfaces.  This is the case, for example, 
when cities use Facebook as the principal communications forum with their 
residents.250  The application provider’s terms of service, interconnection 
with other services, and technical affordances then constitute a form of urban 
control the city cannot easily resist. 

Techniques to avoid domination by API need to be developed and built 
into systems of urban governance, whether these are contractual obligations, 
regulations, or simply alternatives. 

CONCLUSION 

In its first eighteen months of existence, the Sidewalk Toronto project did 
not stray from Sidewalk’s original vision, notwithstanding pointed and well-
publicized public critique and revelations by a handful of admirably 
aggressive local journalists.  The vision has only consolidated, along with the 
collaboration between Sidewalk and WT, which presented a totally unified 
approach.  Most significantly for our purposes, despite the volume of interest 
and intensity of concern regarding the venture, no aspect of Sidewalk’s 
proposed vision for governance—and, in particular, no substantive aspect of 
data extraction, privatization, platformization, or monopolization—was aired 
for substantial challenge, refinement, or rescindment.  Instead, there was an 
elaborate, performative, and painfully drip-fed process of public 

 

https://www.sidewalklabs.com/blog/announcing-coord-the-integration-platform-for-
mobility-providers-navigation-tools-and-urban-infrastructure/ [https://perma.cc/JXJ2-DL9F]. 
 248. See Digital Strategy Advisory Panel Technology Update, supra note 174, at 13–29; 
Welcome—Roundtable4:  Plenary Session, WATERFRONT TORONTO (Dec. 8, 2018), https:// 
storage.googleapis.com/sidewalk-toronto-ca/wp-content/uploads/2019/06/13210436/ 
online_RT4_PLENARY-Session.pdf [https://perma.cc/B47L-NVQQ]. 
 249. See Vision, supra note 131, at 18 (explaining that each resident will be given “a highly 
secure, personalized portal through which residents can access public and private services”). 
 250. City dependency on commercial social media platforms is part of what renders them 
basic utilities. See K. Sabeel Rahman, The New Utilities:  Private Power, Social 
Infrastructure, and the Revival of the Public Utility Concept, 39 CARDOZO L. REV. 1621, 1670 
(2018) (“Google and Facebook are increasingly part of our informational infrastructure, 
shaping the distribution of and access to news, ideas, and information upon which our 
economy, culture, and increasingly politics depend on.”). 



2019] URBANISM UNDER GOOGLE 497 

engagement,251 involving delayed information releases and staged 
consultations on already or nearly consummated agreements. 

The net effect is that while Sidewalk’s first-rate campaign to romance the 
city did not entirely succeed in its first stages, the project acquired global 
renown and a sense of inevitability, aided by a combination of lavishly 
funded publicity and coquettish mystery.  The release of the MIDP at the end 
of the period studied was another flashy and well-orchestrated set piece, and 
Sidewalk has continued as of this writing to wear any critique as “incredibly 
robust dialogue” that helps the firm to improve.252  The success of this 
strategy going forward is far from given, as Sidewalk’s tactics have hardened 
and tutored resistance to the project, leading to a growing grassroots 
#BlockSidewalk campaign, threats of legal action, and at least some 
indicators of more rigorous oversight from public officials.253 

As demonstrated in Part I, the process failures in the rollout of Sidewalk 
Toronto have been ample.  When combined with the substantive concerns set 
forth in Part II, they propose to dramatically change the structure of urban 
life and threaten public governance.  To recap the threats to governance 
demonstrated by Sidewalk’s original vision and evidenced through the first 
eighteen months of the project: 

(1) City planning and data management were referred to a private company 
that kept the public and public officials always one step or more behind the 
action. 

(2) Notwithstanding stated deference to public bodies, the project’s 
foundational provisions on intellectual property, data, and procurement, 
along with the basic blueprint, fundamentally disempower the public and 
serve the interests of the private company. 

(3) In the city as platform model, public administration is a mere app at the 
edge of centralized infrastructure owned and operated by a private company. 

(4) Regulation, lawmaking, and enforcement may be substantially taken 
over by the private company, which envisages a system of data-driven, 
outcome-based code that is highly personalized and dependent on a constant 
process of data extraction. 

(5) Through platformization and the accompanying logic of efficiency and 
datafication, previously fixed and static assets are reconceived as “just-in-
time updatable devices,” subject to data-enabled, single-use transactions.  

 

 251. See Rob Kitchin, The Ethics of Smart Cities, RTÉ (Apr. 27, 2019), 
https://www.rte.ie/brainstorm/2019/0425/1045602-the-ethics-of-smart-cities/ 
[https://perma.cc/J8YE-U6TD]; see also Shannon Mattern, Sidewalk Labs’s Material Co-
Design, WORDS SPACE (Apr. 28, 2019), http://wordsinspace.net/shannon/2019/04/28/ 
sidewalk-labss-material-co-design/ [https://perma.cc/GQF3-GHEP]. 
 252. See generally Media Events, supra note 30. 
 253. Amanda Coletta, Quayside, Toronto’s Google-Linked Smart City, Draws Opposition 
over Privacy, Costs, WASH. POST (May 7, 2019), https://www.washingtonpost.com/ 
world/the_americas/quayside-torontos-google-linked-smart-city-draws-opposition-over-
privacy-costs/2019/05/05/e0785500-6d12-11e9-bbe7-1c798fb80536_story.html 
[https://perma.cc/TG63-3344]. 
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This logic encourages frictionless satiation of impulse, magnifies existing 
inequalities, and undervalues human freedom and social cohesion. 

(6) Google experiments in other cities and domains teach that cities that 
readily hand over physical rights-of-way leave themselves servile to deep-
pocketed prospectors and that API control of data exchanges can augment 
unchecked platform power and deepen irreversible datafication. 

What emerges from these points and the prior analysis is not a grievance 
with technology nor with urban innovation per se.  It is with privatization, 
platformization, and domination.  It is with the centrality and hugely 
asymmetric power of a private corporate group—Alphabet-Google, through 
its affiliate Sidewalk—and the control it is able to exercise over nearly every 
aspect of the future district. 

Before the project reached this point, there might have been reasonable 
steps that Toronto, in conjunction with WT, could have taken to mitigate 
these concerns.  These might have included a requirement of impact 
assessments on every proposed service in the project; of independent review 
for each service; that Sidewalk pilot innovations at Quayside or Google 
facilities before broader deployment; that the city itself administer any data 
trust functionality and approve data collection in a cautionary, stepwise 
manner based on evidence and necessity; that the relevant governmental 
process conclude its own data governance rulemaking; that any intellectual 
property provision properly assess the value the public is bringing and ensure 
a reasonable return; and that ordinary procurement procedures apply at all 
stages of the redevelopment. 

After so much secrecy and legerdemain, these policy interventions may be 
too late if they leave the project’s essential blueprint in place.  Course 
corrections that are too timid and implicitly endorse and embed deep 
structural compromises into the heart of urban governance will drain the city 
of power.  The alternative, for Toronto and others, is to pursue urban 
innovation with private partners but only in a way that rejects a central role 
for any one company—and certainly any role of “co-master developer.”  
What Sidewalk has provided is a vision where its own upper hand in platform 
control, data governance, intellectual property, procurement, and access has 
at each turn an obvious and legitimate alternative:  the hand of the city itself. 
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During his push to erect Google/Alphabet’s first smart city on Toronto’s eastern

waterfront, Sidewalk Labs CEO Dan Doctoroff admitted, “I don’t think I fully

appreciated what I was getting myself into.” He had not been prepared, it seems, for

public resistance to the vision of a big-tech city “built from the internet up.” And perhaps
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the resistance would not have been so vigorous but for the history of tech companies

exploiting personal data and crashing into guardrails meant to protect the public

interest. It was in large part because of this resistance that, some three years into the

project, on May 7, 2020, Sidewalk Labs folded what it had branded “Sidewalk Toronto,”

although the company blamed the COVID-19 pandemic. This was a hugely ambitious

effort to re-imagine housing, work space, transit, sanitation, sustainability, and the

public realm, all aided by massive data collection and analytics. But the ambition was

inextricably bound up in a big-tech appropriation of space and data that lacked public

legitimacy.

As tech companies build cities elsewhere, as Toronto itself looks forward to new deals,

and Sidewalk engages with new urban partners, it is worth considering what lessons

about digital governance (my focus) can be drawn from the Sidewalk Toronto

experience. Seldom are so many superb planning ideas assembled for one place — new

methods of building, new modes of transit, new possibilities for organizing housing,

recreation, sanitation, and energy use, with the goal of a more sustainable, inclusive,

and beautiful city.
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Sadly, these visions outpaced public governance — not just about data collection and

use, but also more fundamentally about who has power in the city. The audacity of the

Sidewalk Toronto project- with data running through the most mundane and necessary

features of life, like trash disposal- kindled anxiety. Big tech companies have broken too

many promises about digital stewardship to be trusted unsupervised, as I showed in an

expert report, prepared in connection with a civil rights challenge to the project.

Sidewalk Toronto required guarantees not only about data privacy, but that algorithmic

governance would be subject to democratic process and that vendors would not usurp

public power. There were no such guarantees. On the collapse of the project, Julie Di

Lorenzo, a former member of Waterfront Toronto’s Board who had resigned earlier in

protest, said that the project’s failure proved “there is a fundamentally important role for

a democratically elected government on governance of issues of privacy, the

environment and the person’s right to housing.” Jim Basille, former co-CEO of Research

in Motion, characterized Alphabet’s retreat as a victory for Canadian civil and digital

rights against surveillance capitalism.

The Toronto experience demonstrated that public resistance to a vendor-first smart city

can work. I identify five points where the Sidewalk Toronto project failed in terms of

digital governance — failures of public process and private strategy from which smart

urbanism can learn.

1. Privatization. The project design privatized public functions from
the start.
Waterfront Toronto, the public authority responsible for developing the city’s

waterfront, invited a private vendor to create a master innovation plan for the new

district. In a lawsuit against Waterfront Toronto, the Canadian Civil Liberties Association

alleged that the scope of the partnership was a fundamental abrogation of public

responsibility. “Powers were given away to a private enterprise that cannot legally be

given away.” Specifically, the vendor was tasked with determining what services should

be offered in the new Quayside district, from telecommunications to underground

infrastructure to transit, curb use and zoning. It was left to the vendor to determine data

policies, including how people living in or visiting Quayside would (or would not) be

able to prevent data collection. It was even left to the vendor to collaborate on

procurement policies that might benefit the vendor or its affiliates. Specifically,

Sidewalk was put in a position to nix competitive bidding when a “purposeful solution”

https://ccla.org/cclanewsite/wp-content/uploads/2020/05/Affidavit-of-Ellen-Goodman-Sworn.pdf
https://d.docs.live.net/8d95e937a0f831ec/Documents/Sidewalk%20lessons%20learned.docx#_ftn1
https://www.forbes.com/sites/beasleydavid/2020/05/08/google-parent-drops-smart-city-project-in-toronto/#543d0d0e5f65
https://quaysideto.ca/wp-content/uploads/2019/04/Waterfront-Toronto-Request-for-Proposals-March-17-2017.pdf
https://ccla.org/tag/sidewalk-labs/


(perhaps even offered by an Alphabet company) was uniquely suited for a particular

need — a need that Sidewalk itself had designed into the city. While this procurement

conflict was later eliminated, the initial power grab sowed public distrust not easily

dispelled.

The usurpation of the public was not usually explicit, but embedded in the structure of

the technology. We can start with how rights to the streetside curb are allocated.

Sidewalk proposed technology to gather data about transit, parking, deliveries,

pedestrian and bike use, and all other demands on the curb. This data would run

through a private interface and be made available to city government. It would likely

turn to another affiliated company, Replica, to model urban movement. With the city

turned into a client of a private black-box interface, these arrangements create the

potential for dangerous lock-in, dependency, and privatization. In response to these

threats, the city of Los Angeles built its own interface to take control of the curb, and

then contributed it to the Open Mobility Foundation for use by cities to use in resistance

to private interfaces. Saleta Reynolds, the LA transportation manager responsible for

this project, said “This platform — built on open standards and software and designed

by and for cities — helps us achieve important city goals like increasing safety, equity,

and health outcomes, while lowering emissions, and reducing congestion. Existing tools

or proprietary platforms would never allow cities to do that, so we’ve decided to roll out

our own.” This kind of public or open interface was not even part of the Sidewalk

Toronto discussion, and the same can be said for the other forms of control in the city —

all mediated through data — such as sanitation, energy use, and building use.

2. Participation. Sidewalk Toronto was presented as a fait accompli,
dazzling and secret.
David Skok, editor of The Logic, writes that Sidewalk Labs staff told him the project’s

“original sin” was the photo op of Oct. 17, 2017: Prime Minister Justin Trudeau, then-

Ontario premier Kathleen Wynne, and Toronto Mayor John Tory stood alongside then-

Waterfront Toronto CEO Will Fleissig and Sidewalk Labs CEO Dan Doctoroff to

announce a plan for Toronto’s Quayside neighborhood. “The visual of the five of them

standing shoulder to shoulder sent a powerful message that the deal was done, when it

really hadn’t even begun.” Indeed, Ontario’s Inspector General in 2018 found that the

initial award of the planning contract to Sidewalk Labs was problematic — the company

https://www.theglobeandmail.com/opinion/article-curb-its-enthusiasm-why-sidewalk-labs-fast-moving-plans-for-toronto/
https://replica.sidewalklabs.com/
https://github.com/CityOfLosAngeles/mobility-data-specification.git
https://www.openmobilityfoundation.org/
https://www.forbes.com/sites/seletareynolds/2019/07/18/why-the-open-mobility-foundation/#343070384eb3
https://thelogic.co/opinion/letter-from-the-editor-lessons-from-where-the-sidewalk-ends/
https://thelogic.co/news/special-report/breaking-down-sidewalk-labs-decision-to-abandon-its-toronto-smart-city-project/?utm_source=The+Logic+Master+List&utm_campaign=2440b5ed01-Letter-from-the-editor-May9-2020-2&utm_medium=email&utm_term=0_325d5d3b52-2440b5ed01-275710013
https://www.theglobeandmail.com/business/article-ontario-auditor-general-warns-waterfront-toronto-to-slow-down-project/


had the inside track to become the chosen vendor from the start and government

officials were not sufficiently consulted.

Even after Waterfront Toronto and Sidewalk Labs had inked their initial agreement in

2017, details of the deal remained secret and hidden even from most of Toronto City

Council. It was not clear, and indeed never really became clear, what was in it for

Sidewalk. They had agreed to invest $50 million just to socialize the plan with the

public, but the company’s role — real estate developer, scenario planner, technology

company — was ambiguous. As I wrote in a review of the first phase of the project, “No

one could figure out what Sidewalk’s business plan was, how it would make money, how

it would pay for the ambitious innovations it proposed, and what long-term

commitments it was prepared to make to the city.” One way Sidewalk and Waterfront

Toronto avoided real scrutiny about the nature of their partnership was by having

Sidewalk manage public consultation. There were a fair number of roundtables

nominally co-hosted by Sidewalk and Waterfront Toronto, but really company-run with

all the hallmarks of a tech expo. Sidewalk set the agenda and conducted what amounted

to a simulacrum of a public process performed on a stage set, without the accountability

of real public hearings. The CCLA called this process “governance by mercenary.”

3. Transparency. Sidewalk Labs was cagy about its plans.
It is inevitable in a project the size of Sidewalk Toronto that plans will evolve over time.

No one can expect all the answers to be there from the start, especially when the

endeavor centers on innovation and new ideas. But it is necessary to have some non-

negotiables in place and for high level values to be agreed up front. Will children be

surveilled in school? Will public services be privatized? That did not happen with

Sidewalk Toronto. There was a huge gap between Waterfront Toronto’s initial project

scope and what Sidewalk Labs ultimately presented to the public. It was so huge that

much of what Sidewalk proposed in the massive 1500 page Master Innovation and

Development Plan in June 2019 — including matters of geographic scope, permitting,

and data — had to be walked back under pressure only a few months later. Such

overreach and subsequent retreat may fly in a business negotiation, but when done as

part of public administration, it resulted in a calamitous loss of credibility.

There was a slipperiness to the entire project from the RFP stage to the Master Plan

negotiations. What was supposed to be the development of a 12 acre parcel

https://ir.lawnet.fordham.edu/flr/vol88/iss2/4/
https://www.waterfrontoronto.ca/nbe/portal/waterfront/bannerlinks/calendar/sidewalk+toronto+-+public+roundtable+3
https://ccla.org/%20governing-by-mercenary/
https://www.sidewalktoronto.ca/midp/
https://quaysideto.ca/wp-content/uploads/2019/10/Threshold-Issues-Resolution-Documents-October-29-2019.pdf


metastasized into a proposal that spanned 190 acres. There were leaks that Sidewalk

had in mind the development of something like a social credit score based on massive

urban surveillance. It seemed also that Sidewalk was hoping to get an ongoing share of

tax revenues in return for building mass transit. Had Waterfront Toronto or other public

authorities been clearer about what kinds of projects or data collection were simply out

of scope, these leaks might have been less damaging. But the public entities seemed

outmatched with the company on the march.

4. Governance. The vendor took charge of digital governance.
It’s obvious that there should be rules and accountability around data capture, use, and

retention before a city or other government embarks on surveillant activity. It is also

clear that Canadian and most other data privacy laws organized around consent are not

well-suited to smart city use cases, where sensor networks are ubiquitous and consent

impractical. Sidewalk itself in its Digital Appendix to the Master Plan reviewed the

growing body of work on bespoke digital governance in the smart city context, tacitly

recognizing that there were significant governance gaps. Waterfront Toronto admitted

the same, adding hopefully the issues could be worked out in “commercial negotiations.”

Waterfront Toronto’s blue-ribbon Digital Strategic Advisory Panel, which had provided

excellent critique of the project throughout, concluded that the amalgam of private

commitments and possible future policies does not amount to “a fully realized digital

governance framework.”

Tech companies frequently say “we need a law,” but meanwhile proceed quickly without.

This is the “move fast and break things” approach. So here, the planning for Sidewalk

Toronto advanced while Toronto was just getting started on its Digital Infrastructure

Principles. Even though Sidewalk promised to adhere to later-adopted policies, law does

not retrofit well to developments already on the ground. See Uber. While it’s also not

always possible for slow-moving law to anticipate fast tech, the answer to this pacing

problem can’t be to simply privatize governance and hope for the best.

Tasked with freelancing digital governance, Sidewalk Toronto came out early with a

“responsible data use framework” making good general points about the need for

transparency, security, access, privacy, and control. It proposed a data trust to park

“urban data” collected in the district — an interesting concept, but half-baked in

implementation, apparently contrary to Canadian law, and requiring strict

https://www.theglobeandmail.com/business/article-sidewalk-labs-document-reveals-companys-early-plans-for-data/
https://business.financialpost.com/news/retail-marketing/sidewalk-labs-says-wider-vision-for-toronto-waterfront-tax-revenue-transit-still-concepts-in-progress
https://quaysideto.ca/wp-content/uploads/2019/11/Sidewalk-Labs-Digital-Innovation-Appendix.pdf
https://quaysideto.ca/wp-content/uploads/2020/02/DSAP-Supplemental-Report-on-Sidewalk-Labs-Digital-Innovation-Appendix-DIA-Appendices-FINAL.pdf
https://www.toronto.ca/city-government/planning-development/waterfront/initiatives/current-projects/quayside/
https://www.waterfrontoronto.ca/nbe/wcm/connect/waterfront/1a52b957-f12b-47d1-8cf0-096f1f48f18b/RDU+at+WT+DSAP+June+7+2018.pdf?MOD=AJPERES
https://medium.com/@McDapper/toronto-civic-data-and-trust-ee7ab928fb68


anonymization protocols that Sidewalk was not offering. The company dropped the

idea. Sidewalk relied heavily on data de-identification techniques. These have been

effectively critiqued as insufficiently privacy protective and were apparently so lacking

that prominent privacy expert Ann Cavoukian resigned as a project consultant. The

Master Plan contained bromides about “digital restraint” and not selling data to third

parties. But “restraint” is relative and data can be squeezed for harmful “data

derivatives” without ever being sold.

Beyond its specific proposals, the way that Sidewalk Toronto framed digital governance

was problematic. It advanced 160 technologies along with techniques to mitigate

potentially harmful data flows. This approach put the technology “solution” first, and

then dealt with possible harms rather than putting values first. As Bianca Wylie — one

of the most influential tech critics of the project — put it: “[w]hen did we as a society say

that however we move around in public space — that this is something we want to share

and commodify?” Public — and public regarding — digital governance requires prior

commitments. Where are the spaces that should be free from surveillance? Who should

benefit from data and who should bear responsibility for misuse? What is the

surveillance load a person should have to bear? If we are serious about notice and

consent, are there realistic alternatives for people who opt-out?

5. Power. Digital governance is about power, not just privacy.
By now, the discourse around smart cities has elevated the privacy and security harms of

sensor networks and algorithmic decision systems. This focus naturally leads to

promised correctives around minimization, anonymization, encryption. What I hope

emerges from the discussion above, especially about privatization and governance, is

that the data flows implicate power as much as privacy. It’s not easy to get purchase on

this question of power or even to describe it, but fears of powerlessness were palpable

among engaged citizens who saw the future Sidewalk Toronto as beyond their control. It

seemed their city was sleepwalking into tech captivity — a case of what Langdon Winner

calls technological somnambulism. Two ways the power issues play out is in tech

solutionism and the mirage of optionality.

The Toronto project proceeded from aspirations about resilience and inclusion to a set of

“solutions.” Because questions about data governance were not addressed early, the

data-related costs of these solutions were hidden, while the benefits leapt from screens

https://ccla.org/cclanewsite/wp-content/uploads/2019/06/Affidavit-of-Ben-Green-2019-05-24-..pdf
https://www.theguardian.com/world/2018/oct/23/toronto-smart-city-surveillance-ann-cavoukian-resigns-privacy
https://nowtoronto.com/news/owns-data-toronto-smart-city/
https://smartcityprivacy.ca/wp-content/uploads/2019/03/Greiman-OPC-Report_Final-2019.pdf
https://en.wikipedia.org/wiki/Technological_somnambulism#:~:text=Technological%20somnambulism%20is%20a%20concept,in%20our%20mediations%20with%20technology.


of beautiful renderings. This is just what a sales pitch should accomplish. And in theory,

the public bodies that ultimately issue the permits to break ground can assess costs later.

In practice, however, the “solutions” have a first mover advantage that propels them into

reality. The authorities competent to deal with digging and building are not data experts

and there is a good chance that the digital costs will be tallied too late. An alternative to

solutionism is a real public process that weighs the necessity and proportionality of the

tech deployments, as compared to other approaches. An alternative would take seriously

the pre-solution question of whether platform urbanism is in the public interest. Even if

particular technologies handle data flows well, the cumulative effect of surveillance-

based service provision may modify human behavior, labor, and the provision of goods

and services in ways that are unwelcome and will be hard to change once actualized.

When the risks of “solutions” are framed principally as privacy risks, the mitigation

strategies turn to notice and consent. Sidewalk launched an initiative to make data

collection and use more transparency in a smart city using iconography.

While cities do need to communicate better about data flows, the implied promise of

optionality — that residents and visitors have a choice about data collection — is a

mirage without real alternatives. Sidewalk Toronto proposed to collect unit-level data

about energy usage and disposal, to collect personal information in order to control

package delivery, and to run parking and electric vehicle charging through a “dynamic

curb” data interface. Because it was not Sidewalk’s business to offer alternatives, and

https://www.palgrave.com/gp/book/9789813297241
https://medium.com/sidewalk-talk/how-can-we-make-urban-tech-transparent-these-icons-are-a-first-step-f03f237f8ff0


because Sidewalk was in charge of planning, alternatives to this “voluntary” private

platform were not included. Visitors and residents of Hudson Yards, a crude prototype

for Sidewalk Toronto, have no data optionality. Questions of optionality are now central

to how governments are implementing COVID-related surveillance. Ultimately, whether

a technology is or in any sense could be voluntary, especially for vulnerable populations,

is a question of power that should be surfaced upfront. Real distributed power will

require civic innovation that won’t be “rolled out” by tech companies and indeed may be

“meaningfully inefficient” in ways that Eric Gordon and Gabriel Mugar discuss in their

book on civic design.

In the end, it may be that Sidewalk Labs, as an affiliate of Google, could not have

succeeded in Toronto no matter how the process had been run. And maybe that is one of

the lessons: concentrated power in the biggest tech is incompatible with democratic

governance of cities. At a more granular level, we may be able to learn from the mistakes

of both Waterfront Toronto and Sidewalk — arrogance, evasion, distraction,

obfuscation, and a failure to lead with public digital governance.

. . .
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The Market for User Data 

Olivier Sylvain* 

Policymakers are today far more alert than ever before to the 
myriad ways in which tech companies collect and distribute 
consumers’ data with third-party data brokers and advertisers. We 
can attribute this new awareness to at least two major news stories 
from the past six or so years. The first came in 2013, when Edward 
Snowden, the former National Security Agency contractor, leaked 
highly classified materials that revealed the ways in which United 
States national security officials, with the indispensable cooperation 
of U.S. telecommunications companies, systematically monitored 
telephone conversations and electronic communications of U.S. 
citizens and foreign nationals.1 The story triggered a series of 
rebukes from civil rights groups, consumer advocates, and foreign 
leaders around the world. It is not clear whether or the extent to 
which the NSA or other government agencies have terminated those 
programs since Snowden’s revelation.2  

The second came in early 2018, when another whistleblower 
revealed to journalists that researchers to whom Facebook had 
allowed to collect and study dozens of millions of users’ personal 
data, in turn, shared those troves of personal data with Cambridge 
Analytica, a political consultancy firm.3 Cambridge Analytica had 

 
*  Professor at Fordham University School of Law and Director of the McGannon Center 
for Communications Research. 
1 See Julia Angwin et al., AT&T Helped U.S. Spy on Internet on a Vast Scale, N.Y. 
TIMES, (Aug. 15, 2015), https://www.nytimes.com/2015/08/16/us/politics/att-helped-nsa-
spy-on-an-array-of-internet-traffic.html [https://perma.cc/AXJ8-RZ6P]. 
2 Ryan Gallagher & Henrik Moltke, The Wiretap Rooms: The NSA’s Hidden Spy Hubs 
in Eight US Cities, The Intercept (June 25, 2018), https://theintercept.com/2018/06/25/att-
internet-nsa-spy-hubs/ [https://perma.cc/VY6V-Y5UL]. 
3 Carole Cadwalladr, ‘I Made Steve Bannon’s Psychological Warfare Tool’: Meet the 
Data War Whistleblower, GUARDIAN (Mar. 18, 2018, 05:44 AM), 
https://www.theguardian.com/news/2018/mar/17/data-war-whistleblower-christopher-
wylie-faceook-nix-bannon-trump [https://perma.cc/MW6Q-YSV2]. 
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promoted their access to this data to peddle “psychographic 
targeting” to political campaigns, including that of Donald Trump 
in 2016.4 This more recent revelation has exposed Facebook to what 
will likely be the largest fine imposed by the Federal Trade 
Commission (“FTC”) in history.5 

These stories were about the extraordinary misuse and abuse of 
consumer data by powerful tech companies. But they also are large-
scale demonstrations of the Private-Sector Ecosystem of User 
Data—the theme of the fall 2018 symposium to which this volume 
of the Fordham IPLJ is committed. At a minimum, these recent 
episodes, along with others, have dramatically raised our collective 
awareness about the ways in which consumer data has become the 
lifeblood of the networked information environment. 

Two decades ago, scholars and writers wondered whether online 
tech companies would ever find a sustainable business model. It 
appears, however, that, even at that time, some savvy entrepreneurs 
were on to something. DoubleClick, which is now owned by 
Alphabet, for example, had already developed techniques to track 
users’ web browsing activity across their hundreds of affiliated 
sites.6 There, of course, was nothing novel in the idea of an 
advertising-based business model; advertising has defined the 
political economy of the media and communications industry at 
least since the nineteenth century. But, at the turn of the century, it 
was not evident to anyone but just a relatively few scholars and 
entrepreneurs in the start-up world that targeted behavioral 
advertising would have purchase in the networked information 
economy.7 

 
4 Sue Halpern, Cambridge Analytica and the Perils of Psychographics, NEW YORKER 
(Mar. 30, 2018), https://www.newyorker.com/news/news-desk/cambridge-analytica-and-
the-perils-of-psychographics [https://perma.cc/7AZG-KHDM]. 
5  Mike Isaac and Cecilia Kang, Facebook Expects to Be Fined Up to $5 Billion by 
F.T.C. Over Privacy Issues, N.Y. Times (Apr. 24, 2019), https://www.nytimes.com/2019
/04/24/technology/facebook-ftc-fine-privacy.html [https://perma.cc/2V9V-63AG].  
6 See In re DoubleClick Inc. Privacy Litigation, 154 F. Supp. 2d 497 (S.D.N.Y. 2001). 
7 See generally Joel R. Reidenberg, Restoring Americans’ Privacy in Electronic 
Commerce, 14 BERKELEY TECH. L.J. 771 (1999); Joel R. Reidenberg, Resolving 
Conflicting International Data Privacy Rules in Cyberspace, 52 STAN. L. REV. 1315 
(1999); Joel R. Reidenberg, Setting Standards for Fair Information Practice in the U.S. 
Private Sector, 80 IOWA L. REV. 497 (1994). 
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Two decades later, companies have been refining the 
advertising-based business model. They have been developing ever 
more powerful algorithmic processes for harvesting, trading on, and 
exploiting personal consumer data for advertisers.8 These 
computational techniques have empowered firms to collect 
extraordinary amounts of consumer data, anticipate consumer 
preferences based on that data, and microtarget advertising to 
individual users based on those predictions.9 It is all a marketer’s 
dream. And, if click-through rates are to be believed, consumers are 
sold.10 

WHEN ALGORITHMS GO AWRY 

But sometimes these algorithms make mistakes. While these 
errors are often innocuous, they are occasionally tone-deaf, as when 
Virginia Eubanks, who wrote a marvelous book about the ways in 
which algorithmic decisionmaking processes can be disastrous for 
the most vulnerable among us, received an advertisement for her 
own book.11 Sometimes their mistakes are in very poor taste and 
offensive, as when Facebook created an advertisement out of a 
violently misogynistic Instagram post originally sent to a prominent 
female tech reporter.12 Or when a social media algorithm distributed 

 
8 See, e.g., TIM WU, THE ATTENTION MERCHANTS: THE EPIC SCRAMBLE TO GET INSIDE 

OUR HEADS (2016). 
9 See Zeynep Tufekci, How Recommendation Algorithms Run the World, WIRED (Apr. 
22, 2019), https://www.wired.com/story/how-recommendation-algorithms-run-the-world/ 
[https://perma.cc/2ZFS-JFPD]. 
10 See Rasmus Kleis Nielsen, People Want Personalised Recommendations (Even as 
They Worry about the Consequences), DIGITAL NEWS REPORT (2016), 
http://www.digitalnewsreport.org/essays/2016/people-want-personalised-
recommendations/ [https://perma.cc/3YP9-Q7NM]. 
11  See @PopTechWorks, TWITTER (May 14, 2010, 1:11 PM), https://twitter.com
/PopTechWorks/status/1128392383966654464 [https://perma.cc/A3VH-YQAF]. 
12 See Sam Levin, Instagram Uses ‘I Will Rape You’ Post as Facebook Ad in Latest 
Algorithm Mishap, GUARDIAN (Sept. 21, 2017), http://www.theguardian.com
/technology/2017/sep/21/instagram-death-threat-facebook-olivia-solon 
[https://perma.cc/55EM-X227]. 
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an advertisement for gay conversion therapy to members of the 
LGBTQ community.13 

Sometimes companies purposefully design their advertisements 
to target audiences in ways that, while lawful and rational, are 
unseemly. For example, in 2012, Orbitz, the travel fare aggregator, 
relied on consumer data to steer Mac users to pricier hotels on the 
finding that such users spend 30% more on hotels than PC users.14 
Price discrimination is not illegal, for the most part, but selective 
marketing techniques like these consumers are hardly harmless to 
those who are systematically chosen to pay more than others or, for 
that matter, to those who are never exposed to fancier lodging. Much 
more recently, we learned that Netflix tested advertising about 
movies based on their various audiences’ race and gender by, for 
example, emphasizing black characters to black audiences even 
when those characters play minor roles.15 

Every now and again, algorithmic microtargeting enables or 
encourages violations of law. Just this past spring, for example, 
Facebook agreed to settle a series of lawsuits that alleged that its Ad 
Manager generated marketing classifications that made it possible 
for advertisers to discriminate against people on the basis of 
protected categories like race, gender, and age in violation of civil 
rights laws.16 The social media company had harvested and analyzed 

 
13 See Mary Elizabeth Williams, Facebook Removes Ads for Gay Conversion Therapy 
After Backlash, SALON (Aug. 31, 2018), https://www.salon.com/2018/08/31/facebook-
removes-ads-for-gay-conversion-therapy-after-backlash/ [https://perma.cc/UN8S-G36C]. 
14 See Dana Mattioli, On Orbitz, Mac Users Steered to Pricier Hotels, WALL ST. 
JOURNAL (Aug. 23, 2012), https://www.wsj.com/articles/SB100014240527023044586045
77488822667325882 [https://perma.cc/E6TT-8JXA]. 
15 See Lucas Shaw & Jordyn Holman, Netflix Denies Tailoring Its Movie Promotions 
Based on Race (Oct. 22, 2018), https://www.bloomberg.com/news/articles/2018-10-
22/netflix-denies-tailoring-movie-promotions-based-on-users-race 
[https://perma.cc/38ZT-ZVJF]. 
16 See Katie Benner, Glenn Thrush & Mike Isaac Facebook Engages in Housing 
Discrimination With Its Ad Practices, U.S. Says, N.Y. TIMES (Mar. 28, 2019), 
https://www.nytimes.com/2019/03/28/us/politics/facebook-housing-discrimination.html 
[https://perma.cc/UA5C-FKX9]. In the settlement, Facebook did not admit legal 
wrongdoing, but it nevertheless agreed, among other things, to discontinue its use of those 
categories in markets for housing, employment, and credit. See id.; see also Olivier 
Sylvain, Discriminatory Designs on User Data, EMERGING THREATS SERIES, KNIGHT FIRST 

AMENDMENT INSTITUTE AT COLUMBIA UNIVERSITY (Apr. 2018), https://knightcolumbia.org
/content/discriminatory-designs-user-data [https://perma.cc/8QD5-AF3P]. 
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its consumers’ data to generate the unlawful categories. It is 
impossible that the vast majority of users wanted data about them to 
be used in this way. 

Microtargeting techniques present challenges as much as they 
provide opportunities. So much of the algorithmic outputs depend 
on the data on which their designers “train” them.17 If the algorithms 
do not learn from their masters to be law-abiding, those algorithms 
will of course break the law. 

The same might be said about other classes of user information, 
including biometric data which can, on the one hand, be inputs 
through which algorithms might keep us safer and create new 
efficiencies.18 (See, for example, fingerprinting on iPhones.) But, in 
the wrong hands, biometric data also can enable discrimination 
against classes of people.19 This is to say nothing of the variety of 
ways in which the technology is easily susceptible to abuse by 
governments and private actors. This is why facial recognition 
technology may very well be too difficult to administer in 
democracies with longstanding constitutional commitments to 
procedural and substantive fairness.20 

 
17 See generally AI Now, DISCRIMINATING SYSTEMS: GENDER, RACE, AND POWER IN AI 
(Apr. 2019), https://ainowinstitute.org/discriminatingsystems.pdf [https://perma.cc/9S93-
FGA4]. 
18  See Elizabeth Joh, Want to See My Genes? Get a Warrant, N.Y. Times (June 11, 
2019), https://www.nytimes.com/2019/06/11/opinion/police-dna-warrant.html [https://
perma.cc/37AH-N6QR]; James O’Neill, How Facial Recognition Makes You Safer, N.Y. 
TIMES (June 9, 2019), https://www.nytimes.com/2019/06/09/opinion/facial-recognition-
police-new-york-city.html [https://perma.cc/QM34-Y5E3]. 
19 See Joy Buolamwini, Artificial Intelligence Has a Problem with Gender and Racial 
Bias. Here’s How to Solve It., TIME (Feb. 7, 2019), http://time.com/5520558/artificial-
intelligence-racial-gender-bias/ [https://perma.cc/C9UX-BGDT]; Steve Lohr, Facial 
Recognition Is Accurate if You’re a White Guy, N.Y. TIMES (Feb. 9, 2018), 
https://www.nytimes.com/2018/02/09/technology/facial-recognition-race-artificial-
intelligence.html [https://perma.cc/4GAP-K5KH]. 
20 Evan Selinger & Woodrow Hartzog, Amazon Needs to Stop Providing Facial 
Recognition Tech for the Government, MEDIUM (Jun. 21, 2018), 
https://medium.com/s/story/amazon-needs-to-stop-providing-facial-recognition-tech-for-
the-government-795741a016a6 [https://perma.cc/RXL3-DPK3]. See also Kate Conger, 
The Man Behind San Francisco’s Facial Recognition Ban Is Working on More. Way More., 
N.Y. TIMES (May 15, 2019), https://www.nytimes.com/2019/05/15/technology/facial-
recognition-san-francisco-ban.html [https://perma.cc/8KDW-ECWL]. 
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WHERE AND HOW DOES LAW COME IN? 

 In the past couple of years, in light of mounting public concern, 
legislatures and regulators around the world have announced new 
protections for consumers. To be sure, consumers have had legal 
recourse since the nineteenth century.21 But, today, policymakers 
have sought reforms in recognition of the massive scale and 
distinctive nature of the private-sector ecosystem of consumer data.  

 The European Union has been at the forefront of this effort, 
enacting the comprehensive General Data Protection Regulation 
(“GDPR”).22 It has only been a year since that law has been in effect, 
but we can already identify the important trends.23 Under the GDPR, 
companies must give consumers (what the regulation calls “data 
subjects”) access to the data that they have about them, and ensure 
meaningful user consent to process that information.24 Consumers 
also have the right to withdraw this consent “at any time,”25 as well 
as the right to “rectification”26 and “erasure.”27 (These are concepts 
that had been set out in the now defunct EU Data Protection 
Directive and elaborated in the European Court of Justice’s pre-
GDPR opinions.28) The GDPR provides, moreover, that companies 
may not share a user’s data to third parties for any purposes that are 

 
21 See generally Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 HARV. 
L. REV. 193 (1890). 
22 Regulation 2016/679 of the European Parliament and of the Council of 27 April 2016 
on the Protection of Natural Persons with Regard to the Processing of Personal Data and 
on the Free Movement of Such Data, and Repealing Directive 95/46/EC, 2016 O.J. (L 119) 
1 (EU) [hereinafter GDPR]. 
23 See, e.g., Mathew J. Schwartz, GDPR: Europe Counts 65,000 Data Breach 
Notifications So Far, GovInfo (May 16, 2019), https://www.govinfosecurity.com/gdpr-
europe-counts-65000-data-breach-notifications-so-far-a-12489#.XOKLGMyqUjo.twitter 
[https://perma.cc/7JVM-NW4B]. See generally EUROPEAN DATA PROTECTION BOARD, 
First Overview on the Implementation of the GDPR and the Roles and Means of the 
National Supervisor Authorities (Mar. 18, 2019), https://edpb.europa.eu/sites/edpb
/files/files/file1/19_2019_edpb_written_report_to_libe_en.pdf [https://perma.cc/9LQ2-
RWMW]. 
24 GDPR, Ch. 2, Art 7. 
25 Id. 
26 GDPR, Ch. 16. 
27 GDPR, Ch. 17. 
28 European Union, Directive 95/46/EC of the European Parliament and of the Council 
on the Protection of Individuals with Regard to the Processing of Personal Data and on 
the Free Movement of Such Data, (1995) 
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“incompatible” with the ones for which that user shared their data to 
begin with.29 The GDPR imposes significant fines for violations of 
its terms.30 Questions remain about the new law’s extraterritorial 
scope,31 but it nevertheless is a significant reform, at least because 
U.S.-based companies that do business in Europe have been forced 
to change their consumer data management practices. 

Federal lawmakers in the United States have not mustered a 
national consensus on anything that resembles the GDPR. Instead, 
here, federal privacy law has been sectoral for decades, with statutes 
addressing specific actors in delineated legislative fields through, 
for example, the Federal Educational Rights and Privacy Act, the 
Health Insurance Portability and Accountability Act, the Financial 
Credit Reporting Act, and the Video Privacy Protection Act. 

For the past several decades, the FTC has relied on its organic 
statute to justify a wide range of enforcement actions and guidance 
for industry’s administration of consumer data.32 It has exercised 
this authority in fits and starts, largely because Congress 
substantially curtailed the agency’s ability to promulgate “notice 
and comment” rules in the area.33 In spite of the substantial hurdles 
imposed by Congress in 197534 the agency proposed this past March 
to fortify existing rules for the protection of “the privacy and 
security of customer information held by financial institutions.”35 It 
has also been in talks with Facebook following its investigation of 

 
29 GDPR, Ch. 2, Art. 5. 
30 GDPR, Ch. 8, Art. 83.  
31  See, e.g., Joshua Blume, A Contextual Extraterritoriality Analysis of the DPIA and 
DPO Provisions in the GDPR, 49 GEO. J. INT’L L. 1425, 1446-55 (2019); Daphne Keller, 
The Right Tools: Europe’s Intermediary Liability Laws and the EU 2016 General Data 
Protection Regulation, 33 BERKELEY TECH. L. J. 287, 348-51 (2018). 
32 See, e.g., Federal Trade Commission v. Wyndham, 799 F.3d 236 (3d Cir. 2015). 
33 See Magnuson Moss Warranty-Federal Trade Commission Improvements Act § 202, 
Pub. L. No. 93-637, 88 Stat. 2183 (amending 15 U.S.C. §§ 41 et seq. 57a–58 (1975)). 
34 Scholars have argued that Congress should increase the scope of the FTC’s authority. 
See, e.g., Daniel J. Solove & Woodrow Hartzog, The FTC and the New Common Law of 
Privacy, 114 COLUM. L. REV. 583 (2014). 
35 Standards for Safeguarding Customer Information, 84 Fed. Reg. 13158 (proposed 
Apr. 4, 2019) (to be codified at 16 C.F.R. pt. 314).  
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the Cambridge Analytica scandal.36 The size and nature of their 
sanction against the social media giant will reveal how far the 
agency is willing to go to vindicate its position as the primary federal 
protector of consumer data. 

State and city governments have stepped up in the absence of a 
comprehensive federal data protection law. Illinois became a leader 
among the states when, in 2008, its legislature passed the Biometric 
Information Privacy Act (“BIPA”).37 As the title suggests, BIPA 
imposes strict duties on the collection and storage of consumers’ 
biometric data. It requires, among other things, that companies 
obtain consent from consumers to collect or disclose such 
information, destroy that data after a certain period of time, and 
securely store any information the company holds.38 California’s 
Consumer Privacy Protection Act (“CCPA”), which becomes 
effective in 2020, however, is probably the most sweeping state law 
to date, adopting many of the same protections set out in the GDPR, 
including the right of consumers to access the data that companies 
have about them, the right of consumers to have that data deleted, 
and the right to block the selling of the data.39 San Francisco, for its 
part, is among the few local governments that have altogether 
banned government agencies from employing facial recognition 
technology.40 New York is considering a similar ban on the use of 
facial recognition technology in public schools.41 

 
36 Cecilia Kang, Facebook Set to Create Privacy Positions as Part of F.T.C. Settlement, 
N.Y. TIMES (May 1, 2019), https://www.nytimes.com/2019/05/01/technology/facebook-
ftc-settlement.html [https://perma.cc/EX94-HQEJ]. 
37 Eileen King Bower, Theresa Le & James J. Moffitt, Illinois Leads the Way for 
Biometric Privacy Legislation, LEXOLOGY: CLYDE & CO LLP BLOG (Apr. 15, 2019), 
https://www.lexology.com/library/detail.aspx?g=b3538a7e-e33b-49fd-b523-
a9608d12811f [https://perma.cc/P5NK-KJS3]. 
38 740 ILL. COMP. STAT. 14/15 (2008). 
39 California Consumer Privacy Act of 2018, Cal. Civ. Code § 1798.175.  
40 Kate Conger, Richard Fausset & Serge F. Kovaleski, San Francisco Bans Facial 
Recognition Technology, N.Y. TIMES (May 14, 2019), https://www.nytimes.com/2019/05
/14/us/facial-recognition-ban-san-francisco.html [https://perma.cc/K2KC-TZ3H]. 
41 See N.Y. Legis. Assemb. A-06787. Reg. Sess. 2019–2020 (2019); see also Davey 
Alba, The First Public Schools in the US Will Start Using Facial Recognition Next Week, 
BUZZFEED NEWS (May 29, 2019), https://www.buzzfeednews.com/article
/daveyalba/lockport-schools-facial-recognition-pilot-aegis [https://perma.cc/LC36-
ZG3C].  
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Legislators and government regulators have not been the only 
reformers. The courts have played an important role in delineating 
the extent to which private companies today may share consumer 
data with government officials. Consider the Supreme Court’s 2018 
opinion in Carpenter v. United States.42 There, the Court held that 
law enforcement officials may only request and obtain subscribers’ 
historical mobile phone location data from telecommunications 
companies on a showing of probable cause.43  

Generally, under the Fourth Amendment, law enforcement 
officials must have probable cause to search “persons, houses, 
papers, and effects.”44 But, under the third-party doctrine, the 
Supreme Court has held that this probable cause standard does not 
apply to law enforcement requests for business records about 
consumer activity from banks and telecommunications providers.45 
The logic for this rule is relatively straightforward: the records that 
banks and telephone companies generate and collect about their 
consumers are an indispensable incident of the services they 
provide. Consumers do not have a reasonable expectation of privacy 
in those business records, the Court has explained, because they 
voluntarily give their data to banks and telephone companies in 
order to enjoy the services provided.46 

In Carpenter, the Supreme Court decided not to extend the third-
party doctrine to historical mobile phone location data. In the 
aggregate, it explained, location information reveals an 
unprecedented amount about subscribers that far exceeds the kinds 
of information that justified the third-party doctrine.47 The Court did 
not do away with the doctrine. It only refused to extend it to mobile 
phone location, suggesting that the rule might be applied to other 
networked mobile technologies as well.48 

 
42 138 S. Ct. 2206 (2018).  
43 Id. at 2221.  
44 U.S. CONST. amend. IV. 
45 Smith v. Maryland, 442 U.S. 735 (1979) (noncontent telephone records); United 
States v. Miller, 425 U.S. 435 (1976) (bank records). 
46 See Smith, 442 U.S. at 743–744; Miller, 425 U.S. at 440. 
47 138 S.Ct. at 2220.  
48 Id. The Court considered whether the collection of location information for seven or 
more days required a warrant. It did not answer whether its decision would extend to 
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THE PRIVATE-SECTOR ECOSYSTEM OF USER DATA TODAY 

The GDPR, BIPA, the CCPA, and the Carpenter decision are 
good indications that policymakers and courts today are adapting 
current laws to meet the challenges posed by today’s networked 
information economy. Longstanding consumer protection norms 
like due process49 and “notice and consent,” for example, will 
continue to play a role, although there is growing evidence that the 
latter in particular is not especially protective of users.50 The 
question policymakers will have to answer is: what should count as 
consent, when so much remains unknown to consumers and 
regulators?51 In this vein, scholars have made the case for regulatory 
conventions like transparency and mandated impact assessments.52 
At least for now, these concerns—transparency and 
accountability—seem to be mobilizing voters and legislators.53 We 
might suppose that, no matter how we come out of this important 
constitutive moment, policymakers ought to foster trust between 
consumers and the commercial entities that hold and manage their 
personal data.54 But this is hardly an inevitable or necessarily 
optimal way of conceiving of data protection in light of the seductive 
commercial incentives to trade on access to consumer data.55 
 

requests for fewer than seven days. Id. at 2217, n.3 (Roberts, J., majority), 2234 (Kennedy, 
J., dissenting).  
49 See, e.g., Danielle Citron, Technological Due Process, 85 WASH. U. L. REV. 1249 
(2007). 
50 See Neil Richards & Woodrow Hartzog, Pathologies of Digital Consent, WASH. U. L. 
REV. (forthcoming 2019). 
51 See FRANK PASQUALE, THE BLACK BOX SOCIETY: THE SECRET ALGORITHMS THAT 

CONTROL MONEY AND INFORMATION (2015). 
52 See, e.g., Andrew Selbst, Disparate Impact in Big Data Policing, 52 GEORGIA L. REV. 
109 (2017). 
53 See, e.g., Margot E. Kaminski & Andrew D. Selbst, The Legislation That Targets the 
Racist Impacts of Tech, N.Y. TIMES (May 7, 2019), https://www.nytimes.com/2019/05/07
/opinion/tech-racism-algorithms.html [https://perma.cc/FL9Q-ZPX5]; Adi Robertson, A 
New Bill Would Force Companies to Check Their Algorithms for Bias, VERGE (Apr. 10, 
2019, 3:52 PM), https://www.theverge.com/2019/4/10/18304960/congress-algorithmic-
accountability-act-wyden-clarke-booker-bill-introduced-house-senate 
[https://perma.cc/DW5D-ZLKX]. 
54 See Jack M. Balkin, Information Fiduciaries and the First Amendment, 49 U.C. DAVIS 

L. REV. 1183 (2016). See also ARI WALDMAN, PRIVACY AS TRUST: INFORMATION PRIVACY 

FOR AN INFORMATION AGE (2018). 
55 See Lina Khan & David Pozen, A Skeptical View of Information Fiduciaries, 133 
HARV. L. REV. (forthcoming 2019). 
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Anyway, for consumers and data protection policymakers, the 
stakes seem especially high today because we are only now 
beginning to really comprehend the scale and pervasive integration 
of the market for user data. Techniques for the collection and 
distribution of user data define practically all of our experiences 
today—online and offline. It is not really until consumers and 
policymakers have a far better understanding of this scope that many 
of us can rest easy. The Fordham IPLJ symposium is one step in 
that direction. 
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ARTIFICIAL INTELLIGENCE, MACHINE 
LEARNING, AND BIAS IN FINANCE:  TOWARD 

RESPONSIBLE INNOVATION 

Kristin Johnson,* Frank Pasquale** & Jennifer Chapman*** 

INTRODUCTION 

Over the last decade, a growing number of digital startups launched bids 
to lure business from the financial services industry.1  Armed with what they 
claim are vast quantities of data and sophisticated algorithmic platforms 
capable of interpreting the data,2 these financial technology (“fintech”)3 
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Law School. 
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Law.  This Essay was prepared for the Symposium entitled Rise of the Machines:  Artificial 
Intelligence, Robotics, and the Reprogramming of Law, hosted by the Fordham Law Review 
and the Neuroscience and Law Center on February 15, 2019, at Fordham University School 
of Law.  We would like to thank Kathleen Engel for her comments on the draft. 
 
 1. Andrew Ross Sorkin, Fintech Firms Are Taking On the Big Banks, but Can They 
Win?, N.Y. TIMES:  DEALBOOK (Apr. 6, 2016), https://www.nytimes.com/2016/04/07/ 
business/dealbook/fintech-firms-are-taking-on-the-big-banks-but-can-they-win.html 
[https://perma.cc/8Z6C-DWKQ]; The Fintech Revolution, ECONOMIST (May 9, 2015), 
https://www.economist.com/news/leaders/21650546-wave-startups-changing-financefor-
better-fintech-revolution [https://perma.cc/UWF3-Z7PZ]. 
 2. FTC, BIG DATA:  A TOOL FOR INCLUSION OR EXCLUSION?, at i (2016), 
https://www.ftc.gov/system/files/documents/reports/big-data-tool-inclusion-or-exclusion-
understanding-issues/160106big-data-rpt.pdf [https://perma.cc/R44Z-P4P5]. 
 3. In previous publications, Frank Pasquale has examined “incrementalist” fintech, 
which utilizes technology to provide standard financial services, and “futurist” fintech, in 
which the entire financial system is remade due to distributed technologies. See Exploring the 
Fintech Landscape:  Hearing Before the S. Comm. on Banking, Hous. & Urban Affairs, 115th 
Cong. (2017) (statement of Frank Pasquale, Professor of Law, University of Maryland).  In 
this Essay, we use the term “fintech firms” to refer to nondepository financial services firms 
that integrate artificial intelligence technology and predictive analytics into their business 
models.  We acknowledge that, while there is no universally adopted definition for the term 
“fintech,” many use the term as a catchall for a broader group of financial services firms that 
integrate a diverse body of technologies and engage in digital transfers, storage, payments 
systems, and lending, as well as the origination of virtual currency and robo-advising. See, 
e.g., Rory Van Loo, Making Innovation More Competitive:  The Case of Fintech, 65 UCLA 
L. REV. 232, 238–40 (2018). 
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firms have revived long-standing debates regarding the architectural design,4 
regulatory framework,5 and role of the financial services industry.6 

Financial product developers and financial service providers have long 
engaged statistical and probability models as well as predictive analytics to 
forecast performance.7  So fintech is not entirely new.  However, sometimes 
a change in quantity can amount to a change in quality.  That may be 
happening in fintech now, as the inclusion of increasingly comprehensive 
databases, as well as new methods of analysis, means that many fintech firms 
deploy extremely complex algorithms (including assemblages of earlier 
models) to predict the likelihood of repayment and profitability of 
customers.8  According to some futurists, financial markets’ automation will 
substitute increasingly sophisticated, objective, analytical, model-based 
assessments of, for example, a borrower’s creditworthiness for direct human 
evaluations irrevocably tainted by bias and subject to the cognitive limits of 
the human brain.9  However, even if they do occur, such advances may 
violate other legal principles.10 

Consider, for example, the application of learning algorithms in credit 
markets.  Some fintech firms aim to adapt learning algorithms to consider 
nontraditional data in assessing creditworthiness11 and claim that they will 
integrate historically excluded individuals into credit markets and expand 

 

 4. See infra Part I.A. 
 5. See infra Part II.A. 
 6. See, e.g., MEHRSA BARADARAN, HOW THE OTHER HALF BANKS:  EXCLUSION, 
EXPLOITATION, AND THE THREAT TO DEMOCRACY (2015) (arguing for a “public option” in 
consumer banking); E. GERALD CORRIGAN, FED. RESERVE BANK OF MINNEAPOLIS, ARE BANKS 
SPECIAL?:  ANNUAL REPORT 1982 (1982), https://www.minneapolisfed.org/publications/ 
annual-reports/ar/annual-report-1982-complete-text [https://perma.cc/9V29-W9V8] (raising 
fundamental questions regarding the role of banks and discussing their prudential regulation). 
 7. ANTHONY SAUNDERS & MARCIA CORNETT, FINANCIAL INSTITUTIONS MANAGEMENT:  
A RISK MANAGEMENT APPROACH 97–103 (9th ed. 2017). 
 8. See infra Part I.  Note that customers who are late with payments may be much more 
profitable than a traditionally good credit risk, since they will be paying more in interest and 
fees. 
 9. OECD, FINANCIAL MARKETS, INSURANCE AND PENSIONS:  DIGITALISATION AND 
FINANCE 10–13 (2018), https://www.oecd.org/finance/private-pensions/Financial-markets-
insurance-pensions-digitalisation-and-finance.pdf [https://perma.cc/GW8N-RPXL]. 
 10. See, e.g., Odia Kagan, Finnish DPA Orders Company to Modify Automated 
Creditworthiness Assessment, Improve Disclosures, FOX ROTHSCHILD (Apr. 27, 2019), 
https://dataprivacy.foxrothschild.com/2019/04/articles/european-union/finnish-dpa-orders-
company-to-modify-automated-creditworthiness-assessment-improve-disclosures/ 
[https://perma.cc/3K55-8MXN] (reporting that the Finnish Data Protection Authority ordered 
a firm to “provide individuals with information on the logic behind the decision-making 
process, its relevance to the credit decision and its consequences for the borrower” pursuant 
to the General Data Protection Regulation’s provisions guaranteeing a right to an explanation). 
 11. Examining the Use of Alternative Data in Underwriting and Credit Scoring to Expand 
Access to Credit:  Hearing Before the H. Comm. on Fin. Servs., 116th Cong. 4–6_(2019) 
(statement of Kristin N. Johnson, McGlinchey Stafford Professor of Law and Associate Dean 
of Faculty Research, Tulane University Law School); see also Julapa Jagtiani & Catharine 
Lemieux, The Roles of Alternative Data and Machine Learning in Fintech Lending:  Evidence 
from the Lending Club Consumer Platform (Fed. Reserve Bank of Phila., Working Paper No. 
18-15, 2018), https://www.philadelphiafed.org/-/media/research-and-data/publications/ 
working-papers/2018/wp18-15r.pdf [https://perma.cc/2TT9-U6A3]. 



2019] TOWARD RESPONSIBLE INNOVATION 501 

access to credit to the thirty-three million unbanked and underbanked 
households in the United States,12 as well as the nearly two billion 
individuals and families globally who lack access to financial services13—a 
group disproportionately composed of women and people of color.14 

How might fintech firms accomplish such a lofty goal?  Early fintech firms 
promising to better integrate underresourced communities into financial 
services markets typically introduced digital money transfer services that 
facilitated cash distributions among users (such as PayPal, Apple Pay, or 
Venmo)15 and credit platforms that offered digitally distributed consumer 
loans.  Money transmission services can provide vital peer-to-peer platforms 
for those who lack access to conventional bank branches or personal 
checking and savings accounts.  Because credit is an indisputably important 
resource for low-income families in smoothing consumption16 and creating 
economic stability,17 evaluating the integration of automated decision-
making algorithms in credit markets raises underexplored normative 
concerns including the transparency and accountability obligations of fintech 
firms, the social welfare effects of permitting fintech firms to operate in credit 
markets, and the necessity of effective state and federal supervision of fintech 
firms’ pricing (interest rates), marketing techniques, and structuring of credit 
products. 

With a few quick taps on a smart phone, consumers can access a growing 
universe of apps that offer discounted interest rates on consumer loans to 
borrowers with “near prime,” “subprime,” and well-below subprime credit 

 

 12. FDIC, 2017 FDIC NATIONAL SURVEY OF UNBANKED AND UNDERBANKED 
HOUSEHOLDS 1 (2018), https://www.fdic.gov/householdsurvey/2017/2017report.pdf 
[https://perma.cc/F7TP-SMHZ] (indicating that 6.5 percent of U.S. households (or 8.4 million 
households) were unbanked in 2017 and 18.7 percent of U.S. households (24.2 million) were 
underbanked, meaning that the household had a checking or savings account but also obtained 
financial products and services outside of the banking system). 
 13. ASLI DEMIRGÜÇ-KUNT ET AL., WORLD BANK GRP., THE GLOBAL FINDEX DATABASE 
2017:  MEASURING FINANCIAL INCLUSION AND THE FINTECH REVOLUTION 4 (2018), 
http://documents.worldbank.org/curated/en/332881525873182837/pdf/126033-PUB-
PUBLIC-pubdate-4-19-2018.pdf [https://perma.cc/YHT7-R7P8] (indicating that “about 1.7 
billion adults remain unbanked—without an account at a financial institution or through a 
mobile money provider”). 
 14. See generally Louise Seamster, Black Debt, White Debt, CONTEXTS, Winter 2019, at 
30. 
 15. Adam Levitin, Pandora’s Digital Box:  The Promise and Perils of Digital Wallets, 
166 U. PA. L. REV. 305, 335 (2018). 
 16. Brian T. Melzer, The Real Costs of Credit Access:  Evidence from the Payday Lending 
Market, 126 Q.J. ECON. 517, 522 (2011) (indicating that loans give families flexibility “in 
managing consumption over time” yet may create “substantial debt service burdens”). 
 17. See, e.g., Christine L. Dobridge, For Better and for Worse?:  Effects of Access to High-
Cost Consumer Credit (Fed. Reserve Bd., Working Paper No. 2016-056, 2016), 
https://www.federalreserve.gov/econresdata/feds/2016/files/2016056pap.pdf 
[https://perma.cc/7PFP-G5VC] (“[P]ayday credit access improves well-being for households 
in distress by helping them smooth consumption.  In periods of temporary financial distress—
after extreme weather events like hurricanes and blizzards—I find that payday loan access 
mitigates declines in spending on food, mortgage payments, and home repairs.  In an average 
period, however, I find that access to payday credit reduces well-being.”). 
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scores.18  For proponents, the launch of fintech firms marks a new frontier in 
the ever-expanding utopian vision of the “technological sublime” or faith-
like devotion to the potential for technology to transform us into a more 
equitable and just society.19 

Consumer advocates are justifiably skeptical.  While legally prohibited 
today, well-documented discriminatory,20 exclusionary, and predatory credit 
market practices persist.21  In light of creditors’ history of exploiting 
unbanked and underbanked communities, even fintech firms’ plans for 
greater inclusion demand careful scrutiny. 

Consider the disturbing tales emerging of digital debt platforms peddling 
payday loan–style arrangements masked by the opaque and unassailable 
shroud of innovation and financial inclusion.22  Kevin Donovan and Emma 
Park share harrowing narratives of aggressive marketing campaigns by text 
message that entice borrowers already consumed by “perpetual debt” to 
borrow at expensive, ballooning interest rates.23  Further, in the event that 
they fail to repay the loans, some fintech firms harass overextended 
borrowers with incessant and embarrassing payment alerts on their mobile 
phones.24  Cash-strapped borrowers who lack the resources to meet their 
daily expenses enter a downward spiral of indebtedness.  Borrowers on the 

 

 18. Sarah McBride, ZestFinance Targets Loans at the Cream of Subprime Borrowers, 
REUTERS (July 14, 2015), https://www.reuters.com/article/us-venture-zestfinance-subprime/ 
zestfinance-targets-loans-at-the-cream-of-subprime-borrowers-idUSKCN0PP0B320150715 
[https://perma.cc/74BK-SPG8]. 
 19. See generally VINCENT MOSCO, THE DIGITAL SUBLIME:  MYTH, POWER, AND 
CYBERSCAPE (2004); DAVID E. NYE, AMERICAN TECHNOLOGICAL SUBLIME (1994). 
 20. Louise Seamster & Raphaël Charron-Chénier, Predatory Inclusion and Education 
Debt:  Rethinking the Racial Wealth Gap, 4 SOC. CURRENTS 199, 199–200 (2017) (describing 
the targeting of minority homebuyers and students who borrow to fund mortgage or education 
debt as predatory inclusion); Richard Rothstein, A Comment on Bank of 
America/Countrywide’s Discriminatory Mortgage Lending and Its Implications for Racial 
Segregation, ECON. POL’Y INST. (Jan. 23, 2012), https://www.epi.org/publication/bp335-boa-
countrywide-discriminatory-lending [https://perma.cc/28RB-BF6V] (describing the 
Department of Justice’s settlement with Bank of America and concluding that “[t]he lending 
industry seems to have systematically targeted African Americans and Hispanics for these 
risky subprime loans”). 
 21. See generally Kathleen C. Engel & Patricia A. McCoy, From Credit Denial to 
Predatory Lending:  The Challenge of Sustaining Minority Homeownership, in SEGREGATION:  
THE RISING COSTS FOR AMERICA 81 (James H. Carr & Nandinee K. Kutty eds., 2008). 
 22. Kevin P. Donovan & Emma Park, Perpetual Debt in the Silicon Savannah, BOS. REV. 
(Sept. 20, 2019), http://bostonreview.net/class-inequality-global-justice/kevin-p-donovan-
emma-park-perpetual-debt-silicon-savannah [https://perma.cc/BPQ4-XMBZ] (exploring 
fintech platforms in Kenya that offer access to credit “with speed and ease” to “millions of 
Kenyans in need”); Wonga’s Woes Spell the End of the Payday-Loan Era, ECONOMIST (Aug 
30, 2018), https://www.economist.com/britain/2018/08/30/wongas-woes-spell-the-end-of-
the-payday-loan-era [https://perma.cc/9QCH-XMUR] (describing the fall of the British 
payday lender Wonga). 
 23. Donovan & Park, supra note 22.  For other examples of fintech firms offering payday-
style loans, see CASHNETUSA, https://www.cashnetusa.com/ [https://perma.cc/W53B-4Y7F] 
(last visited Oct. 6, 2019) and Sean Farrell, Where Did It All Go Wrong for Wonga?, 
GUARDIAN (Aug. 7, 2018), https://www.theguardian.com/business/2018/aug/07/wonga-loans-
where-did-it-all-go-wrong [https://perma.cc/THR6-C2DL]. 
 24. Donovan & Park, supra note 22. 
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debt treadmill intensify efforts to earn money only to face a “wageless life”—
enslaved by and laboring to repay outstanding digital debt.25 

This regime of indebtedness is nothing new for underserved communities 
that lack savings and enter into personal unsecured loans to overcome 
emergencies or to fund basic household needs.26  Low-income consumers 
pay remarkably more for basic financial services such as check cashing, 
money transfers, and short-term loans.27 

Without access to credit on fair and reasonable terms, it can be 
extraordinarily expensive to be poor.28  For families with fragile financial 
circumstances, credit may serve as a lifeline, enabling them to meet short-
term debt obligations.29  Due to the rising costs of education, housing, health 
care, and even food, ever more consumers navigate an ever-widening web of 
debt.  According to the Federal Reserve Bank of New York’s Center for 
Microeconomic Data, at the close of the second quarter of 2019, families and 
individuals faced over $13 trillion in debt obligations.30  Students and their 
families currently owe approximately $1.5 trillion in student loan debt, even 

 

 25. Id. 
 26. See, e.g., Dalie Jimenez, Ending Perpetual Debts, 55 HOUS. L. REV. 609, 610 (2018) 
(“[L]aw and practice conspire to create a class of virtually perpetual debts that psychologically 
and actually burden those individuals for much longer than economically and socially 
justified.”); see also Ronald J. Mann & Jim Hawkins, Just Until Payday, 54 UCLA L. REV. 
855, 857 (2007) (“Payday lenders offer short-term loans at high interest rates to consumers 
with impaired credit histories. . . .  The duration, amount, and fee all can differ from provider 
to provider, but as a general rule, the loans are small, the repayment period is short, and the 
annualized interest rate is high.  [For] example, with a fee of $30 for a two-week loan of $200, 
the annual interest rate is almost 400 percent.”); Nathalie Martin & Robert N. Mayer, What 
Communities Can Do to Rein In Payday Lending:  Strategies for Successful Local Ordinance 
Campaigns Through a Texas Lens, 80 LAW & CONTEMP. PROBS. 147 (2017); Mehrsa 
Baradaran, Opinion, Payday Lending Isn’t Helping the Poor.  Here’s What Might, WASH. 
POST (June 28, 2016), https://www.washingtonpost.com/news/in-theory/wp/2016/06/28/ 
payday-lending-isnt-helping-the-poor-heres-what-might/ [https://perma.cc/8CJZ-3GSR] 
(“These loans do not make customers better off.  Many stay indebted for months or even years 
and most pay interest rates of between 300 to 2,000 percent.  By the time they’ve paid off the 
loan, they are further in the hole than when they started.”). 
 27. See Alyssa Yun, Financial Exclusion:  Why It Is More Expensive to Be Poor, 
WHARTON PUB. POL’Y INITIATIVE (June 2, 2017), https://publicpolicy.wharton.upenn.edu 
/live/news/1895-financial-exclusion-why-it-is-more-expensive-to-be/for-students/blog/ 
news.php [https://perma.cc/F7TM-FGEX]. 
 28. Barbara Ehrenreich, It Is Expensive to Be Poor, ATLANTIC (Jan. 13, 2014), 
https://www.theatlantic.com/business/archive/2014/01/it-is-expensive-to-be-poor/282979/ 
[https://perma.cc/KS82-V5FY] (giving examples of ways the poor spend more on basic needs, 
such as housing, food, and childcare). 
 29. On the dangers of making credit a key determinant of whether and how basic needs 
are met, see generally Abbye Atkinson, Rethinking Credit as Social Provision, 71 STAN. L. 
REV. 1093 (2019). 
 30. FED. RESERVE BANK OF N.Y., QUARTERLY REPORT ON HOUSEHOLD DEBT AND CREDIT 
(2019), https://www.newyorkfed.org/medialibrary/interactives/householdcredit/data/pdf/ 
HHDC_2019Q2.pdf [https://perma.cc/QE3B-AAQV]. 
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as federal promises of loan forgiveness are under threat.31  Homeowners have 
borrowed $9 trillion in mortgage debt.32 

Consumers’ general distrust of legacy financial institutions,33 frustration 
with scandals in financial markets,34 and the pervasive abuses and exclusion 
of underserved communities by financial institutions paved the way for 
insurgent fintech firms to capture a rapidly increasing role in consumer 
financial services markets.35  Fintech firms are set to capitalize on the 
efficiencies generated by machine learning, a form of artificial intelligence,36 
to lower transaction fees, increase the rates paid on savings deposits, and 
expedite financial transfers and payments in real time.37  While some fintech 
firms operate as digital-only, end-to-end platforms that directly service 
individuals and families, others partner with conventional, state or federally 
chartered, financial intermediaries such as depository banks.38  Collectively, 
these fintech firms comprise a new class of competitors:  neo-banks. 

As artificial intelligence increasingly influences the terms and availability 
of credit, this nascent technology will perform key gatekeeping functions, 
determining who receives access to credit and on what terms.  For those with 
access, algorithms may decide all material terms of any credit arrangement.39  
 

 31. Id.; Cory Turner, Congress Promised Student Borrowers a Break.  Education Dept. 
Rejected 99% of Them, NPR (Sept. 5, 2019, 5:00 AM), https://www.npr.org/2019/09/05/ 
754656294/congress-promised-student-borrowers-a-break-then-ed-dept-rejected-99-of-them 
[https://perma.cc/2Y8L-KA2L]. 
 32. FED. RESERVE BANK OF N.Y., supra note 30. 
 33. Drew McKone, Distrust of Large Institutions Makes This the Year of the Community 
Bank, AM. BANKER (Feb. 10, 2017, 9:55 AM), https://www.americanbanker.com/opinion/ 
distrust-of-large-institutions-makes-this-the-year-of-the-community-bank 
[https://perma.cc/BH3J-TPUF]. 
 34. Wells Fargo Now Says 3.5 Million Affected by Sales Scandal, Up from 2.1 Million, 
CHI. TRIB. (Aug 31, 2017), https://www.chicagotribune.com/business/ct-wells-fargo-fake-
accounts-20170831-story.html [https://perma.cc/62ED-7J9M]. 
 35. See Kate Rooney, Small Banks You’ve Never Heard of Are Quietly Enabling the Tech 
Takeover of the Financial Industry, CNBC (Feb. 15, 2019, 3:11 PM), https://www.cnbc.com/ 
2019/02/15/small-banks-youve-never-heard-of-quietly-power-the-booming-fintech-industry-
-.html [https://perma.cc/452Y-23D4]. 
 36. We use the general term “artificial intelligence” to refer to a diverse but related body 
of technologies that simulate human decision-making and learning behavior.  The 
technologies include, among others, machine learning, deep learning, and neural networks. 
See Michael L. Rich, Machine Learning, Automated Suspicion Algorithms, and the Fourth 
Amendment, 164 U. PA. L. REV. 871, 880 (2016). 
 37. Brian Chappatta, Robinhood Just Launched a 3% Checking and Savings Plan.  It’s 
Really Just a Dressed-Up Money Market Mutual Fund, L.A. TIMES (Dec. 13, 2018), 
https://www.latimes.com/business/la-fi-robinhood-checking-plan-20181214-story.html 
[https://perma.cc/85WK-UJZG]; Laura Noonan, Digital Bank Simple Raises Stakes in US 
Deposits Battle, FIN. TIMES (Sept. 24, 2018), https://www.ft.com/content/4fe54b16-c05a-
11e8-95b1-d36dfef1b89a [https://perma.cc/B7Q2-NV7F].  But see Baiju Bhatt & Vlad Tenev, 
A Letter from Our Founders, ROBINHOOD (Dec. 14, 2018), https://blog.robinhood.com/news/ 
2018/12/14/a-letter-from-our-founders [https://perma.cc/RAM4-XKFN] (signaling that 
Robinhood may not be permitted by regulators to structure its cash management strategy as 
anticipated). 
 38. See infra Part II.A. 
 39. Lenore Palladino & Kristina Karlsson, How to Best Regulate Fintech, ROOSEVELT 
INST. (Aug. 6, 2018), https://rooseveltinstitute.org/how-best-regulate-fintech/ [https:// 
perma.cc/8HS6-4ST5]. 
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In other words, learning algorithms may help regulators and lenders fulfill an 
altruistic promise of inclusion, compensating for decades of discrimination 
and exclusion in financial markets.  However, should learning algorithms fail 
to fulfill this promise, fintech firms may hardwire predatory inclusion, 
existing inequities, and unconscious biases into financial markets for the next 
several generations, compounding wealth gaps and undermining the welfare 
of the most vulnerable communities. 

This Essay proceeds as follows.  Part I describes fintech firms’ integration 
of learning algorithms and their anticipated economic and social welfare 
benefits—enhanced efficiency, accuracy, and accessibility.  Part II sketches 
the emerging regulatory landscape.  Over the last decade, federal banking 
regulators signaled and adopted policies that preempted state regulatory 
authority over fintech firms.  In the summer of 2018, the Office of the 
Comptroller of the Currency (OCC) announced its intention to allow fintech 
firms to apply for special purpose charters that would permit fintech firms to 
operate, in many respects, as national banks (“Fintech Charter Decision”).  
Consistent with a decades-long campaign to expand the scope of its authority, 
the OCC’s seemingly innocuous announcement reflects the agency’s 
increasingly aggressive interpretation of the scope of its statutory mandate.40  
The OCC’s Fintech Charter Decision creates gaps in the supervision of 
fintech firms and encourages market participants to engage in regulatory 
arbitrage.  Part II argues that federal special purpose charters set the stage for 
regulatory arbitrage and may enable fintech firms to minimize their exposure 
to state antidiscrimination and consumer protection regulations.  Reducing 
regulatory oversight of these important legal and ethical norms in a dynamic 
and evolving market defined by a technology that may import unconscious 
biases and disadvantage lower-income individuals and families raises red 
flags. 

Part III concludes with brief reflections regarding the necessity for courts 
and regulators to balance the promised benefits of fintech firms’ neo-banking 
initiatives with the historic and special gatekeeping role of banking 
platforms.  Unilateral deregulatory action by state or federal regulators may 
undermine efforts to ensure effective oversight of fintech firms that seek to 
extend access to safe and affordable banking services. 

I.  NEO-BANKING ON THE RISE 

A.  Artificial Intelligence (AI) and the Future of Finance 

Emerging credit intermediaries aim to capitalize on a new generation of 
consumers and their preference for using mobile devices to shop, make 
payments, and manage finances.  These platforms aspire to capture a portion 
of fees associated with scoring, lending, and servicing a massive consumer 
debt market (estimated to be nearing $14 trillion as of June 2019).41 
 

 40. See infra Part II. 
 41. FED. RESERVE BANK OF N.Y., supra note 30; Mark DeCambre, U.S. Consumer Debt 
Is Now Above Levels Hit During the 2008 Financial Crisis, MARKETWATCH (June 25, 2019), 
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Bypassing the collection of tedious paper applications and cumbersome 
supporting documentation, digital credit decisions reduce the cost of 
underwriting.42  Beyond these gains, empirical studies establish that 
advanced statistical models and predictive analytics enhance lenders’ ability 
to calculate default and prepayment risks.43  Fintech advocates celebrate the 
introduction of automated decision-making (ADM) platforms, claiming that 
ADM platforms mitigate risks related to discrimination against legally 
protected groups since a computer system is not, in and of itself, capable of 
the mental processes (whether conscious calculation or barely conscious 
emotions or unconscious bias) associated with humans’ discriminatory 
action.44  According to its advocates, ADM eliminates some pernicious 
animus.45  However, ADM may only shift the locus of discrimination from 
the bank manager’s desk to the programmer’s computer screen or to the data 
scientists’ training sets since data are never brute or raw—they are always 
collected, analyzed, and used by people, who may have the same conscious 
calculations, barely conscious emotions, or unconscious biases at play in 
their own observations.  Artificial intelligence (AI) technologies may 
aggregate data or analyze information gathered and processed through image 
or voice data that reflect unconscious bias.46  Disparate impacts are also, of 
course, a major concern. 

To enhance predictive capabilities, AI methods rely on supervised and 
unsupervised learning.47  This refers to how the algorithm optimizes its 
output based on repeated analyses of the data set.  In supervised learning, the 
algorithm is trained with well-labeled and classified data, whereas there are 
no training data in unsupervised learning.48  Unsupervised learning infers 
information from the data set and can be highly resource intensive, as the 
data set is tested against a massive number of potential patterns.49  Neural 

 

https://www.marketwatch.com/story/us-consumer-debt-is-now-breaching-levels-last-
reached-during-the-2008-financial-crisis-2019-06-19 [https://perma.cc/B5LH-9DFV]. 
 42. Julapa Jagtiani & Catharine Lemieux, Fintech Lending: Financial Inclusion, Risk 
Pricing, and Alternative Information (Fed. Reserve Bank of Phila., Working Paper No. 17-17, 
2017), https://www.philadelphiafed.org/-/media/research-and-data/publications/working-
papers/2017/wp17-17.pdf [https://perma.cc/W2J5-4553]. 
 43. Amir Khandani et al., Consumer Credit-Risk Models via Machine-Learning 
Algorithms, 34 J. BANKING & FIN. 2767, 2787 (2010). 
 44. Potential Benefits and Risks of the Increased Use of Data in Financial Services 
Applications:  Hearing Before the S. Comm. on Banking, Hous. & Urban Affairs, 116th Cong. 
(2018) (statement of Brian Knight, Director, Innovation and Governance Program, Mercatus 
Center at George Mason University). 
 45. See FTC, supra note 2, at 19. 
 46. Rich, supra note 36, at 873. 
 47. See generally ETHEM ALPAYDIN, INTRODUCTION TO MACHINE LEARNING (2d ed. 2010). 
 48. For accessible explanations of supervised and unsupervised learning, see Bernard 
Marr, Supervised v Unsupervised Machine Learning—What’s the Difference?, FORBES (Mar. 
16, 2017, 3:13 AM), https://www.forbes.com/sites/bernardmarr/2017/03/16/supervised-v-
unsupervised-machine-learning-whats-the-difference/ [https://perma.cc/HV5A-PJDF] and 
Devin Soni, Supervised vs. Unsupervised Learning, MEDIUM (Mar. 22, 2018), 
https://towardsdatascience.com/supervised-vs-unsupervised-learning-14f68e32ea8d 
[https://perma.cc/5JKS-43F5]. 
 49. Marr, supra note 48; Soni, supra note 48. 
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networks, common algorithms in supervised learning, mimic aspects of the 
human brain in order to generate results that older methods of statistical 
analysis could not produce.50 

Like traditional algorithms, AI can provide an analytic predicate for 
ADM.51  Unlike traditional algorithms, however, much of contemporary AI 
is either opaque or so complex that an effort to explain its “reasoning” would 
be about as useful as a map of all the synapses and other chemical reactions 
in the brain that occur when, say, a manager decides whether to grant or deny 
an employee’s request for a vacation day.52  Machine learning is an 
application of AI that trains algorithms to improve on algorithmically 
programmed decision-making processes, meaning the algorithm may assess 
the shortcomings in its decision-making process in early iterations and 
improve upon its analyses and predictions regarding likely outcomes based 
on the data.53 

Machine learning can automatically detect patterns in data.54  Upon 
discovering patterns, machine learning can be programmed to apply these 
patterns to predict future outcomes based on the supplied data.55  These 
methods engage in complex decision-making and apply logic to resolve 
uncertainty.56 

With ample and ongoing data inputs, machine learning enables an 
algorithm or ensembles of algorithms engaged in “continuous improvement 
on a given task” to improve performance.57  However, it is important to 
understand the term “learning” here as a metaphor and not “the more holistic 
concept referred to when people speak of human learning.”58  As Michael 
Rich has observed, “machine learning does not require a computer to engage 
in higher-order cognitive skills like reasoning or understanding of abstract 
concepts.”59  This leaves AI methods vulnerable to pursuing forms of 
analysis that might be set aside as suspect by a seasoned finance professional 
(whether an attorney, analyst, trader, or other professional).60 
 

 50. See generally PEDRO DOMINGOS, THE MASTER ALGORITHM:  HOW THE QUEST FOR THE 
ULTIMATE LEARNING MACHINE WILL REMAKE OUR WORLD (2015). 
 51. Rich, supra note 36, at 880. 
 52. See Frank Pasquale, Bittersweet Mysteries of Machine Learning, LSE:  MEDIA POL’Y 
PROJECT BLOG (Feb. 5, 2016), https://blogs.lse.ac.uk/mediapolicyproject/2016/02/05/ 
bittersweet-mysteries-of-machine-learning-a-provocation/ [https://perma.cc/4LS4-Y6LN].  
Please note that this analogy is not meant to imply that neural networks accurately simulate or 
otherwise match the complexity of the human brain. See generally John Horgan, THE 
UNDISCOVERED MIND:  HOW THE HUMAN BRAIN DEFIES REPLICATION, MEDICATION, AND 
EXPLANATION (1999). 
 53. See Liane Colonna, A Taxonomy and Classification of Data Mining, 16 SMU SCI. & 
TECH. L. REV. 309, 313–29 (2013). 
 54. Rich, supra note 36, at 874. 
 55. Id. 
 56. KEVIN P. MURPHY, MACHINE LEARNING:  A PROBABILISTIC PERSPECTIVE 1–24 (2012). 
 57. Rich, supra note 36, at 880. 
 58. Id. 
 59. Id. 
 60. On the importance of AI complementing, rather than replacing, human judgment, see 
generally Frank Pasquale, Professional Judgment in an Era of Artificial Intelligence and 
Machine Learning, BOUNDARY 2, Feb. 2019, at 73 and Frank Pasquale & Glyn Cashwell, 
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Instead “machine learning applies inductive techniques to often-large sets 
of data to ‘learn’ rules that are appropriate to a task.”61  In other words, the 
“intelligence” of a machine learning algorithm is oriented to outcomes, not 
process; a “smart” algorithm is designed to reach consistently accurate results 
on a chosen task, even if the algorithm does not “think” like a person.  
Machine learning is in this way reminiscent of an idiot savant:  like a 
calculator multiplying fifteen-digit numbers faster than any human can, in a 
narrow, well-specified area, it can reach conclusions faster than any human 
can.62  As more dimensions of optimal outcomes are added to the solution 
space, machine learning may gradually improve with “experience” (that is, 
more data sets, which of course can often only be constructed with a great 
deal of contingent and contestant human work to gather and “clean” data).63  
However, complicated and ill-defined problems are hard to even pose to a 
machine learning system.  One key question for those advocating machine 
learning in finance is whether underwriting and similar decisions can and 
should be simplified and coarsened to match the available technology, or 
whether they are more properly kept at extant levels of complexity. 

Learning algorithms model, but cannot replicate, the complexities of 
cognition and emotion that are the hallmarks of human thinking processes.  
Instead, these algorithms analyze data sets to predict outcomes.64  Although 
computers can mimic human decision-making now, they will need to evolve 
quite a long way to even begin to replicate in silico what is commonly done 
in the human brain. 

The details of machine learning help mark critical distinctions between 
human and computer decision-making.  In machine learning, an initial data 
set is subdivided into a training set, a verification set or validation set, and a 
test set.65  The algorithm begins by analyzing the training set, thereby 
learning the initial group classification rules.66  For example, a machine-
vision algorithm to distinguish images of light brown dogs from those of light 
brown bagels may “learn” that most bagels lack the characteristic pattern of 
three dark areas (eyes and a nose) possessed by nearly all images of dogs’ 
faces.67  These classification rules are then applied to a verification or 
validation set and the results are then used to optimize the rules’ 

 

Prediction, Persuasion, and the Jurisprudence of Behaviorism, 68 U. TORONTO L.J. 63, 65 
(2018). 
 61. Rich, supra note 36, at 880. 
 62. Id. at 873. 
 63. Mikella Hurley & Julius Adebayo, Credit Scoring in the Era of Big Data, 18 YALE 
J.L. & TECH. 148, 159 (2016). 
 64. See Rich, supra note 36, at 881. 
 65. Id. 
 66. Id. 
 67. This may seem like a trivial problem, but it can be difficult. See Michael Schramm, 
‘Puppy or Bagel’ Game Will Keep You Guessing, USA TODAY (Mar. 10, 2016, 6:32 PM), 
https://www.usatoday.com/story/college/2016/03/10/puppy-or-bagel-game-will-keep-you-
guessing/37414107/ [https://perma.cc/3C3T-AJ28].  Note, too, that a baby would likely learn 
the distinction between a dog or a bagel after a few encounters with each; a machine learning 
program may take hundreds or thousands of images to do so. 
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parameters.68  Lastly, “the optimized rules are applied to the test set” and the 
results of this stage establish a confidence level and support level for each 
rule69:  “Rules with a low support level are less likely to be statistically 
significant. . . .  The confidence level of a rule describes how often objects 
in the test set follow the rule.  It is, in essence, a measure of the strength of 
the algorithm’s prediction.”70 

The key to developing the algorithms used in these situations is to evaluate 
the output of each algorithm with the desired result; this allows the machine 
to learn by making its own connections within available data.71  Algorithms 
tend to be trained using a four-step process.72  Google Image’s image 
recognition learning algorithm is a classic example of this process.73  First, 
the algorithm is shown a set of known images (for example, ten thousand 
pictures of ducks).74  Second, the algorithm develops complex internal rules 
based on nonlinear processes.75  Such rules may have nothing to do with our 
usual ways of recognizing ducks (e.g., by beak, feathers, and feet).  Rather, 
they may seize upon perceptions unavailable to humans (such as a precise 
distance between eyes, a pattern of foot webbing unnoticeable by the human 
eye, or some combination of hundreds of other measurements that might 
never come to mind to a person).76  Third, the algorithm tests those rules on 
a test set (i.e., which of these are ducks?).77  Fourth, the algorithm adjusts its 
internal rules based on the success of the test.78  These steps are repeated ad 
infinitum until the algorithm can accurately and consistently classify the 
images.79 

“[B]y exposing so-called ‘machine learning’ algorithms to examples of the 
cases of interest . . . the algorithm ‘learns’ which related attributes or 
activities can serve as potential proxies for those qualities or outcomes of 
interest.”80  Machine learning enables algorithms that analyze data to 
“become more accurate over time when completing a task.”81  Thus machine 

 

 68. Rich, supra note 36, at 882. 
 69. Id. 
 70. Id. (“[T]o restrict which rules the algorithm will use to ensure predictions are made 
only on the basis of statistically significant correlations, programmers often require rules to 
meet a minimum support level.”). 
 71. Id. 
 72. Id. 
 73. Id. 
 74. Id. 
 75. Id. 
 76. Id. at 882–83. 
 77. Id. at 882. 
 78. Id. 
 79. Id.  Recently, the repetition of testing has led to environmental concerns.  One study 
estimates that training one machine learning model uses more carbon than five cars (including 
the carbon footprint of their manufacture). Karen Hao, Training a Single AI Model Can Emit 
as Much Carbon as Five Cars in Their Lifetimes, MIT TECH. REV. (June 6, 2019), 
https://www.technologyreview.com/s/613630/training-a-single-ai-model-can-emit-as-much-
carbon-as-five-cars-in-their-lifetimes/ [https://perma.cc/7G4D-WHGY]. 
 80. Solon Barocas & Andrew Selbst, Big Data’s Disparate Impact, 104 CALIF. L. REV. 
671, 678 (2016). 
 81. Rich, supra note 36, at 880. 
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learning methods are becoming more pervasive throughout society in 
situations where optimal outcomes can be quantified or otherwise 
evaluatively ranked.  Such methods are used in a variety of classification 
tasks from identifying spam emails to diagnosing diseases.82  But as they 
spread from evaluating tumors83 to evaluating persons, far greater ethical 
concerns arise. 

B.  Bias and Discrimination Concerns in Finance and AI 

As the previous section explains, in theory, facially neutral algorithms 
mitigate the risk that consumers will face intentional discriminatory 
treatment based on legally protected traits such as race, gender, or religion 
that commonly characterize face-to-face decisions in financial services.84  
Evidence demonstrates that incomplete or inaccurate data sets may influence 
the objectivity of learning algorithms.85  Even more alarming, learning 
algorithms may easily identify the most expedient path or ideal variable for 
solving a problem and making a decision, even if it entirely misses the point 
of the training.86  This approach may result in the learning algorithm 
independently identifying a facially neutral attribute in data sets that serves 
as a proxy for a legally protected trait and executing discriminatory results—
even if developers expressly programmed the algorithm not to discriminate 
on the basis of the same protected trait.87 

Data mining systems across the board are capable of reproducing the 
biases created by human decisions.88  This occurs because the data inputted 
into the computer has been simplified to teach the computer to learn by 
example, oftentimes a flawed example.89  Developers have created predictive 
algorithms that mine personal information to make guesses about 
individuals’ likely actions and risks.90  “[M]any credit-scoring mechanisms 
include factors that do not just assess the risk characteristics of the borrower; 
they also reflect the riskiness of the environment in which a consumer is 
utilizing credit, as well as the riskiness of the types of products a consumer 
uses.”91 

 

 82. Id. at 882. 
 83. Martin Stumpe & Craig Mermel, Applying Deep Learning to Metastatic Breast 
Cancer Detection, GOOGLE AI BLOG (Oct. 12, 2018), http://ai.googleblog.com/2018/10/ 
applying-deep-learning-to-metastatic.html [https://perma.cc/WL5Z-44YA]. 
 84. Rich, supra note 36, at 883–85. 
 85. Id. 
 86. Tom Simonite, When Bots Teach Themselves to Cheat, WIRED (Aug. 8, 2018, 9:00 
AM), https://www.wired.com/story/when-bots-teach-themselves-to-cheat/ [https://perma.cc/ 
J36T-BFLS]. 
 87. Pauline Kim, Data-Driven Discrimination at Work, 58 WM. & MARY L. REV. 857, 
898–99 (2017). 
 88. See Andrew D. Selbst, Disparate Impact in Big Data Policing, 52 GA. L. REV. 109, 
115 (2017). 
 89. Id. at 127–28. 
 90. Kim, supra note 87, at 860, 875, 885. 
 91. Lisa Rice & Deidre Swesnik, Discriminatory Effects of Credit Scoring on 
Communities of Color, 46 SUFFOLK U. L. REV. 935, 936 (2013). 
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A robust literature describes a variety of predatory tactics that creditors 
have employed to target vulnerable borrowers.92  Credit intermediaries 
extend credit to borrowers with limited or impaired credit histories but often 
demand higher, arguably exorbitant, interest rates from these borrowers.93  
Notwithstanding their awareness of the exploitive and abusive credit terms,94 
vulnerable borrowers may conclude that they have few, if any, other 
options.95 

Historically, consumer lending firms and credit card companies engaged 
in aggressive advertising and solicitation practices, such as bait-and-switch 
or offers of teaser low interest rates.96  Annually, creditors swarm students 
on university campuses, creating a carnival-like atmosphere of blaring music 
and freebies and inviting the students to enjoy cheap, easy credit.97  
Advanced machine learning and AI will enhance the ability of creditors, 
payday lenders, and other predatory market participants to target vulnerable 
consumers, exacerbating extant problems.98 

An increasing number of commentators express concern that failing to 
address bias may weaponize ADM platforms.99  Recently, for example, 
 

 92. Andrea Freeman, Payback:  A Structural Analysis of the Credit Card Problem, 55 
ARIZ. L. REV. 151, 154 (2013); see also Andrew P. MacArthur, Pay to Play:  The Poor’s 
Problems in the BAPCPA, 25 EMORY BANKR. DEV. J. 407, 478 (2009) (“[C]redit card 
companies have targeted the poor ‘as a source of major profits . . . .’” (quoting Kristin 
Brandser Kalsem, Bankruptcy Reform and the Financial Well Being of Women:  How 
Intersectionality Matters in Money Matters, 71 BROOK. L. REV. 1181, 1216 (2006))).  For 
discussions on payday lending, see Baradaran, supra note 26. See also Deyanira Del Rio & 
Andy Morrison, Opinion, Here’s What Happens When Payday Loans Are Banned, WASH. 
POST (July 5, 2016), https://www.washingtonpost.com/news/in-theory/wp/2016/07/05/heres-
what-happens-when-payday-loans-are-banned/ [https://perma.cc/T69K-CZB4]; S. 1642 & 
H.R. 3299:  Madden Bill Could Open the Floodgates to Predatory Lenders, CTR. FOR 
RESPONSIBLE LENDING (2017), http://www.responsiblelending.org/sites/default/files/nodes/ 
files/research-publication/crl-cleveland-fed-report-madden-nov2017.pdf [https://perma.cc/ 
VE9P-5UDZ];. 
 93. Kathleen C. Engel & Patricia A. McCoy, A Tale of Three Markets:  The Law and 
Economics of Predatory Lending, 80 TEX. L. REV. 1255, 1261 (2002); Freeman, supra note 
92, at 186–87. 
 94. See Cecil J. Hunt, II, In the Racial Crosshairs:  Reconsidering Racially Targeted 
Predatory Lending Under a New Theory of Economic Hate Crime, 35 U. TOL. L. REV. 211, 
222 (2003). 
 95. Lois R. Lupica, The Consumer Debt Crisis and the Reinforcement of Class Position, 
40 LOY. U. CHI. L.J. 557, 593–94 (2009). 
 96. Engel & McCoy, supra note 93, at 1261. 
 97. See Creola Johnson, Maxed Out College Students:  A Call to Limit Credit Card 
Solicitations on College Campuses, 8 N.Y.U. J. LEGIS. & PUB. POL’Y 191, 192 (2005).  Unlike 
federal loans, such credit offers are not subject to income-based repayment options. See Frank 
Pasquale, Democratizing Higher Education:  Defending and Extending Income-Based 
Repayment Programs, 28 LOY. CONSUMER L. REV. 1, 5 (2015). 
 98. UPTURN, LED ASTRAY:  ONLINE LEAD GENERATION AND PAYDAY LOANS 1–2 (2015), 
https://www.upturn.org/reports/2015/led-astray/ [https://perma.cc/5MBQ-264E]; Edmund 
Mierzwinski & Jeff Chester, Selling Consumers, Not Lists:  The New World of Digital 
Decision-Making and the Role of the Fair Credit Reporting Act, 46 SUFFOLK L. REV. 845, 
847–48, 867–68, 877 (2014). 
 99. See, e.g., Noreen Malone, The Algorithm Knows Me.  So Why Does It Keep Shaming 
Me?, N.Y. MAG. (Oct. 11, 2018), http://nymag.com/intelligencer/2018/10/algorithm-shame-
the-feeling-of-being-seen-by-the-algorithm.html [https://perma.cc/TU78-3LDK]. 
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social media erupted with outrage after journalists discovered Amazon’s 
“Prime-lining”100—a pattern of denying some of its services to 
disadvantaged neighborhoods, eerily reminiscent of historical redlining.101  
Social media posts revealed that Amazon concentrated its Prime delivery 
service in predominantly white neighborhoods.102  These concerns about 
what Roberto Unger has called “the most advanced modes of production” 
should apply a fortiori in financial contexts, given the power of such firms.103 

As sophisticated learning algorithms continue to evolve, the established 
dynamic and comprehensive accountability standards that address consumer 
protection and bias will prove challenging.  Recently adopted federal banking 
regulations embrace a deregulatory approach that may encourage innovation 
but leave the most marginalized individuals and families deeply vulnerable 
to exploitation and discrimination as fintech firms dominate the financial 
markets.  The next Part explores this deregulatory trend. 

II.  THE CHALLENGE OF REGULATORY OVERSIGHT AND FINTECH 

On July 31, 2018, the OCC announced its decision to resolve the 
regulatory uncertainties regarding the application of banking regulations to 
fintech firms and to permit these newly minted nondepository entities to 
apply for national bank charters in the Fintech Charter Decision.104  The 
OCC’s action spurred federal court claims seeking a declaratory judgment 
that the federal agency had exceeded its authority under its enabling statute 
by issuing charters to nondepository fintech firms and soliciting a permanent 
injunction to prevent the OCC from chartering fintech firms. 

This Part evaluates the OCC’s rationale for adopting the Fintech Charter 
Decision.  Exploring the claims by state banking supervisors reveals the 
necessity of state and federal oversight for fintech firms operating as, for 
example, money transmitters or consumer credit platforms.  This Part 
concludes that preempting state oversight leaves low-income and 

 

 100. Careful evaluation of Amazon Prime’s free same-day delivery service recently 
revealed the exclusion of “predominantly black ZIP codes.” David Ingold & Spencer Soper, 
Amazon Doesn’t Consider the Race of Its Customers.  Should It?, BLOOMBERG (Apr. 21, 2016, 
4:50 PM), https://www.bloomberg.com/graphics/2016-amazon-same-day/ [https://perma.cc/ 
7N9S-57FL]; see also Rafi Letzter, Amazon Just Showed Us That “Unbiased’ Algorithms Can 
Be Inadvertently Racist, BUS. INSIDER (Apr. 21, 2016), http://www.businessinsider.com/how-
algorithms-can-be-racist-2016-4 [http://perma.cc/MWP5-ZYFS]. 
 101. See Douglas S. Massey, Origins of Economic Disparities:  The Historical Role of 
Housing Segregation, in SEGREGATION:  THE RISING COSTS FOR AMERICA, supra note 21, at 
39, 69 (describing “redlining” as a systematic practice of using discriminatory risk-rating 
residential maps for credit and insurance underwriting policies).  The maps characterized 
predominantly African American neighborhoods as undesirable, which led residents to face 
stricter underwriting guidelines or reduced access to higher quality credit and insurance 
products. Id. 
 102. Ingold & Soper, supra note 100. 
 103. ROBERTO MANGABEIRA UNGER, THE KNOWLEDGE ECONOMY 3 (2019). 
 104. Press Release, Office of the Comptroller of the Currency, OCC Begins Accepting 
National Bank Charter Applications from Financial Technology Companies (July 31, 2018), 
https://www.occ.gov/news-issuances/news-releases/2018/nr-occ-2018-74.html 
[https://perma.cc/94WZ-TBNC]. 
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underresourced communities vulnerable to historic predatory and 
discriminatory tactics disguised by high-tech innovation.105 

A.  The Fintech Charter Decision and Federal Preemption 

Fintech firms typically adopt one of two approaches:  (1) a digital-only 
services platform that provides financial services directly to consumers106 or 
(2) a partnering platform that operates as an intermediary.107  The latter 
category of fintech firms interpose themselves between consumers and 
regulated (bank and nonbank) financial institutions.  Fintech firms acting as 
intermediaries may enter into exclusive partnership arrangements, leveraging 
the fintech firm’s integration of learning algorithms and the regulated 
financial institution’s established reputation, relationships, and expertise.  
Perhaps most importantly, platforms partnering with regulated financial 
institutions attain the privileges and benefits from their affiliation with 
federally chartered banking institutions. 

In accord with the distinct design of our nation’s “dual banking system,” 
both federal and state regulators have the power to issue bank charters.108  
Banks that receive state charters are subject to the day-to-day supervision of 
state banking regulators109 but cannot evade federal regulation.  Federal 
regulators supervise federally chartered banks and, to mitigate the challenges 
of complying with dual—and, at times, incongruent—regulatory obligations, 
federally chartered banks need only comply with limited state regulatory 
mandates.110 

The National Bank Act (NBA) authorizes the OCC to issue federal bank 
charters to qualifying financial institutions.111  The statutory language of the 
NBA grants the OCC broad authority to introduce regulations associated with 

 

 105. See generally Americans for Financial Reform, Comment Letter on Exploring Special 
Purpose National Bank Charters for Fintech Companies (Jan. 15, 2017), https://www.occ.gov/ 
topics/responsible-innovation/comments/comment-americans-for-financial-reform.pdf 
[https://perma.cc/86A4-7M52] (explaining a broad array of legal and policy issues that could 
arise and “urging the OCC to refrain from issuing charters to nondepository fintech lenders”). 
 106. Rocket Mortgage is an end-to-end, online mortgage lending platform operated by 
Quicken Loans, a nonbank mortgage originator. See ROCKET MORTGAGE BY QUICKEN LOANS, 
https://www.rocketmortgage.com/ [https://perma.cc/RY54-LP98] (last visited Oct. 6, 2019). 
 107. GreenSky is a consumer credit platform that pairs consumers seeking to purchase 
retail goods or certain services with credit and financial institutions licensed to originate and 
distribute consumer loans. See GREENSKY, https://www.greensky.com [https://perma.cc/ 
U93E-8VLG] (last visited Oct. 6, 2019). 
 108. See generally COMPTROLLER OF THE CURRENCY, NATIONAL BANKS AND THE DUAL 
BANKING SYSTEM (2003), https://www.occ.treas.gov/publications-and-resources/ 
publications/banker-education/files/pub-national-banks-and-the-dual-banking-system.pdf 
[https://perma.cc/CT4Z-TFB3]. 
 109. Id. at 1. 
 110. Cuomo v. Clearing House Ass’n, 557 U.S. 519, 535–36 (2009) (holding that states 
cannot informally subpoena national banks in their “capacity as supervisor[s] of 
corporations”).  
 111. See 12 U.S.C. §§ 21, 26–27 (2012).  The collective versions, amendments, and 
regulations commonly referred to as the “National Bank Act” originated with the National 
Bank Act of 1863, ch. 58, 12 Stat. 665.  This Essay describes the collection of versions, 
amendments, and regulations as the “National Bank Act.” 
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issuing charters112 and to determine licensing criteria.113  In 2003, the OCC 
amended the regulations governing its authority to issue charters (“2003 
Amendments”), creating a path for the agency to issue special purpose 
national bank (SPNB) charters to nondepository firms.114  To receive an 
SPNB charter, however, an entity must be engaged in the “business of 
banking,” meaning the firm conducts at least one of the following core 
banking functions:  receiving deposits, paying checks, or lending money.115 

For a decade following the 2003 Amendments, the OCC’s newly 
promulgated authority lay dormant.  In 2016, the OCC published a white 
paper exploring the regulatory impact of emerging fintech firms.116  And in 
December 2016,117 at an event at the Georgetown University Law Center, 
then-Comptroller Thomas Curry announced the OCC’s decision to “move 

 

 112. 12 U.S.C. § 26. 
 113. Id.  The NBA grants the OCC authority to prescribe rules and regulations to carry out 
its responsibilities associated with issuing charters. Id.  Under the NBA, “upon careful 
examination of the facts,” the comptroller of the currency will determine if an applicant for a 
national banking charter “is lawfully entitled to commence the business of banking” and issue 
“a certificate” indicating that the business has complied with the standards required for firms 
engaged in the business of banking. Id. § 27. 
 114. 12 C.F.R. § 5.20(e)(1) (2019). 
 115. Id.  Under the “bank powers clause” in section 24 of the NBA, the OCC has the 
authority to charter national banking associations by granting them “all such incidental powers 
as shall be necessary to carry on the business of banking” and then listing five express powers. 
12 U.S.C. § 24 (2012).  The express powers of national banks under section 24 include:  (1) 
discounting and negotiating notes; (2) receiving deposits; (3) trading currency; (4) making 
loans on personal security; and (5) circulating notes. Id. The terms “incidental powers” and 
the “business of banking” are not expressly defined in the NBA but include activities 
authorized at the discretion of the comptroller, within reasonable bounds. See id. §§ 21, 24, 
26–27. 
 116. OCC, SUPPORTING RESPONSIBLE INNOVATION IN THE FEDERAL BANKING SYSTEM:  AN 
OCC PERSPECTIVE (2016), https://www.occ.gov/publications-and-resources/publications/ 
banker-education/files/pub-responsible-innovation-banking-system-occ-perspective.pdf 
[https://perma.cc/7CQD-QWYZ].  The OCC published supplements to the white paper, 
requests for comments, and additional white papers following the March 2016 white paper. 
See OCC, EXPLORING SPECIAL PURPOSE NATIONAL BANK CHARTERS FOR FINTECH COMPANIES 
(2016), https://www.occ.treas.gov/topics/responsible-innovation/comments/pub-special-
purpose-nat-bank-charters-fintech.pdf [https://perma.cc/MVX9-ZXJM] [hereinafter 
EXPLORING SPNBS]; OCC, RECOMMENDATIONS AND DECISIONS FOR IMPLEMENTING A 
RESPONSIBLE INNOVATION FRAMEWORK (2016), https://www.occ.gov/topics/responsible-
innovation/comments/recommendations-decisions-for-implementing-a-responsible-
innovation-framework.pdf [https://perma.cc/4T8U-C5KU] [hereinafter EXPLAINING SPNB 
CHARTERS]; Public Comments on Exploring Special Purpose National Bank Charters for 
Fintech Companies, OFF. COMPTROLLER CURRENCY, https://web.archive.org/web/ 
20190221152812/https://www.occ.treas.gov/topics/responsible-innovation/fintech-charter-
comments.html [https://perma.cc/8FJQ-L48K].  The OCC published a draft supplement to the 
Comptroller’s Licensing Manual signaling that the agency planned to permit fintech firms that 
do not receive deposits (nondepository entities) to apply for SPNB charters. See OCC, 
EVALUATING CHARTER APPLICATIONS FROM FINANCIAL TECHNOLOGY COMPANIES (2017), 
https://www.occ.gov/publications/publications-by-type/licensing-manuals/file-pub-lm-
fintech-licensing-manual-supplement.pdf [https://perma.cc/Q6PW-SSFN]; Press Release, 
Office of the Comptroller of the Currency, supra note 104. 
 117. See generally EXPLORING SPNBS, supra note 116. 
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forward with chartering financial technology companies that offer bank 
products and services.”118 

As a result of the OCC’s Fintech Charter Decision, each class of fintech 
firms (digital-only platforms or partnering platforms) may apply for an SPNB 
charter.119  While subject to federal regulatory oversight, fintech firms that 
receive an SPNB charter may be exempt from state regulations that the OCC 
concludes prevent or significantly interfere with the exercise of banking 
powers authorized under federal law.120 

According to the OCC, enabling fintech firms to apply for SPNB charters 
levels the playing field between fintech firms and conventional depository 
banks, promotes uniform eligibility criteria, and ensures consistency in the 
development and enforcement of legal standards across the increasingly 
diverse body of entities providing financial services.121  The OCC also boasts 
that the breadth and depth of federal expertise in banking and risk 
management oversight, the benefits of federal insurance on deposits and 
national banks’ safety and soundness (e.g., “contingency” plan 
development), and ethical obligations (to increase inclusion and fair access 
to financial markets) leave little room to challenge the OCC’s decision to 
preempt state financial services regulators’ supervision of fintech firms. 
Proponents argue that the absence of federal oversight will spur a race to the 
bottom, as states compete to attract fintech firms to their jurisdiction.  This 
account is, however, misleading. 

The arguments articulated in support of granting the OCC exclusive 
jurisdiction over fintech firms are weak, inaccurate, and, in some instances, 
simply wrong.  Even assuming all of the economic arguments supporting 
federal regulation are persuasive, there are important normative reasons to 
reject OCC oversight of fintech firms.  The OCC’s Fintech Charter Decision 
may have detrimental implications for lower-income consumers that will rely 
on nondeposit banking entities for credit and financial services. 

To that end, state regulators and consumer protection advocates have 
raised alarms.  The New York State Department of Financial Services (DFS) 
and the national Conference of State Bank Supervisors (CSBS) each initiated 
federal lawsuits seeking to enjoin the OCC from issuing charters on the 
grounds that issuing SPNB charters to nondepository entities exceeded the 
agency’s authority under the NBA.122 

In their initial complaints, state regulators challenged the OCC’s decision 
to preempt state authority as “lawless, ill-conceived, and destabilizing of 

 

 118. Thomas J. Curry, Comptroller of the Currency, Remarks at the Georgetown 
University Law Center Regarding Special Purpose National Bank Charters for Fintech 
Companies (Dec. 2, 2016), https://www.occ.treas.gov/news-issuances/speeches/2016/pub-
speech-2016-152.pdf [https://perma.cc/C9XJ-R6HW]. 
 119. Press Release, Office of the Comptroller of the Currency, supra note 104. 
 120. 12 U.S.C. § 25b(1)(B) (2012). 
 121. EXPLORING SPNBS, supra note 116, at 2. 
 122. See generally Vullo v. OCC, No. 17 Civ. 3574 (NRB), 2017 WL 6512245 (S.D.N.Y. 
Dec. 12, 2017) (DFS); Conference of State Bank Supervisors v. OCC, 313 F. Supp. 3d 285 
(D.D.C. 2018) (CSBS). 
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financial markets that are properly and most effectively regulated” by 
states.123  The DFS condemned the OCC policy for “put[ting] New York 
financial consumers—and often the most vulnerable ones—at great risk of 
exploitation by federally chartered entities improperly insulated from New 
York law.”124 

Because the OCC had not yet implemented a rule permitting fintech firms 
to apply for SPNB charters, the federal district courts concluded that the 
initial federal claims by the DFS and CSBS challenging the Fintech Charter 
Decision were not ripe for review.125  Following the OCC’s formal 
announcement of the Fintech Charter Decision, the DFS reintroduced the 
claim for declaratory relief and an injunction preventing the OCC from 
granting fintech firms charters.126  Setting aside the procedural issues and 
jurisdictional and constitutional claims raised by the DFS and CSBS, there 
are several fundamental weaknesses in the OCC’s rationale for preempting 
state regulatory oversight. 

First, the DFS and CSBS argued that the OCC’s Fintech Charter Decision 
and the adoption of the 2003 Amendments exceeded the OCC’s authority 
under the NBA.127  Critically, the DFS and CSBS questioned the OCC’s 
authority to declare that nondepository firms are engaged in the “business of 
banking”;128 the DFS and CSBS argued that Congress and state legislators 
carefully labored for more than a century to create a delicate balance between 
federal and state regulators’ oversight of entities that are “banks” and 
nonbank financial institutions.129  The OCC’s Fintech Charter Decision 
“upsets the balance” between state and federal regulators and “extends 
federal banking law’s blanket preemption to numerous areas currently 
subject to [state] laws and supervision.”130 

As noted in the previous section, entities engaged in the “business of 
banking” perform one of three core functions:  receiving deposits, paying 
 

 123. Complaint for Declaratory and Injunctive Relief at 1, Vullo, No. 17 Civ. 3574 (NRB) 
(S.D.N.Y. May 12, 2017), ECF No. 1 [hereinafter Vullo Complaint].  The DFS claimed that 
issuing SPNB charters to nondepository institutions exceeds the OCC’s authority under the 
NBA and unjustly defies the DFS’s regulatory authority over these institutions. Id.  However, 
the OCC’s motions to dismiss these two complaints were granted. Conference of State Bank 
Supervisors, 313 F. Supp. 3d at 302; Vullo, 2017 WL 6512245, at *10. 
 124. Vullo Complaint, supra note 123, at 1–2. 
 125. See, e.g., Conference of State Bank Supervisors, 313 F. Supp. 3d at 299–301; Vullo, 
2017 WL 6512245, at *9–10. 
 126. Vullo v. OCC, 378 F. Supp. 3d 271, 280 (S.D.N.Y. 2019).  The court denied the 
OCC’s motion to dismiss the state agency’s claims that the OCC exceeded its authority under 
the NBA by permitting fintech firms that are nondepository entities to apply for SPNB 
charters. Id. at 278. 
 127. The DFS also claimed that the OCC’s Fintech Charter Decision violated the Tenth 
Amendment. Id. at 299.  The federal district court did, however, dismiss the DFS’s claims 
alleging that the OCC’s Fintech Charter Decision violated the Tenth Amendment. Id. 
 128. According to the NBA’s original language, entities applying for SPNB charters must 
conduct activities that constitute the “business of banking.” 12 C.F.R. § 5.20(e)(1)(i) (2019). 
 129. Arthur E. Wilmarth, Jr., The OCC’s Preemption Rules Exceed the Agency’s Authority 
and Present a Serious Threat to the Dual Banking System and Consumer Protection, 23 ANN. 
REV. BANKING & FIN. L. 225, 232, 356 (2004). 
 130. Vullo, 378 F. Supp. 3d at 286. 
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checks, or lending money.131  The OCC’s Fintech Charter Decision is the 
first attempt in the agency’s 140-year history to regulate nondepository 
institutions as “banks.”132 

Once the OCC formally adopted the Fintech Charter Decision and the DFS 
resubmitted its claims, the Southern District of New York denied, in part, the 
OCC’s motion to dismiss the DFS claims and concluded that “[a] key feature 
of the dual banking system is that, with certain exceptions, any entity that is 
not a deposit-receiving bank—including non-depository fintech 
companies—is left largely to the prerogative of the states to regulate.”133  The 
DFS’s claims poignantly articulated the primacy of a state’s regulatory 
authority over nondepository fintech firms and condemned the OCC’s 
blanket preemption as upsetting the balance of the dual banking system.  As 
the court explained, the OCC’s Fintech Charter Decision directly encroaches 
upon the sovereign interests of the state of New York.134 

B.  Automating Predatory Inclusion 

The Fintech Charter Decision presumably permits nondepository fintech 
firms operating as money transmitters and payday lenders to apply for SPNB 
charters.  As nonbank entities, money transmitters and payday lenders have 
traditionally been subject to state but not federal regulation.  As the DFS 
complaint noted, because of the disproportionate number of vulnerable 
consumers who rely on these types of entities, the shift in regulatory 
oversight is, simply stated, “troubling.”135  The explosive growth of fintech 
firms using ADM platforms to solicit vulnerable consumers at a 
unprecedented volume and velocity in financial services areas such as money 
transmission, mortgage lending, unsecured consumer lending, and debt 
collection demands careful oversight. 

The OCC’s Fintech Charter Decision compromises states’ regulatory and 
enforcement authority over fintech firms with SPNB charters acting as 
money transmitters and payday lenders, which enables these entities to evade 
state interest rate caps and usury laws.  These businesses may “trap 
consumers in a cycle of high-interest borrowing that they can never repay, 
leading to the sort of economic and social devastation like that seen in the 
recent foreclosure crisis.”136 

As 270 entities—community, labor, civil rights, faith-based, and military 
and veterans groups—observed earlier this year, “over 90 million Americans 

 

 131. 12 C.F.R. § 5.20(e)(1)(i). 
 132. Vullo, 378 F. Supp. 3d at 296. 
 133. Id.; see also Otoe-Missouria Tribe of Indians v. N.Y. State Dep’t of Fin. Servs., 974 
F. Supp. 2d 353, 361 (S.D.N.Y. 2013), aff’d, 769 F.3d 105 (2d Cir. 2014) (recognizing New 
York State’s primacy in regulating payday loans when no conflicting federal law exists). 
 134. Vullo, 378 F. Supp. 3d at 286–87 (explaining that “[t]he threats to New York’s 
sovereignty are so clear that OCC does not even mention, let alone contest, the state’s 
interests”). 
 135. Vullo Complaint, supra note 123, at 15. 
 136. Id. 
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live in jurisdictions where payday lending is illegal.”137  These state 
consumer protection laws help consumers “save billions of dollars each year 
in predatory payday loan fees that trap people in long-term, devastating 
cycles of debt.”138 

Second, the Fintech Charter Decision creates risk management concerns 
that erode consumer protections related to uninsured losses.  Safeguards 
governing state and federal depository institutions protect consumers from 
risks of loss related to liquidity and solvency crises.  Fintech firms holding 
nondepository SPNB charters will presumably not be subject to the 
supervision of the Federal Deposit Insurance Corporation.139  As a 
consequence of the OCC’s Fintech Charter Decision, these firms may also 
be free from state bonding requirements, liquidity, and capitalization 
standards.140 

Third, the OCC’s Fintech Charter Decision deprives state regulators of 
registration and licensing fees that fund consumer protection and 
antidiscrimination enforcement actions.141  The operating expenses of DFS 
and other state financial services regulators “are funded by assessments 
levied by the agency upon New York State licensed financial institutions.”142  
The authority to issue charters enables state banking regulators to oversee the 
operational activities of these types of businesses and funds and the collection 
of charter fees funds states’ enforcement of consumer protection and 
antidiscrimination laws. 

Notwithstanding the OCC’s claims, early evidence suggests that the 
agency does not have a well-established method to ensure any of the 
proposed regulatory benefits.  According to Kenneth Thomas, the OCC is 
 

 137. See Payday Lending-Free States Cry Foul over OCC “Fintech” Charter, NEW ECON. 
PROJECT (Jan. 14, 2017), https://www.neweconomynyc.org/2017/01/payday-lending-free-
states-cry-foul-occ-fintech-charter/ [https://perma.cc/7ERZ-BE3Y]; see also New Economy 
Project, Comment Letter on Exploring Special Purpose National Bank Charters for Fintech 
Companies (Jan. 13, 2017), https://www.occ.gov/topics/responsible-innovation/comments/ 
comment-new-economy-project-fintech-charters.pdf [https://perma.cc/8WZG-WA35] 
(comment letter from over 200 consumer, civil rights, and community groups opposing the 
proposed OCC nonbank lending charters and stating that “[s]tate laws often operate as the 
primary line of defense for consumers and small businesses” and that they “have also seen 
costly payday lenders hide behind the costume of ‘fintech’”); Delvin Davis & Susan Lupton, 
States Without Payday and Car-Title Lending Save over $5 Billion in Fees Annually, CTR. FOR 
RESPONSIBLE LENDING (Jan. 2017), https://www.responsiblelending.org/sites/default/files/ 
nodes/files/research-publication/crl_payday_fee_savings_jun2016.pdf [https://perma.cc/ 
GM57-7DL8]. 
 138. Payday Lending-Free States Cry Foul over OCC “Fintech” Charter, supra note 137; 
see Davis & Lupton, supra note 137. 
 139. Vullo, 378 F. Supp. 3d at 296 (“First, the Federal Reserve Act requires national banks 
to obtain membership in the Federal Reserve System and insurance under the Federal Deposit 
Insurance Act (FDIA).  But a national bank must be ‘engaged in the business of receiving 
deposits’ to obtain insurance under the FDIA.  Chartering national banks that do not receive 
deposits—which are ineligible for insurance under the FDIA and therefore unable to join the 
Federal Reserve System—would introduce an anomaly into this scheme.” (citations omitted) 
(quoting 12 U.S.C. § 1815(a)(1) (2012))). 
 140. Id. at 279–80. 
 141. See Vullo Complaint, supra note 123, at 14–17. 
 142. Id. at 17. 
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unlikely to apply the rigorous standards of inclusion set out in existing 
legislation such as the Community Reinvestment Act (CRA).143  To appease 
fintech firms, Thomas argues, the OCC likely will engage in a policy that is 
at best “CRA-lite” and at worst “an outright CRA exemption.”144  If the OCC 
genuinely enforces obligations subjecting fintech firms to examinations, 
public evaluations, ratings, and community input consistent with the 
traditional understandings of notions of greater inclusion, fintech firms likely 
will balk and shy away from federal charters. 

These are not mere hypothetical concerns; as the New Economy Project 
has documented, online lenders “have been subject to a long list of state and 
federal enforcement actions, settlement agreements, and investigations.”145  
Moreover, they may lure unsuspecting borrowers away from much more 
sustainable alternatives, including publicly vetted options.146 

Federal preemption severely restricts state financial services regulators’ 
oversight.  While our nation’s dual banking system permits financial 
institutions to apply for either state or federal charters, electing to apply for 
a federal charter enables a bank to escape certain day-to-day regulations 
imposed by state banking authorities; national banks are exempt from state 
rules addressing licensing, enforcement, and interest rates.  States cannot 
adopt or enforce laws that prevent or significantly interfere with the national 
banks’ ability to exercise powers granted by federal charters.147  

 

 143. Kenneth H. Thomas, Why Fintechs Should Be Held to CRA Standards, AM. BANKER 
(Aug. 24, 2018, 9:57 AM), https://www.americanbanker.com/opinion/why-fintechs-should-
be-held-to-cra-standards [https://perma.cc/9Q4N-8WG9]. 
 144. Id. 
 145. Practices of the Online Lending Industry:  Hearing Before the S. Standing Comm. on 
Banks, 2017–2018 Leg., Reg. Sess. 2 (N.Y. 2017) (statement of Raúl Carrillo, New Economy 
Project), http://www.neweconomynyc.org/wp-content/uploads/2017/05/Testimony-re-online 
-lending-1.pdf [https://perma.cc/S4D2-X8FA].  For more on New York concerns, see Daniel 
S. Alter, The “Business of Banking” in New York—An Historical Impediment to the OCC’s 
Proposed National “Fintech Charter,” YALE J. REG.:  NOTICE & COMMENT (June 29, 2017), 
http://yalejreg.com/nc/the-business-of-banking-in-new-york-an-historical-impediment-to-
the-occs-proposed-national-fintech-charter-by-daniel-s-alter/ [https://perma.cc/BT9N-
HTYV]. 
 146. David Lazarus, Pricey ‘Fintech’ Lenders Put the Squeeze on Cash-Strapped Small 
Businesses, L.A. TIMES (June 16, 2017, 3:00 AM), http://www.latimes.com/business/ 
lazarus/la-fi-lazarus-small-business-loans-20170616-story.html [https://perma.cc/MW94-
VA9H] (reporting that “Bill Manger, associate administrator for the federal Small Business 
Administration’s Office of Capital Access, advised starting the hunt for capital not with a 
fintech firm but with the agency’s LINC search tool (that’s LINC as in Leveraging Information 
and Networks to access Capital)” in response to Lazarus’s story of a small business owner 
charging amounts that “translated to an annual percentage rate of 55%” by a fintech firm). 
 147. See Dodd-Frank Wall Street Reform and Consumer Protection Act (Dodd-Frank) 
§ 1044(a), 12 U.S.C. § 25b(i)(1) (2012).  In 2007, prior to the adoption of the Dodd-Frank 
Act, the U.S. Supreme Court upheld the OCC’s preemptive authority over licensing and 
supervisory enforcement. See Watters v. Wachovia Bank, N. A., 550 U.S. 1, 7, 21 (2007).  
Two years later, in 2009, the Court concluded that the OCC did not have the exclusive right 
to enforce nonpreempted state laws against national banks. See Cuomo v. Clearing House 
Ass’n, 557 U.S. 519, 529 (2009) (preserving the power of state attorneys general to enforce 
valid state laws against national banks).  The Dodd-Frank Act clarified the legal standard for 
preemption and established that the NBA may preempt state consumer financial law only if: 
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Consequently, many of the benefits touted by proponents of the Fintech 
Charter Decision may well be illusory. 

The Fintech Charter Decision is a recent example of a series of aggressive 
preemptive actions by the OCC to expand the agency’s scope of authority 
and federally chartered banks’ permitted activities.148  Consider, for example 
the OCC’s decision to permit federally chartered banks to engage in over-
the-counter credit derivatives transactions.  Beginning in the late 1980s and 
ending in 2008, shortly before the onset of the recent financial crisis, the OCC 
issued a series of interpretive letters asserting its regulatory authority over 
this innovative, emerging class of financial assets.149 

Scholars and commentators have sharply criticized the OCC’s 
“excessively broad” interpretation of the meaning of the statutory language 
that establishes the ambit of its regulatory mandate.150  As described above, 
the NBA authorizes the OCC to determine the scope of permissible activities 
for federally chartered banks engaged in the “business of banking.”  
Although the safety and soundness of financial markets should serve as a 
guiding principle for the “business of banking,” few have questioned the 
agency’s authority to define the scope of federally chartered banks’ permitted 
activities.151 

Emboldened by its unchecked authority, the OCC utilized the interpretive 
letter campaign during the period leading up to the recent financial crisis to 
permit banks to engage in options, futures, forward contracts, and swap 
arrangements that exposed the banks to catastrophic losses.  Curiously, the 
OCC and other senior banking regulators justified their decision by 

 

  (A) application of a State consumer financial law would have a discriminatory 
effect on national banks, in comparison with the effect of the law on a bank chartered 
by that State;  
  (B) in accordance with the legal standard for preemption in the decision of the 
Supreme Court of the United States in Barnett Bank of Marion County, N. A. v. 
Nelson, Florida Insurance Commissioner, et al., 517 U.S. 25 (1996), the State 
consumer financial law prevents or significantly interferes with the exercise by the 
national bank of its powers; and any preemption determination under this 
subparagraph may be made by a court, or by regulation or order of the Comptroller 
of the Currency on a case-by-case basis, in accordance with applicable law; or 
  (C) the State consumer financial law is preempted by a provision of Federal law 
other than title 62 of the Revised Statutes. 

Dodd-Frank § 1044(a). 
 148. See, e.g., EUGENE N. WHITE, THE COMPTROLLER AND THE TRANSFORMATION OF 
AMERICAN BANKING, 1960–1990 (1992) (outlining the OCC’s increasingly aggressive 
interpretations of permissible activities during the last four decades). 
 149. Saule T. Omarova, The Quiet Metamorphosis:  How Derivatives Changed the 
“Business of Banking,” 63 U. MIAMI L. REV. 1041, 1055–77 (2019). 
 150. See, e.g., id. at 1041, 1100–06. 
 151. See id. at 1055 n.64 (“[T]he issue of what constitutes the ‘business of banking’ seems 
to have completely dropped off legal scholars’ radars shortly after [NationsBank of N.C., 
N. A. v. Variable Annuity Life Ins. Co., 513 U.S. 251 (1995)] was decided.  Since the mid-
1990s, there has been no serious academic analysis of the evolution and scope of this 
fundamental concept in banking law.  Partly, this loss of interest may be a result of the OCC’s 
successful campaign to assert its broad view as the dominant theory blessed by the U.S. 
Supreme Court.”). 
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promoting the notion that derivatives would enable the banks to better 
manage risks.  According to the OCC: 

[B]anks may use these [derivatives] contracts to manage certain risks 
resulting from their expressly permitted banking activities.  In these areas, 
the use of options is connected to the underlying banking activities, such as 
managing risks in the bank’s investment portfolio and dealer-bank 
activities, and managing interest rate risks associated with asset/liability 
management.152 

In the wake of the financial crisis, the largest financial institutions and 
thousands of surviving small- and medium-sized banks solicited federal aid. 
Markets endured a near-decade of tumult and employment opportunities, 
savings, and access to credit markets disappeared for millions of lower-
income families.  As Saule T. Omarova explains, the impact of the tools in 
the OCC’s “arsenal of statutory interpretation cannot be underestimated.”153 

The Fintech Charter Decision replicates the agency’s erroneous and deeply 
problematic approach to navigating agency action. 

III.  COLLABORATING TO ADDRESS BIAS AND PROTECT CONSUMERS 

In the run-up to the financial crisis, federal authorities preempted state law 
meant to protect consumers.154  The stated aim was to ensure financial 
inclusion and innovation, but the unintended consequences were disastrous.  
Federal authorities were not adequately staffed to monitor, let alone deter or 
punish, widespread fraudulent practices.155  Agencies like the OCC have also 
flattened diverse state policies into a one-size-fits-all, cookie-cutter 
approach.156  We all know the results.157  It now appears that the OCC may 
be repeating its past mistakes. 

 

 152. OCC Interpretive Letter No. 260, 1983 WL 54147 (June 27, 1983). 
 153. Omarova, supra note 149, at 1059. 
 154. FIN. CRISIS INQUIRY COMM’N, THE FINANCIAL CRISIS INQUIRY REPORT:  FINAL REPORT 
OF THE NATIONAL COMMISSION ON THE CAUSES OF THE FINANCIAL AND ECONOMIC CRISIS IN 
THE UNITED STATES 112 (2011), https://www.gpo.gov/fdsys/pkg/GPO-FCIC/pdf/GPO-
FCIC.pdf [https://perma.cc/NH6D-DDCV] (“Once OCC and OTS preemption was in place, 
the two federal agencies were the only regulators with the power to prohibit abusive lending 
practices by national banks and thrifts and their direct subsidiaries.”); id. at 350 (“The Office 
of Thrift Supervision has acknowledged failures in its oversight of AIG. . . .  John Reich, a 
former OTS director, told the FCIC that as late as September 2008, he had ‘no clue—no idea—
what [AIG’s] CDS liability was.’” (alteration in original)). 
 155. FRANK PASQUALE, THE BLACK BOX SOCIETY:  THE SECRET ALGORITHMS THAT 
CONTROL MONEY AND INFORMATION 177 (2015) (describing resource constraints). 
 156. LINDA E. FISHER & JUDITH FOX, THE FORECLOSURE ECHO:  HOW THE HARDEST HIT 
HAVE BEEN LEFT OUT OF THE ECONOMIC RECOVERY 123 (2019). 
 157. Fortunately, the Supreme Court quickly signaled after the crisis that its pro-
preemption approach here had gone too far. See generally Arthur E. Wilmarth, Jr., Cuomo v. 
Clearing House:  The Supreme Court Responds to the Subprime Financial Crisis and Delivers 
a Major Victory for the Dual Banking System and Consumer Protection, in THE PANIC OF 
2008:  CAUSES, CONSEQUENCES AND IMPLICATIONS FOR REFORM 295 (Lawrence E. Mitchell & 
Arthur E. Wilmarth, Jr. eds., 2010). 



522 FORDHAM LAW REVIEW [Vol. 88 

As Part I explained, expanding access to credit may attract predatory 
lenders and unsavory lending practices.158  The OCC’s Fintech Charter 
Decision described in Part II may undermine state regulators’ efforts to 
enforce the full range of consumer protection and antidiscrimination 
statutes.159 

This Part surveys the most commonly proposed solutions and argues that 
the evolving and complex nature of learning algorithms requires state and 
federal regulators to collaborate to ensure the efficacy of critical consumer 
protection and antidiscrimination measures.  We argue that regulators must 
consider limiting the use of algorithms in consumer credit markets.  While 
the extant literature has generally focused on “fixing” black box AI in 
finance, this Essay argues that regulators should evaluate the use of machine 
learning algorithms and establish a formal rule that limits or, in some 
instances, strictly bans the use of algorithms. 

A.  Transparency, Explainability, Auditing, and Beyond 

Over the last several years, scholars and data scientists have crafted a 
careful and detailed portrait of the potential for big data analytics to lead to 
biased, unfair, or prejudicial outcomes.160  Deconstructing the technical 
aspects of ADM, scholars have identified several stages in the development 
process of ADM platforms where programmers may unintentionally 
incorporate bias:  inputs, training, and programming. 

Fintech firms employing ADM platforms increasingly describe 
creditworthiness decisions as a form of behavioral analysis or behavioral 
scoring.161  Lenders have increased their use of big-data profiling techniques, 
using complex algorithms to detect patterns about consumers’ daily lives and 
as a means for predicting consumer behavior.162  Everything from internet 
searches or shopping patterns to social media activity has suddenly become 
relevant and may be used to “score” individual consumers.163  A careful 
examination reveals evidence that new approaches may lead to bias if not 
effectively monitored.164 

A 2004 study by the National Association of State Public Interest Research 
Groups found that 79 percent of credit reports contained errors.165  Twenty-
five percent of credit reports contained significant errors that would result in 
 

 158. See supra Part I. 
 159. See supra Part II. 
 160. See generally VIRGINIA EUBANKS, AUTOMATING INEQUALITY:  HOW HIGH-TECH 
TOOLS PROFILE, POLICE, AND PUNISH THE POOR (2018); SAFIYA UMOJA NOBLE, ALGORITHMS 
OF OPPRESSION:  HOW SEARCH ENGINES REINFORCE RACISM (2018). 
 161. See Nick Szabo, Negative Reputation, SATOSHI NAKAMOTO INST., 
https://nakamotoinstitute.org/negative-reputation/ [https://perma.cc/U76L-344K] (last visited 
Oct. 6, 2019). 
 162. Hurley & Adebayo, supra note 63, at 148. 
 163. Id. at 152. 
 164. Id. at 155–56. 
 165. NAT’L ASSOC. OF STATE PIRGS, MISTAKES DO HAPPEN:  A LOOK AT ERRORS IN 
CONSUMER CREDIT REPORTS 4 (2004), https://uspirg.org/sites/pirg/files/reports/Mistakes_Do_ 
Happen_2004_USPIRG.pdf [https://perma.cc/CX8H-UP2Q]. 
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denial of credit.166  Specifically, 54 percent had inaccurate personal 
information, 30 percent listed closed accounts as open, and 8 percent did not 
list major credit accounts.167 

Building these errors into the digital economy will amplify inaccuracy and 
entrench errors into automated systems that are faster, more ubiquitous, and 
nearly impossible to correct.  Accurately identifying sources of bias in credit 
decisions may be as critical to risk management oversight as predicting 
default and prepayment risks. 

To address concerns regarding bias, scholars, commentators, and 
regulators propose a number of solutions designed to engender algorithmic 
accountability that are focused on the problems of commensurability and 
accountability generated by quantitative and algorithmic analysis.168  To 
better pursue those critiques, we must demand more explainability from AI 
models and applications.  Explainable AI is interpretable and enables a 
degree of qualitative functional understanding.169  Explainable AI examines 
the reasons that an algorithm makes a specific decision to enable humans to 
interpret the decision-making process.170  There are a few reasons why 
explainability could help resolve the issue of biases; below, trust, greater 
visibility of flaws in an algorithm, and enhanced performance and control are 
discussed. 

Explainability can build trust between the algorithm and the user trying to 
understand it.  Trust can be viewed in two different ways.171  First, there is 
trust in the sense of trusting a prediction sufficiently to act on it.172  Second, 
there is trust in regard to trusting a model.173  This equates to “whether the 
user trusts a model to behave in reasonable ways if deployed.”174  Both of 
these “are directly impacted by how much the human understands a model’s 
behaviour, as opposed to seeing it as a black box.”175  Determining trust in 
an individual prediction is incredibly important.176  When AI makes a 
prediction, that prediction “cannot be acted upon [in] blind faith” because the 
results could be devastating.177  A model as a whole needs to be trusted 

 

 166. Hurley & Adebayo, supra note 63, at 155–56. 
 167. NAT’L ASSOC. OF STATE PIRGS, supra note 165, at 4. 
 168. See, e.g., Danielle Keats Citron & Frank Pasquale, The Scored Society:  Due Process 
for Automated Predictions, 89 WASH. L. REV. 1 (2014) (arguing for transparency). 
 169. PWC, EXPLAINABLE AI:  DRIVING BUSINESS VALUE THROUGH GREATER 
UNDERSTANDING (2019), https://www.pwc.co.uk/audit-assurance/assets/explainable-ai.pdf 
[https://perma.cc/BRP8-N932]. 
 170. See generally Marco Tulio Ribeiro, Sameer Singh & Carlos Guestrin, “Why Should I 
Trust You?”:  Explaining the Predictions of Any Classifier, 22 PROC. ACM SIGKDD INT’L 
CONF. ON KNOWLEDGE DISCOVERY & DATA MINING 1135 (2016). 
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 172. Id. 
 173. Id. 
 174. Id. 
 175. Id. 
 176. Id. 
 177. Id. 
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before it is deployed.178  “[U]sers need to be confident that the model will 
perform well on real-world data . . . .”179 

Second, when firms use an explainable AI system, that system provides 
greater visibility over unknown flaws and can provide assurance that the 
system is operating as expected.180  This understanding “provides insights 
into the model, which can be used to transform an untrustworthy model or 
prediction into a trustworthy one.”181  For example, the Association for 
Computing Machinery asks that “institutions that use algorithmic decision-
making . . . produce explanations regarding both the procedures followed by 
the algorithm and the specific decisions that are made.”182  This principle is 
focused around explaining two things to users:  the process and the results.183 

Third, explainablity can help with performance and control.184  If you can 
understand how the model works, you can tweak and optimize the model that 
you are using.185  If a model is explainable, “it forces the basis of decision-
making into the open and thus provides a way to question the validity” of the 
decision-making.186  “[E]xperts can [then] assess whether the relationships 
uncovered by the model seem appropriate, given their background 
knowledge of the phenomenon being modeled.”187  Detecting biases in the 
model or data set is easier if you can understand what the model is doing and 
why it arrives at its predictions.188 

Explainability requirements may not come naturally to experts in AI and 
machine learning.  However, the requirements are necessary if we are to 
apply extant discrimination laws and develop a regulatory system capable of 
deterring correlation-driven biases.  The need now in finance is not simply 
for extant regulatory entities to come in after the damage has been done and 
to rectify discriminatory or otherwise problematic behavior.  Rather, we are 
in need of an industrial policy to steer underwriting technologies towards 
forms that are capable of being regulated and reformed.189  Without such 
incentives for (and steering of) the development of AI in finance, cherished 
values of equal opportunity will be even further marginalized. 
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regulation “requiring firms to employ statistical models that isolate only the predictive power 
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2019] TOWARD RESPONSIBLE INNOVATION 525 

In the debate regarding regulatory preemption, consumer advocates have 
warned that the “lack of transparency around the processing of data and 
automated algorithms may lead to increasing information asymmetries 
between the financial institution and the individual and consumers are thus 
left with less awareness and a lack of understanding and control over 
important financial decisions.”190  By impeding opportunities for regulators 
to promote such transparency, the OCC’s Fintech Charter Decision 
exacerbates the challenges of identifying and implementing useful solutions 
for accountability, responsibility, and transparency concerns. 

B.  Coordinated Regulation 

Prescribing the proper scope of explainable learning algorithms represents 
one of several challenges that regulators will face as technology continues to 
evolve.  Federal oversight of fintech firms will certainly involve crafting and 
adapting dynamic rules.  In light of these challenges, even if federal 
regulators intend to offer SPNB charters to fintech firms, the power of state 
regulators and attorneys general to develop and enforce rules governing the 
integration of learning algorithms in consumer finance must be preserved.  
The Dodd-Frank Act codified Barnett Bank of Marion County, N. A. v. 
Nelson,191 rejecting the OCC’s attempt from two years earlier to assert 
preemptive authority over bank licensing and supervisory enforcement.192  
Any federal fintech rules should clearly reflect that federally chartered banks 
remain subject to the consumer protection, inclusion, and antidiscrimination 
laws adopted and enforced by the states in which they operate.  As indicated 
by the U.S. Supreme Court’s recent conclusion in Cuomo v. Clearing House 
Ass’n,193 while the OCC is the sole regulator of national banks, federal 
preemption does not preempt states from enforcing fair-lending laws.194 

To ensure robust and durable consumer protections, state and federal 
regulators should collaborate to create a uniform “floor” of standards.  State 
and federal banking supervisors must agree on which regulator will exercise 
primary regulatory authority with respect to that floor.  States must be 
allowed to innovate as laboratories of democracy to quickly respond to 
emerging threats.  The OCC does not have the authority under the NBA as 
interpreted by the Court in Barnett and Clearing House to preempt state 
enforcement of state consumer protection regulations. 

 

 190. Center for Digital Democracy & U.S. PIRG, Comment Letter on Exploring Special 
Purpose National Bank Charters for Fintech Companies (Jan. 15, 2017), https://www.occ.gov/ 
topics/responsible-innovation/comments/comment-cdd-uspirg.pdf [https://perma.cc/69KF-
N5KK] (comment letter opposing the proposed OCC nonbank lending charters). 
 191. 517 U.S. 25 (1996). 
 192. See supra note 147. 
 193. 557 U.S. 519 (2008). 
 194. See id. at 524–36. 
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Federal regulators may agree to relax standards and weaken enforcement 
of disparate impact standards, further exposing consumers to biased 
decisions by ADM platforms.195 

The exponentially significant number of fintech firms and the speed of 
their operations’ ability to target the most vulnerable consumers present 
unprecedented concerns in consumer financial services markets.  According 
to a recent report by the U.S. General Accountability Office (GAO): 

[I]n 2017, personal loans provided by these lenders totaled about $17.7 
billion, up from about $2.5 billion in 2013.  In addition, these lenders’ small 
business loans and lines of credit grew from about $582 million in 2013 to 
$4.2 billion in 2017, and their student loans and student loan refinancing 
grew from about $3.4 billion in 2015 to $7.8 billion in 2017.196 

Based on the regulatory framework governing financial markets, the 
Consumer Financial Protection Bureau (CFPB) could serve an important role 
in establishing the minimum standards applied for integrating ADM 
technology and ensuring transparency and explainability, as well as 
compliance with consumer protection and antidiscrimination norms.  
However, personnel matters just as much as institutional capacity.  State 
regulators and consumer advocates rightly express concerns that a change in 
the CFPB’s priorities and the reorganization of the CFPB over the past few 
years may impede rigorous enforcement.  Recent scandals at Wells Fargo and 
other national banks heighten concerns that national banking regulators may 
not rigorously monitor compliance with consumer protections.197 

 

 195. On May 21, 2018, then-Acting Director of the Consumer Financial Protection Bureau 
(CFPB) Mick Mulvaney issued a statement responding to the adoption of a bipartisan 
congressional resolution that nullified a 2013 CFPB bulletin that offered guidance regarding 
the application of the Equal Credit Opportunity Act (ECOA) to indirect, third-party car loans.  
For Mulvaney’s statement, see Press Release, Consumer Fin. Protection Bureau, Statement of 
the Bureau of Consumer Financial Protection on Enactment of S.J. Res. 57 (May 21, 2018), 
https:// 
www.consumerfinance.gov/about-us/newsroom/statement-bureau-consumer-financial-
protection-enactment-sj-res-57/ [https://perma.cc/H759-QPKB].  For a description of the 
CFPB’s 2013 interpretation of the application of ECOA to disparate impact claims alleging 
discriminatory pricing, see Press Release, Consumer Fin. Protection Bureau, CFPB to Hold 
Auto Lenders Accountable for Illegal Discriminatory Markup (Mar. 21, 2013), 
https://www.consumerfinance.gov/about-us/newsroom/consumer-financial-protection-
bureau-to-hold-auto-lenders-accountable-for-illegal-discriminatory-markup/ 
[https://perma.cc/G87R-4WXE]. See also Lawyer:  CFPB on ‘Warpath’ for Auto-Lending 
Add-On Products, AUTO FIN. NEWS (May 3, 2013, 7:41 PM), 
https://www.autofinancenews.net/lawyer-cfpb-on-warpath-for-auto-lending-add-on-
products/ [https://perma.cc/S7ER-E366]; Robin Sidel & Alan Zibel, Regulators Scrutinize 
Auto Lenders over Add-Ons, WALL ST. J. (May 2, 2013), https://www.wsj.com/articles/ 
SB10001424127887324582004578459170902840306 [https://perma.cc/RL6G-TU7T]. 
 196. U.S. GOV’T ACCOUNTABILITY OFFICE, GAO-19-111, FINANCIAL TECHNOLOGY:  
AGENCIES SHOULD PROVIDE CLARIFICATION ON LENDERS’ USE OF ALTERNATIVE DATA 10–11 
(2018), https://www.gao.gov/assets/700/696149.pdf [https://perma.cc/U5N4-DUFM] 
(citations omitted). 
 197. See Bethany McLean, How Wells Fargo’s Cutthroat Corporate Culture Allegedly 
Drove Bankers to Fraud, VANITY FAIR (May 31, 2017), https://www.vanityfair.com/news/ 
2017/05/wells-fargo-corporate-culture-fraud [https://perma.cc/7RCS-PUS6].  In 2016, Wells 
Fargo announced a settlement agreement with the CFPB, the OCC, and the City and County 
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It is likely that many state regulators will have the political will and 
flexibility to address some of the dynamic and rapidly evolving challenges 
presented by learning algorithms.198  Municipalities and states have 
undertaken important attempts to address the challenges created by opaque 
algorithms.199  For example, the New York State DFS recently announced 
the creation of a Research and Innovation Division to enable the state agency 
to adapt consumer protections in an evolving and dynamic market.200  The 

 

of Los Angeles and agreed to pay a combined $185 million.  For next two years, Wells Fargo 
entered into multiple settlement agreements with several different state and federal regulators 
and media accounts revealed widespread misconduct and an unparalleled, multi-faceted fraud 
campaign that targeted individual consumers, including active members of the military.  See 
Press Release, U.S. Dep’t of Justice, Justice Department Obtains $5.4 Million in Additional 
Relief to Compensate Servicemembers for Unlawful Repossessions by Wells Fargo Dealer 
Services (Nov. 14, 2017), https://www.justice.gov/opa/pr/justice-department-obtains-54-
million-additional-relief-compensate-servicemembers-unlawful [https://perma.cc/89DT-
Y5CL]; Press Release, U.S. Dep’t of Justice, Justice Department Reaches $4 Million 
Settlement with Wells Fargo Dealer Services for Illegally Repossessing Servicemembers’ 
Cars (Sept. 29, 2016), https://www.justice.gov/opa/pr/justice-department-reaches-4-million-
settlement-wells-fargo-dealer-services-illegally [https://perma.cc/LGL2-UELL]; Press 
Release, U.S. Dep’t of Justice, Wells Fargo Bank Agrees to Pay $1.2 Billion for Improper 
Mortgage Lending Practices (Apr. 8, 2016), https://www.justice.gov/opa/pr/wells-fargo-bank-
agrees-pay-12-billion-improper-mortgage-lending-practices [https://perma.cc/5PQZ-CGUR].  
For examples of the diversity of financial services that were subject to prosecution, see Wells 
Fargo Brokerage Servs., LLC, Exchange Act Release No. 80,302, 2017 WL 1090873 (Mar. 
23, 2017) and Wells Fargo Brokerage Servs., LLC, Exchange Act Release No. 9349, 2012 
WL 3308357 (Aug. 14, 2012). See also Press Release, U.S. Sec. & Exch. Comm’n, Wells 
Fargo Advisors Admits Failing to Maintain Controls and Producing Altered Document, 
Agrees to Pay $5 Million Penalty (Sept. 22, 2014), https://www.sec.gov/news/press-
release/2014-207 [https://perma.cc/GF92-Z9VY].  For an example of the settlement 
agreements, see Written Agreement Between Wells Fargo & Company and Federal Reserve 
Bank of San Francisco, Docket No. 18-007-B-HC (Feb. 2, 2018). See also Press Release, Bd. 
of Governors of the Fed. Reserve Sys., Responding to Widespread Consumer Abuses and 
Compliance Breakdowns by Wells Fargo, Federal Reserve Restricts Wells’ Growth Until Firm 
Improves Governance and Controls.  Concurrent with Fed Action, Wells to Replace Three 
Directors by April, One by Year End (Feb. 2, 2018), https://www.federalreserve.gov/ 
newsevents/pressreleases/enforcement20180202a.htm [https://perma.cc/CQP7-CJHG] 
[hereinafter Fed. Reserve Wells Fargo Press Release]; Wells Fargo Update:  Federal Reserve 
Consent Order, BUS. WIRE (Feb. 2, 2018), https://mms.businesswire.com/media/ 
20180202005711/en/638742/1/3837099cWells_Fargo_Consent_Order_en.pdf [https:// 
perma.cc/MD3Q-7SUD]. 
 198. See, e.g., Danielle Keats Citron, The Privacy Policymaking of State Attorneys 
General, 92 NOTRE DAME L. REV. 747 (2017) (demonstrating that state authorities have an 
important role to play in data regulation). 
 199. See, e.g., LITTLE HOOVER COMM’N, ARTIFICIAL INTELLIGENCE:  A ROADMAP FOR 
CALIFORNIA (2018), https://lhc.ca.gov/sites/lhc.ca.gov/files/Reports/245/Report245.pdf 
[https://perma.cc/V46H-MAP3]; New York City Automated Decision Task Force, NYC.GOV, 
https://www1.nyc.gov/site/adstaskforce/index.page [https://perma.cc/UW2Q-BDCF] (last 
visited Oct. 6, 2019) (“The New York City Automated Decision Systems Task Force (ADS 
Task Force) was established by Local Law 49 of 2018 and is tasked with recommending a 
process for reviewing the City’s use of automated decision systems (more commonly known 
as algorithms).”). 
 200. Press Release, N.Y. State Dep’t of Fin. Servs., DFS Superintendent Linda A. Lacewell 
Announces Newly Created Research and Innovation Division, New Executive Appointments 
(July 23, 2019), https://www.dfs.ny.gov/reports_and_publications/press_releases/pr1907231 
[https://perma.cc/7N6F-5ZBS]. 
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DFS had previously led national and state regulators by introducing a 
“BitLicense” and regulating digital currency businesses and intermediaries 
that hold custody of digital assets.201 

As Danielle Keats Citron observes regarding another data-intensive area 
of regulation: 

State attorneys general have been nimble privacy enforcement 
pioneers, a role that for practical and political reasons would be difficult for 
federal agencies to replicate.  Because attorneys general do not have to 
wrestle with the politics of agency commissioners or deal with layers of 
bureaucracy, they can move quickly on privacy and data security initiatives.  
Career staff have developed specialties and expertise growing out of a 
familiarity with local conditions and constituent concerns.  Because 
attorneys general are on the front lines, they are often the first to learn about 
and respond to privacy and security violations.  Because constituents 
express concern about privacy and data security, so in turn do state 
attorneys general who tend to harbor ambitions for higher office. 

This is an auspicious time to study the contributions of state privacy 
enforcers.  Even as Congress has been mired in gridlock, attorneys general 
have helped fill gaps in privacy law through legislation, education, and 
enforcement.  They have worked with state lawmakers on consumer 
privacy issues.202 

The same is true of state financial regulators, particularly New York’s 
DFS.  They are a vital counterbalance to sudden swings in policy priorities 
that can occur on the national level. 

CONCLUSION 

Will fintech firms adopting AI technology successfully expand access to 
credit markets and foster the inclusion of unbanked or underbanked 
consumers—those consumers with thin or impaired credit files?  To be sure, 
the advent of AI technology has some potential to improve legacy banking, 
catalyze new market infrastructure, and spur development that may benefit 
unbanked and underbanked consumers.  However, such positive outcomes 
are far from likely if regulators are unable to engage in effective supervision 
of fintech firms’ algorithms. 

Rather than enhance regulatory oversight, the OCC decision to allow 
nondepository fintech firms to operate as special purpose nonbank entities 
may stymie careful evaluation and supervision of whether fintech firms live 
up to their promise.  This will leave vulnerable consumers exposed to 
perilous predatory behavior.  The OCC’s intervention undermines state 
regulatory authorities’ efforts to monitor consumer lending markets, impose 
long-standing consumer protections, and enforce measures designed to 
mitigate predatory inclusion against fintech firms. 

 

 201. See Virtual Currency Business Activity (BitLicense), N.Y. ST. DEP’T FIN. SERVICES, 
https://www.dfs.ny.gov/apps_and_licensing/virtual_currency_businesses [https://perma.cc/ 
CWY6-W98J] (last visited Oct. 6, 2019). 
 202. Citron, supra note 198, at 750. 
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The United States needs to ensure thoughtful collaboration among state 
and federal regulators to proactively address any structural changes in the 
market for banking charters and careful consideration of the best approach to 
achieve early and widely endorsed interventions that promote the 
accountability, transparency, and explainability of their algorithmic 
processing of consumer information. 
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Responsible A.I.-based Credit Scoring – A Legal Framework

KATJA LANGENBUCHER*

Abstract

The paper proposes a legal framework to evaluate emerging FinTech methodology 
based on alternative data and machine learning to score borrowers. Instead of conven-
tional variables, novel methods rely on information gathered from social networks, 
“digital footprints”, mobile phones or GPS data. Correlating these with repayment of 
loans is promoted as triggering precise predictions of probability of default. Borrow-
ers profit if their profile falls outside of classic scoring checks but performs well under 
the new regime. Borrowers are disadvantaged if the new methods entail disparate 
impact for groups which are protected under anti-discrimination laws. Additionally, 
data may be collected without their consent or used in a way they don’t understand.

Two contributions to the debate are submitted. Firstly, a comparative assessment 
of EU and U.S. data protection and anti-discrimination laws suggests what might 
qualify as responsible A.I.-based scoring. Secondly, public and private enforcement 
mechanisms are explained.

Keywords

Artificial Intelligence, Credit Scoring, Biased A.I., GDPR, Discriminative Lending 
Practices, A.I. compliance, Scoring and Banking Regulation, ECOA, FCRA, FICO 
score

1. Introduction

A core element of a lender’s decision when handing out a loan is the assessment of 
the borrower’s creditworthiness. Traditionally, standard policies involve examining 
free household income, credit history and a statistical analysis of credit portfolios of 
the bank’s customers. Some of this work is done by the lender himself, consulting 

* Katja is a professor at Goethe University’s House of Finance, Frankfurt. She is also affiliated 
with SciencesPo, Paris, and Fordham Law School, NYC. I happily acknowledge invaluable input from 
discussants at Katherine Strandburg’s Privacy Research Group at NYU Law School/NYC and Christoph 
Engel’s workshop at MPI for Collective Goods/Bonn. For taking their time to discuss legal and tech 
issues around biased A.I. I am truly grateful to Meredith Broussard/Arthur L. Carter Journalism Institute, 
NYU; Sarah Myers West/AI Now Institute; Cathy O’Neil; Paul Schwartz/UC Berkeley School of Law; 
Talia Gillis and Crystal Yang/both Harvard Law School.
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proprietary data on the borrower or its entire customer base. Other parts of this task 
are outsourced to intermediaries, such as data brokers or credit scoring agencies, 
working with their proprietary methodology.

Historically, retail lenders made loan decisions based on a more or less intuitive 
mix of quantitative and qualitative information. A rulebook and personal experience 
delivered crucial input for the business judgement of a loan officer. He might have 
looked at income, net worth, or pay-back morale. He also considered gender, marital 
status, religion, race or social networks.1 Outfits such as Fair, Isaac and Company 
were among the first to aim beyond the scope of this traditional approach. They had 
gotten interested in work by mathematicians, who made predictions on the probabil-
ity of loan repayment. These scholars had started to combine specific risk elements, 
e.g. on employment or stability of residence, with information about the repayment 
of past loans.2 Based on such input, they established statistical correlations between 
pertinent data and ease (or difficulty) of repayment. This allowed them to flag out 
some information as especially salient and to attribute different weight to relevant 
data points. Fair, Isaac and Company developed what, until this day, is known as 
the “FICO” score.3 For some borrowers who were not considered a good credit risk 
under the traditional, more “personal” approach this meant access to cheaper loans. 
For others it opened up the possibility to receive a loan for the very first time.4

We could tell a similar story about FinTech startups and retail lenders “going 
digital”. Just like Fair, Isaac and Company, many of these strive to come up with 
more efficient scores. Instead of focusing on a short list of data points,5 large pools of 
“alternative data” are being explored. They collect information on “education, area of 
study” and “job history”,6 on the borrower’s state of residence7 or his performance at 
online platforms such as amazon or ebay.8 More aggressive outfits include “handset 

1 Historical overview at Josh Lauer, Creditworthy, A History of Consumer Surveillance and Finan-
cial Identity in America (Columbia University Press 2017); see also David Durand, Risk Elements in 
Consumer Installment Financing (New York NBER 1941) at 9: “a lender (…) relies on his experience 
and intuition”.

2 David Durand (nt. 1) summary at 77.
3 Overview at Alya Guseva and Akos Rona-Tas, Consumer Credit Surveillance in Frederick F. 

Wherry and Ian Woodward, The Oxford Handbook of Consumption, 343-344 et seq. (Oxford: Oxford 
University Press 2019); on Europe see Sachverständigenrat für Verbraucherfragen, Verbrauchergerechtes 
Scoring, 22-23 (October 2018), available at <http://www.svr-verbraucherfragen.de/wp-content/uploads/
SVRV_Verbrauchergerechtes_Scoring.pdf> accessed 1 May 2020.

4 Alya Guseva and Akos Rona-Tas (nt. 3). The pricing of these loans – including the debate on 
fairness of credit conditions such as payday loans – is outside the scope of this current paper.

5 See for FICO: Payment history (35%), amounts owed (30%), length of credit history (15%), new 
credit (10%) and credit mix (10%), see <https://www.myfico.com/credit-education/whats-in-your-credit-
score> accessed 1 May 2020.

6 See marketing available at <https://www.upstart.com> accessed 1 May 2020.
7 See marketing available at <https://www.circlebacklending.net/index.php> accessed 1 May 2020.
8 See marketing available at <https://help.bitbond.com/article/9-borrow-bitcoins-in-3-steps> 

accessed 1 May 2020.
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details, SMS logs, GPS data”, “contact lists”,9 the amount of spelling mistakes or the 
time it took to fill out a credit application.10 With the help of artificial intelligence 
lenders can produce numerous and often unanticipated correlations between such data 
and probability of repayment. 

Some borrowers will profit from FinTech scoring of this type. It has the potential 
to reduce cognitive biases on the side of the lender.11 Additionally, it promises to 
open the credit market for borrowers who were previously ineligible to receive a loan 
because their profile did not match traditional scoring models.12 A FinTechj lender 
might disregard a long-established variable, for instance lack of a regular monthly sal-
ary statement, if the data he uses suggests the borrower is a good credit risk. Similarly, 
moving places very often used to raise a “red flag” pointing to an “untrustworthy” 
profile.13 But it may also be a sign of an upwardly mobile person whose lifestyle does 
not conform to a more classic credit check. An A.I.-based score, based on different 
data and correlations, will then look very different than its conventional equivalent. 
Situations like these have prompted suggestions that A.I.-based credit scoring is 
“inclusive”, allowing borrowers with “thin files” or uncommon profiles access to 
financial markets.14

The dark side of picking and choosing unconventional, yet promising candidates is 
singling out unwanted ones. This is troubling if data is used without a borrower even 
aware of a screening exercise taking place. It is even more concerning if this regards 
borrowers which are protected under anti-discrimination laws. Fitness tracking data 
illustrates the problem. Such information is collected by numerous entities and for a 
variety of reasons.15 The app user will be well aware that information on his jogging 
route serves to calculate how many calories he burns. The fact that the e-mail address 
he provided will be used for marketing purposes might not shock him either. It will 

9 See the online lending company branch’s marketing available at <https://branch.co/how-it-works> 
accessed 1 May 2020.

10 Alya Guseva and Akos Rona-Tas (nt. 3) 343, 351.
11 As assumed by Talia B. Gillis and Jann L. Spiess, Big Data and Discrimination 86 University 

of Chicago Law Review 459, 475 (2019); Cass R. Sunstein, Algorithms, Correcting Biases 86 Social 
Research 2 499, 504 (2019); but see The High-Level Expert Group on Artificial Intelligence, Guidelines 
for Trustworthy AI (8 April 2019), 16, available at <https://ec.europa.eu/digital-single-market/en/news/
ethics-guidelines-trustworthy-ai> accessed 1 May 2020 on the potential to “harness sub-conscious 
processes, including various forms of unfair manipulation, deception, herding and conditioning”.

12 See, for instance, a report to the Consumer Financial Protection Bureau, available at <https://www. 
consumerfinance.gov/about-us/blog/update-credit-access-and-no-action-letter/> accessed 1 May 2020.

13 See <https://www.clearscore.com/credit-score/how-does-address-affect-credit-score> accessed 1 
May 2020.

14 See e.g. Peter Conti-Brown, Can Fintech Increase Lending? How Courts Are Undermining Finan-
cial Inclusion, available at <https://www.brookings.edu/research/can-fintech-increase-lending-how-
courts-are-undermining-financial-inclusion/> accessed 1 May 2020. The intriguing question whether this 
does indeed constitute a step forward – or rather raise serious concerns such as unfair credit conditions, 
payday lending, the absence of a robust back-end banking system in developing countries and incentives 
to take out a loan rather than save is beyond the scope of this current paper.

15 See, for instance, <https://www.theverge.com/2019/9/3/20847511/fitness-app-privacy-policy-
strava-fitbit-apple-health-myfitnesspal-how-to> accessed 1 May 2020.
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be much more surprising to learn that a retail lender could get access to his jogging 
route or to the calories he burns. The idea to use that route as a proxy for the area he 
lives in, thereby circumventing prohibitions of “redlining”,16 might not have crossed 
his mind. Even less might he be aware that a lender could use his work-out habits via 
“profiling” to assess creditworthiness based on his behavior. “Profiles” of this type 
are established on the basis of correlations between specific data points and belonging 
to a certain group. A healthy workout routine may, for instance, correlate with paying 
back loans on time. By contrast, using keywords such as “payday loan”, “drugs” or 
“sick” in social media communication will often correlate with belonging to a group 
which has difficulty in repaying loans.17 Similarly, information which correlates with 
impulsive behavior may result in being allocated to the more risky “bucket”18 whereas 
information which suggests that the borrower is good at delaying gratification may 
put her in the more successful group.19 Using data of this behavioral type suggests 
help with reducing information asymmetries based on character20 and may encourage 
a lender to set interest rates according to the borrower’s presumed willingness to pay 
(“personalized pricing”21).

Against this backdrop, a number of concerns have been raised.22 Data privacy is 
chief among them. Credit scoring is heavily regulated in most countries. Often, partic-
ular issues of handling data will be addressed in such regulation. Potential borrowers 
may have to be provided with information about why a decision denying credit was 
taken, certain data may not – or not exclusively – be used for assessing creditworthi-
ness, and public agencies may have jurisdiction to publish guidelines or to supervise 
specific behavior of credit scoring agencies. This is not necessarily so for emerging 
FinTech outfits and highly digitalized retail banks. Not all of them will qualify under 
legislation which targets scoring agencies. Consumer rights, if they exist, may be 
difficult to enforce because it will often be unclear who is the party liable. Another 
salient issue is transparency. With the advent of big data, many will find it hard to 
keep track of who has had access to any form of information. Many users will click 
on cookies, which appear on websites asking for acceptance of data processing, in a 
more or less mechanical way. A typical mixture of information overload and rational 
apathy on the side of retail users may require more scrutiny when assessing “consent” 

16 The EU GDPR does not explicitly prohibit “redlining” based on area codes, but Member States 
may do so, for Germany see e.g. § 31 para. 1 no. 3 German Federal Data Protection Act (Bundes daten-
schutzgesetz) (prohibiting only the exclusive use of data on home addresses).

17 See, as an example <https://www.totallymoney.com/social-credit/> accessed 1 May 2020.
18 On the statistical methodology underlying “bucket evaluation” see Daniel Shabtai, Guri Glaever 

and Corey Nislow, An Algorithm for Chemical Genomic Profiling That Minimises Batch Effects: Bucket 
Evaluations 13 Bioinformatics 245 (2012).

19 See <https://www.fico.com/blogs/credit-scoring-which-personality-traits-predict-credit-risk> 
accessed 1 May 2020.

20 On “character, capital and capacity” and data-based surveillance see Alya Guseva and Akos 
Rona-Tas (nt. 3) 344.

21 On personalized pricing see OECD, Personalized Pricing in the Digital Era, 28 November 2018, 
available at <https://one.oecd.org/document/DAF/COMP(2018)13/en/pdf> accessed 1 May 2020.

22 Summary at The High-Level Expert Group on Artificial Intelligence (nt. 11) 17.
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given for data processing.23 Even less transparent than who processes the data are 
the functionalities of machine-learning algorithms used by scoring agencies. While 
consumers are in many countries informed which variables matter for their traditional 
credit score, allowing them to adjust their behavior to a certain extent if they have 
plans to apply for credit, this seems rare for scoring based on alternative data. The 
troubling result are consumers not only unaware of the extent to which they give 
away the valuable resource “data” but also unaware of how this will matter for their 
creditworthiness. The behavioral effects when people realize they may be monitored 
in this way remain to be studied.24

Discrimination is another worry. Legislation such as the U.S. Equal Credit 
Opportunity Act and a number of European Anti-Discrimination Directives25 pro-
hibit discriminating on the basis of certain protected categories when making a loan 
decision about a prospective retail borrower. One concern is that a combination of 
numerous data points and the correlations suggested by machine learning will produce 
discriminatory results which are not immediately apparent (not even to the designers 
of the model)26 and much less provable in a litigation context. More worries arise 
from the type of data involved. Just like the history of modern credit scoring saw 
mathematicians establishing correlations between information gathered about bank 
customers and their success in repaying loans, the modern designers of an algorithm 
start with historical data on borrowers and their performance.27 Any (current or his-
torical) discriminatory measures reflected in such data will enter into the algorithm as 
the starting point on which it is trained. In that sense, artificial intelligence has been 
called “biased” because it pegs current to past choices.

A further concern has to do with the temptingly scientific allure of A.I. At first 
blush, algorithmic credit-scoring offers the chance to replace human errors, intuition 
and biases, with what comes across as an objective, mathematics-based computation.28 
For a retail lender, having “an algorithm” take care of the credit scoring promises to 
comply automatically, as it were, with highest standards of care, surpassing what-
ever humans might be capable of.29 However, upon closer examination the promise 

23 See the new requirement of the European Court of Justice, Judgement Bundesverband der 
Verbraucherzentralen und Verbraucherverbände – Verbraucherzentrale Bundesverband e. V. v. 
Planet49 GmbH, Case C-673/17, ECLI:EU:C:2019:801 requiring “active consent” under EU GDPR 
and below 2.1.2.

24 See Alya Guseva and Akos Rona-Tas (nt. 3) 343, 352 on how scores “control, discipline and 
punish”.

25 See in more detail below at 2.2.
26 On a current NY Dep’t of Financial Services investigation of the apple/Goldman Sachs credit 

card for gender discrimination see <https://www.theverge.com/2019/11/11/20958953/apple-credit-card-
gender-discrimination-algorithms-black-box-investigation> accessed 1 May 2020; <https://medium.
com/@Mackswallace/inside-apple-cards-use-of-the-black-box-ac60e6bb5892?source=rss------machine_
learning-5> accessed 1 May 2020.

27 Gabriele Britz, Einzelfallgerechtigkeit versus Generalisierung, Verfassungsrechtliche Grenzen 
statistischer Diskriminierung, 76 (Tübingen: Mohr Siebeck 2008).

28 Cass R. Sunstein (nt. 11) 504.
29 On the impact this may have in the context of banking regulation see below 2.1.3.
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of eliminating bias might not carry that far. Algorithms have been called “opinions 
embedded in mathematics”,30 highlighting human input in their set-up. (Human) 
decisions are made on their point of departure, on the data they take in and on their 
“definition of success”,31 i.e. the goal towards which their correlations aim. “Credit-
worthiness” is from the point of view of a data scientist by no means a clearly defined 
concept.32 This is even more so if the lender’s business rationale, such as whether he 
would like to maximize interest rates, short term or long term repayment or collateral, 
is included in the exercise. Additionally, data fed into a machine-learning structure 
may suffer from historical selection bias, it might not be correct, not exhaustive or not 
entirely up-to-date, to name but a few shortcomings of supposedly objective machine 
learning devices.

This paper suggests a first framework for what I will call “responsible” A.I.-based 
credit scoring. I use the term responsible as: achieving a good degree of data protec-
tion and preventing discrimination. Hence, data protection and anti-discrimination 
laws provide the measuring stick for responsible scoring. I outline general principles 
of U.S. and EU law from a comparative law perspective, covering the European 
GDPR’s and the U.S. Fair Credit Reporting Act as well as the U.S. Equal Credit 
Opportunities Act and EU Directives on equal treatment. Faced with algorithmic 
credit scoring, both jurisdictions encounter similar problems. A.I.-based scoring will 
often involve a trade-off between accurate predictions of creditworthiness and fair-
ness considerations, involving the complex concepts of “disparate impact” (under 
U.S. law) or “indirect discrimination” (under EU law).

Having established a framework for “responsible” A.I.-based scoring, the paper 
explores public and private enforcement mechanisms. This includes an overview on 
powers to enforce data protection and anti-discrimination laws, focusing on agencies 
such as the U.S. Federal Trade Commission (FTC), the Office of the Comptroller of 
the Currency (OCC) and the U.S. Consumer Financial Protection Bureau (CFPB). 
A currently under-explored topic is the impact of banking regulation on A.I.-based 
credit scoring. To the extent that financial institutions make use of A.I.-based scor-
ing they may come under the scrutiny of banking regulatory authorities. While the 
jurisdiction of these agencies in the U.S. includes compliance with data protection 
and anti-discrimination laws tailored specifically to credit scoring, E.U. laws do not 
focus on scoring. Private enforcement raises issues of civil liability for both, a breach 

30 Cathy O’Neill, Weapons of Math Destruction, 21 (New York: Broadway Books 2016).
31 Solon Barocas and Andrew Selbst, Big Data’s Disparate Impact 104 California Law Review 671, 

678 (2016) (“target variable”); Karen Hao, This is How AI Bias Really Happens – And Why It’s So Hard 
to Fix, MIT Technology Review 2.2.2019, available at <https://www.technologyreview.com/s/612876/
this-is-how-ai-bias-really-happensand-why-its-so-hard-to-fix/> accessed 1 May 2020; Cathy O’Neill 
(nt. 30) 21.

32 Karen Hao (nt. 31) “rather nebulous concept”; similarly Salon Barocas and Andrew Selbst (nt. 
31) 671, 679 (“’creditworthiness’” is an artifact of the problem definition itself”).
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of data protection and of anti-discrimination laws.33 Concluding, the corporate retail 
lender’s duty to establish appropriate A.I. compliance structures is examined. 

2. Defining Responsibility: Achieving a Good Degree of Data Protection 
and Preventing Discrimination

Credit scoring is not a new phenomenon. Lenders have been collecting information 
about potential borrowers for centuries and they have used statistical correlations to 
figure out what seemed most relevant for decades. So why take a fresh look? One 
reason for this is size and scale. “Big data” allows for low-cost amassing of previously 
unimaginable amounts of information, held by entities we will often not be familiar 
with. This brings about demanding test cases for privacy laws, aimed at transpar-
ency and accountability of data storage and use. What is more, increasing computing 
power and more and more sophisticated models often come up with unexpected cor-
relations. These will usually not only surpass human experience but will also sug-
gest more accurate predictions of creditworthiness than traditional measures used by 
old-school rating agencies. The less anticipated the variable relied upon, the greater 
the challenge for anti-discrimination laws, if they focus on intentional discrimina-
tion based on prohibited categories or on proxies for these. Even embracing broader 
concepts of disparate impact and indirect discrimination we will have to carefully 
scrutinize the assumptions underlying these theories, especially if they are to apply 
among private parties.

2.1. Taking Data Privacy Seriously

„The protection of natural persons in relation to the processing of personal data”, so 
we read in the GDPR’s first recital, “is a fundamental right”. While few would dis-
pute this general claim, the level of protection privacy laws achieve hinges on two 
questions: Firstly, on the available legal framework and, secondly, on the chances of 
efficient enforcement.

Simplifying most radically, we should expect privacy laws to provide a frame-
work for processing data, for allowing access to one’s personal data stored by third 
parties and for stopping further use or, if necessary, rectification of one’s personal 
data. Because credit scoring agencies have been around for quite some time, many 

33 Art. 8 para. 2 of Directive 2004/113/EC of 13 December 2004 requires compensation of actual 
damages for violations of the Directive’s rules on gender-based discrimination; Art. 15 of Directive 
2000/43/EC of 29 June 2000 and Art. 14 of Directive 2004/113/EC require efficient, proportionate and 
deterrent sanctions for violations of Member State’s laws transposing the Directive, without stipulating 
that this has to include civil liability, details at Gregor Thüsing in Säcker, Rixecker, Oetker and Limperg 
(eds), Münchener Kommentar zum Bürgerlichen Gesetzbuch, § 21 AGG, 2 (8th ed., Munich: CH Beck 
2018). 15 U.S. Code § 1691 E (A) and 12 C.F.R. § 1002.16 (B) (1) allow for actual damages, 15 U.S. 
Code § 1691 E (B) and 12 C.F.R. § 1002.16 (B) (1) for punitive damages for violations of ECOA. 
Punitive damages are only available from nongovernmental creditors and limited to $10,000.
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jurisdictions have enacted rules on the reports these provide. Legislation of this type 
could focus specifically on credit scoring agencies or more generally on collecting and 
processing data. We will illustrate the former technique with the U.S. Fair Credit 
Reporting Act (FCRA),34 the latter with the EU GDPR.35

2.1.1. The U.S. Approach: Regulating Scoring
The U.S. FCRA has since the 1970s regulated the type of information which credit 
scoring agencies may furnish to retail lenders and the rights of consumers in relation 
to credit reports. The Act stresses its goal to strike a balance between the banking 
system’s being “dependent upon fair and accurate credit reporting”36 and “the con-
sumer’s right to privacy”.37 While there are no specific rules on collecting data as 
such,38 the Act relies on a number of formal and procedural safeguards which apply to 
scoring entities and to entities which do not score but furnish third parties with data.39 

FCRA requires an entity to qualify as a “consumer reporting agency”40 and the 
data in question as a “consumer report”.41A consumer reporting agency “means any 
person which, for monetary fees, dues, or on a cooperative nonprofit basis, regularly 
engages in whole or in part in the practice of assembling or evaluating consumer 
credit information or other information on consumers for the purpose of furnishing 
consumer reports to third parties […].“42 If the scoring entity qualifies, it falls under 
the jurisdiction of the FTC43 and the CFPB.44 Some FinTech data aggregators are 
open to this, but others claim they do not qualify.45 By contrast, a lender does not 
qualify if he establishes scores for his own purposes using data he collected from his 

34 See below 2.1.1.
35 See below 2.1.2., it being understood that Member States can complement the GDPR’s rules with 

stricter norms, hence combining the former and the latter approach.
36 15 U.S.C. § 1681, § 602 (a) (1).
37 15 U.S.C. § 1681, § 602 (a) (4); a similar point is stressed by the High-Level Expert Group on 

Artificial Intelligence (nt. 11) 6.
38 Pauline T. Kim and Erika Hanson, People Analytics and the Regulation of Information under the 

Fair Credit Reporting Act 61 St. Louis University Law Journal 25 (2017).
39 For a quick overview see <https://www.consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-

act.pdf> accessed 1 May 2020.
40 15 U.S.C. § 1681, § 603 (f); on uncertainties in the “age of people analytics” see Pauline T. Kim 

and Erika Hanson (nt. 38) 26 et seq.
41 15 U.S.C. § 1681, § 603 (d).
42 15 U.S.C. § 1681a(f); details at Pauline T. Kim and Erika Hanson (nt. 38) 22.
43 On the more general role of the FTC as a de facto setter of “privacy law” see Peter S. Frechette, 

FTC v. LABMD: FTC Jurisdiction over Information Privacy is “Plausible” But How Far Can It Go? 
62 American University Law Review 101 (2013).

44 On what this entails for public enforcement see below, 3.1.
45 Lauren Saunders, NCLC, Fintech and Consumer Protection: A Snapshot, 9 (March 2019), 

available at <https://www.nclc.org/images/pdf/cons-protection/rpt-fintech-and-consumer-protection-a-
snapshot-march2019.pdf>, accessed 1 May 2020; Tony Rodriguez and Jessica Lyon, FTC, Background 
Screening Reports and the FCRA: Just Saying You’re Not A Consumer Reporting Agency Isn’t Enough, 
available at <https://www.ftc.gov/news-events/blogs/business-blog/2013/01/background-screening-
reports-fcra-just-saying-youre-not> accessed 1 May 2020.
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customers, unless he is furnishing such scores to third parties. A “consumer report” 
is “any written, oral or other communication of any information by a consumer rating 
agency bearing on a consumer’s credit worthiness, credit standing, credit capacity, 
character, general reputation, personal characteristics, or mode of living which is used 
or expected to be used or collected in whole or in part for the purpose of serving as 
a factor in establishing the consumer’s eligibility for”46 credit.

If both requirements are met, a permissible purpose is necessary not for collect-
ing, but for handing data over to a third party.47 A credit rating agency may, for 
instance, deliver a report to a person which “intends to use the information in con-
nection with a credit transaction”48 or “otherwise has a legitimate business need for 
the information”.49 This requires a consumer to initiate a transaction, an existing 
account to be reviewed or the consumer to authorize the agency to provide a report.50 
If a consumer report may lawfully be furnished,51 the agency may use whichever 
information it has at its disposal, provided that it strives for accuracy. Some exemp-
tions apply, for example information relating to bankruptcy cases which date further 
back than 10 years or records of arrest which antedate the report by more than seven 
years.52 However, if a credit transaction is expected to involve more than $150,000, 
counter-exemptions apply.53

As for the consumer’s right to access information, FCRA allows to request “(t)he 
nature and substance of all information […] (t)he sources” and “(t)he recipients of any 
consumer report on the consumer which it has furnished […] within the six-month 
period preceding the request”.54 Rectification of incorrect data is possible under 15 
U.S.C. § 1681i § 611 (a)(1)(A). The consumer has to notify the FTC which will con-
duct a reasonable reinvestigation to determine the accuracy of the information and, 
if incorrect, have it deleted.

The efficiency of these rules in the context of credit-scoring based on alternative 
data not only depends on whether the scoring entity qualifies as a consumer report-
ing agency and the data in question as a consumer report. Crucially, access presup-
poses that the consumer knows whom to turn to.55 This raises fewer problems if the 
scoring agency (or the data collector who delivers data to a scoring agency) is one of 
the well-known big players in the borrower’s country. However, if the data is held 
or processed by a less prominent FinTech company, a borrower may not be aware 

46 15 U.S.C. § 1681a (d)(1), for exclusions see (2).
47 See 15 U.S.C. § 1681(b) § 604 (a) (3). 
48 15 U.S.C. § 1681 § 604 (a) (3) (A).
49 15 U.S.C. § 1681 § 604 (a) (F).
50 15 U.S.C. § 1681 § 604 (c) (1) (A).
51 If a report is provided to employers, consent is necessary.
52 15 U.S.C. § 1681c § 605 (a) (1), (2). 
53 15 U.S.C. § 1681c § 605 (b) (1).
54 15 U.S.C. § 1681g(a); see below 2.1.3.
55 Lauren Saunders (nt. 45) 6.
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that it qualifies as consumer reporting agency56 or else may not even be aware of its 
existence. If the latter is the case, he is likely to be left with a largely useless claim, 
lacking information on the identity of the party liable. In this way, FCRA reflects the 
time and technology Congress thought it was responding to when passing the law, 
but which might not have adequately kept pace with newer developments. States 
pondering “regulatory sandboxes”, exempting FinTech companies from consumer 
protection or disclosure obligations, deepen this problem.57

2.1.2. The EU Approach: Regulating Data Processing and Access
Europe’s GDPR has opted for a different strategy than the U.S. approach outlined 
above. Instead of a sectoral approach, focusing on the interactions between credit 
scoring agencies, lenders and borrowers, the GDPR chose an omnibus approach, 
comprehensively regulating the collection and storage of data irrespective of context. 
The upside of this technique is something akin to a reversal of the burden of proof. 
Under U.S. law, processing of data is, for starters, legal. Only if specific rules, such 
as (in our case) FCRA, apply, will certain forms of processing data be regulated. By 
contrast, under the GDPR for any form of “processing” data to be legitimate, it has to 
qualify under a list of exceptions.58 A lender processing data, even if this is done solely 
for his own purposes of rating a borrower, is a data processor triggering the GDPR.

There is a cost to the GDPR’s legislative technique. The list of exceptions will 
have to account for a variety of very diverse situations. The GDPR could (only in 
theory) have tried to comprehensively enumerate each and every case allowing for 
data processing. Instead it opted for framing the list of exceptions broadly, assuming 
that vague and open-textured language will be flexible enough to capture all relevant 
situations. The downside is legal uncertainty in its application, so long as there are 
no court decisions or at least agreed upon market standards.59

Art. 6 para. 1 GDPR contains the list of situations which allow for data “pro-
cessing”60.61 Three of these are of interest for A.I.-based credit scoring. Art. 6 para. 1 
(a) requires “consent” by the data subject, namely a “freely given, specific, informed 
and unambiguous indication of the data subject’s wishes”.62 In practice, cookies are 
used for giving consent. A recent ECJ decision has stressed that consent requires some 

56 Pauline T. Kim and Erika Hanson (nt. 438) 26; a list compiled by the CFPB is available at <https:// 
files.consumerfinance.gov/f/documents/cfpb_consumer-reporting-companies-list.pdf> accessed 1 May 
2020.

57 Lauren Saunders (nt. 45) 7-8.
58 See Art. 6 para. 1 GDPR.
59 On the impact this has on A.I. compliance in a corporate context see below 3.3.
60 As defined in Art. 4 no. 2 GDPR.
61 On the jurisdiction of GDPR in an international context see Jens Brauneck, Marktortprinzip der 

DSGVO: Weltgeltung für EU-Datenschutz? 12 Europäische Zeitschrift für Wirtschaftsrecht 494 (2019).
62 Recital (32) Art. 4 no. 11; see Judgement Bundesverband der Verbraucherzentralen und Ver-

brau cher verbände – Verbraucherzentrale Bundesverband e. V. v. Planet49 GmbH, Case C-673/17, 
ECLI:EU:C:2019:801, note 61, and Art. 6 para. 1a, further conditions in Art. 7 GDPR.
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form of activity on the side of the user (“active consent”).63 The Court did not accept 
a website where the “consent box” which appears on a cookie was pre-checked. It 
held that pre-checking prevents establishing whether a user did indeed consent to the 
processing of his data, hence does not qualify as consent under the GDPR.64

The Court further indicated that the referring German court had not asked the 
judges to elaborate further on the term “freely given”, an obiter dictum indicating 
doubts that this was the case. In the case at hand, participation in an online competi-
tion required giving consent to data processing. The Court seemed hesitant whether 
consent was “freely given” if withholding consent meant not being able to carry 
on with the online game.65 More detailed work, both scholarly and jurisprudential, 
as to the precise framing of when consent is “freely given, specific, informed and 
unambiguous” is to be expected. In the credit scoring context, distinctions may have 
to be drawn between different types of agencies. Some may purely collect data and 
furnish third parties with data but not with a score. Other agencies may collect data 
and establish a score which they sell to third parties. Yet others may be online lend-
ers collecting data directly from a potential borrower and building their own score.66 
Further thought will have to be given to how generic information can be in order to 
make consent “informed and unambiguous”, taking concerns of information overload 
and rational apathy67 into consideration. Lastly, “consent” will often be given in the 
form of standardized contract terms, opening them up to judicial scrutiny for fairness 
or plain language under consumer protection laws.68

In relation to credit scoring, consent is not the only case in which data processing 
might be lawful under the GDPR. Art. 6 para. 1 (b) allows for processing if it is “nec-
essary […] in order to take steps at the request of the data subject prior to entering 
into a contract”.69 A potential borrower applying for credit will often “request” data 
processing if a lender requires that type of information prior to making a decision. 
However, it is unclear whether this allows for the lender relying on third parties such 
as scoring agencies. Additionally, the GDPR does not spell out whether a borrower 
should be informed in more detail about the type of processing he requests or how 
generic a request of this type can be to comply with Art. 6.

63 Judgement Bundesverband der Verbraucherzentralen und Verbraucherverbände – Verbraucher-
zentrale Bundesverband e. V. v. Planet49 GmbH, Case C-673/17, ECLI:EU:C:2019:801, note 49, 52, 62.

64 Judgement Bundesverband der Verbraucherzentralen und Verbraucherverbände – Verbraucher-
zentrale Bundesverband e. V. v. Planet49 GmbH, Case C-673/17, ECLI:EU:C:2019:801, note 55.

65 Judgement Bundesverband der Verbraucherzentralen und Verbraucherverbände – Verbrau cher-
zentrale Bundesverband e. V. v. Planet49 GmbH, Case C-673/17, ECLI:EU:C:2019:801, note 64.

66 On the first business model of “Bitbond” see Katja Langenbucher, Capital Markets Union and 
Virtual Funding: Initial Coin Offerings, Tokens, and Digital Corporations in Franklin Allen, Ester 
Faia, Michael Haliassos and Katja Langenbucher, The Capital Market Union and Beyond (Cambridge: 
MIT Press 2019).

67 See introduction above.
68 See e.g. Directive 93/13/EEC of 15 April 1993 on unfair terms in consumer contracts.
69 Art. 6 para 1b GDPR.
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Even broader is Art. 6 para. 1 (f) GDPR which permits processing whenever it 
“is necessary for the purposes of the legitimate interests pursued by the controller70 
or by a third party”.71 Hastening to narrow this down somewhat, the GDPR does not 
allow public authorities to make use of this rule.72 For private entities, the legitimate 
interests pursued by the data processor can be “overridden by the interests or funda-
mental rights and freedoms of the data subject”,73 a rule which invites discretionary 
weighing of rights on both sides.

Art. 9 GDPR modifies Art. 6’s requirements for certain protected categories of 
data, introducing an element of anti-discrimination into data privacy law.74 Insist-
ing on strict wording, Art. 9 para. 1 GDPR lays down a “prohibition” of processing, 
rather than giving a framework for “lawfulness” of processing as outlined by Art. 6. 
It is unclear whether this change in style of legislative drafting will have any bear-
ing on how cases are handled. Note that Art. 9 para. 2 contains a (more restrictive) 
list of cases where processing is allowed. In the context of credit scoring, the data 
subject may permit the use of sensitive data. However, Art. 9 adds that consent has 
to be “explicit”, which is arguably tightening the loser wording of “freely given” and 
“specific” to be found in Art. 6.75 Art. 10 restricts the use of data relating to criminal 
convictions and offenses.

Despite the GDPR’s omnibus approach, recital (71) does mention automated 
refusal of an online credit application (including “profiling”). Automated decision-
making can, under Art. 22 GDPR, not be the sole base of a decision producing legal 
effects. For lenders wishing to use purely automated decision-making, Art. 22 para. 
2 exempts certain situations. Art. 22 para. 2 (a) accepts automated decisions where 
they are “necessary for entering into […] a contract between the data subject and a 
data controller”. However, under Art. 22 para. 4 this presupposes that the decision 
is not based on protected categories of data as outlined in Art.9 para. 1. If the lender 
wishes to include such data, he either needs consent (Art. 22 para. 4 referring to Art. 
9 para. 2 (a)) or he will have to establish that using this type of data is necessary for 
reasons of “substantial public interest” (Art. 22 para. 4 referring to Art. 9 para. 2(g)). 
The GDPR seems to have health security, alerting and monitoring in mind, but also 
touches upon the Member States using data of this type for research purposes or in 
the context of legal proceedings, see recital (52). While the Regulation excludes 
“third parties such as employers or insurance and banking companies” (recital 54), 

70 As defined in Art. 4 no. 7 GDPR.
71 Art. 6 para. 1f GDPR.
72 Art. 6 para. 1 sentence 2 GDPR.
73 Art. 6 para. 1f GDPR.
74 These are: “data revealing racial or ethnic origin, political opinions, religious or philosophical 

beliefs, or trade union membership […] genetic data, biometric data for the purpose of uniquely iden-
tifying a natural person, data concerning health or data concerning a natural person’s sex life or sexual 
orientation”.

75 For A.I.-based credit scoring which relies on alternative data, the exemption contained in Art. 9 
para. 2 (e) GDPR will be relevant, too. This rule allows for processing of data which “are manifestly 
made public by the data subject”, a choice many opt for on social networks.
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it is unclear whether one could point to assessing creditworthiness as an element of 
financial stability, hence of “substantial public interest”. 

Art. 22 para. 2 (c) exempts cases where the data subject has consented. If consent 
is given, the lender may also use data of the protected kind, Art. 22 para. 4 referring 
to Art. 9 para. 2 (a). Both, Art. 22 para. 2 (a) and (c) send us back to the issues raised 
under Art. 6. Much will depend on when a decision is “necessary” to enter into a 
contract. Arguably, assessing creditworthiness is necessary before entering into a loan 
agreement. But whether the rule can be read in this way or, instead, turns specifically 
on the automated element being “necessary” awaits further work. The same goes for 
how specific “consent” will have to be when it covers automated decision making in 
general or the use of specially protected data in particular. 

There is, however, one further significant hurdle under the GDPR. Even if the 
above-mentioned exemptions apply, Art. 22 para. 3 requires “suitable measures to 
safeguard the data subject’s rights and freedoms and legitimate interests, at least the 
right to obtain human intervention on the part of the controller, to express his or her 
point of view and to contest the decision”.76 Hence, the lender either has to avoid 
Art. 22 altogether by making sure his credit decision is not purely automated. Or else 
the lender will have to include a mechanism allowing the borrower to ask for human 
intervention and to contest the decision. There is no rule against such an intervention 
mechanism being automated.

The back-and-forth between prohibitions and exclusions as well as the open stan-
dards of “necessity”, “consent”, “interests” and “fundamental rights and freedoms” 
evidence the dilemma of legislative drafting outlined further above. On the one hand, 
the GDPR lays down a seemingly strict rule of no data processing unless there is a 
legitimate reason. On the other hand, broadly worded exclusions have to make room 
for an array of individual situations. To take but one example: Consent is meaning-
ful only to the extent that the data subject is aware of what he or she is consenting 
to. But behavioral biases of all kinds have an impact on consenting. Rational apathy 
may prevent the data subject from engaging with long lists of “fine print”. Informa-
tion overload may make it difficult for users to find out what a generic, pre-formatted 
wording of consent signifies. Incentives such as free games may raise doubts whether 
consent is given “freely”.

A more notable advantage of the GDPR’s legislative technique, if compared to 
FCRA’s approach, is how it regulates access to data. Art. 13 requires any data con-
troller to inform the data subject when he is collecting data. Among the information 
to be furnished is the “identity and the contact details of the controller”77 and “pur-
poses of the processing for which the personal data are intended as well as the legal 

76 Stressing the role of “human oversight over work processes in AI systems” The High-Level 
Expert Group on Artificial Intelligence (nt. 11) 12, outlining “human-in-the-loop, human-on-the-loop, 
or human-in-command” approaches at 16.

77 Art. 13 para. 1 (a).
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basis for the processing”.78 Should the controller rely on his “legitimate interest” for 
processing, this information has to be provided as well. Further information includes 
“recipients or categories of recipients of the personal data”79 and instructions on how 
to go about requesting access.80 If automated decision-making and “profiling”81 is 
intended, the data subject has to be informed about this and provided with “meaning-
ful information about the logic involved, as well as the significance and the envis-
aged consequences of such processing for the data subject”.82 Tying information to 
the moment of data collection, as done by Art. 13 para. 1 GDPR, should mitigate 
the problem of finding the party liable to some extent. Assuming compliance on the 
part of the data collector, and neglecting problems of information overload as well 
as rational apathy on the side of the data subject, a borrower will (or at least: could) 
know who is in possession of his data and what it will be used for. Lessons learnt 
in the area of protecting retail investors in financial securities may, in the long run, 
encourage further discussion on reducing information overload by focusing on key 
points, rather than comprehensive information.83

Art. 14 GDPR extends the requirement to hand out information to cases where data 
is not collected from the data subject, but received from a third party. Again, the data 
subject has to be informed about “the identity […] of the controller”,84 “the purposes 
of the processing for which the personal data are intended as well as the legal basis 
for the processing”,85 about “categories of data”,86 “recipients”87 and about ways to 
request access.88 However, with Art. 14 para. 5 GDPR we – once again – encounter 
the back-and-forth between laying down a strict principle and acknowledging broad, 
open-textured exclusions: Information is not required where “the provision of such 
information proves impossible or would involve a disproportionate effort”.89 What 
will count as “disproportionate” or when information “proves impossible” awaits 
further clarification which, ultimately, will have to be given by courts.

Art. 15 para. 1 GDPR regulates the right to obtain access to personal data. The data 
subject can request “confirmation as to whether or not personal data concerning him or 
her are being processed” plus, among other things, the “purpose of the processing”,90 

78 Art. 13 para. 1 (c); Judgement Bundesverband der Verbraucherzentralen und Verbraucherverbände 
– Verbraucherzentrale Bundesverband e. V. v. Planet49 GmbH, Case C-673/17, ECLI:EU:C:2019:801, 
note 80.

79 Art. 13 para. 1 (e).
80 Art. 13 para. 2.
81 See Art. 4 no. 4 for a definition.
82 Art. 13 para. 2 (f).
83 See, for instance, EU Regulation 1286/2014 of 26 November 2014 on key information documents 

for packaged retail and insurance-based investment products (PRIIPS), O.J. L 352/1.
84 Art. 14 para. 1 (a). 
85 Art. 14 para. 1 (c).
86 Art. 14 para. 1 (d).
87 Art. 14 para. 1 (e).
88 Art. 14 para. 2.
89 Art. 14 para. 5 (b).
90 Art. 15 para. 1 (a).
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“the categories of personal data concerned”,91 “the recipients”92 and “the existence 
of automated decision-making, including profiling” as well as “meaningful informa-
tion about the logic involved”93 as far as profiling is involved. Lastly, Artt. 16 and 17 
GDPR codify rights to rectification and erasure.

2.1.3. Data Privacy, Transparency and “Gaming the System”
Let us assume the borrower figures out who is the scoring agency who owes him or 
her information. FCRA allows to inquire about the “nature and substance of all infor-
mation”. Art. 13 para. 1 (c) GDPR, additionally, grants the data subject the right to 
be informed about the “purpose” of data processing. Going beyond that, in cases of 
automated decision-making and “profiling” the data subject has to be provided with 
“meaningful information about the logic involved, as well as the significance and the 
envisaged consequences of such processing for the data subject”.94

On the face of it, both regimes seem to provide the borrower with a reasonably 
good level of information about his data. However, upon further thought it is less clear 
whether these provisions guarantee that the data subject will receive useful informa-
tion. Imagine a scorer who links creditworthiness for a mortgage or other long-term 
loan to a borrower’s daily jogging route as a proxy for a healthy lifestyle. Even if 
the borrower learns that his jogging data will be furnished to a lender, he will rarely 
be informed in what ways this information may be used. Sports-related data could 
be a proxy for good health, diligence and taking care of oneself, pointing towards 
behavioral characteristics a lender appreciates. It might also double as a proxy for 
ZIP code. Under FCRA, there is no framework for collecting or processing data as 
such.95 Instead, the borrower will be provided with a copy of her consumer report.96 
Traditional scoring agencies have published what type of information enters into the 
score.97 However, each credit reporting agency has its own scoring model which it 
treats as proprietary trade secret98 and the borrower will not be informed about details 
of the scoring model or the key factors. Under the GDPR, the borrower has a right 
to be informed about data processed by controllers and processors and about the 
“purpose” of this.99 But even under this regime a list of “naked” data compiled by a 
controller will not necessarily help a borrower to understand the ways in which her 
data is being fed into a machine learning algorithm. An argumentum e contrario to 

91 Art. 15 para. 1 (b).
92 Art. 15 para. 1 (c).
93 Art. 15 para. 1 (h). 
94 Art. 13 para. 2 (f).
95 Pauline T. Kim and Erika Hanson (nt. 38) 32.
96 See § 1681g(c).
97 See, for instance <https://www.experian.com/blogs/ask-experian/credit-education/score-basics/

what-affects-your-credit-scores/> accessed 1 May 2020.
98 Mikella Hurley and Julius Adebayo, Credit Scoring in the Era of Big Data 18 Yale Journal of Law 

and Technology 148, 158, 179 (2016); on enhanced protection of trade secrets see Directive 2016/943 
of 8 June 2016 on the protection of undisclosed know-how and business information (trade secrets) 
against their unlawful acquisition, use and disclosure, L 157/1. 

99 See above 2.1.2.
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Artt. 13 para. 2 (f) and 15 para. 1 (h) GDPR suggests that while “the logic involved” 
will have to be divulged when automatic processing is at stake, this is not so in other 
cases. Recital (63) GDPR seems to confirm this view when clarifying that the right to 
access “should not adversely affect the rights or freedoms of others, including trade 
secrets”. This speaks against an obligation on the side of scoring agencies or data 
brokers to allow for access to details of a scoring methodology.100

Limiting transparency in order to protect trade secrets in this way has a number 
of implications.101 The borrower is prevented from identifying potential issues of 
data protection breaches (or anti-discrimination law102), hence kept from contesting 
them.103 Additionally, in the absence of disclosure on which proxies and correlations 
influence her credit score based on alternative data, she will rarely know how to adjust 
her behavior in the hope of bettering her score.104 Quite the opposite, the point of many 
novel scoring algorithms is precisely to keep borrowers from adjusting their behavior. 
Increased transparency, so it is claimed, will negatively impact the predictive force of 
the algorithm because borrowers will have the chance to “game the system”. Disclos-
ing to the borrower that her jogging behavior will be monitored by a scoring agency is 
not welcome. Even less would the lender want her to look for ways to better her score 
by starting to jog in a more attractive ZIP code area. Similarly, if a borrower learns 
that keeping his mobile phone’s battery fully charged will have a positive impact on 
his credit score,105 he may start charging more regularly than he was used to before he 
knew. The lender, who relied on battery life as a proxy for signalling diligence, from 
which he infers creditworthiness, will be deceived by use of the very assessment tool 
he brought into play: This particular proxy loses significance for lenders, if people in 
need of credit start charging their phone more regularly.

100 A (hotly debated) German court decision has explicitly denied a right of access to the model used 
(the court speaks of the “scoring formula”), see Bundesgerichtshof, 28 January 2014 – VI ZR 156/13 17 
Neue Juristische Wochenschrift 1235 (2014) (as this decision was rendered before the GDPR entered 
into force, it concerns German Data Protection Law).

101 See, for the same issue but in the context of anti-discrimination, below 2.2.3.2.
102 See below 2.2.
103 Ignacio Cofone and Katherine Strandburg, Strategic Games and Algorithmic Transparency, 

20, 23 (draft 8 August 2020), available at <https://www.law.nyu.edu/sites/default/files/Strategic%20
Games%20and%20Algorithmic%20Transparency.pdf> accessed 1 May 2020; see for an interpretation of 
transparency rules as enabling accountability: European Parliamentary Research Service, A governance 
framework for algorithmic accountability and transparency (April 2019) 1, available at <http://www.
europarl.europa.eu/RegData/etudes/STUD/2019/624262/EPRS_STU(2019)624262_EN.pdf> accessed 
1 May 2020; along those lines see also The High-Level Expert Group on Artificial Intelligence (nt. 
11) 13, 18.

104 Ignacio Cofone and Katherine Strandburg (nt. 103) 4.
105 On one company using this information see: LB, It’s All About Who You Know: Lenddo Makes 

Credit Decisions Based on Your Social Network, available at <https://digital.hbs.edu/platform-rctom/
submission/its-all-about-who-you-know-lenddo-makes-credit-decisions-based-on-your-social-network/> 
accessed 1 May 2020; Hope King, This Startup Uses Battery Life to Determine Credit Scores, available at 
<https://money.cnn.com/2016/08/24/technology/lenddo-smartphone-battery-loan/index.html> accessed 1 
May 2020.
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Note how this is different for traditional scoring agencies which follow the path 
of Fair, Isaac and Company. The variables they use – credit and payment history 
and the like – are not only useful proxies. Lenders relying on these traditional scores 
would usually not mind borrowers changing their behavior in order to better their 
score.106 Borrowers have a comparatively clear picture of what is relevant for their 
score. This is why “gaming the system” worries are less prevalent under the traditional 
regime. By contrast, with big data scoring, especially where behavioral inferences are 
drawn, full transparency decreases the usefulness of the proxy for the lender. From 
the borrower’s perspective, the fact that the amount of potentially relevant data seems 
almost limitless puts him in an awkward position: He is aware of being scored, but 
does not understand on what basis.

A related point concerns the feasibility of transparency in a machine-learning 
context.107 Algorithmic scoring will often combine myriads of variables and corre-
lations.108 Sometimes, these will be evident – or even wilfully implemented – by the 
scoring agency. However, a model which gives a mathematically accurate prediction 
is not always fully explainable, even to the entity using that model.109 Requiring full 
transparency would not only bring concerns of “gaming the system”, but, furthermore, 
restrict the use of models to those which can be explained.

2.1.4. First Take Away: A Good Degree of Data Protection
Responsible scoring, as defined in this paper, requires a good degree of data protec-
tion. Borrowers should be in command of who has access to their data, give mean-
ingful consent if data is being processed and have the possibility to correct false 
information. To understand what might qualify as a “good” degree of protection, I 
used the measuring stick of U.S. and EU privacy law. While FCRA focuses specifi-
cally on data protection in the credit scoring context, the GDPR relies on an omnibus 
concept. Still, many of the concerns they address are similar. Both stress the fun-
damental importance of protecting personal data. Both allow for access to personal 
data held by credit scoring agencies and by providers of data to such agencies. Both 
provide remedies for rectification.

Confronted with A.I.-based credit scoring on the basis of alternative data, both 
regimes struggle with two similar challenges, the U.S. FCRA somewhat more than 
the EU GDPR. Access to personal data and remedies for rectification are useful only 
if the party liable is identified. A first hurdle to overcome is finding out who owes 
you. This can be complicated because FinTech scorers tend to be less well-known 
to the average borrower, if compared with traditional outfits. Another worry is the 
extent to which data provided will be useful to the data subject. While both regimes 

106 Pointing out where the strategic efforts of borrowers are socially desirable Ignacio Cofone and 
Kathe rine Strandburg (nt. 103) 4, 22, 26.

107 Generally stressing transparency: The High-Level Expert Group on Artificial Intelligence (nt. 
11) 13.

108 European Parliamentary Research Service (nt. 103) 28.
109 Ignacio Cofone and Katherine Strandburg (nt. 103) 6.
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agree that it is important for a borrower to understand basics of his score, big data 
and the search for novel correlations on the basis of alternative data make this even 
more difficult than conventional scoring.

2.2. Taking Anti-Discrimination Seriously

Finding the right balance between the lender’s freedom of contract and the bor-
rower’s interest not to be discriminated against is a complex endeavor. The U.S. 
ECOA, EU law’s general principles, the EU Charter of Fundamental Rights and EU 
anti-discrimination directives all recognize, in one way or another, that “protection 
against discrimination for all persons constitutes a universal right”.110 In the credit 
scoring context discrimination can cover both, denying credit altogether and setting 
unusual and discriminatory interest rates for certain groups.111 At the same time, it 
is the retail lender’s prerogative to follow his profit-maximizing business rationale. 
An even more intricate tension is created by banking regulatory law. With an eye on 
financial stability, banking law requires many112 lenders to have robust and testable 
procedures in place for assessing the creditworthiness of their borrowers. This serves 
financial stability by keeping financial institution’s risk management in order but 
also by keeping lenders from overselling loans.113 If discriminating against certain 
borrowers reflects existing inequalities and differences in creditworthiness, banking 
regulatory law’s natural response will be to account for these. 

Against this background, it should come as no surprise that the framework of the 
U.S. and the EU legal regime for compliance with anti-discrimination law is brimming 
with nuanced, complex problems. There is the – cultural and historical – decision 
which groups shall be protected. Next, there are complicated issues of intentional 
discrimination as opposed to what the EU calls “indirect discrimination” and what 
the U.S. addresses as “disparate impact”. Furthermore, scoring models which produce 
discriminatory impact may still be justifiable under business rationale exemptions.

2.2.1. The Scope of Protection…

2.2.1.1. …Under EU Law
EU law shields against discrimination in different ways. Fundamental human rights 
are enshrined in general principles of EU law and the Charter of Fundamental Human 
Rights of the European Union.114 EU law principles and the Charter cover actions 

110 Recital (2) Directive 2004/113/EC, recital (3) of Directive 2000/43/EC. 
111 This practice has at times been called “reverse redlining”.
112 The details depend on whether the lender qualifies under legislation requiring specific forms of 

risk modeling, see below 3.1.3.
113 See, for instance, Directive 2014/17/EU of 4 February 2014 on credit agreements for consumers 

relating to residential immovable property.
114 Arguing that the Charter had only a “muted” influence: Angela Ward, The Impact of the EU 

Char ter of Fundamental Rights on Anti-Discrimination Law: More a Whimper than a Bang? 20 Cam-
bridge Yearbook of European Legal Studies 32, 33 (2018).
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by EU institutions but also by Member States applying EU law or transposing EU 
Directives.115 It is important to keep in mind that the ECJ seems open to applying 
fundamental human rights not only “vertically” between private citizen and state (such 
as the U.S., the UK or the German constitutional law tradition), but also “horizon-
tally” between private citizens (such as the French and Italian tradition) – a concept 
called “direct horizontal effect”.116 Whether this line of judicial reasoning is due to 
specificities of the situations under review (mostly in the context of employment) 
or to be understood more generally and whether it shall extend to each of the rights 
protected under the Charter of Fundamental Rights remains to be seen. As to Artt. 
20, 21 of the Charter, its non-discrimination principle, the ECJ has already held that 
this rule is not limited to the relationship between state and private citizen.117 Art. 21 
broadly prohibits “any discrimination based on any ground such as sex, race, colour, 
ethnic or social origin, genetic features, language, religion or belief, political or any 
other opinion, membership of a national minority, property, birth, disability, age or 
sexual orientation”.

In addition to the more general protection of fundamental human rights, EU law 
provides for a number of concrete anti-discrimination Directives, differing accord-
ing to relevant context and protected group.118 Some Directives concern pay, others 
employment issues, social security schemes or self-employment. Some focus on 
gender only, others extend to discrimination more broadly. The anti-discrimination 
Directive most relevant to credit scoring concerns discrimination on the basis of 
gender, race and ethnic origin. Labour, employment and matters of social security 
provide the core scope, but this is understood to include “access and supply of goods 

115 Note that the ECJ has a broad understanding of the Charter´s scope of application. In Judgement 
Åklagaren v. Hans Åkerberg Fransson, Case C-617/10, ECLI:EU:C:2013:105 the court held that the 
Charter required only a topic “connected in part to” an obligation arising from an EU Directive.

116 Most recently: Judgement Cresco Investigation GmbH v Markus Achatzi, Case C-193/17, 
ECLI:EU:C:2019:43; Judgement Max-Planck-Gesellschaft zur Förderung der Wissenschaften eV v 
Tetsuji Shimizu, Case C-684/16, ECLI:EU:C:2018:874; Judgement Stadt Wuppertal v Maria Elisabeth 
Bauer and Volker Willmeroth v Martina Broßonn, Case C-569/16 and C-570/16, ECLI:EU:C:2018:871; 
Judgement IR v JQ, Case C-68/17, ECLI:EU:C:2018:696; Judgement Vera Egenberger v Evangelisches 
Werk für Diakonie und Entwicklung e.V., Case C-414/16, ECLI:EU:C:2018:257; see Aurelia Colombi 
Ciacchi, The Direct Horizontal Effect of EU Fundamental Rights 15 EuConst 294 (2019). Luísa 
Lourenço, Religion, Discrimination and the EU’s General Principles’ Gospel: Egenberger 56 CMLR 
193 (2019).

117 Judgement Egenberger (nt. 116) (discrimination on the grounds of religious belief); Judgement 
Association de médiation sociale v Union locale des syndicats CGT and Others, Case C-176/12, 
ECLI:EU:C:2014:2 (age discrimination). See also Judgement Max Planck (nt. 116) and Judgment Bauer 
(nt. 116) concerning Art. 31 para. 1 of the Charter. For comments see e.g. Aurelia Colombi Ciacchi 
(nt. 116); Luísa Lourenço (nt. 116).

118 Lisa Waddington and Mark Bell, More Equal Than Others: Distinguishing European Union 
Equality Directives 38 Common Market Law Review 587 (2001) – Note that the ECJ in “direct 
horizontal effect” cases tends to refer to the relevant Directive rather than to more general provisions of 
the Charter, see Oliver Mörsdorf, Ungleichbehandlung als Norm. Eine dogmatische Analyse des unional 
determinierten Antidiskriminierungsrechts in Deutschland, 98 et seq. (Tübingen: Mohr Siebeck 2018).
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and services which are available to the public, including housing”.119 The preparatory 
Commission Proposal has explicitly added access to credit.120 A more recent Direc-
tive broadens its regulatory context to include discrimination outside of employment 
and occupation, but it covers discrimination on the basis of gender only.121 This latter 
Directive exemplifies the delicate balance referred to above: Its Art. 3 para. 2 states: 
“This Directive does not prejudice the individual’s freedom to choose a contractual 
partner”. However, it immediately adds the qualifier “as long as an individual’s choice 
of contractual partner is not based on that person’s sex”.

2.2.1.2. … Under U.S. Law
Somewhat comparable to the EU, U.S. law offers constitutional and federal protec-
tions against discrimination. The U.S. constitution’s Fourteenth Amendment guaran-
tees “equal protection of the laws”, referring to the “States”. It has so far been applied 
to state and local governments and, under the framework of the Fifth Amendment, to 
the federal government but not between private citizens.122 The main source of anti-
discrimination law between citizens is the Civil Rights Act of 1964, prohibiting 
discrimination based on race, color, religion, sex, or national origin.

Reacting to discriminatory credit scoring, the Equal Credit Opportunity Act123 
originally covered discrimination based on sex and marital status only but was soon 
amended to encompass other characteristics “which the Committee believes are, and 
must be, irrelevant to a credit judgment”.124 Today, discrimination on the basis of 
“race or color, religion, national origin, sex, marital status, age (provided the applicant 
has the capacity to contract), receipt of income derived from any public assistance 
program or the applicant’s exercise, in good faith, of any right under the Consumer 
Protection Act” is proscribed.

2.2.2. Direct Discrimination/Discriminatory Treatment
A clear-cut case of discriminatory treatment is the decision not to hand out a loan 
exclusively because of a prohibited characteristic. A lender whose scoring model was 
trained to search for data on, for instance, race or gender, and used only variables of 
this kind when deciding on the loan would be violating the law. However, as clear-
cut as this case is, as rarely will we find it in practice.

119 Directive 2000/43/EC of 29 June 2000 implementing the principle of equal treatment between 
persons irrespective of racial or ethnic origin.

120 See COM(1999) 566 final, Proposal for a Council Directive implementing the principle of equal 
treatment between persons irrespective of racial or ethnic origin, 5.

121 Directive 2004/113/EC of 13 December 2004 implementing the principle of equal treatment 
between men and women in the access to and supply of goods and services.

122 U.S. Supreme Court, 17 May 1954, Bolling v. Sharpe, 347 U.S. 497 (1954).
123 The present paper uses ECOA as an illustration. Additionally, The Fair Housing Act, § 42 U.S.C. 

§§ 3601-3619, prohibits discrimination in all aspects of “residential real-estate related transactions”. The 
Home Mortgage Disclosure Act, 12 U.S.C. §§ 2801-2810 requires lenders to disclose information about 
loan applications, rejections and approvals.

124 S. Rep. No. 589, 94th Cong., 2nd Sess. 3.
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A more likely worry are correlation-based inferences connected to membership 
with the protected group.125 Traditionally, we have seen inferences being intentional 
(with “animus”) or intuitive (“implicit bias”), based on cultural stereotypes about 
the relevant group. Eradicating both is what laws on direct discrimination have tried 
to achieve. The added challenge brought about by machine learning is to cope with 
“artifacts of statistical reasoning rather than prejudice”.126 An algorithm will work out 
correlations – which can be more or less narrow – between one (or a set of) variable(s) 
and what the model defines as “success”. Even if we restricted the creditor’s access 
to information about one prohibited variable, the algorithm would be replacing it 
with a different one, correlating (more or less narrowly) with the prohibited one.127 
Anyway, while U.S. ECOA’s legislative history shows that, restriction policies were 
discussed, these have never become part of the law.128 The situation is the same under 
EU law. EU law has, in an employment context, indeed reduced information input. 
An employer may, for instance, not ask a job applicant whether she is pregnant. If 
he does, she may lawfully lie.129 However, no restrictions of this type are in place as 
to lending decisions.

With machine learning the most relevant inferences are not intuitive, but based on 
statistical correlations the algorithm locates in a dataset.130 Feeding the information 
that a credit applicant is female, black, latino or muslim into an algorithm will deliver 
a host of additional characteristics correlating with this variable.131 It is the sheer 
number of possible inferences but also the allure of scientific objectivity which makes 
this problem so pressing: Does intentionally assessing creditworthiness on the basis 
not of a prohibited, but of an additional characteristic violate direct discrimination/
discriminatory treatment rules?132 If so, how narrowly correlated must the additional 
proxy be to raise worries?133

A short technical digression may help to fully comprehend the problem. The granu-
larity of any data set determines the type of information we are able to extract from 
it. If my data set includes only information on gender and race, my credit decision 

125 Inference-drawing has been a troubling issue right after ECOA took effect, see e.g. Gail R. 
Reizenstein, A Fresh Look at the Equal Credit Opportunity Act 14 Akron Law Review 215, 221 (1980); 
for the scale of this problem today see, for instance, Safiya Umoja Noble, Algorithms of Oppression, 
How Search Engines Reinforce Racism, 134 et seq. (NYU Press 2018),

126 Solon Barocas and Andrew Selbst (nt. 31) 671, 688.
127 Talia B. Gillis, False Dreams of Algorithmic Fairness, 68 et seq, available at <https://scholar.

harvard.edu/files/gillis/files/gillis_jmp_191101.pdf> accessed 1 May 2020.
128 Gail R Reizenstein (nt. 125) 215, 221.
129 Michael Kort, Eignungsdiagnose von Bewerbern unter der Datenschutzgrundverordnung 

(DSGVO) NZA-Beilage 62 (2016) on the implications of the GDPR on the “right to lie”.
130 Salon Barocas and Andrew Selbst (nt. 31) 671, 677: “data mining is always a form of statistical 

(and therefore seemingly rational) discrimination” (emphasis in original).
131 Crystal S. Yang and Will Dobbie, Equal Protection under Algorithms: A New Statistical 

and Legal Framework 13 et seq., available at <https://hls.harvard.edu/faculty/directory/11405/Yang/
publications> accessed 1 May 2020.

132 Salon Barocas and Andrew Selbst (nt. 31) 671, 692.
133 See Salon Barocas and Andrew Selbst (nt. 31) 671, 720; and Talia B. Gillis and Jann L. Spiess 

(nt. 11) 459, 475 on difficulties of assessing the contribution of individual variables.
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necessarily turns on that data and will be prohibited. But if my data set consists of 
further variables, machine learning will provide me with correlations between gender, 
race and another variable. Take early ECJ decisions elaborating on the principle of 
indirect discrimination134 as an illustration. These were triggered by labour law cases 
where working conditions were worse for part-time than for full-time employees.135 
Part-time employment turned out to be closely correlated with gender because most 
part-time workers were female. Not allowing them access to certain (yearly) pay-
ments based on the number of work hours, violated equal treatment principles. More 
proxies for gender may be body height or first names. Alternative data searches may 
correlate the type of social media platform used,136 or the most common term entered 
in a google search137 with gender. Yet other correlations may be established for 
educational background, type of job, wealth, income, drug use or unemployment.138

There are different ways in which a lender may intentionally use correlations fur-
nished by machine learning to arrive at a discriminatory result. He may consciously 
look for an “unsuspicious” proxy to rely on. Imagine a creditor who intentionally 
plans to sort out female borrowers but knows that he may not lawfully discriminate 
on the basis of gender. “Masking”139 his loan decision as turning on full-time employ-
ment might seem an appealing strategy to him. As we have seen, with the availability 
of big, alternative data, there are countless proxies of this type, offering a good cor-
relation between – for instance – gender and some other characteristic. While “mask-
ing” as such may not be a new phenomenon, big data mining offers considerably 
more potential “to infer otherwise unseen attributes […], pinpoint reliable proxies […
and…] provide cover for intentional discrimination […] by finding ever more remote 
and complex proxies for proscribed criteria”.140

Another way to use correlations of this type is the inference-drawing we have 
pointed out above. A lender would not be looking for proxies in order to consciously 
hide a prejudiced decision behind an unsuspicious variable. Instead, his genuine con-
cern may be about what belonging to one group – for example: women – based on 
further correlations tells him about that borrower’s prospects for the future. He will 
probably have nothing against women but be worried that being female statistically 
correlates significantly with lower job security. “Being female”, so his argument may 
run, is not why he denies credit, but “low job security” is the triggering variable.141 We 

134 See below 2.2.3.
135 Judgement J.P. Jenkins v Kingsgate (Clothing Productions) Ltd., C-96/80, ECLI:EU:C: 1981:80; 

see also Judgement Andrea Krüger v Kreiskrankenhaus Ebersberg, C-281/97, ECLI:EU:C:1999:396.
136 See Iris Vermeren, Men vs. Women: Who Is More Active on Social Media?, available at <https://

www.brandwatch.com/blog/men-vs-women-active-social-media/> accessed 1 May 2020.
137 For many examples see: Seth Stephens-Davidowitz, Everybody Lies, Big Data, New Data and 

What the Internet Can Tell Us About Who We Really Are (Harper Collins, 2018). 
138 See Crystal S. Yang and Will Dobbie (nt. 131) 1, with the claim that “nearly all algorithmic 

inputs are correlated with race”.
139 The term “masking” is used by Salon Barocas and Andrew Selbst (nt. 31) 671, 692.
140 Salon Barocas and Andrew Selbst (nt. 31) 671, 692.
141 On revisiting “rational racism” in this context: Salon Barocas and Andrew Selbst (nt. 31) 671, 

690.
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will revisit the problem again further down when we discuss the “business necessity 
defense” in the context of indirect discrimination/disparate impact.142 However, while 
the business necessity defense has been well established in disparate impact cases, 
there is no clear rule on the intentional use of a prohibited variable with the sole pur-
pose of learning about further, possibly troubling correlations based on that variable. 

Both strategies, picking proxies and drawing inferences, highlight the impact 
data sets have. Any machine-learning based algorithm has to be trained on a data set 
against which it benchmarks new cases. If my data set excludes female borrowers (or, 
more realistically, overweights male borrowers) the algorithm will be “biased” against 
female borrowers. It will either sort out women entirely or it will attribute special 
weight to gender, thereby making it (much) more difficult for women to obtain credit 
at conditions comparable to men.143 I will investigate further down whether there may 
be a business necessity available to support results of this type.144 For now, the focus 
is on the prejudiced lender who may “knowingly and purposefully bias the collec-
tion of data to ensure that mining suggests rules that are less favorable to protected 
classes”.145 There are good reasons to qualify behavior along those lines as discrimi-
natory. But A.I.-based scoring’s highly technical nature not only diminishes transpar-
ency and accountability. It also makes litigation more difficult because plaintiffs need 
access to and understand the details of both, the model and the training data set. More 
concerns arise when a lender cannot be shown to act knowingly and purposefully, but 
negligently uses data sets of which he knows/should know that they are (especially) 
biased.146 Direct discrimination doctrine, requiring that a decision is reached because 
of the prohibited characteristic, will usually not capture this behavior.

2.2.3. Indirect Discrimination/Disparate Impact
Arguably, indirect discrimination/disparate impact is the more relevant concern when 
assessing algorithmic credit scoring. Under these doctrines, intention to discriminate 
is not a necessary element. Instead, a facially neutral rule or practice is under scrutiny 
because of the real-world effects it triggers when applied to a mixed group, constituted 
of members of a protected class and members of a not protected one. 

The ECJ has early on accepted the principle of indirect discrimination.147 Part-
time employment, as we have seen,148 provides an illustration for this doctrine. If 

142 Below at 2.2.3.2. On the line between direct and indirect discrimination in a similar context 
see: Sandra Fredman, Direct and Indirect Discrimination: Is There Still a Divide? in Hugh Collins and 
Tarunabh Khaitan (ed.), Foundations of Indirect Discrimination Law, 31, 35 (Hart Publishing 2018).

143 Who does not identify as either male or female may not be eligible at all, depending on the algo-
rithm’s programming; see US Ct of Appeals, First Ct., 8 June 2000, Lucas Rosa v. Park West Bank, No. 
99-2309; Katherine M. Franke, Rosa v. Park West Bank: Do Clothes Really Make the Man? 7 Michigan 
Journal of Gender & Law 142 (2001).

144 See below 2.2.3.
145 Salon Barocas and Andrew Selbst (nt. 31) 671, 692.
146 Salon Barocas and Andrew Selbst (nt. 31) 671, 700. On the impact this has in the corporate 

com pliance context see below 3.3.
147 Judgement J.P. Jenkins v Kingsgate (Clothing Productions) Ltd (nt. 135).
148 See above at 2.2.2.
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employers set work conditions differently for part-time employees, women tend to 
be worse off because a higher percentage of part-time workers are female. An “appar-
ently neutral provision, criterion or practice” has the potential of putting the person 
belonging to a protected category “at a particular disadvantage compared with other 
persons”.149 The Court’s jurisprudence has so far applied indirect discrimination doc-
trine to private law Directives most notably on employment law. There is, however, 
no indication that the ECJ would not be ready to apply the doctrine to fundamental 
human rights as well.150

The U.S. Supreme Court, by contrast, does not accept disparate impact theory 
in constitutional law claims,151 but has been open to this doctrine as to housing and 
employment law.152 As to ECOA, some courts and the CFPB have suggested to apply 
disparate impact theory, but no Supreme Court decision is available yet.153 Should it 
apply, the unwanted impact is under U.S. doctrine defined as a “disproportionately 
adverse effect on members of a protected class”.154 

2.2.3.1. How to Assess Adverse Effects
Evaluating a disparate impact situation requires, firstly, to establish that two groups 
were affected in a different way by one rule or practice and, secondly, that the impact 
is “disproportionate” or that it puts the members of one group at “a particular disad-
vantage”. To compare the group members with regard to one variable – for instance 
gender, race or religion – requires forming three groups: Naturally, we need the two 
groups we are interested in, for instance female borrowers and male borrowers. In 
addition, we need a third group, allowing us to gauge the distribution of the charac-
teristic we are interested in – such as female v male in one country’s population or in 
one country’s relevant age group.

Defining the groups to compare can be tricky. There will obviously be a “pre-
ferred” group and a “disadvantaged” group – for instance men and women or cau-

149 EU Directives 2000/43 (Art. 2 para. 2 (b)) and 2004/113 (Art. 2 (b)).
150 See the indication in Judgement IR v JQ (nt. 116), note 69; and Judgement CHEZ Razpredelenie 

Bulgaria AD v Komisia za zashtita ot diskriminatsia. For a debate on German constitutional law 
see Anna Katharina Mangold, Demokratische Inklusion durch Recht, Antidiskriminierungsrecht 
als Ermöglichungsbedingung der demokratischen Begegnung von Freien und Gleichen, 179 et seq. 
(Frankfurt 2016).

151 U.S. Supreme Court, 7 June 1976, Washington v. Davis, 426 U.S. 229, 246-47.
152 The most recent was a dispute under the Fair Housing Act (FHA), Texas Department of Housing 

and Community Affairs v. Inclusive Communities Project, Inc., 135 S.Ct. 2507 (2015). In that decision, 
Justice Anthony Kennedy announced that “antidiscrimination laws should be construed to encompass 
disparate-impact claims when their text refers to the consequences of actions and not just to the mindset 
of the actors, and where that interpretation is consistent with the statutory purpose.”

153 See Federal Reserve, Policy Statement on Discrimination in Lending, 15 April 1994, available 
at <https://www.gpo.gov/fdsys/pkg/FR-1994-04-15/html/94-9214.htm> accessed 1 May 2020; CFPB, 
Bulletin 2012-04 (Fair Lending), 18 April 2012, available at <http://files.consumerfinance.gov/f/201404_
cfpb_bulletin_lending_discrimination.pdf> accessed 1 May 2020.

154 U.S. Supreme Court, 29 June 2009, Ricci v. de Stefano, 557 U.S. 557 (2009); U.S. Supreme 
Court, 8 March 1971, Griggs v. Duke Power Co., 401 U.S. 424; U.S. Supreme Court, 30 March 2005 
Smith v. City of Jackson, 544 U.S. 228.
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casians and blacks. More complicated is the decision on the third group, showing 
the relevant distribution – how high the percentage of females, blacks or latinos is 
in the entire group. While defining the entire group is a key component of the dis-
parate impact exercise, it is also a normative, rather than a statistical problem. In an 
employment context, we could, for instance, focus on “actual” but also on “potential” 
competitors for a job.155 Looking at actual competitors allows the employer drafting 
the job ad to shape the group of applicants, tailoring it towards the gender he prefers. 
Disparate effects will look smaller than if we benchmark against the group of people 
who could have applied for a job advertised as gender-neutral.

When assessing credit scoring for mass retail loans, the relevant entire group could 
be made up of anyone who might “objectively be considered potentially interested”156 
in a loan. This would usually amount to the entire population of a country, except 
minors. A lender’s portfolio would cause a disparate effect if the percentage of 
women, black, latinos etc. were different than the percentage in the entire population 
of that country.

Alternatively, one might argue that discrimination can only occur between “simi-
larly situated” persons.157 This implies carving out a sub-group from the entire coun-
try’s population. The members of this sub-group would have to be similar regarding 
relevant variables such as credit and payment history, collateral, job security and 
the like. Against this background, the benchmark for discrimination would be the 
percentage of women, blacks, latinos in this sub-group of similarly situated people, 
rather than in the entire population. A lender’s portfolio would cause a disparate 
effect only if it diverged from the distribution in the sub-group. Statistics cannot 
answer the question on how to delineate the members of the benchmark group – it is 
a normative issue.158

Once the group which will be considered relevant for understanding the distribu-
tion of the characteristic is fixed, disparate treatment between the members of the 
two groups has to be established. This might be a straightforward exercise – being 
employed or not, having found housing or not. There are clear loan cases, too: being 
eligible for an off-the-rack credit contract or not. Other loan cases will require an 
assessment of pricing: indirect discrimination depends on standardized loans being 
priced differently for the disadvantaged group if compared with the preferred group.

We will then have to settle on a level of outcome disparity we are willing to toler-
ate.159 In some circumstances a fixed number might help. U.S. law has, in an employ-
ment context, relied on the “4/5th rule”.160 Credit scoring agencies more vaguely assert 

155 See the discussion at Jochen Hoffmann, Die Feststellung mittelbarer Diskriminierungen 214 
Archiv für die civilistische Praxis 822, 825 (2014).

156 Jochen Hoffmann (nt. 155) 822, 827.
157 See the discussion at Talia B. Gillis and Jann L. Spiess (nt. 11) 459, 482, 485 et seq.; Talia B. 

Gillis (nt. 127) 89 et seq.
158 Talia B. Gillis and Jann L. Spiess (nt. 11) 459, 486.
159 Salon Barocas and Andrew Selbst (nt. 31) 671, 701.
160 29 CFR § 1607.4(D); see Talia B. Gillis and Jann L. Spiess (nt. 11) 459, 486 footnote 75; Jochen 

Hoffmann (nt. 155) 822, 831; see Nicholas O. Stephanopoulos, Disparate Impact, Unified Law 128 Yale 
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that “frequently this is done through quantitative or statistical analysis”.161 The U.S. 
Supreme Court, in another context, requires “significantly different effects”162 with-
out giving a specific threshold.163 Similarly, the ECJ has asked whether “the statistics 
available indicate that a considerably smaller percentage”164 is concerned. German 
labor law courts check whether the numbers suggest that, in general, it is likely for 
members of one group to be treated less favorably than members of the other group.165 
Even broader, EU Directives do not require statistical proof at all.166 Applying this to 
credit decisions, further thought will need to be given to either settling on a number, 
such as 80%, or else going for a test which requires more substantive weighing along 
the “more likely” or “considerably more” tests.

2.2.3.2. How to Justify Adverse Effects
Having established adverse effects on members of two groups is not the end of a 
disparate impact/indirect discrimination assessment. The U.S. Supreme Court in 
Inclusive Communities has pointed out that “disparate impact liability must be limited 
so employers […] are able to make the practical business choices […] that sustain 
a vibrant and dynamic free-enterprise system”.167 Similarly, EU Directive 2004/113 
stresses that “all individuals have the freedom to contract, including the freedom to 
choose a contractual partner for a transaction”.168 It goes on to acknowledge that an 
individual “may have number of subjective reasons for his or her choice of contractual 
partner”, requiring (in the context of gender discrimination) only that “the choice of 
partner is not based on that person’s sex”.169

This reasoning helps with understanding direct discrimination, prohibiting a con-
scious choice based on a prohibited variable. It is less constructive for a disparate 
impact situation. By definition, disparate impact does not require a choice being based 
on a protected characteristic, but a facially neutral rule. It is triggered as soon as a 

Law Journal 1566, 1612 (2019) for cases where this number does not make sense, e.g. when selection 
rates are low for members of both groups, the difference between them may be more informative or 
when the sample size is small.

161 Policy Statement on Discrimination in Lending, 59 Fed. Reg. 18266, 18268 (15 Apr. 1994) 9.
162 U.S. Supreme Court, 25 June 1975, Albermarle Paper Co. v. Moody, 422 U.S. 405, 425 (1975).
163 See Nicholas O. Stephanopoulos (nt. 160) 1566, 1604, 1612 arguing that a threshold is required 

“in order to direct enforcement efforts towards the more meaningful disparate impacts in American 
society”.

164 Judgement Regina v Secretary of State for Employment, ex parte Nicole Seymour-Smith and 
Laura Perez, C- 167/97, ECLI ECLI:EU:C:1999:60, note 65.

165 Bundesarbeitsgericht, 27 January 2011, 6 AZR 526/09, BAGE 137, 80; see Boris Dzida and 
Naemi Groh, Diskriminierung nach dem AGG beim Einsatz von Algorithmen im Bewerbungsverfahren 
27 Neue Juristische Wochenschrift 1917 (2018).

166 Christine Langenfeld in Grabitz, Hilf and Nettesheim (eds), Das Recht der Europäischen Union, 
Art. 157, note 35 (68th ed., Munich: CH Beck 2019).

167 U.S. Supreme Court, 25 June 2015, Texas Department of Housing&Community Affairs v. 
Inclusive Communities Project Inc. 135 S.Ct. 2507.

168 Recital (14).
169 Recital (14); see Angela Ward (nt. 114) 32, 56.
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disproportionately adverse effect is established. Still, U.S. doctrine seems to require 
a causal connection between the relevant policy and the disparate impact.170 EU law 
is less clear but, overall, hesitates to require causality.171

Irrespective of causality, the law seems, on the one hand, to expect lenders to 
accept a certain loss of profits if these come at the expense of discrimination. On the 
other hand, it is open to the argument that the lender’s business rationale requires 
“living with” discrimination of this type.172 With credit scoring we are looking at an 
especially intricate problem. It is not only the individual lender’s business rationale, 
which could provide an argument for accepting disparate impact. A macro look at 
financial stability may suggest the same.173 Faced with this predicament of competing 
goals, the law could go down a number of different routes.174

We could accept adverse impact as long as it can be established that there is no 
element of circumventing the law and masking prejudice. Disparate impact would 
then be “an evidentiary tool used to identify genuine, intentional discrimination – to 
“smoke out,“ as it were, disparate treatment”.175 Backing up this approach are theories 
of equality which have been termed “formal” or “anticlassificatory”.176 Scholars of 
these schools aim at excluding “artificial, arbitrary, and unnecessary barriers”177 but 
have no further aspirations.

Those not prepared to accept adverse effects, even if there is no allegation of 
hidden prejudice, face more complicated issues. They claim that disparate impact 
worries “about the consequences of […] practices, not simply the motivation”.178 
A discriminatory outcome, for these scholars, is not only questionable as possible 
evidence of hidden prejudice, but “disturbing in itself”.179 Such views are supported 
by further-reaching theories of equality, often addressed as “substantive”, “anti-sub-
ordinative” or “transformative”.180 Along those lines, U.S. scholars have suggested 
that disparate impact’s “essence […] is the removal of obstacles that unjustifiably pre-
vent racial minority members from enjoying the same opportunities as non-minority 

170 See Talia B. Gillis (nt. 127) 51, 81.
171 Robert Rebhahn and Christoph Kietaibl, Mittelbare Diskriminierung und Kausalität 4 Die 

Rechtswissenschaft 373 (2010).
172 On the historical development see Salon Barocas and Andrew Selbst (nt. 31) 671, 702 et seq. 
173 See below 3.1.3.
174 In the context of AI credit scoring Talia B. Gillis and Jann L. Spiess (nt. 11) 459, 470 et seq.; 

Talia B. Gillis (nt. 127) 28 et seq.; in the context of algorithmic assessment more generally Crystal S. 
Yang and Will Dobbie (nt. 131) 7.

175 Ricci v. DeStefano 557 U.S. 595 (2009) (Scalia J., concurring).
176 Discussion in this context at Salon Barocas and Andrew Selbst (nt. 31) 671, 723 et seq.
177 U.S. Supreme Court, Griggs (nt. 154) 432. Note, however, that Griggs goes beyond anticlas si-

fication, see the following footnote.
178 U.S. Supreme Court, Griggs (nt. 154) 432.
179 Cass R. Sunstein (nt. 11), 6.
180 Sandra Fredman, Substantive Equality Revisited 14 International Journal of Constitutional Law 

712, 727, 733, 736, 738 (2016); Substantive Equality Revisited: A Rejoinder to Catharine MacKinnon 
14 International Journal of Constitutional Law 747 (2016).
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members”.181 In the EU gender, rather than race discrimination has so far been the 
most salient concern. A natural consequence for both legislators, under these broader 
theories of equality, is to look out for corrective, redistributive measures.

EU and U.S. law have – for credit-scoring – opted for a middle ground between 
formal/anti-classificatory and substantive/anti-subordinative theories of equality. 
Both legal regimes accept that there can be a business rationale justifying adverse 
effects on members of the disadvantaged group. EU law allows an adverse outcome 
if it is “objectively justified by a legitimate aim and the means of achieving that aim 
are appropriate and necessary”.182 Similarly, U.S. law – in a private litigation con-
text – allows a lender to demonstrate that there was a “business necessity”183 for the 
conduct in question. That necessity has to be “manifest and may not be hypothetical 
or speculative”.184 Relevant factors “could include cost and profitability”.185 If the 
lender has successfully established a business necessity, the plaintiff bears the burden 
of proof to show that an alternative practice could have been used which would have 
produced less discriminatory results.186

Isolating a “legitimate aim” or a “business necessity” for A.I.-based credit scoring 
will often be a straightforward exercise. Lenders will typically point to an assess-
ment of creditworthiness as their goal with the borrower’s probability of default as 
the decisive feature.187 This is well within their discretionary business rationale and, 
furthermore, what lenders are required to do from the regulatory perspective of bank-
ing law.188

Another element when assessing a disparate impact claim is under EU law the 
test for appropriate and necessary means, under U.S. law the test for alternative 
practices with less discriminatory results. Interestingly, applied to credit scoring, 
these tests seem to require basic quality control. Using non-representative, incorrect 
or incomplete data, be this as training data set or as input in the form of information 

181 Quote from Nicholas O. Stephanopoulos (nt. 160) 1566, 1604 who does not necessarily share 
this view; for arguments along this vein Samuel R. Bagenstos, Disparate Impact and the Role of Classi-
fication and Motivation in Equal Protection Law After Inclusive Communities 101 Cornell Law Review 
1115, 1132 (2016); Richard Primus, The Future of Disparate Impact 108 Michigan Law Review 1341, 
1376 (2010).

182 EU Directives 2000/43 (Art. 2 para. 2(b)) and 2004/113 (Art. 2(b)). See Angela Ward (nt. 114) 
32, 56.

183 The “business necessity” was first framed in an employment case, namely U.S. Supreme Court, 
Griggs (nt. 154) 432: “any requirement must have a manifest relationship to the employment in question”. 

184 Policy Statement on Discrimination in Lending, 59 Fed. Reg. 18266, 18268, 15 April 1994, 9.
185 Policy Statement on Discrimination in Lending, 59 Fed. Reg. 18266, 18268, 15 April 1994, 9.
186 Policy Statement on Discrimination in Lending, 59 Fed. Reg. 18266, 18268, 15 April 1994, 

9; Salon Barocas and Andrew Selbst (nt. 31) 671, 701 discussing 42 U.S.C. § 2000e-2(k)(1)(A) on 
employment cases; Talia B. Gillis (nt. 127), 28; see Nicholas O. Stephanopoulos (nt. 160) 1566, 1596 
et seq.

187 More complex questions (outside the scope of this current paper) concern “profitability, beyond 
creditworthiness” (Talia B. Gillis (nt. 127) 15 et seq, 30 footnote 84) and personalized pricing (see 
OECD (nt. 21) 42 et seq).

188 See below 3.1.3. This can be different for employment situations where the legitimate aim of 
finding “a good employee” depends on who gets to define “good”.
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on borrowers, will not constitute an “appropriate” means.189 Using “biased” A.I., 
trained on historical data which does not adequately represent today’s society, is 
inappropriate, too.190 The same is true for models trained on mislabeled examples, 
on insufficiently granular or insufficiently rich datasets,191 for (negligent) mistakes 
in assigning risk scores,192 for insufficient cybersecurity measures193 and for the use 
of “aging computers”194 which are not correctly maintained or updated. If adverse 
effects occur because of insufficient quality on the side of the lender, his justifica-
tion, arguably, fails. 

Regrettably, the answer is not as straightforward if we assume a “no-flaws” model 
has been used.195 Assuming a well-run algorithm correctly reflects discrimination, 
prejudice or inequality, which is not only incorporated in historical data but still 
exists today, its use for predicting creditworthiness will usually be an appropriate 
tool for a lender.196 This is especially unfortunate because, in these cases, algorithms 
“perpetuate discrimination, and […] make discrimination into a kind of self-fulfilling 
prophecy”.197 Further thought will not only have to go into how we may strike the 
balance between the equally compelling goals of honouring a lender’s business ratio-
nale and relieving past discrimination. Even more complex is the tension between 
the macro goals of financial stability, arguing for creditworthiness assessments “as 
of today”, and the competing (macro) goal of creating a dynamic level playing field, 
offering equal chances based on potential rather than status or group.

2.2.4. Second Take Away: Preventing Discrimination
Responsible credit scoring has been defined here as providing a good degree of data 
protection and preventing discrimination. For a basic framework I have explored 
what U.S. and EU laws require. Anti-discrimination law has been the focus of the 

189 Salon Barocas and Andrew Selbst (nt. 31) 671, 686 on problems of representativeness, overre-
presentation at 687, feature selection at 688; Talia B. Gillis (nt. 127) 17 et seq. (“biased measurement”).

190 The High-Level Expert Group on Artificial Intelligence (nt. 11) 17, 18; showing, however, how 
the problem of “bias” goes beyond training data see Karen Hao (nt. 31).

191 Salon Barocas and Andrew Selbst (nt. 31) 671, 681, 684.
192 On an example from health care see Ziad Obermeyer, Brian Powers, Christine Vogeli and Sendhil 

Mullainathan, Dissecting Racial Bias in an Algorithm Used to Manage the Health of Populations 366 
Science 447 (2019) where an algorithm assigned risk-scores on the basis of total health-care costs/year 
which resulted in black people having to be sicker than white people before being referred for additional 
help. The study also evidences how difficult it can be to find the “faulty” variable.

193 The High-Level Expert Group on Artificial Intelligence (nt. 11) 16.
194 Meredith Broussard, Artificial Unintelligence, How Computers Misunderstand the World, 193 et 

seq. (Cambridge, MA: MIT Press 2018).
195 Salon Barocas and Andrew Selbst (nt. 31) 671, 691 et seq.; Talia B. Gillis (nt. 127) 17 et seq. 

(“biased world”); Crystal S. Yang and Will Dobbie (nt. 131) 6.
196 But see Sandra Fredman, The Reason Why: Unraveling Indirect Discrimination 45 Industrial 

Law Journal 231, 235 (2016) arguing that a “foundational premise of anti-discrimination law is that 
merit is equally spread as between white and BME populations”. Applying this to anti-discrimination 
law in a credit/scoring context, the “foundational premise” would have to assume that creditworthiness 
is equally spread as between white and BME populations.

197 Cass R. Sunstein (nt. 11) 509.
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preceding part of this paper. It became clear how both legal regimes distinguish 
direct discrimination/discriminatory treatment from indirect discrimination/dispa-
rate impact. Applying the former to A.I.-based credit scoring raises awareness about 
how algorithms may intentionally be used to mask prejudice. More complex issues 
arise where a lender does not focus on membership in a protected group as such, but 
intentionally draws inferences from this fact. While this problem is not a new one, 
the countless and unanticipated correlations machine learning can produce multiply 
the potential inferences and lend them an allure of scientific objectivity. 

Indirect discrimination/disparate impact highlights how anti-discrimination law 
worries not only about willful unfairness but also about adverse effects produced by 
a facially neutral rule. While the problem has a long history to look back on, tech-
nology has made it more pressing. Because of the enormous number of potential 
correlations between prohibited and non-prohibited variables, “profiting” from a 
facially neutral rule has become more straightforward. Additionally, the quality of – 
seemingly objective and scientifically validated – correlations produced merits closer 
scrutiny. Some of these may be skewed because of a historically biased data set the 
algorithm has been trained on. Others may have defined the proxy they use to assess 
risk in a biased way, yet others may produce distorted outcomes due to insufficient 
granularity of the data used. At the same time, the EU and the U.S. legal regime accept 
broad justifications for adverse effects of this type. Assessing creditworthiness quali-
fies as a legitimate business necessity. Consequently, algorithms which accurately 
reproduce existing bias or inequality may not usually be prohibited under disparate 
impact doctrines.

3. Achieving Responsibility

So far, the focus of this paper has been on understanding two elements of the legal 
framework for responsible A.I.-based scoring: data protection and anti-discrimination 
law. However, legal tools are only as good as the chances that they will be enforced. 
The rest of this paper is devoted to exploring three possible avenues for achieving 
responsible scoring through enforcing legal rules. I turn to public agencies’ compe-
tences first. Secondly, I discuss some possible claims for private plaintiffs. Thirdly, I 
examine whether mechanisms of corporate accountability may contribute to respon-
sible scoring.

3.1. The Public Power to Enforce

One of the most notable differences between EU and U.S. regulation of data protection 
and anti-discrimination concerns the sectoral as opposed to the omnibus approach.198 
A divergence in regulatory authority is the consequence of this, with the EU focus-

198 See above 2.1., 2.2.1.
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ing on substantive concerns, such as data protection, and the U.S. on branches, such 
as lending.

3.1.1. Data Protection
Data-protection, as far as credit scoring is concerned,199 has, in the U.S., been assured 
by FCRA.200 Due to the sectoral approach chosen, enforcement competences are 
granted to agencies supervising financial institutions, instead of one specific data 
protection agency. The Consumer Financial Protection Bureau (CFPB),201 the Federal 
Trade Commission (FTC) and the Office of the Comptroller of the Currency (OCC),202 
enforce FCRA on a federal level. States may enforce FCRA, too, and some have 
their own consumer reporting laws. While it has been claimed that the FTC was not 
especially vigorous in enforcement practices prior to the financial crisis,203 regulators 
seem to have augmented their efforts after 2008.204

The CFPB examines regulated entities for compliance,205 which includes handling 
of personally identifiable information206 and determination of requirements to follow 
in order to facilitate consumer inquiries and complaints.207 It also has rule making 
authority. It issues regulations and can take enforcement actions,208 with its sole focus 
being consumer protection.209 The CFPB can bring civil actions “to impose a civil 
penalty or to seek all appropriate legal and equitable relief including a permanent 
or temporary injunction”.210 Additionally, the CFPB has authority to examine and 
supervise depository institutions and some further financial services companies such 

199 On the FTC’s general authority under the FTC Act, penalizing companies that allow data 
breaches, see: FTC v. LabMD Inc., No. 1:12-cv-3005 (N.D. Ga. Nov. 26, 2012) and LabMD Inc. v. 
FTC, No. 16-16270 (11th Cir. June 6, 2018) and Peter S. Frechette (nt. 43) 101.

200 See above 1.1.1.; criticizing the fragmented approach of U.S. federal and state law: Alexandra P. 
Everhart Sickler, The (Un)fair Credit Reporting Act 28 Loyola Consumer Law Review 238, 252, 255 
(2016); Daniel J. Solove and Woodrow Hartzog, The FTC and the New Common Law of Privacy 114 
Columbia Law Review 583, 602 (2014).

201 Banks, savings associations, and credit unions with total assets of over $10 billion and their 
affiliates, see: <https://www.consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-act.pdf> accessed 
1 May 2020.

202 National banks, federal savings associations, and federal branches and federal agencies of foreign 
banks, see: <https://www.consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-act.pdf> accessed 1 
May 2020.

203 Daniel J. Solove and Woodrow Hartzog (nt. 200) 599 on the FTC then lacking the ability to enact 
substantive privacy rules of its own (in the context not of FCRA but of Section 5, see 15 U.S.C. § 45).

204 Alexandra P. Everhart Sickler (nt. 200) 261.
205 See e.g. CFPB, Supervision and Examination Manual, August 2019, available at <https://files.

consumerfinance.gov/f/documents/cfpb_supervision-and-examination-manual.pdf> accessed 1 May 
2020, Procedures 1, 6, 11 et seq.

206 CFPB (nt. 205) Procedures 26.
207 CFPB (nt. 205) Procedures 29-30.
208 Daniel J. Solove and Woodrow Hartzog (nt. 200) 602 footnote 71.
209 Michael S. Barr, Howell E. Jackson and Margaret E. Tahyar, Financial Regulation: Law and 

Policy, 581 (2nd ed. St. Paul: Foundation Press 2018).
210 12 U.S.C. § 5564.
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as credit reporting agencies as to their compliance with FCRA.211 The relief which 
the CFPB may seek, includes rescission or reformation of contracts, refund of mon-
eys, disgorgement, compensation for unjust enrichment, payment of damages (but 
not punitive), public notification, limits on activities of the relevant institution and 
civil money penalties.212

The EU’s omnibus approach is the reason why banking supervisory authorities 
are not in charge of examining regulated entities for their compliance with data 
protection law. Instead, under Artt. 51 et seq. GDPR general data protection authori-
ties have been established, vested with “powers of investigation, corrective powers, 
sanctions,213 and authorization and advisory powers […] without prejudice to the pow-
ers of prosecutorial authorities under Member State law [and] the power to impose a 
temporary or definitive limitation, including a ban, on processing”.214 Additionally, 
their competences encompass issuing guidelines and adopting binding decisions. 
Member States may grant additional powers to their respective agencies.

Data protection is ensured by each Member State’s independent215 data protec-
tion authority, there is no centralized EU agency. Controlling and processing by EU 
institutions, by contrast, is inspected by the European Data Protection Supervisor.216 
Recognizing the challenges of uniform application across the EU and the difficulties 
which may arise in a cross-border context, the GDPR not only encourages “closer 
cooperation among data protection supervisory authorities to help them exchange 
information and carry out investigations with their international counterparts.“217 It 
has also established the European Data Protection Board, composed of the head of 
one supervisory authority of each Member State and of the European Data Protec-
tion Supervisor. The Commission may attend meetings but has no voting power.218 
The Board shall ensure consistent application which includes issuing guidelines.219

3.1.2. Anti-discrimination Law
Public enforcement of anti-discrimination law in the U.S. follows a pattern similar 
to the enforcement of FCRA. Because the U.S. has opted for a sectoral approach, 
focusing on credit decisions, the authorities which supervise financial institutions, 

211 CFPB (nt. 205); Michael S. Barr, Howell E. Jackson and Margaret E. Tahyar (nt. 209) 588.
212 CFPB (nt. 205) 7; Michael S. Barr, Howell E. Jackson and Margaret E. Tahyar (nt. 209) 590.
213 See Artt. 83-84 on general conditions for imposing fines and penalties.
214 Recital (129) GDPR.
215 Art. 51 para. 1, 52 GDPR.
216 The EDPS is an independent supervisory authority ensuring that privacy of individuals is 

respected when EU institutions and bodies process personal data, see Artt. 52 et seq. of Regulation 
(EU) 2018/1725 of 23 October 2018 on the protection of natural persons with regard to the possession 
of personal data by the Union institutions, bodies, offices and agencies and on the free movement of 
such data, and repealing Regulation (EC) 45/2001 of 18 December 2000 and Decision No 1247/2002/
EC of 1 July 2002.

217 Recital (116) GDPR, see recitals (124) et seq. on establishing a “lead authority” under Art. 56, 
which cooperates with authorities in other Member States according to Artt. 60 et seq.

218 Art. 68 GDPR.
219 Art. 70 para. 1 (d), (f)-(k), (m) GDPR.
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are the natural public enforcement entity. It is again the CFPB which has rulemaking 
and enforcement authority for the Equal Credit Opportunities Act (ECOA).220 The 
Act requires the CFPB to refer matters to the DOJ whenever the CFPB “has reason to 
believe that one or more creditors have engaged in a pattern or practice of discourag-
ing or denying applications for credit in violation of Section 1691(a)”.221 In addition, 
the FTC enforces ECOA and Regulation B which details its application. The FTC 
can, furthermore, enforce any CFPB rule concerning entities within the FTC’s juris-
diction, which includes most providers of financial services which are not banks.222

Enforcing anti-discrimination laws is in the EU the competence of national authori-
ties of each Member State – just like the enforcement of data protection laws.223 
Because these laws have in the EU so far not focused on credit decisions, agencies 
supervising financial institutions have no specific competence in that area.224 Instead, 
each Member State has designated a national equality body responsible for promot-
ing equal treatment.225 Their enforcement competences vary between Member States. 
Some are quasi-judicial bodies which may bring proceedings in their own name,226 
but most focus on informing, conciliating and mediating.227

Under both regimes, there are not yet hard and fast rules on how to assess and 
correct for discrimination when dealing with A.I.-based credit scoring. An emerging 
law & technology literature has started to discuss possible strategies when faced with 
machine-learning algorithms. Restricting the input of prohibited variables and their 
proxies is generally considered not a promising avenue: Machine learning’s distin-
guishing feature is the possibility to come up with numerous correlations to estimate 
statistical probabilities of future behavior or events.228 Prohibiting the input of – for 
instance – data on race or gender and variables closely correlated with these would 
not prevent discrimination. The suppressed information will be contained in numer-

220 On its general authority and relief see above 3.1.1.
221 15 U.S.C. § 1691e (g); CFPB (nt. 205), 9.
222 <https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-enforcement-

activities-under-equal-credit-opportunity-act-regulation-b/p811504_cfpb_ecoa_report_2018.pdf> 
accessed 1 May 2020.

223 See above 3.1.1.
224 See, for instance, the German BaFin insisting that it has its own data protection officer for 

controlling or processing data by BaFin, but does not supervise or examine institutions under BaFin’s 
jurisdiction: <https://www.bafin.de/DE/DieBaFin/GrundlagenOrganisation/Compliance/Datenschutz/
datenschutz_node.html> accessed 1 May 2020.

225 Art. 13 Directive 2000/43/EC. For a list of competent authorities see <http://equineteurope.org/
what-are-equality-bodies/european-directory-of-equality-bodies/> accessed 1 May 2020.

226 See the Austrian “Anwalt für Gleichbehandlungsfragen für Menschen mit Behinderungen” under 
§ 13c para. 3 Bundesgesetz vom 17. Mai 1990 über die Beratung, Betreuung und besondere Hilfe für 
behinderte Menschen (Bundesbehindertengesetz – BBG).

227 The German authority (“Antidiskriminierungsstelle des Bundes”) informs, decides on complaints 
and helps to mediate but may not issue legally binding decisions, see § 27 German General Equal 
Treatment Act (Allgemeines Gleichbehandlungsgesetz); the French “Défenseur des droits”, Art. 71-1 
French Constitution, supports, informs, and may appear before a court in a supporting role.

228 Talia B. Gillis (nt. 127) 52 et seq.; Crystal S. Yang and Will Dobbie (nt. 131) 32 et seq.
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ous other variables the lender might not even be aware of (“redundant encoding”229), 
leading to new correlations which produce an equally discriminatory output.230 The 
suggestion to instead regulate the inner workings of an algorithm has not been met 
with much enthusiasm, either.231 This leaves us with corrective measures on the output 
of A.I.-based scoring. These could take the form of affirmative action or quotas,232 
however, in the face of these options most U.S. scholars point to serious constitutional 
concerns. Softer versions are different forms of output control by regulatory agen-
cies.233 The CFPB has, for instance, issued a “no-action-letter” to a company using 
alternative data and machine learning in credit underwriting and pricing.234 The letter 
required the company agreeing to model risk management and subscribe to a compli-
ance plan assessing the real-world impact of its algorithm. As part of this, the com-
pany compared the outcome according to traditional scoring to the outcome produced 
with the novel algorithm, showing significantly better access to credit for a number 
of groups.235 Additionally, evaluating the outcome of a lender’s algorithm, one might 
consider benchmarking it against a model outcome prepared by the supervisor.236

Some obvious further tests supervisory authorities may run concern the diligence 
with which data has been collected, and its quality assessed, the care which went 
into defining the “success variable”237 and into making sure the algorithm adequately 
predicts what it is supposed to. It has also become clear that while “masking” preju-
dice behind an algorithm may intentionally be done,238 this is, arguably, not so in the 
majority of cases. More often than not, the designers of the algorithm do not realize 
that seemingly innocent choices they made when setting up the model could have dis-
criminatory impact later on. Against that background, some have argued that design-
ers should be able to look at the prohibited variable in order to adjust risk weights.239 

229 Salon Barocas and Andrew Selbst (nt. 31) 671, 691.
230 Talia B. Gillis and Jann L. Spiess (nt. 11) 459, 468; Talia B. Gillis (nt. 127) 52 et seq.
231 Talia B. Gillis (nt. 127) 52 et seq.
232 EU law has traditionally been more open towards quotas than U.S. law. For an illustration see 

§ 5 German General Equal Treatment Act (Allgemeines Gleichbehandlungsgesetz).
233 See below 3.1.3.
234 See <https://www.consumerfinance.gov/about-us/blog/update-credit-access-and-no-action-

letter/> accessed 1 May 2020; discussed at Talia B. Gillis (nt. 127) 92 et seq.
235 See <https://www.consumerfinance.gov/about-us/blog/update-credit-access-and-no-action-

letter/> accessed 1 May 2020; see below 2.1.3.
236 Talia B. Gillis and Jann L Spiess (nt. 11) 459, 481 and Talia B. Gillis (nt. 127) 85 et seq. (“dis-

cri mination stress testing”). Questions concern the options for the designer to react to a negative result. 
While traditional, capital-based stress testing has a clear answer (namely: more capital), how to arrive 
at “less discrimination” (how much?) may be more complicated: how often will a designer be allowed 
to re-run his system through stress-testing? Will a positive stress-test work over time, when machine-
learning may produce different outcomes to the same benchmark model? Will the designer get access 
to the test data?

237 On the difficulties one might encounter here Salon Barocas and Andrew Selbst (nt. 31) 671, 715.
238 See above 2.2.2.
239 See, for instance, Jon Kleinberg, Jens Ludwig, Sendhil Mullainathan and Ashesh Rambachan, 

Algorithmic Fairness 108 AEA Papers and Proceedings 22, 24 (2018) available at <https://www.aeaweb.
org/articles?id=10.1257/pandp.20181018> accessed 1 May 2020 using college admissions and race as 
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Others call for a “fundamental rights impact assessment […] prior to the system’s 
development […] moreover, mechanisms […] to receive external feedback”.240 In the 
same vein, diversity policies as to algorithm designers might be a valuable tool to 
minimize design flaws, if these are rooted in a cultural background.241

3.1.3. Banking Law
The role banking supervisory authorities may play in enforcing responsible A.I.-based 
scoring has to do with the difference between a sectoral and an omnibus approach. 
The former approach, followed by the U.S., assigns these authorities competences 
under FCRA and ECOA, explicitly tailored to the credit and scoring context. The 
latter approach, common in the EU, does not include banking supervisory authorities 
in the enforcement of data protection or anti-discrimination law or more generally in 
examining credit scoring agencies.242 Under this regime, the specific topics of privacy 
and anti-discrimination law as applied to scoring and credit decisions will not usually 
be examined by banking supervisory authorities. Their guiding question is a different 
one: Financial institutions have to monitor their risk exposure and banking supervisors 
make sure they do. EU CRD IV243 requires that “credit-granting is based on sound 
and well-defined criteria”.244 Traditional, internal-rating based systems have been 
scrutinized by regulators, including the “accuracy and consistency of rating systems, 
processes, and the estimation of all relevant risk parameters”.245 To the extent that a 
financial institution includes scores in its risk assessment, their output and the impact 
these have on credit risk assessment will be scrutinised by a banking regulator. More 
importantly, they may generally examine whether the institution has adequate compli-
ance structures in place to follow the relevant law.246 However, because neither data 
protection nor anti-discrimination laws assign specific competences to EU banking 

an example Crystal S. Yang and Will Dobbie (nt. 131) 33 et seq. (“colorblinding-inputs algorithm” at 
33; “minorities-as-whites algorithm” at 35).

240 The High-Level Expert Group on Artificial Intelligence (nt. 11) 15.
241 See The High-Level Expert Group on Artificial Intelligence (nt. 11) 18, 23 and an example where 

a diversity policy might have helped at Ziad Obermeyer, Brian Powers, Christine Vogeli and Sendhil 
Mullainathan (nt. 192) 447.

242 See above 3.1.1., 3.1.2.
243 Directive 2013/36/EU of 26 June 2013 on access to the activity of credit institutions and the pru-

dential supervision of credit institutions and investment firms; for the U.S. see, e.g., Board of Governors 
of the Federal Reserver System, Supervision and Regulation Report, May 2019, pp. 18 et seq; Michael 
S. Barr, Howell E. Jackson and Margaret E. Tahyar (nt. 209) 910 et seq.

244 Art. 79 para. (b) CRD IV.
245 Art. 185 para. 1 Regulation 575/2013 of 26 June 2013 on prudential requirements for credit insti-

tutions and investment firms and amending Regulation (EU) No 648/2012 (CRR).
246 See e.g. § 25a para. 1 s. 1 German Banking Act (Kreditwesengesetz); similarly Basel Committee 

on Banking Supervision, Core Principles for Effective Banking Supervision, 2012, principle no. 26: 
“The supervisor determines that banks have adequate internal control frameworks to establish and 
maintain a properly controlled operating environment for the conduct of their business […] and 
appropriate independent

 
internal audit and compliance functions to test adherence to these controls as 

well as applicable laws and regulations.” Available at <https://www.bis.org/publ/bcbs230.pdf> accessed 
1 May 2020.
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regulatory authorities, they will investigate these only if they have reason to believe 
that a financial institution has behaved improperly.247

If lenders outsource risk assessments to third parties, regulators will, as a minimum, 
examine the “input” such parties deliver. Germany’s BaFin, to provide an illustra-
tion, has explained that, while scores will be considered in the same way as input into 
internal rating systems is being examined, BaFin does not supervise credit scoring 
agencies or approve specific scoring systems.248

It is worth noting that even if EU banking supervisory authorities investigate the 
general lawfulness of behaviour and, in some cases, extend their examination to data 
protection and anti-discrimination, their guiding question will remain risk assess-
ment. Hence, the most immediate link between banking law and responsible scoring 
is the quality of the score. The “science-ish” allure of objectiveness many connect 
with A.I.249 might tempt lenders to take the output at face value. However, it has in 
the course of this paper become apparent that algorithmic scoring has the potential 
for both, delivering more and less accurate creditworthiness assessments. Evident 
requirements for an accurate score include correct and complete data underlying the 
training data set as well as the data on borrowers. This includes labelling examples 
correctly, providing datasets of sufficient granularity,250 updating computers and 
software251 and entering fitting risk scores into the model,252 possibly giving a prob-
ability as to the likelihood of errors.253 Additionally, monitoring will usually require 
reproducibility.254

As to suitable means for investigating the quality of A.I.-based scoring results, 
the legal tech literature has only just started to ponder possible approaches. One 
example are assessments of the type the CFPB has run, checking the real-world 
impact of an algorithm. In that case, the CFPB found that discrimination was lower, 
arguably because the scorer had picked borrowers with good credit risk not eligible 
under inflexible, “old-school” scoring methods.255 Another control mechanism is 
mandated by German tax law for internal revenue offices using algorithm-based risk 
management systems. These are lawful only if they include a random selection of 
cases to be double-checked manually. Blind-testing and double-checking have also 

247 On Germany see BaFin Journal (March 2019), 23, available at <https://www.bafin.de/SharedDocs/
Downloads/DE/BaFinJournal/2019/bj_1903.html> accessed 1 May 2020; Braun in Boos, Fischer and 
Schulte-Mattler (eds), Kreditwesengesetz, § 25a KWG note 39 et seq. (5th ed., Munich: CH Beck 2016).

248 BaFin Journal (nt. 247) 23.
249 See above, Introduction.
250 See above 2.2.3.2.
251 Meredith Broussard (nt. 194) 193 et seq.
252 See above 2.2.3.2., also on the example provided by Ziad Obermeyer, Brian Powers, Christine 

Vogeli and Sendhil Mullainathan (nt. 192) 447.
253 The High-Level Expert Group on Artificial Intelligence (nt. 11) 17.
254 The High-Level Expert Group on Artificial Intelligence (nt. 11) 17.
255 See above introduction and 2.2.3.2. on the example of the CFPB at <https://www.consumerfinance.

gov/about-us/blog/update-credit-access-and-no-action-letter/> accessed 1 May 2020.
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been encouraged in the health care sector as a potential way to discover incorrect risk 
scores which were inadvertently embedded in the model.256

Banking law’s focus on credit risk accounts for the relevance, but also for the limits 
of its contribution towards achieving responsible scoring. This shows most clearly 
where anti-discrimination law is concerned.257 I have outlined further above258 that 
“biased” output by an algorithm may go back to inappropriate training data, reflect-
ing, for instance, historical discrimination which can no longer be observed today. An 
algorithm trained on such data will perform poorly because it inappropriately projects 
the past into the future. By contrast, to the extent that the “biased” algorithm reflects 
today’s world, it is a natural choice for any lender to make use of such models and for 
the banking supervisor to accept this. In the tough decision between predictive power 
and fairness,259 business rationale and anti-discrimination, banking supervisory law 
will often tilt the scales towards entrenching existing inequality. Against this back-
ground, softer mitigating measures such as a requirement to double-check randomly 
selected cases or to compare the scores arrived at by traditional models if compared  
to novel scoring models provide pragmatic steps towards responsible scoring.

3.2. The Private Power to Sue

Enforcement powers of public authorities are in the EU and in the U.S. complemented 
by private enforcement mechanisms. Benefits of private enforcement include greater 
incentives, because private actors profit from success in litigation, and better informa-
tion, given that private plaintiffs are personally involved in the relevant case. Both, 
the U.S. and the EU, provide for rights to get public authorities involved and for 
remedies against the private entities in breach of privacy or anti-discrimination law.260

3.2.1. Data Protection
The EU GDPR grants data subjects a number of rights. Some of these allow to lodge 
a complaint with a public agency, others provide remedies directly against a data 
controller or a processor. Art. 77 GDPR belongs to the former category, requiring 
that a data subject has the right to file a complaint with a supervisory authority. Art. 

256 See above 2.2.3.2. and Ziad Obermeyer, Brian Powers, Christine Vogeli and Sendhil Mullainathan 
(nt. 192) 447.

257 With data protection laws, things are more straightforward. A.I.-based scoring would profit from 
a world without privacy laws in that no possible correlation would be beyond the reach of scorers. 
On the losing end we find not only those who are not comfortable with their data being controlled 
or processed, but also those who end up in the wrong “statistical bucket” (see above “Introduction”). 
The higher the correlation between the relevant variable and the outcome, the lower the incentive for 
the lender to incur the extra cost for double-checking the result (on this point see below 3.3.). What 
distinguishes data privacy from anti-discrimination law is the lack of a “bias” problem. While algorithms 
will often perpetuate past discrimination (see above 2.2.3.2.), no equivalent exists for data protection 
laws. 

258 See above 2.2.3.2.
259 Cass R. Sunstein (nt. 11) 509 et seq.
260 This paper focuses on EU, not Member States law, and on U.S. federal, not state law.
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78 para. 1 requires Member States to provide an effective judicial remedy against 
a supervisory authority’s decision. Para. 2 extends this right to complaining against 
an agency’s inaction for more than three months. As to the latter category of rights 
against a controller or processor, the regulation contains a framework provision (Art. 
79) which guarantees a right to “an effective judicial remedy” against a controller or a 
processor. Chapter III of the GDPR sets out the extensive list of data subjects’ rights. 
These are: the right of access (Art. 15 para. 1), the right of rectification (Art. 16), 
the right to erasure (“right to be forgotten”, Art. 17), the right to restrict processing 
(Art. 18), the right to data portability (Art. 20), the right to object to processing (Art. 
21), and the right to obtain human intervention where decisions are based solely on 
automated processing (Art. 22 para. 3).

Profiting from litigation success will often be most attractive if coupled with a 
financial reward. Art. 82 para. 1 GDPR provides for compensation if a data subject 
has suffered material or non-material damage as a causal result of an infringement 
of the GDPR. A controller involved in processing is liable for any damage caused 
by unlawful processing. A processor is liable for not complying with GDPR rules 
specifically directed to processors or for acting contrary to instructions of the con-
troller, Art. 82 para. 2.

Art. 82 para. 3 refers to burden of proof. A controller or a processor are exempt 
from liability only if they prove that they are “not in any way responsible for the event 
giving rise to the damage”. Scholars are divided between reading this provision as 
mandating fault-based liability with a reversal of the burden of proof or as providing 
for no-fault liability.261 It is undisputed, that liability under this rule not only cov-
ers willful breach, but also any form of negligence.262 Liability may not be excluded 
contractually.263 As to possible damages resulting from data processing, recital (75) 
lists examples such as (material and immaterial) damages resulting from discrimina-
tion, identity theft or fraud, financial loss, processing of data which reveals racial or 
ethnic origin, political opinion, religion or philosophical belief.

FCRA’s rights are tailored to credit reports.264 Whoever uses a credit report to take 
adverse action against a consumer must provide details of the agency that provided 
the information. Additionally, consumers may request file disclosure from a consumer 
reporting agency and ask for their credit score. If a consumer reports incomplete or 
inaccurate information to the relevant consumer reporting agency, this agency must 
investigate the dispute and correct inaccurate data, 15 US.C. § 1681i (a)(5), the same 
goes for furnishers of data, § 1681s-2 (a)(2). Additionally, consumers may put a 
“security freeze” or a fraud alert on their consumer report.

Similarly to their rights under the GDPR, consumers can seek actual or statutory 
damages from consumer reporting agencies and (in some cases) from furnishers of 

261 See Franziska Boehm in Simitis, Hornung, Spiecker gen. Döhmann (eds), Datenschutzrecht, Art. 
82 note 6 (Baden-Baden: Nomos 2019).

262 See Franziska Boehm (nt. 261) Art. 82 note 22.
263 See Franziska Boehm (nt. 261) Art. 82 note 25.
264 See above 2.1.1.; overview at <https://www.consumerfinance.gov/learnmore/> accessed 1 May 

2020.
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consumer reports.265 However, there is neither strict liability under FCRA nor a rever-
sal of the burden of proof. Plaintiffs will need to show the defendant’s violation of 
FCRA and establish a causal relationship between the FCRA violation and the dam-
age suffered, § 1681n, § 1681o.266 Furnisher’s liability is limited to failure to comply 
with the statutory reinvestigation procedure.267

3.2.2. Anti-discrimination
ECOA grants consumers a right to receive a response to their credit application. If 
the application is denied, ECOA requires the lender to give written notification why 
he denied the request. If he suspects he has been discriminated against, the borrower 
may file a complaint with the CFPB.

Civil liability for a violation of ECOA is set out in 15 U.S.C. § 1691e. “Any credi-
tor who fails to comply with any requirement imposed under this subchapter shall be 
liable to the aggrieved applicant”.268 Liability will turn on whether the plaintiff can 
establish that he was discriminated against. While this covers disparate treatment, I 
have above discussed some of the intricacies of establishing a discriminatory treat-
ment claim based on inferences drawn from an algorithm.269 Yet more challenging 
are disparate impact cases. Assuming that courts will accept disparate impact liabil-
ity under ECOA, in most cases a business necessity defense will be available for the 
lender.

Private enforcement of EU anti-discrimination law has largely been left to the dis-
cretion of Member States as long as these provide for efficient, deterrent and appro-
priate sanctions. Most anti-discrimination public authorities in the EU offer citizens 
possibilities to complain against discriminatory treatment and provide information 
and support. Member States may provide claims for damages but EU law, with the 
exception of art. 8 para. 2 of Directive 2004/113/EC,270 does not require them to.271 

3.3. Corporate A.I. Compliance

Lenders will often be corporations. As such, they are the entity against which public 
enforcement sanctions and private litigation will be directed. Corporate structures, 

265 It has been claimed that the statute exempts users from private litigation liability, Alexandra 
P. Everhart Sickler (nt. 200) 266. U.S. tort law accepts causes of action for invasion of privacy. The 
California Privacy Act, Assembly Bill No 375, Chapter 55, provides for civil action for very specific 
cases, namely unauthorized access and exfiltration, theft or disclosure as a result of a business’ violation 
of the duty to implement and maintain reasonable security procedures and practices.

266 U.S. District Court for the Western District of Texas, 18 August 1994, Pettus v. TRW Consumer 
Credit Serv., 879 F. Supp. 695, 698.

267 Alexandra P. Everhart Sickler (nt. 200) 266.
268 15 U.S.C. § 1691e (a).
269 See above 2.2.2.
270 Directive 2004/113/EC covers discrimination on the basis of gender only, see above 2.2.1.1. 
271 Gregor Thüsing (nt. 33) § 21 AGG note 2. German law provides for (material and immaterial) 

damages. Liability is fault-based with a reversal of the burden of proof, however, commentators have 
argued that requiring fault violates EU law, see Gregor Thüsing (nt. 33) § 21 AGG note 42.
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especially compliance mechanisms, have been developed to deal with challenges of 
this kind. In this last section I take a preliminary look at the incentives set by corporate 
accountability in an effort to understand the impact these might have on achieving 
responsible A.I.-based scoring.

A natural starting point is compliance. Under this heading, corporate governance 
theory and practice have developed possible procedures for making sure laws, regu-
lations, standards and internal policies are followed.272 The efforts going into com-
pliance programs have to do with the size of the firm, the magnitude of the threat of 
deterrence and the challenges of making sure rules are being followed.

Against this background, it is likely that lenders and scorers will work on devel-
oping an “A.I.-compliance” system.273 They face enforcement by a variety of public 
agencies, ranging from data protection over anti-discrimination to banking supervi-
sory authorities. The potential for private litigation adds to deterrence. At the same 
time, devising a robust A.I. compliance system faces considerable challenges which 
have become apparent throughout this paper. The breadth of input used by machine 
learning structures is enormous, potentially covering data gathered via social media 
platforms, mobile phones or more traditional databases. Because algorithmic predic-
tions are only as good as the underlying data input, quality control as to such input is 
complex. This holds, firstly, for training data, if incomplete or mislabeled information 
will distort results. Even worse, skewed results of this kind have the potential of being 
perpetuated, as it were, if the algorithm treats them as confirmation of a correlation 
which is incorrect but used as one building block for assessing future cases. Secondly, 
more traditional errors will occur where input data concerning the specific borrower 
is inaccurate, assigning him to the wrong statistical group. If risk weights are entered 
by the designer, rather than solely found by the algorithm, inappropriate risk weights 
may distort the outcome in the same way. Many lenders will outsource parts or all of 
these tasks. The temptation to take at face value any input a lender receives from a 
scorer is considerable, given the allure of scientific objectivity A.I. entails.

The standard of care required when employing A.I. is set by the mix of potentially 
relevant legal rules. Data protection law, as has been shown above,274 revolves around 
a permissible purpose for processing data and for granting access to data subjects. 
The design and quality of the algorithm as such is not addressed by data protection 
law, as long as the required disclosure and rectification of incorrect data is feasible. 
Anti-discrimination law, by contrast, has one obvious requirement for the design 
of scoring algorithms: they may not directly peg a credit decision unto a prohibited 

272 U.S. scholars typically address this issue under the heading of “compliance”. Some speak of a 
“duty of obedience”, see Alan R. Palmiter, Duty of Obedience: The Forgotten Duty 55 New York Law 
School Review 457-478 (2010); German law uses the term “duty of legality”, see Katja Langenbucher 
in Bankgeschäfte zwischen Markt, Regulierung und Insolvenz, Festschrift für Jürgen Lwowski, 333-347 
(Munich: CH Beck 2014).

273 Organizational suggestions at The High-Level Expert Group on Artificial Intelligence (nt. 
11) 25. On data protection and compliance see Stefan Korch and Yannick Chatard, Datenschutz als 
Vorstandsverantwortung 64 Die Aktiengesellschaft 551 (2019).

274 See above at 2.1.
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variable. The extent to which inference-drawing may be legally done is less clear, as 
I have discussed above.275 The same goes for making sure a scoring algorithm does 
not produce disparate impact/indirect discrimination. Compliance departments will 
have to position themselves in these debates in order to give detailed specifications 
to those designing algorithms for them. They will also have to decide if – and in what 
ways – scoring input will be monitored, or double-checked if this task is outsourced, 
and how training data is set up. Additionally, output their A.I.-based scoring produces 
may – or may not – be tested for potentially discriminating against protected groups. 

While compliance is about making sure legal rules are being followed, the efforts 
going into it are, in practice, subject to business considerations. Some of these concern 
the approach a company takes when faced with open textured legal rules, so long as 
no conclusive guidance by courts or regulators is available. Defining “consent” with 
the processing of data a credit scorer may use under the GDPR276 provides an example 
for this. Companies are faced with a new piece of legislation. Regulators will, at best, 
have started to give first guidelines on how to apply the legal rule to specific situ-
ations. Court decisions depend on cases being brought and take time. Against this 
background, it will often be sound management practice to go ahead with a reading 
of the law in line with that company’s strategy, rather than strive for a maximum of 
responsible A.I.-based scoring.

Other business considerations have to do with the cost of monitoring A.I. tools. 
These are available to produce better, but also faster and cheaper decisions. The more 
monitoring is required as to training data, input and output, the more expensive its use 
becomes. Where a lender does indeed suspect that the correlations his scorer furnishes 
may be discriminatory, double-checking will be in order. But it is doubtful whether, 
in the absence of clues, regulators or courts in private litigation will require lenders to 
proactively run tests in order to make sure there is no unobservable bias. This is even 
more so given that a business necessity defense against disparate impact will often be 
available277 and general business judgment rules permit management decisions based 
on adequate information and taken in good faith. Additionally, corporations will have 
to decide on efforts they put into monitoring third parties to which they outsource 
data collection, training or designing algorithms.278

How a corporation’s compliance department deals with uncertainties as to the 
future legal assessment by courts and regulators will interest shareholders, too. From 
their perspective, cases of breaking the law will usually lead to an unwelcome drop 
in stock prices, as illustrated by a recent U.S. case involving a data breach.279 In situa-
tions like these, it is likely that shareholder claims will be brought, based, for instance, 
on a breach of the company’s corporate fiduciary duty280 or on damages caused by 

275 See above at 2.2.2.
276 See above at 2.1.2.
277 See above 2.2.3.
278 Pointing towards accountability: The High-Level Expert Group on Artificial Intelligence (nt. 11) 

17.
279 Chancery Court of Delaware, In re Facebook, Section 220 Litigation, 7 March 2019.
280 Chancery Court of Delaware, In re Facebook, Section 220 Litigation, 7 March 2019.
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reporting material information too late.281 Liability on these grounds will usually 
involve the management board as well. For some, the business rationale behind set-
ting up an A.I. compliance system will be limited to preventing a breach of the law 
along those lines. Others may hope to achieve more. They may wish to avoid a loss 
of market share or reputation with its shareholders in mind, but possibly also with 
stakeholders such as its creditors, current or future employees. Using well-run A.I.-
based scoring systems, backtesting them and ensuring data confidentiality will, for 
those companies, be a marketing asset in its own right.

Predicting how the incentives set by corporate accountability will play out is an 
impossible task. Arguably, we will see companies with a business model resting on 
responsible scoring and others for which this is not the case. For some managers, 
deterrence brought about by the threat of public and private enforcement strategies 
will be considerable. Others may be soothed by the thought of open-textured legal 
rules, broad exemptions and justifications based on business necessities.

3.4. Third Takeaway: Achieving Responsibility

Enforcing the legal framework of responsible scoring has been shown to depend on 
public and private mechanisms and, furthermore, to be shaped by the architecture 
of corporate compliance. Public enforcement differs markedly when U.S. and EU 
authorities are compared. The U.S. has laws tailored to the situation of credit scoring 
and entrusted financial regulators with enforcing these laws. The EU, by contrast, 
follows an omnibus approach, relying on authorities with broad, general jurisdiction, 
irrespective of belonging to the group of regulated financial institutions. 

Private enforcement is a legal instrument employed in both regimes. As to data 
protection, the EU has a generous burden of proof regime in place, less so the U.S. 
Anti-discrimination, by contrast, is in the EU to a large extent entrusted to national 
member states. The U.S. captures damages due to biased credit scoring, but the thresh-
olds for successful claims are considerable. 

It has been suggested here that the use of A.I. will necessitate the development 
of compliance structures, accompanying its use. However, it seems hard to predict 
whether we may understand these as efficient tools towards achieving responsible 
scoring. Some companies will count on marketing their use of well-maintained and 
fair algorithms, others may be content with making sure no legal boundaries are 
crossed.

4. Summary and Next Steps

FinTech has had disruptive effects for many financial industry players. Scoring agen-
cies and lenders are among them. The speed of access to data has been increasing as 

281 See, for instance, LG Stuttgart, 24 October 2018 – 22 O 101/16 10 Zeitschrift für Wirtschafts- 
und Bankrecht 463 (2019), in the context of Volkswagen’s “diesel scandal”.

EBLR_31-4_proof-03.indb   568 16-6-2020   17:02:52



RESPONSIBLE A.I.-BASED CREDIT SCORING [2020] EBLR 569

radically as the decrease of cost involved. In novel “alternative” data, vast amounts 
of previously unanticipated correlations and statistical interrelationships may be 
identified, especially by use of A.I. and, in particular, machine learning. The hopes 
these developments have raised echo the 1950s, where a move away from lending 
based on human judgement and personal relationships gave way to more transpar-
ent assessments of creditworthiness relying on measurable scores. In a similar vein, 
A.I.-based credit scoring has the potential of allowing new groups of borrowers, pre-
viously ineligible for a traditional score, enter the credit market. However, the par-
ticular methodology of evaluating creditworthiness using algorithms has also brought 
about new concerns. If the data reflect inequalities, be they current or historical, or an 
incorrect assessment, due to mislabeling, insufficient granularity or skewed design of 
the algorithm, these flaws will all be amplified via machine-learning. Such amplified 
inequalities may result from the (current or historical) data basis that is being used. 
It may also result from an incorrect assessment inherent in the process. As long as 
A.I.-based scoring uses statistical correlations, credit applicants will be evaluated as 
members of a group rather than on their individual characteristics. Unclear behav-
ioral effects may be triggered, if borrowers feel watched and scored but are unaware 
of the relevant benchmark, because the intransparent design of data-collection and 
correlation-building remains undisclosed to those assessed by it.

This paper has discussed some of the regulatory and legislative challenges A.I.-
based credit scoring entails. The first part develops a framework for what I have 
termed responsible A.I.-based scoring. The second part looks at some enforcement 
options for achieving responsible scoring.

I have defined responsible A.I.-based scoring as achieving a good degree of data 
protection and preventing discrimination. The benchmark used for both are EU and 
U.S. privacy and anti-discrimination laws. The U.S. legal regime follows a sectoral 
approach with both, privacy and anti-discrimination laws being tailored to credit-
scoring. The EU, by contrast, has opted for an omnibus approach to data protection 
and a quite generic regime for anti-discrimination. Despite this difference in the con-
ceptual legislative approach, main concerns are similar. Both regimes have to decide 
when a borrower has consented to his data being furnished to a third party – under 
the EU regime the need to consent kicks in even earlier, namely whenever data is 
being collected or processed. Additionally, both regimes grapple with the extent of 
transparency required. Lenders point out that disclosing details of a scoring algorithm 
would allow borrowers to game the system. Borrowers are worried that they are not 
aware of what type of behavior will be relevant for assigning them to their statisti-
cal group. As to discrimination, again, the U.S. and the EU face analogous worries. 
Direct discrimination, in the form of willful “animus”or implicit bias, will be rare in 
A.I.-based credit scoring if understood as intentionally linking the prohibited char-
acteristics (such as “race”) and the outcome (such as “high risk”). It will be more 
troubling to look at inferences drawn on the basis of belonging to a statistical group, 
if this correlates significantly with a prohibited characteristic. Arguably, indirect 
discrimination/disparate impact is of even more practical importance. A.I.-based 
credit scoring may lead to a discriminatory outcome once the relevant groups to be 
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compared and the level of intolerable outcome disparity have been defined. In this 
situation both, the U.S. and the EU legal regime ask whether there is an appropri-
ate business rationale justifying the disparate outcome. Weighing and balancing the 
interests of the parties, the lender will point to laws which prohibit discrimination in 
general and – in the case of the U.S. – apply specifically to credit scoring. The bor-
rower will claim that even if indirect discrimination doctrine holds for credit scoring 
(which is not beyond doubt in the U.S.) it will not only be his prerogative to follow 
perceived business needs, but also an imperative of financial stability to reflect exist-
ing differences in creditworthiness.

Against this background, the second part of the paper has discussed public and 
private enforcement as well corporate A.I. compliance. I have given an overview on 
public authorities’ jurisdiction and on the tools at their disposal under U.S. and EU 
Law. The difference of a sectoral versus an omnibus approach between the EU and the 
U.S. accounts for a fundamental disparity of jurisdiction. While financial supervisors 
examine data protection and discrimination as to credit scoring in the U.S., both areas 
of the law are entrusted to general public authorities (not restricted to supervising 
the financial industry) in the EU. Financial supervisors will focus exclusively on the 
quality of the scoring input. Private enforcement is available under both legal regimes 
for privacy breaches and for discriminatory measures. However, thresholds for suc-
cess in private litigation are considerable. Comparing the two regimes, the odds for 
the plaintiff are slightly better in the EU. This is due to a reversal of burden of proof 
in data protection litigation. Additionally, it has in the EU not been contested that 
indirect discrimination doctrine will apply to credit scoring. The second part of this 
paper concluded with corporate A.I. compliance. I submitted that many companies 
will take steps towards establishing a compliance regime, which will often include 
monitoring the quality of A.I.-based credit scoring. However, because the legal frame-
work for responsible scoring today is relatively vague and open-textured, managerial 
discretion for business judgments is broad.

The paper has suggested a first and tentative framework. Further thought and 
research will have to go into refining both, the definition for responsible scoring 
and the legal tools for achieving it. Data protection laws, especially the EU GDPR, 
are in need of clear guidelines for when consent is given, when processing of data 
is necessary and – in the case of the U.S. – when data may lawfully be furnished to 
third parties. Anti-discrimination laws are faced with fundamental questions any 
theory of equality has to answer: Is discrimination prohibited (only) because it is a 
display of irrational prejudice at the expense of a protected group? This would not 
concern A.I.-based scoring as long as it appropriately and comprehensibly reflects 
existing inequality. Alternatively, do anti-discrimination laws entail a “transformative 
potential”,282 intended to (also) righten past wrongs? The use of A.I.-based scoring 
would then be subject to fairness constraints, even if this entailed a trade-off with 
the score’s accuracy (assuming a “no-flaws”-algorithm).283 The conflict between 

282 See above 2.2.3.1.
283 Cass R. Sunstein (nt. 11) 8; Crystal S. Yang and Will Dobbie (nt. 131) 17 et seq.
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fairness and accuracy is not confined to what are considered more traditional areas 
of anti-discrimination law, but will have to be addressed by banking law as well. 
Furthermore, corporate and criminal law with accompanying compliance structures 
may provide meaningful tools for achieving responsible A.I.-based scoring if this is 
understood as an asset in itself, reaching beyond mere conformity with privacy and 
with anti-discrimination laws.
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Cuomo questions why school buildings still 
exist — and says New York will work with 
Bill Gates to ‘reimagine education’ 
Teachers criticized the partnership 
New York Gov. Andrew M. Cuomo during his daily news conference Tuesday. (Screenshot by 
The Washington Post)  
 
 
By  
Valerie Strauss 
May 6, 2020 at 3:42 p.m. EDT 

(Update: Comment from Gates foundation) 

New York Gov. Andrew M. Cuomo (D) rocked the education world — and drew strong criticism 
from teachers and others — by questioning why school buildings still exist and announcing that 
he would work with Microsoft founder Bill Gates to “reimagine education,” with technology at 
the forefront. 

Cuomo, who in the past has angered educators by supporting controversial Gates-funded school 
reforms, said Tuesday that the coronavirus pandemic offers an opportunity to change how 
students are educated, and he called Gates “a visionary” whose “thoughts on technology and 
education” should be advanced. The Bill & Melinda Gates Foundation has spent billions of 
dollars on education reform projects it has conceded did not work as hoped. 

“The old model of everybody goes and sits in the classroom, and the teacher is in front of that 
classroom and teaches that class, and you do that all across the city, all across the state, all these 
buildings, all these physical classrooms — why, with all the technology you have?” Cuomo said 
at Tuesday’s coronavirus response news conference. 

He showed a slide with questions about how technology can transform education, which it has 
failed to do so far despite the promises of its supporters. And he said a panel of experts would be 
convened to find a way forward with education and other issues. On Wednesday, he tapped 
another billionaire, former Google chief executive Eric Schmidt, to lead his new blue-ribbon 
commission to “reimagine” New York state. 

The coronavirus pandemic — which shut down schools around the country and put millions of 
students and teachers online for remote education — has, he said, shown just how unprepared the 
country was for such a transition. 

https://www.washingtonpost.com/people/valerie-strauss/
https://www.washingtonpost.com/people/valerie-strauss/
https://www.washingtonpost.com/people/valerie-strauss/
https://www.washingtonpost.com/health/2020/02/28/what-you-need-know-about-coronavirus/?itid=lk_inline_manual_5


“When does change come to a society? Because we all talk about change and advancement, but 
really we like control, and we like the status quo, and it’s hard to change the status quo,” he said. 
“But you get moments in history where people say, ‘Okay, I’m ready. I’m ready for change. I get 
it.’ I think this is one of those moments. And I think education, as well as other topics, is a topic 
where people will say, ‘Look, I’ve been reflecting, I’ve been thinking, I learned a lot.’ We all 
learned a lot about how vulnerable we are and how much we have to do, and let’s start talking 
about really revolutionizing education. And it’s about time.” 

Cuomo’s comments drew immediate rebuke from teachers and others who have lived through 
Gates-funded education reforms, which critics say have harmed public schools because they 
were unworkable from the start and consumed resources that could have been better spent. 

There was, for example, the Common Core State Standards, which were developed and 
implemented with Gates Foundation money and which were rushed into classrooms in New 
York without sufficient time for training and curriculum development. And there was the effort 
to evaluate teachers by the standardized test scores of their students, with methods that resulted 
in New York and other states’ teachers being evaluated by students they did not have and 
subjects they didn’t teach. A major report on effects over six years of the foundation’s Intensive 
Partnerships for Effective Teaching (IP) initiative, which had as a key feature teacher evaluation 
systems similar to New York’s, found the IP project did not improve either student achievement 
or the quality of teachers — and did more harm than good. 

How the Gates Foundation could have saved itself and taxpayers more than half a billion dollars 

Asked about the new initiative, the Gates foundation said in a statement on Wednesday: “The 
foundation is specifically supporting this effort by recommending education experts who can 
help advise and inform this work across a range of topics. We believe that teachers have an 
important perspective that needs to be heard and should be represented on this panel. The 
foundation is also contributing our own insights from years of working with partners in New 
York state and across the country. One of those insights is how technology can enhance teaching 
and be a tool for teachers as they apply their craft.” 

New York State United Teachers President Andy Pallotta rejected Cuomo’s remarks, saying in a 
statement, “If we want to reimagine education, let’s start with addressing the need for social 
workers, mental health counselors, school nurses, enriching arts courses, advanced courses and 
smaller class sizes in school districts across the state. Let’s secure the federal funding and new 
state revenues through taxes on the ultrawealthy that can go toward addressing these needs. And 
let’s recognize educators as the experts they are by including them in these discussions about 
improving our public education system for every student.” 

Kathleen Elliott-Birdsall, a teacher at Smith Intermediate School in Cortland, said she “very 
nearly became apoplectic” when she heard about Cuomo’s plan to work with the Gates 
Foundation to “reimagine education.” 

She cited what she called “the mess Gates made with Common Core” and said this about her 
governor: “Andrew Cuomo does not value teachers. He did not include any K-12 educators on 

https://www.rand.org/content/dam/rand/pubs/research_reports/RR2200/RR2242/RAND_RR2242.pdf
https://www.rand.org/education/projects/evaluating-teaching-effectiveness/about.html
https://www.rand.org/education/projects/evaluating-teaching-effectiveness/about.html
https://www.washingtonpost.com/news/answer-sheet/wp/2018/07/17/how-the-gates-foundation-could-have-saved-itself-and-taxpayers-more-than-half-a-billion-dollars/?itid=lk_interstitial_manual_16
https://www.nysut.org/news/2020/may/media-release-schools
https://www.nysut.org/news/2020/may/media-release-schools


his panel for reentry [from coronavirus closures]. I find it incredible that he asks Bill Gates, a 
man who has disrupted education in so many ways, to develop a plan. Why not ask teachers, 
those of us in the front lines, for input?” 

And there was plenty on Twitter, including this: 

Education and student privacy activist Leonie Haimson cited the inBloom fiasco as one of the 
failed education initiatives from the Gates Foundation. She co-led a successful effort to stop a 
$100 million cloud-based system — largely funded by the Gates Foundation and operated by a 
nonprofit organization, inBloom — that contained detailed personal information about millions 
of students. During the fight, Cuomo said massive student data collection was “necessary” and 
kept New York in the initiative longer than most other states that were involved. 

Bill and Melinda Gates said in their foundation’s irony-rich 2020 annual letter that they were 
skeptical of billionaires trying to use their own money to shape public education policy. Yet they 
spent part of their fortune trying to shape public education policy, successfully leveraging public 
funding to support projects they thought were worthwhile. 

These are the questions Cuomo said would be considered as New York state and the Gates 
Foundation consider the future of education: 

• How can we use technology to provide more opportunities to students no matter where 
they are; 

• How can we provide shared education among schools and colleges using technology; 
• How can technology reduce educational inequality, including English as a new language 

students; 
• How can we use technology to meet educational needs of students with disabilities; 
• How can we provide educators more tools to use technology; 
• How can technology break down barriers to K-12 and Colleges and Universities to 

provide greater access to high quality education no matter where the student lives; and 
• Given ongoing socially distancing rules, how can we deploy classroom technology, like 

immersive cloud virtual classrooms learning, to re-create larger class or lecture hall 
environments in different locations? 

Here’s exactly what Cuomo said on Tuesday about the new education initiative: 

And one of the areas we can really learn from is education. We’ve all been talking about tele-
education, virtual education, remote education, and there’s a lot that can be done. The old model 
of everybody goes and sits in the classroom, and the teacher is in front of that classroom and 
teaches that class, and you do that all across the city, all across the state, all these buildings, all 
these physical classrooms — why, with all the technology you have? And we’ve been exploring 
different alternatives with technology. We have classrooms in this state that have technology 
where they’re talking to students on Long Island with a teacher from Staten Island, with students 
from around the world, participating with technology, hearing that one teacher. And if you look 
at the technology, it looks like all these different students are in one classroom. 

http://www.washingtonpost.com/blogs/answer-sheet/wp/2013/06/09/privacy-concerns-grow-over-gates-funded-student-database/?print=1&tid=lk_inline_manual_2&itid=lk_inline_manual_2&itid=lk_inline_manual_27
https://www.washingtonpost.com/news/answer-sheet/wp/2014/01/03/student-privacy-concerns-grow-over-data-in-a-cloud/?itid=lk_inline_manual_27
https://www.gatesnotes.com/2020-Annual-Letter?WT.mc_id=20200129100000_AL2020_GFG-ORG_&WT.tsrc=GFGORG


All right, well, let’s learn from that and let’s learn from this experience. We did a lot of remote 
learning. Frankly, we weren’t prepared to do it. We didn’t have advanced warning, but we did 
what we had to do and the teachers and the education system did a great job, but there’s more we 
can do. We’re still working on providing some students with the technology, with the tablets, et 
cetera. Some teachers needed training, they weren’t ready for it. Well, let’s take this experience 
and really learn how we can do differently and better with our education system in terms of 
technology and virtual education, et cetera. 
And that’s something we’re actively working on through this process. So it’s not about just 
reopening schools, when we are reopening schools, let’s open a better school and let’s open a 
smarter education system. And I want to thank the Bill and Melinda Gates Foundation. We’ll be 
working with them on this project. Bill Gates is a visionary in many ways and his ideas and 
thoughts on technology and education, he’s spoken about for years, but I think we now have a 
moment in history where we can actually incorporate and advance those ideas. 
When does change come to a society? Because we all talk about change and advancement, but 
really we like control, and we like the status quo, and it’s hard to change the status quo. But you 
get moments in history where people say, “Okay, I’m ready. I’m ready for change. I get it.” 
I think this is one of those moments. And I think education as well as other topics is a topic 
where people will say, “Look, I’ve been reflecting, I’ve been thinking, I learned a lot.” We all 
learned a lot about how vulnerable we are and how much we have to do, and let’s start talking 
about really revolutionizing education. And it’s about time. 
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By  MICHAEL LIEDTKE AP Technology Writer
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ABC News Live

24/7 coverage of breaking news and live events

FILE - In this April 23, 2020 file photo, members of the Vermont House of Representatives convene in a
Zoom video conference for its first full parliamentary online session in Montpelier, Vt. Zoom Video
Communications is rapidly emerging as the latest internet gold mine as millions of people flock to its
conferencing service to see colleagues, friends and family while tethered to their homes during the pandemic.
The release Tuesday, June 2, 2020 of the once-obscure company's financial results for the February-April
period provided a window into the astronomical growth that has turned it into a Wall Street star. (Wilson
Ring/Zoom via AP, File)
undefined The Associated Press

VIDEO LIVE SHOWS 2020 ELECTIONS CORONAVIRUS LOG IN
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