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THE PRINCIPAL’S GUIDE TO  
UNDERSTANDING FERPA: 

The Family Educational Rights  
and Privacy Act 



OVERVIEW 

I. What is FERPA? 

II. What rights does FERPA provide? 

III. What information does FERPA protect? 

IV. What are my specific duties, as principal, under 
FERPA? 

V. How can I ensure my school is FERPA-compliant? 
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OBJECTIVES 

1. Understand what FERPA is and what rights it grants. 

2. Be able to distinguish what information may be disclosed 
with and without consent under FERPA. 

3. Identify your responsibilities as administrator to ensure 
your school complies with FERPA. 

4. Feel more comfortable disseminating information about 
FERPA to your staff. 
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By the end of these slides, you should: 

Save this file for your records to refresh 
your knowledge and the access links and 
resources included inside! 



WHAT IS FERPA? 
T H E  B A S I C S  
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In this section… 
 

What is FERPA? 
Who is granted rights under FERPA? 
Who enforces FERPA? 
 Is my school subject to FERPA? 
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WHAT IS “FERPA?”  
 

FAMILY  
EDUCATIONAL  
RIGHTS &  
PRIVACY  
ACT  

FERPA =  



• FERPA is a federal law that protects the 
confidentiality of student education records.  

• Schools must adopt procedures to comply with 
FERPA.  

• As principal, it is important to understand 
FERPA’s requirements and how they affect 
school administration. 
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THE BASICS What is FERPA? 

FERPA is a federal law, provided in Title 20 of the United States Code 
(U.S.C.). There are also federal regulations regarding FERPA, provided in 
Title 34 of the Code of Federal Regulations (C.F.R).  Both the statutory 
text and regulations of FERPA are helpful to understand how to comply 
with its provisions! 

http://uscode.house.gov/view.xhtml?path=/prelim@title20/chapter31/subchapter3/part4&edition=prelim#1232g_1
http://www.law.cornell.edu/cfr/text/34/part-99


• Parents. 
 

• Rights transfer to students when they turn 18 
years old OR attend a postsecondary institution 
(“eligible students”), but… 
 

• Parents who claim children as dependents on their 
taxes retain their rights. 
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Who is granted rights under FERPA? 

General Rules of Thumb 
Parents have FERPA rights unless their adult child 
is not claimed as their dependent. 
 
 
 

Students 18+ have FERPA rights. 

THE BASICS 



• FERPA is administered by the Family Policy 
Compliance Office (FPCO) in the Department of 
Education.  

 

• If a parent or eligible student files a FERPA 
complaint against your school, the FPCO may 
investigate your school’s procedures to determine 
what action should be taken. 
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THE BASICS 

In the event of a violation, the FPCO will 
inform your school of the steps it must take 
to comply with the law. 

Who enforces FERPA? 



• FERPA applies to all schools that receive 
federal funding for any program 

administered by the Dept. of Education. 
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THE BASICS 

If your school is a public school or 
receives federal funding for 
programs, FERPA applies! 

Is my school subject to FERPA? 



WHAT RIGHTS DOES  
FERPA PROVIDE? 
A  G U I D E  T O  F E R P A ’ S   

E S S E N T I A L  R E Q U I R E M E N T S  
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In this section… 
 

 Rights granted under FERPA 
 Your school’s obligations to ensure these 

rights 
 
 



WHAT RIGHTS DOES FERPA PROVIDE? 

FERPA gives parents (and eligible students) the right to: 
 

1. Consent to the disclosure of personally 
identifiable information from education 
records, except as required by law; 

2. Review and inspect student education 
records; and 

3. Request correction of these education 
records. 
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WHAT RIGHTS DOES FERPA PROVIDE? 

FERPA 
REQUIREMENT:  

YOUR SCHOOL MUST: 
 

• Obtain written permission before releasing PII from a 
student’s education record.* 
 

• Send annual notice to parents/eligible students on 
what constitutes directory information. 

 

• Ensure your school only employs third-party service 
providers that securely protect student data. 

 

1. Right to CONSENT to DISCLOSURE of 
personally identifiable information (PII). 

12 *Unless the recipient is the eligible student, or his or her parent! 



WHAT RIGHTS DOES FERPA PROVIDE? 

 

 

YOUR SCHOOL MUST: 
 
 

 Designate an officer responsible for responding to 
parent/eligible student requests. 

 

 Respond to requests within 45 days of receipt. 
 

 Allow access to records or provide copies of records 
(if access isn’t feasible). 

2. Right to INSPECT & REVIEW student’s 
education records maintained by the school. 
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FERPA 
REQUIREMENT:  



YOUR SCHOOL MUST: 
 

 Evaluate requests to amend records 
 

 Amend records, if appropriate, or… 
 

 Hold a formal hearing if school denies request 
  

(If request is denied after hearing)  

 Allow parent/eligible student to add a statement 
within the record setting forth his or her view about 
the contested information. 
 

 
 

3. Right to REQUEST CORRECTION of records 
they believe are inaccurate/misleading. 

14 

WHAT RIGHTS DOES FERPA PROVIDE? 

FERPA 
REQUIREMENT:  



WHAT INFORMATION DOES 
FERPA PROTECT? 
H O W  T O  D E T E R M I N E  W H A T ’ S   

C O V E R E D  U N D E R  F E R P A  
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In this section… 
 

 Overview of FERPA-protected information 
What are “education records?” 
What is “directory information?” 
What rules govern disclosure of education 

records? 
 
 



WHAT INFORMATION DOES FERPA PROTECT? 

FERPA prevents disclosure of information 
from a student’s “education record,”  
 
 

but doesn’t prevent disclosure of “directory 
information.” 

In the following slides, you’ll learn the difference 

between education records and directory information. 
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EDUCATION RECORDS are… 
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Records directly related to a student that are  
• maintained by the school, or  
• maintained by a third-party vendor, on behalf of  

the school. 
 

FERPA prohibits release of education records  
without consent of parents or the eligible student. 

Check the Text!  
See the definition of “education records” 
in the text of FERPA. 

Any vendor your school uses that collects and stores 
student information/data, purposefully or incidentally. 
• Ex: data-hosting services, online learning programs 



Your school MUST keep information in a student’s 

education record confidential and secure. 
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• Student grades 

• Immunization & health records maintained by the school 

• Disciplinary records 

• Student progress reports 

• Academic or physical testing results 

• Grade point average 

• Attendance records 

EXAMPLES OF EDUCATION RECORD INFORMATION: 



• Private records kept in the sole possession of the teacher (or 
substitute) for memory purposes. 
 

• Law enforcement or campus security records created and 
maintained solely for law enforcement reasons. 
 

• Employment records (unless employment is contingent upon 
enrollment and attendance) 
 

• Alumni records 
 

• Grades on peer-graded papers before they’re recorded 
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INFORMATION that ISN’T IN AN “EDUCATION RECORD” 

Check Out the Text!   
FERPA lays out exactly what ISN'T part of the "education record."  
Also, check the federal regulations for even more information 
regarding the FERPA definition of “education records.” 

http://www.law.cornell.edu/uscode/text/20/1232g#a_4_B
http://www.law.cornell.edu/cfr/text/34/99.3#b_1


 Log of student’s 
disciplinary history 

 Student’s health 
records created by 
school nurse 

 Teacher’s written notes 
for own use 

 Records kept by 
campus security re: 
vandalism incident 

 Teacher’s gradebook 
 

 

 Student transcript 
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“EDUCATION RECORDS” 

KNOWLEDGE CHECK: Education Record? Yes or No 

 No 

 No 

 Yes 

 Yes 

How did you score? 
Remember: 

• Education records are 
records directly related 
to the student. 

 

• Records created by law 
enforcement for law 
enforcement aren’t 
education records. 

 

• A teacher’s personal 
notes aren’t education 
records, but his or her 
gradebook is. 

 Yes 

 Yes 



WHAT INFORMATION IS PROTECTED UNDER FERPA? 

CHECK YOUR KNOWLEDGE 

A teacher sees or hears a couple of students fighting in the hall, and 
his or her knowledge of the events only comes from this direct 
observation. 
 

Does FERPA govern disclosure of what he or she saw? 
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ANSWER 

No, FERPA does not prohibit a school official (here, the teacher) from 

disclosing information he or she witnessed. Direct observations aren’t 
part of a student’s education record. 

 
• A school official may disclose what he or she overheard to 

appropriate authorities, including disclosing the information to 
local law enforcement, other school officials, and parents. 

 

• If that information is included in the student’s disciplinary record 
after the teacher reports it, then it becomes part of that student’s 
education record. 
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WHAT INFORMATION IS PROTECTED UNDER FERPA? 
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FERPA prohibits the release 
of “personally identifiable 
information” contained in a 
student’s education record, 
unless it is directory 
information… 

PERSONALLY IDENTIFIABLE 
INFORMATION 

Information that, alone or in combination, would generally 
allow a person in the school community to identify a 
student with reasonable certainty. 



DIRECTORY INFORMATION is… 

Personally identifiable information that is not 
generally considered harmful if disclosed.  

• FERPA allows schools to disclose this 
information without consent, as long as they 
provide public notice to families that explains 
what types of information the school has 
designated as “directory information.” 
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Check the Text!  
See the FERPA text regarding what is 
“directory information.” 

http://www.law.cornell.edu/uscode/text/20/1232g#a_5


• student’s name 

• address 

• telephone number 

• date of birth 

• major field of study 

• participation in officially 

recognized 

activities/sports 

• weight & height of 

athletic team members 

• dates of attendance 

• degrees/awards received 

• most recent previous 

educational institution 

attended by student 

• e-mail address 

• place of birth 

• photograph 

• grade level 

• enrollment status  
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COMMON EXAMPLES OF “DIRECTORY INFORMATION” 



YOUR SCHOOL MUST: 
 

 Send annual notice to parents/eligible students that  

 explains they have a right to refuse to allow the school 
to designate any/all of these categories as their directory 
information, and  

 gives a reasonable period of time for this refusal before 
any directory information is disclosed. 
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“DIRECTORY INFORMATION” 

NOTE! 

Notice may take many forms−a letter, section of a handbook, 
in summer mailings−as long as it gives families adequate time 
to respond before any directory information is disclosed! 

Click here for the FPCO’s “Model Notice for Directory 
Information,” an example of the annual notice sent to families. 

http://www2.ed.gov/policy/gen/guid/fpco/ferpa/mndirectoryinfo.html


“DIRECTORY INFORMATION” 
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Designating directory information categories (and providing 
clear and adequate notice) allows your school to celebrate your 
students in playbills, rosters, or in your local newspaper 
without violating FERPA! 



EDUCATION RECORDS 

Information directly related to 
a student and that is 
maintained by the school, or a 
party acting on the school’s 
behalf. 

 
 

DIRECTORY INFORMATION 
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A RECAP: WHAT INFORMATION DOES FERPA PROTECT? 

Information, designated 
through notice by the school, 
that would not generally be 
considered harmful if an 
invasion of privacy occurred. 

 
 MAY NOT  

be disclosed  
without consent. 

MAY  
be disclosed  

without consent 

But, there are some special circumstances that allow 
disclosure of education records without consent… 
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Check the Text!  
See the full FERPA text regarding when disclosure of 
education records is permitted. 

DISCLOSURES 

http://www.law.cornell.edu/uscode/text/20/1232g#b_1
http://www.law.cornell.edu/uscode/text/20/1232g#b_1
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SPECIAL CIRCUMSTANCES for  
DISCLOSURE OF EDUCATION RECORDS 

• School officials with legitimate educational interests; 
• Other schools to which a student is transferring; 
• Specified officials for audit/evaluation purposes; 
• In connection with financial aid to a student; 
• Accrediting organizations; 
• To comply with judicial orders/subpoenas; 
• Appropriate officials in health/safety emergencies 
• State & local authorities pursuant to State law 

Check Out the Text!   
In addition to the text of FERPA, see the federal regulations 
for more help determining when records may be disclosed. 

http://www.law.cornell.edu/cfr/text/34/part-99/subpart-D


WHAT ARE MY SPECIFIC DUTIES 
UNDER FERPA? 
H O W  I S  M Y  J O B ,  A S  S C H O O L   

L E A D E R ,  A F F E C T E D ?  
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WHAT ARE MY SPECIFIC DUTIES UNDER FERPA? 

 If your school doesn’t already have a school official 

responsible for FERPA-compliance,  

Select a staff member (preferably with a strong 

technology background or responsible for the 

technology program)  RECOMMENDED 

Or, retain the position and fulfill these 

obligations. 

 Train staff members on their FERPA requirements. 
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HOW CAN I ENSURE MY SCHOOL 
IS FERPA-COMPLIANT? 

A  R E V I E W  
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HOW CAN I ENSURE MY SCHOOL IS FERPA-COMPLIANT? 

 Send annual notification of: 
o FERPA rights and “directory information” categories 

 

 Respond to parent/eligible student education record requests within 45 days. 
 Maintain a record of every request for access to and disclosure from an 

educational record. 
 Evaluate all other requests for student information to determine if a possible 

FERPA violation might occur. 
 

 Consider all requests to correct/amend education records. 
o If school decides not to amend, hold a hearing 
o If, after hearing, school decides not to amend, allow parent/eligible student 

to insert statement in the record setting forth own views. 
 Ensure staff is properly trained on proper procedures for responding to access 

or disclosure requests. 
 Evaluate third party vendors to determine if they can/do comply with FERPA 

requirements.  
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HOW CAN I ENSURE MY SCHOOL IS FERPA-COMPLIANT? 

Annual notification requirements 
 
 

 Sample response to record access request 
 
 

 Sample response to record correction request 
 
 

 Sample notification of formal hearing for a record correction 
 
 

Guidelines for evaluating requests for disclosure of student 
information 
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RESOURCES 

http://www.law.cornell.edu/cfr/text/34/99.7
http://nces.ed.gov/pubs97/p97527/Exh_5_3.asp
http://nces.ed.gov/pubs97/p97527/Exh_5_6.asp
http://nces.ed.gov/pubs97/p97527/Exh_5_7.asp
http://nces.ed.gov/pubs97/p97527/SEC6_SUM.asp


APPENDIX 
H E L P F U L  M A T E R I A L S  A N D  L I N K S  
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GLOSSARY 

Directory Information: information designated by a school that 
is more basic and is not harmful if disclosed. 

Education Records: records maintained by the school that are 
directly related to a student 

Eligible Student: A student who is either 18 years of age or 
older, or is attending a post-secondary institution. 

FERPA: Family Educational Rights & Privacy Act, federal law that 
governs confidentiality of student educational records. 

FPCO: Family Policy Compliance Office, enforces FERPA. 

Personally Identifiable Information: contains information that 
would make the student’s identity and any related 
information about him or her easily recognized. 
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HELPFUL RESOURCES 

FERPA STATUTE AND REGULATIONS 

Full Text of FERPA - Cornell Law Website 

FERPA Federal Regulations - Cornell Law Website 

OTHER MATERIALS 

• FPCO Website for Parents 

• FPCO Additional Slides for School Leaders – October 2012 

• FPCO PDF for Parents – February 2011 

• FPCO Guidance for Parents – October 2007 

• National Center for Education Statistics - Resources for FERPA Access 

• PTAC Disclosure Exceptions Rubric 

• Additional FERPA Lesson Plan – Calhoun Intermediate School District 

• Accompanying FERPA/HIPAA Quiz – CISD 
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http://www2.ed.gov/policy/gen/guid/fpco/ferpa/parents.html
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/parents.html
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/parents.html
http://www2.ed.gov/policy/gen/guid/ptac/pdf/slides.pdf
http://www2.ed.gov/policy/gen/guid/ptac/pdf/slides.pdf
http://www2.ed.gov/policy/gen/guid/ptac/pdf/slides.pdf
http://www2.ed.gov/policy/gen/guid/ptac/pdf/slides.pdf
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/for-parents.pdf
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/for-parents.pdf
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/for-parents.pdf
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/for-parents.pdf
http://www2.ed.gov/policy/gen/guid/fpco/brochures/parents.html
http://www2.ed.gov/policy/gen/guid/fpco/brochures/parents.html
http://www2.ed.gov/policy/gen/guid/fpco/brochures/parents.html
http://www2.ed.gov/policy/gen/guid/fpco/brochures/parents.html
http://www2.ed.gov/policy/gen/guid/fpco/brochures/parents.html
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/library/hastings082004.html
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/library/hastings082004.html
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/library/hastings082004.html
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/library/hastings082004.html
http://ptac.ed.gov/sites/default/files/FERPA Exceptions_HANDOUT_horizontal_0.pdf
http://ptac.ed.gov/sites/default/files/FERPA Exceptions_HANDOUT_horizontal_0.pdf
http://ptac.ed.gov/sites/default/files/FERPA Exceptions_HANDOUT_horizontal_0.pdf
http://www.data4ss.org/downloads/maintaining_confidentiality/lesson_plan.pdf
http://www.data4ss.org/downloads/maintaining_confidentiality/lesson_plan.pdf
http://www.data4ss.org/downloads/maintaining_confidentiality/lesson_plan.pdf
http://www.data4ss.org/downloads/maintaining_confidentiality/lesson_plan.pdf
http://www.data4ss.org/downloads/maintaining_confidentiality/ferpahipaa_quiz.pdf
http://www.data4ss.org/downloads/maintaining_confidentiality/ferpahipaa_quiz.pdf
http://www.data4ss.org/downloads/maintaining_confidentiality/ferpahipaa_quiz.pdf
http://www.data4ss.org/downloads/maintaining_confidentiality/ferpahipaa_quiz.pdf
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http://www2.ed.gov/policy/gen/guid/fpco/index.html
http://www.data4ss.org/downloads/maintaining_confidentiality/ferpa_scenarios_and_answers.pdf
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