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Cyber-Risk Disclosure: Who Cares?

Abstract: Cyber-risks have generated considerable interest in the media and in the public.
Perhaps as a response, regulators are devoting an increasing amount of resources to improving
corporate disclosure related to these risks. In contrast, we find that, despite this increased focus,
cyber risk disclosures by publicly listed firms remain scant. Moreover, a qualitative analysis of
five major cases as well as a systematic analysis of security price reactions upon the
announcement of breaches shows that the effect on stock prices is very limited. We also find no
evidence of systematic effect on executive employment. This lack of reaction is inconsistent with
a market or regulatory failure associated with the poor disclosure on cyber-risk.

Key words: cyber-security, disclosure, firm performance.
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Cyber-risk Disclosure: Who Cares?
I.

Introduction.
There is increasing interest in cyber-risk among the general public. The number of

mentions of this threat in the popular press is high and is growing. Similarly, the number of
Google queries regarding cyber-breaches is trending upward and regularly spikes after high
profile breaches play out in the media. For example, recent major breaches at Sony and Home
Depot have made the headlines for their size. In fact, a Presidential Proclamation of National
Cybersecurity Awareness Month was issued by President Barack Obama in October 2009.1 In
contrast, we find that disclosure filings by US listed firms on this topic are limited. Perhaps as a
response to this discrepancy, the SEC (starting with guidance issued in 2011) and other
regulators have increased pressure on registrants to disclose cyber-risks. We empirically find that
this has led to an increase in disclosure but a modest one. We then examine whether this lack of
disclosure is warranted or rather reflects a market failure (Coffee, 1984).
We consider data breaches primarily, because the highest profile cases of cyber-crises
among US listed firms are tied to this issue (e.g. Sony, Home Depot, Target, Anthem and most
recently, Yahoo). We examine the Chronology of Data Breaches database that aims to provide a
comprehensive list of privacy data breaches from 2005 to 2014.2 We observe that the frequency
of these events varies over these years but overall, reported data breaches remain relatively rare.
Perhaps more relevant for our purpose, the market reaction to the announcement of data breaches
is limited. More specifically, the median (mean) three-day period market-adjusted abnormal
return is approximately -0.5% (-0.7%). In comparison, the average reaction when a firm
1
2

https://www.whitehouse.gov/assets/documents/2009cybersecurity_prc_rel1.pdf
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announces asset impairment is approximately -1.3% (Segal and Segal, 2016). Thus, the market
reaction to cyber-breaches is statistically significant but economically limited. A qualitative
analysis also reveals no significant and persistent negative market reaction when the recent major
data breaches at Sony, Target, Home Depot, Anthem and Yahoo were revealed. Consistent with
this lack of market reaction, estimates of the costs associated with these breaches to the targeted
firms are not material. When we consider the distribution of short window returns, we identify
only 3 cases of return below -10% in the ten-year period that encompasses our sample. A crosssectional analysis indicates that returns upon announcement of a breach are more substantial for
more severe breaches and for high book-to-market firms. We do not find that a discussion of
cyber-issues in the annual report is associated with the size of the market reaction. Other
variables such as a time trend, firm size or being in the financial sector are not statistically
associated with short term abnormal returns. Although we find an increase in disclosure after a
breach, we find no statistically significant difference between breached firms and a matched
sample of firms not affected by a breach. In other words, the increase in disclosure for breached
firms cannot be distinguished from a secular trend of a modest increase in disclosure for all
firms.
We then consider long term returns a 6- and 12-month periods after the breach
announcement. The objective is to evaluate the hypothesis that the market initially under-reacts
to the news. Using the methodology proposed by Stafford and Mitchell (2000), we do not find
that long-term abnormal returns statistically differ from zero. In addition, we can identify no
variable that is statistically associated with these long term returns. In particular, discussions of
cyber-issues in the annual 10-K report are not significantly associated with post-announcement
returns. Thus, the evidence does not indicate that the markets over- or under-react to cyber4

breach announcements. We also fail to observe significant changes in operational performance
measured by the return on assets (ROA). Similarly, we find no significant changes in shareholder
clientele. Proportions of transient, dedicated and quasi-indexer investors remain stable after a
breach announcement. Finally, we consider the effect of a breach on the likelihood of CEO or
other top executive departure (among the five highest compensated at the firm). We do not find
any association between the two. Firms that have been breached are similar in terms of
propensity of CEO or executive departure before and after the breach, the breach does not
increase the probability of a departure, and the difference in differences between the two groups
is not significant.
Overall, the lack of disclosure about cyber-risk does not seem to stem from a market or
regulatory failure. Although the breach database likely misses some data breaches events, the
lack of market reaction in even the most prominent cases suggests that we did not miss many
economically significant ones. We acknowledge that our analysis is limited to data breaches and
it is possible that other forms of cyber-risks are more problematic. One possibility would be
disrupting incidents such as Distributed Denial of Service (DDoS) attacks or ransomware.
However, Gordon et al. (2011) find no significant market reaction in a 2002-2007 sample of 31
cyber-incidents disrupting operational capabilities. We also empirically observe that corporate
disclosure on these topics is even more limited than on breaches. However, this type of threat
may be particularly relevant when it is sponsored by a nation-state. The most prominent case is
the major disruption that has affected Aramco in 2012 though, thus far, this type of high profile
incident does not have a publicly known equivalent in the USA or in other large developed
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economies.3 The occurrence and consequences of such complex attacks are particularly hard to
predict. It is also difficult to imagine what a meaningful corporate disclosure policy should be to
address this case. Another possibility is that we do not capture the effect of cyber-espionage, in
particular state-sponsored. This activity may be common. For example, an industry report by
Hackmageddon suggests that 10% of cyber-attacks are linked to espionage activities.4
Interestingly, a Google Trend analysis indicates that the highest density of requests for keywords
such as “cyber-security” and “data breaches” comes from cities such as Washington DC,
Arlington and Alexandria, locations that are known for their intelligence communities. Indeed,
members of intelligence agencies frequently raise this issue as a significant economic threat and
this was a major topic of discussion between the US and Chinese presidents at the 2015 G20
Summit.5 On the one hand, anecdotal evidence provides examples of industrial espionage
conducted by all nations that have the technical capabilities to do so, even if most incidents are
not publicly revealed. Anecdotal evidence also suggests that firms may have lost business
opportunities because of cyber-espionage. For example, it is argued that there is a “growing
consensus” that the information hackers seek is “increasingly directed at spying on mergers and
acquisitions” and on “any commercial activities related to the trade in oil, gas and other
minerals” (Eyal, 2015). However, in numerous discussions with practitioners, only one case of
corporate demise among large North American firms was brought to our attention (Nortel).
People familiar with the case have also suggested that other factors may have played a

3

In 2012, Aramco, the Saudi based oil company producing 10% of the world output, was hit by a major cyberattack. In a matter of hours, 35,000 computers were partially wiped or totally destroyed. The company had to rely on
typewriters, faxes and physical mail for weeks. It took 5 months for the IT system to be restored.
4
http://www.hackmageddon.com/2016/01/11/2015-cyber-attacks-statistics/ .
5
https://www.whitehouse.gov/the-press-office/2015/09/25/remarks-president-obama-and-president-xi-peoplesrepublic-china-joint.
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significant role in this case.6 In addition, organizations in charge of combatting this threat may
have incentives and psychological tendencies to exaggerate its significance. Thus, whether
cyber-espionage is a common strategic issue for firms remains an open question. Although
financial transparency suggests greater disclosure on this topic, large political and proprietary
costs associated with state-sponsored espionage make this unlikely. Empirically, we find little
disclosure on this topic.
We also note that our analysis is based on a sample of listed (and hence relatively large)
US corporations. It is possible that US firms disclose less about cyber-risk than their foreign
counter-parts. This seems unlikely however as virtually all empirical research suggests that the
level of disclosure in US markets is the highest in the world. Indeed, a cursory review does not
indicate that non-US firms provide greater information on this topic. However, our focus on
large firms may affect our conclusions. Small firms may be less resilient to economic shocks in
general and to cyber-shocks in particular. Ashley Madison is a somewhat extreme example of
this possibility.7 Naturally, private (generally smaller) firms are not subject to SEC regulations.
A final concern is that our analysis is based on realizations, not on ex ante risk. It is possible that
cyber-risk is a “peso problem” (a real risk that never materializes, Krasker, 1980) or that firms
have effectively mitigated the risk through preemptive measures. However, the lack of reaction
in extreme cases such as Sony or Anthem does not support these interpretations.
Our findings have implications for regulators and investors. There is growing interest in
cyber-issues among regulatory circles. The main justification for this interest appears to be large
6

Management issues, lack of execution, loss of IP have also been cited as causes for the demise of the company.
https://threatpost.com/decade-long-china-led-hack-may-have-triggered-nortels-demise-021512/76218/.
7

http://www.wired.com/2015/08/happened-hackers-posted-stolen-ashley-madison-data/
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economic costs associated with cyber-attacks. Hence, this threat is seen as a material risk for a
large cross-section of firms. Our results suggest that, at least historically, senior management nor
investors have not considered cyber-to be substantial. Although it is probably prudent to monitor
this issue for a change in the environment, our results do not support the notion that regulators
with limited resources should focus on this topic for the time being.
The remainder of the paper proceeds as follows. In Section 2, we quantify the public
interest in cyber-security matters and in data breaches. In Section 3, we examine the disclosure
of publicly listed firms on these topics. Section 4 examines the economic consequences of cyberbreaches. Section 5 concludes.

II.

Increase in public interest in cyber security.
The new SEC disclosure requirements for cyber security were pushed for by regulators

and touted by Senators, practitioners and executives as a major shift with significant
consequences. For example, Senator John Rockefeller stated: “Intellectual property worth
billions of dollars has been stolen by cyber criminals, and investors have been kept completely in
the dark. This guidance changes everything, […] It will allow the market to evaluate companies
in part based on their ability to keep their networks secure. We want an informed market and
informed consumers, and this is how we do it”.8
To document the media interest in cyber-security issues, we search the Factiva database for
the expressions “cyber-security” and “data breaches” in articles written in English in the 2005-

8

SEC asks companies to disclose cyber attacks. Jim Finkle and Sarah N. Lynch, Reuters, Oct 13, 2011.
http://www.reuters.com/article/us-sec-cyberattacks-idUSTRE79C7PE20111014
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2015 period. Results are reported in Graphs 1 & 2. We find that the database contains
approximately 134,000 mentions of the expression “cyber-security” and 47,300 mentions of
“data breach.” The graphs also show clear evidence of an increase in interest in these issues from
the press. For example, there were approximately 2,000 mentions of the expression “cybersecurity” in 2005 but more than 36,000 in 2015. By comparison, there were 20,000 mentions of
the expression “stock options” in 2005 but only 17,000 in 2015 (untabulated results).
We also consider Google Trends as a gauge for public interest in cyber-risk and data
breaches, geographically and over time. We report the time series of US-based requests in Graph
2a during the 2005-2015 period. We find an increase over time with a surge of requests in
October 2009 during the National Cybersecurity Awareness Month. Geographically, we find that
Chantilly (Virginia), Arlington (Virginia) and Washington (District of Columbia) are the three
locations with the highest level of interest (Alexandria in Virginia, being number 5). The time
series of Google queries for the expression “data breach” is presented in Graph 2.9 As expected,
the interest in the topic has grown over time. We observe spikes of increasing magnitudes around
high media impact breaches: April 2011 (Sony), December 2013 (Target), September 2014
(Home Depot) and February 2015 (Anthem).

III.

Regulation and financial disclosure

1. SEC Guidance and other requirements.

9

We examined other expressions such as”network breach”, “cyber security” or “network security”. “Data breach”
appears to be the most common expression used in queries.
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In 2011, the Securities and Exchange Commission (SEC) issued guidance on disclosure
related to cyber risks.10 It states that “registrants should disclose the risk of cyber incidents in
their MD&A if these issues are among the most significant factors that make an investment in
the company speculative or risky.” The SEC is prescriptive about what companies should take
into consideration when assessing cyber-risk: “In determining whether risk factor disclosure is
required, we expect registrants to evaluate their cybersecurity risks and take into account all
available relevant information, including prior cyber incidents and the severity and frequency of
those incidents.” The guidance also indicates that: “As part of this evaluation, registrants should
consider the probability of cyber incidents occurring and the quantitative and qualitative
magnitude of those risks, including the potential costs and other consequences resulting from
misappropriation of assets or sensitive information, corruption of data or operational disruption.”
In practice, disclosure requirement may be relevant for multiple sections in 10k filings including
Risk Factors, MD&A, Description of Business, Legal Proceedings, Financial Statement
Disclosures (e.g. material prevention costs, or losses sustained). Masterson (2015) notes that
SEC comment letters increasingly encourage or require public companies to enhance disclosures
about cyber risks and incidents after the issuance of the guidance.
In a subsequent note, PwC (2015) discussed specific items that are expected to be
disclosed by the SEC and the associated potential pitfalls:
“

The adequacy of preventative actions taken to reduce cybersecurity risks, in the

context of the company’s industry. Clients often misjudge adequacy based on the
perception that their enterprises are not targeted, and misjudge security requirements
based on peer groups.
10

Securities and Exchange Commission, Division of Corporation Finance, CF Disclosure Guidance: Topic No. 2,
Cybersecurity (October 13, 2011), http://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm

10

Threatened attacks of which the company is aware, including incidents experienced by
the registrant that are individually or, in the aggregate, material. This raises the issue not
only of what attacks the company is aware of, but of what it is doing to identify attacks.
Which aspects of business or operations give rise to material cybersecurity risks.
Materiality is not always obvious — especially when considering the compromise of
intellectual property, trade secrets and other issues which could possibly imperil the
brand and, therefore, its value in the market.
The potential costs and consequences of such material risks. There are many variables
here. The loss of personal information in a data breach may involve different costs than,
say, the loss of intellectual property and trade secrets.”
Apparently, the SEC feels that more needs to be done. For example, Commissioner Luis A.
Aguilar opined in 2014 that “[t]here is no doubt that the SEC must play a role in this area. What
is less clear is what that role should be.”11 Consistent with this view, the agency recently
censured a regional investment company, RT Jones Capital Equities, after a cyber-attack exposed
information on 100,000 brokerage clients. The SEC also announced an initiative to review the
cyber-security posture of US-registered investment advisers and broker-dealers (Newman, 2016).
In December 2015, U.S. Senators Jack Reed and Susan Collins introduced the bipartisan
Cybersecurity Disclosure Act of 2015. The bill asks each publicly traded company to disclose
information to investors on whether any member of the company’s Board of Directors is a
cybersecurity expert, and if not, why having this expertise on the Board of Directors is not
necessary because of other cybersecurity steps taken by the registrant.12
We also note that firms are subjected to other disclosure regulations. For example, a
California state law (California SB1386) mandating the report of data breaches affecting
residents went into effect on July 1, 2003. This law was a precursor. By now, forty-seven states,
11
12

http://blogs.wsj.com/riskandcompliance/2014/03/27/when-to-disclose-a-data-breach-how-about-never/
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the District of Columbia, Guam, Puerto Rico and the Virgin Islands have enacted legislation
requiring private, governmental or educational entities to notify individuals of security breaches
involving personally identifiable information (although the requirements vary from state to
state).13 Other countries have also enacted regulation. For example, the European Union
implemented a breach notification law in the Directive on Privacy and Electronic
Communications (E-Privacy Directive) in 2009 that applies to personal data held by telecoms
and Internet service providers.14

2. Empirical disclosure.
a. Internal disclosure
A 2014 survey conducted by the National Association of Corporate Directors (NCD)
found that half of the corporate directors were not satisfied with the amount of information they
were receiving about cyber-security and a third said they were unsatisfied with the quality of
that information.15 A recent study (Ponemon Institute, 2015) found that 78 percent of more than
1,000 Chief Information Officers, Chief Information Security Officers and senior IT leaders
surveyed had not briefed their board of directors on cyber-security in the last 12 months. The
study also indicated that 66 percent of them do not believe senior leaders in their organization
consider security a strategic priority. This suggests that the amount of internal disclosure to the
most senior level may be limited.

b. External disclosure.
13

http://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notificationlaws.aspx
14
https://iapp.org/news/a/eu-data-breach-notification-rule-the-key-elements
15
http://www.securityweek.com/boards-dissatisfied-cyber-it-risk-info-provided-management
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We conduct a systematic analysis of 10-K forms filed with the SEC between the years
2000 and 2015 for cyber related disclosures. Specifically, we download and strip of HTML tags
all Form 10-K filings on EDGAR within the period, identify their relevant sections (Item 1A –
Risk Factors, Item 7 – MD&A).16 For resulting forms with machine identifiable sections/items,
we then run a search that counts all mentions of a wide array of cybersecurity risk related
expressions based on language from the SEC disclosure guidance as well as from our readings of
practitioner guidance and popular press. The expressions include permutations of cyber or
cybersecurity risk or attack and data or information or network breach (hyphenated or spaced and
case insensitive). We then aggregate the counts of different expressions across Item 1A and 7
and form a cyber-risk disclosure score (DiscScore). We also create a separate indicator variable
(DiscNum) that takes the value of one if the firm makes any mention of cyber-risk, zero
otherwise.
We also count the number of words in each section, the average length of the words, and
the number of words in a sentence, to gauge the readability of the disclosure. Untabulated
correlations between DiscNum or DiscScore and the readability measures in 10K Item 7 are all
negative and significant. In other words, firms that disclose information about cyber-risks
provide more complete (i.e., longer disclosures with more words and more sentences) and more
readable (i.e., shorter words and sentences) discussions in Section 7 (i.e., the MDA). Untabulated
results also indicate that these firms provide more complete discussion in 10K Item 1A.
However, the results for readability scores are more mixed: they use shorter words but longer
sentences.

16

Beginning in 2005, the SEC required a new section in annual 10-K reports, Item 1A, in which firms are required
to discuss the “most significant factors that make the company speculative or risky.” See Regulation S-K, Item
305(c), SEC 2005. We also consider and search in the other sections of the 10-K. The occurrence is close to zero.
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Graphs 3 provides a time series of the disclosure indicator variable (DiscDum) and
disclosure score (DiscScore) in 10K fillings. The DiscScore line traces the average number of
mentions of cyber security related expressions per filing over time. The analysis reveals that,
cyber security related disclosure has been continuously increasing but remained limited prior to
2011. For example, the proportion of filing firms that made mentions of cyber risks increased
from about 1% in 2000 to just below 50% in 2015 (18% in 2011). Similarly, the length of the
discussion has sharply increased in the post SEC guidance period. However, the disclosure
remains boiler plate. Appendix A provides an example of such disclosure for Home Depot prior
to the breach. It is relatively succinct and essentially announces that the company could
conceivably be the victim of a cyber-breach and that there could be material cost associated with
this event. No quantitative or qualitative description of the likelihood of the event or any
estimate of the costs is provided.
We then consider cross-sectional variations in disclosure in Table 1. Consistent with the
analysis of Graphs 3, we observe an increase in disclosure over time and particularly after the
SEC issued its guidance. Larger firms, firms with higher book-to-market ratio, and firms
operating in a consumer oriented industry disclose more. Levered firms are less likely to mention
cyber-risk, while firms in the finance industry are more likely to mention cyber-risk but their
disclosure is not more detailed.
Finally, we consider other non-breach related cyber-incidents in Graph 4. Based on our
discussions with cyber-security experts, we focus on three main types of incidents: Distributed
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Denial of Service (DDoS), espionage and an emerging type, ransomware.17 Disclosure regarding
all three types of incidents is increasing over time and the peak of disclosure is reached in 2015.
However, the percentage of firms mentioning these types of incidents remain limited
(approximately 4% for DDoS, less than 1% for espionage and a trivial amount for ransomware).
By comparison, approximately 50% of firms mention the possibility of cyber-breaches. We also
note that ransomware is an emerging type of incident but it is barely discussed. This suggests the
presence of lag between the development of cyber-risk and disclosure.
Overall, we find a discrepancy between the interest in cyber-security and cyber-breaches in
the general public and the disclosure made by firms to external parties. This is consistent with
the perception that internal disclosure is also insufficient. This begs the question of whether or
not this failure to disclose is warranted.

IV.

Data breaches, financial market reaction and executive employment.
1. Estimated costs associated with Cyber-breaches.
Cost estimates of cyber breaches vary, depending on the sample and the methodology

used by consulting firms. For example, Kaspersky puts the average cost of a cyber-breach at
500,000 US dollars18 while the estimates from CyberRiskNetwork, IBM and the Ponemon
Institute are 675,000,19 4 million,20 and 5 million21, respectively. At any rate, the costs associated
with a “garden variety” breach do not seem material for a reasonably large listed firm.

17

DDoS is a type of attack where multiple compromised computers are used to target a single system causing a
Denial of Service (DoS). Ransomware is a type of malicious software designed to block access to a computer system
until a sum of money is paid.
18
http://media.kaspersky.com/pdf/it-risks-survey-report-cost-of-security-breaches.pdf
19
http://www.cyberrisknetwork.com/2015/10/07/average-cost-of-cyber-breach-claim-is-674k-study/
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Costs associated with catastrophic breaches are more difficult to estimate. For example,
an analyst at Mizuho Investors Securities initially estimated the cost of the 2014 Sony breach to
be 1.25 billion US dollars.22 Some media reports indicated that “Credit card data breach
estimated to cost Target $3.6 billion.”23 However, the estimates provided by victims of major
breaches are much lower. Sony estimated the investigation and remediation costs in the year
following the breach to be 35 million dollars.24 Home Depot indicated in its 10Q filling that “The
results for the third quarter and first nine months of fiscal 2014 included $28 million of pretax
net expenses related to a breach of our payment data systems”. Target estimated the net cost for
its breach in 2013 to be 162 million pre-tax for the fiscal years 2013 and 2014.25 The retailer
agreed to pay 10 million dollars to settle a class-action lawsuit in 2015 stemming from its cyberbreach.26 If the cost estimates provided by these firms are accurate, the effect of high profile
breaches is not material for these large firms.
It should also be noted that most large firms have insurance to partially cover their cyberrisk. For example, Home Depot indicates that the company “maintained $100 million of network
security and privacy liability insurance coverage in fiscal 2014 [prior to the breach], above a $7.5
million deductible, […]. As of February 1, 2015 [after the breach], we had received an initial
payment of $10 million of insurance reimbursements. In fiscal 2015, we entered into a new

20

http://www-03.ibm.com/security/data-breach/?S_PKG=AW&S_TACT=&campaign=Unbranded|Search|Security%20Services%20Research%20%20Awareness|ROW|3571&group=Data_breach&mkwid=81d10a81-b7d3-4691-8df6ea6e2ad3c991|467|10795744466&ct=&iio=BSEC&cmp=&ck=cost%20data%20breach&cs=b&ccy=US&cr=google
&cm=k&cn=Data_breach
21
http://www.symantec.com/content/en/us/about/media/pdfs/b-cost-of-a-data-breach-us-report-2013.en-us.pdf
22
http://www.wsj.com/articles/SB10001424052748703859304576307664174667924
23
http://rollingout.com/2013/12/25/credit-card-data-breach-estimated-cost-target-3-6-billion/
24
http://www.networkworld.com/article/2879814/data-center/sony-hack-cost-15-million-but-earningsunaffected.html
25
http://investors.target.com/phoenix.zhtml?c=65828&p=irol-newsArticle&ID=2019880
26
http://fortune.com/2015/03/19/target-10-million-settle-data-breach/
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policy, with $100 million of network security and privacy liability insurance coverage, above a
$10 million deductible […].” This suggests that a leak of over 100 million records had a limited
impact on Home Depot ability to obtain cyber-insurance (and on the wealth of its insurer). If this
case is representative, it suggests that the operational costs of a cyber-breach are more or less
equally shared between the company, its insurer and the tax saving.

2. Five case studies.
Before performing a more systematic analysis, we examine five high profile cases of data
breaches: Sony, Target, Home Depot, Anthem and Yahoo (Graphs 5a-5e). In each case, we show
the stock price from 6 months prior to the announcement of the breach to 6 months afterward
(except for Yahoo due to its recency).
On November 24, 2014, a hacker group leaked a release of confidential data from the
film studio Sony Pictures Entertainment. The data included personal information about Sony
Pictures employees and their families, e-mails between employees, information about executive
salaries at the company, copies of then-unreleased Sony films, and other information.27 The
breach escalated to an international crisis when the US government attributed responsibility to
North Korea. Sony had already suffered from a cyber-incident in 2011 when its PlayStation
network was breached. In spite of the scale of the 2014 breach, Graph 5a reveals only a small
and temporary blip in share price after the breach became public.
On December 19, 2013, Target announced a large cyber-breach. Data from around 40
million credit and debit cards was stolen (between 1 and 3 million of these were successfully
sold on the black market for about $27 each). Graph 5b indicates that there was again a blip in
27

Source: Wikipedia, downloaded on 11/03/16
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the stock price but by December 31, the value essentially returned to its pre-announcement level.
On January 10, 2014, Target announced that the breach was significantly broader than originally
reported. Seventy million records were also stolen that included the name, address, email address
and phone number of Target shoppers.28 The stock price dropped but by the end of February, it
had regained most of the lost value after the company reported its earnings.
On September 8, 2014, Home Depot released a statement indicating that its payment card
systems were breached (Hawkins and Walker, 2015). The company suffered a data breach of 56
million credit card numbers during its months-long security breach. On November 6, the
company announced the breach was worse than previously thought. In addition to the 56 million
credit-card accounts that were compromised, Home Depot estimated 53 million customer email
addresses were stolen as well.29 Graph 5c shows that the initial announcement led to a small and
short-lived drop in the stock price.
On February 4, 2015, Anthem disclosed that criminal hackers accessed its servers and
potentially stole over 37.5 million records that contain personally identifiable information.30 On
February 24, 2015, Anthem increased the estimated number to 78.8 million people whose
personal information was compromised. Graph 5d also shows that the announcements led to
small and short-lived drops in the stock price.
On September 22, 2016, Yahoo publicly disclosed it had experienced a hack that
reportedly affected at least 500 million user accounts. Thirteen days earlier, the company had
submitted a preliminary filing to the Securities and Exchange Commission relating to the future
sale of part of the company to Verizon. It indicated that Yahoo had no knowledge of “any

28

http://krebsonsecurity.com/2014/05/the-target-breach-by-the-numbers/
http://www.wsj.com/articles/home-depot-hackers-used-password-stolen-from-vendor-1415309282
30
Riley, Charles (4 February 2015). "Insurance giant Anthem hit by massive data breach". cnn.com.
29
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incidents” of “security breaches, unauthorized access or unauthorized us” of its IT systems.31
The stock price dropped 3% on September 23 (the standard deviation of daily changes in price
over the prior 6 months was approximately 1.5%). However, on October 10, the stock was
trading at a price slightly higher than prior to the breach announcement. Graph 5e shows this
short-lived drop in the stock price.
Overall, among five of the highest profile cases of cyber-breaches in recent years, only
one seemed to have a significant and short-lived impact on stock price. This suggests that cyberbreaches would have to have an extremely significant economic impact, not observed so far,
before they can move stock prices, at least for large firms such as Sony or Home Depot.

3. Sample
Our analysis is based on data at http://www.privacyrights.org/data-breach. This database
compiles breach information from various sources including Open Security Foundation listserve, Databreaches.net, Personal Health Information (PHI) Privacy, National Association for
Information Destruction (NAID) and the California Attorney General. This database, which has
been used in prior literature (e.g., Romanosky et al. 2013), the affected entity’s name, date when
the data breach first became public, brief description of the breach and, for a limited number of
breaches, the number of records affected. We identify breach information for business entities
(i.e. exclude education, non-profit etc.) with data available on CRSP between years 2005-2014,
using the entity name. The search yields 226 breaches by 168 unique companies. For our short
term (3-day) abnormal return analyses, we further eliminate 13 breach incidents that are
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https://www.ft.com/content/d5fc8402-817e-11e6-bc52-0c7211ef3198
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announced concurrently with other major news such as earnings announcements.32 Based on this
analysis, we create an indicator variable (Breach) that takes the value of one if the database
identifies an incident in a given fiscal year, zero otherwise. In addition, we examine all Form 8-K
filings dates that occur within the 5-day window centered on the day of the breach
announcement. We use an indicator variable to control for 41 such 8-K filings. 33
We first present a time series analysis. Graph 6 presents the number of incidents included
in our sample over time. Overall, the occurrence of publicly known cyber-breaches is relatively
limited. This would suggest a peak of breach occurrences in the mid-2000s. We do not observe
an increase in the occurrence of reported cyber-breaches among US listed firms. If anything, the
number is downward trending.34 This could be explained, for example, by the fact that firms are
taking more measures to secure their data or by the fact that firms have an increasingly
inadequate disclosure policy. Although we cannot reject the second interpretation, this does not
appear entirely consistent with Graph 3 and with the evolution of the legal framework regarding
breach disclosure.
The cross-sectional analysis of the number of breaches is difficult as it is likely that some
incidents may not be detected or publicly revealed. Sectors where the breaches are the most
common may also include firms unwilling to disclose their breaches owning to associated costs.
Nevertheless, we estimate a logit model in which the dependent variable Breach takes the value
of one if the firm is subject to a breach in year t, zero otherwise. We include firm size, book-tomarket ratio and leverage as independent variables (all lagged one year). We also include
32

We search Lexis-Nexis and Google News to detect miscoding of the release dates. We did not identify any
discrepancy.
33
Five 8-K filings were about the breach incident. Our results are unchanged whether we assign a value of 0 or 1 for
the 8-K indicator variable for these 5 cases.
34
To compare our numbers to those prior to 2004, we note that Acquisti et al. (2006) found 4 incidents in 2000, 4 in
2001, 1 in 2002, and 3 in 2003 in their sample.

20

indicator variables for the different industries (at the two digit SIC level) and for the different
years in our sample. We report the results from the estimation of this first model in Column 1 of
Table 2. They indicate that larger firms and firms with higher book to market ratio are more
likely to report a breach. Leverage does not significantly impact the likelihood of reporting a
breach. Untabulated results also indicate that many industry indicator variables are significant.
The probability of declaring a breach is lower in the mining sector and generally higher in
manufacturing, retail and finance sectors (indicator variables in transport and service industries
are generally insignificant). We note that these covariates provide an estimate of the breach
probability that is lacking in annual report. Consistent with Graph 5, the year indicator variables
are not statistically significant.
Discussions with practitioners suggest that firms in the consumer goods and in the
financial sector are targeted more often. To validate this perception, we create two indicator
variables that take the value of one if a firm operates in the consumer goods sector (financial
sector, respectively) and zero otherwise. We introduce these two new variables in our
specifications (and drop the corresponding SIC indicator variables). Results are tabulated in
Column 2. Consistent with the view of practitioners, the two indicator variables are both highly
significant. Overall, we note that the results in Table 2 are broadly consistent with those in Table
1; firms that are more likely to be affected by a cyber-breach are also the ones that disclose more
information about this risk in their 10K fillings.

4. Short window reactions.
We calculate CAR3d as the value-weighted abnormal returns over a three-day period
centered on the announcement day. To estimate expected returns, we use the Fama-French three21

factor model with a 250-day factor loading estimation window that ends 15 trading days before
the breach announcement. As a robustness check, we calculate abnormal returns in several
alternative ways. Specifically, we use an equally-weighted portfolio. We calculate the abnormal
returns based on the Fama-French four-factor model. We also calculate the market adjusted
abnormal returns defined as the firm’s raw returns less either the value weighted market returns
cumulated over the same three-day window or the equal weighted market returns. Finally, we
calculate these abnormal returns for extended 4-day and 5-day breach announcement windows.
Untabulated results indicate our conclusions are not affected.
For the purpose of this test, we truncate the distribution and remove daily observations
with a return above 4% (we do not remove negative returns). If anything, our estimates are
biased toward finding a negative market reaction. The mean and median of CAR3d -0.7 % and 0.5%, respectively. Both are statistically different from zero (with p-values of 0.00 in both
cases). As noted in the introduction, the average reaction when a firm announces asset
impairment is approximately -1.3% (Segal and Segal, 2016). In other words, abnormal returns
after the announcement of a cyber-breach are statistically significantly negative but not
economically so. If we remove the sample truncation, the mean and median of CAR3d are -0.3%
and -0.3%. Estimates are broadly in line with prior studies. Acquisti et al. (2006) reports CAR
ranging from -0.3 to -0.5% for a window going from day - 7 to day + 10 (with t-statistics ranging
from 1.62 to 2.45) depending on the specification used to calculate the CAR (the median range
from 0.1 to 0.3). Campbell et al. (2003) find a statistically insignificant 3-day window return in
their sample of 43 breaches reported in the financial press but an average negative reaction of 5.5% in a sample of 11 firms with confidential data (however, only 7 of these 11 firms
experienced negative returns; the median return is not provided). Cavusoglu et al. (2004) find a 22

2.1% return in their sample of 41 internet companies subject to a security breach.35 Gordon et al.
(2011) find an average return of -0.9% to 1.4% (depending on the specification) over a 3-day
period (significant at the 10% level) for all types of cyber-security breaches in their 1995-2007
sample but insignificant returns in the post 9-11 period. Kannan et al. (2007) find no statistical
reaction to cyber security breaches in their overall sample in short window.36
Graph 7 provides a histogram of the CAR3d distribution. As in Campbell et al. (2003), we
observe that a significant portion (approximately 40%) of firms experiences a positive return
around the announcement. In fact, only 25 firms experience a return below -3% and only 3 below
-10%. We note that among these three firms, one of them (Heartland Payment Systems) is
payment processing and technology provider.37
We then consider the cross-sectional correlates of short term returns. We consider firm
characteristics (size, book-to-market ratio, leverage), industry characteristics (finance and
consumer goods industry indicator variables), event characteristics (severity of the breach,
simultaneous release of an 8K form),38 a time trend and firms’ cyber related disclosure practice

35

Their sample include access attacks leading to information leakage like firms in our sample but also attacks that
aim to modify data or denial of service attacks although the different types of attack did not produce statistical
different market reactions.
36
They find some negative returns in certain subsamples using long windows.
37
The two other firms were Gensco and Gander Mountain, both are relatively small specialty retailers.
38

We measure the severity of the breach as follows. The database characterizes the reason for the incident in most
cases using eight categories. Unintended disclosure covers cases when sensitive information posted publicly on a
website, mishandled or sent to the wrong party. Hacking (HACK) represents cases of electronic entry by an outside
party. Payment Card Fraud represents fraud involving debit and credit cards that is not accomplished via hacking.
Insider represents cases when someone with legitimate access intentionally breaches information. Physical loss
(PHYS), Portable devices (PORT), non-portable devices (STAT) represents cases when information on nonelectronic supports, portable and non-portable devices is lost or stolen. Unknown represents the last category. We
first create seven indicator variables that represent the first seven categories. None of them are significant. Using the
point estimate of the impact, we identify the top 3 categories (Hack, Phys, Stat) and aggregate them using one
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(using either DiscDum or DiscScore). We isolate the finance industry because of the frequency
of the attacks in this sector. For example, a study by Grant Thornton suggests that “the sector
most concerned by the threat of a cyber-attack is financial services”.39 We also isolate the
consumer industry sector as many of the high profile incidents occurred in that sector and receive
significant media exposure (e.g., Sony, Target).
We consider both CAR3d return and an indicator variable (CAT3) that takes the value of 1
if abnormal returns were below -3% and zero otherwise. Table 3 presents the results from this
analysis. The most statistically significant variable is the severity of the breach. Severity is
consistently and negatively associated with 3 day returns and the probability to experience a
return below -3% (at the 5% and 1% level respectively). The firm book-to-market ratio is
significantly negative at the 10% and 5% level while the consumer indicator variable is
significantly negative when we consider CAR3d (but is insignificantly positive when we consider
CAT3). The other variables are statistically insignificant. In particular, disclosure is not
associated with the initial market reaction around the announcement of the cyber-breach. This
could be explained by the fact that disclosure is largely irrelevant for market participants or
alternatively, that firms optimize the disclosure to the point where the marginal return of
disclosure is the same for all firms. Although we cannot reject the possibility, the lack of
economically significant return after the announcement of cyber-breaches and the fact that senior
executive complain that they do not have internally enough information suggests that the first
explanation is more likely.

indicator variable (Severity) that we use in the regressions. Omitting this variable does not otherwise affect our
results.
39

http://www.grantthornton.global/en/insights/articles/cyber-attacks-cost-global-business-over-$300bn-a-year/
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Overall, the portfolio analysis confirms the main take away from the qualitative case
study analysis. The short term market reaction to cyber-breaches has been historically very
limited. This opens the possibility that market is inefficient in incorporating the consequences of
a breach into the stock price. To investigate this possibility, we next consider the effect of
breaches on long term returns. To the best of our knowledge, no study to date has considered this
issue.

5. Long window reactions
We next consider long term abnormal returns. We use two methods to calculate them. We
start with the traditional Buy-and-Hold abnormal return (BHAR) approach. We consider both 6
and 12 month horizons. The 6- and 12-month BHAR of a given firm-year in our breach sample is
the difference in the buy-and-hold returns between the breached firm and its matched control
firm that did not experience a breach. Following prior literature (e.g., Barber and Lyon, 1997;
Lyon, Barber, and Tsai, 1999; Loughran and Ritter, 2000), a control firm is the best match for
the breached firm on both firm size and book-to-market ratio that are in the same 2-digit SIC
industry with closest fiscal year ending date. However, Stafford and Mitchell (2000) alerts us to
the pitfalls of using BHAR as a return metric. For example, a small initial mispricing is
compounded over time and can become excessively large over long horizon, even if the market
is subsequently efficient (we do not truncate the sample for this test). Stafford and Mitchell
(2000) suggests an alternative, calendar-time portfolio approach to measuring long term stock
price reactions. Given that we observe a small and noisy negative reaction upon the
announcement of the breach, this is a particularly relevant concern in our setting. Thus, for each
month, we form an event portfolio that includes all firms that experienced a breach incident
25

within the prior 6 (12) months. Portfolios are rebalanced monthly to drop the firms that reach the
end of their 6- (12-) month period and add firms that have just experienced a breach. The time
series of portfolio excess returns (i.e., raw returns less risk free returns) is regressed on the three
Fama-French factors and intercept (α) represents the average monthly abnormal return on the
portfolio of breach event firms, which is zero under the null hypothesis.
Table 4 presents the results of the analysis. Only in Column 1 when we use the BHAR
methodology do we obtain a statistically significant alpha. However, the magnitude (over 10% a
year) is implausibly large and the median 12-month BHAR (-5.8%) is approximately half of the
average (-10.8%). The significance disappears when we address the compounding effect with the
Stafford and Mitchell (2000) estimation methodology. We then consider the cross-sectional
variations in long term returns. For ease of calculation, we focus on the BHAR specification. We
consider the control variables in Table 5. Neither the intercept nor any of our 11 dependent
variables is statistically significant. These results are not consistent with the hypothesis that
financial markets systematically under-react to the announcement of cyber-breaches.

6. Information leakage
Next, we consider the possibility that knowledge of the breach leaks prior to the formal
announcement. To this end, we calculate the CAR in each of the 10 days prior to the formal
announcement. As in Section 4, we truncate the distribution and remove observations with a
daily abnormal return above 4% (we do not remove negative returns). We find that two of these
days from t-10 and t-1 exhibits significantly negative returns at the 5% level (the CAR for t-3
and t-2 are -0.002 and -0.004, respectively). However, the link with the data breach is difficult to
establish. For example, the stock price of Rite Aid dropped approximately 5% on both t-3 and t-2
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but the press commented that “Rite Aid (RAD) fell Monday after investor David Einhorn
announced his hedge fund, Greenlight Capital, had sold its position in the drugstore chain last
quarter.”40 We also note that the CAR on t-1 is not statistically different from zero. To get a
sense of the likelihood that our portfolio would experience significantly negative returns on two
random days, we calculated the portfolio return for the same dates but a year earlier. We find that
the return was also significantly negative on the pseudo-days t-2 and t (the CAR are -0.004 and 0.003, respectively). The likelihood of the portfolio experiencing two significant drops in value
over a random period of 10 days appears high. In other words, there is no strong evidence of
information leakage in the days preceding the formal announcement of the breach.

7. Operating performance
Next, we consider the effect of a breach on operational performance. We first consider
the difference in ROA for firms that are affected by a breach before and after the departure
(“Diff analysis”).41 Results in Row 1 of Table 6 indicate that there is no change in the ROA after
the breach compared to the 24-month period prior to the breach incident (the t-statistic for the
difference is -0.42). We then form a matched sample of firms that were not affected by a breach.
Following the results in Table 1, we match our control sample with our breach sample by using
size, book-to-market ratio and industry-year characteristics.42 We observe that there is no
significant change in ROA for this group either (the t-statistic is -0.40). We next take the
difference in ROA before and after between the two sample and consider the difference in these
40

https://www.thestreet.com/story/12822969/1/why-rite-aid-rad-stock-is-down-today.html
We defined ROA as net income before extraordinary items and discontinued operations divided by the end of year
assets. Our conclusions are not affected if we use net income or operating income instead.
42
We standardize Size and BM values, respectively, within each industry-year, and calculate the distances (absolute
values of the differences) between the breach firm and each potential match firm within the industry-year. We select
the matched firm as the one with the smallest combined distances (measured as the sum of the two absolute values).
41
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differences before and after the breach (“Diff-in-Diff analysis”). Results indicate that the
difference in differences is not significant (the t-statistic is -0.09). In other words, the breach
does not impact the operating performance of the firm. However, when we consider the crosssectional difference in ROA between the two groups either before or after the breach, we see that
breached firms have a statistically significant lower ROA (the t-statics are -2.03 before the
breach and -2.40 afterward).

8. Managerial turn-over
Next, we consider the personnel consequences of a cyber-breach on the employment of
CEOs. For example, Target CEO Gregg Steinhafel resigned in the aftermath of the breach.43 To
examine whether this event is the exception or the norm, we create an indicator variable
CEO_Departure that takes the value of one if the CEO leaves within 24 months of the breach,
zero otherwise. We first consider the difference in the propensity of departure for firms that are
affected by a breach before and after the departure (“Diff analysis”). Results in Row 1, Panel A,
of Table 7 indicate that there is no change in the probability in CEO departure after the breach
compared to the 24-month period prior to the breach incident (the t-statistic for the difference is
0.61).
We then form a matched sample of firms that were not affected by a breach. We observe
that there is no difference in the probability of CEO departure between firms that were breached
and their matched control sample either before the breach or after the breach (the t-statistics for
the differences are 0.68 and 0.45, respectively). We next take the difference in the propensity of
43

http://www.forbes.com/sites/clareoconnor/2014/05/05/target-ceo-gregg-steinhafel-resigns-in-wake-of-databreach-fallout/#4774c23f6e61
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CEO departure before and after between the two sample and consider the difference in these
differences before and after the breach (“Diff-in-Diff analysis”). Results indicate that the
difference in differences is not significant (the t-statistic is 0.20). In other words, the breach does
not increase the likelihood of CEO departure compared to similar firms that did not experience a
breach.
We next repeat the analysis with Top 5 executives (as reported in Execucomp). To do so,
we create CXO_Departure that takes the value of one if a Top 5 executive leaves within 24
months of the breach, zero otherwise. Our results reported in Panel B of Table 7 are qualitatively
similar to those in Panel A. There is no change in the probability of executive turnover following
a breach (“Diff analysis”), there is no difference in the probability of executive departure
between breached and non-breached firms either before or after the breach and the difference in
differences (“Diff-in-Diff”) is not significant (the t-statistics are -1.28 and 0.63, respectively).
We acknowledge that our analysis does not cover the possible departure of the Chief Information
Officer (CIO) or of the Chief Information Security Officer (CISO). However, these positions
(CISO, in particular) are usually held by mid-level managers rather than by senior executives (to
the extent that the CIO position is strategic for the company, it is likely to be included in the Top
5 executives).

9. Shareholder clientele.
Next, we examine if shareholder clientele is affected by cyber-breaches. To this end, we
use a “Diff-in-Diff” approach similar to the one we employ in Section 7 but examine the
ownership of different types of shareholders. We consider the three groups of institutional
29

investors the prior literature has traditionally examined: transient institutional investors, quasiindexer and dedicated institutional investors). Institutions are classified into Transient, QuasiIndexer, and dedicated institutional investors based on their trading horizons and preferences
using the factor and cluster analysis approach described in Bushee (1998).44 Institutional
holdings data are obtained from Thomson Reuter’s 13-F filings database of institutional
managers’ quarterly stock holdings and transactions data. Institution holdings are measured at
the quarter end immediately prior to the breach announcement (pre-breach period), and the
quarter end after the breach announcement (post-breach).
Results for the three groups are reported in Table 8 across three panels. In all cases, the
“diff-in-diff” is insignificantly different from zero with very small t-statistics (0.29, 0.04 and
0.78). In other words, the breach does not affect the shareholder base. This lack of significance is
also present when we consider the difference in shareholder clientele before the breach and after
(the “Diffs”). The only difference that is marginally significant is the percentage of transient
investors: firms that are breached have a slightly higher proportion of transient shareholders
(both before and after the event).

10. Do firms that experience a breach disclose more about cyber-risk before and
after the event?
Finally, we examine if a breach has an effect on the disclosure of cyber-risk. We provide
an example in Appendix B using the Home Depot case. The length of the disclosure regarding
the breach is relatively long. However, the text remains vague on what subsequent costs maybe.
44

We thank Brian Bushee for providing the shareholder classification on his webpage for the period 1981-2013.
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To validate this perception, we consider both our disclosure indicator variable (DiscDum)
in Panel A and our disclosure score (DiscScore) in Panel B of Table 9. As in the previous
section, we conduct both a “Diff analysis” and a “Diff-in-Diff” analysis. Panel A shows that the
proportion of firms that make any cyber risk related disclosure in their 10-Ks increased
significantly by more than 11% following the announcement of a breach (the t-statistic is 2.64).
However, the matched control sample exhibits a similar increase of almost 17%, which is not
statistically different from the breach sample (the t-statistic is 0.91). We also note that the value
is not different for breached and non-breached firms either prior to the breach (t-statistic is 0.45)
or after (the t-statistic is 1.66). In other words, the increase in disclosure for breached firms
cannot be distinguished from a secular trend of a modest increase in disclosure for all firms.
Panel B presents the results for the changes in average number of mentions about cyber risks.
The difference in difference is not significant (the t-statistic is 1.05). However, the increase for
breached firms is not significant while it is for non-breached firms.

V.

Conclusion

There is increasing interest in cyber-risk among the general public. In contrast, we find that
disclosure by US listed firms on this topic is rare and boiler-plate. Perhaps as a response to this
discrepancy, the SEC and other regulators have increased pressure on registrants. We empirically
find that this has led to an increase in cyber-risk disclosure but a modest one. We examine
whether this relative lack of disclosure is warranted or rather reflects a market or regulatory
failure. To answer this question, we primarily consider data breaches because the highest profile
cases of cyber-crises among US listed firms have been tied to this issue. We observe that the
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number of these events has varied over the years but overall, the phenomenon remains relatively
rare. Perhaps more importantly for our purpose, the market reaction to the announcement of data
breaches has been limited (approximately -0.5% over a three-day period). A qualitative analysis
also reveals no significant persistent negative market reaction when the recent major data
breaches at Sony, Target, Home Depot, Anthem and Sony were revealed. Consistent with this
lack of market reaction, the estimates of the costs associated with these cases made by the
targeted firms are not material. Variables such as prior disclosure, a time trend, size or being in
the financial sector are not statistically significant in predicting short term returns. Similarly, we
do not find any evidence of longer term abnormal return. Finally, we do not observe strong
reactions after the breaches. A “Diff-in-Diff” analysis reveals that the change in operational
performance, in CEO departure likelihood, in shareholder clientele or in the amount of disclosure
does not differ from the changes in a matched sample of firms that were not breached.
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Graph 2a: Google Trend Analysis of the Expression “Cyber Security”.
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Graph 2b: Google Trend Analysis of the Expression “Data Breach”.
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DiscScore is the average number of times a firm mentions cyber risk in its 10K in a given year (Left vertical axis),
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Graph 7: Market Reaction around the Announcement of Cyber breaches
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Table 1: Cross-sectional Analysis of Disclosure

Dependent Variable:

DiscDum

DiscScore

-872.71***
(190.86)
24.61***
(285.58)
0.0018***
(17.97)
-39.97**
(5.29)
56.63***
(95.20)
29.91***
(1072.55)
355.44***
(30.40)
164.26***
(6.91)
Yes

-70.45***
(-7.64)
5.94***
(11.43)
0.00*
(1.80)
1.37
(0.30)
84.94***
(24.58)
3.74***
(19.10)
63.95***
(4.51)
11.10
(1.23)
Yes

Nobs

59,689

59,652

R2

39.17

15.63

Intercept
Size
B-to-M
Leverage
Sec_Reg
Time
Consumer
Finance
Industry Indicators

The logistic (for DiscDum) and OLS (for DiscScore) regressions are estimated using data extracted from 10K filings
over the period of fiscal years 2000-2015. DiscDum is an indicator variable that takes the value of one if the firm
mentions cyber risk in either item1a or item7 of the 10K filing, zero otherwise. DiscScore represents a disclosure
score measure by aggregating the counts of different expressions across Item 1A and 7 related to cyber-risk. Size is
the natural log of market capitalization of common stock at the fiscal year-end. BM is the book to market ratio of
common equity at the fiscal year end. Leverage is the ratio of long term debt divided by total assets at the fiscal year
end. Consumer is an indicator variable that takes the value of 1 if the firm operates in consumer goods industry (i.e.,
its SIC classification lies between 5200 and 5999), zero otherwise. Finance is an indicator variable that takes the
value of one if the firm operates in finance industry (i.e., its SIC classification lies between 6000 and 6999), zero
otherwise. Time is a time trend variable defined as year-1999 (in years). Sec_Reg is an indicator variable that takes
the value of one after 2011, zero otherwise. We include industry indicator variables at the two-digit level but omit
those associated with the consumer and finance industries. All coefficients have been multiplied by 100 for
readability. Standard errors are robust and clustered by firm. *, ** and *** denote two sided significance levels of
10%, 5% and 1%, respectively.
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Table 2: Cross-sectional Analysis of Breach Likelihood.

Dependent Variable:

Breach

Breach

-2,106.30
(762.19)***

-1,989.40
(685.25)***

Size

69.49***
(200.91)

68.62***
(187.76)

B-to-M

0.25***
(25.92)

0.26***
(27.45)

13.64
(0.03)

-96.51***
(2.23)

Industry Indicators

Yes

1,027.26***
(628.17)
1,017.52
(763.59)***
Yes

Year Indicators

Yes

Yes

Nobs

28,623

28,623

R2

26.48

23.60

Intercept

Leverage

Consumer
Finance

Logistic regressions are estimated using all available data for the period of fiscal years 2005-2014. Breach is an
indicator variable that takes the value of one if we identify an incident in a given fiscal year, zero otherwise. Size is
the natural log of market capitalization of common stock at the previous fiscal year end. BM is the book to market
ratio of common equity at the previous fiscal year end. Leverage is the ratio of long term debt divided by total
assets, at the previous fiscal year end. Consumer is an indicator variable that takes the value of 1 if the firm operates
in consumer goods industry (i.e., its SIC classification lies between 5200 and 5999), zero otherwise. Finance is an
indicator variable that takes the value of one if the firm operates in finance industry (i.e., its SIC classification lies
between 6000 and 6999), zero otherwise. In column 1, we include industry indicator variables at the two-digit SIC
level and year indicator variables. In column 2, we include industry indicator variables at the two-digit SIC level but
omit those associated with the consumer and finance industries. Coefficients have been multiplied by 100 for
readability. Standard errors are robust. *, ** and *** denote two sided significance levels of 10%, 5% and 1%,
respectively.
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Table 3: Short Window Returns – Cross-sectional Analysis

Dependent Variable

CAR3d

CAR3d

CAT3

CAT3

Intercept

205.19
(0.82)
-1.21**
(-2.12)
0.33
(0.42)
0.17
(0.34)
-0.10
(0.89)
-0.17*
(-1.92)
-0.44
(-0.38)
-0.10
(-0.83)
-1.61**
(-2.02)
0.04
(0.09)
0.87
(1.57)

141.58
(0.56)
-1.17**
(-2.01)
0.34
(0.43)
0.13
(0.27)
0.09
(0.79)
-0.18*
(-1.93)
-0.55
(-0.45)
-0.07
(-0.57)
-1.67**
(-2.02)
0.12
(0.28)

-260.90
(-0.80)
1.75***
(2.83)
-0.91
(-0.71)
-0.17
(-0.19)
-0.10
(-0.73)
0.47**
(1.94)
-2.89
(-1.31)
0.13
(0.80)
0.82
(1.34)
-1.06
(-1.15)
-0.77
(-1.33)

-173.65
(-0.55)
1.60***
(2.72)
-0.80
(-0.74)
-0.20
(-0.22)
-0.11
(-0.74)
0.46**
(1.96)
-2.64
(-1.25)
0.09
(0.55)
0.90
(1.50)
-0.94
(-1.08)

Severity
Sec_Reg
Concur 8K
Size
B-to-M
Leverage
Year
Consumer
Finance
DiscNum

147

0.22
(1.12)
147

147

-0.16
(-0.47)
147

13.86

12.52

22.24

21.29

DiscScore
Nobs
R2

CAR3d is the Fama-French 3-factor model abnormal returns over a three-day period centered on the announcement
day. CAT3 is an indicator variable that takes the value of one if CAR3d is less than minus 3%, zero otherwise. Size is
the natural log of market capitalization of common stock at previous fiscal year end. BM is the book to market ratio
of common equity at previous fiscal year end. Leverage is the ratio of long term debt divided by total assets, at the
previous fiscal year end. Consumer is an indicator variable that takes the value of 1 if the firm operates in consumer
goods industry (i.e., its SIC classification lies between 5200 and 5999), zero otherwise. Finance is an indicator
variable that takes the value of one if the firm operates in finance industry (i.e., its SIC classification lies between
6000 and 6999), zero otherwise. Concur 8K is an indicator variable that takes the value of 1 if the firm had an 8K
filing in the 5-day window surrounding the breach announcement, 0 otherwise. Year is the year of breach
announcement.). Sec_Reg is an indicator variable that takes the value of one after 2011, 0 otherwise. DiscDum is an
indicator variable that takes the value of one if the firm mentions cyber risk in either item1a or item7 of the 10K
filing, zero otherwise. DiscScore represents a disclosure score measure by aggregating the counts of different
expressions across Item 1A and 7 related to cyber-risk. Coefficients in the first two columns have been multiplied by
100 for readability. Standard errors are robust. *, ** and *** denote two sided significance levels of 10%, 5% and
1%, respectively.
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Table 4: Long Window Returns intercepts, all in percentages

6 month
12 month

BHAR
Matched
-4.59**
(-2.05)
-10.75**
(-2.74)

MS (2000)
3F
-0.39
(-1.11)
-0.19
(-0.74)

Point estimates and standard errors for long term abnormal returns over Six- and twelve-month horizons are
provided. Estimates in Column 1 are based on a Buy-and-Hold Abnormal Return (BHAR) approach. Estimates in
Column 2 are time series intercepts obtained using the method described in Stafford and Mitchell (2000). *, ** and
*** denote two sided significance levels of 10%, 5% and 1%, respectively.
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Table 5: Long Window Returns – Cross-sectional Analysis

Dependent
Variable:
Intercept
Severity
Concur 8K
Size
B-to-M
Leverage
Sec_Reg
Year
Consumer
Finance
DiscNum

BHAR6m

BHAR6m

BHAR12m

BHAR12m

-26.80
(-0.72)
0.09
(1.05)
0.06
(1.11)
0.01
(0.67)
0.12
(1.67)
0.21
(0.94)
-0.03
(-0.27)
0.01
(0.71)
-0.06
(-0.73)
-0.02
(-0.25)
-0.01
(-0.17)

-24.07
(-0.63)
0.08
(1.06)
0.06
(1.07)
0.01
(0.65)
0.12
(1.68)
0.21
(0.92)
-0.03
(-0.27)
0.01
(0.62)
-0.06
(-0.73)
-0.02
(-0.31)

-100.11
(1.64)
0.07
(0.47)
-0.01
(-0.11)
0.01
(0.37)
0.12
(0.77)
0.56
(1.23)
-0.19
(-0.85)
0.05
(1.63)
-0.19
(-1.04)
0.02
(0.20)
-0.14
(-0.83)

-94.63
(-1.44)
0.06
(0.44)
-0.01
(-0.14)
0.01
(0.47)
0.11
(0.72)
0.59
(1.26)
-0.17
(-0.78)
0.05
(1.43)
-0.17
(-0.94)
0.03
(0.26)

Nobs

112

0.00
(0.03)
112

R2

6.67

6.63

DiscScore

109

-0.07
(-0.79)
109

8.48

8.43

BHAR6m and BHAR12m are the Buy-and-Hold Abnormal Return (BHAR) six and twelve months after a cyberbreach. Size is the natural log of market capitalization of common stock at the previous fiscal yearend. BM is the
book to market ratio of common equity at previous year end. Leverage is the ratio of long term debt divided by total
assets, at the previous year end. Consumer is an indicator variable that takes the value of 1 if the firm operates in
consumer goods industry (i.e., its SIC classification lies between 5200 and 5999), zero otherwise. Finance is an
indicator variable that takes the value of one if the firm operates in finance industry (i.e., its SIC classification lies
between 6000 and 6999), zero otherwise. Year is the year of breach announcement. Sec_Reg is an indicator variable
that takes the value of one after 2011, zero otherwise. DiscDum is an indicator variable that takes the value of one if
the firm mentions cyber risk in either item1a or item7 of the 10K filing, zero otherwise. DiscScore represents a
disclosure score measure by aggregating the counts of different expressions across Item 1A and 7 related to cyberrisk. Standard errors are robust.
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Table 6: Operational Performance – “Diff-in-Diff” analysis.

Pre-breach (1)

Post-Breach (2)

Breached Firms (A)

0.03

0.03

Non Breached Firms (B)

0.05

0.05

-0.02
(-2.03)**

-0.02
(-2.40)**

Difference (B – A)
t-value

Difference (2 – 1)
t-value
-0.00
(-0.42)
-0.00
(-0.40)
-0.00
(-0.09)

We use a “Diff-in-Diff” approach to examine the change in ROA after a breach. The Non Breached Firms is a
control sample matched with the Breached Firms on size and book-to-market in the same industry-year. *, ** and
*** denote two sided significance levels of 10%, 5% and 1%, respectively
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Table 7: Executive departure – “Diff-in-Diff” analysis.
Panel A: CEO_Departure
Pre-breach (1)

Post-Breach (2)

Breached Firms (A)

0.12

0.10

Non Breached Firms (B)

0.14

0.12

0.02
(0.68)

0.01
(0.45)

Difference (2 – 1)
t-value
-0.02
(-0.61)
-0.03
(-0.86)
-0.01
(-0.20)

Pre-breach (1)

Post-Breach (2)

Difference (2 – 1)

Breached Firms (A)

0.18

0.15

Non Breached Firms (B)

0.19

0.18

0.01
(0.56)

0.03
(0.1.54)

-0.02
(-1.28)
-0.01
(-0.33)
0.02
(0.63)

Difference (B – A)
t-value
Panel B: CXO_Departure

Difference (B – A)
t-value

We use a “Diff-in-Diff” approach to examine the probability of CEO and CXO departure after a breach. We create
CEO_Departure that takes the value of one if the CEO leaves within 24 months of the breach, zero otherwise. We
create CXO_Departure that takes the value of one if a Top 5 executive leaves within 24 months of the breach, zero
otherwise. The Non Breached Firms is a control sample matched with the Breached Firms on size and book-tomarket in the same industry-year.
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Table 8: Shareholder Clientele – “Diff-in-Diff” analysis.
Panel A: Transient Institutional Investors
Pre-breach (1)

Post-Breach (2)

Breached Firms (A)

14.12

14.61

Non Breached Firms (B)

11.89

11.87

Difference (B – A)
t-value

-2.24*
(-1.88)

-2.74**
(-2.17)

Difference (2 – 1)
t-value
0.49
(0.44)
0.01
(0.01)
0.50
(0.29)

Pre-breach (1)

Post-Breach (2)

Difference (2 – 1)

Breached Firms (A)

51.13

51.60

Non Breached Firms (B)

44.72

45.44

Difference (B – A)
t-value

-6.40
(-1.43)

-6.16
(1.33)

0.47
(0.26)
0.71
(0.12)
0.24
(-0.04)

Pre-breach (1)

Post-Breach (2)

Difference (2 – 1)

Breached Firms (A)

4.51

5.05

Non Breached Firms (B)

6.45

5.04

1.94
(0.93)

0.01
(0.00)

0.54
(-0.48)
-1.41
(-0.56)
1.94
(0.78)

Panel B: Quasi-indexer Institutional Investors

Panel C: Dedicated Institutional Investors

Difference (B – A)
t-value

We use a “Diff-in-Diff” approach to examine the potential change in shareholder clientele after a breach. Institution
holdings are measured at the quarter end immediately prior to the breach announcement (pre-breach period), and the
quarter end after the breach announcement (post-breach). Institutional holdings data are obtained from the quarterly
13f filings by institutions. The Institution Classification Data are obtained from Professor Bushee’s research
website, with data available for up to 2013. Institutions are classified into Transient, Quasi-Indexer, and dedicated
institutional investors based on their trading horizons and preferences using the factor and cluster analysis approach
described in Bushee 1998. The Non Breached Firms is a control sample matched with the Breached Firms on size
and book-to-market in the same industry-year. *, ** and *** denote two sided significance levels of 10%, 5% and
1%, respectively.
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Table 9: Change in disclosure – “Diff-in-Diff” analysis.

Panel A: DiscNum
Pre-breach (1)

Post-Breach (2)

Difference (2 – 1)

Breached Firms (A)

0.27

0.39

0.11***
(2.64)

Non Breached Firms (B)

0.29

0.46

0.17***
(3.84)

Difference (B –A)

0.02

0.07

t-value

(0.45)

(1.66)

0.06
(0.91)

Pre-breach (1)

Post-Breach (2)

Difference (2 – 1)

Breached Firms (A)

0.90

1.19

0.29
(1.06)

Non Breached Firms (B)

1.17

1.92

0.75**
(2.17)

Difference (B – A)

0.27

0.73**

t-value

(0.90)

(2.33)

0.46
(1.05)

Panel B: DiscScore

DiscDum is an indicator variable that takes the value of one if the firm mentions cyber risk in either item1a or item7
of the 10K filing, zero otherwise. DiscScore represents a disclosure score measure by aggregating the counts of
different expressions across Item 1A and 7 related to cyber-risk. The Non Breached Firms is a control sample
matched with the Breached Firms on size and book-to-market in the same industry-year. *, ** and *** denote two
sided significance levels of 10%, 5% and 1%, respectively.

55

Appendix A: Disclosure made by Home Depot Prior to the breach
Item 1A. Risk Factors, 10 K filling, 2014
If we do not maintain the privacy and security of customer, associate, supplier or Company information, we could
damage our reputation, incur substantial additional costs and become subject to litigation. Our business involves the
storage and transmission of customers' personal information, consumer preferences and credit card information, as
well as confidential information about our associates, our suppliers and our Company. Our information systems are
vulnerable to an increasing threat of continually evolving cybersecurity risks. Any significant compromise or breach
of our data security, whether external or internal, or misuse of associate or customer data, could significantly
damage our reputation, cause the disclosure of confidential customer, associate, supplier or Company information,
and result in significant costs, lost sales, fines and lawsuits. While we have implemented systems and processes to
protect against unauthorized access to or use of secured data and to prevent data loss, there is no guarantee that these
procedures are adequate to safeguard against all data security breaches or misuse of the data. The regulatory
environment related to information security, data collection and use, and privacy is increasingly rigorous, with new
and constantly changing requirements applicable to our business, and compliance with those requirements could
result in additional costs.
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Appendix B: Disclosure made by Home Depot after the breach
Item 1A. Risk Factors, 10 K filling, 2015
We discovered a data breach in the third quarter of fiscal 2014 and are still in the process of determining the full
extent of its impact and the impact of related government investigations and civil litigation on our results of
operations, which could be material.
Our recent Data Breach involved the theft of certain payment card information and customer email
addresses through unauthorized access to our systems. As a result of the Data Breach, we are facing at least 57 civil
lawsuits filed in the U.S. and Canada, and other claims may be asserted on behalf of customers, payment card
brands, payment card issuing banks, shareholders, or others seeking damages or other related relief, allegedly arising
out of the Data Breach. We are also facing investigations by a number of state and federal agencies. Our financial
liability arising from these claims and investigations will depend on many factors, one of which is whether, at the
time of the Data Breach, the portion of our network that handles payment card data was in compliance with
applicable payment card industry standards. Another factor is whether, and if so to what extent, any fraud losses or
other expenses experienced by cardholders, the payment card networks or the card issuing banks on or with respect
to the payment card accounts affected by the Data Breach can be properly attributed to the Data Breach and whether
and to what extent those losses and expenses would in any event be our legal responsibility.
These claims and investigations may adversely affect how we operate our business, divert the attention of
management from the operation of the business and result in additional costs and fines. In addition, the
governmental agencies investigating the Data Breach may seek to impose injunctive relief, which could materially
increase our data security costs, adversely impact how we operate our systems and collect and use customer
information, and put us at a competitive disadvantage with other retailers.
Investigations of the Data Breach are ongoing, and we are still in the process of assessing the financial and
other impacts of the Data Breach. It is possible that we will identify additional information that was accessed or
stolen, or other unforeseen developments related to the Data Breach could occur, which could have a further adverse
impact on our operations, financial results and reputation.
If our efforts to maintain the privacy and security of customer, associate, supplier or Company information
are not successful, we could incur substantial additional costs, and become subject to further litigation, enforcement
actions, and reputational damage.
Our business, like that of most retailers, involves the receipt, storage and transmission of customers'
personal information, consumer preferences and payment card information, as well as confidential information about
our associates, our suppliers and our Company, some of which is entrusted to third-party service providers and
vendors. We also work with third-party service providers and vendors that provide technology, systems and services
that we use in connection with the receipt, storage and transmission of this information. Our information systems,
and those of our third-party service providers and vendors, are vulnerable to an increasing threat of continually
evolving cybersecurity risks. Unauthorized parties may attempt to gain access to these systems or our information
through fraud or other means of deceiving our associates, third-party service providers or vendors. Hardware,
software or applications we develop or obtain from third parties may contain defects in design or manufacture or
other problems that could unexpectedly compromise information security. The methods used to obtain unauthorized
access, disable or degrade service, or sabotage systems are also constantly changing and evolving, and may be
difficult to anticipate or detect for long periods of time. We have implemented and regularly review and update
processes and procedures to protect against unauthorized access to or use of secured data and to prevent data loss.
However, the ever-evolving threats mean we and our third-party service providers and vendors must continually
evaluate and adapt our respective systems and processes, and there is no guarantee that they will be adequate to
safeguard against all data security breaches or misuses of data. Any future significant compromise or breach of our
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data security, whether external or internal, or misuse of customer, associate, supplier or Company data, could result
in additional significant costs, lost sales, fines and lawsuits, and damage to our reputation. In addition, as the
regulatory environment related to information security, data collection and use, and privacy becomes increasingly
rigorous, with new and constantly changing requirements applicable to our business, compliance with those
requirements could also result in additional costs.

MD&A (Item 7):
Data Breach
In the third quarter of fiscal 2014, we confirmed that our payment data systems were breached, which
potentially impacted customers who used payment cards at self-checkout systems in our U.S. and Canadian stores.
Our investigation to date has determined the intruder used a vendor’s user name and password to enter the perimeter
of our network. The intruder then acquired elevated rights that allowed it to navigate portions of our systems and to
deploy unique, custom-built malware on our self-checkout systems to access payment card information of up to 56
million customers who shopped at our U.S. and Canadian stores between April 2014 and September 2014. On
September 18, 2014, we confirmed that the malware used in the Data Breach had been eliminated from our systems.
There is no evidence that debit PIN numbers were compromised or that the Data Breach impacted stores in Mexico
or customers who shopped online at HomeDepot.com or HomeDepot.ca. In addition, we announced on November 6,
2014 that separate files containing approximately 53 million email addresses were also taken during the Data
Breach. These files did not contain passwords, payment card information or other sensitive personal information.
The investigation of the Data Breach is ongoing, and we are supporting law enforcement efforts to identify the
responsible parties. In September 2014, we completed a major payment security project that provides enhanced
encryption of payment card data at the point of sale in all of our U.S. stores, offering significant new protection for
customers. The new security protection takes raw payment card information and scrambles it to make it unreadable
to unauthorized users. We are also rolling out enhanced encryption to our Canadian stores and EMV chip-and-PIN
technology in our U.S. stores, which will add extra layers of payment card protection for customers who use EMV
enabled chip-and-PIN cards. Our Canadian stores are already enabled with EMV chip-and-PIN technology.
Expenses Incurred
In fiscal 2014, we recorded $63 million of pretax expenses related to the Data Breach, partially offset by
$30 million of expected insurance proceeds for costs we believe are reimbursable and probable of recovery under
our insurance coverage, for pretax net expenses of $33 million. These expenses are included in Selling, General and
Administrative expenses in the accompanying Consolidated Statements of Earnings for fiscal 2014. Expenses
include costs to investigate the Data Breach; provide identity protection services, including credit monitoring, to
impacted customers; increase call center staffing; and pay legal and other professional services, all of which were
expensed as incurred.
Litigation, Claims and Government Investigations
In addition to the above expenses, we believe it is probable that the payment card networks will make
claims against us. The ultimate amount of these claims will likely include amounts for incremental counterfeit fraud
losses and non-ordinary course operating expenses (such as card reissuance costs) that the payment card networks
assert they or their issuing banks have incurred. In order for us to have liability for such claims, we believe it would
have to be determined, among other things, that (1) at the time of the Data Breach the portion of our network that
handles payment card data was noncompliant with applicable data security standards, and (2) the alleged
noncompliance caused at least some portion of the compromise of payment card data that occurred during the Data
Breach. Although an independent third-party assessor found the portion of our network that handles payment card
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data to be compliant with applicable data security standards in the fall of 2013, and the process of obtaining such
certification for 2014 was ongoing at the time of the Data Breach, in March 2015 the forensic investigator working
on behalf of the payment card networks alleged that we were not in compliance with certain of those standards at the
time of the Data Breach. As a result, we believe it is probable that the payment card networks will make claims
against us and that we will dispute those claims. When those claims are asserted, we will have to determine, based
on the facts and information then available to us, whether to litigate or seek to settle those claims. At this time, we
believe that settlement negotiations will ensue and that it is probable that we will incur a loss in connection with
those claims. We cannot reasonably estimate a range of losses because no claims have yet been asserted and because
there are significant factual and legal issues to be resolved. We will continue to evaluate information as it becomes
known and will record an estimate for losses at the time or times when it is both probable that a loss has been
incurred and the amount of the loss is reasonably estimable. We believe that the ultimate amount paid on payment
card network claims could be material to our consolidated financial condition, results of operations, or cash flows in
future periods.
In addition, at least 57 actions have been filed in courts in the U.S. and Canada, and other claims may be
asserted against us on behalf of customers, payment card brands, payment card issuing banks, shareholders or others
seeking damages or other related relief, allegedly arising from the Data Breach. Furthermore, several state and
federal agencies, including State Attorneys General, are investigating events related to the Data Breach, including
how it occurred, its consequences and our responses. We are cooperating in the governmental investigations, and we
may be subject to fines or other obligations. While a loss from these matters is reasonably possible, we are not able
to estimate the costs, or range of costs, related to these matters because the proceedings remain in the early stages,
alleged damages have not been specified, there is uncertainty as to the likelihood of a class or classes being certified
or the ultimate size of any class if certified, and there are significant factual and legal issues to be resolved. We have
not concluded that a loss from these matters is probable; therefore, we have not recorded an accrual for litigation,
claims and governmental investigations related to these matters in fiscal 2014. We will continue to evaluate
information as it becomes known and will record an estimate for losses at the time or times when it is both probable
that a loss has been incurred and the amount of the loss is reasonably estimable. We believe that the ultimate amount
paid on these actions, claims and investigations could be material to our consolidated financial condition, results of
operations, or cash flows in future periods.
Future Costs
We expect to incur significant legal and other professional services expenses associated with the Data
Breach in future periods. We will recognize these expenses as services are received. Costs related to the Data Breach
that may be incurred in future periods may also include liabilities to payment card networks for reimbursements of
credit card fraud and card reissuance costs; liabilities related to our private label credit card fraud and card
reissuance costs; liabilities from current and future civil litigation, governmental investigations and enforcement
proceedings; future expenses for legal, investigative and consulting fees; and incremental expenses and capital
investments for remediation activities. We believe that the ultimate amount paid on these services and claims could
be material to our consolidated financial condition, results of operations, or cash flows in future periods.
Insurance Coverage
We maintained $100 million of network security and privacy liability insurance coverage in fiscal 2014,
above a $7.5 million deductible, to limit our exposure to losses such as those related to the Data Breach. As of
February 1, 2015, we had received an initial payment of $10 million of insurance reimbursements. In fiscal 2015, we
entered into a new policy, with $100 million of network security and privacy liability insurance coverage, above a
$10 million deductible, to limit our exposure to similar losses.
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