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Overview

The Fordham University Information Security and Assurance program defines the information security
standards and procedures for ensuring the confidentiality, integrity, privacy, security, and availability of
all information systems and resources managed by Fordham University, and the implementation status
as of June 8, 2026. Included are:

e Standards and procedures aligned to NIST

e Roles and responsibilities

e List of policies

e Applicable laws and regulations

e Glossary of terms and acronyms

e Office of Information Technology organizational charts
The Fordham University Information Security and Assurance program supplements the official Security
Policies, Standards, Procedures, and Guidelines established by Fordham's Office of Information
Technology. The security program aligns with the NIST Cybersecurity Framework. It complies with the
regulations and policies set forth by the State of New York, Fordham University, the Federal Information
Security Management Act (FISMA), the Family Educational Rights and Privacy Act (FERPA), the General
Data Protection Regulation (GDPR), and other regulations.

Scope

The standards and procedures indicated in the Fordham Information Security and Assurance
Management Program apply to all IT Resources connecting to the Fordham University network.

Alignment to NIST

Fordham's Information Security and Assurance Office has transitioned from NIST Cybersecurity
Framework (CSF) version 1.1 to CSF 2.0, reflecting the University’s commitment to continuously
improving its cybersecurity risk management practices. CSF 2.0 offers a flexible, widely adopted
approach to managing cybersecurity risk across all organizational types and sectors.

The updated Framework helps organizations of any size align their cybersecurity activities with strategic
objectives, improve resilience, and support risk-informed decision-making. It is organized into six high-
level Functions (Govern, Identify, Protect, Detect, Respond, and Recover), which are further broken
down into Categories and Subcategories that define key cybersecurity outcomes.

CSF 2.0 retains the core structure of its predecessor while enhancing usability, clarifying roles and
responsibilities, and emphasizing alignment with enterprise risk management. It is composed of three
main components:

The Framework Core, which outlines cybersecurity outcomes and informative references;

Framework Implementation Tiers, which describe the integration of cybersecurity into broader
organizational processes and culture; and

Framework Profiles, which tailor cybersecurity outcomes to the organization’s mission, risk posture, and
business environment.

Each element of the Framework enables Fordham to take a comprehensive, risk-based approach to
cybersecurity that supports both strategic initiatives and day-to-day operations.

Fordham’s Current Profile supports measurement and prioritization efforts as the University moves
toward its Target Profile. In prioritizing cybersecurity outcomes, ISA considered Fordham’s IT strategic
goals, including:
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e Enabling the Future of Teaching and Learning,

e Expanding Digital Transformation,

e Empowering the Future of Research,

e Enhancing the Student Experience,

e Fostering Innovation in Education and Work, and
e Creating Strategic External Alliances.

Profiles are actively used to support self-assessments, guide continuous improvement, and foster
communication with the Office of Information Technology, University stakeholders, and strategic
partners. This structured approach helps ensure that cybersecurity investments and activities support
Fordham’s broader academic, research, and operational priorities.

Organizational Structure, Roles, and Responsibilities

Information Security and Assurance

Fordham University created Information Security and Assurance because Information Security is critical
to the privacy and integrity of the Fordham University community and to its historical, educational,
research, and operational missions. Information Security and Assurance, headed by the Chief
Information Security Officer (CISO), is responsible for developing and implementing an information
security program, including procedures and policies designed to protect University communications,
systems, and assets from internal and external threats. Information Security and Assurance sets the
overall direction for information security functions at Fordham University, including IT risk management,
security policies, security awareness, incident response, and security architecture. Since security risk is a
business risk, Information Security and Assurance assesses and works with the strategic components of
functional business units and operational security staff across all University IT organizations. Partnering
with business and IT, Information Security and Assurance cultivates relationships with users and
department liaisons to set priorities, discuss common concerns, and manage expectations.

Key areas of focus for Information Security and Assurance include the security of enterprise-wide
applications, communications, networks, computing services, and university-wide data stewardship.
Additionally, Information Security and Assurance:
e Promotes the quality and integrity of information security throughout the University,
e Develops information security policy, obtaining ratification of the policy from key constituents,
and oversees the implementation of this policy at the University,
e Builds a culture of information security,
e Educates the University concerning the implications of legislative requirements,
e Works closely and collaboratively with the University's Office of Public Safety to enhance the
University's physical security and
e  Works with the Office of Legal Counsel (OLC) to maintain the privacy of faculty, students, and
staff within the University.

The CISO, in alighment with the University's strategic plan, chairs a University-wide Information Risk
Management Board (IRMB) that guides and advocates for information security standards and
investments. Information Security and Assurance identifies security goals and objectives and develops
and implements policies, standards, procedures, and guidelines to support the University's strategic
direction.
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Information Security and Assurance Key Responsibilities and Services:

e Develop and maintain the security architecture,

e Oversee IT security-related risk management,

e Provide security for enterprise-wide applications,

e Handle incident responses,

e Provide a culture of information security throughout the University,

e Develop information security policies,

e Educate the University concerning the implications of legislative requirements,
e |dentify security goals and objectives per University priorities,

e Conduct vulnerability assessments, penetration testing, forensics, and code analysis,
e Promote user security awareness,

e Approve security access requests,

e Provide authorizations,

e Manage security implementations,

e Provide ongoing compliance monitoring and

e Monitor network traffic.

Information Security
The security branch of Information Security and Assurance proactively manages the confidentiality,
integrity, and availability of information in the custody of or processed by Fordham University. The
mission is to protect the University's data and data processing assets. This department guards the
network infrastructure, servers, desktops, applications, and University data against theft, misuse,
breach, and compromise. To accomplish this, Information Security and Assurance may make use of the
following areas of expertise:

e Audit

e Forensic analysis

e Incident response teams

e Security applications and hardware

Information Security and Assurance is responsible for creating, maintaining, deploying, and
implementing security policies, procedures, standards, and guidelines. This department also oversees
forensic analysis of security events, leads Fordham's Incident Response Team (IRT) in response to
security incidents, and manages all security applications, hardware, and implementations.

Assurance
Assurance manages overall risks to the University's IT resources. Assurance develops, implements, and
maintains a comprehensive Information Security and Assurance Program that incorporates security
policy and compliance, security awareness, security risk assessment, and mitigation and information
assurance.
Information Security and Assurance continually monitors the risk equation by analyzing IT's
infrastructure and recommending the deployment of tools and third-party reviews to report on the
status of:

e Risk Assessment

e Business Continuity

e Disaster Recovery

e Data Privacy
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e T Policy
Active monitoring of regulatory and legislative mandates applicable to Fordham University is integral to
the role. This includes raising awareness and documenting the requirements of relevant legislation for
institutions of higher education. Areas of compliance that Information Security and Assurance may
become involved include, but are not limited to, Sarbanes-Oxley, PCI DSS, GLBA, GDPR, and FERPA.

Key Leadership Roles

The IT leadership team consists of several key members who work together to provide thought
leadership, define a security strategy, create a culture of risk awareness and security, and work with
diverse operational areas across Fordham to protect what matters most to the Fordham community.
Some of these leadership roles are:

Chief Information Officer (CIO)/Vice President, Office of Information Technology

The CIO provides information technology management, development, planning, procurement, and
implementation activities to deliver quality information services and products for institutional and
educational/academic environments. Provides executive leadership for organizational strategies,
including digital, mobile, cloud, online, and collaboration, to reduce operating expenses and grow new
markets.

e Creates technology alignment with corporate goals through effective working relationships with
senior business leaders and the Board of Trustees
e Provides strategic focus and direction to integrate operational areas with the University's vision
and goals:
o Educate students as global citizens and transformative leaders for justice in the
innovation age,
o Excel across the natural and applied sciences and allied fields to promote social change,
equity, and
o Cultivate a diverse, equitable, inclusive, caring, and connected community that
promotes each member's development as a whole person.
e Launches Advanced Analytics and Business Intelligence for critical analysis and decision-making
e Designs Governance and Portfolio Prioritization processes; and
e Delivers cost savings through optimized use of process improvement and sourcing

Chief Information Security Officer (CISO)/Associate Vice President, Office of Information
Technology

Reporting to the VP & Chief Information Officer, the Associate VP/CISO is responsible for leading
Fordham's Information Security and Assurance office and working with campus leadership to oversee
the formation and operations of a university-wide information security capability to achieve a common
information security goal. The CISO is a member of the CIO leadership team and serves a key role in
university leadership, working closely with senior administration, academic leaders, and the campus
community. As an advocate for the Institution's total information security needs, the CISO is responsible
for developing and delivering a comprehensive information security strategy to optimize the University's
security posture. The CISO leads the development and implementation of a security program that
leverages collaborations and campus-wide resources, facilitates information security governance,
advises senior leadership on security direction and resource investments, and designs appropriate
policies to manage IT security risk.
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Senior Director, IT Security and Assurance

Reporting to the CISO, the Senior Director of IT Security and Assurance identifies risks, threats, and
weaknesses, and advises on mitigation options through research, investigations, and audits. In addition,
the Senior Director develops, implements, and maintains a comprehensive assurance program that
incorporates security policy, compliance, security awareness, security risk assessment, risk mitigation,
and information assurance concerning disaster recovery and business continuity. This key role assists
with deploying actions to support mitigation advice and conducting follow-ups to ensure enforcement.
The role's information security responsibilities include recommendations for upgrades, repairs,
modifications, and replacements of information security and change control procedures, systems,
devices, or software. Additionally, the Senior Director designs and implements user security awareness
solutions, manages access requests and authorizations, implements security controls, and monitors
compliance. The Senior Director is responsible for developing, publishing, and maintaining information
security policies, procedures, and guidelines. Working with executive management, the Senior Director
determines acceptable levels of risk for the enterprise and is the senior auditor on IT-based audits
directed by the CISO, Internal Audit, or the Office of Legal Counsel. The Senior Director oversees the
forensic analysis of security events, leads the Fordham Incident Response Team (IRT) during a security
incident, and manages all security applications, hardware, and implementations.

Assistant Director of Application and System Security

Reporting to the Senior Director of DevOps Planning, the Assistant Director of Application and System
Security is responsible for the daily management, execution, and supervision of security operations for
applications and systems, both on-premises and in the Cloud. This position is responsible for installing,
configuring, and transitioning technologies to operational support, with the aim of safeguarding University
resources. The role ensures that security principles are implemented effectively during system configuration
and throughout the development and deployment of web applications. The Assistant Director collaborates
directly with application and engineering teams to implement solutions that address both current and
potential security threats. The Assistant Director of Application and System responsibilities include
coordinating system configuration management, supporting and enforcing a secure Software Development
Life Cycle (SDLC) program, and scheduling regular audits, assessments, penetration tests, and vulnerability
scans.
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IT Policy Library

The repository contains the Office of Information Technology's policies, procedures, and guidelines
regarding technology resources and services. Office of Information Technology provides resources and
services to advance the University's educational, research, and business objectives. Access to or use of
IT Resources that interfere with, interrupt, or conflict with these purposes is unacceptable. These
documents provide notice of the University's expectations to all who use and manage services,
including, but not limited to, computing, networking, communications, applications,
telecommunications systems, infrastructure, hardware, software, data, databases, personnel,
procedures, physical facilities, cloud-based vendors, Software as a Service (SaaS) vendors, and any
related materials. Policies include:

o Acceptable Use of IT Infrastructure and Resources
e Account Access Change Control

e Anti-Spoofing

e Audit and Accountability

e Authorized Access to Electronic Information (Policy)
e Backup

e Business Continuity and Disaster Recovery

e Change Control

e Cloud Server Technical Control Requirements

e Configuration Management

e Corporate Accounts (Policy)

e DataatRest

¢ Data Center Sign In/Out

e Data Classification and Protection

e Data Documentation

e Datain Transit

e Device Sanitization

e Disk Encryption

e Dual-Homed Network

e Email Retention

e Emergency Access via Privileged Access Management
e End of Life

e Endpoint Protection

e Extensions and Application Auxiliary Services

e Firewall/Access Control List

e Generic Accounts

e Hosting and Sharing Content

e Information Security Breach Response

e Information Security Incident Response

OFFICE OF INFORMATION TECHNOLOGY | INFORMATION SECURITY AND ASSURANCE PROGRAM Page |6


https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/acceptable-uses-of-it-infrastructure-and-resources-policy-statement/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/account-access-change-control-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/anti-spoofing-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/audit-and-accountability-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/authorized-access-to-electronic-information-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/backup-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/business-continuity-and-disaster-recovery-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/change-control-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/cloud-server-technical-control-requirements-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/configuration-management-policy/#d.en.155784
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/corporate-accounts-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/data-at-rest-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/data-center-visitor-sign-in-out-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/data-classification-and-protection-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/data-documentation-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/data-in-transit-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/device-sanitization-policy/#d.en.161164
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/disk-encryption-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/dual-homed-network-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/email-retention-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/emergency-access-via-privileged-access-management-policy/#d.en.147633
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/end-of-life-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/endpoint-protection-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/extensions-and-application-auxiliary-services-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/firewallaccess-control-list-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/generic-accounts-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/hosting-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/information-security-breach-response-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/information-security-incident-response-policy/

e Internet of Things

e IT Security's Policy on Policies
e IT Resources Relocation

e |T Resources Remote Access
e IT Security

e Limitations on Production Data on Non-Production Environments

e Local Device Backup

e Logging Requirements

e Multi-Factor Authentication

e Password Management

e Patching Exception Policy

e Patch Management

e PCl Hardware Maintenance

e PCl Network Protocol

e PClI Security Testing

e Peer-to-Peer

e Physical Access

e Privileged Access Control

e Provisioning and Deprovisioning

e Risk Assessment

e Role-Based Email Accounts

e Secure Data Handling

e Server Certificate Security

e Secure Software Development Life Cycle (Policy)
e Systems Hardening

e System and Communications Protection
e Temporary Student (TS) Accounts

e Third-Party Data Transfer (Policy)

e Third-Party Engagement

e Third-Party Sensitive Data Handling Inventory
e Use of Portable Storage Devices

e Vulnerability Management (Policy)

o Wireless Use

e Web Application Security
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https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/internet-of-things-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/it-policy-on-policies/#d.en.90837
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/it-resources-relocation-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/it-resources-remote-access-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/information-technology-security-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/limitations-on-production-data-on-non-production-environments-policy/#d.en.147632
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/local-device-backup-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/logging-requirements-policy/#d.en.90949
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/multi-factor-authentication-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/password-management-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/patching-exception-policy/#d.en.194763
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/patch-management-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/pci-hardware-maintenance-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/pci-network-protocol-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/pci-security-testing-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/peer-to-peer-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/physical-access-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/privileged-access-control-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/provisioning-and-deprovisioning-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/risk-assessment-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/role-based-email-accounts-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/secure-data-handling-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/server-certificate-security-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/secure-software-development-life-cycle-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/systems-hardening-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/system-and-communications-protection-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/temporary-student-ts-accounts/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/third-party-data-transfer-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/third-party-engagement-policy/#d.en.90829
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/third-party-sensitive-data-handling-inventory/#d.en.126303
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/use-of-portable-storage-devices-policy/#d.en.194483
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/vulnerability-management-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/wireless-use-policy/
https://www.fordham.edu/information-technology/it-security--assurance/it-policies-procedures-and-guidelines/web-application-security-policy/

Applicable Laws and Regulations

Information Security and Assurance monitors applicable laws, regulations, or directives impacting the
Fordham environment. Laws, regulations, or directives (Federal or State) that establish specific
requirements for confidentiality, integrity, or availability of data or information include, but are not
limited to:

Americans with Disabilities Act and Section 504 of the Rehabilitation Act

Clery Act

Code of Federal Regulations: 21 CFR Part 11

Digital Millennium Copyright Act

Fair and Accurate Credit Transactions Act of 2003, including the Red Flags Rule

Family Educational Rights and Privacy Act

Federal Information Security Management Act of 2002

Financial Services Modernization Act of 1999 / Gramm-Leach-Bliley Act, Safeguards Rule
FIPS 200, Minimum Security Requirements for Federal Information and Information Systems
Freedom of Information Act

General Data Protection Regulation

Health Insurance Portability and Accountability Act (HIPAA) and Health Information Technology for
Economic and Clinical Health Act (HITECH Act)

Higher Education Opportunity Act of 2008 technology mandates

Homeland Security Presidential Directive 12

Human Subjects Research / Common Rule

Immigration requirements: Form I-9 and SEVIS reporting

International Traffic in Arms Regulations and Export Administration Regulations
National Archives and Records Administration requirements / Federal Records Act
NCAA and conference rules

New York State Information Security Breach and Notification Act, including NY SHIELD Act
New York State Personal Privacy Protection Law

OMB Circular A-130, Managing Federal Information as a Strategic Resource

Payment Card Industry Data Security Standard

Presidential Policy Directive 21, Critical Infrastructure Security and Resilience

Privacy Act of 1974, as amended

Protection of Pupil Rights Amendment

Research sponsor requirements, such as NIH or NSF award terms and conditions
Sarbanes-Oxley Act of 2002

Social Security Act

Standard Confidentiality Agreement or Statement
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NIST Cybersecurity Framework

NIST's CSF, summarized below, provides a structural foundation for this report. The actionable
recommendations in this report are also available in the accompanying Excel spreadsheet. Each
recommendation entry includes a notation of the appropriate NIST functions and categories from the list
below. Each recommendation entry contains a notation of the appropriate corresponding NIST functions
and categories from the list below.

Function 1: Govern

Establish and monitor the organization's cybersecurity risk management strategy, expectations, and
policy. The Govern Function ensures that cybersecurity risk is understood and managed across the
organization, from leadership to operations.

Function Unique Function Category Unique

Identifier Identifier Category

GV.0V Organizational Context
GV.RR Risk Management Roles
Govern GV.RM Risk Management Strategy
GV.PO Cybersecurity Supply Chain Risk Management
GV.CT Legal, Regulatory, and Policy Requirements
GV.ME Oversight and Cybersecurity Program Management

Function 2: Identity

Develop the organizational understanding to manage cybersecurity risk to systems, assets, data, and
capabilities. The activities in the Identify Function are foundational. Understanding the business context,
the resources that support critical functions, and the related cybersecurity risks enables an organization
to focus and prioritize its efforts in a way that is consistent with its risk management strategy and business
needs.

Function Unique

Function Category Unique

Identifier Identifier Category

IAsset Management
ID.BE Business Environment
Identify ID.GV Governance
ID.RA Risk Assessment
ID.RM Risk Management Strategy

Function 3: Protect

Develop and implement appropriate safeguards to ensure the delivery of critical infrastructure services.
The Protect Function supports limiting or containing the impact of a potential cybersecurity event.
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E . . .
unction Unique Function Category Unique

Identifier Identifier Category

IAccess Control
PR.AT Awareness and Training
PR.DS Data Security
Protect ; :
PR.IP Information Protection Processes and Procedures
PR.MA Maintenance
PR.PT Protective Technology

Function 4: Detect

Develop and implement the appropriate activities to identify the occurrence of a cybersecurity event. The
Detect Function enables the timely discovery of cybersecurity events.

Category Unique

Function Unique

Identifier ALl Identifier Category
DE.AE IAnomalies and Events
DE Detect DE.CM Security Continuous Monitoring
DE.DP Detection Processes

Function 5: Respond

Develop and implement the appropriate activities regarding a detected cybersecurity event. The
Respond Function supports the ability to contain the impact of a potential cybersecurity event.

Function Uni Cat Uni
unction Unique . ategory Unique

Identifier Identifier Category

Response Planning
RS.CO Communications
Respond RS.AN IAnalysis
RS.MI Mitigation
RS.IM Improvements

Function 6: Recover

Develop and implement the appropriate activities to maintain plans for resilience and restore any
capabilities or services that were impaired due to a cybersecurity event. The Recover Function supports
timely recovery to normal operations to reduce the impact of a cybersecurity event.
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F . . .
unction Unique Function Category Unique

Identifier Identifier Category

Recovery Planning

Recover RC.IM Improvements

RC.CO Communications
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Appendix A - Glossary

Common Terms

Definitions

Accreditation

The official management decision is given by a senior agency
official to authorize the operation of an information system and to
explicitly accept the risk to agency operations (including mission,
functions, image, or reputation), agency assets, or individuals based
on the implementation of an agreed-upon set of security controls.

Administrative
Controls

Refers to policies, procedures, or guidelines that define personnel
or business practices in accordance with the organization's security
goals. These can apply to employee hiring and termination,
equipment and Internet usage, physical access to facilities,
separation of duties, data classification, and auditing. Security
awareness training for employees also falls under the umbrella of
administrative controls.

Authentication

Verifying the identity of a user, process, or device is often a
prerequisite to allowing access to resources in an information
system.

Availability

Ensuring timely and reliable access to and use of information.

Business Critical

An IT Resource that requires special management attention
because of its importance to a particular business entity, its high
development, operating, or maintenance costs, or its significant
role in the business programs, finances, property, or other
resources.

Compensating
Controls

The management, operational, and technical controls (i.e.,
safeguards or countermeasures) employed by an organization
instead of the recommended controls in the low, moderate, or high
baselines described in NIST SP 800-53 that provide equivalent or
comparable protection for an information system.

Confidentiality

Preserving authorized restrictions on information access and
disclosure, including means for protecting personal privacy and
proprietary information.

Configuration

Process for controlling modifications to hardware, firmware,
software, and documentation to protect the information system
against improper modifications before, during, and after system
implementation.

Data Owner An official with statutory or operational authority for specified data
and responsibility for establishing the controls for its generation,
collection, processing, dissemination, and disposal.

Information The protection of information and information systems from

Security unauthorized access, use, disclosure, disruption, modification, or
destruction to provide confidentiality, integrity, and availability.

IT Policies The aggregate of directives, regulations, rules, and practices

prescribes how an organization manages, protects, and distributes
information.
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Common Terms

Definitions

IT Resources

Includes computing, networking, communications, application, and
telecommunications systems, infrastructure, hardware, software,
data, databases, personnel, procedures, physical facilities, cloud-
based vendors, Software as a Service (SaaS) vendors, and any
related materials and services.

Information
Security Engineer

Individual assigned responsibility by the senior agency information
security officer, authorizing official, management official, or
information system owner to ensure that the appropriate
operational security posture is maintained for an information
system or program.

Integrity

Guarding against improper information modification or destruction
includes ensuring information non-repudiation and authenticity.

Mission Critical

An IT Resource that requires utmost attention because of its
importance to the University's mission, its high development,
operating, or maintenance costs, or its significant role in the
administration of agency programs, finances, property, or other
resources.

Operational
Controls

The security controls (i.e., safeguards or countermeasures) for an
information system are primarily implemented and executed by
people (as opposed to systems).

Physical Controls

Describes anything tangible that's used to prevent or detect
unauthorized access to physical areas, systems, or assets. This
includes things like fences, gates, guards, security badges and
access cards, biometric access controls, security lighting, CCTVs,
surveillance cameras, motion sensors, fire suppression, and
environmental controls like HVAC and humidity controls.

Privacy

Privacy is personal information usually related to personal data
stored on computer systems. Maintaining information privacy
involves collecting personal information, such as medical, financial,
criminal, political, business-related, or website data. Information
privacy is also known as data privacy.

Remote Access

Access by users (or information systems) communicating externally
to an information system security perimeter.

Risk

The level of impact on operations given the potential impact of a
threat and the likelihood of that threat occurring.

Risk Assessment

Process of taking identified risks and analyzing their potential
severity of impact and likelihood of occurrence.

Risk Management

Ongoing management process of assessing risks and implementing
plans to address them.

Security Controls

The security controls (i.e., safeguards or countermeasures) for an
information system focus on managing risk and information system
security, including administrative/managerial controls, physical
controls, technical controls, and operational controls.
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Common Terms Definitions

Security Integrate information security principles into all aspects of the
Requirements University's activities. Ensure that reasonable security policies,
standards, controls, processes, practices, and procedures are
established and maintained to safeguard IT Resources. Follow a
risk-based approach to protect the assets' confidentiality, integrity,
and availability as business needs and IT Resources change.
Operate IT security activities effectively, responsibly, and ethically,
complying with all global, federal, state, and local laws and
regulations. Protect the IT Resources' confidentiality, integrity, and
availability commensurate with their risk and value while
maintaining accessibility.

System Owner The system owner is the individual or group responsible for the
procurement, development, integration, modification, operation,
maintenance, and retirement of the server, operating system, or
other elements that support the application owner in providing
services. The System Owner provides the technical infrastructure
for system state and data retention backups. If a third party
provides these services, the System Owner is responsible for
maintaining the relationship with the third party providing the
service.

Technical Controls The security controls (i.e., safeguards or countermeasures) for an
information system are primarily implemented and executed by the
information system through mechanisms contained in the system's
hardware, software, or firmware components.

User Individuals who use, access, or otherwise employ, locally or
remotely, the University's IT Resources, whether individually
controlled, shared, stand-alone, or networked.

Vulnerability Weakness in an information system, system security procedures,
internal controls, or implementation that can be exploited or
triggered by a threat source.

Vulnerability Formal description and evaluation of the vulnerabilities in an
Assessment information system.
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Appendix B — IT Organizational Charts

Below are high-level organizational charts for the Chief Information Officer (CIO) and the Information

Security and Assurance office.

Office of the CIO

E[j FORDHAM <oy

Office of the CIO
Anand Padmanabhan
Vice President & CI0 - RH/LC
anandp@fordham edu Joan Hubert
Executive Asst to 010 - RH
jhuberty@fordham.edu
Jason Benedict Charles Sanson Fleur Eshghi Chalapathy Neti Clara Perdiz Undsay Karp Katherine S. Egan
Associate VP/CISO, Information Associate VP, DevOps - RH Associate VP, Educational Tech & Assistant VP, Enterprise Al - RH Assistant VP, IT Client Services - Assistant VP, IT Planning - RH Executive Director, IT
Security & Assurance - RH csanson@fordham edu Research Computing - RH/LC neti@fordham.edu RM ap@fordham edu Administration - RH
benedict@fordham. edu eshghi@fordham edu cperdiz@fordham edu kegan@fordham edu
Anastasiia Razina

Assistant Manager, IT Finance &
Administration - RH
arazina@ordham edu

Yelim Rooney

IT Systems & Services Designer - RH
Yrim224@tordham edu
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Information Security and Assurance

rljFORDHAM

Office of Information
Technology

Information Security & Assurance

Jason Benedict

Associate VP/CISO, Information
Security & Assurance - RH
benedict@fordham.edu

Shannon Ortiz

Senior Director, IT Security &
Assurance - RH
ortiz@fordham.edu

Michael Martin Josephine Law
Senior IT Security Engineer - Senior IT Risk Analyst - RH
RH jlaw@fordham.edu
edu
Kelvin Taveras Marc Herzog Gerald Johnson Vince Bonura Anthony Scarpa
IT Security Engineer - RH IT Security Engineer - RH IT Security Engineer - RH IT Risk Analyst - RH IT Risk Analyst - RH
ktaveras9@fordham.edu mherzog5@fordham.edu gjohnson27@fordham.edu vbonura@fordham.edu ascarpa@fordham.edu
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